












Chemical and Biological 

Syria continued to seek dual-use technology from foreign sources during the reporting 
period. Syria has had a CW program for many years and has a stockpile of CW agents, 
which can be delivered by aerial bombs, ballistic missiles, and artillery rockets. We 
assess that Syria remains dependent on foreign sources for key elements of its CW 
program, including precursor chemicals. 

Syria's biotechnical infrastructure is capable of supporting BW agent development. 

II. Chemical, Biological, Radiological, and Nuclear Terrorism 

Several terrorist groups, particularly ai-Qa'ida and ai-Qa'ida in the Arabian Peninsula, 
probably remain interested in chemical, biological, radiological, and nuclear (CBRN) 
capabilities, but not necessarily in all four of those capabilities. A number of the 33 US 
Department of State-designated foreign terrorist organizations worldwide have 
previously expressed interest in one or more of these capabilities, mostly focusing on 
low-level chemicals and toxins. Some terrorist groups see employing (CBRN) materials 
as a high-impact option for achieving their goals, as even if they do not produce many 
casualties they would have a psychological impact. We believe some of these 
terrorists aim to use these agents against Western targets, especially in Iraq and 
Afghanistan. We continue to be concerned about ai-Qa'ida's intent to conduct 
unconventional attacks against the United States. While counterterrorism actions have 
disrupted ai-Qa'ida's near-term efforts to develop a sophisticated CBRN attack 
capability, we judge the group is still intent on its acquisition. 

Ill. Key Suppliers 

North Korea and entities in Russia and China continue to sell technologies and 
components in the Middle East and South Asia that are dual use and could support 
WMD and missile programs. North Korea is among the world's leading suppliers of 
ballistic missiles and related technologies. Chinese companies have been associated 
with nuclear and missile programs in Pakistan and missile programs in Iran. 

The problem of secondary proliferation continues to expand, as more countries that 
previously imported weapons and technologies begin indigenous production and export 
of those systems. As their domestic capabilities grow, traditional recipients of WMD and 
missile technology also are capable of supplying technology and expertise. In addition, 
independent companies, scientists, and engineers may provide WMD- and missile
related assistance. 
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China 

Chinese entities- including private and state-owned firms-continue to engage in 
WMD-related proliferation activities. The United States in recent years has imposed 
sanctions on several Chinese companies for sales of WMD- and ballistic missile-related 
technologies to states of concern. Although China has export control legislation that 
largely mirrors Missile Technology Control Regime (MTCR) controls, enforcement 
continues to fall short. Chinese entities- primari ly private companies and individuals
continue to supply a variety of missile-related items to multiple customers, including Iran 
and Pakistan. 

China continues to offer for sale SRBMs that fall below the 300-kilometer range/500 
kilogram payload threshold for MTCR Category I systems. China's state-owned export 
firms remained a primary supplier of advanced conventional weapons to Pakistan, 
which still represents China's most important partner in militar)i technology cooperation . 

North Korea 

North Korea remains committed to selling missiles and related technologies to foreign 
customers. Over the years, it has exported ballistic missile-related equipment, 
components, materials, technical expertise, and/or full missile systems to countries in 
the Middle East, South Asia, and North Africa. North Korea has demonstrated a 
willingness to sell complete ballistic missile systems and components that have enabled 
other states to acquire longer-range capabilities earlier than would otherwise have been 
possible and to acquire the basis for domestic development efforts. 

North Korea's relationships with Iran and Syria remain strong and we assess North 
Korea continues to seek new customers and reengage with previous customers. North 
Korea provided assistance to Syria's covert nuclear effort starting in the late 1990s and 
retains the potential for exporting nuclear materials or technology. 

Russia 

Russian entities remain key suppliers of nuclear equipment and technology to many 
civilian nuclear programs. Russia continues to provide assistance to Iran's civilian 
nuclear power program, by providing IAEA- safeguarded nuclear fuel and expertise to 
enable completion of Iran's Bushehr Nuclear Power Plant. 

• Russia has been the primary provider of assistance to India's civilian nuclear 
programs. Russia has constructed two 1 ,000-megawatt light water nuclear 
reactors at Kudankulam. 
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China remains one of Russia's largest customers for nuclear-related equipment. Russia 
and China in 201 0 signed several contracts related to the planned construction of the 
third and fourth reactors at China's Russian-designed Tianwan nuclear power plant. 
Russian entities also remained a source of dual-use biotechnology equipment and 
related expertise. 
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