Department of Energy
Washington, DC 20585

November 28, 2005

Mr. David Armstrong

National Security News Service
1100 Connecticut Avenue, NW
Suite 1310

Washington, DC 20036

Re: Freedom of Information Act Request F2002-00648
Dear Mr. Armstrong:

This is the Office of Inspector General (OIG) final response to your request for
information that you sent to the Department of Energy (DOE) under the Freedom of
Information Act (FOIA), 5 U.S.C. 552. You asked for a classified report by the OIG that
concerned the Los Alamos National Laboratory (LANL).

A review of the declassified document and a determination concerning its release has
been made pursuant to the FOIA, 5 U.S.C. 552. The document is released with certain
material withheld pursuant to subsections (b)(6) and (b)(7)(C) of the Act, or Exemptions
6 and 7(C), respectively.

Exemption 6 protects from disclosure “personnel and medical and similar files the
disclosure of which would constitute a clearly unwarranted invasion of personal
privacy. . ..” Exemption 7(C) provides that “records or information compiled for law
enforcement purposes” may be withheld from disclosure, but only to the extent that the
production of such documents “could reasonably be expected to constitute an
unwarranted invasion of personal privacy . . ..”

Names and information that would tend to disclose the identity of certain individuals
have been withheld pursuant to Exemptions 6 and 7(C). Individuals involved in OIG
investigations, which in this case include subjects, witnesses, sources of information, and
other individuals, are entitled to privacy protections so that they will be free from
harassment, intimidation, and other personal intrusions.

To the extent permitted by law, the DOE, in accordance with Title 10, Code of Federal
Regulations (CFR), Section 1004.1, will make available records it is authorized to
withhold pursuant to the FOIA unless it determines such disclosure is not in the public
interest.

In invoking Exemptions 6 and 7(C), we have determined that it is not in the public

interest to release the withheld material. In this request, we have determined that the
public interest in the identity of individuals whose names appear in investigative files
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does not outweigh such individuals’ privacy interests. Those interests include being free
from intrusions into their professional and private lives.

The document has sections of information that originated within the DOE, Office of
Counterintelligence (CN) and at the Federal Bureau of Investigations (FBI). Those
sections have been returned to the CN and the FBI for review and release determination.
The CN and the FBI will response directly to you.

As required, all releasable information has been segregated from the material that is
withheld and is provided to you. See 10 C.F.R. 1004.7(b)(3).

This decision may be appealed within 30 calendar days from your receipt of this letter
pursuant to 10 C.F.R. 1004.8. Appeals should be addressed to the Director, Office of
Hearings and Appeals, HG1/L’Enfant Plaza Building, U.S. Department of Energy, 1000
Independence Avenue, S.W., Washington, DC 20585-1615.

Thereafter, judicial review will be available to you in the federal district court either
(1) in the district where you reside, (2) where you have your principal place of business,
(3) where the Department’s records are situated, or (4) in the District of Columbia.

Sincerely,

GJZ; ot

John Hartman

Assistant Inspector General
for Investigations

Office of Inspector General

Enclosures
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Department of Energy
Washington, DC 20585

July 27, 1999

MEMORANDUM FOR THE SECRETARY

FROM: GREGORY H. FRIEDMAN
INSPECTOR GENERAL
SUBJECT: SUMMARY OF FINDINGS: CIRCUMSTANCES

' SURROUNDING DECISIONS REGARDING THE
SECURITY CLEARANCE, ACCESS AND WORK
ASSIGNMENTS OFE

In a memorandum dated June 8, 1999, you asked that the Office of Inspector General
undertake an inquiry to address the facts and circumstances surrounding the security
clearance, access, and assignments of] ' _ .
‘Specifically, we were asked to ascertain: (1) the individuals responsible for decisions
relatingta, ecurity clearance, access and work assignments, including who
directed these activities and who was informed of them at the time; (2) the basis for
changes to: __Llearance, access and work assignments beginning in 1997 unﬁt

) _dand, (3) whyE ~Jclearance and access were not curtailed
during this period. We agreed that I would Téport back to you on or about July 26, 1999.
Attached is our report of inquiry. :

We found that witnesses we interviewed possessed varying degrees of recollection
concerning the matters related to these issues. Further, we were provided with conflicting
versions about the circumstances surrounding decisions relating to security
clearance, access, and work assignments. Despite these obstacles, we were able to make
certain observations and provide findings.

We found that fromE . L jwas identified as a possible suspect in
committing espionage, the statusg ____:ZI) work assignments within théC L
remained unchanged until the[_ Yspecific date unknown); (2) access within

_Jremained unchanged Turil[. _} and, (3) “Q” security
Clearance remained unchanged untilf ] We discovered that during
January and February 1999, | —

_j We also identified
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Department and LANL officials who were responsible for intelligence and
counterintelligence matters during these periods, and who possessed, or should have
possessed, knowledge and understanding of the status of(f learance, access, and
work assignments.

Senior managers and other key personnel, apparently relying on their advisors or others, did
not obtain sufficient confirmation that directed actions had, in fact, been appropriately
executed. Additionally, senior officials did not ensure that the positions taken by the Federal
Bureau of Investigation, with regard to the suspect’s clearance, access and work
assignments, were clear and fully understood. These failures resulted from a lack of
adequate communications at all levels and confission as to individual responsibilities and
accountability. For instance, a misunderstanding of terms relating to limiting]_

access through redirection off :}ssignments, may have contributed to delays in
action, or inaction, by senior managers.

While concerns raised during this inquiry are significant, the Department has taken steps
designed to address many of these issues. For example, the responsibility for departmental
security matters has recently been centralized with the naming of a retired senior military

. officer as the Department’s “security czar.” Further, the Department now has a separate
Office of Counterintelligence with direct responsibility for counterintelligence matters
throughout the complex. The director of this office, a recognized specialist in
counterintelligence, reports directly to the Secretary on such matters.

The attached report of inquiry expands upon our observations and findings and includes
details of the information that we received. Two exhibits have been provided to assist the
reader. This information should be considered in its entirety in any evaluation of this
matter. The report should be handled as SECRET/NOFORN pending review by a
Department classifier.

This report and attachments are the property of the Department’s Office of Inspector
General, and should be protected in accordance with the provisions set forth in the Privacy
Act, Title 5 U.S. C., Section 552a. Appropriate safeguards should be provided for this
information, and should be limited to persons with a need-to-know. Additionally, this
report should be handled in accordance with Department classification guidelines.

I would be pleased to discuss these matters in greater detail.

Attachment



U.S. Department of Energy (U)
Office of Inspector General (U)
Case No. [99HQ010 (U)

REPORT OF INQUIRY (U)

July 27, 1999

(U) This report and attachments are the property of the U.S. Department of Energy’s
Office of Inspector General, and should be protected in accordance with the provisions set
forth in the Privacy Act, Title 5 U.S. C., Section 552a. Appropriate safeguards should be
provided for this information, and should be limited to persons with a need-to-know.
Additionally, this report should be handled in accordance with Department classification
guidelines.
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(U) In a memorandum dated June 8, 1999 Secretary of Energy Bill Richardson asked that the
Office of Inspector General undertake an inquiry to address the circumstances surrounding the
security clearance, access, and work assignments of}

L EXECUTIVE SUMMARY (U)

: . , 7] Specifically, the
Office of Inspector General was asked to ascertain: (1) the individuals responsible for decisions
relating totlj jsecurity clearance, access and work assignments, including who directed these

activities and who was informed of them at the time; (2) the basis for changes tol ]
clearance, access and work assignments beginning in May 1997 until} . j
and, (3) why Ajlearance and access were not curtailed during this period.

(U) The Office of Inspector General conducted 97 interviews as part of this inquiry. We found that
witnesses possessed varying degrees of recollection of the matters related to these issues. Further,
_we were provided conflicting versions about the circumstances surrounding decisions related to
N » J clearance, access, and work assignments. We were unable to reconcile many of these
conflicts.

A. Initial Decisions RegardingE_ :YC)earance, Access, and Work Assignments (U)

©ouo) - o
- | were involved in making decisions during the May

: T = ) —
through July 1996 time frame, to maintain E Jecunty clearance and access, butﬁ‘i~ J
work activities through redirection| | project work assignments. These decisions were made in
coordination with the Federal Bureau of Investigation (FBI), which opened a full field investiggggn
0. . 7, . e i - . "J
did not concur with these decisions, and was very concerned aboutL jcontmued access.

The FBI's general policy and practice regarding suspected espionage, by employees of a
government agency, is that the employing agency may take appropriate administrative, disciplinary,
or other action at any time in connection with the employee. The anticipated changes in the
employee’s status, however, should be coordinated with the FBI beforehand. This policy and
practice is outlined in a joint FBI - Department Counterintelligence Memorandum of
Understanding, dated October 1992.

Decisions regarding_ laccess were based on a number of factors, including: (1) the
FBI'srequesttokeef position; (2) the FBI’s request that[_ jbe handled in a
“non-alert” status, so that'E , not become aware of the FBI investigation; (3) the desire to
promote the success of the FBI investigation; (4) consideration that‘\: __iwas only a suspect and
that theT Jand, (5)

consideration that the success of the FBI investigation would possibiy lead to a better understanding
of what may have been compromised f o
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(OUQ) The followingj lknew about the clearance, access and

assignment decisions durng, or shortly after, the May-July 1996 time frame: =

-

(OUO) The decisions to mainta.inE _ “Jclearance and access, and control{' _jthrough
work re-assignments, was reaffirmed at an| Jmeeting at LANL. In attendance at the
meeting for the Department were: E | _ J Present|

S ] » “"|FBT officials were also in
attendance. During the meeting, the FBI committed to E o _ _
- - _ __| Our inquiry
revealed t_hatL B fiwork assignments were notL —_—
The specific reasons for the delay int Jare unclear. Our inquiry disclosed,

however, that there was uncertainty, and inconsistent understanding, with respect to what was
meant by “limit” access and “control,” “modify,” and «redirect” work assignments. The distinctions
between these and related terms, and a common understanding of their meaning, are key to decision
making in a situation where counterintelligence concerns have been raised.

(U) During the peg;od[: jﬁve keyE . _
_ ~__were vacated and then filled. These position ghanges we L 3
replaced byL - ' ";(2)8 ‘ Ljreplaced by ‘
3 OB ,,,;}repﬁced byi L L

_] (4){: 3 feplaced byC and,

&)
We found that these changés, and their impact on the continufty of operations, may have played a
role in the issues outlined in this report.

B. Changes in Circumstances Regarding Decisions Relating toE m_j Access (U)
o { ~_istated that during a meeting held at the EBI Headquarters on|

.- .- _ ] “lthat: (1) the FBI’s atfempt
to obtain Foreign Intelligence Surveillance Act Court approval during tHie investigation o

was unsuccessful; (2) the Department should not leavej _}in place for the FBI, and, (3) the
Department should do what it needed to do to protect access t0 information by[: 1

-

2
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- Hoes not recall attendmg the meetmg,@
5do recall attending the meeting.
o[ " further stated that during another meeting held at Department Headquarters on

October 15 1997 v‘
' and other representatlves from the Department, the FBI, and the Central Intelhgence

Agency. - Jand others in attendance at the meeting recall hearing the
comments. |._ . ) fdo not recall hearing the comments.

O ' ] meetings changed the FBI's
position with regard to its initial request to keepr [position The Office of Inspector

General found no evidence that Department officials notified LANL of the FBI's change in position.

(OUO) Onl mformecf%
jthat (1) the FBI’s posmon with regard to}: Jhad changed; and, (2) th I would not
stand in LANL’s wayE ~1Nevertheless nformed
the Office of Inspector General that: (l)tr _jjointly agreed to “stick with” the
agreement made at the )
roject work assxgnments) (2) that it was clear] mthmE:_
osition; and, (3}

- —posiin 5

regarding the FBI's change in position and[_ ) __Jposition.

(OUO) [__ Jeach told the Office of Inspector General that ;Enot

informed of the FBI’s change in position, or that(i had decidedtokeepl, __ fin

lpiace They said they did not learn o jcomments until; itime frame.
jmfoxmed the Office of Inspector General thatE: :hunng a

tf _jbneﬁng that the FBI was leading an investigation 1ntof jsuspected

espionage activities, but that

___31n place. [ jsald thatE jalso did not‘fl jhat

the FBI's position had changed.

(U) In Aprii 1998, Presidential Decision Directive (PDD) 61 was implemented andC
informed

the Office of -Ixi§pector General that[_ :j.mderstanding through{_
that the investigation was being handled appropriately and that the FBI

had the lead. { Jwas not made aware of the comments made by J
during thej as not made
aware un October 1998, thatf Jhad remained unchanged
since} ,

rOUO)E B
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C. Observations and Findings (U)

.

A

(U) As a result of the inquiry, the Office of Inspector General is providing several observations and
findings with regard to decisions and actions by senior Department and LANL officials, relating to
the security clearance, access, and work assignments of]:p ﬂi

(U) The inquiry found that from the timeE . . .
A ‘ﬁ the following occurred with respect toL 3 access, and work
assignments: : )
* (OUO) Thestatusof o ]

¢ (OUO) The status off__

-3

e (OUOQ) The status o{j

(OUO) The inquiry further disclosed that Department and LANL officials took no meaningful
action regarding __lafter the FBT’s

change in position. It was learned that while temporarilly reassigned to the{ -

J(l) gained access to theE
- — joffice; and, (3) attempted to have a box of documents
brought to L\ office. The box was discovered to contain one unmarked
classified document and was, therefore, not given to[: j

(OUO) We found systemic problems in the Department’s management of counterintelligence
matters. There was inadequate communications at all levels. A misunderstanding of terms relating
tof  _ __laccess through “redirection” o{; Vj_aﬁssignments may have contributed
to delays in action, or inaction, by senior managers. Further, several senior level transitions were
not structured so as to ensure that incoming Departmental and LANL officials were fully

C nversar_x% with ongoing counterintelligence matters, including details of the history and status of
[Q _Llearance, access, and work assignments. Finally, senior managers and other key

4
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personnel, apparently relying on their advisors or others, did not obtain sufficient confirmation that

directed actions had, in fact, been appropriately executed.

(OUO) The inquiry also found indicators of long-term management deficiencies. The
Department’s management structure, during the time, was such that many participants contended
that they had no direct responsibility for, and therefore, should not be held accountable for,
decisions and actions relating to this matter. Additionally, senior officials did not ensure that the
positions taken by the Federal Bureau of Investigation, with regard to the suspect’s clearance,
access and work assignments, were clear and fully understood. Certain senior officials with direct
anagement responsibility for LANL were not aware of,_nor did they seek, essential information on

Jin this matter, and specifically, on the status of} Jearance and continued access
within thet_ ~__\|Finally, senior officials with intelligence or counterintelligence
responsibilities, who were also aware of the FBI' initial rgg uesti e j
may not have adequately reassessed the status oi'_ ccess following(;

Jnd the change in the FBI’s position and, consequently, failed to respond in an

appropriate and timely manner.

(U) Analysis during the course of the inquiry revealed that several Department and LANL officials
'had (1) a degree of responsibility regarding Department intelligence and counterintelligence matters,
or programmatic security; (2) a degree of understanding with respect to the status of the FBI's
request’ ﬁposiﬁon; and, (3) a certain level of knowledge regarding

clearance, access, or work assignments. These individuals include:'

T Ty

T

|

N ) /‘,/

! (U) This list is not intended to convey a hierarchy of responsibility for deficiencies. Rather, it is arranged
in the following order: | ~




T

(U) Inthis Executive Summary, the Office of Inspector’General has attempted to summarize the
The matters at issue in this report

key issues, observations, and findings reached during the inquiry. 4
span several years, involve Department of Energy and federal law enforcement decision making at
every level, and concern one of the most sensitive allegations of espionage in this Nation’s history.

As indicated in the report, a number of systemic deficiencies in the Department’s organization and
structure contributed to the problems noted. With respect to the particular actions of the above
named officials, review of the details of the testimony (text of the Report of Inquiry); the summary
of relevant statutes, laws, procedures, and guidelines (Exhibit A); and responsibilities of
Department and LANL officials for intelligence, counterintelligence, and security programs (Exhibit

B), is crucial to a full evaluation of this matter.
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II. INTRODUCTION (U) -

(U) In a memorandum dated June 8, 1999, Secretary of Energy Bill Richard-son requested that thg
Office of Inspector General conduct a review of the circumstances surrounding § N
access and security clearance from 1997 until the f _:}

(U) The Office of Inspector General initiated an inquiry in response t0 the Secretz'uy’s request. In
order to more completely understand the facts and circumstances regarding thqse issues, the Office
of Inspector General examined the period May 1996 through March 1999. This report conveys the

results of the Office of Inspector General’s inquiry.

(U) Exhibit A outlines applicable statutes, laws, procedures, and guidelines goYeming intellige'nce
duties, functions and responsibilities, as well as policies and procedures, governing the suspension
and revocation of Department of Energy security access clearances. Exhibit B contains list of key

Department and LANL officials involved in the events outlined in this report.
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Fo s
L FOCUS, OBJECTIVES, AND METHODOLOGY OF INQUIRY L)

(OUO) The Office of Inspector Geﬁal’s inquiry focused on identifying the facts and

circumstances surrounding security clearance, access, @d wor‘k assignments from
May 1996 until the E;_ ‘ ‘ _j Specifically, the Office of

Inspector General’s inquiry focused on three issues outlined in Secretary Richardson’s
June 8, 1999, memorandum, as follows:

1. (U) The basis for changes tva _jaccess or assignment,

2. (U) The individuals responsible for decisions relating to‘: lsecurity clearance and

access, including who directed these activities and who was informed of the activities
during the identified period of time; and

3. (U WhYE :}access and clearance were not curtailed during this period.

(U) The objective of our inquiry was to identify and present facts with respect to the three issues.
During the inquiry, the Office of Inspector General:

¢ (U) Conducted 97 witness interviews. including interviews of

-
A

o (U) Coilected and reviewed documentation from the Department’s Office of Intelligence
and Office of Counterintelligence, LANL’s Office of Counterintelligence, and the FBI.

e (U) Reviewed applicable Federal laws and departmental rules and regulations concerning
intelligence and counterinteiligence duties, functions and programs, as well as personnel
security and access to classified matters.

2 (U) A total of seventy-nine individuals were interviewed.
8



[V. APPLICABLE GUIDELINES (U)

(U) This section provides a general summary of statutes, laws, procedures, and other guidelines
pertaining to the Department of Energy’s intelligence and counterintelligence functions, activities,
and programs, as well as personnel security and access to classified matter. Exhibit B provides a

more detailed synopsis.
A. The Department of Energy’s Intelligence Function (U)

(U) The Department’s intelligence function is governed principally by the Atomic Energy Act of
1954, the National Security Act of 1947, Executive Order 12333, and the Department’s own
guidance, “Department of Energy Procedures for Intelligence Activities.” The Atomic Energy Act
of 1954 authorizes the Department to safeguard its facilities, equipment, and materials and provides
sanctions for the uniawful dissemination of restricted data. Section 1.6 of the Executive Order
denotes the duties and responsibilities of the heads of the executive branch departments and
agencies while Section 1.7 pertains to senior officials of the intelligence community. Section 1.13
of the Executive Order addresses the role and responsibilities of the Secretary of Energy
specifically. The Secretary of Energy, in addition to other heads of executive branch departments
and agencies, serves as a Senior Official of the Intelligence Community. As such, the Secretary has
reporting responsibilities to the Attorney General, the FBI, the Intelligence Oversight Board, the
Director of Central Intelligence, and the National Security Council. These responsibilities include
reporting violations of criminal laws and breaches in security, as well as furnishing intelligence
information related to the Department’s mission.

(U) The “Department of Energy Procedures for Intelligence Activities” establishes the
Department’s director of the Office of Intelligence as the Department’s Senior Intelligence Official.
The Senior Intelligence Official, is responsible for the Department’s intelligence functions, which
are outlined in Section 1.7 of Executive Order 12333. |

B. The Federal Bureau of Investigation’s Intelligence Function (U)

(U) The FBI's intelligence function is governed principally by the Atomic Energy Act of 1954 and
Executive Order 12333. The FBI has authority to investigate criminal violations of the Atomic
Energy Act of 1954 under section 221(b). Part 1.14 of the Executive Order establishes the FBI as
the agency responsible for conducting counterintelligence activities within the United States and for
coordinating the foreign counterintelligence activities of Intelligence Community members within
the United States.

C. Coordination and Conduct of Counterintelligence Activities by the Department of
Energy and the Federal Bureau of Investigation (U) '

' The_coprdination and conduct of counterintelligence activities by the Department and the
FBI were principally governed by the October 7, 1992, Memorandum of Understanding (MOU)

9



between the two entities until the agreement was superseded by another MOU in June 1999. In’

atmmary. the 1992 MOU:

. Defined procedures mutually acceptable to both the FBI and the Department
regaraing the conduct and coordination of counterintelligence activities and .
investigations involving Department of Energy programs, facilities, or personnel in the

United States;
o . Defined Department investigative support to be provided to the FBI; and
* Established procedures for coordinating FBI investigations of Department

_ referrals of alleged or suspected counterintelligence activities.

" The 1992 MOU required the Department to refer to the FBI information pertaining to
auegations of possible intelligence activity or unauthorized contact on the part of Department
personnel with a foreign power. According to the MOU, if the FBI declined primary investigative
jurisdiction, the Department could pursue necessary leads to resolve the allegation or facilitate
administrative sanctions.

Further in accordance with the MOU, the Department could take appropriate
administrative, disciplinary, or other action at any time against a Department employee whose
activities were reported to the FBI. However, the Department was required to coordinate any
action, in advance, with the FBI, to avoid prejudicing any ongoing or planned FBI investigative
effort or criminal prosecution. _

~ According to the MOU, the Department’s Office of Counterintelligence and the FBI’s
Intelligence Division were to serve as the points of contact for the .coordination of referred matters.
The FBI was to keep the Department informed of pertinent developments in those referred cases
being investigated by the FBI. FBI field offices were to coordinate with Department field offices.
Needs and requests for assistance and technical services were to be conducted at a local level uniess
circumstances dictated otherwise.

D. The Department of Energy’s Personnel Security and Access Functions 18)]

(U) The Department’s personnel security and access functions are principally governed by Title 10
Code of Federal Regulations (CFR) Part 710 “Criteria and Procedures for Determining Eligibility
for Access to Classified Matter or Special Nuclear Material” dated July 8, 1995; Department Order
472.1B “Personnel Security Activities” dated March 24, 1997; and Department Order 471.2A
“Information Security Program” dated March 27, 1997. ' .

(U) In summary, Title 10 CFR 710 identifies security regulations that pertain, in part; to the (1)
suspension of access authorization; and (2) the responsibilities of the local Operations Office
Director of Security, the Operations Office Manager, and the Director, Office of Safeguards and

10



Security when information is obtained which may create a question as to an individual’s eligibility
or continued eligibility for access authorization.

(U) The CFR provides, in part, the following examples of “derogatory” information that may create
a question as to an individual’s eligibility: |

» (U) Committed, prepared or attempted to commit, or aided, abetted or conspired with
another to commit or attempt to commit any act of sabotage, espionage, treason,
terrorism or sedition; and

* (U) Failed to protect classified matter or safeguard special nuclear material or violgted or
disregarded security or safeguards regulations to a degree, which would be inconsistent
with the national security.

(U) According to Department Order 472. 1B, the Director of Security Affairs renders final
determinations to grant or deny, reinstate or revoke Department access authorization under

10 CFR 710. Department Order 471.2A requires in part that the Director of Energy Intelligence
coordinate with the Office of Security Affairs concerning security issues, to include espionage and
possible or potential compromise of intelligence related information.

11



V. BACKGROUND (U) 0, gldd D

(U) This section provides an overview of the structure of the Department of Energ{s intelligence
and counterintelligence programs, the events which led the Department to refer the _ ___to
the FBI, and the history o f

e

A. The Department of Energy’s Intelligence Structure (U)

(U) Until 1993, the Department’s Office of Intelligence reported directly to the Secretary of
Energy. The Office of Intelligence had primary responsibility for ensuring effective use of U.S.
Government intelligence in support of the Department’s need for information on global nuclear
weapons development, non-proliferation, and other energy production and consumption. On June
10, 1993, Secretary of Energy Hazel O’Leary consolidated Office of Intelligence functions and
activities, along with those of the Office of Arms Control and Nonproliferation and the Office of
Security Affairs, into the Office of Intelligence and National Security. In March 1994, the Office of
Intelligence and National Security was renamed the Office of Nonproliferation and National
Security (NN-1). The Office of Intelligence became a subcomponent of NN-1 and was designated
as NN-30.

(U) Under an assignment agreement pursuant to Title IV of the Intergovernmental Personnel Act

@A)

jespoﬁsibilities, including:
. L
_ ]
: )

B y
- . | |

el

)

e | ;

(U) On February 11, 1998, Presidential Decision Directive (PDD) 61 was issued. As a result of
PDD 61, Department counterintelligence functions, which had been under the Office of Intelligence,

12
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were separated. In March 1998, the Office of Intelligence (IN-1) and the Office of
Counterintelligence (CN-1) were created as separate directorates, each reporting directly to the

Secretary.

T

: _
(U) On May 8,‘199_8,L

. " ™) In this capacity,| reported
directly to thef_ N L By

_ - iand provxdrng[ - o the Secretary, Deputy Secretary,
and other key D ent of Energy policy officials. As tlE_

\_ffor the Department’s mtelhgence ﬁmctrons as outlined

in Section 1.7 of Executive Order 12333
-

(U) On July 1, 1998 L »
Secretary Bill RichardSon’s confirmation on August 18, 1998. Beginning on August 18, 1998{‘:

|

-

B. The Department of Energy’s Administrative Inquiry (U)

X On September 25, 1995 E
’ jhe Department’ s KINDRED SPIRIT® Administrative Inquiry based on
information derived from an Office of Energy Intelligence Working Group. The Working Group
had conducted an in-depth review of available inteiligence and determined that there was a high

probabthty that the ] |
7]

(OUO) Based on this informationf the Department’s Office of

Counterintelligence to initiate an Administrative Inquiry to determine the facts and circumstances
' relative to the potential loss of the§: ) information. Based upon the Office’s

limited investigative authontyE '?that an FBI agent be temporarily assigned to

the Department’s Office of Countermtelhgence to assist in the conduct of this preliminary
investigation.

(OUO) A meeting was subsequently held on October 31, 1995, between Department officials and
FBI personnel. FBI representatives consisted o N ) j

3

” YMOM mmess’&s interviewed by the Office of or Geperal used the words “KINDRED
SPIRIT,” “China matter,” “LANL espionage matter,” an " when referring to the specific
espionage issues outlined in this report. — '

4 !
dﬁ :}vas developed at the LANL in 1984. The design information was subsequently
provided to the Lawrence Livermore National Laboratory and the Department’s Pantex facility.

13
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E 3 The Department was represented byE

Rat this .
mieeting. In summary, those in attendance agreed that the Department would take the lead role in
the investigation, with both the FBI and the CIA providing assistance. It was further agreed that
should a subject be identified, the FBI would be responsible for any subsequent espionage
investigation. A

On May 28, 1996, r;forwarded a copy of the Department’s Office of

Counterintelligence report Gutlining the resuits of the KINDRED SPIRIT Administrative Inquiry to

] o _ _ _ ____}In summary, the Inquiry identified 11
offices/divisions within LANL that had access to the | ") The Inquiry aiso identified
persons, from which__ jwere subsequently determined to be the most
logical suspects. The report recommended that the FBI take the lead in the investigation because
the Office of Counterintelligence had basically exhausted all logical leads. The FBI's Sante Fe
office, a satellite office under the FBI’s Albuquerque Field Office, subsequently opened a fuill
investigation on July 3, 1996.

(U) As of May 28, 1996{:

Up to that point, no action had been initiated by the Department{__ ' ,}iearance
or access to research and development information. .

C. History of(_ o J(U)
vy

14
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) F romE . o __Bwas specifically responsible for:
1. S
2.
3. 3 |

U) Fr omtw , , :_}vas responsible for:
T
2.
3.

On_ | -

pending the results of the ongoing FBI investigation. While there,E

©uo) onf _ " [pursuant to Title 10, Code
of Federal Regulations (CFR), Part 71 0, “Criteria and Procedures for Determining Eligibility for
Access to Classified Material.”[:

-

15
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VL DETAILS OF INQUIRY (U) RSy

This section outlines the details of the Office of Inspector General’s inquiry with respect to (1)
_ ; ecurity clearance, access, and work assignments during the period ng 1996 to
March 1999; (2) individuals responsible for decisions relating to} fsecurity clear. ance,
access, and work assignments; and (3) whyt ___ [flearance and access were not curtailed

beginning May 1996.
A. Issue I: ﬁf JSecurity Clearance, Access, and Work Assignments® (U)

(OUO) In summary, the Office of Inspector General determined that from the time__

___j the following occurred:
* (OUO) The status off___ _ecurity clearance remained unchanged until
. The status ofE
the FBI investigation. TheE W{included: (a )E
- jand, - ,

s (OUO) The status'oE jwork assignments within th{:

" Ipending the results of

_ ;}involving less sensitive classified information.

1. Changes in C jaearance )

(OUOQ) The Office of Inspector General’s inquiry disclosed that Department officials, in
coordination with the FBI, decided to approach . ) o

_ ' o submut to an in-depth interview and polygraph. E
S j During the interview and subsequent polygraph administered by the Department, |
___Jdid not engage in any activities detrimental to the national security of the
United States. § enied: ever engaging in espionage; ever providing classified
information to afiyone; ever providing any sensitive or classified information weapons data to
anyone; any foreign contacts for the purposes of engaging in espionage; and knowing anyone whom

Jo be, or to have been, involved in espionage. '

* (U) Individuas iavolved in, and responsible for,  Jsecurity clearance, access, and work
assignments are identified in Section B on page 18, T
16
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(OUO) Data analyses of the polygraph results by Department contractor officials originally ‘
disclosed sufficient physiological criteria for [ Tkobelieve that%r -

. _jduring the Department administered polygraph. However, the results were later
examinéd by the FBI and determined to be inconclusive.

©uo) oi _JFBI officials asked|” __Jto take an FBI-administered polygraph
examination, the results of which indicated thatf )

:juntﬂ an investigation by appropriate
agencies was completed.

O ‘ -
2. Changes in[ \;!4“_-&»3 ) '

(OUO) As noted above, Department officials{

__JWas temporary
and without prejudice and was to have no effect onf_ ‘Flearance status. ,

R

(OUO) The Office of Inspector General’s inquiry disclosed that this transfer was the first
meaningful action taken by the Department or LANL to physically limit or restrictf__ .
N j The Office of Inspector General learned that despite this action, while

E_\ . ;( 1) gained access to the}. ] )
7 “ ' ~ {fand, (3) attempted
to have a box of documents brought toQ‘ ) » f »

3. Changes inC w:i?Work Assignments (U)

(OUO) During the May to July 1996 time frame, senior Department and LANL officials made the
initial decision, in coordination with the FBI, to (1) maintai {security clearance, and
access within the {and (2) controC | ljwork activities through project
reassignments. These officials based their decision on several factors, including:

(OUO) The FBI’s request to keep jposition;

(OUO) The FBI’s request that the investigation be conducted in a “non-alert status;”
(OUO) The desire to promote the success of the FB] investigation; -
(OUO) The consideration that{_ ' ‘}was only a suspect;

¢ (U) Details of these incidents are outlined in severa] interview summaries which follow.
17
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1 e
e (OUO) The knowledge provided by the FBI that the|_

i and
¢ (OUO) The knowledge prowded by the FBI that the success of the FBI investigation
could increase the likelihood of learmng what, specifically, may have been possibly

comprormsed

\
I

A

(OUOQO) The Department’s and LANL’s decision to[\ ‘clearance and access, and
control{”_ ) _ s re-affirmed in an] ;
meeting with Department, LANL, and FBI officials present.

(OUO) The Office of Inspector General’s inquiry disclosed, however, that[ jwork

assignments were not actually | ollowing a meefing between LANL
and local FBI officials. The reasons for the delay were unexplained. In the

: _ work pro;ect assignments would be redirected to less sensitive work within

a new project. | B

i ey
£

1 This was the first actual change to, or redirection of ‘ ]
followmo the Mﬁy to July 1996 and April 1997 meetings between the Department LANL and the
FBIL. This work reassignment did not involve a curtaxlme# o(e securxty clearance and

access tof;\ _lareas, and employees.| \j

B. Issue 2: Individuals Responsible For Decisions Relating To | F— {Secunty
Clearance And Access, Including Who Directed These Activities And Who
Was Informed Of The Activities During The Time (U)

_(OUO) In summary, the Office of Inspector General determined that decisions pertaining to
security clearance, access, and work assignments were made with the knowledge of

representatives from five different entities, including: (1) Department of Energy Headquarters; (2)

the Department’s Albuguerque Operations Office; (3) LANL; (4) FBI Headquarters; and, (5)

local FBI offices in New Mexico. Furthermore, the decisions and actions by these representative

can be divided into four general time periods: (1) May 2, 1996, to April 14, 1997,

(2) April 15, 1997, to October 15, 1997; (3) October 16, 1997, to December 23, 1998; and

(4) December 24, 1998, to March 8, 1999.

1. Individuals Responsible for Decisions Relating to[ lfecurity Clearance, Access,
and Work Assignments Clearance (May 2, 1996 -April 14, 1997) (U)

(U) This section begins with an overview of events from May 2, 1996, to April 14, 1997, and

follows with the results of Office of Inspector General interviews with key Department, LANL, and
FBI personnel.

18



(a) Summary (U)‘

Q

(OrI_J_O) In summary, the Office of Inspector General’s inquiry determined that the initial decisions
_work activities through project

to

jsecurity clearance and access, but iw
[time frame and involved{i~

reassignment, occurred in thef ]
_lin coordination with the

FBL’ As noiedrpreviously, the decision was based on several factors

(U) The following additional key Department and Laborat
de_cision to keepf dats

e NPT

, including;:

The FBD’s request to keep ?i: 3 position;
The FBI's request that the investigation be conducted in a “non-alert status;”
The desire to promote the success of the FBI investigation;

~ The consideration that!_ ~ vas only a suspect;
- The knowledge provided by the FBI that the possible]
, . o and
The knowledge provided by the FBI that the success of the FBI investigation could
increase the likelihood of learning what, specifically, may have been possibly compromised

e -

L ] |

ry officials were aware of the initial

3
(
{
i
- *"""”'“‘W?q

o

- ‘ ,
(OUO) Interviews by the Office of Inspector General disclosed inconsistent recollections with respect to
who actually made the decisions. £did not decide to leave the suspect in place.

jz:he FBI had “directed” that the suspect be left in place, which{ _jmeant that the
Department could not reassign the individual to a less sensitive position. In contrast, L _recalled that
:giecxded, in coordination with the FBI, that the Department would not remove the

“suspect so that the FBI could investigate the matter.
s (U{:, :}did not officially assume the position of‘:

19



(b) Interviews (U)°

s - - “1AN

{ 1 RS

- A ©

(ouo)l” | _ , _Jstated that

L B . , ) }to the FBI advising them that F_;he: Department
was going to initiate an Administrative Inquiry on this matter. Q‘:  saidthat]  _inot recall

that the notification letter also requested the assistance of the FBI in conducting the Administrative
Inquiry. [ ?;that the time frame in question was just beforeEw 7

OUO)__ " lidnot recall] | meeting with FBI|_ ]
When informed during the interview that others who might have attended with?

coula not recalt attending such a meeting with the FBL
; sensitive information was discussed at that

1 did not know iff

meeting.

(0UO)| __:igrecalled attending several meetings at the FBI with E —~

- . jmight also have attended some of these meetings. E ot
recall the dates of the meetings, all those who were present, or the exact circumstances for which
they were held. The discussions generally involved the Department’s counterintelligence
deficiencies and needed reforms at the Department laboratories. On occasion, the status of the FBI
investigation may have been discussed, but Jdid not specifically recall any discussions
about the suspect’s access to sensitive materials,

(OUO) It was during these meetings in 1996r that E :bot the impression that a
suspect had been developed (thouglt jkngw a name), that the suspect was (:_' ‘jand
that the FBI was investigating [ _jtherefore, knew that the decision tol

) _._)and to allow the FBI to pursue the espionage investigation had been made by
someone at a higher level. [ __{was not part of those discussions and, therefore, did not ]
know first-hand who had made them or when. The discussions held at the meetings involvin
/Oﬂl)’ reinforced this fact inE mind, namely that the decision about

e

access had been made and the Department could do nothing but wait until the FBI investigation was
completed.

(OUO) Regarding 2 | meeting involving LANL]

.. . __ . ___|during which  {access to sensitive information was reportedly
discussed; ]_,_j did not recall attending tHis meeting. The only meeting] m__}reg:all
attending where __|was present was a meeting that included all the{ . J

[

® (U) The interviews in this section. and throughout the report. are presented alphabetically.
20 .
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C ___that possibly occurred sometime during late 1995. L . __{this meeting
because(_‘ __that there

were significant counterintelligence problems at the Department’s laboratories.
informed the Office of

E - o

Inspector General that the Department’s Administrative Inquiry had been referred to the FBI, and
the FBI had initiated an investigation of thel | priort . |

. After the matter was referred to the FBI, the Office of
Counterintelligence continued to provide liaison and support to the FBI on its KINDRED SPIRIT
investigation of the alleged espionage.

According toﬁ

Jof théEJ o .
Jwas resvonsible forf_ _
_primarily dealt with FBI

L. . .
. "} kept in contact Wnth[:~ v -
but usually did not learn much of what was occurring on the FBI investigation. {_ ]
was of the opinion that there appeared to be a breakdown in communication between the FBI '
Headquarters, the FBI Albuquerque Field Office, and the FBI Santa Fe Resident Office. FBI agents
conducting the investigation were stationed in the Santa Fe Resident Office.

AﬁeE ' o o :}ww

to get the FBI moving on the case.E

~ __]along with_ o ] According to - J the
purpose of the meeting was two-fold. First, the Department representatives requested that the FBI
~assign an agent to the Department’s Office of Counterintelligence as a means of improving the
responsiveness of the FBI to Department of Energy related matters. Second, Department
representatives expressed concern over the progress and pace of the KINDRED SPIRIT
investigation. ___Jstated that the FBI indicated they would move forward. Neither
' 'onrk assignments, access, nor clearance were discussed at the meeting.

E» }ecalled that during!: - , JDqg_artment,E
| L . }sothat the FBI could
conduct the investigation. [ jdoes not know who made those initial decisions. By
the time] o | _ ‘
_khat senior Department management was knowledgeable that the suspect
had been left in place so the FBI could conduct an investigation and that senior Department
management considered the idea of limiting the suspect’s access through job assignments.

21



[ 1 . ;:3 (9‘ 70 ) )
t’" 7 __thad no direct contacts with senior Department management at the time, but it tvas
‘ . ] ] _had
knowledge and concurred that the suspect was to be left in place pending completion of the FBI
investigation. {:_ . has no direct knowledge as to what specifically
briefed these officials on regarding the suspect’s history with the FBI. Howeverj aj
~ was knowledgeablighat the FBI had prior information on|~ jbut‘ nothing that could be used to
 suspend or revoke/ security clearance. | _thatoncathe]
- ‘—_Z?were Briefed on KINDRED SPIRIT, they were responsible for any and ail
clearance determinations.

. , With respect to {f ' . :;‘for briefing senior Department management on
KINDRED SPIRIT,C 3 stated that it was the responsibility ofg

[ o
The Office of Inspector General learned that in a memorandum datedE “

Jot a meetin .

39{ the FBI. According to the memorandum,|

___that Department senior management were leaning towards
serious consideration of having™™ ™ Tclearance lifted based solely on the circumstantial
evidence obtained during the Department’s Administrative Inquiry. |

L o j.that the FBI assume jurisdiction over the case and initiate a

full field investigation. E T ) o :that senior Department
officials might be inclined to avoid initiating any actions, such as removing {__ _clearance, so
that successful resolution of this matter would not be hindered. ’

-
-(0UO) C ___Jnformed the Office of Inspector General that{"

that E

electﬁc mail (e-mail) messages from[

Jsaid
}eceived occasional telephoﬁe calls and

Jon what they knew about the status of the FBI investigation. E J had some contacts
withi._ ) ' o ’

Jon the status of the FBI investigation.

. .
_ E __j saxdrthat the control of the FBI case was being handled out of Albuquerque,
not FBI Hgadquarters. C ; f that in the FBI, the “Office of Origin” for an investigation was
the controlling office for the case. Based on E - _ ] FBI Headquarters was not involved in

PR
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— S,

the overall supervision or daily progress of the  investigative activity. __m ,at FBI
Headquarters was Lh B ) ' - -
(OUO) Asl___ - _ _ |that the Department and LANL were
not being tasked to support the FBI investigation as[: _ they might be to help develop

information for an electrgnic surveillance request. It appeared?of “¥hat the FBI was dragging the
case ou, Acc_q.gdmg toE}n _were highly concerned
about t _tcontinued access to classified information. L :bowever, that there was

i _nothing they could dg since there was no evidence thatEL __}committed acrime. According to

‘ ) __clearance could not just be pulled on suspicion of wrongdoing because doing
so would violate a person’s rights and could also “blow the case” for the FBL

- o

=g

e = - _jinfonned the Office of Inspector
General thai____"pecame aware of KINDRED SPIRIT in 1995.{ _laware that the
Department’s Office of Counterintelligence subsequently referred the matter to the FBI, and the
FBI opened a case on the matter in the summer of 1996.

- jcoﬁl—cr only make recommendations regarding decisions relating to
| Zem_p'loymgx_l_t, and access status. There was not one individual who was solely responsible
for those decisions. | feels that these decisions were made jointly between the

fUO)f:_ _ ., __fmakedecisions relating to| V_M_jaccess and clearance.

(OUO)__ _ w“dotg not feel that the FBI provided sufficient information for LANL to
determine that _ was likely to cause, or had caused, damage to national security or
compromised classified material. Based on{” =~ “Jof the FBI's case, _does not
feel that the FBI had any substantial information to provide. |

(OUQ) According tot‘

_Jeoordinated with the FBL{_ _
jwith major issues.
(OUO) T . | . . meeting that was called by the FBI. The
purpose of the meeting was to____ on the FBI’s investigation into the issues

surrounding| j'anq to gain the support of LANL. E ”jsaid other attendees included

jwas not surprised by the briefing because{ jhad previously been
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briefed. L ~ concern was thatE appnsed of the progress of the investigation and
that{ __iaware of any warrants or arrests prior to their occurrence.

>

(OUO) According tol _lthe FBI implied that it wan d _ keptin placd__burrent
position. The FBI did not want anything or anyone alerting| out the inve 1gatxon The
FBI also reviewed the possible steps it would go through during the investigation. fi Sldoes
not recall that the FBI asked for anything specific regarding the: momtormg or altering ofL_ o
access.

. -
S
L . 2__; informed the Office of Inspector
General tha - ecame aware of the possible compromise of[ _\during the
Tms’grmg of 1995. __that sometime during May or June 1995, scientists from LANL came to
‘ wuh Information’

T P All.cx USLIE visvasws oy
_. bn the matter E :};to obtain assistance from the FBI and
the CIA. In July of 1995, the KINDRED SPIRIT analytical group was formed to logk into the
problem |- tamved from{:s ' _pn the matter.
jto be briefed on the situation. L N
:} on KINDRED SPIRIT and obtained more CIA
assistance to analyze the information. By the Summer of 1995,

gon the analytical suspicions regardmg this

matter.

(0OU0) L , %“%tated that in August 1995, a “walk-in” document was incorporated into the
case. After :,?agam met with

nitiate the formal Administrative Inquxry with FBI involvement. By December
1995, an FBI specxahst in Chinese counterintelligence matters was working with the Department on
the Administrative Inquiry. |

(0U0)| Vjskai hat in concert withE [ an analysis team was put together to take
alook at|__ osition that there was a possible compromise of U.S. nuclear weapons
mfoxmatlon This was done for several reasons. There were concerns about the validity of the
“walk in” document and a possible problem with the reputation of{_
explained that althoug p_&vas known to the intelligence community, [_ N _was
also known to be, on occasion, overly boisterous abouL opinions and conclusions. By
March 1996, the review was completed and|

‘China matter” now had the acceptance of the intelligence community; namely, the
community felt that the[

jconcemmg this

matter. By that time, the Department’s Countenntelhgence Administrative Inquiry had identified a
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“handful of suspects who hag} the opportunity, et cetera” to compromise the system, one of which
really stood out.é,__m%\ —.jwas aware that the matter was referred to the FBI in May of 1996 for

investigation of alleged espionage activity.

? jsaid that at about the time the matter was referred to the FBI for investigation,
C _ _Tthe KINDRED SPIRIT analytical group and{_

/was in attendance. They were briefed on

the devélopment of the entire KINDRED SPIRIT matter, the results of the Department’s

Administrative Inquiry, the development oﬁ:'

- )

as a suspect based upon indicators, the

information that the FBI had a history " ~ -~ Jand indicators the FBI had no evidence that

_had committed espionage. During this meeting
access. According to} )

with| _“they discussed the suspect’s
__{decided to keep the suspect in place,

subject L to direction from the FBI on their investigation. r
_thad concerns, however, about leaving the suspect in place.

ouo) ladvised thaf”
7

process of going to the F. oreign Intelligence Surveill
suspect. | ’

ge‘nera] recollection ﬂ,latf

(OUO) Froxrn these discussions with the FBI,C_

to discuss the FBI investigation and the
ance Act court for electronic coverage of the

:;?to discufss‘the FBI's approach to the case. [: A M})as a

'b_jmay have been present.

jﬁknew v that the FBI intended to investigate

the matter. |~ “lunderstood that the possible comp?o"'nﬁsefg__’ }and that the FBI

would only be ablé to identify the suspect in a conte

C Z§aid that they all had to assume that the espionage was on-going and that the suspect
would continue to do it, so that the FBI would have something to investigate. [ ”

agreed with the FBI that if the espionage was on-go

mporary position of committing espionage now.

ing and it was being done by an insider, the

suspect should not be “spooked” so that the FBI could catch hlm‘;
' ' were concerned about the suspect’s continued access but also knew that there

were no grounds to remove the suspect’s security cl

©OUO)[_said that if either[
suspect’s access with national interests at stake,E

thoughg_ _they had no grounds to do so at the time. fg:

earance.

jhas been sufficiently concerned about the
_lithe suspect’s access, even
- amany

&

decided that the Department would not remove the suspect so that the FBI could investigate the
matter. However, they wanted to try to limit, if possible, the suspect’s access to less sensitive

information.

(OUO) | _istated that after the FBI initiated the case,[ :_jrecall that anyone raised
concerns about the suspect’s access.|  that the only concerns were whether the FBI was

pursuing the case as aggressively as the Department

25
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T - _ ) ) \Jﬂme frame to try to get more
FBI resources assigned to the case. ‘

(OUO){ jcannot recall discussions with j@out the suspect, on
whether or not to eave the suspect in placef(: ‘ ‘ , _ J
the FBI, CLA{:;; fabout the possible compromise issue. ‘Howeverg_m: _ _recall
having any discussions with ~ jabout the suspect’s access or clearance. 5;: %

knew in May 1996 that[ fwould have to get involved in the espionage case. E
) : : . “Jo
limit or remove access of an espionage suspect at the lab. Therefore, in May of 1996£ j

understood that the FBI would be contactingE ) jto solicitf[ ,
Jleave the suspect in place.

. o

(0U0) FBIE%’” : - V o Jdid not recall many of the
events involvmgL\ \__{investigation. However,{: jemember one meeting{ ﬁfat
Department Headquarters that included ST T - '

recall the name of the official, or when the meeting took place, but that it was sometime befor

5 ._glithought that possibly FBIL j may have been in
attendance. The only thingt recall about the meeting was a discussion concerning the
suspect’s access to sensitive information at LANL and how any changeini ~  might cause

problems for the FBI investigation.

ouo) i~ TRANLwith [

N “Hlso attended the meeting.L_ T
did not recall when this meeting occurred. | o ~recalled that during the meeting the
FBI representatives toldj; _ithat this type of espionage investigation was very difficult to
‘work and that it would not be resolved quickly. The FBI also tol jthat the FBI
considered LANL to be the “victim agency” and that LANL had to decide if the suspect could
remain ine: _:;bosition during the investigation, if jlf _;‘?*had to be limited, or xf{’: ]
clearance had to be suspended. ’

N (6

[ _Jinformed the Office of Inspector General that, as Lo
- . ' S ' ~_Jattended a meeting on
o _jwhere the FBI advised the attendees of the status of the KINDRED SPIRIT
investigation. In addition tof ‘

_ j Also in attendance were four or
five FBI Headquarters representatives.
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(OUO) ,_:Edoes not recall if L: __jwas named

specifically during the meeting.
e oy
- @

07 Jinformed the Office of Inspector General that m_ .. A

- " |informed byl ) _ that
L ~lwas a suspect in what wag referred to as the investigation. It w. L - :ht

the time that the FBI was to keepl, ' ] ~ bas

. " : _3 .
to take no action t£ ) _Joﬂicxa]s were to cooperate

fully with the FBI during its investiéation.

(OU0) [:: j'stated that| jware that{ ] personnel from the Department’s Office
of Counterintelligenice conducted an inquiry, with assistance from LANL personnel, into the

potential loss of_ “land the resulting potential damage. In June 1995,0 -
lon the inquiry. jwas of the opinion at that time that[ i

believed that? suspected in the release ofE B

(OUO) According toE ) "ldid not totally agree

‘with all the findings of the Department’s inquiry. . " TUniversity of
California personnel were not convinced 'cha‘t.‘iy _ 'jwas responsible for the potential loss of
information. As a result of the inquiry] S o -

: ) ) to closely review the information that was allegedlyg, __jand
to conduct a damage assessment.

(0UO0) L“y !_ﬁ recalled that the team issued its report in the September to November 1995
time frame. { " lalso recalled that there was considerable disagreement as to whether or not '
the potential Joss of information and damage should be attributable to LANL or the Department’s
Lawrence Livermore National Laboratory (LLNL.)

(OUO) _19_1996,5 jand officials from the FBI’s Albuquerque
Ofﬁce.rf . _jvas of the opinion, based on discussions which occurred during this meeting,
that the University of California was not to do anything tol ___[pelieves that
o "~ “Jconcerns about{ ‘ - ____personnel,
‘Hallways, and discussions during this meeting. However, __'would not have

strongly voiced this concern since the FBI was calling the shots.

(OUO)[: " “recalled a few discussions jégarding the[

jrec ed nothing of signiﬁcance."t M:gthat in the 1995 to 1996 time period,

C } “hnd suggested that|__ __ should do something about
L 'said it would have been\/_/ ,&__i_who would have comeﬁ :flf the
Department wanted ' i T '

_to do something about__ %

e
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(OUO) L § _} began feeling uncomfortable with the FBI's strategy
concerning theLA 4 ibecause of fack of apparent Tpjogress 7 —p

T ’clever ways to limit} access without - - s-ﬁth?
%ftructlons ngJ . N ’
s

Universit of California was still operating on  the FB
to the issues involving aid no ong___ ‘was aware of
concems involvingL jat this time.
According toE :Eone of the ways; 1dennﬁed to limit E
access was to switch access to the vaultr from a momtored access to a palm reader

access. The plan was to _,’mplement this procedure and to drop many peﬂ\onnel from access at that
e, to in ude[ _{ It was believed that this would not tip L.  _ioff to anything.
lfm {said, unfortunately, the palm reader was not approved. The University of California
- personnel charged with requesting and justifying the palm reader, along with the Albuquerque
Operations Office personnel charged with approving such a request, were unaware of any security
issues. As such, the palm reader was determined by the Albuquerque Operations Office to be a
convenience item rather than a necessity and the request was denied.

(OUO) L,w j}emembered that there were discussions with the FBI surrounding the issue of
_|access. University of California personnel urged that someone in the|

~ :or briefed on the matter. E Jgot the go ahead from the FBI to }:
(OUQA)l:i ' w_ﬁ;&ould not recall discussing thegl: i
i ™~
. L'_ o @

(OUO) The Office of Inspector General showed E
7 _:[a pornon of the May 25, 1996,

memorandum from{ ~ In the memorand
“} would develop a “project” or series of projects forL
Upon reviewing the document E N ébaguely recalled a conversation regarding this issue,
however,, recall specific de as not even sure if it was
Lo _fthe conversation. [ 7531 hat to the best| |
recollectxon, it was decided not to develop a project or series of projects. C _{could not
recall who made the decision or how[ jto know there was such a decision.

1% (U) See the interview summary oﬂr -’-:7
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/istated it would

(OUO) E istated thatE: j participate ip any such p}gject. L st '
have been very difficult to identify projects forg , ifasked. [ dexd not know
i daily functions or what work )
I
(OUO)[___ _ o " )informed the Office of Inspector General
that in July 1996, two FBI agents from FBI Headquarters, as well as additional agents from the
FBI’s Albuguerque and Santa Fe offices, met wn.tt’ » ) ,J

The[ _ o ' ]
- . . ) direct FBI Headquarters involvement in the
case. According tOE:. " “Fthe reason the FBI chose to send out agents from Headquarters

_was to demonstrate to LANL and to the FBI Albuguerque office the importance of this case.

- leeamed about the details of the meeting fromj.

(OUO) According 'ﬂi | J the meeting took place at LANL, and the purpose was to
discuss the recently opened FBI investigation into _:possfble involvement in the potential
loss of the{_ _:%to theE - ] . ' :_? said that FBI
management had no authority to take action against a LANL employee’s access to sensitive
material.”_ “\that any potential action involvingg:‘ }ccess to sensitive information
had to be discussed with and approved by LANL management.

—

(U)[_: .:i was told the following information about the discussion concernin ' ] B (
access to sensitive information that occurred at the July 1996 meeting with (o =

e (U) The FBI agents explained to[ jsome basic information about how an
espionage investigation is conducted, — .

e The FBI explained that since alleged espionage involving{: Elikely
occurred in the :lhe possibility of gathering sufficient evidence against anyone
would be a difficult and lengthy process;

o The FBI described that it could take up to a year to develop probable cause in
order to apply for a Foreign Intelligence Surveillance Act eavesdropping warrant,

3 The FBI explained that if a Foreign Intelligence Surveillance Act warrant was
obtained, it could take another year of electronic surveillance to develop sufficient
evidence to bring charges of espionage against

e . TheFBI explained that when working espionage cases with agencies such as the
Department of Energy and the Department of Defense, the FBI considers these agencies
to be the “victim agencies.” It is the FBI’s position that it is up to the “victim agency” to
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make the final decision if the suspect continues to have access to sensitive information '
during the investigation;

. The FBI acknowledged that it had no authority to tell the Department to limit
L 7to sensitive information, or suspend his clearance;
. The FBI made it clear tor" j that as the “victim agency,” LANL had the
final word on,ﬂ\ %contmued access to sensitive information; and,
e __ TheFBlindicated a preference to leaveL ‘]Eurrent position at LA_ILL
IfL_ -_7«was removed from,_ ____current posmon, or —_was hnuted,[ 'r

likely become suspicious and stop any jonage activity. If this occurred, the possibility
of gathering sufficient evidence agamst lessentxa]ly disappear. It would then be

very unlikely that anyone would e ever know i supphed theE
to the E _tand would not learn 1f %ntmues to provide sensmve
information to theE @
- 3
According to‘:_ ‘} after the FBI presented its positio_r;,[ o \{decide;ig{o

maintain the status quo and('~

decxslon was based on the FBT's position thaC
\7the damage had likely already occurredC jwould not work on a.ny new projects

and would not have access to new information.

- - )

Zj Jtated that neither LANL nor Department officials ever came to the FBI after

the L N ;;to inform the FBI that they could no longer' ;m
place.. _ 1 Istated that the always maintains that the “victim agency” has the final
word mvolvmg matters of access and clearance.|” ) ‘_}sald that the FBI understands that

the agency has the final word, and only requests Eat the agency give the FBI a 30-day advance
" notice before taking any action. The 30-day notice is requested so the FBI can plan on how it
wants to conduct a confrontational interview of the suspect.

r o

(OUO)’ ) stated that| .lmvolvement with the loss of nuclear
technology to theL i _Ibegan wh ___jat Department of
Energy Headquarters in the summer or ea:ly fall of 1995. The purpose of the meetmg was a
general discussion, led bYF

1

- i d

- - —_—

_ ~Otner aftendees at the
meeting Were:E T

‘jwas also present, but/  not certain.

sl
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(OUO)F : J stated  that the FBI opened an espionage investigation mvolvmgL
! At that tlme,g ~ __jtold not to
conduct any mvestxgatxve activity until a meeting was held wnhE -
J Durmg January and February 1997,]_“ | i - :
on the case and[ o ] -
(0U0) ﬁ | : iattended thém  Jmeeting atC

The purpose of the meeting was for | FBI Headquarters personnel from the
National Security Division to meet with{ . ,
investigation, and, hopefully, to obtamt ‘ ' 3’1115 meeting, But
was not involved in the presentation of the case. E }a not involved in the subsequent
d1scussxons thlC Thef i , . s

~ 7 o “Jout whose last name{” Z:ould not recall.
L ' _jthought that there may have been one or tw ) *|at the

meeting.

©OUOL__ _Jsaid that~
~ land that a

likely suspect was(w e_:splamed the need for LANC to. assist the

FBI investigation b‘yf 7 _iin place. E fasked if E should be removed
from the sensitive area where{ - _not be
removed so they could successﬁxlly_\conduct the mvestlganon ; ‘_lg_rd not recall any -
discussion about hmxtmg{m __iaccess to sensitive mformatxon at LANL. | did
not recall the FBI informing__ that the FBI considered LANL to be the “victim agency,”
and that LANL had to decide if they could ‘live’ wi ___femaining in place while the FBI
conducted the investigation. [ ] that at the conclusion of the meeting, after

__asked questions,[ ' demded to leaveg 7 m place “to assist the FBL”

(OU0)/_ r ld1d not recall anrx/other meetmgs with Department, LANL or FBI
frsonnel after ; _5‘ during which| access to sensmve information was discussed.

aguely recalled a dxscuss1on£ gwr
did not recall when this discussion took place but thought that
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EJ " had mentioned that the Department was considering ways to limitg o
possibly vid a palm reader. & ' w_‘{recollection of this event was very unclear}: ' )
could not recall to what it pértained. Up untill__ L . -

n ] as not aware of any other discussions about__  _ .
3 had any contact with FBI Headquarters or Department personnel about]  _ \3

access.

(OUO) In addition to interviewingf: _ :jthe Office of Inspector General
reviewed internal FBI documents{” ] According to one memorandum,[___
__JatLANL. Alsoin attendanceﬁa

7 In attendance for[

" [ During the meeting|__
[ﬁ o “Jthat LANL Would
r the FBI to successfully investigate this matter.

~ _[weretold about the FBI’s interest in the
E}'ovide whatever support would be necessasy fo

L. _iwas told by|_ _ |that the FBI had a bona fide espionage case and that it
would be 2 long term investigation. r gwegg > told that Qecause of this, the FBI’s
_interest and investigation would need to be tightly eld) “lwas asked for a list of

individuals who might be aware of the De ental revigw of information which predicated the
FBI espionage matteri_ _sthat| _ would provide such a list.
_\thatas far as| wéconcemed, the only people “ho knew about the FBI investigation

were those in the meeting. ~

(OUO) According to the documentation,& at the appropriate
stages of the investigation. R lthe FBI had the authority for Foreign
Intelligence Surveillance Act coverage. [ ' o :need to advise someone
fomi TJat the appropriate time as the case
developed.
~ 3
ODL , ) ] ‘ _ - ' _ B jgl:lat
A had met that day with{ v N B
indicated that]  _Fecently talked with|_ o
lindicated that during; o _ _Jleaned that
Department higher-ups had been briefed on KINDRED SPIRIT and that there were many
concerned people at Department Headquarters. ' —i_indicated that?b.; { wanted to
f:m Mw__'facgess. L _ jalso stated thatl { had wanted to invite a representative
fromthe, Jto th 3 meeting, However _ -
prevailed upon{ J not to invite anyone from that division.
(OUO)|_. ~ jtoldC " that if access were limited, FBI investigative
efforts to identify 77 Jcommitting espionage at LANL would be seriqusly
hampered. L i jtha{j o _:]mt}[ o ~ jand indicatedL j
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Pj - would not suggest any recommendations toﬁ‘\ :}that wpuld[: _
access without getting prior FBI approval.|_ C i  assureg J

that LANL would not do anything without coordmatmg with the FBL
Alsoon_ _ “hthat an issue had arisen

that was not directly reléted to the KINDRED SPIRIT investigation. [ - jsaid that the
" |had asked for r help to identify procedures to tighten control to access to

C .
the(: o - Jthatr B _ o
' ) ~_to provide security for classified documents. |__ A )
wanted to make this information available to; £ even though this pro;ect
had been in the works for a period of time.

(0U0) On(:_! . \ﬁtelephomcally contacted | _
to discuss a matter reported byl lealier in the day. E | B
thatf :]:ham of command immediately re‘gardmg this development L
suggested that perhaps FBI Headquarters could write a letter to Department Headquarters[_ '
_ithat the FBI was conducting an espionage type mvestxganon and

cooperation was needed. | ‘\would discuss this wﬁha ) _gand
take care of this matter.

’LUO) onf “Jthat LANL would not

L ﬁaccess without coordinating with the FBL. F jthat dlscussxons

were under way to provide a badge reader with limited access for the ,
_.advised that if a badge reader with limited access were put in place it COuld

e Jeopardxze the FBI investigation. Therefore, 5 that no action would be taken
without first coordinating with the FBL :

(OUO) On___ | flearned that|_
o I essence, thel o *not*
to pull any clearances forE j Accordmg toE . __jto o share
the information regarding the visit b . _gthat at no time were any
discussions focusing onthe sclearance {' o jthatfl_"BI officials
perhaps g%t]theu' information incorrectly. The only issue bemg discussed betweenL_
according to C -} was - . §access
(0U0) E o _ ‘E?that discussions between[\
T dealt with _ Jaccess as discussed by|__
jas told that at no time were there any discussions betweexilk
- Jegardmg thel\

clearance.

(OUO) On _ltold [ jthatl____met that day
with(___ B . According toL_ﬁ " Irecently talked with __ ]

. — ~
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E . i Jearned frorrg‘ ' jthatE: o |
, | B ' _Iregarding the

% said that according tof__ - ) jhad no problem
with limiting access to t eC: j | ‘

5, 1996, the FBI undertook a number of

(OUOQ) From the July 3, 1996, meeting to November
f scientists from Department Headquarters

investigative steps to include, in part, (1) interviews o

___ hatthe compromise took place at LANL; and, 2) research into
whether Foreign Intélligence Surveillance Act authority would be necessary to conduct a search of
| _—_}computer at LANL, or whether such a search could be conducted on LANL’s authority.

(OUO) On November 13, 1996, the FBI decided that a Foreign Intelligence Surveillance Act order
would be the needed authority to surveil {computer. '

C Jo

~ o | ] j informed the Office of Inspector General
thaty ﬂjbriefed on the KINDRED SPIRIT issue sometime during July 1995. ' ‘
not recall the specific date or who provided the briefing. From whatt :! recall, the following
personnel were also present: %‘

]and possibly

recalled that the briefing was just an overview of a otential problem involving a ossible

~ compromise of Department weapons data to thef . ~__jwasalso
informed that there would be a continued effort to conduct an analytical evaluation to determine

more information.

[ Tecalledthatl_ Jnext briefed on KINDRED SPIRIT on or about
. .- ; jwere the C‘, _jcould not
recall the identities of the other attendees. [ fthatf provided most of the briefing

but others (names not recalled) also provided input{__ “informed that several suspects had
been developed through an analytical evaluation inquiry conducted by the DOE’s Office of _
Counterintelligence and the FBI, and that one suspect was more prominent than the others:
nformed that the suspect, whose name was not provided, was located in a sensitive area at
L , and that the matter was being referred to the FBI for investigation.| " {was told
that the FBI wanted the suspect left in place while the FBI conducted its investigation. '
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(0UO) L to leave the suspect in place. |
__{that the suspect was being left in place with access to sensitive information. Tt ,

jthat the decision to leave the suspect in place was not{ to make. E _was
told in the briefing that the FBI had requested the suspect be leﬂ in place.{_ _took this to mean
the FBI “directed” rather than “requested™ that the suspect be left in placeLE had no
authority to override the decision of the FBI, even i felt that it was not in the best interests of
national security to leave the suspect in place. Therefore ;M the suspect in place at LANL
with no change in access or clearance

vt

(OUO) Accordin toC o gnever made a decisiop to leave the
suspect in place. }_ Tthat anyone could think that| ) )
Mould say that E Emade the decmon to leave the suspect in place. ;that
) out this issue earlier this year and that| ot

understand how others could mxs-charactenze(:; ,
(OUO) Regarding who bnefecﬁ -bn the “FBI decision” to leave the suspect in place [
not recail who told[ “Information during thef that|

but that others were also making comments and providing input.
Regarding any discussion about the FBI’s “victim agency” policy to request a suspect be leftin__

placeE ’f(.sald that the OIG would have to ask whoever the FBI told that to}
never before heard of that terminology. E “}xever had any direct contact with th“f’BI
on this matter whﬂe[ ]
(OUO) Regarding any discussions to limit the suspect’s access to sensitive mformatlon,

had not been involved in any such discussions. [__ %that the FBI
had “directed” the suspect be left in place which meant that the Department could not reassign the
individual to a less sensitive position. [ ‘concerns

about the steps that the Department should take to ensure somethmg like that would no_ﬁappen
~ again. However,[ “’toid in the briefing that the Department could not take any steps because
it might tip off the suspect.

- ) o ' ) " Zhave any follow-up
meetings on the KINDRED SPIRIT matter.| k)ccaswnally briefed on the status of pending
security matters, which would have included‘fﬁc KINDRED SPIRIT matter but only in general
terms on the status of the case.| " )did not recall ever again discussing the suspect’s
access or clearance. ""“’ |

C o

(OUO) The Office of Inspector General showedgw . , o
o F—Ja portion of thel d
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memorandum fromi# ‘:E” In the memorandurm, & __
. _"would develop a “project” or series of projects for
5: J Upon reviewing the dogument,; ;;was never aware of any discussion
regarding this matter. _said " fid not discuss this issuel_{at any time
before, during, or after( ~{Washington, DC, and_ .~ did not participate in
such a project, nor did__[if such a project was attempted or completed by others.
- o
— ~ -
L _ iinformed the Office of Inspector General that { - _Wwith the FBI on

the China matter sometime around June 1996 while | _ _
“Yould not recall the date of the FBI meeting,

the date of the D artment’s Adnﬁnistrativerlnciuixy' results, or the date the matter was referred to
the FBI. E . those present at the :

o ; the FBI investigation was discussed during the
_this was a “rules of the road” type meeting in which the FBI discussed what the
pepartment could do to effectively support the FBI investigation. g lissues regarding the

suspect’s access and clearance were discussed.}i o v:;’stated‘ that the FBI wanted the
investigation to be conducted on a “non-alert” basis, and that the Department should therefore take

meeting. ?:

no action against the suspect without coordination with the FBL{ | _7_,;Said the FBI
would work hard on the case, and that they would try to gather evidence via electronic coverage
under the Foreign Intelligence Surveillance Act. f - ) “said that it was necessary to

keep information related to the case “tightly held.” Tt was decided that th ‘
] ] , “iwould have to know what was happening so that they could
provide necessary support.

©UO) ecalled that during the next couple of momhs[ . _ |
on several occasions about the status of the FBI investigation. o _);’that the

FBI was still working on the investigation.

R

e ' . -
. _jattended a meeting at Department Headquarters in the late

summer or early falﬁ; _ Inot recall) in which the suspect’s access and
clearance were discussed. C “fwere present. C_‘

: - — N . " . ge, T
may h'fwe also been in attendance, but{ ___jrecall. During this meeting, the possibility of
assigning the suspect{ _ _ito a new project was discussed. E Q\—I
was looking intg ’

y this was to occur on a “non-alert” basis by changing 1] e_aéceés list for
the vault and eliminating the suspect and others from the vault access list. |_..___not know at the

11 (U) See interview summary fori,” - 7
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time but recently heard that a “palm reader” was being considered, but never mstalled, in the vauit
area. | _thought the matter was being taken care of, but_ . followed up

onit. L

| Though|
was aware of all the key issues taking
place at the time in the Office of Nonprohferatxon and National Security.

©ouo)_ _aid that when[
; ‘gthat the thmgs L“ ! ~ #would move on
and be completed. f ﬁmt the suspect s access would be reduced through a new job
assignment and by the suspect’s name being removed from access to the vault along with others.
L jwere aware o J suggestions on this

matter.

I

_}was also present dunng this meeting. ‘During the meeting, there
was 3 discussion on how to reduce the suspect’s access to sensitive information at LANL, while on
a“non-alert” basis. ~_hhat LANL may wailt to consider sorne kind of
reassignmeiii to it the suspect s duties to another area but to do so without “tipping off” the
suspect. It was mutually decided that the Department would discuss the matter with LANL
management and return to the FBI with possible options on what could be done. The FBI wanted
to be a part of the approval process for any LANL actions involving the suspect.

(OUO) According tr '7 o jto take action on this issue by
contacgmg LANL management When quened as to whether or not( U ]
__+on the results o L Jor thatE ~jwas to take
. - 2—!-—-4
action, | ~_said thatT Thatl __not follow-up on
this matter' ’_‘pecause N
_ j on anything when[
) 'jdid not need to_
know,butas;t_@E o I . .. 3
r‘h~ave known.| 4 ~{did not tell ____opinion that when
L T Ehould have keptL ___[apprised of the

status of the matter.
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T O
(OUO) L . |
informed the Office of Inspector General thatC Enot recall ever attendmg any meetmgs where
the FBI discussed thel _ Jsmd that sometime in 1997,L_ d

generally that there was an FBI investigation focusing on an
Ethat the individual was being left in position because the FBI wanted him

left in position. | _Jsald that to the best ofE; B , ]
through newspaper articles.
(OUO)L - B | informed the Office of
Inspector General that|__ o 3 The
purpose of the{ o :}on the newly opened FBI espionage investigation
involving thel” ) clearly
recalled the meeting and everybody who was present. !j _ '
B
S
(QUO) | _ [
{had discussed this

espionage case. They both agreed that the only way to gather evidence agamsE _iwas, if
acceptable toL ,_ m place.

_ At the [: ) o jon the newly
opened espionage investigation o{: ' 3 that the FBI -
acknowledged that LANL was the “victim agency ’ and that any decisions they made about how to
handleg: “Ywere up to LANL and that the FBI would go along with those decisions.

rovided additional information about the investigation an

i j as follows:

. The subject of their mvestlgatlon[ jiS under
investigation. This was to be done by limiting the number of LANL employees who were
aware of the investigation or the need to keep the investigation closely held; and,’

-
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P . J'stated that by making these requesti___ . mot telhng o
what té"do L ~_the FBI Knew that they (FBI) had no authority over matters of accéss and
clearances at ﬁepanment facilities and that those decisions were ultimately made by the “victim
agency.” _ [was attempting to communicate o _ that if the
espionage mvestxgatlon was to be successful and if LANL could live with! _ . remmmng in .,
place, what was needed was to keep the investigation closely held and keep 1

J—-

(OUO\l(:_( o _J{re_sponded by asking what ju stification ~ Eis o o {« _{in
place.| jresponded toE ] ~ in thekfallomng way

o The FBI was trying to solve an espionage case that likely happened over 10 years

-2g0 and,;he only way to gather sufficient evidence was through electronic surveillance of

« | The only way to gather sufficient evidence »..._ _via electronic
survexllﬁce was to keep) __current position, unaware thatL under
investigation. If - _I'would be fired or have{ = TatLANLalteredina
significant Wayaf;f Jand the likelihood of gathering any evidence
would diminish. that happened, it was highly likely that no one would ever learn who
provided the jto the] ] =

. }1(1 not believe there was any jus canon to ﬁref ]
at this time because there wasTio evidence, as of that date, thaf, had, in fact,
provided information to the[ ated
that LANL could not rely on the FBI to provide grounds for ﬁnngr jbecause as far
as the FBI was concerned, no grounds to fire)

ould likely file a law suit agai

- were fired at this time.

. aughed at this last statement and indicated that]
. E whad worked on th j _yand 1hat ﬁnni
would notdo a lot of good, smcer ely retained a lot of mformatlom I
\
L/\, ' —gtated thatE jlt clear to( f that an espionage -

investigation such as this one would likely take at least a couple of years s to complete. |
that it could take at least one year to develop sufficient evidence to apply for a Foreign Intelligence ™
Surveillance Act warrant. Ifthe Foreign Intelligence Surveillance Act warrant was obtained, it
could take another year to develop sufficient evidence to bring charges of espionage against
r If sufficient evidence were not obtained during this year, the FBI would hkely at that

point have enough information to conduct a confrontational interview of| L M
(OUO) At the conclusxon of the dlscussme_r '}agreed to keepz {J in place and to
keep the investigation off
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*: : . informed the Office of Inspector General thatEw

A _jat LANL wlﬁ?-eﬁFBI Headquarters officials bﬁefedrim _ jonthe
newly opened espionage investigation of | At this meeting, the FBI officials made it clear
that they understood that | B _ ‘ _

A The FBI officials to dC_ jhat they considered LANL to be the “victim agency” in
this espionage case, and that the FBI policy was [mat the victim agency makes the ﬁnal decision
concerning whether to leave a suspect in place. - 7 jggrformed a risk
assessment and determined that!~ could not remain in place, and if that was| ]
decision, the FBI wou{.d;pursug, the investigation under those conditions. If, however, L j
couldrli/ve with leavingi\w __inplace, the FBLwould _conduct their investigation on a non-alert
basis. - lsaid that it was made clear to /that the FBI would prefer to work
espionage cases on a non-alert basis with the suSpect in place, but that the final decision in this
matter was to be made byili j

C,-,. . w]istated that at the} jthe FBI officials also informed
E _fof several previous FBI investigations involvingL | )
N h ‘L}nade the decision at the?i' “Jfor the FBI to conduct the
invéstigation on a non-a!ex;twba‘é'”ls with, _ | According to{"
haiso knew that, . . _bnthe investigation at any time.

JO

(OUO)L jnformed the Office of Inspector General thatL o 3
access to sensitive information had been reduced during 1996 by LANL’ 'explained that during
id-1996, /a plan with LANL officials and the FBI to restrictE— Jaccess from the
f __iknew from discussions[: )
) _ jwanted toi_: Jfaccess to sensitive information while[ ‘]\ |
was being left in place for the FB] investigation. -

(0U0) :'provided the Office of Inspector General with a copy of a[ . ,
memorandum . ] Office of Inspector General review
of the memorandum revealed that it had been prepared following the conclusion o

‘ o . | that the Department nesded to ensure
that any administrative actions taken in theL ____were vetted with the FBI. According to the

memorandum;

* (OUO) No preparations for any administrative actions that might be required by future
investigations had been taken as off ) 1

* (OUO) The FBI was to assume overall responsibility of the case;
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(OUO) The FBI specifically requested that no such action be taken pending their
assumption of the case;
* - The FBI suggested that the Department might consider reassignment of the
subject to a special project along-the lines of the “Ames” case;
* (OUO) _ asked that options be identified for such a special
assignmetit; - o
¢ (0UO)[

o Or such an assignment;

o The chain of communications would involve the links between officials at
(1) Department Headquarters, specifically the Office of Nonproliferation and National
Security and the Office of Defense Programs, and FBI Headquarters; and, (2) LANL, the
local FBI office, and probably the Department’s Albuquerque Operations Office; and

* (OUO) The Department could address options for improving protection of National
Security Information and Restricted Data, although this was the responsibility of the
Office of Safeguards and Security Affairs (NN-50), and they had yet to be briefed on the
matter as off B

; jnformed the Office of Inspector General that LANL put together a plan to
change the access procedures to the/ ) jUnder the existing procedures at
the time, anyone wit o .
jroposed to install an electro-mechag_x;gal device to control vault entry, to

then cut out access to many/ being one who no longer had
access. At the timeCl_thought that this was a good idea because thﬁg\g_: ‘
| ]
' 1
r ©
- . o . \].’ c
(0U0) E N L _ __|informed the Office
_of Inspector General thatC? __Jaware of| in the early 1980’8.’{‘%,:8—_—? 7 ~%
& S - L.\ - - ‘.:__j .
1995, aﬂaLﬁ.ﬁ_: ﬂ?{e_oﬂthes—lmsmuentreferraLtoih&FBIfandfthe»FBanestigation:'
(0UO) L: ___confirmed thaf  in attendance when theE :} on the
caseon - Also present wer _
| o ' The meeting was held so the|
_{that they had accepted the case and to ask for LANL’s cooperation in workin\& this
case. According to__ ‘j there was no discussion relating to whetherﬂ . __;should
in place. The FBI instructed] _Jto do nothing to alert|
___jassignments and access were not discussed. |
(OUOE “;tated that after the meeting;’{ - jtoldg :was not
comfortable with the Tesults of the Department’s Administrative Inquiry and that, normally, the FBI

would not open a case if they did not have any more evidence than what was revealed in the
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Administrative [nguiry. However, because of the serious nature of the issue, the FBI agreedto -
work the case. ithe same reservations about

the results of the Administrative Inquiry,

(OUO) Sometime after thg _ m.'mprovide L 3
with monthly badge reader information and telephone recé?rés related toj 5 On )
jalked with representatives from the local FBI office aboutf:
__that the case was not progressing. According tol_ ' j

had other assignments and did not seem to have time to work on this case.

©uo)l_ ) _j}sté.tedr that on{_

jconcems that the FBI case was not

progressing. { ' B i
again talked with representatives from the Albuquerque Field Office and was{;
™7

xéto work inE:luding a
high profile espionage case. B :
o Jo

 Asthe[

_ ) _ ~“lpriefed on the
KINDRED SPIRIT investigation in 1996 by Mr. Don Melntyre, now deceased. { :}then
began maintaining a KINDRED SPIRIT file. { ~ that _];ontained very few documents for
the yearsf {but contained significantly more information for the period from

j had no direct involvement in the matter until E
2. Individuals Responsible for Decisions Relating to[: ) ecurity Clearance,

Access, and Work Assignments (April 15, 1997 - October I 5, 1997) (U)

(U) This section begins with an overview of events from April 15, 1997, to October 15, 1997, and
follows with the results of Office of Inspector General interviews with key Department, LANL, and
FBI personnel.

(a) Summary (8)]

(OUQ) The Office of Inspector General learned that the Department’s and LANL’s May-July1996
decision to maintain{ learance and access, and control| ,‘:ﬁrhrough-redirected
work assignments, were re-affirmed in - ) ‘with Department,
LANL, and FBI officials present. Attendees at this meeting from the Department and LANL
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includedE - »
| , ] Meeting topics included:
¢ (OUO) E } :{work activities would be controlled through project
reassignment; and, '
. FBI recruitment of E 7 Jo assist them

with moniton'ngf “:j

(OUO) Although this meeting has been characterized as a meeting in which the May-July 1996
decisions were “reaffirmed,” the Office of Inspector General’s inquiry did not identify any
meaningful actions taken by LANL or follow-up by the Department. Available information
indicates thati, S " }without any notable actions to restrict

or modify} jwork assignments. The Office of Inspector General did not identify any

witnesses or documents which provided a definitive explanation as to why the May-July 1996
decision had not been carried out by the time of the April 1997 meeting.

In late April 1997 _ L
4 i ' jwas recruited by the FBI to serve ast
' —_1 Over the following weeks, the

1;'BI met th}C ' _ ____JAlso, during the meetings,
ideas for[ jWork project assignments were discussed.
(OUO) In the Fall of 1997 (specific date undetermined)] - Jmet with

the local FBI case agent and decided that'g.f' rlmrk project )
assignment to less sensitive work within a new project. Shortly thereafter,| ' _j
new work assignments. However, the Office of Inspector General’s inquiry identiijgg this as the

first significant implemented action tof » ___jsince the
initial May-July decisions and the April 1997 meeting. [ Esecurity clearance and access to
E» Femained unchanged.

ouo(_

3

In July 1997, prior tof_
on

KINDRED SPIRIT and theE Zvere present at one or
more of these briefings. ~
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(OUO) Onf_ 7
:jsstated that, during the course of this meeting,Eﬂ ]
Department representatives that:

e (OUO) The FBI's attempt to obtain Foreign Intelligence Surveillance Act Court
approval on thek Investigation was unsuccessfil;
e (OUQO) The Department should not leavegi: iin place for the FBI; and,
(OUO) The Department should do what is necessary to prevent further access by

L)

©ouo){_ Jnformed the Office of Inspector General that]__
_jmeeting at the Department in whichi,
/(were present in addition to[ 3

(b) Interviews (U)
R
ooy | ’}mfomxed the Office of Inspector General that{__

the espionage case at L in the fall or early winter of 1995 while serving as the}
fthat the FBI was

yleamed about

investigating the case.C j&id not know the suspect’s name at the time.

_gQUO)C, 7 ,Jthat in 1996,{_ jon the espionage matter given to

. ) jwas held o{
j(date unrecalled) and other Department employees who attended(_ _—_3
‘ During

the meeting, the LANL espionage case was described as a special access program where
information was provided only on a “need to know basis.”

ouvo)_  "Jin April 1997. Thz{]:
%‘_:}Mth additional information about the LANL esplonage case but, according to
B ,

E ere was 10 mention of a suspect’s name. From the »
division the su Jiect worked, and had no knowledge as to whether the suspect had a history with the
FBL E __ {said tha_tE o he same matter to

knowledge as to how much other information| m_:}h;.d about the LANL es;iiénage case.

12 I

—
L 3 does not recall attending this meeting. However, an FBI‘:
a scheduled attendee.

44



: b, TCC)

(OUO) According ta__ after _ “Aprt1997,[
suggested to|__ S ) ~ Tlon thts 1mportant
issue.| ;}took place, however, and| _ _  mentioneditto]
sometime later. Eventually (exact date not recalled), N 7 Jspionage
case.
©uo) [ _ Dthat afterf”
_} andf ‘7also may have been

present. Aﬁﬁf th{; _ B wanted to read all the information on the case.

- - and that everything was to go through »,.!
According to] . _onthe LANL
espionage case. | could only prov1de

briefings on the L%NL espionage case, outside the Department buxlding, if} f"

|

(ouo)[_

J(specxﬁc date unrecalled) The purpose of the briefing was to
insure that the Department of Justice was aware of a very serious espionage case. Also in
attendance were the '

gand several other Depamnent of Justice officials. Durmg the meeting, the
stated that those in attendance had to work harder on this serious case. The]

‘ Joonceming this investigation.

recalled theE: . oo Jin reference to supporting the

investigation. Accordingto[_ " Jthere was no discussion during the meeting with the
about access and clearance issues at LANL.

©OUO _istated that[_ Tattend the[—’  _|with the FBIin
which access and clearance. C jadded that if
E ‘g;i‘lscussed at this meeting the need by the Department to take action against the
suspect at L no one from the Department who attended the meeting ever discussed

what the Department should do.

vy~ | , "Jwith the FBI at the
Department of Energy]_~ Jthe meeting attendees included§ o |

Jmav have also attended the meeting. According to] S _j
sat in the back of the room and did not say anything. [ tepped out of the
meeting a couple of times to handle other matters.

(OUO)E J estimated that dlscussxons b jcomprised ninety
percent of the conversation that took place at the meetmg jald the discussion was
generally about PDD 61, and the need to improve the Department s counterintelligence program.
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| said that the counterintelligence program at the Department was a problem and that
the Department needed both the FBI and CIA to assist in implementing PDD 61. 3 __jsaid
there may have been some discussion about the LANL espionage matter, butf, "~ not recall.
More speciﬁcally,r anot recall any discussion about the suspect’s access ss to classified
information at LANL.

(0U0) :_ r Edoes not recall a meeting involvin.g{» i Jthat
purponedly occurred immediately following th{ _ _ - f

©Uo)_  stated thaf
___gno significant involvement in

the LANL ‘espionage matter after this time. f: ’ Was not involved in the events that
occurred in 1998 and 1999, which culminated mﬁ ?

(0UO) E jsﬂd that the procedures to remove someone’s clearance are outlined in the
Code of Federal Regulations, specifically 10 CFR 710, and that the ultimate authon'ty to remove a

clearance rests with the manager of the local Department Operations Office. | tated that,
mE ' the procedures in place__,%t the Department involving the security clearances are very

diffised and dysfunctional. {__ __Jexplained that several components of the Department have
varying areas of responsibility in determining Department policy. {
understanding of the process is as follows:

e (OUOQ) The Office of Security Affairs is responsible for writing and interpreting the security
policy; :

e (OUO) The Office of Defense Programs implements the security policy;

e (OUOQ) The local Operations Office Manager has the authority and is responsible for removing a
security clearance, but normally works closely with the laboratory director; and,

e (OUO) The Office of Environment, Safety and Health is responsible for evaluating the
security policies in effect in the Department.

(OUO) Withreg toE _ Econceming access and clearance
matters involvingy j

e (OUO) After the} ' ’
jon this espionage mvest1gatmn The FBI was in charge of the i mvesnganon,

was working with the FBI and wasf
was not involved, and was not briefed on what was happening.

. (OUO)(_ _ )
e (OQUO) The FBI did not want the suspect removed ﬁ'omf . ‘?at LANL becausef 5
was removed, the FBI could not “catch[_ could not recall a specific FBI
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agent who said this, but felt that everything] _]indicated that the FBI wanted
the suspect in place so as “not to blow the investigation.’

(ouo)__ f recall discussions at any time about limiting the suspect’s access to
sensitive information at LANL,
(OUO) Ifl " Ttold to take action against the suspect with respect to’,__laccess and

cxearance, would have taken such action as dlrectedw

:j‘would have been reprimanded because

(0U0) ¥ , o
no one ever| 7
(0Uo) [ ~ thad no authority to remove{: :;access and

clearance. -

(OUO) During 1997 and 1998, the Department was{
;not recall any

discussions during the investigation about removing , that suspect’s access or clearance.

(OUO) [, ;{never previously involved in access and clearance issues in an ongoing FBI
espionage investigation.

(OUO)C “appropnate action involving E }is not aware of anything thatir j
could have done differently.

(OUO) All of the information involving this investigation was closely held and information -
was only shared with people who had a need to know. | ot
on this investigation, and did not easily share information with others above A

(OU0) {: 7_:;§10t recall Mgever mentioning the need to remov{ w
clearance. - )

(OUO) E ‘dld not know when the Office of Security Affairs was notified about the LANL

espionage matter “said that the Office of Security Affairs was “NN-50" and organizationaily
L}/J rthat during late-1998,

Jand to coordinate clearance suspension actions.

(0U0)|

the LANL esplonage investigation.| T 'did not recall any conversations wuh; 1
—
about the access and clearance issues.

December 1996, nor January 1997, about the stams_gf

——)
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fh B | informed
the Office of Inspector General that[ '
/Vlsned LANL on | L. ] The visit primarily involved the KINDRED
SPIRIT case. E
According tor Jwanted to meet with FBI and LANL personnel who
were invoived in the matter to facilitate getting the case moving towards completion. Additionally,
jhad indicated through|.
wanted to make changes in the] j Apparently,| i "} wanted to talk about the

changes since they would have an impact on KINDRED SPIRIT, andr not want to make any
changes on(\/ w1thout first coordinating with the FBL.

 According to] _ lattended an],

3

©ouo)__ Fecalled that| _
which would pr provrdeL ‘ Jo another job involving less
access to 'Tassrﬁed material. {: | was concerned, however, that the mov
" wanted to coordinate with the FBL[ ‘explained that the
{also explained that| L

_}and that were less sensitive than the new codes

(OUO)_ Irecalled that at the time,E: i
- | | __believed that the

initial decision toleav§__[in place, with| land clearance unchanged, had been made
by others in coordination with the FBI prior to]
/did not know who made those decrsrons or when they were made.

(OUO) Accordingto{ ‘__ﬁ_j it was decided at the r _ D - .
would be “more alerted”__ not assigned to theg : . _iand that this
roject would be less sensitive than the prolect& ___been working on recently.
(f sard the FBI agreed.
- (was still concerned about f - __Jso
ithe FBI about the stafuis of their investigation. L _said that as soon

85 th Could, they would attempt to obtain electronic coverage under a Foreign Intelligence
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Surveillance Act court order for___ home and office. The FBI still had to conduct additional
investigative activity in order to get the necessary information for the F orexg_n_jIntemgence
Surveillance Act application. Since there were also concemns aboutg mpbxhty to travel, it
was recommended that the FBI| jto notify the FBLon
impending travel and if any questionable events occurred. The attendees also dxscussed, |

application toL .- B

- i

—

}‘ Jthat after theE zat LANL,
semox;ﬁ_partment management should have known that (a) the FBI wanted the Department to
keep . __inplace, (b) attempts were being made to limit! __accessto the ﬂ o

’ . _Iwere not as sensm;eas other projects on which_~ ~ ~ could
have worked (d) the FBI was attemptmg to monitor|__ }w1th assistance from LANL
management; (e) the FBI said they would run a swift case; and () the FBI had no information on
which the Department could base suspension or revocation action.

I . [stated that after|

___,a memorandum outhmng the results of the visit. Both [ , thought
the FBI mvestlgatxon was going to start showing results. However, over the next several months, it
appeared as if nothing was happening. rAccordmg toL _sometime during the
Summer of 1997, the FBI learned that{ fand while there placed a
charge of $500 on The FBI suggested that the money could have been used for a
plane ticket to the _/but no one knew for sure. Neither{ i
heard anything else about the case from the I for some time following this event. —7was
‘maintaining contact within FBI Headquarters, which reportedly stated it was close to a wire tap.

- beheves this never came to fruition.

s

e

—

‘[ o __f did not know at the time, but heard recently, that the FBI had
sent a Forexgn Intelligence Surveillance Act request to the Department of Justice on ccasions,
- but that the requgsts were not approved. According to.information provided to him bﬁ
__contacts continued reassuring _ithe FBI was close to obtaining electronic

coverage of|__

“recalled havmgf’ 3 pertained to
the KINDRED SPIRIT‘Jvestxgatxon The Tirst two meetings occurred in_
_.jonthe LANL esptonage matter and the KINDR.ED SPIRIT mvestlgauon -

Regarding access and Clearance i issues| __Jrecalls thatz ' K
on those occasions that the suspect was still in place, but that‘" access had been reduced through
job assignment to the]’ i 7 said the next two meetmgs occurred
sometime later in 1997. At these meetings, - " Jon séveral

issues, including KINDRED SPIRIT.] " Jsaid these meetings included discussion
about the apparent lack of action or progress on the FBI investigation. Eg __jnot recall whether

or not access or clearance issues were discussed during these meetings.
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fstated d tha i present dunng the Department’ S;;“ .
Jand others. Asa Tesult/ P
has no first hand knowledge ofﬁ;‘hv;t regarding KINDRED SPIRIT. ~
g__, | (recaﬂed that foHOng each meetmg,E , . - 3
(0U0) Regarding theE_ _ :}’attended the meetingE
rowded anded
mformatxon during recent Congress:onal testimony. [ e ji e exp ST
testlﬁed that, during f o )
o chul& not recall heéﬁng this information froma Tt
the time] . ) o
hatiff ’

Bttt timel
10 see either E 7 .ﬁ : e{;
Jsa:d such direction | did not oceyr

(OUO) With respect 1o thef

- ded not attend, I
- Twere nresent. F‘

- , ' Jeamed during April 1999
that[ tesuﬁed before a Congressional hearing that[j
officials to relﬁr

d told Department
' ___JdOCS not recallf
nformation, F

:]to contact Sgcun'ty Aﬂ‘airs; f o

7d1d noti“ 7
such instructions. [ o _ JW d have written 2
memorandumt T _ ) i had on other matters in the past.
U0) E ) i:{does not know whyC _ ,_]ﬁ'om what
" - _ “i
and the statements[ Jmade to Congress, E '
—_jopinion that 1fL )
) jshould have shared that information with[ )
_Jat the time, .
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(OUO) When interviewed by the Office of Inspector General] .
~ L - _stated that in early 1997,[;

B According to

. §

ey
et

I

\J'to determine the progress of the FBI investigation.

(o130) 1IN _ traveled to LANL and attended af ’
. ~ _jwith the FBI and others. i 7 ]amemorandum|_

_ _ Jsaid that others present at the
Meeting included] ‘

_paa that mn addition to finding out the
_status of the FBI investigation R ___ < were concerned about
. __access to classified information. According to ,_—_q't‘he attendees understood that
there was no evidence that| __had committed any crime, and Tha{  {clearances could
not be pulled for suspicion of wrongdoing. [ _ 'explained that doing so would violate a
person’s rights, and that it could aiso “blow the case” the FBI was conducting. ~
|

(OUO) According to] ':%the discussions at the meeting centered around what actions
could be taken.{__ o | _. - _..4a potential solution to the

access issue. E_

J _ gthe FBI concurred with hmxtmgi

i _also said the attendees agreed that the FBI should consider other additional

steps. U§e of human source coverage to monito to ensureiz: :;hd not receive new
work assignments, or request access to other sensitive i ormation, was discussed. The FBI
\E/dccided tol . ._,[to limit i ‘work assignments and to monitor

L J___‘;!ac(-:e.s.s to other areas. The FBI stated it would also consider gathering the information
necessary to initiate technical surveillance of[j— :?at home and work under the Foreign
Intelligence Surveillance Act. The participants also discussed several other possible actions
regarding how the FBI investigation could be pursued. At the end of the meeting,C

_ paid the FBI would begin to aggressively pursue the investigation. ' )
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[lny progress béing made by the FBI, butE _ commented that _
(. - ' _lroutinely heard fro

©uo)| ) “fo wait for
“something to happen” on the FBI investigation. —

. With respect to changes in| o . .

' _ __'would be moving offices or haveE L i
o __jlad no knowledge that such action was being considered, that it had occurred,

or that‘f: _léontinued to have access to a separate S

;Leard that the'separateE

L - Jofthe
Wweapons.
(OUQ) Regarding ;anﬁ physical security changes to the separate[: ‘

. had no knowledge that any changes were being contemplated or whether or
not they had been made.

(OUO)| \] continued to monitor the FBI investigation after the[_ R
_@tLANL.{ S

] {that the FBI was working or. _ o .
However, over the next several months, it appeared that the FBI investigation was not moving’

forward as fast asl: o ___1t should. | ilearned that the FBI had not filled the vacancy in the

Santa Fe office after] -

T T _jthat this could have
contributed to a delay in the FBI investigation since travel to LANL from Albuquerque took about

four hours. | __should have been receiving calls from! —_jon

) that the FBI was doing something on the case, but it seemed to be
‘proceeding slowly. It was R ?{that the FBI continued to attempt to gather
information for Foreign Intelligence Surveillance Act surveillance coverage. |
japprised of the status, or lack of progress, on the FBI

im;estigation.

©ouvo) _ btated that approximately six to eight months after the| , :1

alANL,[ __Jtold someone at the Department that .
__jcould

not recall specifically from whom, or .when,[‘ _this information. B ;’it may have occurred

‘sometime during| ) jand the
Counterintelligence Office was moving towards its own separate organization. E _ J
heard it before the actual conduct ot . ) L __did not believe]

- : ] _ ,
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(OUO) When queried by the Office of Inspector General as to what actionL . heard
about[ o , | |took no action.| _ that it
was( 4 at the time, that| | “the last pefson to hear the information. L

from discussions with/] —

| B

_ ~bpinion that if]_ B

ougl- , |
B ___|they should have info'tmedEV o 4

said that as the| i -
I _—_added that the Office of Energy Intelligence anid the Office of

Countéﬂntelligence had no authority to make clearance determinations. | .__that they could
advise Department management of facts and circumstances so that appropriate action, if warranted,
could be taken. _

(ouo)[ ]stated itwas[ . -

reiterated that| = - )

- :}n therefore, was not responsible for notifying

- ) i Bof clearance concemns, or to take any other action
except to notifyz_ ) jma.nagement of clearance concerns.

(OUO) The Office of Inspector General reviewed anC

. . ) regarding a synopsis of the'ApriIE_ ] Hat
LANL. According to the memorand :]nfonned those present thatﬁ~ \}lanm'ng to
realign personnel and work assignment§ Eln preparation for the rgalignmen:,_

]

 According to the memorandum,[; :ﬁetermined thatE,

. According toE ' 4 ](based on the information p;g@;ed by

'wouldob'e illogical not to assign _ N _because (af . ]
_ . _land (b) it would arousgf” - ] It was decided that, at 3 minimum, the FBI wouid
t a Jo provide source coverage of, _Jaccessto, and work

ided that it
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: accomphshed 011,2: -'! Further, the FBI would initiate action to have

-

juty and home telephone activities monitored.
o

According to the memorandum, it was also suggested that FBI Headquarters could attempt
to obtain authority from the Foreign Intelligence Surveillance Act Court to place technical
suryeillance coverage on __jwork place and residence.,

Bl

In summary,\ jwnh FBI officials on C

jthe FBI requested tha Y:rh
e FBI suggested that‘i
thxch would be temporanly more important than beginning work on

ﬁ T ] According tof

)

©uo)[_ - lthe Office of Inspector General thaf__

_ The Office of Inéﬁctor General al o reviewed an undated memorandum ﬁ'omE

j jAccording tof

)
C j stated that when{_ .

access to sensitive information wi ‘ ' jthat when the
investigation began, the FBI had clearly mformed LANL about the standard FBI policy concerning
“victim agencies” in espionage investigations. The FBI policy conveyed to LANL, according to

was that the "victim agency” had to assess the risk to national security and decide if they
could tolerate leavmg the suspect in place while the FBI conducted a non-alert mvestxgatlon

j is case, LANL agreed to leave the suspect in place and

that LANL was gomg to controlr- ccess through job assignments and[:_

Jﬂ monitoring| jetmnes ldded that it was décided that
FBI agents would maintain a low profile at LANL during the invesﬁ'gjation $0 as not to draw
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attention to the investigation. iﬂ . _

(QUO) E :Frexterated that whed m the investigation in
L { all the decisions had already been made concermngv N " /continued access to
sensitive mformatlon at LANL while the FB] conducted.the investigation. The decision had been
made to keep[; ) ibut limit | L__,,access by having

L -

N
o

(OUO) According toE
. FBI mvestlgatlon was very slow during the April 1997 to

October 1997 time frame, _J in an attempt to

understand the status of the investigation, and to try and get the FBI moving. Thisy
Jat LANL. The reason for the inquiry

was based upon LANL’ s preparations to begin work on a new pro_;ect This project involved the
_ ‘wanted to get an understanding of

what should be dOl’lAﬁA Wlth\_____ jyere of the oplmon tha
- o hich would have a minimal impact on the FBI's

investigation.] ‘;Jso wa.nted to be able to;f: . : .
As a result of this meeting, theC ) . j

. F\— :
L wa_tho talk about the case and
discuss what to do abOUtE ] In attendance at the meeting were} 1

jrequest. During the[:

] Tt was discussed that it would definitely alert i '
, : A_j The attendees of the meetmg all agreed that it was best to
leave[;

' j It was decided that | o
e . ork and access to information without alerting
C T |

’ _jthat the first nmef:_ Jaware of any discussions by the FBI about
cunmhng or hmmn£ ]at
this meeting that it wanted to control and duectf, ?access with LANL’s assistancé. The
FBI also committed to providing addmonal resources to the mvesngatlon to get it moving. The
FBI stated that it approved off _being briefed i into the; Jissue. The FBI reiterated that it
did not want any changes made to[ :
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: - — 7] o7 ;
To| _recollection, the FBI never toldL __whatto dowith; _ The FBI
mfortable withi but do not do

always imph@d that LANL should do what it should to be co o
§f55us of work
—

anything that would alert ‘about the investigation. As aresuit,/ _
never changed. -
(OUO)__ e , jiof the results of the meeting
of whicht _}pproved. The next day or so after theC/, ' _ B
- \assignments were not changed after the
%:_ _juntil December 1998.

dorto __ijth the Office of Inspector General,
Yhat there was an in-person conversation between

r-ua/

rL"‘ - - oy

L— R jnthe Fall of 1997. During the conversation, !
‘ jto tell LANL

(0UO) VApproximgltely two months

FBI would not stand in the way of LANL taking action against {_ Esinée :d;ge FBI case
o o ‘ s would

that the
_ 4
__jwould hurt

was not going anywhere. {

impact the FBI's case. |__ R _ .
believes that]__ simply forgot 10 tell] __{about the

the FBI case.[__
.conversationi ~Jwas unaware of any change in position by the FBI prior t0

—_

B—

- e
B et
,vu}nformed the Office of Inspector General that shortly after

T

ouvo) [ i

ST

was briefed on the i ” N 7 )
ngs not briefed on the specifics of the investigation. L

was being left in place.|__ _stated that|__ .

) _jthat the Department and LANL had been briefed and concurred with the
decision. [ __did not ask, nor was{ "as to the details (€.8- who had been briefed,
where, when, how, etc.). ' - .
©uo)_ " was informed by{_

jdid not have ar;y specifics relating to the date, time, or

place of either conversation or meeting.

C o
Wﬁrst became aware

. C :szormed the Office of Inspector General thag)' il
“f the KINDRED SPIRIT matter, and thel i general,in 1996. [ _thaton
: |  Also present from the

et
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o 4 ,jsaid this was the first timeg ‘-jbeen briefed on the case by
¢ 3 -
(OUO) According tOE \ ' ’})ertained to initiatives designed to
accomplish more significant structural changes within the Department’s counterintelligence
program. During the course of the meeting, FBI officials raised the issue o jaccess. At

the time, the Department of Justice had not approved Foreign Intelligence Surveillance Act
_ coverage of{ ere concerned as to

“what to do next.” - TJwere concerned as to what should be the next logical investigative -
step. '
(0UO) r jwas to communicate to{

lsaid there were no objections; no dispute.

(ouo)[_ - T T o ~Jwas to
discuss counterintelligence operations at the Department. One topic included[:

)

R ] provideq the Office of Inspector General} o jto which
B __[during the meeting. ' “lin part] | :

jsaid there was no argument or dispute
during the meeting with respect to whatt j |

C  lo
(OUO) £ o . ﬁjinformed the Office of Inspector General that by at least early 1997,
7 ;;hqld Adiscussion‘s regardin£ jaccess—. It was also at this time

}xplained that this was due to the fact that
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~ 'continued to have full access to FBI

—

personnel.

C __Irecalled that in 1997, the FBI wanted to start digging deeper intQ'F’
- . _Wasalso _
discussed involving{ " home and work computer. {: _irecalls that | -1
looked around and found a cToset containing computer hardware that would have facilitated 2
wiretap at LANL. L , __lon this plan of action, requested that] B
before anything occurred at LANL so that!|

Th—

(OUO)L “lexplained that during this period_ _ . -

, ‘ _ ] _ N j;appeal the issue. It
wast T_Ethat the FBI andE T jwere in close contact.
(oUo) [ mjwasawareofan[ - o _

/i‘
did not attend this meeting but was briefed on it, It was ' that discussed during this
meeting were the intricacies involvingC "?assignment and access. | o _:é consensus
was reached by all in attendance to leave [1 - __|with continued access, but to work
to modify o __J 1t was also decided tol_ '
__{which was done.

(0U0) Z_ ;}was unaware that a Department memorandum was prepared highlighting the
topics discussed during the meeting. ’f_: | :ﬁexpressedc jthat no one at LANL
received a copy of the memorandum contemporaneous with when it was prepared. ﬁ:
__Ihas since reviewed the memorandum. L said that according to the memorandum:

1 rgounte;j‘melligence and FBI officials made the decision to keep__ oo
@ _was only suspected of security concerns; (3) there was no indication that all evidence

#\; - . - . .
pointed to/ __|and (4) given the FBI ytructiom,; the University of California tried to come up
with something to ﬂhréu _jaccess,[ _jbelieves that{_ - L
‘made it clear that :!_confmued%gw __;and that

. - e T el . .
access to its hallways and personnel conducting discussions.

(0U0) . ~Iwas unaware of any meetings or discussions in which the FBI articulated a
change in the FBT;position with respect toL :f_access ang”clearance. E_ v_jmaware‘__\orf an
; - __jand Department personnel. 4

“S/as also unaware of an{ " with the local FBI and|_ Jinwhich
change in the FBI's position was discussed. |

(0UO) t . ujﬁaid that, more recentlyt: | :gmet‘ with local FBI
officials m{w ...\ was aware that the FBI may have discussed with__
__might do with|__ _ believes the FBI was not
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exactly clear on its position involving _ jassignments or access. z_: _vjsaid that since
) access, and

T “1did not believe that thei_ _

dueto|  _

Ejr{may_not have thought toE W Ton this meeting, and“a: _ ‘;;Emay not have
been accessible toE 1 -
(OUO) - 4 :Said that uponE ‘ _j;ﬁhhad already

- [ Prior tol
. ineeded to gcﬁa briefing from counterintelligence officials in a serious

security issue involvingf- -

(OUO) C . :_zhad general discussions with'ﬁ:w _ .

4 ' jregarding the broader issue of, o _jinteracted with _
anyone from the Albuquerque Operations Office, nor would Jconsidered it, since{; j)
unaware of anyone there being| | -

. o

(oo | | _ Yinformed the Office of
Inspector General that[ - “pecame aware of possiblei{_ =jat LANL on or about

— jattendees includiﬁgE

_inthe Department’s Forrestal Buﬂdljxﬁ. C
(OUO)L " could not recallE Q’i name being discussed at the briefing,
although the name Jwas mentioned.” [T that discussion took place relative to
““an individual” under surveillance that may have referred to :: ) \was
not sure. f ot recall any issues discussed at the meeting regarding Z:_ jaccess
or clearance. {__ __jstated that to the best off “no discussion occurred

regarding the{___ -

)

(OUO)C "?xplained that the meeting’s discussion concerned suspicions with respect to
“an individual” and fhe subject was being closely monitored by the FBL E wjhad
the impression the FBI was in charge of the investigation and Department and LANL personnel
were coordinating with the FBL. | }ot recall any discussion relative to the FBI directing the
Department with respect to what actions to take or not to take. | jwas
concerned about “everythingt :.‘at the meeting, but did not recall specific concerns about the
assignment of a Department employee, and potential harm the suspect may cause, being discussed.

(0OUO0) C jdid not recall any discussion relative to the suspect’s potential access to
classified or secret information, or how the Department, FBI or LANL were handling the situation.

13 The name[ j
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( ¢larified that the briefing primarily related tor _
- I A slide presentation
was given v whlch covered historical methodology - and data relating tog ‘espionage activities.
L_ {did not make any recommendations about any 1 investigation. 4’?
immediately took action following the meeting to see thaf would be briefed on the next
business day. o

(OUQLE “lwas briefed on or about the following Monday Participants
wereL ) S ] » ___L The briefing was
basically the same as the{ ™ "wuh[:'_ / ~ lthe primary
topic of discussion. E - &dxd not recall‘ ___hame being stated. In addition,
__did not recall any issues spec1ﬁc to the individual “under surveillance,” orZ: __or
clearance, being discussed. - Jcould not recall any discussion relative to the individual’s

access.

M

ggUO) Eﬁ - /)stated that, at the conclusion of the briefing, the Secretary dlrected that
F B imake arrangements to brief senior government officials “outside the DOE.
- Mstated that briefings were subsequently arranged with__

o . A __ ldid not intend to
delegate total responsibility for the issue td'/ B 1& knowing the aforementioned senior
Department officials were involved in the matter.
(OUO) | " Istated that_ o B

"~ Jin this proximate time period. |_
resentations were much the same as the first briefing
attended, with a focus onz Jcommented that followin

j‘ha,d indicated the issue should be immediately reviewed by the CIA.

{, ~ did not recall any other actions requested from the agency briefings.

,.-ms

(0U0);___ Jstated that|__Hid not attend the briefing w1thL . was
made aware that[\ " Jprovided a briefing sometime between July uly and
October 1997.[ __|had the understandmg that |

were present for that briefing. -

(OUO) ] _lcould not recall{: J name being mentioned during any of the briefings
T "inor were! _or clearance activities discussed. |  Istated thatl !
not recall any discussions within the Department at that time regardmg necessary action to curtall,
suspend, or change anyone’s access or clearance.

60



o, 7

(OUO)[___ » _la subsequent meeting coordinated by
the FBI in{ _Idescribed attendance as “large,” recalling that attendees
included|. 7 '

specifically stated that__ jﬂot aware of certain____ __ Treferenced, or __
commented upon at the meefing. [ "Jdid not recall comments by =
relative to the status of any individual investigation, or of any €s ionage cases at LANL, orin

regard tol__ "] did not know ho‘vﬂi _Jor the meeting, but

estimated approximatelykE

(OUO) According ,tOfM,,, o _:the focus of the meeting centered around “working
cooperatively to develop appr(opriate counterintelligence response. and capability, suitable to-address

concerns and issues raised by} _ _jwith regard to/ _ _?pbjectives and methodology.”
B (}ﬁd not recall any “post” meeting comments Or discussions involving the Department

Tepresentatives.

M(QUO)S: | informed the Office of Inspector General that
L - ) jhad the lead responsibility and authority to make
decisions regarding! _Jemployment and access status. L ~stated that line
management has to Temove a person for cause, or have reasons for removal.

(OUQ) Inlate March 1997, probably[ B _ _jattended a
meeting with C. N ._k They provided:miwith an in-depth briefing on theg:
investigation.i "{vas never made aware of any evidence agmnstE _ {assumed
there was compelling evidence, but not compelling enough to do anything specific. L _remembers

“being very surprised” that] ) B

ouoy  baid that wherl_ o 7 matter, they
stressed two items: (1) do not talk to anybody about this, and (2) keep Q_ :En place.
E understood that the reason for leaving, jin place was that] B Zcould

possibly do something to reveal] ' ) '
_ __|about this matter. [T never talked directly with
L " Rbout the investigation. E __.may have
made side comments about the investigation when they met in the hall. { __jprimary
concern was how to protect information. said that{__Jit would be difficult to
protect information from{ \ - o

1

et

- Joout using the palm reader as a
way to monitor or prevent o
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development information. If the decision was to prevent[ o | then a class of individuals
including ] . _ ‘ - -
\never heard back ‘from either| ‘Tonthe
palm reader ideaT/ gthere were no changes Tade to the vault access durm&_ﬂ _j
(QuOj ~ _{stated that as part of[_ _ifor any unusual activity -
would immediately call‘/ ”‘when an issue-came up that ibeheved was out of the ordinary.

jecalled two things hi'al « hcked ” One was a request ’jmade to
"1 This request seemed unusual to

" Jecause this was outsxde the normal scope 0

r of the request, obtained details on the conference, and determined
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thatE “d1d not have a need to attend the conference. . v
/ "} The other incident involvedf;

J |
(OUOY_ " Jsaid there was never an instance where| jnformed glaﬂ:: N w' had
access to information to whichl ot supposed to have access. Itwas ] " Timpression
at the‘{; ~ithe FBI was very close to havin the information they needed.
However, as time went on and nothing happeneal_--— gjthe threat was more rgduced. L

but felt the urgency was lessened.

:%was briefed about thei

'd{‘(beﬁeved thaf__

and to keep L jfrom working on {: '

FR—

~ Yworked on any projects other thanE i

~ According to E_ ) ) ] _
. “hever had any “hint” that was an
option. f_ jwas never informed by the FBL or others to remove [
R )
(OUO) !Y:: ) , ~ jnformed the Office of Inspector General that in the spring
of 1997, the FBI learned that|__ ad requested permission t0 have a} L -
as concerned if any part of the{ - jwere unclassified, and requested a
meeting with LANL and the Department.|___Jigone from FBI Headquarters attended this'
meeting held on_ ) =" “jthought the following individuals who
attended this meeting includedi _ B -

3

(0U0) W ’ _Ztated that the FBI attempted to get a Foreign Intelligence Surveillance Act
wm%tﬁ three oct{sions. The first attempt was denied in August 1997, the same daﬁf_,

~ et with Department officials. After this denial, ] pproached the
- . " Jand asked fora reconsideration of the Toitial denial. The initial denial was upheld.
A third request for a Foreien Intelligence Surveillance Act warrant was made in December 1998
after the results. ere known. Again the request was denied. B
(OU0) |_  httended an[ _ 1 4t the FBI that dealt with the
counterintelligence reforms under discussion at the DepartmeE\i ~ fecalled the
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following individuals also attended this meeting{;

W_ ) ) ] jand possiblyli:%_ )
- _Istated that| _ “previously heard r . lofthe

espionage problems facing the Department, andﬁ - © Timadethe
presentation during thef _{meeting. '

- o -
(OUO) According to| Jat some point during the meeting,E . -
concern about doing anything with respect toi Eaccess to sensifive information because of
the FBI investigation. : _ ) - jresponded that the Department '

' shouldF' I - 7
S hiso stated that the Department had to come witha
plan on what the Department wanted to do regarding the counterintelligence problem. L

did not recilljixy response byf_

(OUO)_ o zfthat after the E_ ‘}n_sctmg involvinéz
' ~ |thought it was| wjreceive word from the Department that
there would be a change in the Departmiént’s position concerning} } access to sensitive

_information. ‘; ;?said a change in the Department’s position would have required a change in the
investigative strategy, and likely would have required a confrontational interview oﬁﬁ

However, the Department never indicated that they now wantedL o _access, so the
FBI investigation continued, and the status quo remained. ,.

(OUO) E_ :}stated that the FBI’s pgsition concemingE ‘:was established during the
= == - = "land this position did not change until'__ a
1 administered polygraph m‘x . The position of the FBI was that any decision
concerning _jaccess and clearance were the responsibility of the Department or LANL, the
“victim agency.” {_ ;did not feel that any of the events that transpired between July 1996
and February 1999 constituted a change in the FBI's position. :

(0U0) C B ‘jalso stated that the FBI's position concerning their preference that[ 3
remain in place did not change.E_ . Tt the onset of the investigation, the FBI
informed LANL that if LANL could live with the stafus quo, namely keeping ' _inplace, the
FBI could pursue the espionage investigation as ou ined during the|  _atLANL
with|__ | However, if LANL at any point could not continug to allow] __jcontinued
access, LANL should immediately communicate that information to the FBI so appropriate action
could be taken. '

“ :jan! feeling by agents in the FBI's j_:” ~lthatthe

(0U0) I_ B
was inaccurate and was

FBI's position changed after
perhaps a misunderstanding or a “corruption of the message.”

-
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(OUO) i, _ stated that during the course of thef:_% ~thad periodic -
meetings and briefings with Department officials, namely ) 4
In addition,| - I “Iwith various FBI officials
about the investigation. C_ - tated that during these meetings with Department officials,
there was no discussion about| “{access and clearance.l _ 7Jsaid that the
Depariment officials never indicated toﬁ ' jhat there was concern about continuing to
allow] " Jaccess to sensitive information.
r 2o
(OUO)?Z_J i j_élm%'nfonned the Office of Inspector General that sometime in|_ _
T _ __that there was some kind of

security issue involving__ __| At the time, E:

—_ , :j( govide& no details or
explanatiggs L 3 j was Very concerned about this matter. ]E o
__{to handle the situation since __ _ __bad the specific details.
T R
)
(0U0) {_ - " informed the Office of Inspector General that prior to the

| meeting at LANL, the FBI was accumulating information for probable cause for the

ﬂ;plication to the Foreign Intelligence Surveillance Act Court requesting a Title I wiretap on
L J Prior to this time,C - _:‘) and there had been no changes

{ laccess or clearance. B

(0UO) i: ] __fattended the meeting on__ | Also present during the
meeting were{ ) 7 e

S \ ecause the
Department was concerned about the progress of the FBI’s investigation&:[ B

- __|for the meeting,

(OUO) According to__ :j the purpose of the meeting was t0 discuss the status of the FBI’s
investigation of ___ :}for possible espionage. N told the FBI that{:’ ) jhad
submitted _ - _

there was enough information to obtain technical coverage otf . - .

J that there was not enough information to request such coverage. It was decided by
consensus thar{: " _'would be kept in place in th - o
(OUO) E i ) it was decided by the group
thaf _{with the monitoring of]_ w}activities withi
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QUO) The Office of Inspector General reviewed an internal FBI memorandum, dated ,
t» : - . ) jfollowing the{: _EThe
memorandum summarizes the meeting. According tol_

jwrote that it was agreed that:

g7 "'} ;ir" = )
e (OUO) L _iwould not be restricted as far as____normal duties at the lab
— were concerned,

» (OUO) S; - :;would go into effect as previously planned;

e (OUO) 3; _:1

s (0OUO) ) }ctivities; and

e (OUO),_ j o L ‘

, :
" T i — _/,/
(OUO)C B jinformed the Office of Inspector General thaton(__ . s
v 7 ﬁ Also present during the meeting wer

Esgoke w1thi

_-_gto classified information and computers. E o d
indicated that]__ Jaway From thef” 1
©uo) onl_ L « , ] During the
meeting, . __ _—}them or{:_ Baccess to classified information from}

(OUO) Onf L ' - jto
discuss the status ofL_hctivities. | o

__not in a position to do any more damage. [ findicated that
- | 5 -

(OUO) L

Jwherein a decision was made to have] '}or the purpose of

changin,

r jthat onE

.jhad met with officials from Departmeni of Energy Head»quarte'rsA
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to discuss security issues at the Department’s laboratories.. In particular, the Department oﬁﬁcialé
briefed] "on counterintelligence problems and internal security problems at the
Department’s laboratories. During the meeting, the Department officials mentioned that they had
not taken any action regarding security at the laboratories due to the}: T

)when making any decisions about { laccess or
. o, ey
;

clearance.i

meeting with the Dep-artment, the FBI's positfon rega:-dingE | 3019.31' ance had ch_a:‘nged. The
FBI’s policy now was that they would support the removal of_ _lor the
removal ofL‘_:lclearance. ’:_ __recalled that]  _ -
about this issue. _

— R L : \ T
(OUQ) L. __ isummarized this conversation and a subsequent conversation;

with}_ ) 7| The internal FBI document is dated =~
g: , 3The Office of Inspector General reviewed this document. According to the
ocument, ' - »

%n part, that: B

iy
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©uo)[_. : _informed the Office of Inspector General that as a result of the FBI's
change in policy, it clearly moved the responsibility to the Department regarding what to do about
_clearance or access. does not know why |
P - . '70f the FBI’s change n pohcy regarding
_’ _} clearance or access.
(0UO) {: a N Jhe Office of Inspector General that onf:

- 3 During the meetmg,E ___Jinformed
[ __iof the FBIs change of position regardin. WClearance

_that the FBI would support the removal of - “Jor the removal
oF jclearance AL “that the FBI would support whatever
decxsxon was made with regard to{_ jemployment and clearance. According to

_ _ i - _Jkept them
involved with the“g; i

(QUO) The Office of Inspector General reviewed an internal FBI document dated

_and_ _‘!whxch summanzes[:
r jThe document stz states, in part:

—
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& (0U0) When mtemewed by the Office of Inspector General,
l

“Jafter this meeting through}_ ' 7 ] twas
q@) r: T .Imderstanaﬁ"lg after theL L Jthe
Department was not going to do anything regarding | !‘m _Hlearance status.
(OUO) Several months prior to the Office of Inspector General interview,g: _  _Jhad
a conversation w1th _ B _ - ) told
E __fthat it was f: _ :’g‘decision to !éaveE }n place and L

(OUO) To the best of__

Jaccess and clearance status did not change. According tot
jwas kept in place in the

- . i _ j%vas questioned by the Oﬁice of
Inspector General about whether or notl_ | "_be kept in place, |

N ___éwould not
answer whether or not it was a requirement that]_ jbe kept in place, on advice from .
- ) o this was a question for
'fANL. i: __jthe FBI was a fact finding agency only. '

L Jo
Einfonned the Office of Inspector
General that onf: jand informed

gﬁt[ﬁd to be briefed on an important matter. E }ubsequently arranged for a briefing on

_jat which tlm{:jv informed of the KINDRED SPIRIT case. According to
jthe briefing in the presence ofg

B ,;\JVas also present.

M(UE ] ‘ Jvas

present during the Office of Inspector General’s lntervxcw wnhc J
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(OUO) During theL_ jthat a LANL employﬁeg was under’
investigation by the FBI for p0551b1e espionage. f :inot recall whether or not{

informed of the individual’s name during the briefing. jlot provided any specxﬁc
information about the individual’s duties or respon51b111t1es during the briefing.

©ouo)L_ jecaned that{”  Thave been told during thd___ hat the
individual suspect had no ad access to

sensitive information._ __ _Jbelieved(”  _Jalso told that the individual had been C
jrecalled that - _|may have been informed that thﬁdmdual s

| | Vhad been limited. [ " saidit
understandmg at the time that the FBI was still trying to build a case against st the suspect and that
the FBI did not want to arousez

(OUO C jdld not recall[ _}thxs mformatlon E however
that { were the only{_ ,_—!W‘th
information regarding the case.[; so said it was poss1ble that[ ) _jthis

information.

~

©uo) [ Jsaid that after théf j;eeded to be

briefed on a very important matter. / d to be put
on] | ] « ) o ;Efor!

_jo consider.
o o ' bn the
KINDRED SPIRIT case on ] During the course of the briefing, those in atfendance
discussed the options developed by, | According to }hese options ranged

from those which were the least intrusive to those which were the “most draconian.” Some of the
options discussed included (1) briefing senior level people outside the Department on the case
(2) developing a more effective counterintelligence program at the labs; (3) imposing more
requlrements on foreign visitors; (4) requiring polygraphs for those with Special Access Program
.ACCEsS; ag__, (5) developing a collaboratwe relatxonshxp with the FBI on counterintelligence issues.
,explamed that the optio :Eand subsgquently discussed at the
o did not focus on a particular individual. According to ~_5‘the
Department was workmg collaboratively with the FBI on the KINDRED S IRIT case and it was a
law enforcement rnatter. L

(OUO) [ ‘Jadvised that at the conclusion of the {_ _ | 3

senior officials ouifside the Department be bnefed on the matter to obtain their advice and counsel
on how to proceed, including, _
I,

there were no objections from the rest of the attendees.
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E . r"

_ ] \ Jm attendance when; _ _ ,

_ , _lthat % ) _ldid not focus specifically on the

- - JonT = Thargeting of the laboratories, of which the
KINDRED SPIRIT investigation was a part.” ™
(OUO) g‘ ~ Jecalled that during the course of[
- ithe

th FBI had been unsuccessful in getting Fofeign Inteﬁigence Surveillance Act coverag;
on the individual suspect and that the suspect no longer had to be treated on a non-alert status.

Accordingtof =~ = _Bthe Department did not have to keep the

suspect ig wplace._ E o ﬂ:_?;he Department should remove the

suspect.: _jwhat, if anything, the Department should or should

not do. “

(OUO)._ stated that| -
I was|~ | _ _\frustration that the FBI

did not get Foreign Intelligence Surveillance Act coverage. f :j,did not leave the

‘meeting thinking the Department needed to do something about the specific case. According to
ith any new information, "

believed that action had already been taken to limit the suspect’s access.

oo | ‘ _ afterthe
meeting. Accordingto] jrecently testified thatf, |

_:{to the Office of

Inspector General that this conversation occurred.| inot been told by

'to contact]

(ouoy_ 7 :_:(could not recall briefing anyone about C _ -
' 3 however, C j

not believe _ {
(OUO)[G ‘ __:(never di§g}1ssedE _Jcoments withE _
:Lassumed at the time that]_ __the appropriate officials at LANL and

at the Department’s Albuguerque Opérations Office.

: (OUO)E*"' R S Jm a meeting with] —
ﬁ_jdoes not recall d}scussing any specific espionage matter at this meeting. | said
the meeting focused on getting the Department to develop a counterintelligence program.

(0UO) C o j,talking points. [’ ,,jdoes not recall,
however, I-E o _ithe talking points verbatim or paraphrased.Eﬁ :3 said
_Ino recollection of a follow-up meeting involving Department officials after the

e
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According tor _ Jwas more than just[

gfor information regarding

the case. [: )
" with concerns

regarding the suspect’s access or clearance, i
N hassins § g
{

""qi,

t — «jwas responsible for‘: _
___|at the Department. Although| jaware of FBI activity on the

e . ) X ..
case,t _.inot recall any discussions or conversations pertaining to the suspect’s access or
clearance. :

C Jo

ouvo L o B o
_linformed the Office of Inspector General thatl__ |became aware of thd _ina
meeting held at LANL at the end ofE : ) o : T -

- - ]Dﬁn’rxg thisT " _ ;Etpld by the FBI

tﬁatg has s-tispected of transfel;dng weapons data to the ) _w%_ The
FBI also told | | ' _ )
(OUO)._..  “wastold by the FBI not to tell anyone about thel.  Thto work with the FBI
on considering ways to Iimitg _access, to é ) __}report any suspicious activity
by(, S Jand to call the FBI if necessary.

. Jisofthe opinion that the FBI or Department personnel drove the decisions, and that LANL
was there to provide technical advisement to the decision makers, According to‘f _the
- consensus was that gf:j jshould be left in place.
©ouoy_ that

. _jcould not recall, regafding the[ j after the
[: } _:}the meetings occurred approximately every three or four weeks. |
jmay have been present at some of these meetings.

(OUO) According to[ __-]ihe FBI wanted to know whatr . jSpeciﬁcally,
the FBI was interested in personal information pertaining to} _ the types of projects’

Jand what types of information] ™ had access to in the early 1980’s.]
_ithat the FBI was trying to become more familiar with the| “land

that the FBI seemed concerned with', 7 continued access to classified information.
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(OUQ{ C A __t?partiCipated in discussions with the FBI about[ .
__lin the context of the FB['s investigation. | ‘ _Jwhat could
be done to fimit{_ _access without raising] _suspicion, including advice on changing
r - |
ooy | :E‘conveyéd the T~ L ___fothe FBL.
- _—Fxplained that The policy applies to ~ —_ According to the policy,

staff members can talk to each other about classified information without administrative approvals
or provisions. | _jlt is understood that staff members would only ask for information that they
need to know in order to do thejr jobs. |__ hese interactions occur daily, but would usually
occur with only a narrow set of people. an explanation would typically be offered by a staff
member, if he/she were requesting information Fom somebody with whom he/she did not normally
interact. '

Mgl&a: . Jwas working on[ o
e ) . - j During[:}leetings with the
FBI from the end l o ’ ' '

] —  _]inthefal of 1997 T
T T} Atthe meeting, the decision was made to havelfl

_Jut which by itself would be nonsensitive in nature.

ouoy[_ _ L -
B _ _Ldid not have a Jot of daily interaction with] _ J
was self-motivated;r , i8¢t an assignment and go do it. {_ - __3did not seek
out contact for unspecified or unnecessary information, and [T “jwent directly to the source
whenE _ j’infonnation. '

- o ‘ N{would not have known about the spontaneous contact{ : may have
had within : I
staff member asked for[ _,}md contact with a weapons designer using the

o . During E o . , _,[I‘ljaving access,
or trying to have access to, information outside the scope of E . According to|
jdid nothing really suspicious whileE P T PR

E jISB.Id that standard operating procedures used by the vault custodians would have
" 3 . . - . N 3 "

prevented] _Rccess to the vast majority of information in the vault since r . _ould

have had no legitimate need for the information. However, as g o

] jdded that the vault Custodians do not rec-alli jaccessing the vault or
asking for information beyond the scope of] ‘Jwas not aware of log procedures
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that may be used by the vault custodians to document who uses the vault and what documents are
reviewed.

e ~
L 4O
. informed the Office of Inspector General thagr ‘ _ .
- . ? This was theE o
knew of this matter. [ ” .t
this briefing.

Accordingtol _~ |the KINDRED SPIRIT case was part of an overall briefing

tegarding persons under investigation] — |
; s JFor example, Wﬂ?ﬁn‘iﬁese

vountries might engage individuals in informal conversations, develop friendships, and count on an

indi.vidual’s e_thnicity to be loyal to their respective governments.|__ _{did not indicate
during the briefing that there was a visible penetration of the laboratories.
(OUO) Accordingto lauring the [ Jthat the FBI had

people under surveillance. [— ' jdoes not recall whether or notE name was
specifically mentioned. -

! 2N ]according to[ _lthe FBI told the Department not to do anything

to tip off the suspect of the KINDRED SPIRIT case, or others under investigation.

accepted whati jthe FBI knew what it was doing.
o Jgot a very clear impression that the KINDRED SPIRIT case, in addition to the other

investigations, was very confidential and highly classified. | - '

that neither the Department, nor LANL, should take action against the suspect of the KINDRED

SPIRIT case because the individual was under investigation. h

g C N id not provide a ot of detail as to what the suspect of the

. KINDRED SPIRIT case was alleged to have done, E not recall whether or not
speciﬁqs} were disc_ussed regarding the suspect’s job, duties, or assignments.{
i . _jthat the suspect was employed at LANL,
had access to sensitive information and was engaged ifl questionable activity.

ouol gsubsi%mnﬂyieamed at a closed classified U.. S. Senate Committee hearing

in 1999 that the FBI had [ under surveillance for years,

Jdecided that the

]

(OUO)_ o o
suspect would be left in place. In addition,E
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C __iand others, It was also decided that | - o )
zwould also be responsible.

(OUO),___ ~ __{at the time that senior officials outside the Department

had received] - was not aware of any comments_

- ___may have made with respect to the LANL suspect’s access and clearance. | L

recall if [ ‘ ) ;comments for the

first time from|{ ) j&out it in the newspapers [: |

recently told o ~ “Jthat the FBI mvestxgatxon on of

{ “‘had problems, and that the Department no longer needecrto keep; _iin place because

of the FBL. |

"at the time that the FBI was not able to do a wiretap and, therefore, could not proceed with
therr i investigation.

E 1 recalled meeting thhz _ -
__sometime in October 1997 to discuss the PDD 61. *jsald attendees include
[;.; ““and officials from the FBI and CIA.
[ Tldoes not recall KINDRED SPIRIT being discussed at this meeting, More specifically,
L A‘refemng to any talking points during the meeting.
. E ecalled being told by either E | :sometnne
after the initi }hat the suspect of the KINDRED SPIRIT case had been moved
and no longer had access to sensitive information. ? ‘ recalled being told words to the affect
. ‘hrmts had been unposed in such a way to avoid suspxcxon
by the suspect. | o o \ _iwas being finessed; that]_ "
not suspect that _.being moved; and that): “ino longer going to be a problem. |

_ had been handled; that the FBI's involvement had ended; and that
was no longer under i Investigation.

s

((018(0) ) S _jthat hadE a 'been told this [_ _would have had concerns abouts ;
access. Jthat[ _jleamed that ’lwas not removed and continued
access to sensitive information. [ tha

N e 7or thatE;,,,tho be -
_ removed. T e T _that]  _accessor - clearance should be
revoked, suspended or limited. ‘
(OUO)ET ‘ :Brecently learned that[ Jwas still under i mvestlg%tlon 'f __thatif
that was the case,| __jthat the

Department should take any action it deems necessary.
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050) ' }he Department’ s[" “Thave the ability to limit a person’s access or-
revoke or suspend a clearance. — ] B ]

N | bhould
have given) - . Tbelieved such action were necessary. L

~TJo fire

someone.

(0U0O) C "{had no involvement with the[ :
recently read about it in n the newspaper.

(OU0) | | o _jwith respect to
the LANL espionage matter. According to]_ ) ) with LANL
and FBI officials. ﬁ: | __Jithought
something more needed to be done.

(0UO) [ . " belief that there was a break down in communication, albeit

muntentlonal ? . ) . ) B} -

{ R . —

jwas still in place so if this was a problem they should have done something.” | _
_did not get the right information that { ~ ywas still a problem. [

Eceuld have then picked up the phone and told c j

g _]mfonned the Office of Inspector General that on[
consx red to be the ﬁrst complete briefing on 1 the KINDRED SPIRIT matter while servmg as
*that on that date
_ja briefing on alleged espionage at LANL. §{ r from that bneﬁng
that a suspect had been identified, that the person was at LANL, and that the FBI was investigating.

__mot think that *}the suspect’s identity, history, or past involvement with the__\ o

. FBliftherewasanyk —— 2y
recalled a follow-up meetlng w:th[: :

L T S T ifat the time.

:gthat
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. E “recalled that on [_ ) ) ;"with several people on the
KINDRED SPIRIT matter. 'The team of experts who were reviewing the issue were meeting to
discuss their findings. {™ __Fecalled t '~ .___fthen that a specific suspect had been identified
and that the igatin ___Jrecalled this because[ ~ jto them to
consider| o ) | __Jnot recall all who -
were at the meeting, nor doey __|heanng the suspect’s identity—

(0U0) (-

the espionage at LANL matter. However,E Inot recall who was present and could not recall
any specifics of the information briefed.

after the

L O

(ovo) [
: - } In ;&&tion to E: }he following )
Department employees were also present: [ i ) 3 ‘

(OUO)E ) j did not recall attending any other briefings about the espionage at LANL matter

_}Jecause of the growing public
and press concern about the China matter. Both agencies were under a lot of pressure because of
how thef "~ "matter was handled. C c :Edescribed the meeting as a coordination meeting
to de_te e Where eagh agency stood on the key issues of the LANL espionage matter. During the
meeting, ) '

_with Department officials, T o
basically the following:

* (OUO) At this stage of our investigation ( 1997) “we [FBI] have nothing prosecutable;”
e (OUO) me FBI would like to continue the investigation; and, :
* (OUO) Itisup to the Department if the Department feels they need to take action against

the suspect at LANL,
0]8[0)15 R ’ 7

frm :
S ()

o[ recalled that after[ _

i - li’lere were further discussions involving the FBI, LANL counterintelligence
officers and]_ concemning how to deal with}_ ' through job
assignments, including mvolvingf ~ -~ T |

g All of these actions
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involvingl _ Tjwere to be done on a non-alert basis{__ _Jearned
thatEm ) i was really never limited. When asked why[: J
was never limited,” o o _:{
©ouo . _ _ —ithat the FBI never changed its position during the investigation
concerning. " ‘access to sensitive information. The FBI's position in espionage
investigations was constant, namely that the FBJ would like to keep a suspect in place, but the
ultimate decision as to whether | . i .

- 5
©ouo_ | L 3
informed the Office of Inspector General that L L _|sometime in
January 1996 byt» A ' _ T o

ST | ' imight

have compromised some classified information regarding [: ) _ J

;\T _could not recall iff " provided any other specifics during the call.
(ouo) [~ \ S _ ,;several local
officials about an upcoming visit by |~ ) . _ This included

: - . »:fmat there might
have beeg_? compromise of classified information relating to]

(0U0) C- _}ou]d not recall whether or not|_ . :iat the time the
Department’s Administrative Inquiry was underway and thatC N;)speciﬁcaﬂy, was a suspect.
i _3received a copy of the Department’s inquiry report but did not review it

extensively since] __lasto the findings,

i | stated that on| - o ’ o _}at LANL regarding the

KINDRED SPIRIT ﬁvggtigation. Those in attendance includmedE_ . _

_};ould not recall iff~ " lwas présg_nt at the

-——- ——-meeting—- - — -

©Uo)|_ ___stated that what{f jmost about the meeting was that LANL
wanted to inform| - _ " was the subject
of an FBI investigation, and that[ - - S
- - , _lrecalled the discussion
thaE‘ ..."¥as 8oIng to be transferred because the current project[ - :j
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C - » Snould not recall whereﬁ: :Z was going to be transferred, orif
it was still in a classified area.

(OUO). sald that? ' Laccess was discussed during the meeting in general
terms. |~ thosé’”“ in attendarice discissed whatl_ might be exposed to that could be
= hould
damaging. | _} said FBI officials did not give any direction as to how LANL sho
proceed. At no time during the meeting dxd"i) _lthe FBI request thaf  _inot be
transferred, nor did]_ |anyone asking ifa transfer would interfere with the FBI i investigation.

(OUO)C - xpressing concern that they did not
want/_ _Qtransferred to a position which gavév _.access to new classified information.
Accordmg t&t ﬂto be kept in place
to limit further damage. The group agreed by consensus to leavef: Zin place and that more
damage would be done xﬂ was moved. _

©ouo)_ 3 did not have any further involvement concerning| _ ~w_ﬁ:a’_fc:learance
status or access untilf |
——
E—
(0vo)L_, ,;}infonned the Office of Inspector General thatDttended a meeting
at the FBI on[: . | Attendees included]”_ ‘ ,

‘ ’fthat included several
ongoing espionage cases and secunty problems at the Department s laboratories. Durmg the
briefing he Department needed to cut off the access of espionage
suspects to sensitive information. T jthe Department needed to put
together a plan concerning how th cpartment would fix the security problems at the national
laboratories. i “ithe Department had not taken action against

' ~Qbecause of the FBI investigation. {_ =~ ™ -

a :}the Department should not use the FBI investigation as a reason not to do anything
about, - § access. E if
the Departmeiit felt it had to take action agamstf’ jaccess to sensitive information at LANL,
the Department should do so, and the FBI espxonage mvestxganon should not prevent that action
from being taken.

3P

éQUO)E 3 rovided the Office of Inspector General with a copy of an FBI

regarding the countenntelﬁgence reform initiatives that were bemg developed at the Department.

The memorandum references a meeting “this week” invoivmg
as ready to move forward quickly
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on implementing needed changes. The memorandum concludes with a section entitled “Status of’
DOE Immediate Steps to Prevent Further Compromises.” This section reads as follows:

©uo) [
1%
A4
b i
(0UO) E: - w:’inf'ormed the Office of Inspector General that on

L

.that the Department was aware of what i
__labout]_ .. access tu sensitive information at LANL AN
... the Department was looking at ways to limit E_ _access without

s

hurting the FBI's investigation. |~ Jdid not indicate what options the Department was
considering concerning limiting ceess.

-

. /¥ —
©v0)_ - _that after the meeting,[ ]via telephone with{™
_ ‘ _jthat the

D;partmerit’s"‘eguities”_ were at risk in this case, that the De;;artment must decide what they want
to do concerning —access, the FBI will support the Department’s decision, and the
Department should not use the FBI investigation as a reason not to do anything abou{— , 3

-

—
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©UO)[_ i | B
~ lOn the same day,z ' B '
. determined by contacting LANL officials (identities

unknown) that fy " jwas not workmg on anything new and that LANL was going tor
away from any ne coa‘es or design work. |

- :there was no point in restnctng ] On'the
same day,E L ] ‘
) e e e e
ooy o Vinformed the Office of

Inspector General that because it appeared the FBI mvestlgatlon was 1o movmgf
%to LANL to meet with LANL counterintelligence personnel and

the FBI agents who were working on the case. E - ’that a meeting was held on
that there were several people at the meeung but{\‘ Jot recall all who

Were present E __ that at the meetmg, it was decided by those present to u__pn place
in the e . : access would be reduced by having
T saxd that the

decisiontodothiswas;ﬁadébf"'“—- - - -
e

—

DUO)_J: Jthat it was|__ 3ﬁ‘om[, ~that the FBI wanted
left in place but had no objection to havin “laccess reduced if it could be artfully

done soastonottil  loffto the i ivestigation.| _ -
’ ) ’ " land were ,

something {halr » fhad worked on for several years in th past. In return, the FBI agreed to
take a number of steps to try to aggressively pursue the case. E _lthat the resuits of

“the| . ___|meeting were documented in a memorand

(0UO) T " that because of the information]__ about LANL’s
proposal to change access to the vault, T _ :(access to sensitive information
had been restricted. | ___were aware of these
pr;l:posed changes at the tlme E that by the time of theL i neetmg at LANL
whe

§that this was in addition to the other actions taken durmg 1996. [j Jhat it was not
until early this year (1999) thay _that access changes to the[ Iwere never
made. ___ __with LANL to ensure that the vault access changes
were implemented. C . “"access had been restricted in 1996

by the changes proposed for vault access r _ ;istatéd that L with ,LANL%)

-ensure that the proposed changes to: »
i . —
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actually implemented. __lassumed that LANL had implemented the changes as discussed
and approved by the FBI. '
ouo)[ Tthat after _on the LANL espionage matter in
. S ,ﬁ_}[he lack of progress on the FBI investigation. f___ ___fthat
this occurred followingf_— - _ __fthat the FBI had
not lived up to its E_ jto aggressively move forward on the case. {

__:}had somehow been reduced and that there was increased monitoring of
t_ I ' . __i However] ' Ithat B

_jwere not kf:_epmg

] - ‘_[appnsed of ;til;éét;d‘r‘ls that the FBI and LANL were taking on the cgse.E‘

jthat during thd _ _ }

:to find out what was happening. - _ , :
(CUO) E Ethat at the time(::~ , - jwas not aware that the FB
had not obtained Foreign Intelligence Surveillance Act coverage o B

learned only recently that the FBI’s initial Foreign Intelligence Surveillance Act coverage request
for electronic surveillance o 7

o}
) [T jtha: aﬂe{: %on the LANL espionage matterz
- __lthe same briefing thatﬁ

‘:(added that after hearing the brieﬁng,E

From that time on,[_
ather thantd™ '

C e : . 1
(0U0O) ___|attended anE‘ B . 7 ___jon
this case.; ) was also present. | _ __._Also may
have been present. | ] jthat during the meeting,[ )

‘ T i
that the Department had to “reducef jaccess to sensitive classified matters.” [
—on the FBI_

investigation and that the Department shogd “take whatever action was appropriate.” |
there was “difficulty” in getting Foreign Intelligence

g

Surveillance Act coverage. B :

(0U0) Whex} re-interviewed by the Office of Inspector General,(: _ ’ that af_ter the

meeting, onj

] .. . ___'had no authority to take such
action and that the matter should, therefore, be referred to the Office of Security Affairs. E

- - ¢
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_Jon these deve_l_g‘npments, and
: 3

that] ) L A
I_EOUO) % :@he Office of Security Affairs on the matter regarding
ccess and clearance. ‘gthat after the
Jdld not{«qﬁad ‘ jas
unaware il briefed Secunty Affairs. {

“i(Office of Safeguards and Secunty) on
countenntelhgence-related matters. - , e

L_ jthat whenl:
_Jshould be notified,

under previous instructions from C

—_

(OUO) Regarding any regulatory guidance to notify the Office of Security Affairs of any
administrative inquiry or other action taken by the Office of Counterintelligence that might have an
impact on security matters| was not aware of any Department order that
required that Security Affairs be notified. E . jthat Security Affairs had to be
notified if formal suspens1on or clearance revocation action needed to be taken, but not simply if an
administrative inquiry was being initiated.

(OUO) E - joplmon that the Department E .
_ ___gthe FBI could have been “more clear”

in their message to Department officials about what should be done. il
Durmg an interview with the Office of Inspector General,f__

i - ’ N ;InOctoinef 19977E B " - B
. - - - ;jon- the need for cbunterintelligence reform at the Department.
N , : f}was also going to be at the

“fto the meeting, which was to be held in

L Clutthaf T - B
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{: ::jroom earlytoE" L

__1 Approximately ten minutes intof]
sarrived. When|

. _Pnd attended the briefing, ||
}n _E T;Lese personne} includedgf

/]
—3
- . -

-
E . _that the purpose of the meeting was fort
— . .—.ifor the counterintelligence reform that the Department needed to
accomplish. C . ——.gthat during,g{ne course of the meeting,E, R ,,,,,jbrought up the
-~ KINDRED-SPIRIT ease———— \|tja regarding_
7 }that the Department shou1£ )
) 7 . jthat\ no one else made any comments about the
KINDRED SPIRIT case.
©ouo)[_ Jthat at the end of the meeting, [~

__}stayed in the conference room and continued talking after
§ left the conference room and did not hear what the Department

officials were discussing. -
) C :lthat this was the last time thatEA

. | j on the matter.
N Thnaf” ' - R

: Before being appointe C ) " sometime during
October 1997 on KINDRED SPIRIT. | __ lonthe access and
clearance concerns relating to[ hat had been mentioned by | N
did not take notes during the briefing and [j_ _1did, either. After
the|
,\QZhad no further contact
—

with( | 3
C lecﬂed that sometime during[

LANL on KINDRED SPIRIT. |
_4should visit LANL and[ o

Jwas going to be theE

84



- b6, 7C¢)

~_ - . Eon the access and clearance issues, to -
include comments made by [ Q
_ that after[
: _;,zon the security clearance issues. When queried nﬂ:
: A said that it was
L Fould not recail
the date of the bneﬁng but said that it occurred sometime during the | Spnng of 1998. E [that
after__ _ ) _ “be respon51b1e
for KINDRED SPIRIT and that| __jinvolvement with t.

OUO) When queried as to whether Department officials briefed LANL personnel about

_;;’did not notify LANL or the A]buquerque Operations Office. E gadded that after the

and that] _not tell[f_ ’ recently heard that(:
was told _ . . during October 1997. L_
know at the time what action, if any, " look as a result of hearing the information.
—
__ladded that at thef

©uo)[

jthatC )

:_}hat assuch|

85



yey

2
-

86



C

-(ouo)__ 5 ] informed the Office
of Inspector General thatD wlhat new cutting edge
technology invoivin theC , jwas going to be xmplemented in the near future.

L, concerns t C " Thad to do something with{_ ecause it
would look strange to 13 could not work on[

meefing was scheduled.

©ouo)_

During the meeting, the attendees
discussed how to handle the situation with the! ":] It was decided thatc i
would continue to work onf_ }md Counterintelligence would brief] L
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) 7 fwork to theﬁi ,\E
informed the Office of Inspector General that[; _ Jwritten synopsis of the
meeting, and{ _yoncurs with its contents. § _ e T T
(OUO) Onf__ - - | :

P N j In addmon,{; Jkept in touch
W‘thf " work assignments. According to] "th seemed
like everything worked fine and that there were no problems involving the control of L
work assignments.
=ovre T . 2

Foreign Intelhgence Surveillance Act re%uest C .
__/in putting an electronic device on]_ Eat
LANL in the event the Foreign Intelhgence Surveillance Act request was approved. On

_:Eubsequently put E o _ Jwith FBI

representatives.
E L j subsequently called to schedule a meeting withE -
: ! _ :
] gthe meetmg to advxser- . J about three issues, two of
which pertamed to KINDRED SPIRIT. Specifically, | _ i
: _7the FBI would not stand in
LANL’ sway 1fLANL___gd_tu.:emmej" . ‘»___r i }e_gyested

mformatlon

©ouo)__ o 0

- should be kept in place. Accordmg tof o _ e
- —]be kept in place e T T T " it woulddo
to the FBI's case to removeE o ) u?rephed that it would make it more
difficult. [ N discussed what grounds LANL had to remove
E ~_Jand determined that they had nothing new since the _, Jtherefore,
: R .. “lto make the decision. No one in the lab was
pressuring; _ :j Everyone was comfortable with the earlier decision.
(OUO)E‘ ,jbeﬁeves, but cannot specifically recall, whether L
-
]
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L:' ,:*‘believes_%at [ :;f%bout the[

(OUO) According toE‘_
jdxd not speﬁﬁcaﬂy recall mformmé:

A

— - ] 7 The chief topics covered in the talking points
were[ - ;centered around restructuring of the
Department s counterintelligence program. A related counterintelligence issue concerned the FBI's
KINDRED SPIRIT investigation, of wh1chi 7had been made aware.

) L _T:ertain Department officials (no names
specified) at a meetingin |_ _ .

o h*checked on the progress of the FBI KINDRED SPIRIT case and
learned the status of the subject ) posmon at LANL had remained unchanged‘;D
therefore, asked| - ., point of discussion concerning KIND SPIRIT m\ﬁe
talking points forL'Ee gw ‘ _tunderstanding that

'5’ ) that Department officials understood that they did not have to
“withhold action against KINDRED SPIRIT on account of the FBI investigation.

According to[ T “lon the KINDRED
SPIRIT talking point at the October 15th meeting. {~ "Féere to the effect
-of “simply advising” Department participants that the Department should not regard the law
enforcement intervention as holding your authority to act. The comments were made in the context
of concerns over the suspect’s contimued access to sensitive information.
“Jon the suspect’s access or
activities, and F ito clarify to the Department thatfr ?not want to subjugate their
authority for action in this particular case.

©uo)[_  Tipelieved that before the] _ » S
‘ } - ‘ - jrecalled those at the meeting included|

- N Inot recall any particular '
individual respondingj éabout the suspect s access or openly
acknowledging them. / ] gt some point after the meeting if
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[: L ﬁj’any\rylotes of the meeting. E Jhot but forwarded a copy of the[;

-

3. Individuals Responsible for Decisions Relating toL_ ercunty Clearance,
Access, and Work Assignments (October 16, 1997 - December 23, 1 998) (U)

(U) This section begins with an overview of events from October 16 1997, to December 23, 1998,
and follows with the results of Office of Inspector General interviews with key Department, LANL,

and FBI personnel.

(a) Summary (U)

(OUO) The Office of Inspector Generai i inquiry identified no notable changes to\ \\;:;secuﬁty
clearance, access, or work assignments during this period. \

(b) Interviews (U)

C o

tOUO) 4 J informed the Office of Inspector General that in October 1997, when
jLANL s Counterintelligence Office about a potennal espionage issue at LANL. F‘
. _ __] This was the first time
[' iknew about the investigation, E .
“fwas one of the employees under suspicion. From the briefing, it did not appear to_
E t the FBI had a lot of concrete evidence. ;r‘ 6"35
under suspxcxon because| T w_gthe FBI was

trying to gain enough information to obtain the needed ermission to place a wiretap e, ...
id not think to ask about f‘L’ assignments and access, and| o
did not discuss who had made the decision to]_ in place. However, from the
information that was briefed _ixt was not clear that there was anything more than a suspicion
aboud\ ithat the information on{: Swas old, and that the FBI was working the case.

(OUO) According to[ '
' éthat o one else could be present for the briefing. This was

' Avg‘henE , A “lof the potential loss of the
. o : juspected of passmg the information. This
‘was the first time[ ' Tnot
to discuss the investigation with anyone and to keep it/ r _did not give'
g any directions to 1 _Jm place. It wast . _:{(

_that the Departmem s Office of Countenntelhgence was working with the FBI on the case.
__—_Eafthere were other people who could have released the information.
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‘ had looked at the other people and determined that? “had the
most opportumty to access the information. ° ‘also never had the 1mpressmn that there
was any on-going problem, and that the potennal loss had occurredl
(0U0) E ~ o Jwas unaware of any issues or
concemns with respect foL __‘\clearance o access, oﬂ t

- had no dlSCUSSlOﬂS with anyone about these issues at
that time.
~ (OUO) According tol__
- was not aware of any discussions about hrmtmg
i “laccess or curtalhngf; __' never knew of a “change in the FBI position.”
L. id not have any discussion with anyone about limitin iaccess ori
' " leould not remember how|  nay have read it in the
newspaper. =
(QUO): _has never had any discussions regarding the FBI investigation of
_ ' ‘ _ jsome discussions about
the_ - | o
R _{was aware of the FBI'§ ' /from the early 1980’s,
but|_ ’Jaware of a connection t T been
told this|  _a “flag would have gone up and| _j‘have been more concerned and asked

more questions abou

(OUO) When asked if the FBI provided sufficient information for the Department or LANL to
determine thar was likely to cause, or had caused, damage t0 national securify or
compromised classified material | [ When asked
if the Department or LANL had reason to believe, based on mvestlgatlve results to date that

E, :}posed a threat and, therefore, should havetr j

(OU0O) : Jthat if everyone thought this was such a serious matter, E
" This included Department counterintelligence personnel and

FBI representatives. L ~if the Department thought jto
limi _laccess or assxgnmentsﬁ ' jLANL would have received a call from the

Department saymg

©ouoy)_

A :'?an update on what was happening with the FBI's attempt to obtain approval for a
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L :
wiretap. ‘: - r/:—_lthat the FBI was still working on it and had not
received tfiec approval yet. It was always\___ . ]ﬁ'om the beginning that the FBI
had a weak case.

©ouoyf~  eceivedl_ _FBlbriefing 0 v

“*where the case was, on the ac_}@ns-the FBI was taking, and on the

actions the FBI had plannedm.sg o m;lwas also present.g__“ _ ~_ythatone
of E \cell phone reception

was mterrupted and that the interruptions seemed to occur at the same Eﬁ»ﬂw FBI was
- - v“’—--.-—-— o .
concerned{' , , I —

| that the FBT wasTrying | _Jw

keepE_ T bf the FBI developmeris.

©ouo “ltmat{™  Tsomewhat concerned that{ ‘ :{(even
from{___ _ )

(OUO) According __ _fthere was a long gap between the March 1998 contact with the
FBland [ _jext contact with the FBL [ _ ~Jand ask for updates. On

" A day or two after the operation,

t&a{ the FBI was going toi;

|
cC 1o

| vj}infonned the Office of Inspector General that]

|

. - : _ N _Ep'eriodic briefings on the KINDRED SPIRIT case from
- [FBI officialy [ “hat the FBI
was running the case, that (: | had been kept in place for the benefit of the FBI case, and that

the access which] B ] ] 7
_Jeemed satisfied at the time with the status of the FBI

investigation. E: " facomfort level that] j
was being properly handled. ’
(0UO) f:/ A:{understood from FBI officials that the FBI was making several attempts from
the March to September 1998 time frame t0_ ‘rﬁnd that

Jhad been transferred. '
(OUO) Ata meetmg withE‘ _ _}discussed pretexts
by which the individual suspect could be interviewed. C :jwas under the impression that

the FBI would conduct such an interview.

92



! bl T

‘ y During the same time period, the FBI was briefing the “Cox Commiwgtﬂee” on the KINDRED
SPIRIT investigation. From these briefings,{__ ____ |had greater access to
classified documents and facilities than_ | Specifically,| __ifound out in

—

! Istill had access to people and information

Wik i

(OUO) Also 1%_ , )

"1 Inameeting with,__ N ~{learned that up until the August 1997
meeting, the FBI had said to keep the suspect in place. (: L |

_]the Department in 1997 word to the effect [: S

. . " }that the suspect should have been removed
following the] ' _ _ _meant
that the Department could remove the suspect from access, revoke the suspect’s clearance, etc.,
without affecting the investigation.

(8)] [ _|that prior to i
S ~ }said FBI
officials also never shared with E o T S
= O
©ouo)[
E “jonall

of the various offices of the Department that were part of the Office of Nonproliferation and~
National Security. One of those offices was the Office of Energy Intelligence. - |

' ~ TJthe operation and function of the Office of Energy
Intelligence. During the brieﬁng{: _ T
‘ R ] ] jdid not presenta
detailed briefing of the LANL espionage case, but only informed] ' h
There was no mention of a known suspect, and,_ ~)did not make any comments regarding
the suspect’s security access or clearance. | _jprovided
this briefing, but thought it was in November 1997. E ' }had no further discussions with
' %}gn any access or clearance concerns regarding the LANL espionage suspect. After
Presidential Decision Directive 61 went into effect on April 1, 1998, the Office of Energy

Intelligence was no longer part of the Office of Nonproliferation and National Security.

(OUO) The Office of Security Affairs is a part of the Office of Nonproliferation and National
Security and] T

o j While working{\:_ ) ) ’ o Jthat there
was also an espionage case going on at LANL. E :fdid not provide a lot of dﬁﬂs but

told]: ﬁthe FBI was investigating the case and did not want the suspect removed from;} -

b
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(OUO)| _ jwas not involved in the discussions and decisions involving access to
clasmﬁr_qg information and subseqqgntf" in early
1999.1 A _{was involved in those matters.

(OUO) With respect to thé:" .

_ fon what was discussed at that meeting. Both( :(said that the
7was all in the context of PDD 61 and that this was important for

L
Department management and reqmred a reorganization plan. L
s 7was discussed at the meeting, There was no discussion at

_the meeting about éccess and clearance at LANL.] Jhat both indicated that
L_w Jsai somethmg about fixing a problem, but that it was in the context of a need to fix
the security problems of the Department. {g: __]not recall the dates on wtuch[ )
Jon this issue.

/ /
Lo e (U)
(OUO) On] ] )

. _ jwas under suspicion of
espionage. __/did not provide any further details related to the espionage or the FBI's
investigation. o B

} 7was still in place at the request of the FBL
(0U0) l'm . :‘that according to LANL’s Technical Management Rules,{ -

{

access to classified information that‘/ -
prowded a two page copy of a LANL brochure entitled, “Worker Concerns,” and a three page copy
from the LANL Adrmmstratwe Manual entitled, “Nondiscrimination, Equal Opportunity and

Affirmative Action.”; ) “\J’cxted sections in both documents that reference discrimination

and harassment. E‘ _
j might be accused of dlscmmnatlon E  saidit

was not clear for a long while what was going on with 4‘)

(OUO) f L had numerous discussions ’\
could not recall the specific dates on which these

discussions occurred. L " specific date not recalled, that the

—

}
- - S e

—~——

im - _JdlSCUSSCd( B o
could not recall the date of this discussion. [: ] “_Iaccess and put
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[ :im a position wheret o ’jany further damage. [; .

B jhad a difference of
opinion regarding which of the codesf_ ~~ = ;fwere more important. [ _
- —
\
o) . s o
S T R S S SR jthat the Department need not keep
| _jinplace for the FBI investigation to continue. [ﬂ " §heard this ina meeting at”
the FBIfrom[ = _ Tcould not recall all who were present at this

meeting. D _ . ) “JThey were the only individuals
present from the Department. The other attendees were FBI persomnel. | '

- Jwa.nted to discuss with the FBI the status of the FBI case

had not been successful.

(OU0) E that it was{ _|understanding that at this meeting, E N :Eé]so learned
-for the first time what| - - Jaccess to classified
information. Since| {was not part of any discussion on this case{__ ]had no first

hand knqwledgejof what[: " Jmight have conveyed to the Department in 1997 regarding

(OUO) Accordin tOE S }ggressi\iely tried to get the case resolved after the
meeting in which _ ]informed them off

(jit appeared up to that point the FBI investigation had not produced any _e_vidence of
espionage by{ i ' '

1

ithen pushed for a non-confrontational interview and_

_jn order to resolve the allegations.

- 4. Individuals Responsible for Decisions Relating to(: jSecurity Clearance,
Access, and Work Assignments (December 24, 1998 - March 8, 1999) (U)

(U) This section begins with an overview of events from December 24, 1998, to March 8, 1999,
and follows with the results of Office of Inspector General interviews with key Department, LANL,
and FBI personnel.

(a) Summary (U) _

(OUO) The Office of Inspector General determined that the decisions to @
. S | Jwith FBI
Headquarters and the FBI Albuquerque Field Office and with the knowledge and/or involvement of
the following Department and LANL officials:
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(b) Mteﬁiews {8))

T )

H .

(OUO) As stated PfeVlOUSly,C _ﬁnfonned the Office of Inspector General that the FBI's
investigation seemed to go back into its “limbo” state

jhad received a call‘ fromE

r. , ] . , J issue and what could be done. On
—J
©ouo)[~ That onl" o o _
Jfreceived a call ﬁ'om L | ~_Jaid that Department
Headquarters wante ’

- - and get the matter resolved. On the same da};,(:

_ Enever obtained access to the

area again and was never escorted in.
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(0U0) ?stated that on February 2, 1999, LANL received a letter from the Albuquerque
Operatxons Office statmg that the Department had rescinded its request for temporary reassignment
off  Tiand that LANL could put , "} On February 9, 1999, LANL
learned that the FBI had re-evaluated theg- 4 . ._ . _pnd had determined there
were indications of deception. ] ,

‘ __?‘clearance. LANL followed up with a letter on February 18, 1999,

(0OUO) E jthe Departmentﬁ? ) )

_J was being deceptive becausef
_, - —Xnew that was not correct and questlonedi _ —_—
_was extremely concerned because of] , . ._.{

U talked with o jandun;m

fand l?lced[_\ " lregarding| b
—

L
(OUO), ‘informed the Office of Inspector Generay :

. . B ut it was not successful. |__ _lcontinued
to push FBI Headquarters to get the case resolved. Durmg late 1998, Elearned from FBI
Headquarters thatE It appeared that ]:_ _

_ - jhad not known that Jhad received approval from LANL to
go on foreign travel. |_ then decided that upon{ _Jshould be
interviewed and polygraphed _jcoordmated with FBI Headquarters and learned that the
FBI was not ready to; o Jreceived approval from the FBI to have the
Department conduct the interview and administer the p polygraph. | _reiterated that up to
this point, there was no ewdence thatf"“ “Thad committed any crime, that there was only
circumstantial evidence that! mlght be a suspect among others in this matter. |
also reiterated that at no time did the Department tell the FBI thatgv iwas the only suspect in
the possible compromise ott

‘ "’?

©ouo)[” {that unil the time that{ ™ .
7 _that could be used to suspend or revoke _ _security clearance.
Wheni: ; -

_Isaid that the

FBI investigation of| L }was coﬁu‘)uﬁng_bm@fjkmwledge no ewdence had been found to
A e

‘substantiate thatE .
——— ¥
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(OUO) ___ . mformed thati_ mot learn about
the issues pertamxnagL
__attended a meeting at LANL. The meeting 1nvolved£
| The meeting pertained tL
o ___inot recall that any decisions abouq\ were made at this
time.

ol __kecalled that there were subsequent meetmgs with LANL management. These
- meetings mcluded[ — e 'These meetings were -

predominately about]___ ’_émd the FBI’s involvement in the case.

(OUO) [~ “fecalled a meeting] . During the
meeting,E—__ ‘J'iwas on the telephone speaking with a Department employee about thel

_?was being asked to as
attemptmg to obtain assurances that sufficient information existed to take the removal action.
r j on a letter from the Department for the removal oq: J The meeting and

| S—
telephone call were subsequently followed-up with a letter from Department Headquarters.

©ouo)_ R
jrecalled that L

‘ ‘l It was alsor discussed th‘a. ’Jaccess to classified information would be removed,
however “Q” clearance badge. C

(OUO) [ " followed this meeting up witha| ) The letter was_

from{_ }and it requested that the Department suspend e

©uo) _elieves that[ ] |
R “\speculated that

it might have included the]

‘ ]

(UE :Eno knowledge of[_t ] fspecxﬁc assignment while working at

LANL, nor the extent of access to classified information.

. &
(OUO) According toj,.... , .
. .jthere was discussion involving the FBI, LANL and
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bl

Department officials about gshngt Thotake a polygraph when{

B} jthat from[_ . _linthe field, it appeared to [ las if the
Department and LANL made the final decision that the Department would administer this
polygraph tof } Inot know at the time that FBI Headquarters
officials made a strategic investigative decision in consultation with]_ _that the initial
polygraph would not be conducted by the FBI and that if a second polygraph was needed, the FBI
would conduct it. -

©uo)[_ -

and so the FBI planned to interview} B | _,

—t

_} However, once it was known thatf—— - -

- j During this time,[ A .
: )
ouoy[ . _that sometime mE

B _] learned

this information in Febmmyﬂgg99 but was not certain as to the date. L jsaid thaﬁ:
3 who informed[ ) |

contacted one of the employees (name unknown)| " and asked this employee to provide
"ﬁ ..—containing various documents. [ = '?employee got the box requested by
L: ~_became suspicious of its contents. This employe? therefore took the box to a
derivative classifier who quickly determined that it contained a classified document that had not
been marked as such. It was subsequently determined by the FBI that on at least one other
occasion___ " ")and requested this
person provide{: ‘|a book that was ing . . . . _jdid provide
this book to]_ o ;;fh not know if{_ tnade any other attempts to obtain
documents or other material from{ =~ B - _ ___fid
not know if the same|, .~ . jwas involved in both incidents, or if different individuals
were involved. E ____|did not know what investigative activity the FBI or LANL
counterintelligence officers had taken regarding these incidents.

(OUO) The FBI decided to|__

_ “jwho agreed to an
interview. The interview was conducted by r

(OUO) After the results of the initial Department polygraph were analyzed, it was determined that
some problems existed and the test was ruled “inconclusive.” The decision was made by the FBI to

polygr. apl'{—- - _ A ]the
results were analyzed andE o j
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3 Right around this time, f “ jofﬁce was searched. Numerous

Ei ‘ Jthat the FBI investigation learned that for at least F
- ;labout other LANL projects from other LANL
employees while outside of the work location. E ) said the FBI also discovered that

_ileam from various scientific magazines about certain technical problems that various
companies were having in the commercial world.
solve tiese problems unbeknownst to these compames by employmg classified techmques used on

— t LANL.- C : - ghe solutions were -
unclassdied and} ' T
at the companies mvolved could p0551b1y work backwards on the unclassified solution to
determine the classified process used byE | ) @J

[ o

(OUO)L__ 1 informed the Office of Inspector General that in latei
) 3 The FBI and\: _]/ery little notxce of the trip, and the
FBI wanted to know why. t o ‘?to ﬁnd out whyL : ihad not informed
L "[of the trip. jesponded that as ‘
vas approved at the|
{of the espxonage issue. In ea:ly[_

Jmatter to provided a greater warmng of any

upcommg[_ _|According tci:_ . o ) S

Ta.dequate warning was received. Thisf -

(OUO) B )
Eljkccordmg to[ B T o o _j

-

. o . it was initially decided thatl _ . _J
However, duringjheE_ o _ ,
—— e . " Atfter tnatz
. N ' ’ T TJhad been questloned by the two
individuals. E ' ~“Ysaid that this is one of the main reasons that_
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(ouo) [ o -
_made the decision to transfef,_
- =
(OUO)E: o Department and FBI officials did a quality control
assessment OHE o ' _ _tand the decision was made that.__
) L . o _jwas aware that
[ ]had meetings to discussL istatus in early
1999. ' )
~ (OuO) ‘:” ,_,,:r@called two occasions whenf_— — — - —
lobtain a box of
information ﬁ'omr lold office. ded as requested but reviewed the contents of
the box before followmg ’cl'ﬁ:§ ough wi _Idid
50 to ensure that was not removing class:ﬁed documents from a secured area into an open space.
:fhad no knowledge of[ _Jidentified several

documents|_ Tbelieved to be classified. ssubsequently consulted with a classifier who confirmed

f

jassessment. The box was retained and {

(OUO) According to tm_" _ ;{subsequently contacted _ - i
regarding the incident. _ 7 in tumn, notified the FBL] 7 _
coincidentally, the FBI began to[ ) 1
does not believe that this was a catalyst for the interviews; however, it was one of the reasons

_ __f vaguely recalled a second incident. This incident mvolvedE _E'acquisition of
some mail. ‘i __|did not know any other details. h

L é(U)
(U) Asnoted above, ?informed the Office of Inspector General thgg[:
- ...J
) Jthat prior to October 1998 iwas unaware oﬂ: N
~ :

comments. | Tnever told ouf_ Tcomments.{_ { isald FBI
officials also never shared with¢~ _lcomments s until October 1998.
(0U0) UPOHZ:_, - jFBI officials that the

Department would like to conduct a non-confrontational interview and polygraph of the suspect.
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The FBI agreed and]] o S j
FBI officials were present during the polygraph and the FBI was satisfied with the resuits.
(OUO) According tg__ ol uforwarded a copy of the Department’s polygraph

results to their own officials for qua_hty control.; _ was not aware, at the time, that the FBI had
done this.

(OUO) In a memorandum dated f: 4
| ] | According to the memorandum, the

decision to remove g_: Bat that nmer

' ~_Jwith this course of action, and| - -

v According to the memorandum, the Department s

actions regardingél “jwere fully coordinated with the FBI’s Albuquerque Field Office. The

Office of Counterintelligence was to meet with representatives from FBI Headquarters to determine

future investigation into this case. It was anticipated that the FBI would make every effort to

resolve the investigation within 30 days.

T ~ - T - ~

(OUO) According tOE F_Jthe FBI continued to mtemeW}‘i _jover a period of weeks
and, as a result, asked the Department in writing not togr
as -
L
(OUO) Cc ' _ j_?that ina memorandum{_
‘ 'jAAccording to the memorandum,t i - e
3 The memorandum went on to state that]  ~ :iwas subsequently interviewed by the
FBI and agreed to future FBI interviews. E '?‘wrote that untxl the matter was resolved,
would not be permitted access to| - ) "~ 7\ According to the memorandum,
the laboratory was preparing a memorandum to the Albuquerque Operations Office requesting that
; i i clearance be suspended until the matter was resolved. |- _ concurred with

the proposed action believing that it was in the best interest of the Depamnent

(0UO) |__ L Jm the memorandum that the FBI mdlcated that they believed any adverse
administrative action at that time, beyond removal of __Wfrom access to classified information,
would have been counter-productive to their i mvestlgatxon " Tasked that the FBI confirm
this opinion in writing. -

(OUO) Ina memorandum{
}was briefed on the ongoing FBI mvesugatlon of{» :ii
Based on information developed during the mvestlgatxonf as informed that{:_

_jas soon as possible.
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Qe ,7*’
(U) According to the memorandum, both the Office of Countermtelhgence and the Office of
Security Affair SF « Jfor the following reasons:

—_ dxd not report this intelligence
solicrianon v cuuer aecunry/Countenntelhgence personnel or the FBI as required; and,

e (OUO) f relevant counterintelligence questions on polygraph examinations
administered by both the Department and FBIL

-0

ouo)
_l informed the Office of Inspector General that %ot have any knowledge OfET‘ '
. jAt that time, jwas informed byb_
N “Jthat
Department Headquarters had concems w:thf: jwas unaware who at
Headquarters had the concerns w1thL \éaxd it was not discussed what the
concerns were, just that there were concerns, and Department Headquarters wanteL

1 C . ) e
_{Wwas present durmg this meeting, and they discussed whether or notim

(OUO)E _jhat on or about ) :

Personnel Security File. Y/ ___jaid there was no actionable information
relating to), :}ackground documented.
,(QUO) i: o jthat to date,|_ ]never been briefed as to the concerns regarding

]could not recall the specxﬁc date, C 1 -
__{that in early

:Ianuary 1999, speciﬁc_daie- not recalled, [

§where it was stated that the FBI wanted to review the polygraph results conducted
by the Department E }hat after the review of the Department’s
polygraph, the FBI conducted another polygraphf o -
_yhor the date in which] j
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éOUO) l \that nf:_ . ) Jreceived a letter from
: o _Ythat EQ T until an
investigation by appropriate agencies was completed. L_, “
documenting a factual basis. j
(OUO) Accordin toE ) ] _ _T}the memorandum onE . j
The basis for thef ’ o T T T

. - - -7

(OUO) Inaletterdated = ~ ,
N Bthat the Department’s Albuquerque Operations Office had directed the
immediate suspension of[_ ) ] . ___{Title 10,
CFR, Part 710 “Criteria and Procedures for Determining Eligibility for Access to Classified Matter
or Specialv Nuclear Material,” pending final resolution of(:' jontinued ?g'gibility.
o obtain)_ ceess

authorization (securi.ty clearance badge) and vnotify the Safeguards and Secuﬁtyh-]")mivision at the
Albuquerque Operations Office when this action was completed.

(OI—!O) A.ccording toll__ | _ , Bshould have been reassigned to activities
not involving access to c!asgﬁed information or special nuclear material. In addition, all requests
~for] = {to have continuing visitor access to other facilities should be canceled.

-

(OUO) Inaletted

' _Jthe immediate suspension of |~

- - . . J According to the letter, the basis of the suspension

 was paragraph (a) of 10 CFR 710:8_ [~~~ “JDepartment access authorization was suspendéd
until further notice upon|  Feceipt of the letter. '

(OUO) In a memorandum dated E _ ) ) ) jﬁ-om ,

i - . Ethe authority to process the [

for administrative review based on 10 CFR 710.8, paragraph (a). According to the attachment to
this memorandum, the Department possessed information indicating that]__ _kommitted,
prepared, or attempted to commit, or aided, abetted or conspired with another to commit or
attempt to commit any act of sabotage, espionage, treason, terrorism, or sedition. According to the
attachment, entitled “Information creating a substantial doubt regarding eligibility for access
authorization fOT[; . ~__ '\the bases for the preceding statement included

R
N
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[ 3,
©UO)L _ __linformed the Office of Inspector General thal— __
:was inforr'nedl":—,

C ) . X -Ifhad received a call from

) ] Accor dmg to! r’ the call was to mform']': ___; declded to
bave[” jnterwewed and polygraphed due to] o _Jinformed
: as being requested from the Albuguerque Operations Office to offer a
polygraph t f Jbased on security concerns. J: f{smd those specific concerns were not
related tol__ . jthat the Albuquerque Operations Office was asked to
provide the polygraph becauseE ' ] had taken the position
they could not based on their contract, | " [did not know who
had made the decision.

(U)C - :jsald that based upon thef

‘ B -
___{ to provide assistance in this matter, if needed. L )
____\and no action was taken,

(0UO) Onf__ . Jto LANL to determine the status of
the polygraph. C jtelephomcally contacted{ _
to make sure that the Albuquerque Operatxons Office had the authority to aslf ~ hotakea
polygraph based on security concerns.___ §could not recall il jspoke with( 7
directly, or lf‘ _spokewith[ __Jelayed the information.
jthat the . Albuquerque Operations Office did have the authority to ~ fo vdlimtan’ly
', submit to a polygraph. | Jat approximately [1:00 a.m. that
_thad agreed to take a polygraph. / ' B ‘Jwas not present in the room

at the fime the polygraph was administered. ~ * “lsaid that during the afternoon of
o _Latelephone Gall from I

(OUOE/ jsald that on the same dayLWlater received a call from[ -

» Hnd most of the talkmg
wanted the following regarding L/ o

. __jbut wanted the request in writing,
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E: - :Bwould not be allowed to retumL

7 Ehat written notification would be forwarded on December 23, 1998.
(0U0) On- o a letter referencmg the
Department’s request on(: ,, he lette
comment prior to finalization. r ___ded not change the content of the letter.
0U0) Onl__ - - o Tand
[ o . _}LEgtter was coming, | jalso sent copiesto{ ]
According to| _ , stated thaﬁ:' - an
unclassified work area. )
(0U0) C ‘ jdxd not have any further contact or discussions with regardf" ~
until January 19, 1999. On that date, {__ “}to find out
the status of the L %ecause the 30-day deadline was fast approachmg
(OUO) 0‘?’:.,,{ . , "\ informed”_ “Ineeded
to speak with [ . jcould give direction. On the same day,

_gand advised that it was.doubtful the issue would be resolved by
January 23, 1999, and asked if that would be a problem. [

(K‘QUO)L,,, " }iid not have any other interaction with regard tof © ol
whenL ~Jpart1c1pated in a conference call with[_

. ) “Jsaid that during the call,

{" ' ~ stated that in the absence of any new derogatory information, and if there were no

‘objections, f _ ___Jsaid that nobody voiced

any objections.

(OUO)E }tated that as a result of the conference callg‘ %a memorandum to

“Yould be reassigned to[ Tnormal duties. According to a

memorandum dateL )
administrative reassignment was to be terminated immediately. According to the memorandum,

L jwas to return to [ ‘normally assigned duties.

(OUO) Sometime betweenE | ‘was informed by j_, ) ___that
the FBI had reviewed the results of the polygraph administered in December 1998 and had some

questions regarding} !
—

]
!

(CUO) According to]:_ 7
had been polygraphed by the FB]C S -~

"‘A-Mj/ .
1 Based on this
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information,C , _jxad eithex{:; , _vjdetermine ify _
 was informed that{__ __ ’ jould not recall
who{___ . :‘}Also ony o o
informed] , “Joffice was reviewing_ ;}
(0U0) - Treceived a letter ﬁ'oml:: “ . _
_ o ; Based on the request,C Jthe letter to the
Office of Safeguard and Security who, in turn, issued a memorandum requestingf}:' :\

clearance be suspended. ) ‘ ,

o o

(OUO)L_ ~__nformed the Office of Inspector General that__ j
sometime around Christmas 1998, while serving asE . 4}

wanted [ clearance pulled. T _ _ . __Ipersonnel
security file. According t _Jthere was nothing in| _file tojustify pulling

- (0U0) According to E_ , ) ~—ibackground
after|__ as contacted by% S “\said there was a lot of contusion at the

time within the counterintelligence community regardi.ngf ’jaccess and clearance.

[_:

A ' as sent to LANL to interface with , ‘
]I%w next day,} | “}o LANL to provide whatever

assistaricei )

(OUO) According tggl:" , 2wanted someone from the Albuquerque Operations
Office to polygraphi. . "] However, the | . L

policy does not allow anyone fro vl ] ] ,

j had discussions with] jabout where to go with the process.
(OUQ) On or about, ] R » _ Jwas preparing to haveC «_‘:
offer a polygraph tof_, “Yrhe polygraph would be provided by contractor employees from the
Department’s Office of Nonproliferation and National Security. They intended to first debrief

. o f‘AccordingtoE o
‘ Zrecalled that on or abou ‘ , .
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(OUO) i sald the FBI requested and was provided a copyL__
B The FBI performed a quality review of the results ‘: ] ]

(OUO) According to [ ‘_.jwere dealing directly witl‘E

feceived most of___ ) .

]was never fully briefed by anyone on the L o

(OU0) Oﬂ[i ) paJd a courtesy visit to

{ The purpose of the visit was to discuss with| ,the roles, responsibilities,
and lessons learned with regard to theL :_5 On the afternoon oﬁ_w

_jpartlmpated in a telephone conference call atl_ N ”I'he purpose of the

conference call was to dlscussf e T Also pamcxpatmg in the

conference call were L

P

ouo) jalso spoke with_ jabout bringing closure on|

o ]
C. o
oo . e

Sto discuss moving E: ‘ '
not recall the date of this meeting. They decided to

:[ On or about
:} At this pomt,t C

.

(OUO) Some time in late]

]

(0U0) Regardmg[: ﬂthat the Department, not LANL, pulls

clearances. | as very concerned becauseL 5till had a “Q” clearance that allowed
___laccess 10 classified information outsidef_ ~ " IHowever, as a precautionary measure,
.-65

was not ‘to have access to the vault.
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©ouo) _ _that on or about|__

C . gn touch thht . ) _' ]

articipated in an interview oi\'. 3hat was conducted by
r ) o e interview was conducted at LANL. Both the
] - not happy with
C': responses to the FBI's quesnons [i‘_\dxd not think that} as very forthright
during the interview. After the interview. [ § to the FBI and [
learance be pulled. /

- ? Some time after this,

;
(OUO) On|__ _ ~ Ibeallowed to
pxck up a box of unc1a551ﬁed personal i items from E

Jwere asked to look af___ ) - _

_Jthe personal papers contained|__ _

.that they were gg]ssiﬁed. L j‘about the classified documents found in

(OUO) On__

o ’ - _ stated they found unmarked classified paper and electronic information “in
§E§d55” m'ﬁ” %essed the point that until they determined on
_ _|had committed several security violations, LANL had no reason to

prevent[: ) :1 “3” onE J(“Q” cleared)

and aright towork. )

— T

©uo) [ ]stated that in December 1998 (date not recalled), the Department
decided to interview and polygraph] ] ) jAccordmg to
the Department, ) .

j After the interview, the Department
pre-polygraph and polygraph chart were sent to FBI headquarters for review. The FBI

headquarters polygraph experts (names not. recalled) determined that the resuits of|._ 3
polygraph were[_ o 7 . ‘/l The FBI polygraphed [;
..... 3
C. o
(OUO)E mfonned the Office of Inspector General thatr_:imually recelved a classified

briefing about the Chma issue in mid-1996 while serving
\—}f recalled that during the briefing, it was stated that
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Department i;ite_lligence had determined thatﬁ . . .

" Further, it was briefed that an investigation
had been initiated and the Department was working with the FBIL. L - said that during the
briefing it was noted that]_ jhad been identified but the name of the suspect was

not provided during the brieﬁﬁg. {: 31ater learned the identity of the suspect was r
Jdid not learn the

j

(0OUO0) E— _j‘recalled a discussionE; Tabout the espionage
investigation of|_ ) ] They discussed the need for the Department to
possiblyf, ‘ ] " “why the FBI had not
obtained a Foreign Intelligence Surveillance Act warrant fox{ _Ithat the
;BI atternpted but had been unable to get the warrant approved by the Department of Justice.
{ ) _ ‘ ' "oy the
¥BI, and they discussed___Jcontinued clearance| _ © not recall aﬂ§’) details
of those discussions. :

distinction betweenE:,

©ouvo) _ " also discussed the LANL espionage matter with__ ) B

. o " “Yrecalled that they had a general discussion

about the possibility of pul]ingC , }learance at[i ) ' 7

that the FBI was running the official investigation and that if the FBI wanted the Department to pull
learance, the FBI would ask the Department to take such action.

(0U0)| :]explained that 10 CFR 710 was the legal authority that governs how the
Department handles clearance and access issues in the Department. * that there are
several criteria that the Department can use to suspend a clearance and they are described in. -
10 CFR 710. It was!:: o __}hat the Department probably had cause to suspend -
clearance simply because of the FBI espionage investigation, but that the factfg: :ander
investigation would not be enough to revoke[ _ k

(OUO)E h__jexplained that according to 10 CFR 710.10, the local Department Director of
Security will submit suspension of clearance matters to the local Department manager, who is the
person having the authority to suspend a clearance. E ~[stressed that the local Operations
Manager is the only individual who has the authority to suspend 2 clearance for Department field
and contractor personnel.

e ™
(OUO){:_, ‘_J(stated that in any ongoing FBI investigation involving the Department, it
would be unprecedénted for the Department to suspend 2 clearance without first consulting with the
FBI agents conducting the investigation on the matter. C la,clearance would not normaily be
suspended if it would hurt an ongoing espionage investigation./;i( ifelt that in this case,
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based on{_ h_z}of the events at the time that had taken place, the risk involving national -
secprity was under control based on the actions taken by LANL.

(OUO)_ . . 3 , ) ~ inever had ap
intention of recommending to anyone thatE “iclearance should be suspended. f; _ithat
this statement was based on the fact that af FBI i tigation was underway, the FBI had, only
circumstantial evidence of espionage against mua(md no direct evidence; and the FB

,oad failed. Basedol S

~ _Slearance.]  "hdded that if an individual’s clearance is

suspended, a series of administrative requiremerifs providing due process to the individual are then
set in motion. C - _ baid that when this due process procedure begins, the individual is
immediately alerted, and any continued ongoing criminal or espionage investigation would be
compromised. -

(oug)[ _stated that[ _jin the newspapers within the past few months that
i  Thad purportedly made statements in October 1997 ,regg{ding: __learance
and continued access to classified infprmatiq%D  aidthar_ ot know if
the Department should have pulledclearance based on what was stated by|
__| Based on what| ' _ 3clearance and access situation,
o ijxhat there should have been greater cooperation between the counterintelligence staff at
-Department Headquarters and the Safeguards and Security Division at the Albuquerque Operations
Office.

[ -
ovo)[ . lsatedtharwhen |
about the casein] _ | vvjwas to resolve the case as quickly as possible. Through
discussions with ) ___to allow Department and LANL to
conduct the initial polygraph oq:' s __kubsequently informed of the Department’s
‘decision made oz{f_ o o
(OUO)Lt a letter dated| o ] to the Department requesting
that the Department E_ _Jas an employee and not terminate o

o B o ' junder the FBI investigation. The
Department agreed, andE ' ___ at that time | '
(OUO)E ‘ijstated that continued access sensitive information was always a critical

factor that is addressed in espionage investigations.| __[that the government agency that was
affected by the suspec.ted espionage activity, which is known to the FBI as the “victim-agency” has
to analyze and determm__g if continued access to sensitive information represents a threat to national

security.) __Istated that the victim agency must make this decision and the FBI's
investigative strategy Would be adjusted accordingly.| - _\said that the FBI would prefer
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a suspect remain in place on a non-alert basis while the investigation is conducted. f;_]again_
emphasized that the victim agency always has the last word in these cases and that the FBI prefers
the suspect be left in place but does not demand this to happen.

o~ -

C Joo |
ouoy[ . Yhe office of Inspector General thatf:“ | direct
knowledge of matters involving j}and that any information: ‘had been obtained

second-hand through verbal briefings and discussions. C |had no knowledge of
issues relating to%:w ,_ﬁﬁspeciﬁcaﬂy, until late 1998 to early 1999 (e.g [ N
o _J' Prior to that time had attended several limitgduﬁweﬁngs where there were
general discussions about Chinese espionage matters. | became aware of

issues relating to, .., ACCESS approximately|
o o
ot at[ - ~ : ____)informed the
Office of Inspector General thatE aware thati; m} was polygrgphed by the Departmer& on
[ . isaid initial review of this exam revealed that Sl 4 »

However, upon quality assurance/control review by the Department and FBI polygraph supervisors,
_it was determined that an additional examination was required to resolve certain concerns. After
) _lcoordinated with the FBI, the FBI conducted the | ’ ]

. m

| The resuits of E .

:I'he results were discussed and coordinated among the FBI, Department Headquarters
and Albuquerque Operations Office counterintellience and management officials, and LANL
management and security personnel. As a reSult,ﬁ’ | |
. jthat the Department temporarily suspend’ Isecurity clearance until the
investigation was completed. '

=%

(OUO)._ kaid because| _n

the LANL and Department decisions concerning| _jgaccess and clearance. Aﬂexsg;
} | /in pushing
the FBI to complete its investigation of| , , in the determination
_as to whether L __Elearance or access should be changed. ?:4 der the impression that
C _hocess to classified information had been limited during the first stages of the FBI
investigation. | }hat clearance and access were decisions that LANL had to make based upon
the requirements of the on-going FBI investigation. ) }xot know who within the Department
should have been involved in any decision making process regarding| Iclearance and access
B | that though{ I '

-

determinations. o
- ' _{been involved as a
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L: on the other side of the mvesngatlon C m1ght
have more information regardmg who had autho Y/n'ty a.nd responsibility within the Department to
make access and clearance decisions regarding | : in this matter.

(OUO) LJ_ o mformed the Office of Inspector General that[':
" [ At that
time,] _feceived a call froml_ _

E _ - 7cou1d not recall who made the statement, but it was stated that
:ﬁ;wés for the purpose of planning an interview of ] _ J .

(OUO)__ _Jthat since” o
I - ZSaJd that during the telephone call, it was determined

that after the interview, } adwsed that

the polygraph was to be administered byz‘ , ] o

(OUO) Onf__ ‘ __ . Themeeting was

désigned to discuss the strategy for interview and polygraphof] |

(OUO) On]__

— ; “at the conclusion of the interview.
L fthere were some security concerns and would like for| ‘
' _JAccording to

Thought polygraphs were intrusive.
connectlon with an FBI lmcestxgatmn‘t

(OUO) [ jwas introduced to the polygrapher. The polygraph was administered.
_Japproximately thirty minutes later that during the pre-
polygraph bnef thatL _gadmxtted to making foreign contacts, whlch “had not previously
reported. | L "_twas debriefed regarding the contact and appropriate
questions were asked during the polygraph regarding the contact. E S =

L 5

_Jhad passed that polygraph

]were present to interviewE

(UO) On[  __ ecalled thr o Jand possibly
others. - Jaxd it was decided toL__m ‘ :
de it was further decided tof___ . NE "
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C -Z as well. 1_¢ ’?said the transfer was -
accomplished to allow the FBI time to finish their criminal investigation.

EUO) on__ S “Tmet with]_ __{During the meeting,
» —7to complete their inquiry.
- **:
(OUO) L lthat the FBI mtemewedl: 1 According to

_ the interview was a follow-up to the information obtained dunng the debneﬁng in
December 1998

(0UO) On[ _ _participated in a conference call Lo :'said the
participants were | " {Th ose of
the call was to dlscussL ___clearance status. It was decided during the call to 1

7 the intent to|

_Tdid not voice any objections. L..m
] coordinated the decision w1thL

(OUO) According t j o “Feceived a call fron-I _
E recexved a call[: o jthat the FBI Polygraph Division had reviewed
(OUO) C —}said that based on the FBI review of the Department’s polygraph, the FBI

decided to attempt to polygraphg
Was polygraphed by FBI Headquarters Afier the FBI reviewed the polygraph, it was
determined thatg 7

- - C—

(OUO) On[ ] ‘Wletter to o 1.
b ded. [ 7 -

clearance be suspended. __(had made a prior verbal request to]__ B

prior to[ ‘written request.

(0UO) On__ o ‘éclearance was suspended by the Albuquerque Operations
Office. é: B badge was taken andi sre-lssued a new badge reflecting
no clearance. 4

-y

(OUO) Onl__ mtemewedge thar
i as present at the request ofE and the FBL E: jclearance status
remained fHe same.

©uo) on[ o “lwas again i interviewed by the FBI 31 at
the FBI's Santa Fe office. % ‘ J[hat dunng the lntemew ¥ ) ,,\
cooperation with the FBL. ™ —
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- aid this was done after consulting withl “bind with the full
knowledge of the FBI. ' -

L o

(0 Ue);{:l}e Office Inspector General interviewed and reviewed a chronology of
events{ _ repared}n connection with KINDRED SPIRIT. Thé"’éfollowing information was derived

from both - __jinterview and chronology.
(0uo) [ i A o .
T ' 'J‘ece_ivedacall[; I
_VAccordingtd__ , “Jhad
received an earlier call from, E ) L ::1 Apparently,
/ immediate action, sd“\ __Hecided to interview!_ J

immediately. ]: ___Wwere to conduct the interview as a debrief upon[:

‘ b

(OUO) Acc.:o.rding tCC: . ‘jwanted Department officials to askC
would be willing to take a polygraph based upon some security concerns. It was decided that

I

.

L" - -
_ gimmediately and try to

assist. However, they were not to-[“
. "‘?

L :gﬂater that day. L 3
.had not yet returned to work. A decision was made to attempt the
interview and polygraph on[_ , said that{”  “Jhad demanded the
interview and polygraph be conducted as early as possible. ) jhad learned
that they, as| ) o N
jo take a polygraph. As a result, someone from the Department’s Albuquerque

©uo)L __Jhad a telephone conversation with{™

Operations Office needed to request the polygraph. [_ \J
travel to LANL for the interview/polygraph on . _ —hlso briefed
- - - - ) . jlater that afternoon and
informedL\_ __iplans to go to LANL the following day.

(0UO) On{___ - arrived at LANL at 8:30 a.m. and met with
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for a debriefing. L could not offer the polygraph-
until” rece1yed permission from Department Headquarters spemﬁcallx from|
___telephonically contacted both[_ _fto determine &— .could
__be authorizedto{ _.ta take the polygraph based.on. securty concerns by the Depmment s -
Albuquerque Operations Office. o subsequentlyL ’
___{of the approval. 4
(OUO)__  “twas polygraphed from [ o __|mentioned during this

time period tha in__earlier discussion with[
_fegardless off ~;did on the polygraph. I

«xf the Department would pull or end clearance §_o LANL could send
i ___relayed this request tsﬁ i
(OUO) Upon completion of the| “said that]
sent to get lunch and retun later. At 4:00 p.m.,[ received a call from |
w} said[_ , and they had aske
_laccess for 30 days while the matter was exammed
_ : "7 The access
strip on the back of]__ badge was to be modified and access was to be thhdrawn
OUO) Sometime between[: T _gof the FBI asked
B lzfor help in obtaining the polygraph charts and video done by Wackenhut ~ According
to| wanted to review the charts. | _ _Jand
determined that_ _:}md given authorization to release the charts which were then in the

possession of]

OUO) On___ Jtelephomcally contact “to inquire about
, clearance status because the 30 days were about to expire. ~Iwas angry that
the Department’s Albuquerque Operations Office needed to know something immediately.

: . ] i __'what
3’35 happening.L _also wanteg] to review the FBI interview summary from a
iOUO)E: _“abouﬁ: “Eonversation mthf “}asked

to contact__ _ito determine if] " _{with the extension.
;}that the additional week was acceptable.
(OUO) On__ = | . ;jm a conference callE
__According t

jthe group that in absence of any newmformatlon,
ﬁhat no one had any new information or objections.
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According to {\; o [stated there was no objection by the FBI's Albuquerque
Field Office. A letter from L‘ — “(was to be sent that day.

(OUo) oo R Tdper[_ 7 that the FBI wanted to
polygraph[ __I, who confirmed the FBI did want to re-
polygraph/ ~ ___ Reportedly, after the Local FBI picked up the polygraph charts from |

; ithey were sent to FBI Headquarters and{
oy - ) . .
— The FBI Headquarters review resulted in questions.

L o “Tthat the Tocal FBI wanted to
polygraph[ .25 quickly as possible, and they hoped to do that during the week ofi _
__ithat] tzhad already told__ . i
‘however, LANL and Department Headquarters had some time as| __ was completing work in
C | =
(0UO) Onl_ 5 “Vinformed Cthat,

agreed to take a polygraph, On[ ‘ “Jtearned fromt

v Tof the results.

(OUO) At approximately 3:45 p.m. on l: _jwas contacted by

i . . "jihdicatéd thatE “had just received a call from
i o jwhat was being done

'?Egardhlg the ‘suspeﬁsion ofg ) _ }ciearance in light of the polygr‘:iph results.
(OUO) According to’\:’;

i . jcould review the polygrapher’s notes.
’1 ) _ Jsaid it would probably not be until the following Monday

£ ) _ . :%could review the material. E :had been in contact
- with the local FBI, and they were comfortable with this process.

©uo)onl . Jspoke with~

. - . _lat the extent and sensitivity of the information possibly
divulged byii __gbgsed on a preliminary review of the notes of the polygrapher. As a result,
they wanted| _Iclearance suspended immediately by the Department’s Albuquerque
Operations Office. However, | I ’ ’

g
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(OUO) Later in the day, at approximately 11:30 a.m., E Tspoke with[_-_ _

a

if clearance suspension would adversely affect the investigation. { ~ pdvised that the -
clearance decision was the Department’s call, and it would not effect the FBI investigation.

(OUO) On[___ . ) jand requested that LANL write
a letter of facts to support clearance suspension. E . . —
'}requesting a suspension of | _

_JAsa result of the letter,] - _lappropriate Personnel Security
individuals, [, - | I
ey
-
©Uo)[ vas interviewed by the FBI on[/ ] At the same

time an informal search of {_

] ,jthat were noﬁopeﬂy classified. This later became, in part, the basis forC_ _

-~

(OUO)C,,,,, ) ‘:_Iwas interviewed again by FBI personnel onf

o vjthe FBI
chose not to do so. i

EOUO) On March 8, 1999, a letter from Department Headquarters to LANL recommended that

-
i

¥
man

f‘_EQUO) From 1996 to May 1998, the only reporting requirements for counterintelligence that

_JWas aware of was Department Order 5670.3. According tO[ A _

_that all laboratory
1As of]

countexintelligeiuce personnel should interface directly thh[ N
. - ) ) ) MJTO date, no directives have been
1ssued which delineate how or when the Department’s Operations Offices are to be notified about
counterintelligence-related matters E , _ Ehas taken
the posjtion that if ﬂ?e FBI i§ involved in an ongoing criminal investigation, the Albuquerque
Operations Office will hold in abeyance any action until the FBI notifies them that the criminal
investigation has ended. '
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[ B
(OU0) | _ , i mformed the Office of
Inspector General that in the(: a551gnment needed to
be changed. | 1ssxgnment was shxﬁedr

paid that in  deaiing with il
-
(OUO) In the last week of _ )
' As listed on the original travel request,[: j?was SCheci-uled to ;Z o A ;EWhile

on the tnsw In addition, a company named E . }
'

(OUO) C j thought there was a problem with the original travel request because, without

prowded by subrmssmn of the travel request, it was 1mpossrble to obtain the
necessary approvals. Because of this problem, E

A

(OUO) L. . - -
__jin order to discuss it. f ' fshared concerns about |
_Jin addmon to the short notice of t} the travel request given the requrred
approval process C Jagreed thatL_, _ o to

try and jet the travel request processed becauseh

(OUO) One or two days before )
LANL Busmess Operations to confirm the approval process required forl

. It was determined that paperwork from LANL and the Albuquerque Operatlons Office
was requ1red which meant that eithe ,could not go on the trip or the travel request would
have to be changed.. From Business Operatxons

. explamed the situation and asked if
theL lsaid that it couldE
-- —_—
The part about| 7 _“wvas
subsequently whited-out. ; not to accept reimbursement

for any travel costs. Aﬁer the changes had been made to the travel request the request was
accepted, andgi ;%gwent on the trip.
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©ouoy[ “what
had happened with the travel request § as already aware of the travel
request from L - :rnay have talked to_ _fbout the
travel. T ‘ Wseemed okay with the fact that| “iwent on the trip.
(0U0) [ noted that for most travel, the traveler normally informs his/her Team Leader,
but the formal approval occurs at the Group Leader level. L _.does not know le _dwas
aware off i o was not aware of any other trips b
ouo) (_

. found a note from [

_ "I subsequently talked with_
" provided further details that} ~ -
-

=mdd

(OUO) On one occasion aﬁer(:

:f At ail other times ‘ihﬁt L
Mwhile somebody physically brought|

3

[

(OU0) L mformed the Office of Inspector General that Eaivas briefed on thg ?matter
in the spring of 1998 while serving as “pelieves this occurred in
erther April or May 1998. Y conducted the briefing i m - , ) At this

trme,%_ﬂ

, » § had already been briefed. |~ * Yhat there was some concern with

S L%_ S, =

i __access. Twas to remain in place and thatff “was to do nothing
to alert f_ of the pending FBI investigation. | 'stated that the FBI did not feel that

they had a strong enough case to perform a sting operanon and that the FBI had tried a few years

earlier but had failed. LANL Counterintelligence personnel were workF_g with the FBI. There was

no discussion regarding a possible change inl Jfocus of work. *Iwas advised to
keep them informed of any changes m a531gnments any travel that “Imay take, or
meetings/conferences thati ﬂ;_ggycess In
addmon{ :?uid weekly informal meetings w1thf to keeph .‘ B
©OuUO)_ -

- _ Z not provided
with the reason for the removal, and] involved in the decisionto{_ =~

] isubsequently inform )

gathered’ %elongmgs into six boxes. T ) Siook several
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personal notebooks\\ jbelieved contained technical information abou'g;fj

_{ The notes in these books were|__ *__gthe
infqrmation. Subsequent to ) 7 . }
U0y~ recalled an incident in whicH_

o provide{ __ The purpose of
the access was fo access into the area
based uponr_ _\clearance E ; khat it was unlikely that, __/had any
knowledge of the security issues thhE _ Everyone was told ‘chatr o was sona
L - —

__{found out about!|__

B hat this was
very awkwar(iig __believes that both
believed that . of helping those people and not as a result
of potent1a1 access issues. fh L not believe thatt;w . . W
area again. o

C o

©uoy|_ - ]
informed the Oﬁce of Inspector General that E __linvolvement regarding decisions made
about[ ___jaccess and clearance. F’" involvement pertamed to, penodxc briefings, a

telephone call, 1, and some limited discussions with Department Headquarters officials.

(OUO) Priorto

were[ . , .
___{During the meeting, { ’ _Jthe

Depaﬁment was not doing a very good job with counterintelligence efforts at its laboratories and
that the FBI was going to be brought in. This meeting was for information only.

_(In attendance

(OUO) Cj _ ijrecexved periodic briefings from _ L
™ mfome% _of conversations|_

.

4 had
some awareness that somethmg was happening regarding the] __did not know the
details. E 4 was mostly informed about what the Albuquerque Operatlons Office was
being asked to do by Department Headquarters.

f.(QUO) Sometime mL ) _:&eceived a telephone call from
' | ‘had

[A—
- e
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received a telephone call from someone in the Albuquerque Operations Office (name unknown)
informing LANL that they should move[ -

: ;fsubsec-;uently telephoned] - .

ey

clearance was terminated someﬁn;g after this conversation; hbWever,C 3 believe tha - 3
conversation ¥ With[i __|was the catalyst for the clearance termination. The purpose of
I _itelephone call tof _iwas to relay the informatiorj, _ nad received from

" Inot know the specifics of the issues at hand. | ‘relied upon|_
—y S— ]
jemployees to properly handle theﬁ L

(OUO) Subsequent to the telephone call, (: - ' ja meeting iﬂC N

' ) o " -~ 7 jonother matters when

LWas invited to attend the meeting. The meeting primarily related to foreign visitors and

asSignments at Department laboratories. During the meeting,| .
L issue to other attendees; however,[: e derstand the specifics of the conversation
because of the code. The attendees inclqg{ed Headquarters counterintelligence geople and
Department Laboratory directors whom;_ "zould not recall. | _invitation and
involvement in this meeting was for general informational purposes only.
(OUO) Also, subsequentto] _ ___lcall from j/g‘nd
asked thaf__ . __ , - in
hand and proceeded to brief ‘I: j It was only at this point that i ':J‘Jegan to
understand the serious nature of the[ .

, . - B ;managed to raise additional

_questions m§; - _isuch as what the FBI was doing withf; ~ and why was

i ol . . g ] . s 1 - -
__being questioned. | ‘ could not provide those answers. | .

- ";f’and that there was a lack of closure.

s

(oUo)[_ “tecalled that sometime after]
a telephone call from{ o

’__:Ecalled to inquire about the[ _ o ) j‘had a very
interesting background.f hen referred; . ,30 Department Headquarters for a briefing
without providing ~ fwith any additional information. [: :}was not aware of any
Department, L. . FBI or counterintelligence meetings held regarding theE :

V'Eeceived

r-“- - o~ " . g 4
(OUO) L - jthatL ‘Jthat it wasﬁ: ) :a’to ensure thatE f;;was
handled progeriy[: " “IDepartment staff, LANL employees, the Department’s
countepntelhgence people and the FBI to ensure that this was done. [}_L_ .

— _: HOWQ}_/’CY,E ,:i:eople Woﬂcing on the issue that were far more educated about
T ___lcompiete confidence in the Department people working on the issue. When
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Department Headquarters directed the Albuquerque Operations Office to removeL_ __from g
classified access, the Albuquerque Operations Office did so immediately.

©ouo)|_ _ ___wasnot directly involved in the termination o " Jemployment
or clearance, however{_ 'was made aware of it. f _;,employment was
terminated for violating ' ] The violations were based upon what
[ . r__f-sunderstan s was found during a search of|__ ]

__t'was odd that there was a lengthy amount of timgkpetweenl

J

(ouo) [_ } __ did not believe that[ Teceived sufficient information from
Department counterintelligence or the FBI regarding the|__ indicated that by

the time| _ became aware of the issue, the FBI, counterintelligence and Albucﬁx??que Operations
staff we;e‘fl‘lready aware of it. The Albuquerque Operations Office was already implementing what
Department }ig{dqumem and the FBI wanted, and{: _

!

—
(0U0) C _ “lthat given the environment in which the Counterintelligence Office and
the FBI operate, the matter was handled typically. By that,] ~ meant that they typically

conduct their investigations and do not provide any information on fheir progress or findings to the
affected office unless they feel it is necessary. In the meantime, the Department stands down
because they have referred the matter to the FBI. The Department then provides assistance if

requested. According to 7] this type of arrangement is typical, and] _:fcome to
expect little more. contractor or Department Field Counterintelligence personnel typically
discussed issues directly with Department Headquarters. ]: “believes that there have likely been a
number of issues duringj - ’ that the FBI or

counterintelligence has deait with and]_ ::*noi known about it. r: believes that better ‘
coordination with investigative and counterintelligence issues with Department field offices would
help to resolve them in a more timely fashion.

i

B ) -
_ A_sthefv L . ] -
]

in the KINDRI*ED SPI_RITﬁ investigation until the Départment and LANL administered a polygraph

- _ ~ B _‘:%this polygraph.
¢ _that the Department’s initial intent ing: ' ~_tvas to administer this polygraph in
Albuquerque in a controlled environment. However,él .. for

the polygraph so it was administered at LANL in wha E

{

— y

(OUO)Z:: j was subsequently surprised when]f; . .
,«___j about the prior relationship
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and contact betweexE

' jsubsequently discussed this matter with

L.

‘ - | Tsuggested that{

7and suggested Jfurther discussg.j it:oncems with the
EB‘I. Sqmeong at the FBI Headquarters then reviewed the} =

—

The FBI then administered[

S

N fwas asked if the Office of Counterintelligence ever notified the Office of
Safeguards and Secunty about the KINDRED SPIRIT matter.

- Uhad some interaction, but]: “}id not know if .
i “Pn the KINDRED SPIRIT matter.

C. Issue 3: Why E __|Security Clearance and Access were not
Curtailed During this Py Period (U)

(OUO) The Qﬂice of Inspector General has formulated a number of observations with regard to
the facts and circumstances found during the inquiry. These observations serve as possible answers

to whyE ecurity clearance and access were not curtailed during the period. Additionally,
they address issues related toL ork assignments thhm

(OUO) The inquiry found that from the tixm{:~ 7 ] _j
the following occurred with respect toE ) jaccess, and work assignments: :

¢ (OUO) The status off , y
-

e (OUO) The status of|__
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¢ (OUQO) The status of

:l

(OUO) The inquiry further disclosed that Department and LANL officials took no meaningful
action regarding}--
It was Iearned that while temporanlyf L

facxhty on one occasion; (2) had a

‘; - _ . ‘ and, 3) attempted to have a box of
cuments brought tOE The box was discovered to contain one
unmarked classified document and was, therefore, E A

(OUO) We found indicators of inadequate communications at all levels. A misunderstanding of
terms relating to “ﬁnﬁting’t jaccess and “redirection” of[: " lassignments may have
contx:il?uted to delays in action, or inaction, by senior managers. Further, several senior level
transitions were not structured so as to ensure that incoming Department and LANL officials were
fully conversant with ongoing counterintelligence matters, including details of the history and status
o{j ‘]clea:ance access, and work assignments. Finally, senior managers and other key
personnel, apparently relying on their advisors or others, did not obtain sufficient confirmation that
directed actions had, in fact, been appropriately executed.

(OUO) The inquiry also found indicators of systemic and long-term management deficiencies. The
Department’s management structure, during the time, was such that many participants contended
that they had no direct responsibility for and, therefore, should not be held accountable for,
decisions and actions relating to this matter. Additionally, senior officials did not ensure that the
positions taken by the Federal Bureau of Investigation, with regard to the suspect’s clearance,
access and work assig,r{ments, were clear and fully understood. Certain senior officials with direct
managgg.lent 'responmbxlity for LANL were not aware of, nor did they seek, essential information on

i, this matter and, specifically, on the status o jclearance and continued access
within :? Finally, senior officials with intelligence or counterintelligence__ :
responsibilities, who were also aware of the FBI’s initial request to leaveC jposition,
may not have adequately reassessed the status of t ~ laccess following

jand the change in the FBI’s position and consequently, failed to respond in an

appropriate and timely manner.

(U) Analysis during the course of the inquiry revealed that several Department and LANL officials

had (1) a degreje of responsibility regarding Department intelligence and counterintelligence matters,
or programmatic security; (2) a degree of understanding with respect to the status of the FBI's
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request to keepf ::lposition; and, (3) a certain level of knowledge regarding(\ Q E
clearance, access, or work assignments. These individuals include:"’ N

I , o

L | ' o

(U) Office of Inspector General has attempted to summarize the key issues, observations, and
findings reached during the inquiry. The matters at issue in this report span several years, involve
Department of Energy and federal law enforcement decision making at every level, and concern one
of the most sensitive allegations of espionage in this Nation’s history. As indicated in the report, a

- pumber of systemic deficiencies in the Department’s organization and structure contributed to the
problems noted. With respect to the particular actions of the above named officials, review of the
details in the report and exhibits is crucial to a full evaluation of this matter.

1S (U) This List is not intended to convey a hierarchy of responsibility for deficiencies. Rather, it is arranged
in the following order: (a) senior Department management at Headguarters; (b) Department program
officials at Headquarters; (c) Department field personnel: and (d) LANL personnel.
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 VIL LIST OF EXHIBITS (U)
Exhibit A - Applicable Statutes, Laws, Procedures, and Guidelines (U)

Exhibit B - List of Department and LANL Personnel, with
Corresponding Duties and Responsibilitie§ (8)]
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Exhibit A

Applicable Guidelines O

A. National Security Act of 1947 (S0 U.S.C. 413) O

(U) The National Security Act provides the basic organization of the United S.tates'
national security effort. The Act addresses, in Part, the requirement to report intelligence
activities to Congressional intelligence committees.

B. Atomic Energy Act of 1954 (42 U.S.C. 227 1) (U)

(U) The Atomic Energy Act addresses, in part, the investigative jurisdiction for criminal
violations of the Act. Section 2271 reads:

(U) The Federal Bureay of Investigation of the Department of Justice shall investigate
all alleged or suspected criminal violations of this Act.

C. Executive Order 12333 (United States Intelligence Activities), dated
December 4, 1981 (8)}

and the composition of the Intelligence Community.

(U) As the designated Senjor Intelligence Officer (SIO), the Director of the Office of
Intelligence, pursuant to Section 1.7 of Executive Order 12333, shall, in part:

1. (U) Report to the Attorney General possible violations of Federal cnmmal laws by
employees and of specified criminal laws by any other person as provided in
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procedures agreed upon by the Attorney General, in 2 manner consistent with the
protection of intelligence sources and methods, as specified in those procedures;

2. (U) Inany case involving serious or continuing breaches of security, recommend to
the Attorney Generaj that the case be referred to the FBI for further investigation;

and,

3. (U) Furnish the Director of Central Intelligence (DCI) and the National Security
Council (NSC), in accordance with applicable laws and these Procedures, the
information required for the performance of their respective duties.

(U) Additionally, pursuant to Supplement #2 to DOE Procedures for Intelligence
Activities, the Director of Intelligence, as the SIO, is responsible for reporting to the
Intelligence Oversight Board, the Director of the Central Intelligence Agency, the DOE
Inspector General, and the Office of General Counsel, concerning any counterinteiligence
activities that may be uniawful or contrary to Executive Order 12333 or the DOE
Intelligence Procedures.

D. Department of Energy Procedures for Intelligence Activities, dated
October 19, 1992 t8))

(U) DOE’s Procedures for Intelligence Activities (Procedures) were approved by the
Attorney General and adopted pursuant to Executive Order 12333.

1. (U) It will assume responsibility for continuing the investigation, and/or

2. (U) Request that DOE Intelligence Components assist the FBI in collecting
additional informatjon._» ’

(U) Additionally, the Procedures state that the Heads of DOE and DOE contractor

elements that constitute or contain Intelligence Components shall in any case involving a

breach of security regulations and guidelines by either DOE or non-DOE employees,

Orecommend that the Director of Security Affairs take appropriate investigative action.
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(U) The Procedures provide the following reporting requirements:

1. (U) Each employee of s DOE Intelligence Component shall report any questionable
activity to the Director of the Office of Intelligence and to either the General
Counsel or the Inspector General. The Director of the Office of Intelligence shall
Teport any questionable activity to the General Counsel and the Inspector General.

2. (U) The Heads of DOE and DOE contractor elements that constitute or contain
Intelligence Components shail report any questionable activity within the element to
either the General Counse] or the Inspector General and to the Director of the
Office of Intelligence.

3. (U) The General Counsel and the Inspector General shall promptly report to the
President’s Intelligence Oversight Board all activities that they have reason to
believe may be illegal or contrary to Executive Order, Presidential directive or
applicable DOE policy, including these Procedures.

E. Supplement #5 to the DOE Procedures for Intelligence Activities, dated
June 10, 1999 (U)

(U) Supplement #5 to DOE Procedures for Intelligence Activities announced a
reorganization of the Office of Counterintelligence and the Office of Intelligence pursuant
to Presidential Decision Directive/NSC-61 (PDD-61), dated February 11, 1998. Pursuant
to Supplemental #5, PDD-61 directed the establishment of an independent Office of
Counterintelligence reporting directly to the Secretary of Energy and the re-establishment
of an independent Office of Intelligence, also reporting directly to the Secretary.
Supplement #5 further states that management responsibility for both offices have been ‘
delegated by the Secretary to the Deputy Secretary. Supplement #5 states that PDD-61
does not permit this responsibility to be further delegated.
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I. DOE COUNTERIN TELLIGENCE PROGRAM )

(U) Key counterintelligence function documents include: (A) DOE Order 5670.3;

(B) Counterintelligence Procedural Guide; (C) Intelligence Authorization Act; afxd .
(D) 1992 Memorandum of Understanding between the Federal Bureau of Investxg.atxox'l
and Department of Energy: (E) Supplemental Agreement to the University of California
Contract for the Management of the Los Alamos National Laboratory.

A. DOE Order 5670.3, Counterintelligence Program, dated September 4, 1992 (8))

(U) The Order states that the Field Office Manager shall designate a Federal employee to
serve as a Field Office Counterintelligence Program Manager (CIPM). The Order further
states that the CIPM has direct access to the Field Manager for sensitive CI activities or
issues. Pursuant to the Order, the CIPM is authorized to conduct inquiries and
administrative investigations in the fulfillment of the CI mission. The Order states that
when an inquiry or administrative investigation provides reason to believe that there may
be a basis for an espionage investigation, the matter will be immediately referred to the
Federal Bureau of Investigation.

(U) The Order states, in part, that the Director of Counterintelligence shall:

1. (U) Conduct counterintelligence inquiries and administrative investigations based
on indicators of the existence or presence of espionage;

2. (U) Advise Office of Security Affairs and the cognizant Program Secretan'a_l Officer
(PSO) of CI investigation or inquiries into matters that might have a potential
impact on DOE safeguards and security interests; and

3. (U) Establish and maintain lisison with SA-1 and PSO’s to facilitate the exchange
and discussion of information regarding CI and/or safeguards and security related
activities which may fall within the purview of both offices. '

(U) The Order further states that the Director of Security Affairs shall, in part,:

1. (U) Advise the Office of Intelligence of security investigations or inquiries into
matters having a potential impact on DOE/CI matters. '

2. (U) Administer the program for the conduct of preliminary internal investigations of
unlawful disclosures of classified information.



B. Counterintelligence Procedural Guide, dated November 1995 {8y

(U) The DOE Counterintelligence Procedural Guide (Guide) contains detailed operating
procedures for use by the DOE Counterintelligence Organization. The Headquarters
Counterintelligence Division has established an operational organization consisting of
three major components: the HQ element (HQ/ECY), ie., Headquarters Energy
Counterintelligence Division, which provides oversight, guidance and liaison at the
national level; the CI Program Managers (CIPM) who provide oversight guidance at the
Operations/Field level; and, the Contractor Counterintelligence Officers (CCIO) who are
responsible for CI programs at the local facility level.

(U) The Guide requires that once Cl identifies elements of espionage, then the CI.oiﬁce
Ceases any further inquiry, notifies the FBL, and then provides support to the FBI if
requested. ' '

Office of Safeguards and Security.

C. Intelligence Authorization Act, “Coordination of Counterintelligence Activitiés,”
dated October 14, 1995 (S0 U.S.C. 402a) (U)

D. Memorandum of Understanding between the Federal Bureau of Investigation
and the Department of Energy, dated October 7,1992 (U)

Purpose (U)

" The MOU states that its purpose is to define procedures that are mutually
acceptable to the FBI and DOE regarding the conduct and coordination of
counterintelligence activities and investigations involving DOE programs, facilities, or
personnel in the United States. Specifically, the MOU defines DOE’s investigative

A-5



Support to the FBI and provides procedures for coordinating FBI investigations of DOE
referrals of alleged or Suspected counterintelligence activities,

DOE Assistance to FB] ((8)]

2. Any information or allegation which reasonably indicates that present or
former DOE personnel, or other individuals about whom DOE obtains information,

3. Any information or allegations regarding the targeting and/or compromise
of DOE information and/or facilities by a foreign power or their agents.

The MOU states that when 3 DOE administrative investigation discloses N
information or allegations of possible intelligence activity or unauthorized contact on the
part of DOE personnel with z foreign power, the matter will be promptly referred to the
FBL It further states that if the FBI declines primary investigative jurisdiction, DOE may

elect to continue to pursue necessary leads as approprate to resolve the allegation or
facilitate administrative sanctions.

. The MOU states that “This MOU is not intended to affect DOE’s authority to
conauct administrative investigations or inquiries related to DOE personnel or facilities.
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1 and DOE Coordination (U)

] The MOU states that the point of contact for coordination of referred matters will
be the Office of Counterintelligence, DOE, and the Intelligence Division, FBL. The MOU
further states that the FBI will “keep DOE informed of pertinent developments in DOE
referred cases being investigated by the FBL” The MOU states that following a DOE
referral to the FBI, DOE will fully coordinate all future investigations or administrative
action related to the referred information with the FBI.

~ The MOU states that FBI field offices will continue to conduct liaison with DOE
field offices and needs and requests for assistance and/or technical services will be
conducted at a local level unless circumstances dictate otherwise.

‘ The MOU states that both agencies will mutually exchange information or
allegations concerning agents of foreign powers whose conduct indicates an attempt to
obtain information regarding DOE personnel, facilities and/or programs. The DOE and
the FBI's headquarters and field offices may directly request and receive information of
the other regarding foreign powers’ intelligence activities directed at DOE.

. . he MOU states that “In matters of extreme sensitivity, the dissemination of the
* information within the receiving agency may be subject to restrictions agreed to between
the parties.”

E. University of California Contract to Manage the Los Alamos National
Laboratory, dated October 1, 1997 (8)]

(U) A Supplemental Agreement (Supplement) to the University of California Contract for
the Management of the Los Alamos National Laboratory became effective October 1, |
1997. The Supplement requires the Contractor Counterintelligence Officer to immediately
report counterintelligence concerns to the DOE Headquarters Counterintelligence
Division [NOTE: The Supplement does not provide specifics on counterintelligence
procedures. ]
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OI. PERSONNEL SECURITY AND ACCESS TO CLASSIFIED MATTERS (1)

(U) Key security function documents include: (A) 10 Code of Federal Re"gulations 710;
(B) DOE Order 472. IB; and (C) DOE Order 471.2A, Information Security Program.

A. 10 Code of Federa] Regulations, Part 7 10, “Criteria and Procedures for
Determining Eligibility for Access to Classified Matter or Special Nuclear
Material,” date J uly 8, 1994 (U)

part, to the: (1) suspension of access authorization; and (2) the responsibilities of the

Local Operations Office Director of Security, the Operations Office Manager, and the

Director, Office of Safeguards ang Security, when information is obtained which may

Create a question as to an individual’s eligibility or continued eligibility for access
authorization.

(U) The CFR provides, in part, the following examples of “derogatory” information that
fay create a question as to an individual’s eligibility:

1. (U) Committed, prepared or attempted to commit, or aided, abetted or conspired
with another to commit or attempt to commit any act of sabotage, espionage,
treason, terrorism or sedition.



(U) Pursuant to the CFR, if the Question as to the individual’s continued eligibility for ,
access authorization is not resolved in favor of the individual, the Local Director of
Security will submit the matter 10 the Manager with a recommendation that the
individual’s DOE access authorization is suspended pending a final determination. Within

(U) The CFR states that the Manager shail prepare a notification letter, approved by the
local Office of Chief Counge] or the Office of General Counsel for Headquarters cases, for
delivery to the individual within 30 days. The letter shall provide, in part, that: (1) reliable
information has created » substantial doupt concerning the individual’s eligibility for
access authorization; and (2) eligibility can be regained either by the Manager based on
information in the case file, or by personal appearance before a Hearing Officer.

B. DOE Order 472.1B, Personne} Security Activities, dated March 24, 1997 (U)



dea
haracterized as reliable anq relevant and cre i indivi '
rerized as relia ate a question as to the individual’s acce
authorization eligibility as exemplified in 10 CFR. 710. N

C. DOE Order O 471.2A, Information Security Program, dated March 27, 1997 (U)

ec;m.rdmate wciith the. Office of Segurity Affairs concerning security issues, to include
pionage and possible or potential compromise of intelligence-related information.
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SAIVOCAADDLIN IV Exhibit B
All portions of thig exhibit are UNCLASSIFIED

List of Personnel, with Corresponding Duties and Responsibilities

This document lists individuals from the U S, Department of Energy (Department) and
Los Alamos National Laboratory (LANL) involved in the key events outlined in Office
of Inspector General inquiry I99HQ010. Positions, titles, and general duty descriptions
were obtained during interviews with these officials and a review of selected personnel
records, and cover the period May 1996 to March 1999,

\
L US.DEPARTMENT OF ENERGY HEADQUARTERS b (4, 70

— —

Duties: Z

' An April 1, 1998, reorganizarion changed NN-35 to the Office of Counterintelligence (CN-1). -J

B-1
All portions of this exhibit are UNCLASSIFIED
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