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CHAPTER 2

Counterintelligence in the
Turbulent 1960s and 1970s

Introduction

The early 1960s was a golden period for American counterintelligence. The FBI
and CIA recruited several valuable Soviet intelligence officers, and the ClI
community benefited from a small number of Soviet defectors. This utopia would
not last long.

Among the defectors were Anatoliy Golitsyn and Yuriy Nosenko, both of who
would eventually be the cause of tremendous embarrassment to the CIA and
adversely affect the CI community. Except for one espionage arrest between 1966
and 1975, counterintelligence falls from the American scene. The year 1966 also
marked an almost total break in FBI-CIA relations that lasted until 1972.

In the mid-to-late 1960s, Vietham became the dominant intelligence issue and
also the rallying call for dissent against the government by young Americans.
Widespread violence and civil disorder arose in many cities and on many campuses
across the country.

President Lyndon Johnson and later President Richard Nixon acted on a number
of fronts, including the counterintelligence elements within the intelligence
community, to determine who was to blame for the turbulence. Both Presidents
believed that foreign influences caused the domestic strife confronting the nation,
and each directed the CI Community to determine if America's enemies were behind
the violence.

In 1967, the Department of Justice instituted the first in a series of secret units
designed to collate and evaluate information concerning the growing domestic
disorder. After Nixon's election, the Justice Department created new units but the
President remained dissatisfied. The FBI's response was to continue to conduct
COINTELPRO (Counterintelligence Program) operations against the New Left,
the Black Nationalists, and the Right Wing, which were established in the late
1950s and 1960s. Army intelligence conducted its own domestic program, and
CIA took action by creating the MHCHAOS (cryptonym used for CIAS collection
of information on American dissidents) operation. All these efforts resulted from a
realization by the Johnson and Nixon Administrations that the CI Community had
no effective ability to evaluate intelligence on domestic incidents.

In the end, the CI community found no evidence of foreign control of American
radical groups, and, by the early 1970s each of the agencies began phasing out its
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programs. The issue, however, stayed alive. DCI James Schlesinger, who was
blindsided by not knowing about CIAS involvement in the break-in of Daniel
Ellsberg’s psychiatrist office in Los Angeles, was leery of being caught offguard
again. To forestall such an event, he ordered all CIA employees to report on any
CIA activities that they believed violated the Agency’s charter.

On 9 May 1973, the CIA’s Office of the Inspector General gave Schlesinger a list
of “potential” activities that could cause embarrassment to the CIA. The listincluded
the Agency’s CI Staff’s participation in the MHCHAQOS operation, mail-openings,
and the Huston Plan. Two days later, President Nixon named Schlesinger to be
Secretary of Defense. The new DCI, William Colby, had to wait until September
1973 to take office and immediately had to resolve other pressing matters. The CI
staff's questionable activities remained dormant.

This changed following a December 19¥éw York Timesurticle on alleged
CIA spying on American citizens. The news article led to the appointment of a
presidential commission (the Rockefeller Commission) and two Congressional
committees to investigate the charges. Besides CIA, the investigation also looked
at the FBI, DoD, and several other agencies. Almost coinciding with the news
article was the firing of CIAs legendary Cl Chief, James Jesus Angleton, who
served in this position for 20 years.

On 18 February 1976, President Gerald Ford issued Executive Order 11905.
The new policy guidelines, restrictions on individual agencies, and clarification of
intelligence authorities and responsibilities were the result of the Rockefeller
Commission’s report. In announcing his order, the President wanted to sidestep
any Congressional initiative to regulate the intelligence and counterintelligence
communities. The president gave the new DCI, George Bush, only 90 days to
implement the new order.

The Senate Committee, known as the Church Committee, published its six-volume
report on the investigation on 23 April 1976. The House Committee, known as the
Pike Committee, also wrote a classified report, which was leaked to and printed by
the Village Voiceon 12 February 1976.

The next crisis to strike US counterintelligence was the discovery of the illegal
imprisonment of Soviet defector Nosenko by CIA. The Nosenko case had been a
continuous point of contention between the Agency’s Cl Staff and the people
responsible for recruiting and running operations against the Soviet Union. The
case also clouded the bona fides of other Soviet defectors and in-place sources and
contributed to the internal questioning by the FBI of the validity of their sources.

The revelations of these activities convinced Congress that they needed closer
oversight and accountability over the intelligence community. The House of
Representatives established the House Permanent Select Committee on Intelligence,
and the Senate created the Senate Select Committee on Intelligence.
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On 20 January 1977, Presidential Directive/NSC-2 reorganized the National
Security Council System. A review of this reorganization shows no committees or
group focusing on counterintelligence. Another Executive Order corrected this
oversight. The order created the Special Coordination Committee for
Counterintelligence, under the revised National Security Council structure.

Early in DCI Stansfield Turner’s term, he also believed individual agencies ignored
Cl community interests. To remedy this, he wanted a new office to handle
counterintelligence issues so that they would not fall into the proverbial black hole.
He established such an office, Special Assistant to the DCI for Counterintelligence,
in 1978.
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Administrative|y Confidential mechanical and electronic equipment and devices psed
for or capable of intercepting telephone conversatipns.
The WHITE HOUSE In addition, such reports shall contain a list of any
June 30, 1965 interceptions currently authorized and the reasong for
them.

Memorandum for the Heads of Executive
Departments and Agencies (S) Lyndon B. Johnson

| am strongly opposed to the interception of telephone
conversations as a general investigative technique. |
recognize that mechanical and electronic devices may US Double Agent Thwarts State
sometimes be essential in protecting our national Department Bugging
security. Nevertheless, it is clear that indiscriminate
use of those investigative devices to overhear telephon
conversations, without the knowledge or consent of apg
of the persons involved, could result in serious abu
and invasions of privacy. In my view, the invasion o
privacy of communications is a highly offensive practicg
which should be engaged in only where the nationg)
security is at stake. To avoid an misunderstanding
this subject in the Federal Government, | am establishi
the following basic guidelines to be followed by al
government agencies:

n effort by Communist agents to plant an electrgnic
ening device in the State Department building in
ashington was overcome by the FBI with the
ssistance and cooperation of a State Departient
ployee of Czechoslovak heritage, Frank John Mrkva,
o0 acted as a double agent for more than four ygars.
e details of the case as released by the State
partment in July 1966, have many of the trappings
of a James Bond or Le Carre spy novel.

Two members of the Czechoslovak Embassy in

(1) No federal personnel is to intercept telepho . ) T S )
conversations within the United States by ar:{ﬁ/ashlr_]gton were _dlrectly |mpI|caFed Ul esplonage
Peratlon. The first, Zdenek Pisk, served as Third

mechanical or electronic device, without the consent cretary and later as Second Secretary of the

one of the parties involved, (except in connection wit zechoslgvak Embassy. Pisk departed the Unitye d States
investigations related to the national securi ' : N

g v) on May 8, 1963, but had returned and occupied the |post

(2) No interception shall be undertaken or continu 2 iIs:;rif)tnsiicﬁ:ee\l;/y\z;rr%gzeiuzsggggnﬂngeinl\tlag[i)rri]s
without first obtaining the approval of the Attorne ) Y. , gent,

General Opatrny, assigned as an Attaché of the Czechoslpvak

' Embassy in Washington, took over the spy operation

(3) All federal agencies shall immediately conforn"g/g m Pisk upon his departure from Washington, DG, in

their practices and procedures to the provisions of t ay 1963.

order. In 1961, Pisk became acquainted with Frank Jphn

d\/lrkva, whose official US State Department dutles

Utilization of mechanical or electronic devices tI luded messenaer runs (o the Czechoslovak Embhss
overhear non-telephone conversations is an even m féPisk's invitati% o Erank Mrkva attended social Y-
difficult problem, which raises substantial an ’

unresolved questions of Constitutional interpretation. tlmctlons atthe Czechoslovak Embassy. The first gvert

desire that each agency conducting such investigatioehcst on the part of Pisk to enlist Mrkva into Czechosloyak

consult with the Attorney General to ascertain WhethI Pv Fi)tlggal\g/lfksgtlzlcl)uZisnﬁvtgrsz;naNr?w\e/:?rrgbslzt:r?’rizfalljr nItSk
the agency’s practices are fully in accord with the lal P :

and with a decent regard for the rights of others. whgre he asked him numerous questions ak_aou .
family, background, relatives in Czechoslovakia, and

Every agency head shall submit to the Attorne is duties at the State Department. In the course of
General within 30 days a complete inventory of a ubsequent meetings of this nature, Pisk revealed the
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fact they were aware of Mrkva’'s financial position..of the Office of Eastern European Affairs. Opatiny

that he had a sizable mortgage on his home, his daughtsamised Mrkva $1,000 for this particular operati
needed an operation, and so on, and the Czechoslolgon receipt of the device, Mrkva immediately turn
diplomat held out promises of money if Mrkva wouldit over to the FBI agents.
cooperate in conducting espionage activities in their
behalf. Immediately, Frank Mrkva notified the FBI.  On June 9, 1966, Opatrny contacted Mr. Mrk
reporting that the CLD was not working, and he cg
There followed over a period from November 196hot understand the reason, as it had operated succes
up to July 1966, a series of 48 meetings. Eleven witbr 20 minutes after supposedly being planted in
Pisk and later 37 with Opatrny, during which the twtate Department. When told by Frank Mrkva that
Czechoslovak spies paid Mrkva a total of $3,440. Moktad accidentally dropped the device, presumg
of the meetings were held in the Maryland suburbs, anaking it inoperative, Opatrny then instructed him
park benches in Northwest Washington, one in front eéturn it so that it could be sent to Prague for inspeg
a theater in Northeast Washington, one in Southeastd repair. There then followed a series of disp
Washington, and another in a Virginia suburbanover bad faith on the part of Opatrny in connection v
shopping center. payments due for past services. Frank Mrkva used
approach in stalling for time to preclude carrying
From time to time, Frank Mrkva supplied thethe instruction to return the CLD.
Czechoslovak spies with unclassified papers such as a
State Department telephone book, press releases, anglt their last meeting on July 6, 1966, Opatrny t
administrative reports, which had been cleared fdvirkva that they should work more closely togeth
transmittal. During the entire period of his contact witiThere were other offices like that of Under Secretar|
the Czechoslovak espionage agents, Mr. Mrkva act&tate Ball's in which they would want to place a dev
with the full knowledge and guidance of the FBI andWe want to bring this first device to a conclusig
appropriate officials of the Department of State. Everyone wants to know what is wrong with it,” Opatt
said.
As the relationship between Frank Mrkva and the
Czechoslovak agents matured, the latter’s interestsThe “roof fell” in on the Czechoslovak spy operati
became more specific. Could he provide moren July 13, 1966, when Walter J. Stoessel, Jr., Ag
information concerning the rooms and locations of thassistant Secretary for European Affairs, called into
officers of the Department dealing with Czechoslovalstate Department the highest available rank
affairs—particularly concerning the Director of theCzechoslovak Diplomat, the Second Secretary off
Office of Eastern European Affairs and the conferendgzechoslovak Embassy, Miloslav Chrobok. He
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room for his staff meetings? informed that Mr. Opatrny had engaged in activities

incompatible with the accepted norms of offic
About May 1965, Opatrny revealed his interest ironduct. “We find his continued presence in the US
placing clandestine listening devices (CLDs) in variou®nger agreeable to the Government of the US
offices in the State Department. Mrkva subsequentigquest therefore, that he depart from the US as so
provided Opatrny with a General Servicegossible and in any case within three days.”
Administration catalog of government furniture in
December of 1965. This was to be used in designing aAn interesting note was added to this case when R
CLD in such a fashion that it could be introduced intdirkva revealed that Jiri Opatrny, the accug
an office of the State Department building. Czechoslovak spy, did not live up to his nan
According to Mr. Mrkva, Opatrny’s name can
On May 29, 1966, Opatrny delivered a CLD to Mrkvatranslated as “George Careful.”
which could be activated and deactivated by remote
control and asked him to place it in the base of a
bookcase in the office of Mr. Raymond Lisle, Director
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MILITARY SURVEILLANCE period, even if not “appropriate,” were nonethelgss
“lawful.” Manifestly, implicit in this position is
reservation by the Department of Defense of its allgged
right to resume these activities whenever the Departinent
deems it “appropriate” to do so.

House Judiciary Committee,
Subcommittee on Constitutional Rights,
93rd Congress, Hearings April, 1974). 134

The purpose of this report is threefold: (1) to review
the historical background and current status of [the
controversy regarding military surveillance of civilian
political activities; (2) to outline the principal legpl
considerations involved; and (3) to set forth our vigws
with respect to possible Congressional action. Dur
principal conclusion is that Congress should enact
legislation to prohibit all military surveillance of civiliah
political activities, except perhaps in certain well-defijed
circumstances where limited data gathering may be
justifiable.

THE ASSOCIATION OF THE BAR
OF THE CITY OF NEW YORK

MILITARY SURVEILLANCE OF CIVILIAN
POLITICAL ACTIVITIES: REPORT AND
RECOMMENDATIONS FOR

CONGRESSIONAL ACTION (1973)

BY THE COMMITTEE ON CIVIL RIGHTS

INTRODUCTION

THE NATURE AND EXTENT OF THE

Domestic intelligence operations conducted b)l/' PROBLEM

elements of the United States armed forces have raised
serious pro_bl_ems involving rights of privacy, speech fA‘ Military Surveillance Prior to 1967
and association. Such problems have long been o

concern to lawyers and to members of this Association

) : Although military surveillance of civilian political
in particular. g "y P

activities reached a peak during the three years folloying

.the riots in Newark and Detroit in 1967, sugh
In January 1970, charges were made that the U mtsgfveillance is by no means a recent phenomenon.| The
States Army was engaged in widespread surveillan

. . o N fﬁ?odern origins of the problem can be found in the
W.'th'.n the Unlted_ Sta_ltes of the political act|V|t|e_s 0 xpansion of military intelligence work at the outbrgak
civilians. Publication of the charges receive

f World War 1, in response to German efforts|at

_congl_der?ble covergge |fnSthe tpress, dagd IC)rOVOk%gpionage and propaganda within the United Stateg. By
iNquiries from a nNUMDET of SENALOTS anc LONGrESSME, oy of he war, military intelligence had established

on Constitutional Rights held hearings on the subjecstpieS and sympathizers, but also on pacifists, |

and since that time a number of bills aimed at limitin . S . o i
the scope of military surveillance have been intro duc% ganizers, socialists, communists, and other “radicals.
P ry e network remained in existence for several years

in Congress. To date, however, none of the bills h%ﬁerWorId War |, continuing to infiltrate civilian groupp,

been reported out of committee. monitor the activities of labor unions, radical groyps
. - and “left wing” political organizations, and occasionajly
High Defense Department officials have arassing persons regarded as “potential troublemakers.”

acknowledged that the charges of widespread dome rE?vas finally disbanded in 1924, and until the outbreak

intelligence data gathering and storage were inde% World War 11 the military's domestic intelligen
accurate, and the Department has issued detailg&iv

regulations which sharply limit the scope of such
opera_ltions. Significant '99"’." and praciical qUEStionSThe Federal Bureau of Investigations was the prindipal
remain, however, for the official Department of Defensg ency involved in domestic intelligence operatidns

position appears to be that widespread im‘ormatiogwg : .
collection activities undertaken during the 1967-7 uring the period between 1924 and 1940. With the

ities were conducted on a much reduced basip.
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outbreak of World War II, military intelligence unit to another, depending upon how broadly the unit
operations were, of course, greatly expanded. Sommmmanders interpreted vague directives to keep Tlack
elements of military intelligence again became involveodf “subversive activities.” It was not until 1967, after
in reporting on civilian political activities, mainly in anlarge scale riots had taken place in ghetto areds of
effort to counter suspected Axis “fifth column” attemptdNewark and Detroit, that truly extensive, systemdtic,
at subversion and sabotage. The monitoring continuglmestic intelligence operations independent of |the
on a much reduced scale and in a haphazard and sporagialty-security programs began to get underway.
fashion, during the Cold War period of the 1940's and
1950's. The primary domestic responsibility of military b. Formulation of the 1967—70 Surveillance Prog
intelligence units during this period was the conduct of
loyalty and security investigations involving persons In July 1967, Federal troops were alerted for posgible
working in the defense establishment, but the carryimiyity in connection with the riots which broke out(in
out of these responsibilities sometimes spilled over inkbewark and were actually committed to action|in
fairly extensive surveillance of civilians. helping to quell the Detroit riots. In September 1967,
Cyrus Vance, who had been a special representatiyve of
During the early 1960's, the scope of domestithe President in Detroit at the time of the riots the¢re,
intelligence operations by the armed forces gradualiyed an extensive “after-action report.” Mr. Vance's
began to expand. A number of factors were responsildgort recounted the events which had taken placg and
for the expansion, including the general build-up of theummarized his conclusions with respect to planiming
defense establishment as the United States becdresituations of domestic violence requiring the us¢ of
increasingly involved in the war in Vietnam, theFederal troops which might arise in the future. Amaong
beginnings of the anti-war movement at home, repeatetther things, he recommended the reconnoitering of
crisis over desegregation (which actually led to thmajor American cities in order to prepare folders listing
deployment of troops in Alabama and Mississippi ibivouac sites, possible headquarters locations,|and
1962 and 1963), and instances of protest against racighilar items of information needed for optimum
discrimination in cities in both the North and the Soutldeployment of Federal troops when committed. |He
Officials charged with responsibility for deployment oparticularly noted the utility of police department logs
federal troops during these years expressed a needdbmcidents requiring police action, as indicators [for
better knowledge of the problems that might have to lbetermining whether a riot situation was beyond [the
faced. Thus, for example, following the crisis ircontrol of local and state law enforcement agendgies,
Birmingham, Alabama in May 1963, then Majorand suggested that it would be helpful to develdp a
General Creighton Abrams (now Chairman of the Joifthormal incident level” curve as a base of refererce.
Chiefs of Staff), wrote that: He also thought it would be useful to assemble and
analyze data showing activity patterns during the fjots
“We in the Army should launch a major intelligencén places such as Watts, Newark, and Detroit, in ofder
project without delay, to identify personalities, bothio ascertain whether there were any typical “indicajor”
black and white, develop analysis of the various civihcidents or patterns spread. The Vance report did not
rights situations in which they may become involveguggest that the Army should collect data |on
and establish a civil rights intelligence center to opergtersonalities or organizations, but that is neverthgless
on a continuing basis and keep abreast of the curravtat Army intelligence proceeded to do.
situation throughout the United States, directing
collecting activities and collating and evaluating the Extensive plans for expanding the Army’s domestic
product. Based upon this Army intelligence effort, thimtelligence operations and computerizing many of|the
Army can more precisely determine the organizatidiies on civilian political activity were formulated during
and forces and operations techniques ideal for eachthe fall and winter of 1967—68. A comprehensive Army
civil disturbance plan was distributed to Army units|in
The extent of the actual collection of information odanuary 1968, and was followed the next montH by
individuals and groups during the early and mid—1960'ssuance of an “intelligence annex” to the plan wtjich
seems to have varied considerably from one militagontained a list of elements of information to pe
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collected and reported to the U. S. Army Intelligence capabilities, resources to be employed, coort
Command. The annex singled out “civil rights dination with other minority groups and dissident
movements” and “anti-Vietnam/anti-draft movements” organizations);

as “dissident elements,” and authorized military

intelligence units to collect a far wider range of  -source and extent of funds, how funds arg
information than had been recommended in the Vancedistributed, and general purposes for which fund
report of the preceding September. are used;

o

In May 1968, following the riots touched off in a -organization of dissident groups (including
number of cities by the assassination of Dr. Martin location of functions and responsibilities, lines of
Luther King, the Army issued an even broader “Civil authority, organizational charts, and rosters of ke
Disturbance Information Collection Plan.” The Plan personnel, for both the “high command” and the
described this mission of Army Intelligence in very “subordinate elements” of the group; and
broad terms:

-personnel (including the number of active

“ To procure, evaluate, interpret and disseminate asmembers, a breakdown of membership by ethni
expeditiously as possible information and intelligence groups, age, economic status, and criminal recor
relating to any actual, potential or planned demonstration and biographic data on key members.
or other activities related to civil disturbances, within
the Continental United States (CONUS) which threatenC. The Scope of the Data Collection, 1967-70
civil order or military security or which may adversely
affect the capability of the Department of the Army to Assistant Secretary of Defense for Administration
perform its mission.” Robert Froehlke later testified that the requirements of

the civil disturbance information collection plan issyed

The Plan contained a detailed listing of various kindsn May 1968, reflected an “all-encompassing gnd
of information to be obtained and accorded differentninhibited demand for information” which Army was
priorities to particular kinds of information. Someexpected to meet. As he pointed out, it was “highly
examples of kinds of information on “predistributionimprobable” that many of the requirements listed cquld
activities” in local communities given high priority by be obtained by other than covert collection means
the Plan are the following:

A4

The Army’s May 1968, plan was distributed o
-presence of “militant outside agitators”; numerous Federal agencies and to top officials in ¢ach
State government. The Army itself, through |ts
-increase in charges of police brutality, Intelligence Command, vigorously sought to implement
resentment of law enforcement; the plan. The massive sweep of its surveillance actijities
has been extensively documented and need nat be
-known leaders, overt and behind the scenes; reviewed in detail here. However, some particularly
salient features may be noted to help illustrate the n
-plans, activities, and organization prepared by and extent of the program:
leaders;
1. A great number of widely disparate groups were
-friends and sympathizers of participants, subject to Army surveillance. They covered the full
including newspapers, radio, television stations, range of the political spectrum and included, for

and prominent leaders; example:
-efforts by minority groups to upset balance of -The American Civil Liberties Union
power and political system; -The American Nazi Party
-The John Birch Society
-purposes and objectives of dissident groups -The Socialist Workers Party
(including estimates of plans and objectives, -CORE
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-The NAACP -infiltrating a coalition of church youth groups

-The National Urban League in Colorado Springs, Colorado.

-The Southern Christian Leadership Conference

-The Mississippi Freedom Democratic Party 4. Anenormous amount of information was collected
-The Revolutionary Action Movement and stored. Some of it dated to as far back as World
-Women’s Strike for Peace War | but most of it was collected during the 1967170
-The League of Women Voters period. The Army appears to have had more than|350
-Students for a Democratic Society separate records storage centers containing files on

civilian political activities. One such center, the Foyrth
2. Files were also kept on a large number of privatermy Headquarters at Fort Sam Houston, Texas,
citizens and public officials. These dossiers oftereported the equivalent of over 120,000 file cardg on
included data on the private and personnel affairs fersonalities of interest.” Considerable duplication] of
citizens as well as on their activities in connection witfles on individuals doubtless existed, but the staff of
political organizations. Computer print-outs and othéhe Senate Subcommittee on Constitutional Rights is
publications generated by the Army in the course of tipeobably conservative in estimating that in 1970 Army
1968-70 operations included, among other thingmtelligence had reasonable current files on the political
comments about the financial affairs, sex lives, arattivities of at least 100,000 individuals unaffiliated wjith
psychiatric histories of many persons wholly affiliatedhe armed forces.
with the armed forces. Much of the information appears
to have been unverified, sometimes consisting of5. At least two of the Army’s data banks had the
nothing more than rumor or gossip. capacity for cross-reference among “organizationgal,”
“incident” and “personality” files. The system thus had
3. Most of the data collected on groups anthe technical capacity to produce correlation ampng
organizations consisted of matters of public record—ersons, organizations and activities—e.g., lis{ of
great deal of it simply clipped from newspapersitizens by name, address, ideology and political
However, information also was obtained from privataffiliation—virtually instantaneously.
institutions and, in some cases, through covert
operations. Thus, for example, former members of6. The surveillance program seems to have develpped
Army intelligence testified at the 1971 Senate hearingsbureaucratic momentum of its own, and to have rapidly
that the Army’s domestic intelligence activities haexpanded without the knowledge or approval of civiljan
included: officials in the Department of Defense. Senator Efvin
has cogently described the process:
-infiltration of undercover agents into
Resurrection City during the Poor People’s  “In the midst of crisis, Pentagon civilians issuged
Campaign in 1968; vague, mission-type orders which essentially ghve
intelligence officers a free hand in collecting whateyer
-having agents pose as press photographers,information they deemed necessary to the efficlent
newspaper reporters and television newsmen, conduct of civil disturbance operations. Subsequeptly,
sometimes with bogus press credentials, during neither the Pentagon’s civilian hierarchy nor the
the 1968 Democratic National Convention in Congress had any routine means by which to reyiew
Chicago; the appropriateness of those decisions until forfner
agents came forward and blew the whistle in 1970
-sending agents, enrolled as students, to monitor
classes in the Black Studies program at New York  Meanwhile, the surveillance grew, as magst
University; governmental programs grow, by the quiet processes
of bureaucratic accretion...(E)each subordinate elefent
-keeping card files, dossiers, and photographs in the chain of command expanded on the ordefs it
on students and faculty at the University of received from above, while the traditional secrecy|we
Minnesota; and
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have granted our intelligence agencies immunized eattte relationship between them and the collection
echelon from effective review by its superiors.” foreign intelligence.

of

| shall follow this with a discussion of the allegatigns

Central Intelligence Agency raised inThe New York Timesf 22 December angl

Testimony on Domestic Spying several subsequent publications.

| shall conclude with some ideas which might |be

Mr. Vice President, Members of the President’]sJ

. seful to the Commission in formulating i
Commission:

recommendations.

| appreciate this opportunity to appear before you to
clarify the activities conducted by the Central
Intelligence Agency within the United States. | WOU|C§
like to assure you at the outset that the Agency has
conducted a “massive illegal domestic intelligenc
operation” as alleged imfhe New York Timesf
December 22, 1974.

Glassified and in their present form should remain
We would, however, be glad to work with tt
Commission to make parts of them appropriate
ublic release if the Commission desires. In addit

The agency and | shall be entirely forthcoming Witrgf course, | am prepared to answer your questior

this Commission’s work in full confidence that a
thorough understanding of the intelligence apparat
of the United States and the role of CIA will;

Mr. Vice President, in addition to this statement, | pBm
ubmitting for the record a set of detailed append|xes
iscussing in greater depth some topics germane tp the
mmission’s work. Most of these documents jre

S0.
e
for

on,
s in
any detail you request, as will other current Agency
|éﬁ:’nployees you may wish to question, but on these
matters also | respectfully request that you consult yith

the Agency to delete sensitive material prior to relepse.

(1) demonstrate the high value and great
importance of the intelligence work of the Agency, The CIA, Authority and Background
ClAs existence and authority rests upon the Natid

(2) reass?{r(]a y:u as t10 thte_ !ﬁgallty a?: general Security Act of 1947. The Act provides that the Age
propriety of the Agency's activities overthe years, - iy «correlate and evaluate intelligence relating to

and national security, and provide for the appropri

nal
cy

he
hte

dissemination of such intelligence within the

(3)lead you to constructive recommendations
to improve the procedures and arrangements that

govern Agency activities. The Act calls for the Agency to perform certs

Government....”

n

services of “common concern as the National Secqirity

In short, we welcome the opportunity this inquiry, .

: : : . : Council
brings to increase public confidence in the Agency a
to make its work more effective in the future.

determines can be more efficien

functions and duties related to intelligence affecting

. . " ._hational security as the National Security Council
| shall start with a brief description of the CIA_'tsfrom time to time effect.”

authority under the law, its mission, and the intelligence

process itseff. The Act provides that “the Agency shall have

L I .. police, subpoena, law enforcement powers or inte
This will include two Agency activities of special security functions.” | emphasize the latter phrase.

relevance to this inquiry—security and counterl—aw is explicit that the Agency shall have no inter

intelligence. security functions—those are the responsibility of

) e FBI and other law-enforcement authorities. In its
| shall then describe those activities of the Agenc  the term “intelligence” in connection with Cl

that take place within the United States to demonstrate

r}adccomplished centrally” and “to perform such other

ly

the
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no
rnal
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\
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activities, thus, the Act implicitly restricts CIA to the Other overt collection is done by State Departm

ent

field of foreign intelligence. Foreign Service Officers, Treasury Departmgnt

representatives, and Defense Attachés abroad.
Another proviso is that “the Director of Central

Intelligence shall be responsible for protecting Great technological advances have revolutioniged

intelligence sources and methods from unauthorizédtelligence over these years. The advent
disclosure.” Incidentally, the Director is the onlysophisticated technical collection systems has eng

of
bled

Government official specifically charged by statute tais to know with certainty many things which a decade

protect intelligence sources and methods. ago we were debating on the basis of bits
circumstantial evidence.
The CIA Act of 1949 provides that, in order to

of

implement the above proviso and in the interests of theThis technology has been introduced at high dost.

security of the foreign intelligence activities of theCollection systems being employed today have requ
United States, the Agency is exempted from thieundreds of millions of dollars and substantial numit

ired
ers

provisions of any “law which requires the publicatiorof people to analyze and make sense of the information

or disclosure of the organization, functions, namethey deliver.
official titles, salaries, or numbers of personnel

employed by the Agency.” But overt and technical collection cannot collect the
plans and intentions of a hostile general staff, sensg the

In the intervening years since 1947, as the internationadlitical dynamics of closed authoritarian societies

or

role and responsibilities of the United States have growenable us to anticipate new weapons systems duiring
so has the importance of intelligence to its decisiothe research phase before they are completed and visible.
making processes. The duties of the Director of Centabr this, clandestine collection is needed, especially by

Intelligence have also grown, and particularly his rolauman sources.
as coordinator of all the intelligence efforts of the US

Government. The immense flow of data from these collection
systems must be correlated, evaluated, and analyZed to

Intelligence today is no simple, single-dimensionalinderstand its true significance. Since the

activity. Itis primarily as intellectual process involving:responsibilities of our policy-makers cover such a wide

range of international subjects these days, intelligd

nce

(1 the collection and processing of raw must employ the analytical services of professionals
information, with specialized backgrounds in politics, economics,
the sciences, military strategy, geography, and gther

(2) analysis of the information and development disciplines. CIA alone, for example, employs eno

gh

of reasoned judgments about its significance, and expertise in these fields to staff the faculty of a university.

(3)the dissociation and presentation of these Other Agencies play essential roles in intelligepce

findings to those needing them. work, but CIA is the only statutory Agency of the U

S

Government with responsibilities exclusively in the figld

The process involves a number of differentf intelligence.
Departments and Agencies, which, together, we call the
Intelligence Community. It has three major functions:

Our overt collection includes, for example, monitoring (1) to produce intelligence judgments, based o
public foreign radio broadcasts, press, and otherinformation from all sources, for the benefit of
publications, excerpts of which are produced by CIA as policy-makers. The product is in the form of
a service of common concern for the other members ofpublications and bulletins on current develop-
the Community. ments, estimates of future international situationd,

and in-depth studies on various topics—for,
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example, a study on the origins and growth—over of this responsibility, and because of the need to protect
time—of the Soviet strategic weapons systems; the nation’s vital intelligence secrets, that CIA has huilt
over the years a capability, using security gnd

(2)to develop advanced technical equipment to counterintelligence techniques, to protect those segrets
improve the collection and processing of US and guard against penetration of our intelligence

intelligence; and activities.

(3)to conduct clandestine operations to collect A degree of secrecy, and an ability to protect sgme
foreign intelligence, carry out counterintelligence secrets, is essential to our work. This literally can e a
responsibilities abroad, and undertake—when matter of life and death for agents operating abrgad,
directed—covert foreign political or paramilitary ~ whether they be our own employees whose identificdtion
operations. with CIAwould make them obvious targets for terrorigts,

or citizens of totalitarian regimes who have agreedl to
The production of intelligence judgments and analysisport to us on their own governments. Many of the
concerning foreign affairs is vested in the Directorat@merican businessmen and professors who voluntgrily
for Intelligence (DDI). Offices below the Deputyshare their foreign experiences with us want to prgtect
Director level specialize in economic, political, andhe relationship to remain confidential, and we
military topics. DDI analysts often confer with a rang@rotect their proprietary information which someti
of experts in the United States outside the Intelligencemes our way in the course of such exchanges.
Community to benefit from the views of recognized
authorities on topics of interest. Disclosure of the details of sophisticated (and cogtly)

“black-box” collection systems involving electronics,
photography, and the like. In the DDS&T also, our There is an obvious potential conflict here with
analysts keep under study scientific and technicagjht of citizens in a democracy to know what their
developments abroad, including weapons and spagevernment is doing in their name (and with thieir
systems. money). | am trying to reconcile this dilemma by makjng
as much as possible of the substantive produgt of
The Directorate for Operations (DDO) is the uniintelligence activities available to the general publig as
responsible for covert collection, primarily throughwell as to Government officials. | am also trying|to
clandestine collection by human sources. Thmake public as many as possible of the gengral
Directorate is organized along geographic lines. It haategories of intelligence activities conducted by the|lUS
some special staffs which focus on problems that dBiovernment. But | cannot relax, and indeed am
across regional boundaries (for example, internatioriatensifying, efforts to preserve the secrecy of operatipnal
terrorism). details. Our efforts on these lines concentrate on asspring
us of the integrity of those we employ or work with,
The Directorate for Administration (DDA) providesproviding indoctrination in and monitoring our
support to other Agency components. It is responsitpeocedures to keep our secrets, and investigdting
for personnel programs, security, administratiorweaknesses or leaks in our security machinery. We have
training, logistics, communications, medical servicesequested some improvements in our legislative tpols

and the like. for this purpose, and during the course of this
investigation, | shall be asking your support for some of
Security and Counterintelligence these efforts.

| have already mentioned my responsibility for
protecting intelligence sources and methods. It is out
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Counterintelligence is an essential element of the Since 1947, the DCD has contacted many thous
intelligence process, assigned to CIA by the NationaF individuals and organizations representing Ameri
Security Council. businesses, industry, and the scientific and acad

Ands
Can
Bmic

communities. DCD of course maintains records on its

The counterintelligence function was the subject aklationships with the individuals and organization
scrutiny back in 1954 by a special committee establishéds contacted.
by President Eisenhower and headed by General James

5 it

Doolittle to examine the covert activities of CIA. The information obtained by DCD is made availaple

to other agencies in the Intelligence Community &
In his report, General Doolittle wrote: service of common concern. Army, Navy, and Air Fo
officers are assigned to some DCD offices to assist
‘We cannot emphasize too strongly the importance personnel so that there is one coordinated prog
of the continuation and intensification of CIAS  rather than separate duplicating efforts.
counterintelligence efforts to prevent or detect and
eliminate penetrations of CIA.” | want to emphasize that this collection progr

focuses exclusively on the collection of informati

Findings such as this served to underscore ”%\‘E)out foreign areas and developments
importance of our counterintelligence work.

. - . In addition to their information collectio
Act|y|t|es Within the United States responsibilities, DCD offices also assist in other Q
Itis, of course, a fact that the CIA has a presence j ities in the United States, such as the identifica
and carries out certain activities within the United Stateéf individuals who might be of assistance to Age

About three-fourths of its employees live and Work iiq|jigence operations abroad. DCD is also respony
this country. Most are in the Metropolitan WaShIng'[O[Por the resettlement of foreign defectors who takel
Headquarters Area, performing analysis, staff direCtioﬂasidence in the United States.

or administrative support. About 10 percent of CIAs
employees work in the United States outside thelnformation is sometimes received by DG

Headquarters Area. These perform functions supporting e sentatives which more properly falls within fhe

our organization which must be done here, such @isgiction of other US Government agencies. S
personnel recruitment and screening or contracting ff -+ is always passed to the appropriate age
technical intelligence devices, and they collect foreigwhen possible, the possessors of the information

sa
Fce

CIA
ram,

1A
tion

ncy

Bible
up
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ncy.
are

intelligence here. Clearly much information on th?eferred to the appropriate local agency. In few ca
world is available here from private American Citizen?)omestic Collection Division offices have accepted

ses,

and from foreigners, and it would be foolish indeed tBassed to CIA Headquarters, for forwarding to the

spend large sums and take great risks abroad to ob
what could be acquired cheaply and safely here.

ropriate agency, information about foreign
involvement in US narcotics traffic, dissident activities,

and terrorism which they learned while conducting their

ClAs Dom.estlc .CoIIectlon D.IVISIOI’I.(.DCD) has normal collection activity.
representatives in 36 American cities. These
representatives contact residents of the United Stategpa Foreign Resources Division was known u

who are willing to share with their Government; 975 45 the Domestic Operations Division. T

information they possess on foreign areas angi, inal mission of this Division is to develdp

developments. These American sources provide thelfsionships with foreigners in the United States

mforr_rk])at!on _V?Iunta_rlly, In I]u" awareness they aréyignt pe of assistance in the clandestine collectio
contributing information to the Government. intelligence abroad. In this process, it also collg

til
he

ho
n of
cts

foreign intelligence from foreigners in the United Stafes.

The DCD assures them their relationship with ClA has offices in eight US cities, which operate un
will be kept confidential and that proprietary interestgome cover other than CIA.

(say, on the part of a businessman) will not be
compromised.

der
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The work of this Division is closely coordinated withwould prepare a damage assessment and endeal
the FBI, which has the responsibility for identifying andletermine the source of a leak so that we could
countering foreign intelligence officers working withincorrective action. The National Security Act of 19
the US against our internal security. gives the Director authority to terminate the employn]

of an individual when he deems it “necessary|

The Cover and Commercial Staff exercises both staflvisable in the interests of the United States...
and operating responsibilities in the conduct of the

funding necessary to support our other operations, and are to have the technical intelligence capabiliti
in arranging the cooperation of US business firms faliscussed earlier. Nearly all such work is done for
cover purposes. It conducts negotiations with other USA through contracts with US industrial firms

Government Departments and Agencies on officiaésearch institutes. In many such contracts, ¢
cover arrangements and with cooperating US businegmnsorship of the project is not concealed. Butins

personnel, installations, and activities. It develops amd even for the Government—must be hidden fr
maintains a variety of proprietary commerciamany of the individuals working on the program. T
mechanism to provide non-official cover and operationalas the case in the development of the U-2 aircraft
support to Agency operations against foreign targetsxample.

An example of the work of this Staff in the commercial

area is the arrangement with a corporation, either arin such cases, a separate organization within
independent firm or a wholly-owned proprietary, t@xisting company may be established by the comy
provide the ostensible source of income and rationate conduct the necessary R&D under a cover stor

program is organized in a fashion which isolates it f
The Agency'’s Office of Security has eight field officesany association with the CIA or the Government.
in the United States primarily engaged in conductingrder that such operations can take place, special
security investigations of Americans with whom the ClAnechanism must be established to handle such prok
anticipates some relationship—employmentas funding and security investigations of personnel b

investigators do not normally identify themselves agperate with greater flexibility than most other agen
CIA. of Government and because of its experience in

activities, it has also undertaken such activities on

The Office of Security investigates all applicants fobasis of funding made available from the Departm
employment with the Agency, actual or potentiabf Defense from appropriations for the purpose. Ind
contacts of the Agency, and consultants and independémaugh the CIA's own R&D program is a vigorous o

exposure to sensitive matters dealing with the Agengyrograms conducted in conjunction with the Departm
We also conduct investigations of individuals employedf Defense. All such activity is subject to regular &
by contractors to the Agency, such as the employeessgbtematic review and audit. This activity represe
Lockheed who worked on the U-2 program. Numerowmother category of our domestic activities, bringing
files are, of course, built up in this activity, but are kephgency into contact directly or indirectly with larg
segregated from the Agency’s operational ancumbers of US citizens and requiring it to keep a |3
counterintelligence files. number of records involving US citizens a
organizations.
Another responsibility of the Office of Security is
the investigation of unauthorized disclosures of The complexity of modern intelligence analys
classified intelligence. This function stems from thesquires the development and application of increasi
Director’s statutory responsibility to protect intelligencesophisticated methodology for treating the enorm
sources and methods. Thus, the CIA Office of Securijuantity of data collected by the Intelligen
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Agency cover programs, in commercial activities and Research and development are necessary activities if
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firms on non-official cover arrangements for Agencgases, the fact that the work is being done for the CIA—
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ies
such
the
ent
ped,
ne,

contractors to determine their reliability prior to theiit is very small when compared with the several large

ent
ind
Nts
the
e
Irge
nd

1S
ngly
pus
Ce

98



Cl in the Turbulent 1960s and 1970s

Community. Although the Agency has actively pursuedampuses, primarily at the graduate level, our recru
such development using its own highly qualified stafinaintain close contact with college placement offic

ters
als

it has increasingly been forced to call on the capabilitiesd faculty advisors. To round out our recruitment effort

of the American scientific and technical community fothey also maintain contact with personn
assistance. representatives of private industry, professional
scientific associations, minority organizations, and

el
and
the

This assistance is provided via contractudike. Our recruiters are authorized to place

arrangement. It may be for the purpose of defining aradivertisements in newspapers, periodicals, and co
developing the methodology, e.g., how to process paopublications for recruitment purposes.

guality foreign radar signal intercepts in order to be able

to evaluate the emitting radar. Alternatively, it may The Agency must look to itself to provide training
require a continuous effort to apply a methodology, e.dts employees in those disciplines which are uniqu
to provide assessments of foreign missile performanite mission, ranging from clandestine operations

from intercepted signals. In either case, it bothgent handling to intelligence analysis and techn
supplements and complements analogous efforts in thidlls. We also offer an extensive program in langu

lege

of

b to
And
ical
age

Agency itself. Such programs have been a standardining, communications, and the normal administrative

means of carrying out the Agency'’s role for many yearand management courses associated with
Government operations. To this end we operate se
These sorts of research projects or studies can toa&ining sites and occasionally take advantage of a
misunderstood, as recently occurred with respect to obkS city environment to expose a trainee to
on foreign transportation technology. One critic hadifficulties of foot surveillance. In such instances,
confused CIA's solicitation of bids for a study with acourse, the subject would be another Agency emplo
program to spy. This confusion steams from a lack girticipating in the training exercise.
appreciation of the modern intelligence process in which
“spying” plays only a small role. In fact, however, this The four units | have just described carry outthe m
project, and others similar to it, are purely analytical iprograms of the Agency which call for the operation
character and expect no espionage or active intelligerfagd offices in the United States. They all are pro
collection by the contractor beyond research amongnder the Act which governs us.
open sources. Some such contracts do include analysis
of information provided by CIA from its secret technical Mr. Vice President, the foregoing provides you w
or clandestine sources, but only when the informaticaview of the extent of CIA activities in the United Stat
is not available otherwise. The classified appendixes | have submitted to
Commission provide additional detail.
The Agency'’s Office of Personnel has a Recruitment
Division to hire Americans with the required skills andAllegations and Some Details
expertise for Agency employment. The article of December 22, 1974, charged that
has engaged in a “massive illegal domestic intelligg
Agency recruiters identify themselves as ClAoperation.” The article referred in particular to fil
Personnel Representatives and carry CIA credentiatgncerning American dissident groups.
We maintain 12 domestic field offices (whose telephone
numbers can be obtained from the public telephoneThe factors are these (as outlined in my repor
directory). In addition, Agency representatives entd?resident Ford, a copy of which you have):
into confidential arrangements with some US residents
who agree to assist us abroad in the conduct of ouin mid—1967, the US Government was concer
foreign intelligence responsibilities. about domestic dissidence. The obvious question
raised as to whether foreign stimulation or support
Here in the Headquarters area, we have an office lieing provided to this dissident activity.
Rosslyn, Virginia, open to the general public. Since
most of our professional applicants come from college
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On August 15, 1967, the Director established within The Huston Plan was not implemented, but|an
the CIA Counterintelligence Office a unit to look intolnteragency Evaluation Committee, coordinated by Mr.
the possibility of foreign links to American dissidentlohn Dean, the Counsel to the President, was established.
elements. The Committee was chaired by a representative of the

Department of Justice and included representatives from

And then, you will recall that President Johnson o8IA, FBI, DoD, State, Treasury, and NSA. Its purppse
July 27, 1967, appointed a National Advisoryvas to provide coordinated intelligence estimates [and
Commission on Civil Disorders. Mr. David Ginsburgevaluations of civil disorders with CIA supplying
the Executive Director of that Commission, wrote tinformation on the foreign aspects thereof.
the Director on August 29, 1967, asking what the
Agency might do to assist in that inquiry with Pursuantto this, CIA continued its counterintelligence
“information, personnel, or resources.” interest in possible foreign links with Americdan

involvement in domestic security. Some limitedAgency.
material from abroad, the Director wrote, might be of
interest. We often queried our overseas stations for inform

Commission, among others. services, although there were instances where
collection was directed. In most cases the produgt of
In October 1967, a report issued by the new CIA urtlhese queries was passed to the FBI.
concluded that, although information was limited,
In the course of the program, the Agency worked
“There is no evidence that anti-war demonstrations  closely with the FBI. For example, the FBI asked the
and related activities in the United States are controlled Agency about possible foreign links with domestic
by Communist forces abroad. There are indications, organizations or requested coverage of foreign travel of
however, that anti-war activity is partially responsive ) gyspects. The Agency passed to the FBI information
to North Vietnamese “inspiration. about Americans it learned from its intelligence|or

Periodically thereafter, various reports were draw%ounterlntelllgence yvork _abroad. The '.:BI et
the Agency certain of its sources or informants Wwho

up on the international aspects of the anti-war ouEﬂ . )
P P Y ould travel abroad, for handling while there. In orgler

and similar movements, and their possible links tg) obtain access to foreian circles. the Agency lso
American counterparts. Specific information was alsg 9 : gency

disseminated to responsible US agencies. recrm_ted or. m_serted_about. a dozen |nd|V|dL_JaIs mtp
American dissident circles in order to establish their

In September 1969, the Director reviewed this Agenc redentials for operations abro_ad. In the course o the
reparatory work or on completion of a foreign missipn,

program and stated his belief that it was proper “whi . .
. , - some of these individuals submitted reports on |the
strictly observing the statutory adeffacto proscriptions i . T :
y g 1y age P P activities of the American dissidents with whom they

on Agency domestic involvement.” ) : .
gency were in contact. Information thereby derived was

In 1970, in the so-called Huston Plan, the Directors portled tol the dF.B I’C?Rdf.;n the process the informajtion
of the FBI, DIA, NSA, and CIA recommended to the/Vas also placediin Ies.
President an integrated approach to the coverage of

domestic unrest. While not explicit in the plan, CIAs ilrr;clt?o7n3 t?\'/zr?rﬁ)r%ﬁr: V\:?Slforecvolﬁ\gsgoingbsrgzcé'f'C
role therein was to contribute foreign intelligence angm hasizir? that its targets were the foreian link [’ ©
counterintelligence to the joint effort. P 9 9 9 T
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American dissidents rather than the dissidenisformation on people who may be of interest to it
themselves and that the results would be provided moay provide avenues to persons of interest. T
the FBI. whenever a name—anyone’s name—a date, pla

or
hus
be, a

physical description, appears anywhere in any

In March 1974, the Director terminated the prograroperational report, it is usually put into a cros
and issued specific guidance that any collection eéferenced master index.
counterintelligence information on Americans would
only take place abroad and would be initiated only in Whenever there are one or more pieces of p
response to requests from the FBI or in coordinatiattealing primarily with a single individual—for whatev
with the FBI, and that any such information obtained asason— there is probably, somewhere, a “file” on
a by-product of foreign intelligence activities would bendividual; whether he is an applicant, an employe
reported to the FBI. contractor, a consultant, a reporting source, a for
target of intelligence interest, a foreign intelligen
In the course of this program, files were establisheafficer, or simply a person on whom someone else (
on about 10,000 American citizens in theas the FBI) has asked us to obtain information overs
counterintelligence unit.
The fact that there is a “file” somewhere in one of
About two-thirds of these were originated because ofrious record systems with a person’s name on it
specific requests from the FBI for information on thaot mean that that “file” is the type of dossier that po
activities of Americans abroad, or by the filing of reportsvould use in the course of monitoring that persg
received from the FBI. activities.

The remaining third was opened on the basis of CIA In this context, it is clear that CIA does have listin
foreign intelligence or counterintelligence informatiorof large numbers of Americans, as applicants, cuf
known to be of interest to the FBI. and ex-employees, sources and other contsg
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contractors, Government and contractor persomnel

For the past several months, we have been eliminatiolgared for access to sensitive categories of intelligg
material from those files not justified by CIA's individuals corresponding with us, etc. | am sure
counterintelligence responsibilities, and about 1,00Qill find that most of these are unexceptional g
such files have been removed from the active index bogcessary to run an institution of the size and complé
not destroyed. of CIA, and that these records are maintained in w

which do not suggest that the names are in any

In May 1970, the Department of Justice provided ususpect.
with a machine-tape listing of about 10,000 Americans.

The listing could not be integrated in CIAs files and Our operational files also include people who w|

was destroyed in March 1974. originally foreign intelligence targets but who later

became US citizens, such as Cuban or other em
Mr. Vice President, let me digress here for a momegtoups.
to comment on this word “files” which has been bandied
about widely and can mean many different things to There have been lists developed at various time
different people. the past, however, which did appear questionable
example, caused by an excessive effort to ider
The backbone of an intelligence operationpossible “threats” to the Agency’s security fro
particularly a counterintelligence case, is detailedissident elements, or from a belief that such lists ¢
information—through which one can begin to disceridentify later applicants or contacts which might
patterns, associations, and connections. dangerous to the Agency’s security. They did not rg
from CIA collection efforts, but were compilations
In this sphere, therefore, any professional intelligenaeames passed to us from other Government age
organization tries to systematically record all scraps sfich as the FBI, some police forces, or the House
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American Activities Committee. A number of these The New York Timesticle also indicated that “Othe
dubious listings have been eliminated in the past threeembers of Congress were said to be included in
years, and the Agency'’s current directives clearly requif@lA's dossier on dissident Americans.”

that no such listings be kept.

=

the

No current Congressmen are included in the fileg of
The New York Times article of December 22, 1974the counterintelligence program described abqve,
made certain other charges: although we do have lists and files of current

Congressmen.
that at least one member of Congress had been under

CIA surveillance and that other Congressmen were in - Some (about 14) were opened prior to the Congress-
our “dossier” on dissident AmerlcanS, and that break- men’s elect|0n as a Step toward poss|b|e Operatl:)nal

features of CIA activities.

ins, wire-taps, and surreptitious inspection of mail were cooperating with the Agency. Some (about 2) becTuse

the names arose in the course of coverage of fo
targets. Some are files on ex-employees (2
applicants. Some (about 17) are on contacts or so

On May 9, 1973, the Director issued a notice to aﬁf our Domestic Collection Division. And, of cours

. .~ _our Congressional liaison staff keeps working files
CIA employees requesting them to report any mdlcatlol& contact with Congressmen.

of any Agency activity any of them might feel to be
guestionable or beyond the Agency’s authority.

Let me provide background on these allegations.

(2) The New York Timesticle also referred to “break

) ) ins,” and said no “specific information about dome;
The responses led to an internal review of th&IA break-ins” could be obtained

counterintelligence program and other Agency
activity—a review, Mr. Vice President, that is

L Our investigations to date have turned up a tots
continuing.

three instances, which could have been the basi
these allegations. Each of the three involved pren

Th_e '”'“"?" responses and our review of .thenllelated to Agency employees or ex-employees.
culminated in fresh policy determinations and guidance

issued in August 1973. This guidance is a matter of
detail in the classified appendices | will provide to thi
Commission.

In 1966, a new Agency employee, inspectin
?Nashington apartment he was thinking of renting, {
classified documents in the apartment, which was

. . . . . residence of an ex-employee. The new emplg
AS. ! ha\_/e said, Mr. Vice PreS|dent,_th!s FEVIEW, Jvised CIA security officers who promptly went
continues in order to insure that our activities remai

the apartment, were admitted without stating th
proper. ) :
. o . intentions, and removed the documents.
Let me discuss our findings with respect to the press
allegations. The second instance occurred in 1969. A jur

(1) The New York Timesticle of December 22, 1974, Agency employee with sensitive clearances cau

leclarec: his means. Surreptitious entry was made into

apartment in the Washington area. No grounds

“At least one avowedly anti-war member of congress .
special concern were found.

was among those placed under surveillance by the CIA,

the sources said.” o ) ) )
The third instance occurred in 1971 in the Washing

Mr. Vice President, our findings are that there i§€a. An ex-employee became involved with a pe

no—and to my knowledge never has been—surveff€lieved to be a Cuban intelligence agent. Sec

lance, technical or otherwise, directed against any Sitﬂ,ﬁl_spic_ions were that the two were engaged in tryin
member of Congress. elicit information from Agency employees.
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surreptitious entry was made into the place of busines$4) The New York Timesticle also alleges physic
of the suspect Cuban agent. Results were negative. shmveillance of American citizens.
attempt to enter the suspect agent’'s apartment were
unsuccessful. The Agency has conducted physical surveillance
our employees when there was reason to believe
(3) The New York Timesticle also referred to wire- they might be passing information to hostile intellige
taps and said no specific information could be obtaineskrvices. this was done on rare occasions, and in r
years only three times—in 1968, 1971, and 1972.

=

on
that
ce
bcent
In

Our findings show that there were telephone tafd971 and 1972, physical surveillance was also empl
directed against twenty-one residents of the Uniteaainst five Americans who were not CIA employs
States between 1951 and 1965, and none thereafter\ll@ had clear indications that they were receiy

pyed
es.
ng

each case the purpose was to check on leaks of classifiledsified information without authorization, and the

information. Nineteen of the individuals concernedurveillance effort was designed to identify the sou
were Agency employees or former Agency employeesf the leaks.

including three defector contract agents (not US citizens)

and one contract employee who was the wife of a staffAlso, in 1971 and 1972, a long-standing CIA sourc
agent. The two private citizens whose phones weaforeigner visiting in the US—told of a plot to kill th

ces

»
”

e

tapped in 1963 were thought to be receiving sensitivéce President and kidnap the CIA Director. We alefted

intelligence information, and the effort was aimed ahe Secret Service and the FBI and we carried
determining their sources. Our records show that thgsleysical surveillance in two American cities. T
two taps were approved by the Attorney General.  surveillance came to involve Americans who wq
thought to be part of the pletand the mail of one
In 1965, President Johnson issued an order that theuspect was opened and read.
be no wire-taps in national security cases without
approval by the Attorney General. Only one of the (5) The New York Timearticle also refers td
operations mentioned above took place in 1965, agaitstirreptitious inspection of mail.”
a CIA employee suspected of foreign connections. This
operation was approved by the Attorney General. As part of its foreign intelligence program, CIA h
conducted at various places in the world a surve
Since World War |l, successive Presidents haveail to and from certain Communist countries. T]
authorized the Attorney General to approve electronirovides technical information on Communist m|
surveillance in national security situations. Therocedures and censorship. It provides addresse
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Omnibus Crime Act of 1968 prohibits interception anthight be used for various intelligence programs andl, in

disclosure of wire or oral communications but furthethose instances in which selected mail is opene|
provides that nothing in such law: sometimes provides information on conditions in
country as well as operational leads for ag
‘.. .shall limit the constitutional power of the  recruitment.
President to take such measures as he deems necessary
to protect the Nation against actual or potential attack  From 1953 until February 1973, CIA conduct
or other hostile acts of a foreign powés, obtain programs at three sites in the United States to sy
foreign |n'teII|qence |r}f0rmat|on deemed essgntlal to mail between the United States and two Commu
the security of the United States, or totprt national . . .
security information against feign intelligence.” countrles._ Some of th'_s mail W"?‘S opened to deterr
(Emphasis supplied.) Communist censorship techniques or to report
contents of the messages. The main product of

While this statute does not purport to convey a ne@ftivity was material of an internal security nature, wh
power to the President, it is a recognition by the Congre¥gs disseminated to the FBI.

that such measures are within the constitutional power o _
of the President. The activities discussed above were reported

result of the Director's 9 May 1973 notice and w
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reported to the Chairman of the Senate and Houlee Grand Jury, the Department of Justice, and| the
Armed Services Committees—the Congression&@pecial Prosecutor. So | will comment only briefly jon
bodies responsible for oversight of CIA—on 21 Mayt. The allegation was that CIA had prior knowledgd of

1973. the Watergate break-in and was somehow otherjvise
knowingly involved. While | have admitted the ClI

CIA Relationships With Other made mistakes in providing certain equipment to

Government Agencies Howard Hunt and in preparing a psychologigal

In August 1973, in connection with the review of allassessment on Daniel Ellsberg, both in responge to
activities of the Agency which might be considerediirectives from the White House, we have no evidence,
guestionable under the terms of its charter, | orderechad none was developed in any of the hearingg or
review of assistance to other Federal, state, and lo@adjuiries | have just mentioned, to support the other
government components. Each of the Agency’s Deputyiegations concerning CIA. Aside from these tyvo
Director was required to terminate all activities hénstances, the main CIA role in Watergate was to refuse
considered inappropriate. to be used in the coverup, and to avoid bejng

misunderstood as involved. Most recent evidepce

Based upon this review, | asked the CIA Inspectarlearly demonstrates CIA®n-involvement rather thap
General and General Counsel to review and malk&olvement in Watergate.
recommendations on all activitiget terminated by the
Deputy Directors. On this basis, | made an individual While Senator Baker’s minority report suggests that
determination to continue, modify, or terminate eacthe Agency was involved in domestic activities beyaond
such activity. Most assistance to other agencies wias charter, the testimony of 24 Agency witnesses
continued, but a substantial number of such activitie®vering 2,000 pages, along with the production of spme
were modified or terminated. 700 sensitive Agency documents, failed to result in pny

concrete evidence to support these allegations.

Assistance to agencies with foreign operations and
not involved in domestic law enforcement was generally Although we entered into that investigation in the
continued, while assistance which could involve thepirit of cooperation and in the interest of providing
Agency even indirectly in law enforcement activitiesnformation relevant to the investigation, eventuglly
was appropriately modified or terminated. extremely broad requests, which would have expased

sensitive intelligence sources and methods having no

In addition, some assistance activities not warrantedlationship to the inquiry, forced me to request a njore
on the basis of economy or necessity were discoverprkcise bill of particulars, and to suggest that they might
and terminated. This program of review of assistand® handled more appropriately through our normal
to other Government agencies has been made permamsersight procedure with the Senate Armed Servjces
and each new proposal for this kind of assistance m@@mmittee.
be reviewed and approved by the Deputy Director
concerned, the Inspector General, and the General think it is interesting in this connection that despite
Counsel before it may be instituted. In case any onetbie fact that the profile and the provisioning were
them disagrees, | personally make the decision. requested by the White House, questions as tq the

propriety of these actions were brought to the attertion
| believe this continuing program will assure that albf senior officials of the Agency by Agency employges
assistance is carefully considered and kept within ttz the working level.
bounds of legality, propriety, and economy.

For the Commission’s background, | would also llke
In discussing allegations of improper CIA domestito mention the Agency'’s relationships with American
activity, | wish to comment on “the Watergate affair.”student and other associations and foundations, revgaled
This topic has been the subject of extensive hearings iby1967 byRampartsmagazine. The Agency hgd
the Ervin Committee and the four CIA Subcommitteedeveloped confidential relationships with some officials
of the Congress as well as by other investigations lof these groups to assist their activities abroad in
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exposing and counteracting Communist-controllediould properly be the subject of adverse action against

efforts to subvert international student and labor groupsen who performed their duties in good faith.

State Department Under Secretary KatzenbachThe Commission will be interested in some of

he

chaired an interagency group which investigated thislAs internal checks and balances—its safeguards

matter. The group’s recommendations resulted in a baesigned to ensure that its activities remain within prg
on CIA covert assistance to American educational bounds.
voluntary organizations, and these restrictions are

per

reflected in internal Agency regulations and policy.  In the first place, strength is to be found in the

simplicity of CIAs organization. The command lir
The activities | have described to you in this statemenins from the Director to four Deputies and thence
related toThe New York Timeallegations and were Office or Division Chiefs. The arrangement provid
among those, as | have said, that were reported to the Director with an uncomplicated and direct acceg
Director by our officials and employees in 1973 iraction officers within the separate components, whe
response to his notice to all employees asking themthey be Deputies, Office Chiefs, analysts, or opera
report any and all activities that they or others might
deem questionable. These were reported to thélhe Agency relies on certain functions, as well
Chairmen of the Senate and House Armed Serviceganization, to provide safeguards. The Inspe
Committees—the Congressional bodies responsible f@general, who reports directly to me, is vested with
oversight of CIA—in May 1973. independent authority to review the activities of
elements of the Agency.
These briefings were accompanied by my assurances
that the Agency'’s activities would be conducted strictly The CIA General Counsel reports to the Director
within its proper charter, and specific instructions weraversees the legal aspects of Agency activity.
issued within the Agency along these lines. Recently, |
was advised by the Acting Attorney General that | wasThe CIA Comptroller, who reports directly to th
obliged to call certain of these to his attention for reviewlirector, reviews programs and the allocation
and | have done so, although it is my opinion that none
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resources independent of the Deputies and makes thie situation and present some thoughts as to pog
advice known to the Director and the Deputies. Commission recommendations.

use of funds by Agency components and for assurirdjegation that CIA has been engaged in a “mas
that the funds are properly used and are consistent wiltagal domestic intelligence operation.”
appropriate internal approvals and the law.
Whether we strayed over the edge of our authorit)
The Office of Finance watches the integrity of the few occasions over the past 25 years is a questid
Agency’s accounting structure, supervises interngbu gentlemen, and whatever investigative boc
financial audits, and assures compliance with the fisc@bngress may designated, to judge.
requirements of the Agency and the Government.
Mr. Vice President, any institution—in or out
In addition to my dealings with each Deputy DirectoGovernment—that has been functioning for 25 ye

the CIA Management Committee. As such, they me#tat any such missteps in the CIAs history were
regularly to advise me on a wide range of policand far between, and unconnected with the thrust g
decisions. This practice also ensures communicatidency’s important and primary mission—the collect
among the leadership of all components of the Agenand production of intelligence pertaining to foreign ar,
and provides for cross-fertilization of ideas and opinionand developments.

One characteristic of the Agency is the need for Certainly at this time it is my firm belief that no activi
compartmentation to enhance security and protect the Agency exceeds the limits of its authority un
particularly sensitive sources and methods. This doksv.
not diminish my responsibility to know of and approve
all sensitive operations, but it does limit the awarenessMr. Vice President, the President’s charge to
of employees not directly involved in the operation an@ommission requires that your review lead
leads to limits on written records to which substantiakcommendations, some to be made to me as well
numbers of people have access. As a result the writtilie President. | look forward to those recommendati
records immediately available to describe thécluding any you may make with regard to inter
background of some Agency activities conducted i€@IA safeguards and organization.
earlier years are less complete than |—and | am sure

here of improper destruction of records, but théon certain suggestions which the Commission n
they exist and the degree to which they are circulatececommendations.
Finally, every year Agency employees are instructed There are several bills now in Congre

General any activity which they think may be beyon&ecurity Act so as to clarify the extent of CIA's activiti
our charter. within the United States.

Mr. Vice President, in this presentation | have One of these is to add the word “foreign” before
endeavored to provide the Commission with a framlord “intelligence” wherever it appears in the Act,
description of our intelligence activities. Thatmake crystal clear that the Agency’s purpose
description is intended to demonstrate the importanagithority lie in the field of foreign intelligence.
of the CIA and the rest of the Intelligence Community
in assisting the Government in developing and Another amendment proposes that within the Un
implementing its foreign policy and alerting it toStates the Agency will not engage.
potential crisis or war. | would now like to summarize

and Independent Office Chief, they together compridends it hard put to avoid some missteps, but | sul:lmit

the Commission—would like. There is no implication |would like to offer for the Commission’s considelja-

sible

The CIA Audit Staff is responsible for checking the First, as | said at the outset, | flatly deny the press
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“in any police or police-type operation or activity, (6) Processing, evaluating, and disseminating
any law enforcement operation or activity, any internal foreign intelligence information to appropriate
security operation or activity, or any domestic recipients within the United States.
intelligence operation or activity.”

| respectfully suggest that the Commission mi

The Agency full accepts these amendments as a Clpgficate its support of these legislative amendmen
statement of prohibited activity and as a way to reassee acommendations

any concerned that CIA has any such function. Last
September, | wrote to the Chairman of the Senate Arme% separate matter of concern deals with the ques

Services Committee assuring him that the Agency ngf appropriate oversight of the Agency. Within t

abide by the letter and the spirit of this proposegyqctive Department, the Director is appointed by|
amendment.. President with the advice and consent of the Senatg

e . serves “at the pleasure of the President of the Ur
The prohibition in this amendment is supplementeg; g »

by the following additional proviso:

The President has appointed a Foreign Intellige

“Provided, however, that nothing in this Act shall be,yisory Board to assist him in supervising the fore
construed to prohibit CIA from protecting itSa|igence activities of the United States.
installations or conducting personnel investigations of
Agency employees and fa_pplicants or pther ind_ividuals-l-hiS Board has a long and excellent record
granted access to sensitive Agency information; npL,ie\ying the Foreign intelligence activities of t

from carrying on within the United States activities irUnited States—those in CIA as well as the ot
support of its foreign intelligence responsibilities; noﬂepartments and agencies

from providing information resulting from foreign
intelligence activities to those agencies responsible forThe board has made a number of very impor

the matters involved.” recommendations to the President and has stimu

_ ) and supported major advances in our intellige
Again, we welcome this text as a clear statement §Sf/stems

what the Agency properly does in the United States in
support of its foreign intelligence mission. As | The activities of the CIA and the Intelligend
described to you earlier and explained in Mg q,mmunity are also reviewed by the Office
confirmation hearings, these include: Management and Budget, to which the Agency rep
fully and through whom the Director’
recommendations for the total foreign intelligen
program are routed to the President.

(1) Recruiting, screening, training, and
investigating employees, applicants, and others
granted access to sensitive Agency information;

General guidance of the CIA and the Intelliger
Community is provided by the National Secur
Council through the Assistant to the President
National Security Affairs and the National Secur]
Council staff. The National Security Council is assis
by the National Security Council Intelligence Co
mittee and by several other National Security Cou
committees, such as the Washington Special Ag
group for crisis situations, the 40 Committee for co

. . actions, and others.
(5)Establishing and maintaining support

structures essential to CIA's foreign intelligence

(2) Contracting for supplies;

(3) Interviewing US citizens who voluntarily
share with the Government their information on
foreign topics;

(4)Collecting foreign intelligence from
foreigners in the United States;

Pursuant to a Presidential Directive of 5 Novem
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the Director of Central Intelligence is also assigned lzas reported extensively in Executive Session to @
special role with respect to the Intelligence Communitgommittees, providing classified substantive intellige
as well as the Central Intelligence Agency. He iappreciation of world situations. Over the year
required to exercise positive leadership of the entimumber of suggestions have been made within
Community and to recommend to the President annualongress to revise the oversight responsibility, bu
the appropriate composition of the entire intelligencdate none has been agreed. The Agency'’s positio
budget of the United States. He is directed to accomplialways been that it will work with the Congress in g
these with the advice of and through the United Statesy the Congress chooses to organize itself to exe
Intelligence Board and the Intelligence Resourcets responsibilities for oversight and for appropriatio
Advisory Committee, which include the intelligence
elements of the State, Defense, and Treasury DepartWhatever arrangements the Congress adopts, we

of the secrecy of our intelligence activities.
The National Security Council exerts its direction over
the Intelligence Community through a series of National This raises the final subject to which | invite t
Security Council Intelligence Directives assigningCommission’s attention—the need for improvemen
responsibilities and providing authorization for actionsour legislation to strengthen our ability to protect th

updating and are supplemented by Directives issued by
the Director of Central Intelligence under the general It is plain that a number of damaging disclosures
authority provided by the National Security Councibur intelligence activities have occurred in recent ye
Intelligence Directives. One of particular relevance t@ne affect of this has been to raise questions an
this Commission’s work specifically outlines how CIAsome of our foreign official and individual collaboratd
will operate within the United States. It is in its finalas to our ability to retain the secrecy on which th
stages of coordination and is essentially agreed betweammtinued collaboration with us must rest.
the FBI and CIA.
We certainly are not so insensitive as to argue

In my view, Mr. Vice President, the arrangements foour secrets are so deep and pervasive that we in CI
administrative supervision of the Central Intelligencéeyond scrutiny and accountability.
Agency and the Intelligence Community by the
Executive Branch appear sufficient at this time, but you We of course must provide sufficient informati
will certainly want to reassure yourselves on this iabout ourselves and our activities to permit construd
detail. oversight and direction.

Congressional oversight of CIA has long been handled! firmly believe we can be forthcoming for th
with full recognition by Congressional leaders of thgpurpose, but there are certain secrets that mus
necessary secrecy of the Agency'’s activities. As a resydteserved.
from its earliest days, small subcommittees were
established in the Appropriations and Armed ServicesWe must protect the identities of people who wi
Committees of the Senate and House to which theth us abroad.

Agency reported its activities, but outside of which no

operations. There are no secrets from these oversigdthnology that brings us such high-quality informat
committees, and between our meetings with theday.
Committees, we are in continuing contact with the
Staffs. To disclose our source and methods is to invite fors
states (including potential enemies) to thwart
The Agency has reported publicly to other committeesollection.
about matters which can be disclosed publicly, and it
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The problem is that current legislation does not As for ex-employees, | respectfully request—shaould
adequately protect these secrets that are so essetti@lCommission seek them as withesses—that thay be
to us. contacted directly by the Commission. The Agency no

longer has authority over them, and | have directed|that

Current legislation provides criminal penalties, irihey not be contacted by the Agency at this time in ofder
event of disclosure of intelligence sources or methods, avoid any possibility of misunderstanding of such
only if the disclosure is made to a foreigner or is madmntacts.
with an intent to injure the United States. The irony is
that criminal penalties exist for the unauthorized In the event of testimony by ex-employees or othgrs,
disclosure of an income tax return, patent informatiohrespectfully request an opportunity to review with the
or crop statistics. Commission the details of the testimony beforg a

decision is made to publish them and perhaps rgveal

To improve this situation, we have recommendesknsitive intelligence sources and methods.
changes in legislation, and | invite this Commission to
support the strengthening of controls over intelligenceln conclusion, Mr. Vice President, | sincerely beligve
secrets. These can be fully compatible with the constititrat this Commission will find with me that the Agengy
tion, with the lawful rights of intelligence employeesdid not conduct a massive illegal domestic intelligepce
and ex-employees, and with the independence of @ativity, that those cases over its history in which [the
judicial authorities. Agency may have overstepped its bounds are few| and

far between and exceptions to the thrust of its activfties

| believe this matter to be as important as possibdad that the personnel of the Agency, and in partidular
improvements in our oversight by the Executive analy predecessors in this post, served the nation wel| and
Legislative Departments. For effective supervision daffectively in developing the best intelligence prodlict
intelligence activities and the need for effective secreand service in the world. Lastly, | hope that this
must go hand in hand. Commission may help us to resolve the question of how,

and consequently whether, we are to conduct an

Mr. Vice President, | mentioned at the outset thatititelligence service in our free society, and recogfize
have submitted for the record classified appendixesite needs for some secrecy so that it can help protegt our
this statement. | trust they will be useful to théreedoms and contribute to the maintenance of peake in
Commission in its examination. the world.

| am prepared to respond to any questions the
Commission may have and to make available The Angleton Era in CIA
appropriate employees of the Agency for questioning.

Yale professor, Norman Holmes Pearson, recruited
his former student into the Office of Strategic Servige’s
(OSS) X-2 (counterintelligence). In 1943, OSS sent
Angleton to London where he learned counter-
intelligence from the British. He lived at the Rose
Garden Hotel on Ryder Street, which was headquajters
for the combined counterintelligence operations of @SS
and MI6. During his tour in London, the British gave
Angleton access to their intercepts of the broken German
Abwehr code (ICE).

In 1944, X-2 ordered Angleton to Italy to assuie
control of its counterintelligence operations as the Allied
forces drove northward up the peninsula against] the
retreating German army (for additional information [on

Bill Harvey, Chief of Staff D.
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Angleton’s operations in Italy, see the articldnternational mail openings from the main postal faciity
“ARTIFICE” in Volume II). Shortly after the Germans in Jamaica, New York. In proposing the operatipn,
surrendered in May 1945, President Truman disbandédgleton argued that the mail opening operation was a
the OSS. Angleton remained in Rome as commandingcessary alternate to the CIAs foreign operations| In
officer of a small caretaker organization called th&958 the FBI was informed of the mail openings aftér it
2677th Regiment of the Strategic Services Unit (SSWequested permission from the postmaster generpl to
mount a similar operation. The postmaster gengral
In 1947, Angleton returned to the United States aridformed the Bureau that the CIA had been opeljing
joined CIA's Office of Special Operations. In Decembemail for five years.
1949 he became chief of Staff A (Operations),
responsible for clearances for all agent operations,CIAs Office of Security actually opened the lettefs,
double agent operations, provocation, and operatioraahd the Counterintelligence Staff processed |the
interrogation. With his background in counterinformation. The operation ran smoothly until Deplity
intelligence, it was surprising that Angleton was nobDirector of Operations, William Colby, recommended
assigned to Staff D, which was created at the same tine.DCI William Schlesinger that HTLINGUAL b
Staff D was responsible for Cl, and William Harveyterminated. Angleton made a strong appeal for its
was named chief. Later, Staff D became Staff C. tontinuation, saying the mail information was valualble.
operated primarily in the field of records exploitationTo legalize the operation, he urged Schlesinger to olptain
analysis of information, control of CI information, andthe President’s personal approval. Not wanting to fake
name checks. Both Staffs in effect performed countesides, Schlesinger suspended the operation, and it
intelligence functions. eventually died from neglect.

Staff C also acquired several responsibilities from thehe Philby Connection
Office of Special Operations (0SO), which was Before CIA established its Counterintelligence Staff,
eliminated. It acquired the physical security of all théngleton worked with Harvey’s Staff C to track down

Intelligence Section. with him. Philby and Angleton became friends and o
lunched together. An unidentified CIA officer stated

In 1952, Angleton, with the support of the Office otthat “Philby was Angleton’s prime tutor ip
Security, started operation HTLINGUAL. It conducteccounterintelligence.”

. =
Donald Maclean, head of the British Kim Philby, Angleton’s prime tutor in
Foreign Offices American Department. counterintelligence.
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In 1950, the British Foreign Office assigned Guwf visiting his wife. This pattern matched that [of
Burgess to the British Embassy in Washington asMaclean’s movements of twice-a-week visits to his
second secretary. He previously worked for MI6 byiregnant wife, Melinda, who was residing with her
his indiscretions caused MI6 to fire him. After his firingAmerican mother in New York City.
the British Broadcasting Corporation hired him but he
soon left to join the Foreign Office where he was On Friday, May 25, 1951, the British Foreign Offite
appointed as the confidential secretary to the ministeathorized MI5 to interrogate MacLean the following
of state. Monday. Burgess simultaneously knew of this decis

He reportedly told a companion that they would have

Upon his arrival in the United States, Burgess moved postpone plans for a weekend in France becauge “a
into Philby's home. Although Philby attempted to be &iend of mine in the Foreign Office is in trouble. |
stabilizing influence for Burgess, the task wathe only one who can help him.” Burgess and Macllean
impossible because Burgess was a flagrant drunkalefected to Russia. On Jurig the press reported the
and unabashed homosexual. In the Spring of 1951, tlisappearance of the two men. On June 26, 1951, the
British Foreign Office considered recalling Burgess tBureau informed the code breakers at Arlington Hlall
London for abusing his diplomatic privileges buthat “Homer” was possibly identical to Maclean.
changed its mind. The issue resurfaced one afternoon
when the Virginia State Police stopped him for speedingBy early 1951 the British apparently focused on Ph(lby
three times. Each time he berated the state trooperasa Soviet spy. Their suspicions grew after the defegtion
such an extent that the Governor of Virginia reportenf Burgess and Maclean and because of further
the incident to the State Department. The Foreign Offidecrypted KGB messages being read by American
had no choice but to recall Burgess to London to facérdelligence. Before anything could be done, howeyer,
disciplinary board for his indiscretions in theBill Harvey and Angleton, aroused by their own
United States. suspicions of Philby, began an independgnt

investigation. This unilateral action on the part of the

After his return to London, British security notedCIA forced the British to recall Philoy and show thgir
Burgess having several lunches with Donald Macleanand.
Maclean, head of the British Foreign Office’s American
Department, was suspected of being a Soviet agenWhen Burgess and MaclLean defected on May|25,
Suspicion of Maclean surfaced after intercepted KGB951, the DCI, Gen. Bedell Smith, directed Harvey,
coded cables were decrypted by American intelligenéangleton, and everyone else in CIA to prepare a m¢mo
pointing to a spy in the British Foreign Office. Ofon what they knew about them. Harvey's five-page
particular interest was an intercept that indicated thatemo, dated June 13, 1951, stated categorically| that
“Homer” (codenamed for Maclean) met his SoviePhilby was a Soviet agent. Angleton’s memo of June
handler twice a week in New York using the cover stod8, 1951, did not suggest any suspicions of Philby,
according to a CIA officer who studied the memo
closely. “It related two or three incidents, the bottpm
line of which was that you couldn’t blame Philby
what this nut Burgess had done.” In his memo, Angléton
wrote, “Philby has consistently sold (Burgess) as a most
gifted individual. In this respect, he has serveq as
subject’s apologist on several occasions when subj
behavior has been a source of extreme embarrasgment
in the Philby household. Philby has explained ayay
these idiosyncrasies caused by a brain concussion|in an
_ accident’... Another source said that Angleton’s mermo
% / did conclude that Philby was a Soviet agent.

Guy Burgess, assigned to the British Embassy

in Washington as a Second Secretary in 1950, After Philby had been unmasked, Angleton wold

claim to have had his doubts about Philby all algng.

111



Cl in the Turbulent 1960s and 1970s

Two of Angleton’s closest friends would support thasharp mind and a determination to win the Cold V
contention, but three CIA officers who reviewed theot just to enjoy the fighting of it. Every nuance g
Philby file in depth insisted that Harvey was the first teomplexity of his profession fascinated him, and he
point the accusing finger. Angleton explained tha prodigious appetite for intrigue. | liked him, and
absence of documentary evidence to support his clagave enough hints to encourage me into thinking
that he had his doubts about Philby all along by sayirapuld do business together.”
one did not put in writing something so sensitive as
suspicions about the loyalty of a trusted member of aThe CI Staff's charter, published in March 1955
friendly intelligence service. Angleton had notChapter V of the revised CSI No. 70-1 established
unmasked Philby. Never again would he permit himsetubunits:
to be so badly duped. He would trust no one. Philby
was the greatest blow Angleton ever suffered. Special Investigations (mainly operational
approvals and support).
Smith forwarded Angleton’s and Harvey’'s memos to
MI6 in London with a cover letter stating that Philby  Liaison ( with the FBI regarding US internal
was no longer welcome as the British liaison officer in  security).
Washington.
Research and Analysis.
Angleton Named Chief of CI Staff
In September 1954, the new DCI Allen Dulles selected ~ Special Projects (especially touchy matters an
Angleton to be chief of an expanded Counterintelligence liaison with the Israeli Service).
Staff “to prevent or detect and eliminate penetration of
CIA.” He previously served as the DCI's personafnatoliy Golitsyn, Angleton’s Rasputin
advisor on CI problems, sometimes to the exclusion of Anatoliy Mikhaylovich Golitsyn, born 25 Augusg
the more official Staff C, and played a leading part id926, Piryatin, Ukraine, was a KGB staff officer w
negotiating this restructuring. Angleton’s aim was talefected to the United States while stationed in Helg
prevent the Cl mission of the Clandestine Services froom 15 December 1961. Golitsyn was the first K
becoming subordinate to other divisions. staff officer defector since 1954. The first nine mon
after his arrival in the United States were vg
Dulles decided that the Israeli account was toproductive. He provided insights into the operati
important to be entrusted to the pro-Arab specialists and personnel of the KGB but only compromised
the Near East Division. His solution was to give it t@ignificant spy—Georges Paques, a French natio
the Counterintelligence Staff. One rationale for thisvorking in the NATO press office.Many of his leads
move was that Angleton had a wide range of contaatgere vague; a factor compounded by his refusal t
with Israeli leaders, many of whom he had met in Italgebriefed in Russian. CIA accepted Golitsyn’s b
after the war. fides in March 1962. Some of his information w

Another responsibility Dulles gave Angleton was
handling all liaison with allied intelligence services.
This allowed Angleton to boost his personal authority
within the CIA because it delegated to him ready access
to the Director. He became the central figure through
whom the director would learn of important secrets
volunteered by allied intelligence services and also
allowed him to control what information CIA passed to
these services.

British MI5 officer, Peter Wright, in 1957, stated: “I
was struck by (Angleton’s) intensity. He had a razor-
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deemed important enough by CIA that DCI McCone On 10 December 1965, Lygren was formally charged

and later Richard Helms briefed President Kennedy aad a Soviet spy. Four days later, Norway’s s

ate

the British and French Governments as well, about iprosecutor promptly threw out the case because of the

lack of hard evidence. Lygren was freed but the ¢
Golitsyn elaborated on the espionage work dfid not disappear. The Norwegian press began

ase
hue

previously identified agents as Heinz Felfe and Georg&d cry and an impartial Norwegian investigation

Blake. He espoused the theory that the Soviets Hadlowed. This investigation cleared Lygren apd

penetrated all the Western intelligence services. Pegiticized severely Evang and Bryhn for their distrjist

Wright, an MI5 officer, became one of the most devoteef each other. Both men were reassigned.
followers of the Golitsyn theories and played a major

role in the MI5 investigations of the supposed The whole affair caused an enormous flap that

penetrations of the British services. damaged CIAs liaison with Norway for many years.

Two years later, Oleg Gordievskiy, a senior KGB offi

Cer

In November 1964, Golitsyn identified Ingeborgvho was recruited by the British and worked inplace

Lygren as a Soviet agent. She had recently returnedaothem, advised the British that a KGB agent wor
Oslo from Moscow and was serving as secretary to thethe Norwegian Ministry of Foreign Affairs. After g
head of military intelligence, Col. Wilhelm Evang,investigation, the Norwegian intelligence servi
Norway’s chief liaison with CIA. Angleton flew to Oslo arrested Gunvor Haavik, who served as secretary t
but, instead of contacting Evang about Golitsyn'lorwegian ambassador in Moscow before Lyg
allegation, he told the chief of Norway’s internal securitgrrived in Moscow in 1956.

service, Asbjorn Bryhn. Bryhn and Evang were bitter

enemies and their noncooperation with each other wassolitsyn arrived at a time when CIA officers were
legendary in Norway. To Bryhn, the arrest of the state of alarm about the KGB. He convinced mar
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secretary to his archenemy would be a plum in his cdpem of the existence of a successful Soviet conspiracy

to push “misinformation.” Golitsyn was treated in
The result of the investigation was insufficienunusual manner. For instance, when his original har

an
dler

evidence to bring the case to trial. Despite the lack died, he was turned over exclusively to the CI Staff,

hard facts, Bryhn had Lygren arrested on 14 Septemétich allowed him access to Cl files to look for mate
1965. Evang was informed three days later that Hig support his theories about the Soviet conspir

ial
ACY.

secretary had been arrested and was being heldGalitsyn then went on to encourage suspicions that there

solitary confinement. During her confinement, Lygrefvere high-ranking spies planted in the West.
did admit indiscretions in Moscow with persons she

presumed were under KGB control but claimed thdihe Nosenko-Golitsyn Debate
she was never recruited. It was Golitsyn who provided the first informatig

about the KGB's “disinformation” department. Wh
CIA picked up on this, it began to assume that m
KGB operations had “disinformation” as their purpd

experience in operating against Americans, f

approached US Intelligence in Geneva, Switzerlan

June 1962. He provided information dealing with K(

Gunvor Haavik, served as secretary to the operations against Americans and other foreignersiir
Norwegian Ambassador in Moscow. the USSR. In early February 1964, Nosenko defe
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. and that most Soviet defectors were in fact “dispatched”
R ] - agents. Golitsyn also predicted that Moscow wduld
send out another defector with the specific mission of
B - undermining him and his information.
-} ™ 1
- Yuriy Ivanovich Nosenko, a Lieutenant Colonel |in
F ™ the KGB’s Second Chief Directorate with consideraple
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while accompanying the Soviet delegation to the Geneglsinformation campaigns, the Soviets themselves v
disarmament talks. evolving in the other direction. By the late 19605
new generation—less bound by the idealism of
The first CIA interviewers who met with Nosenkorevolutionary period and the suspicions of the Stali
favored cooperation with him. He was accepted aseea—were emerging as the group most often in co
defector in February 1964 and began to undergath Westerners. They proved somewhat m
intensive debriefing. One key item in this wasusceptible than their elders to recruitment offers
Nosenko’s report on the story in the USSR of Oswaltore willing to supply intelligence information.
and his flat denial that Oswald had been under KGB
direction. The Angleton Legacy and Deception
From 1963 to 1965, the Soviet Division collided w
Angleton soon converted Nosenko’s designateéingleton and his theories that any reports @
handler Chief, Soviet Russia/Counterintelligencaformation acquired from Soviet sources was likely
(C/SR/CI) Tennant Bagley, to the Golitsyn point of viewbe planted for the purposes of deceiving US intellige
The original attempt to establish Nosenko's bona fidé&uch views negated any accomplishments of
turned into a prolonged effort to break him and to leaiivision, and the Division itself was split over the iss
from him the details of his mission and its relation tof whether the Division was a victim of Sovi
possible penetration of US Intelligence and securiggrovocation and penetrations.
agencies. For the remainder of DCI McCone's tenure,
CIA held Nosenko in close confinement and periodicallfhe Trust Operation and Its Impact on the
subjected him to hostile interrogation. For 10 year§l Staff's View of Deception

part of the resources of the Counter-intelligence Stdffe GPU (forerunner of the KGB) for the purpose
to investigating the charges and counterchargdemoralization of the émigrés, specifically its monarc

harbored a Soviet double agent. only became a powerful organization, which attrad
to itself all the orthodox monarchist and anti-Bolshe

Pressure from the Clandestine Services led toeblements, but also obtained control over most of
reopening of the Nosenko case. Near the end of DCRsIssian émigrés. It not only achieved penetration
Raborn’s tenure, a Soviet Division officer laid out hishe principal anti-Soviet intelligence services &
reasons for believing that Nosenko was a bona fidequired influence over the information about So
defector and his recommendations for an imparti@ussia going to a number of European capitals, b
review in a paper that he sent to the Chief, SB Divisiohecame capable of conducting deep recon-naissar]
When no action was taken, he sent it to the DDCEurope and of committing sabotage in the realn
Toward the end of 1966, interrogation of Nosenkmternational relations. One could pose the obvi
resumed under more humane conditions. question: were there no suspicions aroused during
period lasting several years. Did it not seem suspig

Still dissatisfied at the lack of a solution, the officethat this organization, so much talked about in all

March 1967, Helms turned the Nosenko case overlieen uncovered by the Bolsheviks?

DDCI Rufus Taylor. Taylor assigned responsibility for

the case to the Office of Security, thus getting it off to aWhen the Trust ended, it had inflicted great dam
fresh start. Bruce Solie took over Nosenko’s handlingn the Russian emigre movements. Their political

Agency'’s official position. Nosenko was released frorthat, from 1927 on, its role became insignificant. |
detention in October 1968. In May 1977, CIA finallyjdamage to the European intelligence services wag
accepted Nosenko's bona fides as valid. as devastating, since for several years they were se

from their own potential real sources, were fed notid

target were handicapped by charges of plots, moles, and
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finally took his case to the DCI in December 1966. IEuropean capitals and all the émigré caberets, hafl not
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and interrogation, and in due course turned around tmdlitary capabilities were undercut to such an extent
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Paradoxically, while SB’s efforts against the Soviednd deception material, and were demoralized as a fesult
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of the apparent easiness of the work. The Trust was thaly if it had a deep penetration of the organization
cause of numerous misunderstandings between thgainst which the provocation was directed. This was
various services, which destroyed that mutuakinforced by a dictum CI Staff applied to its own

confidence which, at first, united them in their workoperations—that a deception or disinformation cpse

against the Soviets. cannot be run without controlled channels of cgm-
munications. Cl also had a deep conviction that CIA
The Monster Plan vs. The Master Plan could not have escaped the sort of penetrations that had

The CI Staff took up the doctrine of Soviet use obeen proved in other Western services.
disinformation techniques and automatically suspected
all defectors of being KGB provocateurs. By the time One extreme aspect of the plot theory was a special,
of Nosenko’s arrival, it had become virtually impossiblgigidly compartmented project that included CI Staff,
for any defector from the Soviet intelligence service tthe Office of Security, and the FBI but excluded the
establish his bona fides to the satisfaction of the CI Sta#bviet Division. Much of the work under the spedial
or the Soviet Division. project was done by junior officers, who sought|to

document given hypotheses they assumed to be valid.

The feud escalated into competing “plot” scenario$;! Staff did not reveal its suspicions to the rest of the
with CI Staff seeing a Moscow-directed conspiracy t€landestine Service, which remained unaware that Jome
subvert CIA by controlling key officials within it and quarters considered all their Soviet Bloc operatipns
with certain Soviet Division officers seeing a Cl plot tecontaminated.
undermine confidence in Agency leaders and CIAs
Soviet experts. Productive activities were inhibited foFhe Loginov Affair
long periods of time while accusations and Yuriy Loginov was a KGB illegal dispatched {o
counteraccusations about a possible Soviet-controll&éhland in 1961. Rather than establishing a fictitiqus,
“mole” in the top echelons of CIA were checked outhon-Soviet identity there as his KGB superiors had
The damage to morale lasted longer. directed, he informed the American Embassy in Helgnki

that he wished to defect. Agency officers persugded

ClI Staff's “Monster Plot” theories—developed andhim to return to the USSR instead, to serve as a [CIA
elaborated from 1962 to 1970—were based on closelgent. He maintained contact with CIA as he travgled
reasoned arguments. They began with the assumptproad on KGB missions over the next six years,
that the KGB would run a Nosenko-style provocatiodlthough his production was minimal.

After Nosenko’s 1964 detention by CIA, the poisqns
of that case contaminated the Soviet Division’s handling
o of Loginov as well. In part because Loginoy’s
l" . 3 information substantiated Nosenko's and in part because
of Golitsyn’s hold over Angleton and the Soviet
Division, prevailing CIA opinion when Logino
- appeared in South Africa in February 1967 was that he
. was a witting KGB deception agent. Told that the
Agency did not trust him, he asked permission to defect,
et only to be refused. Tipped by CIA that Loginov wap a
: ' KGB-controlled agent, South African police arrested
him in July, after promising to keep CIA’s paist
association with him a secret. Two years|of
imprisonment and interrogation followed.

Yuriy Loginvo
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In July 1969, South African officials, working throughtortuous arguments and could not find any tang|ble
the West Germans, exchanged Loginov with the KGEResults from his activities. Colby’s concern grew when
for 11 Westerners jailed in the East. According to sevella¢ discovered that Cl Staff’s theories about Soyiet
reports, Loginov resisted his forced return to the endeception and manipulation were distracting from CIA's

He died before a firing squad. efforts to gather positive intelligence informatign,
damaging the careers of good CIA clandestine
The Cold Warrior operations officers by casting doubt on their reputatipns,

Angleton was one of a few CIA officers who wasand, in the case of France, threatening the Statjon’s
granted special authority to report directly to the DClelations with the host country by spreading accusations
outside the normal chain of command. This speciabout the loyalty of the COS.
reporting authority had arisen both from the need for
tight security for sensitive activities and from each DCl's In another move, Colby stripped the Israeli accqunt
interest in keeping close control of certain matters. Toom Angleton. Colby hoped that Angleton would tgke
the new DCI William Colby, this special access posette hint and retire. Angleton fought back but the
a problem because he wanted to eliminate any possibilfiyblicity about illegal domestic surveillance, beginning
that previous loyalties did not transcend current onesith a long article by Seymour Hersh on December|22,
He solved this by firing one of the officers previousiy1974, tipped the scales.
given this special access. Angleton presented a much
bigger problem. Colby called Angleton to his office on Fridaly,

December 20, 1974, and demanded his resignation.

Colby had first tried to get rid of Angleton in earlyColby offered Angleton another assignment, to spend
1973, when as Director of the Directorate of Operatiorike rest of his career writing an extensive study of{the
he urged DCI James Schlesinger to fire thdoctrine of counterintelligence complete with case
counterintelligence chief on the ground that Angleton’studies. Colby later explained that he had assumed that
ultraconspiratorial mind was more of a liability than aAngleton would be outraged and quit. Three|of
asset to CIA. Schlesinger refused. In September 1973)gleton’s closest associates resigned at the timg he
with Schlesinger appointed as Secretary of th&as dismissed. All four were given short-term contracts
Department of Defense, Colby was named DCI. Agr granted consultant status in order to provide fof an
Colby noted in his book, however, by the time therderly transfer of counterintelligence responsibilities.
decision was his to make, he thought the Clandestine
Service had had about all the personnel turbulence itThe Cl Staff was rebuilt with new people, with many
could take and that it would see a move against Angletofthe positions filled on a rotational basis to ensufe a
as an omen of much more to come. continuing infusion of fresh personnel. Angletofn’s

immediate successor was George Kalaris, who was

Reprieved from dismissal, Angleton faced a reductiobrought in to become Acting Chief, Cl.
of his virtual autonomy. In June 1973, Colby saw to it
that the mission statement of the CounterintelligenceSeymour Hersh in &lew York Timesurticle, dated
Staff was revised and that Angleton was firmly told thdune 25, 1978, stated, “The political struggles that, to
ClI Operations component would in the future report tone degree or another, were provoked by the Sqviet
and be directed by the Directorate of Operations. Thénion after WWII left the West with a legacy of fear [of
private communications channels between the Chief 8bviet expansionism. As in any political conflict, thg¢re
Cl staff and its representatives abroad were put onangere extremists on both sides, and over the ygars
case-by-case basis, and Angleton’s control of countékngleton came to symbolize one end of the spectjum,
terrorism liaison with the FBI was also taken away. his apprehension of the Communist threat affecting all

things Russian.”

Colby has explained that he did not suspect that
Angleton and his staff were engaging in improper
activities, but that he just could not figure out what they
were doing atall. He said he could not follow Angleton’s
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FBI Counterinte"igence Programs conducted under theses counterintelligence progtams
were legitimate—indeed, the programs were in resppnse

to numerous public and even Congressional demands
for stronger action by the Federal Government. second,
to the extent that there were, nevertheless, isolpted
excesses, we have taken steps to prevent them|from
ever happening again. In this connection, Director Kglly
last December sent a memorandum to FBI personnel
strongly reaffirming the Bureau policy that: “FBI

. . ... employees must not engage in any investigative actjvi
In January of this year during the course of my initial POy gag y g v

briefing on current issues facing the Department hiCh. .COUId abridge_in any way the rights g_uargnt ed
Justice. | was informed of the existence of an F§ a citizen c_)f the United States by the Constitution pnd
“Countérintelligence Program.” under no circumstances s_haII employees_ of the I_:BI

' engage in any conduct which may result in defaming
. the character, reputation, integrity, or dignity of gny
After _ascgrtalnlng the genera_ll AR Of. thecitizen or organization of citizens of the United Statgs.”
counterintelligence programs, | directed Assistant
Attorney General Henry Peterson to form a committee

charged with the responsibility of conducting a compleg

House Judiciary Committee, Subcommittee
On Civil and Constitutional Rights, Hearings
November, 1975

Statement of the Honorable William B. Saxbe,
Attorney General of the United States

Attorney General William B. Saxbe and Fedefal
) . ureau of Investigation Director Clarence M. Kellpy
study and preparing a report for me which woul

, e {eleased today the details of certain counterintelliggnce
document the Bureau'’s activities in each of the Separ%?ograms conducted by the FBI from 1956 to 1971

ggﬂg}:&gﬁ?'}%ﬁ??ﬂmﬁ] %rlalg?\i;siozh?et féii{l t;‘;{g:':ﬁggainst several domestic and foreign-based subversive
. P ¥disruptive groups, organizations, and individualg.
three representatives from the Federal Bureau o

Investigation, selected by Director Kelley. These efforts, which carried the designation

“COINTELPRO,” were targeted against the Communist

The Committee’s report to ”."e stgted that there we Yarty U.S.A., the Socialist Workers Party, the New LEft,
seven separate programs—five directed at dome hite House groups, and Black Extremlst

organizations and individuals, and two program L . . .
9 ’ prog Srgamzatlons, as well as certain espionage operations

directed at foreign intelligence services, foreigr()Jlnd hostile foreign-based intelligence services
organizations and individuals connected with them. '

These programs were implemented at various time , I
during the period from 1956 to 1971 when all programsSThe materials released today significantly exp

. . ) on material released in December, 1973, by Dirdctor
were dlscontlrjued._ The Committee further four)d th lley concerning the counterintelligence program
3,247 counterintelligence proposals were submitted Q

which 2,370 were approved. In 527 instances, know& ?r? g %?;S.?ET;;%%SL\TE e\golent elements as part
results were ascertained. '

It is not my intention at this time to detail for you the . .
particulars of the seven programs inasmuch as you have Counte“nte”'gence ]
been provided with a copy of the committee’s report ~ Program-Background Material
which has been edited to delete national security
information. That document describes fully the activitie$he FBI's Counterintelligence Program
involved in each of the programs. I.  Introduction

The materials released today disclose that, in a smallThe FBI's counterintelligence program was developed
number of instances, some of these programs involviedresponse to needs at the time to quickly neutralize
what we consider today to be improper activities. | amrganizations and individuals who were advocating pnd
disturbed about those improper activities. However,fbmenting urban violence and campus disorder. [The
want to stress two things: first, most of the activitiesiots, which swept America’s urban centers beginrfing

117



Cl in the Turbulent 1960s and 1970s

in 1965, were quickly followed by violent disorders'show by word and by deed that rioting, looting gnd
which paralyzed college campuses. Both situations lpdblic disorder will just not be tolerated.”
to calls for action by alarmed Government leaders and

a frightened citizenry. In a second address to the Nation in just three days,
President Johnson announced the appointment|of a
Il. Tenor of the Times special Advisory Commission on Civil Disorder fo

investigate origins of urban riots. The President $aid
An Assaociated Press survey noted that, during the fitkat this country had “endured a week such that no
nine months of 1967, racial violence in 67 cities resultddiation should live through; a time of violence ahd
in 85 deaths, injuries to 3,200 people and propersagedy.” He declared that “the looting and arson gnd
damage of over $100,000,000. The February 1970 isqlender and pillage which have occurred are not pajt of
of Security Worldstated that during the period Januarg civil tights protest.” “It is no American right,” said
1 to August 31, 1969, losses specifically traced the President, to loot or burn or “fire rifles from the
campus disorders amounted to $8,946,972. rooftops.” Those in public responsibility have “an
immediate” obligation “to end disorder,” the Presid¢nt
In March 1965, then Senator Robert F. Kennedgpld the American people, by using “every means atjour
predicted more violence in the South and North afteommand....”
Congress passed voting rights legislation. Kennedy said,
“| don't care what legislation is passed—we are going The President warned public officials that “if your
to have problems...violence.” response to these tragic events is only business-as-lisual,
you invite not only disaster but dishonor,” President
A United Press International release on DecemberJahnson declared that “violence must be stoppdgd—
1967, quoted Pennsylvania Governor Raymond &uickly, finally and permanently” and he pledged “yve
Shafer as warning that “urban disaster” in the form afill stop it.”
“total urban warfare” is waiting in the wings to strike if
the race problem is not solved in the Nation’s cities. House Speaker John W. McCormick said on July|24,
1967, after conferring with President Johnson, that| the
Attorney General Ramsey Clark reported to PresideRtesident had told party leaders that “public order i the
Johnson on January 12, 1968, according to tliest business of Government.” The next day Senator
Washington Starthat extremist activity to foment Robert C. Byrd advocated “brutal force” to contain urtpan
“rebellion in urban ghettos” has put a severe strain oioting and said adult looters should be “shot on |the
the FBI and other Justice Department resources. Clapot.”
called this “the most difficult intelligence problem” in
the Justice Department. On April 12, 1968, Representative Clarence D. Long
of Maryland urged J. Edgar Hoover in a letter and |n a
A United Press International release on February 13blic statement to infiltrate extremist groups to h¢ad
1968, stated that President Johnson expected furtb#frfuture riots and said FBI Agents “could take people
turmoil in the cities and “several bad summers” befollikke Negro militants Stokely Carmichael and H. Rap
the Nation’s urban problems are solved. Brown out of circulation.”

Ill. Calls to Action TheSt. Louis Globe—Democriata February 14, 1969
editorial entitled, “Throw the Book at Campus Rioterg,”
President Lyndon Johnson said in a television addretescribed campus disorders then sweeping the Nation
to the Nation on July 24, 1967, in describing events thas “a threat to the entire university educational system.”
led to sending troops to Detroit during that city’s riotThis newspaper called on the Attorney General to “move
“We will not tolerate lawlessness. We will not endur@ow to stop these anti-American anarchists and
violence. It matters not by whom it is done, or und€Communist stooges in their tracks. He should hit them
what slogan or banner. It will not be tolerated.” Havith every weapon at his command. The Ameri¢an
called upon “all of our people in all of our cities” topeople are fed up with such bearded, anarchist creeps
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and would applaud a strong drive against them. TheyProposals for courses of action to be taken under these

have been coddled and given license to run roughshoaabgrams were subject to approval in advance, as
over the rights of the majority of college students faas to constant review, by FBI Field Office and He
too long. It is time it hit them hard with everything inquarters officials.
the book.”

Throughout the tenure of these programs, eff

On October 2, 1969, Senator Byrd said that “eventimittedly were made to disrupt the anarchistic p‘ans

in the news in the fast few days concerning activitieand activities of violence-prone groups whose publ
by militant radical groups should alert us to the newannounced goal was to bring America to its knees.
trouble that is brewing on the Nation’s college campuséise FBI to have done less under the circumstances W
and elsewhere.” Senator Byrd said that “all of us wouldave been an abdication of its responsibilities to
do well to pay heed now, and law enforcemenAmerican people.
authorities should plan a course of action before the
situation gets completely out of hand.” Let me remind those who would now criticize {
FBI's actions that the United States Capitol was bom
Attorney General William B. Saxbe today has releasdtat other explosions rocked public and private offi
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a report regarding FBI counterintelligence programsnd buildings; that rioters led by revolution

ry

The report was prepared by a Justice Departmesktremists laid siege to military, industrial, and

committee which included FBI representatives that waslucational facilities; and that killings, maiming,

d

specially appointed early this year to study and repasther atrocities accompanied such acts of violence from

on those programs. New England to California.

Since taking the oath of office as Director on July 9, The victims of these acts of violence were hun
1973, | also have made a detailed study of these sabwngs-men, women, and children who looked to

FBI counterintelligence programs. FBI and other law enforcement agencies to protect Ilheir

lives, rights, and property. An important part of

The first of them—one directed at the CommunigEBI's response was to devise counterintellige

Party, USA—was instituted in September, 1956. Nongrograms to minimize the threats and the fears
of the programs was continued beyond April, 1971. fronting these citizens.

The purpose of these counterintelligence programsin carrying out its counterintelligence programs,
was to prevent dangerous, and even potentially dead®Bl received the personnel encouragement of my
acts against individuals, organizations, and institieitizens both within and without the Government. Mg
tions—both public and private—across the United Sate&mericans feared for their own safety and of th

Government. Others were revolted by the rhetori¢

They were designed to counter the conspiratorigiolence and the acts of violence that were bg
efforts of revolutionary elements in this country, as wefpreached and practiced across our country by hard
as to neutralize extremists of both the Left and the Rigletxtremists.
who were threatening and in many instances fomenting
acts of violence. | invite attention to the gravity of the problems th

existed, as well as the need for decisive and effe

The study which | have made convinces me that tlewunteraction by the criminal justice and intelliger
FBI employees involved in these programs actecommunities.
entirely in good faith and within the bounds of what
was expected of them by the President, the Attorneyl want to assure you that Director Hoover did
General, the Congress, and the American people. conceal from superior authorities the fact that the

was engaging in neutralizing and disruptive tac

Each of these counterintelligence programs bore tlagainst revolutionary and violence-prone groups.
approval of the then Director J. Edgar Hoover. example, in a communication concerning
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revolutionary organization that he sent to the there questioning whether it exists on the Madigson
Attorney General and the White House on May 8, 1958ampus.” The faculty members said that “the acts |of a
Mr. Hoover furnished details of techniques utilized bjew must not be allowed to endanger the rights pnd
the FBI to promote disruption of that organization. privileges of all members of the academic community.

A second communication calling attention to The New York Timagported on October 11, 197

regular investigative operations concerning this saninited States” and noted that the Senate Subcom
revolutionary organization was sent to the Attornegn Internal Security recently heard four days|of
General designate and the Deputy Attorney Generédstimony on four bills aimed at “crushing the urbjan
designate by Mr. Hoover on January 10, 1961. guerillas” including one “that would make it a crime(to
belong to or aid organizations advocating terrorism, fand
Mr. Hoover also sent communications to the themvould prohibit the publication of periodicals that
Attorneys General in 1965, 1967, and 1969 furnishirggdvocate violence against police and the overthroyv of
them information regarding disruptive actions the FBhe Government.”
was employing to neutralize activities of certain Rightist
hate groups. The President's Commission on Campus Unregt in
detailing “the law enforcement response” noted that “it
| have previously expressed my feeling that the FBIlis an undoubted fact that on some campuses thene are
counterintelligence programs had an impact on the crisegen and women who plot, all too often successfully to
of the time and, therefore, that they helped to bring abduirn and bomb, and sometimes to maim and kill. [The

a favorable change in this country. police must attempt to determine whether or not such a
As | said in December, 1973: plot is in progress, and, if it is, they must attempf to
thwart it.”

“Now, in the context of a different era where peace
has returned to the college campuses and revolutionary  Finally, Allan C. Brownfeld, a faculty member at the
forces no longer pose a major threat to peace and yniversity of Maryland, writing itChristian Economics
tranquility of our cities, some may deplore and ey ary 11, 1970, on “The New Left and the Polifics
condemn the FBI' use of a counterintelligence of Confrontation” noted that “in many instances, thpse
program—even against hostile and arrogant forces tremists who h f ted disorder h b .
which openly sought to destroy this nation. e.x remls S Who have Tomented disorder "ave eqn in

violation of state and Federal Statutes.” But, Mr.

“| share the public's deep concern about the citizens Brownfeld noted. “What is often missing is the will fo
right to privacy and the preservation of all rights prosecute and to bring such individuals before the{ bar
guaranteed under the Constitution and Bill of Right.”  of justice.” Mr. Brownfeld’s article was subcaptiongd

“A Society Which Will Not Defend Itself Against
My position remains unchanged. Anarchists Cannot Long Survive.”

After the August 24, 1970, bombing at the Universit)V. Appropriations Testimony
of Wisconsin, Madison, a group of faculty members
called for disciplinary action against students involved On February 10, 1966, FBI Director J. Edgar Hooyver
in disruption and violence. In a statement delivered testified regarding the Ku Klux Klan, saying that “the
the Chancellor, 867 faculty members said “the risinBureau continues its program of penetrating the Klgn at
tide of intimidation and violence on the campuses il levels and, | may say, has been quite successful in
the last few years has made normal educational athoing so. The Bureau’s role in penetrating the Klan|has
scholarly activities increasingly difficult. There has beereceived public attention due to the solution of the brutal
a steady escalation of destructiveness that hamirders of Viola Luizzo in Alabama, Lieutenant Colonel
culminated in an act of homicide. Academic freedonbbemuel A. Penn in Georgia and the three civil rights
meaning freedom of expression for all ideas andorkers in Mississippi. We have achieved a numbar of
viewpoints, has been steadily eroded until now mamther tangible accomplishments in this field, mos{ of
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which are not publicly known but are most significant. McCarthyism in which we close our eyes to evide

Discussion off the record to follow. and some compelling necessities of domestic
international security.”

V. Public Support of the Counterintelligence

Program

Central Intelligence Agency

Following acknowledgement that the FBI had a Mail opening§8
counterintelligence program, syndicated columnist

Victor Riesal wrote on June 15, 1973, “no apologlegspeCtor General's Survey of the Office of

are due from those in the highest authority for secret X
g ty ecurityAnnex lI

developing a domestic counterrevolutionary intelligenc
strategem in early 1970.” Mr. Riesel detailed the record
of “dead students,” “university libraries on flames,” and
“insensate murdering of cops,” and concluded “it would

have been wrong not to have attempted to counter thtélr;[ -I(;ht')s ?r:oj%:;f.'s a ?esnsmv_e r_na:g;t; r_cept progy
sheer off-the-wall terrorism of the 1969-70 bomiy o cd BY the Lce 0 ecurity in I respons

seasons. And it would be wrong today. No one negdrgquest from the SR Division. Under the origi
apologize for counterrevolutionary action.” project, named SGPOINTER, representatives of

Office of Security obtained access to mail to and fi
g1e USSR and copied the names and addresse
addressers. In 1955 the DD/P transferred
{gsponsibilities in his area for this program from

Project SGPOINTER/HTLINGUAL

“Our reaction is that we are exceedingly glad h
ordered it,” wrote thést. Louis Globe—Democrat a
December 11, 1973, editorial on the counterintelligen

program. This newspaper noted that “the Feder

Bureau of Investigation under the late J. Edgar Hoov E(panded, and its name was _changed to HGLINGU
nce then the program has included not only copy

conducted a three-year campaign of counterintelligen r%Tormation from the exteriors of the envelone. but 2
‘to expose, disrupt, and neutralize’ the New Lefl . X . PE, 9
pening and copying selected items.

movement...” and that “many of these New Left group%
were doing everything they could to undermine the
Government and some of them resorted to bombings

street riots, and other gangster tactics. Others Waq %Pa roval svstem and has no separate funds
war on police across the Nation and on our system oOf . P Y . P o
rious components involved have been carrying

justice. Still others disrupted the Nation’s campuse art o :
ir responsibilities as a part of their normal sf

The Nation can be thankful it has a courageous a . . .
strong leader of the FBI to deal with the serious threaf@ncuons' Specific DD/P approval was obtained

. . o certain budgetary practices in 1956 and for
posed by New Left groups during this period. establishment of a TSD lab in 1960, but the nor

rogramming procedures have not been followed
the project as a whole. However, the DCI, the DL
nd the DD/S have been aware of the project sing
ception and their approvals may thus be inferred

ivision to the CI Staff, the program was gradus

2. The activity cannot be called a “project” in t
al sense, because it was never processed th

On June 18, 1974, Eugene H. Methvin, Senior Edit
The Readers Digestestified before the House
Committee on Foreign Affairs regarding terrorism and
noted, “...the FBI's counterintelligence program againé?
the extremist core of the New Left was a model of
sophisticated, effective counter-terrorist law )
enforcement action first developed and applied with> follows. Mail 10 and from the USSR and ot

. : . . countries are processed through the branch offig
devastating effect against the Ku Klux Klan in the mid aGuardia Airport in New York City. The post

1960's. In that context the strategy won great publici chorities agreed to a screening of mail by Age

and praise; yet now we have the Attorney Generre resentatives at this central point, and office s
condemning it. In the current climate of justifiabl aps been established there for tf?reeA onc officerE
revulsion over Watergate, we are in danger of crippliﬁ% gency A

law enforcement intelligence in a hysteria of revers

3. The mechanics of the project can be summa;I:zed

hce
and

am
b {0
hal
the
om

5 and
the
SR

Ily
AL.
ing
Iso

he
rough
The
out
aff
for
the
mal
for
D/P,
e its

er
e at
il
ncy

ace
and

ne representative of the postal service. As m4il is

121



Cl in the Turbulent 1960s and 1970s

D
2

received it is screened by the Agency team and thad be paid for it. The Office of Security should revi
exteriors of the envelopes are photographed on the site policy in this regard.
The volume being photographed at the time of the
inspection was approximately 1,800 items per day.6. The principal guidance furnished to the intercepion
From this total the Agency team selects approximatdlgam is the “watch list” of names compiled by the|Cl
60 items a day which are set aside and covertly removetff. Names may be submitted by the SR Divisjon,
from the post office at the end of the day. These atwe FBI, the CI Staff, or the Office of Security. The list
carried to the Manhattan Field Office (MFO) and during revised quarterly to remove names, no longef of
the evening they are steamed open, reproduced and tilerest, and it ranges between 300 or 400 names.| The
resealed. The letters are replaced in the mails tlis itself is not taken to the LaGuardia post office, and
following morning. The films are forwarded to thethe three team members have to memorizqg it.
Office of Security at headquarters and thence to the Beadquarters has compared the actual watch list
Staff, where dissemination is controlled. intercepts with the photographs of all exteriors, and there
has not been a case of a watch list item having been
4. The total flow of mail through the LaGuardia postissed by the interceptors. Of the total items opeped,
office is not screened. The intercept team can woabout one-third are on the watch list and the otherg are
there only when the postal representative is on dusglected at random. Over the years, however, the
which is usually the normal five-day, 40-hour weekinterceptors have developed a sixth sense or intuition,
Mail, of course, is received and processed at the pasid many of the names on the watch list were placed
office 24 hours a day, seven days a week. Thus mublere as a result of interest created by the ranflom
of the overseas mail is simply not available for screeningpenings. A limited amount of guidance is given| in
Registered mail also is not screened because itsjgecific area or topical requirements, but this is not yery
numbered and carefully controlled; however, osatisfactory. The interception team has to rely largely
occasion, it has been possible to remove and processits own judgment in the selection of two-thirds|of
individually items on a priority basis. In such cases the openings, and it should have more first-hand
has been necessary to hold up the entire pouch until kKm@wledge of the objectives and plans of operatignal
letter is replaced. components, which levy the requirements. Informafion
is now filtered through several echelons and is morge or
5. Three Security officers at the MFO work full-timeess sterile by the time it is received in New York.
on the project, and one clerical employee helps. Most
of the officers’time is spent at the LaGuardia post office 7. One of the uncertainties of the project is lack of
screening and photographing the exteriors of envelomgzecific knowledge concerning early agreements With
and supervising the actual openings during the evenimpgstal authorities and any commitments, which [the
Several of the regular investigators of MFO have bed&gency may have made. Senior postal authoritigs in
cleared to work on the project, and overtime has be#ashington approved the earlier phases of the actjvity.
authorized up to eight hours per pay period for eadfhere are no documents to support this, however. After
employee involved. The normal evening sessions ate initial acceptance of the project by postal authorifies,
from 5:00 to 9:00 PM. This is a highly efficient way tdiaison responsibilities were transferred to the Office of
get the job done and the investigators enjoy the woBecurity and have since been handled by the chigf of
and appreciate the opportunity to earn overtime paylFO. The designated liaison officer for the pogtal
There is some question, however, concerning tlservice is the head of its Inspection Service in New Yprk.
administration of overtime pay. The Office of Securityrhe Agency has been fortunate in that the same pefsons
has ruled that overtime will not be paid to any persdmave been associated with the project since its incegtion.
who takes leave, sick or annual, during the week withiDetails of agreements and conversations have not peen
which the overtime is worked. This means that an officeeduced to writing, however, and there is now sgme
who is ill after having worked his evening tour mustincertainty as to what the postal authorities may have
nevertheless come to the office or forfeit his overtimeeen told or what they might reasonably be expected to
pay. It also means that an officer who is sick in theave surmised. This is important because the New fork
week cannot afterward work his scheduled evening sHificility is being expanded in the expectation that jwe
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will continue to have access to the mail. The very natuvgthdraw from the operation until his successor cquld
of the activity, however, makes it impossible at this poiriie evaluated.
to try and have a firm understanding with postal
authorities. There thus seems to be no alternative exce. For the past four years processing of open |
to continue relying on the discretion and judgment dias been limited to reproduction of the contents and
the persons involved. analysis at headquarters. In February 1960, howgver,
the Chief of Operations, DD/P, approved the
8. The postal representative designated to work wihstablishment of a TSD laboratory to make techriical
the interceptor team at LaGuardia is a relatively juni@xaminations of the correspondence. The T/O fon the
but highly intelligent mail clerk. He probably suspectsinit is one GS-14 chemist, one GS-11 assistant angl one
but has not been informed that the Agency is sponsori@§-5 clerk/secretary with flaps and seals experiehce.
the program. He is not a member of the postal InspectiénGS-11 has been hired and trained for the sehior
Service, but reports to it on matters concerned with tipesition, and a GS-9 is being sought for the other glot.

the local chief of the Inspection Service that the covédee in the same building as MFO. The objectives of|the
of this individual would be improved if he could belab group will be (a) examination of correspondence
made a part of the service to which he reports. Becauee secret messages, (b) detection of USSR censorship
of the mail clerk’s long association with the activity itechniques and development of better operatignal
should be assumed that he knows our basic objectiveethods to avoid such technigues, and (c) an increase
On the other hand, there is no evidence that he has emethe quantity and quality of the present operatigns.
communicated this knowledge to his New YorKTSD has shown considerable enthusiasm for the actjvity,
supervisors. It is possible, of course, that key postabt only because of the obvious contributions which,
officials in New York and Washington suspect the truenight be made to the intelligence effort, but also becquse
nature of the activity and have decided not to make &roffers a workshop to test some of the equipment which
issue of it so long as they are not required officially tdSD has developed.
sanction it. In any event, the success of the project

depends upon the cooperation of the mail clerk becausd0. Although an inspection of participating DDJP
mail cannot be removed without his knowledge. If heomponents is beyond the scope of this survey| the
should be replaced it would probably be necessary agtivity cannot be viewed from the Office of Securjty
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alone. DD/P responsibilities for the activity now restomponents is an effective security device and shpuld
with the CI Staff and are discharged by the Projectse continued, but we believe that it is nevertheless
Branch, a unit with 15 positions devoted full time tanecessary that exact cost figures be developed to permit
processing the film and reproduced correspondendigency management to evaluate the activity.
The T/O includes four senior analysts who have broad
language capabilities, and a group of junior analysts14. There is no coordinated procedure for presenting
who handle material in English. Also included is aimnformation received through the program; edch
IBM key punch operator who makes the IBM indexcomponent has its own system. The Office of Seclirity
cards for Cl files. The clerical staff has had limitedndexes selected portions of the information in|its
language training to facilitate the transliteration oBecurity Records Division. The CI Staff indexes the
Russian for indexing. As the reproduced letters ampened mail as well as a large percentage off the
received by the Projects Branch, they are analyzed gpiabtographed exteriors. The SR Division maintaing its
dissemination proposed. This dissemination is subjemivn file system, and the information sent to SR Divigion
to review by the Acting Chief, CI Staff, and extremeby the ClI Staff is frequently indexed by the Records
care is given to protecting the source. Integration Division while it is in transit. The FBI |s
one of the largest customers and it is assumed that it
11. The SR Division is the project’s largest customeaiso indexes the material it receives. The same material
in the Agency. Information from the CI Staff flows tocould thus be recorded in several indices, but thefe is
the SR Support Branch and from there to the operatioma assurance that specific items would be caugit in
branches. It may include items...of interest on conditiomgdinary name traces. The CI Staff uses its IBM inflex
inside the country. In our interviews we received theards to make fan-folds which are distributed monthly,
impression that few of the operational leads have evguarterly, and semi-annually on a need-to-know basis.
been converted into operations, and that no tangible
operational benefit had accrued to SR Division as aresultlt5. The general security of the project has always
of this project. We have noted elsewhere that the projdmten maintained at a very high level. When intelligence
should be carefully evaluated, and the value of theformation is disseminated the source is concealed and
project to SR Division should be one of primaryno actions can be taken until a collateral source is found.
consideration. The Office of Security has not obtained full clearantces
on post office personnel with whom it is dealing. This
12. Dissemination to the FBI are approximately equahould be done in the case of the mail clerk who ¢
to those made to SR Division. Since the information jgresumed to know much of what is going on. Ano
largely domestic CI/CE, it is not difficult to concludeoversight is the absence of any emergency plan fof use
that the FBI is receiving the major benefit from thisf the project should be exposed and time prevented
project. consultation with headquarters. On the whole, secuirity
has been exceptionally good.
13. The annual cost of this activity cannot be estimated
accurately because both administration and operationd 6. Probably the most obvious characteristic of|the
have always been decentralized. The costs are budgeienfect is the diffusion of authority. Each unit|is
by the contributing components as a part of their reguleesponsible for its own interests and in some areas there
operating program. The expenses of the New Yoik little coordination. The Office of Security has fulll
facility are absorbed by the Office of Security as a parésponsibility for the operation of the New York facility,
of the Manhattan Field Office budget. The cost of thfor liaison and coordination with postal authorities, and
new lab, including personnel and equipment, will béor related matters. The CI Staff is the focal point of the
borne by TSD. The Project Branch of the CI Staff, thBD/P interests. TSD will be responsible for the
largest unit involved, is budgeted as a regular stgfiersonnel and equipment in the new lab, although the
component of the CI Staff. Administrative costs withidab will be under the administrative jurisdiction of MFD.
the headquarters component of SR Division and tf#R Division requirements are forwarded through|Cl
Office of Security are included in their regular budgets.
This dispersal of costs throughout the budgets of other

124



Cl in the Turbulent 1960s and 19

70s

Staff to the Office of Security, but SR Division has little  Recommendation No. 41.:
knowledge of the capabilities of the interceptor group;

interceptors have even less knowledge of the over-alla. The DD/P and the DD/S direct a coordinated

aims and objectives of the SR Division. There is nevaluation of this project, with particular emphasis
single point in the Agency to which one might look forcosts, potential and substantive contribution to
policy and operational guidance on the project as/Agency’s mission.

whole. Contributing to this situation is the fact that all

of the units involved are basically staff rather than b. An emergency plan and cover story be prep

command units, and they are accustomed to workingfior the possibility that the operation might be blown.

environments somewhat detached from the operational

front lines. Because each of the units accustomed to

this type of limited participation, there has been no FBI Mail opening
friction and cooperation has been good. The greatest

disadvantages of this diffusion of authority are (&) thefigroduction and Major Facts

can be no effective evaluation of the project if no officer The Fg|, like the CIA, conducted several mail open
is concerned with all its aspects, and (b) there is Rpograms of its own within the United States. Ei

central source of policy guidance in a potentially,ograms were conducted in as many cities betwy

embarrassing situation. the years 1940 and 1966; the longest was operated
. one period of suspension, throughout this entire twe

17. We do not advocate a change in the methodsf year period; the shortest ran for less than six we
operation, nor do we believe that the responsibilities g yse of this technique was initially directed aga
the participating components should be diluted, but wge aAxis powers immediately before and during Wq
feel that the activity has now developed to the poiiyar jj, but during the decade of the 1950s and the

that clear command and administrative channels for thgf of the 1960s all of the programs responded ta
over-all project are essential. We also believe that@,reau’s concern with Communism.

formal evaluation of the project is required.

At least three more limited instances of FBI m

18. Operational evaluation should include appening also occurred in relation to particular espior
assessment of overall potential. It is improbable th@hses in the early 1960s.

anyone inside Russia would wittingly send or receive

mail containing anything of obvious intelligence or gjgnificant differences may be found between the
political significance. It should also be assumed thgtaj opening programs and those of the CIA. First
Russian tradecraft is as good as our own and that Russigiieq purposes of the two sets of program gene
agents communicating with their headquarters woulgfiects the agencies’ differing intelligence jurisdictig
have more secure channels than the open mails. Onghe Fpg programs were, in the main, fairly narroy
other hand, many seemingly innocent statements Cgffected at the detection and identification of fore
hqve intelligence s_lgnn‘lcance. Comments concemningegal agents rather than the collection of fore
prices, crop conditions, the weather, travel plans, @psitive intelligence. Thus, no premium was placec
general living conditions can be important. Nointercephe |arge-scale collection of foreign intelligen
program can cover the entire flow of m_all, and the berﬂformaﬁon per se; in theory (if not always in practig
that can be done is to develop techniques which Wiy information that might reasonably be expecte
provide a highly selective examination of a smalhyoyide leads in counterespionage cases was so
portion.  With the limitations imposed by budgetarjzecause of this, the total volume of mail openec
and personnel ceilings, as well as by policgyreay programs was less than that in the (
considerations, it must be recognized that the fullograms. An equally important factor contributing
potential of this project is not likely to be developedine smaller volume of opened mail lay in the selec
However, it do.es provide a basic apparatus which coydieria used in several of the FBI's programs. Th
be expanded if the need arose. criteria were more sophisticated than the random
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from the Director) received prior approval at the highesiperated covertly, by virtue of deception, or,
levels of the Bureau. They were evaluated and hadrtonimum, lack of candor on the part of intelligen
be reapproved at least annually. Several of themefficials.
unlike the CIA's New York project—were discontinued
on the basis of unfavorable internal evaluations. ThisAlthough the FBI relied on more sophisticat
high degree of central control clearly mirrored theelection criteria in some of their programs, moreo
organizational differences between the FBI and the ClaAne again sees the same type of “overkill,” which
and is not limited to mail opening operations alonénherent in any mail opening operation. These critd
Finally, there is less evidence that FBI officialsvhile more precise than the methods used by the
considered their programs to be illegal or attempted teere never sufficiently accurate to result in the oper
fabricate “cover stories” in the event of exposureof correspondence to or from illegal agents alg
Bureau officials, for the most part, apparently did ndhdeed, even by the Bureau'’s own accounting of its
focus on questions of legality or “flap potential”’successful program, the mail of hundreds of Ameri
strategies; they did not necessarily consider them to ¢itizens was opened for every one communication
legal or without the potential for adverse public reactioffed to an illegal agent. And several of the FBI progrd
they simply did not dwell on legal issues or alternativéid not employ these refined criteria: mail in the
strategies at all. programs was opened on the basis of methods 1
more reminiscent of the CIA's random and Watch L
In some respects, the Bureau’s mail opening progrageria.
were even more intrusive than the CIAs. At least three
of them, for example, involved the interception and In the FBI programs one again sees the tendeng
opening of entirely domestic mail—that is, mail serthis technique, once in place, to be used for purp
from one point within the United States to another poiatutside the agency’s institutional jurisdiction. Wh
within the United States. All of the CIA programs, bythe Bureau has no mandate to collect foreign pos
contrast, involved at least one foreign “terminal.” Thantelligence, for example, several of the programs
Bureau programs also highlight the problems inhereintfact result in the gathering of this type of informati
in combining criminal and intelligence functions withinMore seriously, the record reveals for a second timg
a single agency: the irony of the nation’s chief lawase with which these programs can be directed in
enforcement agency conducting systematic campaigagainst American citizens: the Bureau programs, de
of mail opening is readily apparent. their counterespionage purpose, generated at least
information of a strictly domestic nature, about crimi
Despite their differences, however, the FBI magctivity outside the national security area, a
opening programs illustrate many of the same themsgnificantly, about antiwar organizations and th
of the CIA programs. Like the CIA, the FBI did notleaders.
secure the approval of any senior official outside its

programs. While these programs, like the CIA'shoththe FBI's and the CIAs programs is this: that trai
involved the cooperation of the Post Office Departmeitelligence officers in both agencies, honeg
and the United States Customs Service, there is perceiving a foreign and domestic threat to the sec
evidence that any ranking official of either agency wasf the country, believed that this threat sanctione
ever aware that mail was actually opened by the FRBlven necessitated—their use of a technique that

Watch List methods used by the CIA; they enableSimilarly, there is no substantial evidence that any
trained Bureau agents to make more reason@desident or Attorney General, under whose office|the
determinations, on the basis of exterior examinatiof | operates, was contemporaneously informed of the
of the envelopes, as to whether or not thprograms’existence. As in the case of the CIA, effprts
communications might be in some sense “suspectere also made to prevent word of the programs from
Third, the FBI mail opening programs were much moneaching the ears of Congressmen investigating possible
centralized and tightly administered than the ClArivacy violations by federal agencies. The recard,
programs. All but one (which resulted in a reprimantherefore, again suggests that these programs were
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not authorized by any president and was contrary tothey also generated substantial positive foreigi
law. They acted to protect a country whose law and intelligence and some essentially domestig
traditions gave every indication that it was not to be intelligence about United States citizens. Fof

“protected” in such a fashion.

The most pertinent facts regarding FBI mail opening

may be summarized as follows:

(a) The FBI conducted eight mail opening
programs in a total of eight cities in the United
States for varying lengths of time between 1940
and 1966.

(b) The primary purpose of most of the FBI mail
opening programs was the identification of foreign
illegal agents; all of the programs were established
to gather foreign counterintelligence information
deemed by FBI officials to be important to the
security of the United States.

(c) Several of these programs were successful
in the identification of illegal agents and were
considered by FBI officials to be one of the most
effective means of locating such agents. Several
of the programs also generated other types of
useful counterintelligence information.

(d)In general, the administrative controls were
tight. The programs were all subject to review by
Headquarters semiannually or annually and some
of the programs were terminated because they
were not achieving the desired results in the
counterintelligence field.

(e) Despite the internal FBI policy which
required prior approval by Headquarters for the
institution of these programs, however, at least one
of them was initiated by a field office without such
approval.

(H Some of the fruits of mail openings were
used for other than legitimate foreign counter-
intelligence purposes. For example, information
about individuals who received pornographic
material and about drug addicts was forwarded to
appropriate FBI field offices and possibly to other
federal agencies.

(g) Although on the whole these programs did
not stray far from their counterespionage goals,

example, information was obtained regarding twg
domestic anti-war organizations and governmen
employees and other American citizens whdg
expressed “pro-communist” sympathies.

(h) A significant proportion of the mail that was
opened was entirely domestic mail, i.e., the point
of origin and destination were both within the
United States.

(i) Some of the mail that was intercepted was
entirely foreign malil, i.e., it originated in a foreign
country and was destined to a foreign country, an
was simply routed through the United States.

() FBI agents opened mail in regard to
particular espionage cases (as opposed to gene
programs) in at least three instances in the ear
1960s.

(k) The legal issues raised by the use of mai
opening as an investigative technique wereg
apparently not seriously considered by FBI
officials while the programs continue. In 1970,
however, after the FBI mail opening programs hag
been terminated, J. Edgar Hoover wrote that ma
opening was “clearly illegal.”

() At least as recently as 1972, senior officials
recommended the reinstitution of mail opening
as an investigative technique.

(m) No attempt was made to inform any
Postmaster General of the mail openings.

(n) The Post Office officials who were contacted
about these programs, including the Chief Posta
Inspector, were not informed of the true nature o
the FBI mail surveys, i.e., they were not told that
the Bureau contemplated the actual opening
mail.

(0)The FBI neither sought nor received the
approval of the Attorney General or the Presiden
of the United States for its mail opening programs
or for the use of this technique generally.
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(p) Although FBI officials might have informed  B. Survey No. 1
Justice Department attorneys that mail was opened Survey No. 1 operated in a total of six cities for varyjng
in two or three particular espionage cases and lengths of time between 1959 and 1966. It involyed
might have informed an Attorney General of some the opening of certain outgoing mail to selected cities
mail screening operations by the Bureau, no in Europe, Asia, and the Americas, and was considered
attempt was made to inform the Justice to be the most successful of all the FBI mail operjing
Department, including the Attorney General, of programs. Its purposes, as summarized in a 1961 FBI
the full extent or true nature of these operations. memorandum, were two: “(1) to identify persons

corresponding with known espionage mail dropg in

(g) There is no evidence that any President of Europe, and (2) to identify persons in the United States
the United States ever knew of any ongoing FBI who are directing letters to possible mail drops in Europe
mail opening program. and whose letters appear to be the product of an illegal

agent.®

Description of FBI Mail Opening Programs

The eight FBI mail opening programs are summarizedSurvey No. 1 was first instituted in New York City ¢n
below. October 1, 1959, as a direct result of knowledge|the
FBI had recently acquired about the means by which
A. Z-Coverage foreign illegal agents communicated to their princigals

Z-Coverage, the first and the longest-running FBI madlbroad. Once in operation, Bureau agents, in a s¢cure
opening program, originally involved the opening ofoom at Idlewile Airport's Airmail Facility screene
mail addressed to the diplomatic establishments of Axisore than 425,000 letters from the United Statep to
powers in Washington, D.C.; in later years, mail comingoints in Western Europe each wéegelected items
to similar establishments of several Communist natioastotal of 1,011 in seven ye&rswere returned to th
was targeted. The stated purpose of the program videsw York Field Office for opening and photographing
“to detect individuals in contact with theseprior to reinsertion into the mailstream. In August 1961,
establishments who might be attempting to make contadter nearly two years of operation in New York, HBI
for espionage reasons, for purposes of defecting or whificials believed that Survey No. 1 was so successful
might be illegal agents.” that it was extended to four additional cities—Bostpn,

Los Angeles, Seattle, and Washington, B-Gwvhere

This program was initiated in 1940, before the Unitedoverage included mail not only to European cities|but
States entry into World War I, with FBI agents whdo Asia and the Americas as well. Survey No. 1 as
had been trained in the technique of “chamfering” (madllso extended to Detroit on a sixty-day trial basi
opening by representatives of an allied country’April 19621°
censorship agency.)It was suspended after the war

opening and photographing, and returned to the Posade at Headquarters to terminate the program in
Office prior to delivery. In 1959, Z-Coverage wagities because of “unproductivity and manpower
extended to New York City as well. As implemented ineeds.** After February 1963, therefore, Survey No.

New York, about 30 to 60 letters addressed to Gratddperated only in New York and Washington. In these
Central and Lenox Hill Post Offices each day fotwo cities the annual evaluatidhgontinued to praise
opening and photographing at the New York Fielthe effectiveness of Survey No. 1 and it was continued
Office.* Some registered mail sent to theséo operate at both locations until all of the mail opering
establishments was opened as well. programs were terminated in mid—1966.

Despite its perceived success at both locations,
Z-Coverage was terminated in July 1966.
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C. Survey No. 2 mail using the secure cover of their diplomat

Survey No. 2 operated in New York City, Detroit,employmeng!
and San Francisco for varying lengths of time between

c

March 1961 and March 1962; its purpose was againThis program was apparently an outgrowth of the
the location and identification of illegal agetitsNo. 2  Bureau’s coverage of mail to various other diplomatic

was, in essence, an inverse No. 1: incoming mail &stablishments in New York (Z-Coverage). Althou
urban postal zones in which illegal agents were believéid precise genesis is undocumented, one of

gh
the

likely to reside was screened and opened, on the basiticipants in the program recalled that the idea

of the same criteria used in Survey No. 1, in an attemptiginated with another agent, then involved w
to intercept the other half of the communication linkZ-Coverage, who felt that existing coverage W
between illegal agents and their principals. Since mailadequate and should be expartiedHeadquarters
coming into these postal zones was screened irrespectubsequently approved the idea, and, on June 25,
of the point of origin much of the mail that was opene&urvey No. 3 was instituted in New York.
was entirely domestic méa.
Each working day for the next year, a single ag
Survey No. 2 originated as an outgrowth of No. 1. from the New York office went to the Grand Cent
was firstimplemented on March 8, 1961, in postal zoné%st Office where a postal clerk brought him all
23, 24, and 25 in New York City, with Post Officemail that was addressed to the Post Office box of
employees rather than Bureau agents screening thetargeted diplomatic establishment—approximately
coming mail® The Post Office personnel were briefedetters per day, according to the agent who was assi
by the FBI as to the selection criteria but were ndb this task® On the basis of a list of about thir

informed of the true nature of the program. When theadiplomatic officials, which was compiled from publjc

discovered a suspect communication, it was turned ovaurce information, the agent segregated the
to the FBI and, without their knowledge, opened andddressed to these officials and carried the lette
photographed at the field office before being returneestimated by him to average five or six per’tiato

to the mailstream. On the basis of “test” letters sent Itlge New York office for opening and photographing.

the Bureau, however, their performance was judged
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inadequate and, in September 1961, FBI agents replace8urvey No. 3 was not considered to be successfll by

the postal workers in screening the rtfail. the Bureau and was discontinued on June 26, 196

In October 1961, the program was also extended 6 Survey No. 4
both Detroit (zone 31 and the Hamtramck dfead Survey No. 4 was conduced in Miami, Florig
San Francisco (all mail sent to that city from New Yorlbetween January 1963 and July 1966. It involved
and Washington) on a trial ba¥is. screening and opening of certain airmail from Mia

and San Juan, Puerto Rico, to two Latin Ameri

Survey No. 2 was considered unsuccessful in all gbuntries for the purpose of locating clandest
these cities and was consequently discontinued @g@ammunications in particular espionage céses.
Detroit and San Francisco in February 1962, and in New

York—after a total of approximately 2,350 letters had Survey No. 4 developed from an espionage cag
been openéél—on March 9, 1962 which the Bureau had learned that a Latin Ameri

intelligence agent who operated in the United St
D. Survey No. 3 but whose true identity was unknown, was un

Survey No. 3 was conducted in New York City frominstructions to transmit material to his country
June 1963 to June 1964, and involved the opening iofelligence service by mail. In order to intercept t
mail (irrespective of point of origin) addressed to knowagent's written communications, Bureau officials

or suspected intelligence agents employed atHeadquarters formulated a plan to screen and selec'Liver

diplomatic establishment. The purpose of Survey Nopen mail from San Juan and Miami to that cou
3 was to detect contacts of an intelligence nature withtilizing their knowledge of its intelligenc
these agents, who, FBI officials believed, received suciorrespondence, and on December 21, 1962,
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authorized the Miami Field Office to implement thestatutory authority under which Customs conducte]i its
progranv® propaganda inspectidh. Contact was subsequently
made with officials of the Post Office and, with their
While the program was initially instituted as aassistance, No. 5 Survey recommenced at the Rihcon
response to a single espionage case, it soon develofadex Post Office on July 7, 1965.
into a more generalized survey to detect clandestine
communications from any suspected espionage agenm\pproximately 13,500 items of mail were screened
working for the same country. Its scope was furthém two hour periods each day by Bureau agents who
broadened on December 9, 1963, when the Miami offiparticipated in this prografh. A daily average of 50 tq
was instructed to cover mail from that city to anothet00 of these letters were returned to the San Frangisco
Latin American country as wéll. Field Office for opening and photographing prior to their
reinsertion into the mailstreath.
Bureau agents in Survey No. 4 screened between
12,000 and 20,000 letters per day at the Biscayne Annesurvey No. 5 was terminated on January 24, 1966,
Post Office in Miam#?® A total of 400 letters were “for security reasons involving local changes in postal
opened? either in the Post Office itself, or, when secrgbersonnel *
writing or microdots were suspected, in the FBI
Laboratory in Washington, to which they were flowrG. Survey No. 6
for more sophisticated examination before reinsertionSurvey No. 6 was also conducted in San Francisco,
into the mailstreart. operating from January 1964 until January 1966. This
program involved the screening and opening of outgping
Survey No. 4 was considered to be successful bugil from the United States to the same Far East Asian
was terminated along with other FBI mail openingountry; it was essentially an inverse Survey No. 5. [The

programs, in July 1966. stated purposes of Survey No. 6 were to obtain forgign
counterintelligence information concerning Americans
F. Survey No. 5 residing in the Far East Asian country; to detect effprts

Survey No. 5 was the first of three FBI mail openingp persuade scientists and other persons of Asian dgscent
programs which were conducted in San Francisco arasiding in the United States to return to that country; to
directed against Asian communists and thetevelop information concerning economic and sofial
sympathizers. It began in September 1954 amdnditions there; and to secure information concerfing
continued until January 1966. This survey originallgubjects in the United States of a security interest t¢ the
involved the physical inspection of third and fourth clasBureau who were corresponding with individuals in that
propaganda from a Far East Asian country; after Augussian country®
1956, incoming first class letter mail was selectively
opened and photographed as well. The stated purpoda June 1963, the New York Field Office had extengled
of this program was to identify individuals in the Unitedts Survey No. 1 coverage to include airmail destined
States who, because of the nature of their foreidor Asia, which was then handled at the same locdtion
contacts, were believed to constitute a threat to thdhere European mail was processed. When Post Qffice
internal security of the Untied Stafés. procedures changed a few months later, and the Asian

mail was routed through San Francisco rather than New

Like the CIA's New Orleans and Hawaiian mailYork, Headquarters instructed the San Francisco office
intercept projects, Survey No. 5 was initially ario assume responsibility for this coverage. The program
extension of the Customs Service examination aperated, with one period of suspension, for two ygars
propaganda material entering the United States framtil January 24, 1966, when it was terminated for|the
abroad. Customs Service cooperation ceased, howesame security reasons as the Survey Nb. Bigures
on May 26, 1965, as a result of the Supreme Courdis to the volume of mail screened and opened cgnnot
decision in Lamont v. Postmaster General of the Unité reconstructed.
States, 381 U.S. 301 (1965), which invalidated the
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H. Survey No. 7 Seven Special Agents are assigned to [Surv
Survey No. 7 was conducted in San Francisco from No. 1] on a full-time basis. The survey operates
January to November 1961. It involved the screening days a week and personnel work on rotating 8
and opening of mail between North Americans of Asian hour shifts.... Personnel assigned to the surve
descent for the purpose of detecting Communist work under the guise of Postal Inspectors and a
intelligence efforts directed against this coufitry. known to Post Office personnel as Posta

Inspectors working on a special assignment....

Survey No. 7 evolved from the Survey No. 5 and

particular espionage cases handled by the San Francisco ...[B]y arrangement with the postal officials,
Field Office. Without instructions from Headquarters, [mail] pouches to destinations in which we have
that office initiated a survey of mail between North indicated interest are not sealed but are placed |n
Americans of Asian descent in January 1961, and front of the [Survey No. 1] room. The [Survey
informed Headquarters of the program shortly after it No. 1] personnel then take the bag into the roon,
was implemented. On February 28, 1961. Headquartersopen the pouch, untie the bundles, and review the
officials instructed San Francisco to terminate the mail. Any suspect letters are held aside and the
program because the expected benefits were notrest are rebundled and returned to the pouch. The
believed to justify the additional manpower required pouch is then closed and placed outside the dogr
by the FBI Laboratory to translate the intercepted to the room on a mail skid. Postal employees then
letters® The San Francisco Field Office was permitted take that pouch, seal it with a lead seal and plade
to use this source when it was deemed necessary int aside for, or turn it over to, the carrier....
connection with particular espionage cases, but even
this limited use proved unproductive. It was terminated It should be noted that the mail must be turned
on November 20, 1961, after a total of 83 letters had over by the Post Office Department to the carrie
been openef. one hour before departure time....

I.  Typical Operational Details ...Each day, one of the Agents is selected as fa
The specific operational details of the eight programs courier, and when the opportunity presents itself
described above obviously varied from program to he returns to the Field Office with the suspecteq
program. The New York Field Office’s conduct of communications. At the Field Office, he or
Survey No. 1 represented a pattern that typified theseanother Agent who has been trained by the Buregu
programs, however, in terms of mechanical aspects suchin certain technigues opens the communicationg.
as the physical handling of the mall itself. In August The envelope and its contents are photographed. ..
1961, before the extension of Survey No. 1 to Boston, There will be instances where the Field Office,
Los Angeles, Seattle, and Washington, D.C., the New upon opening the communication, may deem i
York Office was instructed to describe the operation advisable to immediately notify the Bureau and
details of this survey as implemented in that city for the possibly fly it by courier to the Bureau for
benefit of field officers in the four additional cities. A examination by the Laboratory. Before making
memorandum was subsequently prepared for any arrangements to fly the communication to the
distribution to these cities, pertinent portions of which Bureau, the Field Office should consider the timg
are reproduced below: the examination will take and the time the
suspected communication may be placed back i
[Survey No. 1] in New York is located in a secure the mail without arousing any suspicion on the

=]

room at the U.S. Post Office Airmail Facility, New part of the addressee.
York International Airport, Idlewild, New York....
This room...measures approximately 9 feet wide After the communication has been photo-

by 12 feetlong and...is locked at all times, whether ~ graphed and resealed, the courier returns to the
or not the room is in use...Postal employees have  airport and places the suspected communication
no access to this room which is known to them as  in the next appropriate outgoing pouch examined
the Inspector’'s Room. in the [Survey No. 1] Room. If time permits, the
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pouch is held in the room until the suspected In Surveys No. 5 and No. 6, the San Francisco Hield
communication is returnéed. Office was responsible for conducting “name chedgks”
on all individuals sending or receiving mail that had
A device developed by the FBI Laboratory andbeen opened. If, on the basis of the name check gr the
maintained at participating field offices facilitated thdéext of the letter itself, it was determined that the
opening process. While this device was relativeiptercepted letter had intelligence value, a copy of|the
simple, it was not as primitive as the kettle and stidktter (if written in English) or of the translation (jif
method utilized by the CIA agents who opened mail written in a foreign language) was placed in the main
the New York project and allowed for greater efficiencyfiles of the San Francisco office. That office was dlso
The FBI's opening process was reported to take onlyesponsible for paraphrasing the contents of lettels in
second or two for a single lettérin contrast to five to which other field offices may have had an intelligemce
fifteen seconds for the CIA. According to one of thinterest, and disseminating the information to them|n a
agents involved, special training in the use of this devicganner which would not reveal the true source of|the
was given at the field office rather than at Headquarteisformation. Except for letters written in a foreign
and only on one or two days duratiéim contrast to language, photographs of which were sent| to
the week-long training sessions required of CIA mailVashington for translation, copies were not sent to
openers. Headquarters unless the letter was of particularly great
intelligence value.
Filing and internal dissemination procedures also
varied somewhat from program to program. Id. Other Instances of FBI Mail opening
Z—Coverage, the negatives of the photographic copiesn addition to the eight mail surveys described in
were filed at the field offices in New York andsections A through H above, it has also been alleged
Washington for approximately one year aftethat a Bureau agent actively participated in the C|As
interception, after which time they were destroffed. Hawaiian mail intercept project during the mid-195Q’s.
If the developed prints were believed to contain valuabléhe CIA representative in Honolulu who conducted this
counterintelligence information, they would beoperation stated that an FBI agent assisted him in
disseminated to appropriate supervisors within the fietibening and photographing incoming mail from Akia
office for placement in a confidential central file or dor a period of two months in early 19%5.No
particular case file. In the latter case, the true soursepporting Bureau documents could be located to
would be disguised by an informant symbol, althouglepnfirm this participation, however.
as one supervisor in the New York office noted, the
nature of the source would be clear to those familiarAside from generalized surveys of mail, sevgral
with Bureau operatiorts. isolated instances of mail opening by FBI agents
occurred in connection with particular espionage cdses.
No index was maintained of the names of all senddtsvas, in fact, a standard practice to attempt to opei the
and/or addressees whose mail was intercepted, as wel of any known illegal agent. As stated by one forfer
maintained by the CIA in the New York project. In rar®ureau intelligence officer: “... anytime...we identifigd
cases when a letter was considered to be of exceptiomalillegal agent...we would try to obtain their méil.’
counterintelligence value, a photograph would be sdfRBI agents were successful in this endeavor in at [east
to Headquarters as well. As a general rule, howevihree cases, described below.
there was no dissemination, either of the photographs
themselves or of abstracts of the letters to other fieldl. Washington, D.C. (1961)
offices?¢ One isolated instance of mail opening by FBI agénts
occurred in Washington, D.C., in 1961, preceding |the
These procedures generally applied to Survey Noldcal implementation of Survey No. 1. This cdse
and Survey No. 2 as well, but in these two surveys thevolved the opening of several items or correspondg¢nce
photographs of intercepted letters were dated afrdm a known illegal agent residing in the Washingjon
numbered, and one copy or abstract was placed imr@a to a mail drop in Europe. The letters, which were
control file maintained by each participating field officereturned to the FBI Laboratory for opening, were
intercepted over a period in excess of six mafiths.
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2. Washington, D.C. (1963-64) knowledge and training in the espionage field. The fqcus
A second mail opening project in regard to a particulavas apparently on mail from individuals rather thHan
espionage case occurred for approximately one and oneganizations, and typewritten letters were consid¢red
half years in Washington, D.C., in 1963 and 1964, imore likely to be from foreign agents than handwritten
connection with the FBI's investigation of known Sovietetters®® In March 1959, however, the FBI was ablq to
illegal agents Robert and Joy Ann Baltch. This castevelop much more precise selection criteria through
was subsequently prosecuted, but the prosecution vihe identification and subsequent incommunicado

ultimately dropped in part, according to FBI officialsinterrogation of an illegal agent. During the course

because some of the evidence was tainted by use of thisinterrogation by Bureau agents, he informed the
technique?® of the instructions and he and other illegal agents |
given when corresponding with their princip#is

3. Southern California Particular characteristics on the outside of the envel

A third isolated instance of mail opening occurred ithe advised them, indicated that the letter may be f

a southern California city for a one to two-month perioduch an agent.

in 1962. This project involved the opening of

approximately one to six letters received each day by aArmed with a knowledge of these “indicators,” t
suspected illegal agent who resided nearby. THeBI agents involved in Z-Coverage were capable

suspected agent’'s mail was delivered on a daily basistwre selective and accurate means of identifying sug
three FBI agents who worked out of the local residesbmmunications. Survey No. 1 and Survey No. 2 W

FBI office, and was opened in a back room in thaxpressly developed to exploit this knowleéig&Vhile

office Survey No. 1 also utilized a Watch List which consis

of the addresses of known or suspected mail d
Nature and Value of the Product abroad, as well as the (generally fictitious) name
A. Selection Criteria known or suspected foreign intelligence agénthe

Those FBI mail opening programs which wergrimary selection criteria in both Surveys No. 1 3
designed to cover mail to or from foreign illegal agentislo. 2 were the “indicators” about which the Burg
utilized selection criteria that were more refined thatearned in early 1959.
the “shotgun” methdd used by the CIA in the New
York intercept project. Mail was opened on the basis By means of the “indicators,” the Bureau did, in f3
of certain “indicators” on the outside of the envelopeglentify three illegal agents through these progrdm
that suggested that the communication might be to But even by the Bureau’s own accounting of the nun
from an illegal agent. The record reveals, however, that letters that were opened in the programs, it is g
despite the claimed success of these “indicators” that the mail of hundreds of innocent American citiz
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locating such agents, they were not so precise aswas opened and read for every successful lead

eliminate individual discretion on the part of the agentsbtained® The random element in the selection prog
who opened the mail, nor could they prevent the openimgas never eliminated: although FBI officials
of significant volumes of mail to or from entirely Headquarters instructed agents in the field to select
innocent American citizens. Mail in those programietters with multiple “indicators” on their faégthe
which were designed for purposes other than locatiffiggld agents frequently opened letters with but ¢
illegal agents, moreover, was generally opened on thiadicator,” which could often be of such a comm

basis of criteria far less narrow and even more intrusiveture that it could be found on most letters maile
than these “indicators.” the United State.
1. The Programs Based on Indicators One of the FBI agents who opened mail stated

Before 1959, the FBI had developed no effectivhe was trained in counterespionage work generally,
means to intercept the communication link between the identification of the indicators specifically, b
illegal agents and their principals. In Z-Coveragehe conceded that in the final analysis “it was strictly
selection was originally left to the complete discretiomwn judgment” as to which items would be selected
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of the agents who screened the mail based on thepening® Perhaps as a result of such persgnal

133



Cl in the Turbulent 1960s and 1970s

discretion on the part of participating agents, Survesome of the results of these programs as set {

genuine counterespionage informafibn. numbers of entirely personal communications with
counterintelligence value at all.
In short, knowledge of the indicators did not enable

than was previously possible, but this knowledge wé reconstructed.
not so precise as to totally eliminate the discretion—or

bias—of the agents involved. B. Requests by Other Intelligence Agencies
No large-scale requirements were levied upon
2. The Latin American-Oriented Program FBI's mail opening programs by any other intelligen]

used by a foreign intelligence service for receivin§urvey No. 1.
clandestine communicatiofis. The “indicators”

discussed above were not utilized in this or the Asian-In July 1960, Bureau Headquarters originally rejed
oriented mail opening programs. the recommendation of the New York Field Office

Survey No. 5 and Survey No. 6 both employed sevemogram?’” Headquarters then wrote: “Due to t
general categories as selection criteria: extremely sensitive nature of the source..., the Bu
is very reluctant to make any contacts which cg

(a) Letters to or from a university, scientific, or possibly jeopardize that source. Therefore, the Bu
technical facility; will not make any contact with CIA to request from
[such a]... The Bureau will, however, continue to ej

(b) Letters to or from a doctor; every effort to obtain from CIA the identities of all su

mail drops in the normal course of operatidiis.”

(c) Letters to or from selected Security Index
subjects residing in the United States; Within six months of this rejection, howeve
Headquarters officers changed their minds: Dor
(d)Letters to or from an Asian country where Moore, head of the Espionage Research Branch
certain scientific activities were reportedly taking Sam Papich, FBI liaison to the CIA, met with C

Survey No. 1 and to exchange lists of known

inform the CIA of Survey No. 1 in order to obtain frgm
3. The Asian-Oriented Programs it a list of known mail drops in Europe for use in the

orth

No. 1 generated essentially domestic intelligence ontalow® is not necessarily an accurate assumption) there
least two American antiwar organizations as well agas obviously ample room for the capture of lafge

no

the Bureau to be more precise in the selection of mailThe selection criteria utilized in Survey No. 7 canpot

the
ce

In Survey No. 4, which involved the interception obgency. Bureau officials, in fact, severely restricted
mail to two Latin American nations, letters were selectddhowledge of their programs within the intelligengce
for opening on the basis of lists of (a) known fictiiougommunity; only the CIA knew of any of the bureal’s
names used by illegal agents to address correspondgmogirams, and officers of that agency were formally
to their principals, and (b) accommodation addressadvised about the existence of only one of the eight,
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place; representatives in January 1961, to inform them of

or

(e) Letters to or from individuals who were suspected mail dros. CIA provided the Bureau wit

and the name and address of one Communist
(f) Letters believed to emanate from an Asian member in Western Europ all of which were

observed by the agents opening the malil, (which, given

known to be “turncoats” from the Korean conflict; a list of 16 mail drops and accommodation addregses

arty

Communist intelligence service based on covers subsequently furnished the New York office for inclusjon
of which the FBI was aware; and in Survey No. 1 coverage. The exchange of this
information did not evolve into a reverse Project Hunter,
(g) Letters indicating illegal travel of Americans  however. While the Agency may have contributefl a
to denied areas in Asia. small number of additional addresses or names during
the next five years, no large-scale levy of genéral
Even if one assumes that these guidelines were striathtegories or specific names was ever made by the CIA
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or solicited by the FBI. According to Donald Moore,Z-Coverage was utilized valuable information of

the particularized nature and objectives of Survey Nmtelligence nature was obtained’™.

1, especially when contrasted with the CIAs New York

project, precluded active CIA participation in the Inevaluating the program during the 1950s and 19

program?* Bureau officials have rated it highly in terms of {
counterintelligence results it produced. W. Raym

an

K0S,
he
bnd

While there is no other evidence that any members Wfannall, former Assistant Director in charge of the

the intelligence community knew of or ever leviedomestic Intelligence Division, testified about ty

0]

requests on the Bureau’s mail opening programs, thegecific examples of mail intercepted in Z-Covergge

did receive sanitized information from these programshich revealed attempts on the part of individualg

when deemed relevant to their respective needs by thes country to offer military secrets to foreig
Bureau’ government$ In the first case, the FBI intercepted

letter in July 1964, which was sent by an employe
C. Results of the Programs an American intelligence agency to a foreign diplom

In terms of their counterespionage and counteestablishment in the United States. In the letter,
intelligence raison d'etre, several of the Bureau’smployee offered to sell information relating to weap
programs were considered to be successful by FBystems to the foreign government and also expre
officials; others were concededly ineffective and weran interest in defecting. The Defense Department
consequently discontinued before the termination of albtified, conducted a potential damage evaluation,
remaining FBI surveys in 1966. Significantly, some ofoncluded that the potential damage could represt
the surveys also generated large amounts of “positivedst to the United States Government of tens of milli
foreign intelligence—the collection of which is outsideof dollars. In the second case, which occurred in
the Bureau’'s mandate—and information regarding tHE964, an individual on the West Coast offered to s¢
domestic activities and personal beliefs of Americaforeign government tactical military information f
citizens, at least some of which was disseminated with#60,000.
and outside the FBI. The Bureau surveys did remain
more focused on their original goal than did the CIA Survey No. 2—Survey No. 1 was considered to
programs. But in them—whether because the selectione of the most successful of all the Bureau mail ope
criteria were overbroad, or because these criteria wggrams. In New York and Washington, a total of th
not scrupulously adhered to, or both—one again sedlegal agents—the identification of which has be
the tendency of mail opening programs to produagescribed by one senior FBI official as the most diffig
information well beyond the type originally sought. task in counterintelligence wolk—were located

through No. I7 In addition, numerous letters we

1. Counterintelligence Results discovered which contained secret writing and/or W

Five of the eight FBI mail opening programs—addressed to mail drops in Western Europe. Su
Z-Coverage, Surveys 1, 4, 5, and 6—were clearly sebdlo. 1 in Boston, Los Angeles, Seattle, and Detroit
to have contributed to the FBI's efforts in the area afot successful, however, and as noted above,
counterintelligence. The relative success of thegBscontinued in those cities on the basis
programs, in fact, led many Bureau officials to conclud@inproductivity and manpower needs.”
that mail opening—despite its legal status—was one of
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the most effective counterespionage weapons in theirSurvey No. 4—Survey No. 4 resulted in th

arsenal? The primary value of these five programs tadentification of the illegal agent whose presence in|the
the Bureau is summarized below: United States had originally motivated development of
the survey. In addition, this program led to the detedtion

Z-Coverage—A lack of pertinent documentary andof a second intelligence agent operating in this country
testimonal evidence prevents a meaningful evaluatiand to the discovery of approximately 60 items| of

of Z-Coverage during World War 11, but a 1951correspondence which contained secret writing either
memorandum reflecting the Washington Field Office'®n the letter itself or on the envelope containing |the

recommendation for its reinstitution noted that “whildetter’

135



Cl in the Turbulent 1960s and 1970s

=

Survey No. 5—FBI officials have testified that Survey personal informatioff. As noted above, Headquartgrs
No. 5 was a very valuable source of counterintelligenckid not believe that this coverage justified the additignal
(and interrelated positive intelligence) information abouhanpower necessary to translate the items and thg¢ San
an Asian country. W. Raymond Wannall stated that iErancisco Field Office was so advised.
“principal value probably related to the identification
of U.S. trained scientists of [Asian] descent who were 2. “Positive” Foreign Intelligence Results
recalled or who went voluntarily back to [an Asian Although the FBI has no statutory mandate to gather
country].’® Because of this, he continued, the FBI wagositive foreign intelligence, a great deal of this typix of
able to learn vital information about the progress drfitelligence is generated as a byproduct of several of
weapons research abrdad. the mail opening programs and disseminated in sanifized

form to interested government agencies. In an annual

Survey No. 6—Survey No. 6 was also believed to bevaluation of Survey No. 5, for example, it was writtgn:
a valuable program from the perspective of
counterintelligence, although it was suspended for a This source furnishes a magnitude of vital
nine-month period because the manpower requirementsnformation pertaining to activities with [an Asian
were not considered to outweigh the benefits it country]; including its economical [sic] and
produced. Through this survey the FBI identified industrial achievements.... A true picture of life
numerous American subscribers to Asian communistin that country today is also related by the
publications; determined instances of the collection of information which this source furnished reflecting
scientific and technical information form the United life in general to be horrible due to the lack of
States by a foreign country; and recorded contactsproper food, housing, clothes, equipment, and th
between approximately fifteen Security Index subjects complete disregard for a human person’g
in the United States and Communists abféad. individual rights®

D

The Other Programs-Three of the FBI's programs  Another evaluation stated that this program had
were not believed to have produced any significadeveloped information about such matters as the “glans
amount of counterintelligence information. Bureaand progress made in construction in railways, locatjons
officials testified that they “had very little success irf oil deposits, as well as the location of chemical plants
connection with [Survey No. 3F® and it was and hydraulic works® It continued: “While this is 0
consequently discontinued after one year of operatiom interest to the Bureau, the information has
Similarly, no positive results were obtained througtisseminated to interested agencies.” Survey No. 6 pven
Survey No. 2 in any of the three cities in which iidentified, through the interception of South Ameridan
operated. Although the San Francisco office, fanail routed through San Francisco to an Asian country,
example, opened approximately 85 new cases as a rasuiherous “[Asian] Communist sympathizers” in Lafin
of Survey No. 2, all of these cases were resolved withchinerica®
the identification of any illegal agents, which was the
goal of the progrartf. As one Bureau official stated in  Wannall explained that “as a member of
regard to Survey No. 2: “The indicators were good, biritelligence community, the FBI [was aware] of the
the results were not that god#.'t, too, was terminated positive intelligence requirements [which were]
after approximately one year of operation. secularized within the community in the form of what

was known as a current requirements list, delinedting

Finally, the results of Survey No. 7, which waspecific areas with regard to such countries that
initiated without prior approval by Headquarters, weraeeded, or information concerning which was negded
also considered to be valueless. Of the 83 lettdrg the community. So we contributed to the oveyall
intercepted in the program, 79 were merely exchangeammunity need® He conceded, however, that the
of personal news between North Americans of AsidrBl itself had no independent need for or requirement
descent. The other four were letters from individuals bo collect such positive intelligenée. Just as the CI
Asia to individuals in the United States, routed throughmail opening programs infringed on the intelliger|ice
contacts in North America, but were solely devoted farisdiction of the FBI, therefore, so the FBI programs
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gathered information which was without value to thénternal Authorization and Controls
Bureau itself and of a variety that was properly within While the FBI and the CIA mail opening prograins

the CIAs mandate. were similar in many respects, the issues of authorizgtion
and control within these agencies highlight their
3. Domestic Intelligence Results differences. The pattern of internal approval for the

In addition to counterespionage information an€lA mail opening programs was inconsistent at bst:
positive foreign intelligence, the FBI mail openingthe New York project began without the approval| of
programs also developed at least some information tbfe Director of Central Intelligence; at least tyo
an essentially domestic nature. The collection of thiBirectors were apparently not even advised of] its
type of information was on a smaller scale and less diratistence; and it is unclear whether any Director kjew
than was the case in the CIAs New York project, fothe details of the other mail opening programs.
none of the FBI programs involved the wholesal@&dministrative controls in most of the CIA projects,
targeting of large numbers of domestic political activistespecially the twenty-year New York operation, wgre
or the purposefully indiscriminate interception of mailclearly lax: periodic reevaluation was non-existent and
Nonetheless, the Bureau programs did produce domestjeerational responsibility was diffus&d.Probably a
intelligence. An April 1966 evaluation of Survey No.a function of the FBI's contrasting organizational
1, for example, noted that “organizations in the Unitesgtructure, the mail opening programs conducted by the
States concerning whom informant [the survey] haBureau were far more centrally controlled by senior
furnished information include...[the] Lawyersofficials at Headquarters. With one significant
Committee on American Policy towards Vietham, Youtlexception, the FBI mail programs all received pii
Against War and Fascism...and othéfs.” approval from the highest levels of the Bureau, up to

and including J. Edgar Hoover, and the major aspects

An evaluation of the Survey No. 5 stated that thef their subsequent operation were strictly regulated by
program had developed “considerable data” aboofficials at or near the top of an integrated chain of
government employees and other American citizemm®mmand.
who expressed pro-Communists sympathies, as well
as information about individuals, including AmericarA. Internal Authorization
citizens, who were specifically targeted as a While the documentary record of FBI mail openihg
consequence of their being on the FBI's Securitgrograms is incomplete, that evidence which does éxist
Index®® Examples of the latter type of informationreveals J. Edgar Hoover’s explicit authorization for the
include their current residence and employment aridllowing surveys:

“anti-U.S. statements which they have made.”
—The extension of Survey No. 1 to Los

Another evaluation of a Bureau program noted that Angeles, Boston, Seattle, and Washington, D.C|,
that program had identified American recipients of on August 4, 196%,
pornographic material and an American citizen abroad
who was a drug addict in correspondence with other —The re-authorization of Survey No. 1 in New
addicts in the New York City aréa;t indicated that York, on December 22, 196%;
information about the recipients of pornographic
material was transmitted to other field offices and stated —The re-authorization of Survey No. 1 in New
that “pertinent” information was also forwarded to other York and Washington, D.C., on April 15, 1966;
Federal agenciés.

—The extension of Survey No. 2 to three

Given the ready access which Bureau agents had toadditional postal zones in New York and its
the mail for a period of years, it is hardly surprising that implementation with FBI rather than Post Office
some domestic intelligence was collected. Indeed, bothemployees, on August 31, 19631.and
logic and the evidence support the conclusion that if
any intelligence agency undertakes a program of mail —The institution of Survey No. 6 in San
opening within the United States for whatever purpose, Francisco, on November 20, 1963.
the gathering of such information cannot be avoided.
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The documentary evidence also reveals authorizatioparticular. The former heads of the Espionage Resgarch
from former Associate Director Tolson and/or the formeBranch at Headquarters and of the Espionage Division
Assistant Director in charge of the Domestic Intelligencat the New York Field Office both believe the formel|to
Division, Sullivan, for the following surveys: be the casé' the Section Chief of the section fat

Headquarters out of which the program was run testfied
—The extension of Survey No. 1 to Detroit on tothe lattet? Even if Hoover only approved the genefal
April 13, 196214 concept of such a project, however, he was soon aware
of the program, and, as noted above, authorized its
—The extension of Survey No. 2 to Detroit on extension to four additional cities in August 1961.

October 4, 1961%

Survey No. 7 was initiated by the San Francisco Hield

—The re-authorization of Survey No. 2 in New Office on its own motion without prior approval from

York on December 26, 196%; and Washington. When Headquarters was advised of the

implementation of this progra#, ranking FBI officials

—Administrative changes in the filing immediately demanded justification for it from the Fi¢ld
procedures for the Survey No. 5 on June 28, Office!** subsequently determined the justification|to

196317 be inadequate, and ordered its termination gs a

generalized survey® The last sentence of the

Further, unsigned memoranda and airtels fronmstruction to end the program warns: “Do not initigte
Headquarters, “Director, FBI,” authorized the extensioauch general coverage without first obtaining spegific
of Survey No. 2 to San Francisco on October 18, 861,Bureau authorityt
and the institution of Survey No. 4 on December 21,

19621 Bureau procedures normally require that such Unlike most of their CIA counterparts, then, it appefars
memoranda and airtels must be seen and approvedtigt the Bureau's mail opening programs were—With
at least an Assistant Director, and there is no reasonaie clear exception—personally approved by the
assume that this did not occur in these instances. Director before their implementation, and at the highest

levels of the organization before major changes in their

Despite the absence of some authorizing documentgeration. In the one certain case where pfior
witness testimony is consistent—and often emphatic-Headquarters approval was not secured, the field office
on the point that unwritten Bureau policy required dvhich implemented the programs was reprimandefd.
Edgar Hoover’s personal approval before the institution
of a new mail opening program or even the initial usB. Administrative Controls by Headquarters
of mail opening as a technique in specific espionageFBl Headquarters exerted tight, centralized congrol
cased’® The approval of at least the Assistant Directapver the mail opening programs in other ways as well.
for the Domestic Intelligence Division, moreover, wa®One manifestation of this control was found in the
required for the periodic re-authorization or theperiodic evaluations of each program required of eyery
extensions of existing mail surveys to additional citieparticipating field office for the benefit of Headquartgrs.
as well as for their termination, upon theln general, written evaluations were submitted
recommendation of the field office involved. The onlysemiannually for the first few years of the operation of
surveys for which this policy was apparently violateé program in a city; and annually theredfterThese
were Survey No. 7 and possibly—though this igvaluations frequently contained such headingq as:
unclear—Survey No. 1. “Origin;” “Purpose;” “Scope;” “Cost;” “Overall Value;”

and “Operation of Source.” Every field office was also

The testimony of senior FBI officials conflicts onobligated to determine whether the counterintelligence
whether Hoover actually authorized the formabenefits from each program justified its continuation in
institution of Survey No. 1 in New York in 1959, orlight of manpower and security considerations; on|the
whether he merely approved the general concept obasis of this recommendation and other information
mail opening program utilizing the recently acquirecdupplied, Headquarters then decided whether tq re-
knowledge of the “indicators,” but not Survey No. 1 irauthorize the program until the next evaluation pefiod
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or order its termination. The net effect of this system af/ithin the FBI
periodic reexamination was that FBI officials were far Officials of the Domestic Intelligence Division at
better informed than were CIA officials of the true valuédeadquarters carefully controlled knowledge gnd
of the programs to their organization. It was difficuldissemination procedures of their mail opening
for a program to continue unproductively without thgerograms within the FBI itself. Knowledge of the
knowledge of the highest ranking officials of the Bureawperations was strictly limited to the Domestic
as noted above, several programs—Surveys No. 2,I8telligence Division. The Criminal Division, f
and 7—were in fact discontinued by Headquarteexample, was never advised of the existence of (and so
before 1966 because the results as set forth in thever levied requests on) any of these programs, but an
evaluations were felt to be outweighted by other factorimternal memorandum indicates that it may have
received information generated by the programs without
Also in contrast to the CIA mail opening programsbeing advised of the true soufée.Some FBI witnessep
the Bureau programs were conducted at the field leva$signed to espionage squads which were engaged in
with Special Agents who were experienced imail opening even testified that they were unawarg of
intelligence work and given detailed instruction®other mail opening programs being conducted
regarding the “indicators” and other selection critéfia. simultaneously by other espionage squads in the same
No control procedure could ever eliminate the individudleld office 12
discretion of these agents—ultimately, selection was
based on their personal judgment. But HeadquartersThe direct dissemination of the photographic copies
ensured through the training of these agents that their letters or abstracts between field offices was
judgment was at least more informed than that of th@ohibited, but Headquarters avoided some of|the
Office of Security “interceptors” in the CIA's New York problems caused by restricted knowledge in the CIA
project, who were neither foreign intelligence expertprograms by requiring the offices to paraphrase|the
nor given guidance beyond the Watch List itself as twontents of letters in which other field offices might
which items to seleét® At both the Field Office and have an intelligence interest and disseminate(the
the Headquarters levels, moreover, responsibility for theformation to them in sanitized form.
operation of the programs was not diffused, as it was in
the CIA's New York project but was centralized in the Thus, control over the major aspects of the programs
hands of experienced senor officials within a singlevas concentrated at the top of the FBI hierarchy [o a

chain of command. degree far greater than that which characterized the|CIA
programs. With few exceptions, senior officials|at
C. Knowledge of the Mail opening Programs Headquarters initially authorized the programs,

maximized central influence over their actual operatjon,
restricted knowledge of their existence within the
Bureau, and regulated the form in which informatjon
from them should be disseminated.

External Authorizations
Despite the differences between the FBI's and|the
CIAs mail opening programs with regard to interpal
authorization, the respective patterns of authorization
outside the agencies were clearly parallel. There is no
direct evidence that any President or Postmaster General
was ever informed about any of the FBI mail openjing
programs until four years after they ceased. While fwo
Attorneys General may have known about some agpect
of the Bureau’s mail interceptions—and the record i
not even clear on this point—it does not appear that
any Attorney General was ever briefed on the full scope

Wiliam Sullivan
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of the programs. Thus, like the CIA mail opening David Stephens-Henry Montague testified that prigr
programs, the Bureau programs were isolated evirthe 1959 implementation of Z-Coverage in New YqrKk,
within the executive department. They were initiateathen he was Postal Inspector in Charge of that region,
and operated by Bureau officials alone, without thiee was instructed by Chief Postal Inspector D4vid
knowledge, approval, or control of the President or histephens to cooperate with Bureau agents in their

cabinet. proposed program of special “mail covet¥.” As
Montague recalls, Stephens approved the “mail coyer”
A. Post Office Department operation and left the mechanical arrangements Up to

The FBI mail opening programs, like those of thbim. Donald Moore has also testified that Stephens

that the FBI actually opened first class mail. Stephens was ever informed that mail would act
be opened by Bureau agents in either program.
1. Postmasters General
There is no evidence that any Postmaster General waldenry Montague—Postal Inspector in Charge of the
ever briefed about any of the FBI mail openindNew York Region, Montague followed David Stepheps’
programs, either by the FBI directly or by a Chief Postaistructions to cooperate with the FBI regarding|Z-
Inspector. Henry Montague, who as Chief Post&overage and made the necessary mechanical
Inspector was aware of the mail cover (as opposedaoangements within his office. He stated, howeyer,
the mail opening) aspect of several Bureau prograntisat he was told by the Bureau representatives who ¢ame
stated that he never informed the Postmaster Gendoasee him, including Donald Moore (whose testimgny
because he “thought it was our duty to cooperate in tligsconsistent)?® that this was a mail cover rather thap a
interest, and really, | did not see any reason to run to tmail opening operatiot¥’ He was simply informeg
Postmaster General with the problem. It was not throutifat the Bureau had an interest in obtaining direct adcess
design that | kept it away from... the Postmastdo particular mail for national security reasons and that
General.... It was just that | did not see any reason tis cooperation would be appreciated. While he realjzed
run to [him] because he had so many other probléfs."that even this type of access was highly unusual, he
agreed because “.. they knew what they were looking
2. Chief Postal Inspectors for; we did not.... [T]hey could not give any nameq to
It is certain that at least one and probably two Chidtie Postal Service, as far as | knew, for mail to 1pok
Postal Inspectors were aware of the fact that Burefr.... [P]erhaps they knew who the agent might b, or
agents received direct access to mail, and in one caseething of this sort, which knowledge was not qurs
permission may have been given to physically remoaad which, at that time, | did not feel was in our province
letters from the mailstream as well, but there is no diret question.*?® Montague also acknowledged that
evidence that any Chief Postal Inspector was eveuring his tenure as Postal Inspector in Charge of the
informed that FBI agents actually opened any mail. New York Region, he may have known of an HBI
operation at Idlewild Airport (Survey No. 1) as wsll,
Clifton Garner—Clifton Garner was Chief Postal but stated that he had no “positive recollection” &P it
Inspector under the Truman administration during the
period when Z-Coverage may have been reinstituted ilMAs Chief Postal Inspector from 1961 to 1949,
Washington, D.C. No FBI testimony or documentdflontague personally authorized Postal Service
however, suggest that his approval was sought priordooperation with the Bureau’s programs in at least fwo
this reinstitution, nor can he recall being contacted ligstances, and in one case possibly approved the removal
Bureau officials about such a progr&h. of selected letters by Bureau agents to a point oufside
the postal facility in which they worked. According fto
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a 1961 FBI memorandum, it was recommended urvey No. 4 in June focused more on the new Postal
Bureau officials and approved by Director Hoover thategulations regarding mail covers that were issued apout
Postal officials in Washington should be contacted “tthat time than on the Senate hearitiysRegardless o
explore the possibility of instituting” Survey No»*2. his motivation, Montague asked the Assistant Pgstal
In February of that year, Donald Moore met withinspector in charge to ascertain the details of the Mfami
Montague about this matter, explaining only—operation; the procedures were described to this ppstal
according to both Moore and Montague—that thefficial by representatives of the Miami Field Offi
program would involve screening the mail and that @épparently without mention of the fact that mail
was vital to the security of the countfy. The fact that actually opened; and the Assistant Postal Inspgctor
the FBI intended to open selected items was apparentbported back to Montague, who found them to| be
not mentioned. Because he “felt it was our duty tacceptable and did not withdraw his support for fthe
cooperate with the Agency which was responsible faurvey!4
the national security in espionage cas&siMontague
agreed to assist the Bureau. On this occasion, howevelMontague has stated that he was never informed that
he indicated that he would prefer to have post&BI agentsin Survey No. 4 or in any of the other Burpau
employees rather than FBI agents conduct the “covepfograms intended to or actually did open first class
since “it was our position that whenever possible...thmail. This testimony is supported by that of Donfld
mail should remain in the possession of the Postiloore, who on at least two occasions was the Bufeau
Service.* representative who sought Montague’s cooperation for
the programs. Moore does not believe that he evel told
Less than two years later, Montague did allow BureaMdontague that mail would be open¥#;he said,
agents to screen mail directly in Survey No. 4. A 196@oreover, that it was “understood” within the Burgau
FBI memorandum noted that the FBI liaison to the Postat Postal officials should not be informiéd.Of his
Office approached him on December 19 to secure hiseeting with Montague about Z-Coverage, for exal
approval for the Bureau’s plan to cover mail from MiamMoore stated: “I am sure | didn't volunteer it to hi

approving the screening aspects of the project aadntacted Postal officials concerning the mail progr
knowing that mail left the custody of postal‘it was understood that they would not be told [that
employees?® but cannot recall whether or not hemail opening was contemplated}?”’
specifically granted his permission for flying certain
letters to Washingtot¥® He testified, in any event, that Montague, for his part, did not specifically warn HBI
he was not informed that mail would be opeliéd.  agents against tampering with the mail because they
were Federal officers and he trusted them not to d¢ so.
In June 1965, Montague reconsidered his origindle stated:
approval of the project, possibly in light of Senator
Edward Long’s investigation into the use of mail covers | do not recall that | ask [if they intended to
and other techniques by federal agencies. A June 25ppen mail], because | never thought that woulg
1965 FBI airtel from the Miami office to Headquarters be necessary. | knew that we never opened mai
reads in part: “[The Assistant Postal Inspector in Chargein connection with a mail cover. | knew that we
of the Atlanta Region] said that due to investigations by could not approve it, that we would not approve
Senate and Congressional committees, Mr. Montagueany opening of any mail by anybody else. Both
requested he be advised of the procedures used in thishe CIA and the FBI were Government employees
operation.®® Montague had appeared before the Long the same as we were, had taken the same oath|of
Subcommittee and had testified on the subject of mail office, so that question was really not discussed
covers several times earlier that year, but he recalls thaby me....
his concern in determining the procedures used in
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With regard to the CIA when they first started alleged Soviet illegal agents who used the names R
[in 1953], we did put more emphasis on that point and Joy Ann Baltch; they were indicted for espion
that mail could not be tampered with, that it could on July 15. Several conferences were held betv
not be delayed, because, according to my FBI representatives and Assistant Attorney Genera|
recollection, this was the first time that we had Internal Security, J. Walter Yeagley, regarding this g
any working relationship with the CIAat all. With and the possibility that some of the evidence
the FBI, I just did not consider that it was necessary tainted*® Yeagley subsequently briefed Kennedy

as | would have to tell a Postal person that you Donald E. Moore, who was one of the F
cannot open mail. By the same token, | would representatives who discussed the Baltch case
not consider it necessary to emphasize it to any Yeagley, testified that he believed, though he hag
great degree with the FBF. direct knowledge, that the fact of mail opening did cg

In short, it does not appear that any senior postéagley, however, cannot recall being specifica
did cooperate extensively with the Bureau, but out &fail intercept or cover” had occurred) and stated
because of a concern for security they were not told.

B. Department of Justice concerning at least two other espionage cases that
The record presents no conclusive evidence that atgnsidered for prosecution while Kennedy was Attor

opening programs. The evidence summarized belddepartment attorneys, including Yeagley, may h
does suggest that one and possibly two Attornepsen advised of mail openings that occutfedeagley
General may have been informed of selected aspectganfinot recall being so advised, however, and, as 1
the Bureau’s mail operations, but generally supports thbove, stated that he never informed the Attor
view that no Attorney General was ever briefed on theBeneral of any mail openinéf$. There is no indication
full scope. in the memoranda, moreover, that these matters
ever raised with Kennedy.

1. Robert F. Kennedy

New York Field Office Briefings.©n April 5, 1962, 2. Nicholas deB. Katzenbach
and again on November 4, 1963, Attorney GeneralThe Baltch Case-The Baltch case did not come
Robert F. Kennedy visited the FBI's New York fieldtrial until early October, 1964, when Nicholas de
office and was briefed in foreign espionage matters. TKatzenbach was Acting Attorney General. At the ti
person who briefed him on these occasions, the Assisttré trial commenced, FBI representatives includ

testified that he may have mentioned the mail intercepepartment attorney who was assigned to the case,
projects then being conducted by the New York fieldn the subject of tainted eviderie®e Hall then discusse
office to the Attorney General, but has no definitthe case with Katzenbach and, according to an
recollection whether he did or rét. Other participants internal memorandum, “Katzenbach recognized
at these briefings could not recall the technique of maitoblems, but felt in view of the value of the case
opening being discussé&, nor do the internal FBI effort should be made to go ahead with the trial evé
memoranda relating to the briefings indicate that themight be necessary to drop the overt act where
topic arosé® tainted source is involved..1¥® Because he
subsequently determined that the case “could ng
The Baltch Case-lt is also possible, though againfurther prosecuted without revealing national secy
the evidence is far from conclusive, that Robert Kennedyformation,*” however, Katzenbach ordered t
learned that mail opening was utilized in the Baltchrosecution to be dropped entirely.
investigation. On July 2, 1963, FBI agents arrested two

to emphasize that point. | trusted them the samethe problems involved in prosecuting the Balt€hs,

to the attention of the Attorney General in this coriféx{.

trust did not ask whether mail would be opened ar did not inform Kennedy about any mail openitiys.

Other Espionage Caseslinternal FBI memoranda
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In fact, there were at least two sources of taintetis and other inquiries by the Subcommittee, espedially
evidence other than mail opening involved in the Baltategarding electronic surveillance practices, Presidlent
case—a surreptitious entry and a microphon®ohnson requested Katzenbach to coordinat
installation—and it is only these which Katzenbackxecutive department matters under his investig&fion.
recalls® He testified that although he did discuss the
tainted issues with both Hall and Joseph Hoey, theln executing this responsibility, Katzenbach met
United States Attorney who originally presented thiloore, Belmont, and Courtney Evans, a former
government’s case, neither of them brought to hissistant Director who had retired from the Bureau [but
attention the fact of mail openifj. Hoey'’s recollection was then working as a special assistant to the Attofney
supports this contention: a Bureau memorandu@eneral, on February 27, 1965, to discuss problems
suggests that Hoey may have learned of a “maidised by the subcommittee which affected the'fB|.
intercept” in the cas¥? but he recalls neither beingOne of the subjects discussed at that meeting wap the
informed of an actual opening nor conferring with thquestion of Bureau access to the mail. Four days egrlier,
Acting Attorney General about any issue related tihe chief Postal Inspector had testified before the
mail.1®? Assistant Attorney General Yeagley recallSubcommittee that he had no knowledge of any cage in
discussing the case generally with Katzenbach also, amich mail left the custody of Postal employees duting
“may have informed him of the mail intercept or covethe course of a mail covif. At the time, Montagug
which had occurred.” but Yeagley stated that he had da know that this practice had occufféd-indeed, as
definite knowledge himself that the “intercept or coverChief Postal Inspector he had approved the difect
involved the actual opening of mail and so would nacreening of mail by FBI agents in Survey N6°4-
have been in a position to advise him that it'&id. but he believed that “there was an understanding..|that

national security cases were not included within this

Katzenbach has testified that he was never awarepafrticular part of the hearing® According to Moore,
the Bureau’s use of mail opening in any espionadgétzenbach had been made aware of the possible
investigation®* He added: inaccuracy of Montague’s testimony, and the Burgau

officials consequently “pointed out [to the Attorngy

Even if one were to conclude that the Bureau did in General] that we do receive mail from the Post Office
fact reveal that mail had been opened and that this jn certain sensitive areds.!’® Moore believes
fact was relayed by lawyers in the [Baltch] case to moreover, that they informed him that this custody \vas

me, | am certain that that fact would have beep revealed granted in on-going projects rather than isolated
by the FBI—and | would have accepted it—as an instances™

unfortunate aberration, just then discovered in the

context of a Soviet espionage investigation, not a .
massive mail opening program. In that event, nothing Katzenbach acknowledged that he was aware, while

would have led me to deduce that the Bureau was, asAttorney General, that “in some cases the outsidg of
a matter of policy and practice, opening lettéfs. mail might have been examined or even photograghed
by persons other than Post Office employé&stut
The Long Subcommittee HearingsAccording to he stated that he never knew the FBI gained custogly to
Donald Moore, he and Assistant Director Belmont dithail on a regular basis in large-scale operatingie
inform Katzenbach at the time of the 1965 Lon@lso testified that the time of the February meeting he
Subcommittee hearings that Bureau agents screem@tisidered Montague’s testimony to be “essentiplly
mail both inside and outside postal facilities as a mattéuthful,”*”> while the record shows that he spokel to
of practice, although he does not claim that the subjésgnator Long less than a week after this meéting,
of actual opening arose. Katzenbach stated that this was in regard to the requsted
list of all mail covers by federal agencies rather than the
In February of that year, the Long Subcommitteissue of mail custody? The testimony of Courtney
directed chief Postal Inspector Montague to provide Evans, who was also present at the February 27 megting,
with a list of all mail covers, including those in the areagupports that of Katzenbach: at no time, Evans gaid,
of organized crime and national security, by federalas he personally ever made aware that FBI agents
agencies within the previous two years. As a result sfceived direct access to mail on an on-going bésis.
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Moore does not claim that he told Katzenbach thatKatzenbach testified as follows concerning this
mail was actually opened by Bureau agents. Accordiqmassage:
to him, this information was volunteered by neither
Belmont nor himself and Katzenbach did not inquire  [Even] assuming the accuracy of the memo, i
whether opening was involvédWhen asked if he felt  is not consistent with my being aware of the
any need to hold back from Katzenbach the fact of mail Bureau’s mail opening program. Had | been awar
openings as opposed to the fact that Bureau agentf that program, | naturally would have assumeg
received direct access to the mail, Moore replied: “It is that the agents had been involved in that progran,
perhaps difficult to answer. Perhaps | could liken it and | would scarcely have been content to leav
to...a defector in place in the KGB. You dontwantto them to their own devices before Senator Long’s
tell anybody his name, the location, the title, or anything committee. Moreover, it would have been
like that. Not that you don't trust them completely, but extremely unusual for ex-FBI agents to be
the fact is that anytime one additional person becomesinterviewed by the Senate committee staff withou
aware of it, there is a potential for the information revealing that fact to the Bureau. In those
to ...go further.?® circumstances both the Director and | would havé
been concerned as to the scope of their knowledge
Probably the strongest suggestion in the documentarywith respect to the very information about mail
evidence that Katzenbach may have been made awareovers which the Senator was demanding an
of actual FBI mail openings at the time of the Long which we were refusing, as well as about any othe
Subcommittee hearings is found in a memorandum from matters of a national security nature. If the
Hoover to ranking Bureau officials, dated March 2, witnesses in fact existed (which | doubted
1965. This memorandum reads, in part: strongly), then both the Director and | wanted to
know the extent of their knowledge about Bureay
The Attorney General called and advised that  programs, and the extent of their hostility toward
he had talked to Senator Long last night. Senator the FBI. That is a normal concern that we would
Long’s committee is looking into mail covers, et have had anytime any ex-FBl agent testified befor
cetera. The Attorney General stated he thought any Congressional committee on any subféct.
somebody had already spoken to Senator Long as
he said he did not want to get into any national The most that can reasonably be inferred from|the
security area and was willing to take steps not to record on possible knowledge of FBI mail openingg by
do this. The Attorney General stated that Mr. Attorney Generals may have known that mail was
Fensterwald [Chief counsel to the Subcommittee] opened with regard to particular espionage inJes-
was present for part of the meeting and tigations, and one Attorney General may have leafned
Fensterwald had said that he had some possiblethat the FBI regularly received mail from the Post Office
witnesses who are former Bureau agents and if and that five former FBI agents possibly opened mail.
they were asked if mail was opened, they would Evidence exists which casts doubt on the reasonabl¢éness
take the Fifth Amendment. The Attorney General of even these inferences, however. More significantly,
stated that before they are called, he would like to there is no indication in either the documents or|the
know who they are and whether they were ever testimony that the approval of any Attorney Gengral
involved in any program touching on national was ever sought prior to the institution of any Burg¢au
security and if nat, it is their own business, but if program, and despite a clear opportunity to infgrm
they were, we would want to know. The Attorney Attorney General Katzenbach of the full scope and frue
General stated the Senator promised that he would nature of these operations in 1965, he was intentiopally
have a chance to look at the names if he wanted not told. In the name of security, the Bureau neither
to, personally and confidentially, and the listwould sought the approval of nor even shared knowledge of
have any names involving national security deleted its programs with the Cabinet officer who was charged
and he would tell the Senator how many but no with the responsibility of controlling and regulating the
more?8! FBI's conduct.
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The first uncontroverted evidence that any Attorne§government, it is not believed the value justifies the
General knew of the FBI mail opening programs is neisk involved. It is not recommended that contact with
found until 1970, four years after the programs weurces be re-institutedf®
terminated. John Mitchell, upon reading the 1970
“Huston Report,” learned that the Bureau had engagedrhe remaining three programs were all terminatef in
in “covert mail coverage” in the past, but that thiduly 1966 at the direct instruction of J. Edgar Hooyer.
practice had “been discontinué&” While the report Apparently this instruction was delivered telephonically
itself stated that mail opening was unlawfidlhowever, to the field offices® no memoranda explicitly refleqt
Mitchell did not initiate any investigation, nor did hethe order to terminate the programs. There is no evidence
show much interest in the matter. He testified: that the FBI has employed the technique of mail opehing

in any of its investigations since that time, although|the
| had no consideration of that subject matter at FBI continued to receive the fruits of the CIA's mail

the time. | did not focus on it and | was very opening program until 1973.

happy that the plan was thrown out the window,

without pursuing any of its provisions further.... 2. Reasons

| think if | had focused on it | might have Given the perceived success of these three programs

considered [an investigation into these acts] more the reasons for their termination are not entirely clear.

than | did*®® While all FBI officials who testified on the subject were
unanimous in their conclusion that the decision yas
C. Presidents Hoover’s alone, none could testify as to the pregise

There is no evidence that any President was eveasons for his decision.
contemporaneously informed about any of the FBI mail
opening programs. In 1970, Bureau officials who were At least three possible reasons are presented by the
involved in the preparation of the “Huston Reporttecord. First, the Director may have believed that|the
apparently advised Tom Charles Huston that mdknefits derived from mail opening were outweighed
opening as an investigative technique had been utilizeg the need to present espionage cases for prosegution
in the past, for this fact was reflected in the report whiclthich were untainted by use of this technique.

was sent to President Nixéf. Regardless of whether or not the mail opening in|the
Baltch case was actually a factor in Acting Attorrjey
Termination of the FBI Mail opening Programs General Katzenbach'’s decision to drop the prosecution,
A. Hoover’s Decision to Terminate the Programs infor example, Bureau officials believed that their usg of
1966 the technique in that case did in fact preclyde
1. Timing prosecutiort®® On a memorandum dealing with the

By mid-1966 only three FBI mail opening programgvidentiary issues in the Baltch case, Hoover wrotq the
continued to operate: Z-Coverage in New York anfbllowing notation: “We must immediately an
Washington, Survey No. 1 in those same cities, amaaterially reduce the use of techniques which ‘tajnt’
Survey No. 4 in Miami. Three of the programs—Nocases.***

2, No. 3, and No.7—and the extensions of Survey No.

1 to four cities other than New York and Washington Second, Hoover may have believed that the Attorney
had all been terminated prior to 1966 because they Hadneral and other high government officials would hot
produced no valuable counterintelligence informatiosupport him in the FBI's use of questionaljle
while tying up manpower needed in other at#agwo  investigative practices. Itis known that Hoover cut back
of the programs—Surveys No. 5 and 6—had beam a number of other techniques in the mid-1960's;| the
suspended in January 1966 for security reasonse of mail covers by the FBI was suspended in 364,
involving changes in local postal personnel and nevand in July 1966—the same month which saw the [end
re-instituted. As the San Francisco Field office informeof the mail opening programs—Hoover terminated [the
Headquarters in May of that year in regard to botiechnique of surreptitious entries by Bureau adéhts.
programs: “While it is realized that these sourcds a revealing comment on a 1965 memorandum
furnished valuable information to the Federategarding the Long Subcommittee’s investigation| of
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such techniques as mail covers and electronthe legality” of mail opening, and noted that by at lgast
surveillance, Hoover wrote: 1970, as expressed in one of the Director’s footnotgs in
the Huston Report, Hoover clearly considered malil

“I don't see what all the excitement is about. | opening to be outside the framework of the&wr his
would have no hesitance in discontinuing all footnote also suggests that, like CIA officials, Hooyer
techniques—technical coverage [i.e. wiretapping], was concerned that the perceived illegality of the
microphones, trash covers, mail covers, etc. While technique would lead to an adverse public reaction

it might handicap us | doubt they are as valuable damaging to the FBI and other intelligence agencigs if
as some believe and none warrant FBI being usedits use were made known. His note to President N[xon
to justify them.4 read:

His lack of support from above had been tentatively The FBI is opposed to implementing any covert
suggested by some witnesses as a reason for this generadail coverage [i.e., mail opening] because it ig
retrenchment. Donald Moore, for example, surmised clearly illegal and it is likely that, if done,
that: information would leak out of the Post office to

the press and serious damage would be done o
There had been several questions raised on the intelligence community®
various technigues, and some procedures had

changed, and | feel that Mr. Hoover in B. Recommended Re-institution

conversation with other people of which lam not 1. Within the Bureau

aware, decided that he did not or would notreceive  Whatever the reasons for it, the FBI Directof’s

backing in these procedures and he did not want decision to terminate all mail opening programs in 1966

them to continue until the policy question was was not favorably received by many of the participating

decided at a higher levé. agents in the field. As one official of the New Yark
Field Office at the time of the termination testified:

While former Attorney General Katzenbach testified
that he was unaware of the FBI mail openings, his views ...the inability of the government to pursue this
on this subject tend to support Moore’s. He speculatedtype of investigative technique meant that we
that the reason the programs were terminated in 1966would no longer be able to achieve the results that
may have related to the then-strained relations between felt were necessary to protect the nationa
Mr. Hoover and the Justice Department stemming from security, and | did not feel that | wanted to continue
the case of Black v. United Stafésand the issue of  in any job where you are unable to achieve th¢
warrantless electronic surveillan®é. Hoover had results that really your job calls for.... Thatwas g
wanted the Justice Department to inform the Supremebig influence on my taking retirement from the
Court, in response to an order by the Court that in that FBI.2%
case electronic surveillance had been authorized by
every Attorney General since Herbert Brownell. Several recommendations came in from the fieldl to
Katzenbach, not believing this to be so, approvedansider the re-institution of the mail opening progrgms
Supplemental Memorandum to the Court which simpligetween 1966 and the time of Hoover’s death in 297p.
stated that microphone installations had been authorizsdne of them was successful. A 1970 internal FBI
by long-standing “practice.” According to Katzenbachmemorandum, for example, reflects the recommenda-
“this infuriated Hoover.... He was very angry, [andfion of the New York office that the programs be fe-
that may have caused him to stop everything of thisstituted?®® but Headquarters suggested that this coprse
kind."1°® was “not advisable at this timé&* Underlining the

words “not advisable,” Hoover noted: “Absolutely

A third related reason was suggested by Wannatight.”
former Assistant Director in charge of the FBI's
Domestic Intelligence Division. Wannall believed that There is no evidence that any recommendation t¢ re-
there was a genuine “question in [Hoover's] mind abotunstitute these programs ever reached the desk ¢f an

174
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Acting Director or Director of the Bureau after Hoover'sat least as concerned as the CIA that disclosure of their

death. programs outside the FBl—even to its own oversger,
the Attorney General, and especially to Congregs—
2. Huston Plan would, as Hoover wrote in 1970, “leak...to the prgss

The only known attempt to recommend re-institutioand serious[ly] damage” the FBf. To avoid such
of FBI mail opening by officials outside the FBI is foundexposure, the Bureau, like the CIA, took measures to
in the Huston Reportin 1979. The Report itself stated prevent knowledge of their programs from reaching this
that mail opening did not have the “sanction of I&%,” country’s elected leadership.
but proceeded to note several advantages of relaxing
restrictions on this technique, among them: A. Consideration of Legal Factors by the FBI

1. Prior to the commencement of Mail openipg
1. High-level postal authorities have, inthe past, Programs In the Post-War Period.
provided complete cooperation and have

maintained full security of this program. In June 1951, when the Washington Field Office

recommended to Headquarters that consideration should

2. This technique involves negligible risk of be given to the reinstitution of Z-Coverage, it
compromise. Only high echelon postal authorities specifically suggested that Bureau officials deter
know of its existence, and personnel involved are whether or not Postal Inspectors have the authori

in producing hard-core and authentic intelligence memorandum on Z-Coverage in September 2951.

which is not obtainable from any other The basic conclusion was that Postal Inspectors hgd no
source.. 27 authority to open mail; only employees of the Dead

Letter Office and other persons with legal se

Primarily because of the objection Hoover express&darrants had such power. It was argued, however] that
in the footnote he added, which are discussed aboPestal Inspectors may have sufficient legal authority to
this aspect of the Huston Plan was never implementegen even first class mail whose contents were legally

however. non-mailable under 18 U.S.C. Section 1717. This dlass
of non-mailable items included, and includes today,

Legal and Security Considerations “[e]very letter...in violation of sections...793, 794 [the

within the FBI espionage statutes]...of this title....” Since it wa$ a

During the years that the FBI mail opening prograntrime to mail letters whose contents violated the
operated, Bureau officials attempted only once, in 1954spionage statutes, it was reasoned, it may nqt be
to formulate a legal theory to justify warrantless mailnlawful to intercept and open such letters, despitg the
opening, and the evidence suggests that they never retietieral prohibition against mail opening found in|18
upon even this theory. At the same time, there is little.S.C. Sections 1701, 1702, and 1703. The sfudy
in the record (until Hoover’s comment in the 197@oncluded:

Huston Report) to indicate that Bureau officials

perceived mail opening to be illegal, as many CIA ...it is believed that appropriate arrangement
officials did. The FBI officials who directed the might be worked out on a high level between thg
programs apparently gave little consideration to factors Department and the Postmaster General dr
of law at all; ironically, it appears that of the two agencies between the Bureau and the appropriate Pogt
which opened first class mail without warrants, that Office officials whereby the mail of interest to the
agency with law enforcement responsibilities and which Bureau could be checked for items in violation off
was a part of the Justice Department gave less thoughthe espionage and other security statutes whic
to the legal ramifications of the technique. Despite its are itemized in Title 18, U.S. Code Section.... It
inattentive attitude toward legal issues, the Bureau was

-
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is respectfully suggested that appropriate contemporaneous policy decisions affecting the varfous
discussions be held on this matter. mail surveys: Wannall, William Branigan, and oth¢rs
have all so testifie#®> None of these officials has any

This theory ignores the fact that the warrant procedukmowledge that any legal theory—either the one which
itself responds to the problem of non-mailable itemsvas filed for “future reference” in 1951 or one baged
If, on the basis of an exterior examination of the envelom® a possible “national security” exception to the gengeral
or on the basis of facts surrounding its mailing, thenerohibition against mail opening—was ever developed
exists probable cause for a court to believe that thyy Bureau officials after 1951 to justify their programs
espionage statutes have been violated, a warrant nhegally, or that a legal opinion from the Attorney General
be obtained to open the correspondence. If the evideneas ever sought. To these officials, such justification
does not rise to the level of probable cause, the laag existed stemmed not from legal reasoning but from
does not permit the mail to be opened. There is e end they sought to achieve and an amorphous, albeit
indication, in any event, that discussions were ever hdidnestly held, concept of the “greater good.” |As
with any Postmaster General or Attorney General in &ranigan stated: “It was my assumption that what(we
attempt to either test or implement this theory. Whilevere doing was justified by what we had to &6."He
Z-Coverage was in fact re-instituted after this study waslded that he believed “the national security” impelled
made, it was conducted with FBI personnel rather thaaliance on such technigues:
Postal Inspectors, and its mail opening aspect was
apparently unknown to any high-ranking Postal officials.  The greater good, the national security, this ig
In regard to the recommendation that “appropriate correct. This is what | believed in. Why | thought
discussions be held on this matter,” Assistant to the these programs were good, it was that the nationg
Director Belmont penned the notation, “No action at security required this, this is corrétt.
this time. File for future referencé&?

At least some of the agents who patrticipated in|the
2. Post-1951 mail opening program have testified that they belieyed
the surveys were legal because they assumed (without
After the mail opening programs were underway, theteeing told) that the programs had been authorizedl by
was apparently no further consideration by FBI officialthe President or Attorney General, or because they
of the legal factors involved in the operations. Unlikassumed (again without being told) that there WIS a
that regarding CIA mail opening, the documentarynational security” exception to the laws prohibiting
record on the FBI program does not contain referencamil opening® Those officials in a policy-making
(until 1970, four years after the programs ceased) to thesition, however, apparently did not focus on the Ig¢gal
illegality of mail opening; nor does it suggest that maifjuestions sufficiently to state an opinion regarding|the
opening was considered legal. At most, the recoldgality or illegality of the programs. Nor did they advise
reveals the recognition by the Bureau officials thahe field offices or participating agents about thgse
evidence obtained from their surveys was tainted anhatters.
hence, inadmissible in codtt, but not the recognition
that the technique was invalid per se. Indeed, after theOnly in the 1970's, at least four years after the FBI
Supreme Court decisions in Nardone v. United Statenail opening programs ceased, is there any dear
302 U.S. 379 (1937) and 308 U.S. 338 (1939), thiadication that Bureau officials, like those of the CIA,
distinction was explicity made in the area of electronibelieved their programs to be illegal. As noted abgve,
surveillance: while the Nardone decisions prohibitetioover’s footnote to the 1970 Huston Report descriped
the admission in court of evidence obtained frorthe technique as “clearly illegal”; and in the recent puplic
wiretapping, the cases were not interpreted by thearings on FBI mail opening, Wannall testified that,
Bureau to preclude use of the technique itself, and the of 1975, “I cannot justify what happened?:9.”
practice continueét
In light of the Bureau’s major responsibilities in the
The testimonial record, moreover, clearly sugges@ea of law enforcement and the likelihood that sgme
that legal considerations were simply not raised iaf the espionage cases in which mail opening was
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utilized would be prosecuted, it is ironic that FBindication that this policy was ever violatét. When
officials focused on these legal issues to a lesser deghgmrney General Katzenbach met with Moore gnd
than did their CIA counterparts. But the Bureau'8elmont on the subject of Bureau custody of mail,
Domestic Intelligence Division made a clear distinctioMoore testified that he did not inform the Attorney
between law enforcement and counterintelligend@eneral about the mail opening aspect of the projects
matters; what was appropriate in one area was rmcause of security reasons: “anytime one additipnal
necessarily appropriate in the other. As Branigan agaiarson becomes aware of it, there is a potential fof the
testified: information to...go further®?? One Bureau agent t
Headquarters who was familiar with the mail progrgms
In consideration of prosecuting a case, quite (but not in a policy-making position) also speculated
obviously [legal factors] would be of vital concern. that the questionable legal status of this technique jmay
In discharging counterintelligence responsibilities, have been an additional reason for not seeking| the
namely to identify agents in the United States to Attorney General's legal advise. He testified as follojvs:
determine the extent of damage that they are
causing to the United States...we would not Q. Do you know why the opinion of the
necessarily go into the legality or illegality.... We Attorney General was apparently or probably no
were trying to identify agents and we were trying ~ sought?
to find out how this country was being hurt, and

[mail opening] was a means of doing it, and it A. Because of the security of the operation,

was a successful meafs. | would imagine that would be the main reason. I
was a program we were operating. We wanted tp

B. Concern with Exposure keep it within the Bureau itself—and the fact that

Although Bureau officials apparently did not articulate it involved opening mail.
the view prior to 1970 that mail opening was necessarily
illegal, they did believe that their use of this technique Q. What do you mean by the last statement,
was so sensitive that its exposure to other officials within .. the fact that it involved opening mail”?
the executive branch, the courts, Congress, and the
American public generally should be effectively A. That was not legal, as far as | kré.
prevented. This fear of exposure may have resulted
from a perceived though unexpressed sense that it8Vith respect to the Justice Department generally, nly
legality was at least questionable; it was almost certairtlye minimum knowledge necessary to resolve a spgcific
a conseqguence of a very restricted, even arrogant, vipmsecutive problem was imparted. Donald Moore $aid
of who had a “need to know” about the Bureau’sf his meeting with Assistant Attorney General Yeagley
operations. But whatever its source, this concern wiethout the Baltch case, for example, that he did|not
security clearly paralleled the CIAs concern with thelisclose to him the FBI's general use of this technique:
“flap potential” of their projects and resulted in similaf’l am sure it was confined to the issue at hand, wiich
efforts to block knowledge of their use of this techniqueras anything at all which involved the prosecution of
from reaching the general public and its leaders.  Baltch.””* Even the term “mail opening” was avoidgd,

branch itself has been described above: there is no cleaiYeagley and other Justice Department officials
evidence that any Bureau official ever revealed thdifferent assumptions about Bureau operafins.
complete nature and scope of the mail surveys to any

officer of the Post Office Department or Justice The FBI's concern with exposure extended to the
Department, or to any President of the United States.ctiurts as well. In an internal memorandum regardgling
was apparently a Bureau policy not to inform the Postdle Baltch case, it was written that “under
officials with whom they dealt of the actual intentiorcircumstances is the Bureau willing to admit [to the
of FBI agents in receiving the mail, and there is noourt] that a mail intercept was utilized.???”
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Similarly, FBI officials, like their counterparts in the even Montague himself accepted as true Montague'’s
CIA, did not want their use of this technique known teestimony that year that:
Congress. One senior Bureau official testified that the
FBI feared that the Long Subcommittee’'s 1965 The seal on a first-class piece of mail is sacred.
investigation could publicly expose the mail When a person puts first-class postage on a pie¢e
programs?2 another that such Congressional exposure of mail and seals it, he can be sure that the conterjts
could “wrack up” the Bureatf® Attorney General  of that piece of mail are secure against illega
Katzenbach had been requested by the President tsearch and seizufé.
coordinate executive branch responses to inquires by
the Subcommittee, but the FBI was apparently not

content with his efforts in preventing the disclosure of Warrantless National Security

“national security” information generally. To ensure Electronic Surveillance
that their mail surveys, as well as certain practices in

the area of electronic surveillance, remained unstudied
Bureau officials themselves directly attempted to steer
the Subcommittee away from probing these subjects.

Historical Perspective

The following is taken from a prepared statement by
on. Edward H. Levi, Attorney General of the United
tates. It has been slightly edited by NACIC Commuinity
raining Branch by inserting graphics where AG Lévi
cited specific figures. Edited wording appears in bpld
tters in the text.

Belmont’'s February 27, 1965, memorandu
reflecting his meeting with the Attorney General abo
Montague’s testimony on mail custody, reads in pa
“I told Mr. Katzenbach that | certainly agree that thi
matter should be controlled at the committee level b
that | felt pressure would have to be applied so that the

personal interest of Senator [Edward} Long becameAS | read th_e hlstory,_ going back to 19.31 gnd
involved rather than on any ideological bas#e. The undoubtedly prior to that time, except for the interlyde

memorandum continues: “I called Mr. DelLoach [arpetween 1928 and 1931, and for two months in 1940,

Assistant Director of the FBI] and briefed him on thisthe pohgy of the_ Department of Justice has b_een that
lectronic surveillance could be employed without a

problem in order that he might contact Senato‘?arrant i certain circumstances
[James O.] Eastland in an effort to warn the Lon&l '
committee away from those areas which would be

injurious to the national defense. (Of course, | made In 1928 the Supreme Court @imstead v. Uniteg

tatesheld that wiretapping was not within the covergge

mention of such a contact to the Attorney General.
According to an FBI memorandum, Hoover himsel fth_e Fourth Amendme_nt. .Attorney General Saf _e_nt
d issued an order earlier in the same year prohihjiting

subsequently contacted Senator Eastland, who, %at was then known as the Bureau of Investigation
reported, “is going to see Senator Long not later tha‘*’% o . . 9
om engaging in any telephone wiretapping for any

Wednesday morning o caution him that the Chl(:"r]{eason. Soon after the order was issued, the Prohilpition

counsel must not go into the kind of questioning h nit was transferred to the Department as a new bufeau
made of Chief Inspector Montague of the Post Oﬁicg ep '
ecause of the nature of its work and the fact thaf the

231
Department: Unit had previously engaged in telephone wiretapping
The strategy worked. The Subcommittee nevjé January 1931, Attorney General William D. Mitchell

learned of the FBI's use of mail opening as a irected that a study be made to determine whgther
. o : . . lephone tapping should be permitted and, if so, upder
investigative technique. De_s pite the fact_ that in 19 Whar?[ circumsﬁgnc?es The Attgrney General determ|ned
the FBI conducted a total of five mail opening program atin the meantimé the bureaus within the Department
in the United States—and despite the fact that in th Id din teleph i etanDi P h
Bgu engaged in telephone wiretapping upon |the

year alone more than 13,300 letters were opened . 1.
CIA agents in New York—the Subcommittee the® rsonal approval of the bureau chief after consultdtion

, ith the Assistant Attorney General in charge of the
general public, the Attorney General, and apparentYyase. The policy during this period was to allpw
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wiretapping only with respect to the telephones afther communications of persons suspected
syndicated bootleggers, where the agent had probabldversive activities against the Government of

of
the

cause to believe the telephone was being used for liqudmited States, including suspected spies.” The Attofney

operations. The bureaus were instructed not to t@eneral was requested “to limit these investigation
telephones of public officials and other persons nabnducted to a minimum and to limit them insofar,

5 SO
as

directly engaged in the liquor business. In Decembpossible as to aliens.” Although the President’s

1931, Attorney General William Mitchell expanded thenemorandum did not use the term “trespass
previous authority to include “exceptional cases wheraicrophone surveillance,” the language was sufficie
the crimes are substantial and serious, and the necedsityad to include that practice and the Departn
is great and (the bureau chief and the Assistant Attornegnstrued it as an authorization to conduct trespag
General) are satisfied that the persons whose wires aricrophone surveillance as well as telephg
to be taped are of the criminal type.” wiretapping in national security cases. The authg
for the President’s action was later confirmed by,
During the rest of the thirties it appears that thepinion by Assistant Solicitor General Charles Fahy
Department’s policy concerning telephone wiretappingdvised the Attorney General that electronic surveilla
generally conformed to the guidelines adopted kgould be conducted where matters affected the seg
Attorney General William Mitchell. Telephone of the nation.
wiretapping was limited to cases involving the safety
of the victim (as in kidnapping), location and On July 17, 1946, Attorney General Tom C. Cl
apprehension of “desperate” criminals, and other casant President Truman a letter reminding him
considered to be major law enforcement importanceresident Roosevelt had authorized and dire
such as espionage and sabotage. Attorney General Jackson to approve “listening dev
(directed at) the conversation of other communicat
In December 1937, however, in the fidstrdonecase  of persons suspected of subversive activities agains
the United States Supreme Court reversed the CourtGfvernment of the United States, including suspe
Appeals for the Second Circuit, and applied Secti@pies” and that the directive had been followed
605 of the Federal Communications Act of 1934 to lavttorneys General Robert Jackson and Francis Big
enforcement officers, thus rejecting the Department&ttorney General Clark recommended that the direg
argument that it did not so apply. Although the Couftbe continued in force” in view of the “increase
read the Act to cover only wire interceptions where thegeibversive activities” and “a very substantial incre
had also been disclosure in court or to the public, tiecrime.” He stated that it was imperative to use §
decision undoubtedly had its impact upon th&chniques “in cases vitally affecting the domeg
Department’s estimation of the value of telephonsecurity, or where human life is in jeopardy” and t
wiretapping as an investigative technique. Inthe secobapartment files indicated that his two most rec
Nardonecase in December 1939, the Act was read fwedecessors as Attorney General would concur in
bar the use in court not only of the overheard evidenagew. President Truman signed his concurrence o
but also of the fruits of that evidence. Possibly for thisttorney General’s letter.
reason, and also because of public concern over
telephone wiretapping, on March 15, 1940, Attorney According to the Department'’s records, the anr
General Robert Jackson imposed a total ban on its ol of telephone wiretaps and microphones instg
by the Department. This ban lasted about two months; the Bureau between 1940 and 1951 wAX8

wiretaps and 753 microphonegSee figures 1 and 2).

On May 21, 1940, President Franklin Roosevelt issudtcshould be understood that these figures, as in the
a memorandum to the Attorney General stating his vieiar the figures | have given before, are cumulative
that electronic surveillance would be proper under tleach year and also duplicative to some extent, sir]
Constitution where “grave matters involving defenstelephone wiretap or microphone which was instal
of the nation” were involved. The President authorizetien discontinued, but later reinstated would be cou
and directed the Attorney General “to secure informatias a new action upon reinstatement.
by listening devices (directed at) the conversations or
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In 1952, there were 285 telephone wiretaps, 300 to assist in uncovering the activities of Sov|et
1953, and 322 in 1954. Between February 1952 amtelligence agents and Communist Party leaders| In
May 1954, the Department’s position was not téthe interests of national security, microphone
authorize trespassory microphone surveillance. Thésirveillances are also utilized on a restricted basis, pven
was the position taken by Attorney General McGratlthough trespass is necessary in uncovering
who informed the FBI that he would not approve theriminal activities. We are using such coverag

installed in 1953, and there were 99 installed in 195Fhe information so obtained is treated in the same
The policy against Attorney General approval, at leastanner as information obtained from wiretaps, that i
in general, of trespassory microphone surveillance wast from the standpoint of evidentiary value but for
reversed by Attorney General Herbert Brownell on Maintelligence purposes.”
20, 1954, in a memorandum to Director Hoover
instructing him that the Bureau was authorized to The number of telephone wiretaps and microphgnes
conduct trespassory microphone surveillances. TH®m 1955 through 1964 wds94 wiretaps and 839
Attorney General stated that “considerations of internaticrophones.(see figures 2 and 3)
security and the national safety are paramount and,
therefore, may compel the unrestricted use of thislt appears that there was a change in the authorizption
technique in the national interest.” procedure for microphone surveillance in 1965.| A
memorandum of March 30, 1965, from Director Hooyer
A memorandum from Director Hoover to the Deputyto the Attorney General states that “(i)n line with ygur
Attorney General on May 4, 1961, described thsuggestion this morning, | have already set up|the
Bureau'’s practice since 1954 as follows: (I)n the interngkocedure similar to requesting of authority for phgne
security field, we are utilizing microphone surveillancesaps to be utilized in requesting authority for the
on a restricted basis even though trespass is necesgdagement of microphones.”
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Figure 1.  FBI Electronic Surveillance 1940-1949
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President Johnson announced a policy for federaécause of the inadmissibility of any evidence obtai
agencies in June 1965, which required that thia court cases and because of current judicial and p
interception of telephone conversations without thattitude regarding their use. It is my understanding
consent of one of the parties be limited to investigatiorssich devices will not be used without my authorizat
relating to national security and that the consent of ttathough in emergency circumstances they may be
Attorney General be obtained in each instance. Tlsaibject to my later ratification. At this time | believe
memorandum went on to state that use of mechanickdsirable that all such techniques be confined to
or electronic devices to overhear conversations ngathering of intelligence in national security mattg
communicated by wire is an even more difficult problerand | will continue to approve all such requests in
“which raises substantial and unresolved questions ffture as | have in the past. | see no need to curtai
Constitutional interpretation.” The memorandunsuch activities in the national security field.”
instructed each agency conducting such an investigation
to consult with the Attorney General to ascertain whetherThe policy of the Department was stated publicly,
the agency’s practices were fully in accord with the lathe Solicitor General in a supplemental brief in
Subsequently, in September 1965, the Director of ttupreme Court iBlack v. United Statem 1966.
FBI wrote the Attorney General and referred to th&peaking of the general delegation of authority
“present atmosphere, brought about by the unrestraindtiorneys General to the Director of the Bureau,
and injudicious use of special investigative techniqueolicitor General stated in his brief:
by other agencies and departments, resulting in
Congressional and public alarm and opposition to any“An exception to the general delegation of autho
activity which could in any way be termed an invasioas been prescribed, since 1940, for the interceptig
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“we have discontinued completely the use ofimited to matters involving national security or dan
microphones.” The Attorney General responded in pad human life) has required the specific authorizal
as follows: “The use of wiretaps and microphonesf the Attorney General in each instance. No sim
involving trespass present more difficult problemgrocedure existed until 1965 with respect to the ug

of privacy.” “As a consequence,” the Director wrotewire communications, which (in addition to bei¥g
i
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Figure 2.  FBI Electronic Surveillance 1950-1959
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although records of oral and written communicatiorenother brief filed that same ter8chipani v U.$again
within the Department of Justice reflect concern bgmphasizing that the data would not be made avai
Attorneys General and the Director of the Feder&br prosecutorial purposes, and that the sped
Bureau of Investigation that the use of listening devicesithorization of the Attorney General must be obtai
by agents of the government should be confined taraeach instance when the national security is soug
strictly limited category of situations. Under Departmeriie invoked. The number of telephone wiretaps
practice in effect for a period of years prior to 1963, andicrophones installed since 19@&rough 1974) is
continuing until 1965, the Director of the Federal Bureal,349 wiretaps and 249 microphonegsee figures
of Investigation was given authority to approve th8 and 4).

installation of devices such as that in question for

intelligence (and not evidentiary) purposes when Comparable figures for the year 1975 up to Octd
required in the interests of national security or nationaP are: telephone wiretaps: 121; microphones: 24.
safety, including organized crime, kidnappings and

devices such as those involved in the instant caseThe Solicitor General made a similar statement in
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matters wherein human life might be at stake.... In 1968 Congress passed the Omnibus Crime Co
and Safe Streets Act. Title Ill of the Act set up a det

communications) in all instances other than thod®en or is about to be committed. It requires natific

involving the collection of intelligence affecting theto the parties subject to the intended surveillance w
national security. The specific authorization of tha period not more than ninety days after the applicg
Attorney General must be obtained in each instanoé the order of approval has been denied or aftel
when this exception is invoked.” termination of the period of the order or the period
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Figure 3.  FBI Electronic Surveillance 1960-1969
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Present Department practice, adopted in July 1965pnocedure for the interception of wire or odal
conformity with the policies declared by the Presidemommunications. The procedure requires the issupnce
on June 30, 1965, for the entire federal establishmeot,a judicial warrant, prescribes the information to|be
prohibits the use of such listening devices (as well ast forth in the petition to the judge so that, among gther
the interception of telephone and other wirg¢hings, he may find probably cause that a crime [has
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the extension of the order. Upon a showing of godéifteen months after thideith case, Attorney Genera
cause the judge may postpone the notification. The ARichardson, in a letter to Senator Fulbright which
contains a saving clause to the effect that it does rmaiblicly released by the Department, stated: “In gen
limit the constitutional power of the President to také must be convinced that it is necessary (1) to prg
such measures as he deems necessary to protecttlieenation against actual or potential attack or o
nation against actual or potential attack or other hostitstile acts of a foreign power; (2) to obtain fore
acts of a foreign power, to obtain foreign intelligencételligence information deemed essential to the sec
information deemed essential to the security of thef the United States; or (3) to protect national secy
United States, or to protect national security informatiomformation against foreign intelligence activities.”
against foreign intelligence activities. Thenin a separate
sentence the proviso goes on to say, “Nor shall anything have read the debates and the reports of the S
contained in this chapter be deemed to limit thé@udiciary Committee with respect to Title Il ar
constitutional power of the President to take sucparticularly the proviso. It may be relevant to point
measures as he deems necessary to protect the Unlited Senator Philip Hart questioned and opposed
States against the overthrow of the government by fort@rm of the proviso reserving presidential power. B
or other unlawful means, or against any other clear abélieve it is fair to say that his concern was prima
present danger to the structure or existence of tperhaps exclusively, with the language which dealt \
government.” presidential power to take such measures as the Pre
deemed necessary to protect the United States “ag
The Act specifies the conditions under whichany other clear and present danger to the structu
information obtained through a presidentially authorizeexistence of the Government.”
interception might be received into evidence. In
speaking of this saving clause, Justice Powell in thel now come to the Department of Justice’s preg
Keith case in 1972 wrote: “Congress simply leffposition on electronic surveillance conducted with
presidential powers where it found them.” Initeth a warrant. Under the standards and proced
case the Supreme Court held that in the field of internestablished by the President, the personal approv
security, if there was no foreign involvement, a judicialhe Attorney General is required before any n
warrant was required for the Fourth Amendmentonsensual electronic surveillance may be institt

200+
180+
160+
140+
120+
100
80-
60
40+
20
0_

H Taps
O Microphone

1970 1971 1972 1973 1974

Figure 4.  FBI Electronic Surveillance 1970-1974

1
vas
bral,
tect
her
gn

Irity
rity

bnate
d

but
the

it |

ily,

vith

Sident

ainst

e or

ent
but
ires
al of
DN-
ted

155



Cl in the Turbulent 1960s and 1970s

within the United States without a judicial warrant. Allwhich | have quoted earlier, explicitly disclaimed any
requests for surveillance must be made in writing bigtent to limit the authority of the Executive to condlict
the Director of the Federal Bureau of Investigation arelectronic surveillance for national security and foreign
must set forth the relevant circumstances that justifigtelligence purposes. In an apparent recognition [that
the proposed surveillance. Both the agency and ttee power would be exercised, Title lll specifies the
Presidential appointee initiating the request must lbenditions under which information obtained throygh
identified. These requests come to the Attorney GeneRaksidentially authorized surveillance may be received
after they have gone through the review procedurggo evidence. It seems clear, therefore, that in 1968
within the Federal Bureau of Investigation. At myCongress was not prepared to come to a judgment that
reguest, they are then reviewed in the Criminal Divisidine Executive should discontinue its activities in this
of the Department. Before they come to the Attornegrea nor was it prepared to regulate how those actiyities
General, they are then examined by a special revievere to be conducted. Yet it cannot be said that Congress
group which | have established within the Office of thBas been entirely silent on this matter. Its expiess
Attorney General. Each request, before authorizatistatutory references to the existence of the activity must
or denial, receives my personal attention. Requests heetaken into account.
only authorized when the requested electronic
surveillance is necessary to protect the nation againsThe case law, although unsatisfactory in some
actual or potential attack or other hostile acts of a foreigespects, has supported or left untouched the poligy of
power; to obtain foreign intelligence deemed essentiile Executive in the foreign intelligence area whengver
to the security of the nation; to protect national securitiie issue has been squarely confronted. The Supreme
information against foreign intelligence activities; oCourt's decision in th&eith case in 1972 concerngd
to obtain information certified as necessary for thihe legality of warrantless surveillance directed agdinst
conduct of foreign affairs matters important to the domestic organization with no connection to a forgign
national security of the United States. In addition theower and the Government's attempt to introduce|the
subject of the electronic surveillance must bproduct of the surveillance as evidence in the crimjnal
consciously assisting a foreign power or foreign-baséihl of a person charged with bombing a CIA offic
political group, and there must be assurance that than Arbor, Michigan. In part because of the danpger
minimum physical intrusion necessary to obtain thihat uncontrolled discretion might result in use|of
information sought will be used. As these criteria wikklectronic surveillance to deter domestic organizatjons
show and as | will indicate at greater length later ifiom exercising First Amendment rights, the Suprgme
discussing current guidelines the Department of Justi€eurt held that in cases of internal security, when there
follows, our concern is with respect to foreign powers no foreign involvement, a judicial warrant is required.
or their agents. In a public statement made last Juipeaking for the Court, Justice Powell emphasized|that
9th, speaking of the warrantless surveillance théthis case involves only the domestic aspects of natipnal
authorized by the Department, | said “it can be said thegcurity. We have expressed no opinion as to the igsues
there are no outstanding instances of warrantleafich may be involved with respect to activities |of
wiretaps or electronic surveillances directed againftreign powers or their agents.
American citizens and none will be authorized by me
except in cases where the target of surveillance is am\s | observed in my remarks at the ABA conventipn,
agent or collaborator of a foreign power.” This statemetite Supreme Court surely realized, “in view of the
accurately reflects the situation today as well. importance the Government has placed on the negd for
warrantless electronic surveillance, that, after the holgling
What, then, is the shape of the present law? To beginKeith, the Government would proceed with the
with, several statues appear to recognize that theocedures it had developed to conduct thpse
Government does intercept certain messages for foregveillances not prohibited—that is, in the foreign
intelligence purpose and that this activity must be, armatelligence area or, as Justice Powell said, “with respect
can be, carried out. Section 952 of Title 18, whichtb activities of foreign powers and their agents.”
mentioned earlier is one example; section 798 of the
same title is another. In addition, Title lll's proviso,
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The two federal circuit court decisions aftgiththat  holdings inBrown andButenko The court held only
have expressly addressed the problem have both htdt “a warrant must be obtained before a wiretap is
that the Fourth Amendment does not require a warranstalled on a domestic organization that is neither the
for electronic surveillance instituted to obtain foreigragent of nor acting in collaboration with a foreign
intelligence. In the firstnited States v. Browthe power.” This holding, | should add, was fully consistent
defendant, an American citizen, was incidentallyith the Department of Justice’s policy prior to the tiilne
overheard as a result of a warrantless wiretap authorizafithe Zweibondecision.
by the Attorney General for foreign intelligence
purposes. In upholding the legally of the surveillance, With these cases in mind, it is fair to say electrgnic
the Court of Appeals for the Fifth Circuit declared thasurveillance conducted for foreign intelligence purposes,
on the basis of “the President's constitutional duty tessential to the national security, is lawful under the
act for the United States in the field of foreign affairsi-ourth Amendment, even in the absence of a warfant,
and his inherent power to protect national security iat least where the subject of the surveillance is a forgign
the conduct of foreign affairs...the President magower or an agent or collaborator of a foreign power.
constitutionally authorize warrantless wiretaps for thioreover, the opinions of two circuit courts stress [the
purpose of gathering foreign intelligence.” The coumpurpose for which the surveillance is undertaken, rather
added that “(r)estrictions on the President’s power whighan the identity of the subject. This suggests that in
are appropriate in cases of domestic security beconteir view such surveillance without a warrant is lawful
inappropriate in the context of the international spheresb long as its purpose is to obtain foreign intelligerjce.

In United States v. Butenkibhe Third Circuit reached  But the legality of the activity does not remove frgm
the same conclusion-that the warrant requirement tife Executive or from Congress the responsibility to
the Fourth Amendment does not apply to electroniake steps, within their power, to seek an accommodation
surveillance undertaken for foreign intelligencebetween the vital public and private interests involved.
purposes. Although the surveillance in that case was our effort to seek such an accommodation, the
directed at a foreign agent, the court held broadly thBtepartment has adopted standards and procedures
the warrantless surveillance would be lawful so long aesigned to ensure the reasonableness under the Fourth
the primary purpose was to obtain foreign intelligencAmendment of electronic surveillance and to mini
information. The court stated that such surveillana® the extent practical the intrusion on individyal
would be reasonable without a warrant even thoughiitterests. As | have stated, it is the Department’s pglicy
might involve the overhearing of conversations of “aliebho authorize electronic surveillance for foreign
officials and agents, and perhaps of American citizendritelligence purposes only when the subject is a forgign
| should note that although the United States prevailgmwer or an agent of a foreign power. By the térm
in the Butenko case, the Department acquiesced in tlagent” | mean a conscious agent; the agency must be
petitioner’s application focertiori in order to obtain of a special kind and must relate to activities of gfeat
the Supreme Court’s ruling on the question. Theoncern to the United States for foreign intelligencé or
Supreme Court denied review— this left the Thirdounterintelligence reasons. In addition, at present, there
Circuit's decision undisturbed as the prevailing law. is no warrantless electronic surveillance directed against

any American citizen, and although it is conceiv

Most recently, iZweibon v. Mitchelldecided in June that circumstances justifying such surveillance may grise
of this year, the District of Columbia Circuit dealt within the future, | will not authorize any warrantless
warrantless electronic surveillance directed againstsarveillance against domestic persons or organizafions
domestic organization allegedly engaged in activitiesuch as those involved in theith case. Surveillance
affecting this country’s relations with a foreign powernwithout a warrant will not be conducted for purposes of
Judge Skelly Wright's opinion for four of the nine judgesecurity against domestic or internal threats. It is|our
makes many statements questioning any nationadlicy, moreover, to use the Title Il procedure whengver
security exception to the warrant requirement. Thieis possible and appropriate to do so, although|the
court’s actual holding made clear in Judge Wright'statutory provisions regarding probable cause,
opinion was far narrower and, in fact, is consistent withotification, and prosecutive purpose make it
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|72}

unworkable in all foreign intelligence and manyminimization criteria can limit the activity to it
counterintelligence cases. justifiable and necessary scope.

The standards and procedures that the Departmenfnother factor must be recognized. It is the
has established within the United States seek to ensimgortance or potential importance of the informatjon
that every request for surveillance receives thoroudb be secured. The activity may be undertaken to olptain
and impartial consideration before a decision is madeformation deemed necessary to protect the ndtion
whether to institute it. The process is elaborate amgjainst actual or potential attack or other hostile acfs of
time-consuming but it is necessary if the public interest foreign power, to obtain intelligence informatipn
is to be served and individual rights safeguarded. deemed essential to the security of the United Statgs, or

to protect national security information against forejgn

| have just been speaking about telephone wiretappiimgelligence activities.
and microphone surveillances which are reviewed by
the Attorney General. In the course of its investigation, Need is itself a matter of degree. It may be that|the
the committee has become familiar with the moranportance of some information is slight, but that may
technologically sophisticated and complex electronibe impossible to gauge in advance; the significange of
surveillance activities of other agencies. Thesea single bit of information may become apparent gnly
surveillance activities present somewhat different legalhen joined to intelligence from other sources. In short,
guestions. The communications conceivably might talkieis necessary to deal in probabilities. The importance
place entirely outside the United States. That fact aloraf,information gathered from foreign establishments and
of course, would not automatically remove the agencieagjents must be regarded generally as high-although|even
activities from scrutiny under the Fourth Amendmeniere there may be wide variations. At the same tjme,
since attimes even communications abroad may involttee effect on individual liberty and security-at least of
a legitimate privacy interest of American citizens. Othekmerican citizens-caused by methods directed
communications conceivably might be exclusivel\fexclusively to foreign agents, particularly with
between foreign powers and their agents and involvainimization procedures, would be very slight.
no American terminal. In such a case, even though
American citizens may be discussed, this may raise less

significant, or perhaps no significant, questions underAgreement Goveming the Conduct of

the Fourth Amendment. But the primary concern, hafanse Department Counterintelligence
suppose, is whether reasonable minimization procedu

Aes. e L :
are employed with respect to use and disseminatioh CUVIties In Conjunction V\_”th _the Federal
Bureau of Investigation

U

With respect to all electronic surveillance, whether
conducted within the United States or abroad, it is SECTION 1
essential that efforts be made to minimize as much as
possible the extent of the intrusion. Much in this regamurpose
can be done by modern technology. Standards and'he purpose of this memorandum is to estabjish
procedures can be developed and effectively deploygglisdictional boundaries and operational procedurgs to
to limit the scope of the intrusion and the use to whicjovern the conduct of counterintelligence activities| by
its product is put. Various mechanisms can providethe military counterintelligence services of the
needed assurance to the American people that thepartment of Defense in conjunction with the Fedegral
activity is undertaken for legitimate foreign intelligenceBureau of Investigation. It implements Section 1-104
purposes, and not for political or other impropeof Executive Order 12036, requiring procedureq to
purposes. The procedures used should not be ones whjehiern the coordination of military counterintelligence
by indirection in fact target American citizens andactivities within the United States, and supersedeg the
resident aliens where these individuals would nadelimitation’s Agreement of 1949, as amended.
themselves be appropriate targets. The proper
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SECTION 2 A. The term “coordination” means the process| of
eliciting objections and comments prior to undertaking

Defense Components Authorized to Conduct a proposed action. As used here, the term implieq that
Counterinteligence Activities no such action will be taken so long as the party \ith

Within the Department of Defense, each of th&hom the action in question is raised continues to |
military departments is authorized by Executive Ordasbjections which cannot be resolved.
12036 to conduct counterintelligence activities within

the United States in coordination with the FBI and B. The term “counterintelligence investigation” |is

ave

abroad in coordination with the Central Intelligencéncluded in the term “counterintelligence,” as defined

Agency. Within the military departments, the Unitedn Section—202 of the Executive Order 12036, and re

fers

States Army Intelligence and Security Command, the the systematic collection of information regarding a
Naval Investigative Service, and the Air Force Officgoerson or group which is, or may be, engaged in

of Special Investigations, are authorized by departmentsdpionage or other clandestine intelligence acti
regulation to conduct such activities. The term “militansabotage, international terrorist activities,

ity,
or

counterintelligence service” or “military Cl service,” assassinations, conducted for, or on behalf of, forgign

as used herein, refers to these components. powers, organizations, or persons.

SECTION 3 C. The term “counterintelligence operations”
included in the term “counterintelligence,” as defin

is
ed

Federal Bureau of Investigation Coordination with  in Section 4-202 of Executive Order 12036, and refers

the Department of Defense to actions taken against hostile intelligence service

s to

A. Policy matters affecting Defense countercounter espionage and other clandestine intelligence

intelligence components will be coordinated with thactivities damaging to the national security.
Office of the Under Secretary of Defense for Policy.
D. The term “DOD civilian personnel” includes §

B. When a counterintelligence activity of the Federdl.S. citizen officers and employees of the Departn
Bureau of Investigation involves military or civilian of Defense not on active duty and all foreign natior
personnel of the Department of Defense, the Fedemthployed by the Department of Defense.
Bureau of Investigation shall coordinate with the
Department of Defense. (Section 1 - 1401 of ExecutiveE. The term “security service” refers to that entity
Order 12036). For military and civilian personnel of &omponent of a foreign government charged w
military department, the military Cl Service hagesponsibility for counterespionage or internal secu
coordination authority for the Department of Defensdunctions of such government.
For other civilian personnel of the Department of
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Defense, coordination shall be effected with the Office F. The term “United States” includes the 50 Stajes,

of the Under Secretary of Defense for Policy. the District of Columbia, the Commonwealth of Pue

Rico, and all territories, possessions, or protecton]

C. It is contemplated that representatives of fieldnder U.S. sovereignty or control; but does not incl

elements of the FBI and military counterintelligenceccupied territory governed under the Preside

services will maintain close personal liaison, and withuthority as Commander-in-Chief.
meet frequently and routinely for the purpose of ensuring

close operation in carrying out their counterintelligence SECTION 5
activities. Policy
A. The responsibilities of each military counte
SECTION 4 intelligence service and the Federal Bureau
Definitions Investigation for the conduct of counterintelligen
For the purpose of this memorandum, the followingnvestigations and operations shall be governeg
definitions shall apply: relevant statutes, Executive Order 12036, and
agreement.
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B. Each military department is responsible for B. Except as provided by paragraph C (2) herein
protecting its personnel and installations from physicabunterintelligence investigations of foreign nation
threats and for ensuring that its programs and activitieadertaken within the United States shall be
which involve the national security are not compromisa@sponsibility of the FBI.
to hostile intelligence agencies.

C. Counterintelligence investigations within t

C. Within the United States, the Federal Bureau afnited States shall be conducted in accordance
Investigation conducts counterintelligence anthe following jurisdictional guidelines:
coordinates the counterintelligence activities of other
agencies. 1. Except as provided herein, investigations of

all civilians, including DOD civilian personnel,

D. Under combat conditions or other circumstances shall be the responsibility of the FBI;
wherein a military commander is assigned responsibility
by the President for U.S. Government operations in a 2. Investigations of U.S. military personnel on
particular geographic area, he shall have the authorityactive duty shall be the responsibility of the
to coordinate all counterintelligence activities within counterintelligence service of the appropriate
such area, notwithstanding the provisions of this military department;
memorandum, subject to such direction as he may
receive from the Secretary of Defense. 3. Investigations of retired military personnel,

active and inactive reservists, and National Guar

E. The military ClI Services and the Federal Bureau members shall be the responsibility of the FBI;
of Investigation are mutually responsible to ensure thatprovided, however, that investigations of actions
there is a continuing and complete exchange of allwhich took place while the subject of the
counterintelligence information and operational data investigation was, or is, on active military duty
relevant to the particular concerns of each operatingshall be conducted by the counterintelligencd
agency. service of the appropriate military department; and

F. Policy issues arising in the course of 4. Investigations of private contractors of the
counterintelligence activities which cannot be resolved Department of Defense, and their employees, sh3
at the FBI/military Cl Service local or headquarters level, be the responsibility of the FBI.
shall be jointly referred to the Attorney General
and the Secretary of Defense for resolution, or referredProvided, however, that nothing contained in th
to the Special Coordination Committee (Counteiparagraph shall prevent the military counterintellige

Responsibility for counterintelligence shall be the factual basis required for an authorized
apportioned between the Federal Bureau of Investigationadministrative action to protect the security of itg
(FBI) and the military counterintelligence services of personnel, information, activities, and
the Department of Defense (DOD) as follows: installations; or

A. All investigations of violations of the Atomic (b) To provide assistance to the FBI in support
Energy Act of 1946, which might constitute a of any counterintelligence investigation for which
counterintelligence investigation as defined herein, shallthe FBI is herein assigned responsibility.
be the responsibility of the FBI, regardless of the status
or location of the subjects of such investigations.
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intelligence) of the National Security Council inservices of the Department of Defense, in a mafner

accordance with SCC guidelines. consistent with applicable law and Executive Branch
policy, from undertaking:
SECTION 6
(@) In those cases where the FBI chooses tp
Delineation of Responsibility for Counter- waive investigative jurisdiction, investigative
intelligence Investigations actions which are necessary to establish or refute
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D. Counterintelligence investigations outside the SECTION 8
United States shall be conducted in accordance with
the following guidelines: Implementation
A. The policy and procedures set forth herein s
1. Investigations of military personnel on active be implemented in the regulations of the affec
duty shall be the responsibility of the military agencies.
counterintelligence services of the Department of
Defense. B. The provisions of this memorandum, and
classified annex made a part hereof, shall be effe
2. Investigations of current civilian employees, immediately upon execution by the Attorney Geng
their dependents, and the civilian dependents of and the Secretary of Defense.
active duty military personnel shall be the
responsibilities of the military counterintelligence GRIFFIN B. BELL
services, unless such responsibility is otherwise ~ATTORNEY GENERAL OF THE U.S.
assigned pursuant to agreement with the host Date: 4/5/79
government, U.S. law, or Executive directive.
C. W. DUNCAN, JR.
3. Investigations of retired military personnel, ACTING SecretARY OF DEFENSE
active and inactive reservists, National Guard Date: 2/9/79
members, private contractors and their employees,
and other U.S. persons, who permanently reside

in such locations, shall be undertaken in  Executive Order No. 12139, Exercise
consultation with the. FBI, CIA, and host of Certain Authority Respecting
government as appropriate. Electronic Surveillance

Provided, however that nothing contained in this
paragraph shall prevent the military counterintelligence (MAY 23, 1979, 44 FR. 30311, 50 U.S.C. 1803
services of the Department of Defense, in a mann®OTE)

consistent with applicable law and Executive Branch
policy from undertaking: By the authority vested in me as President by Seq

102 and 104 of the Foreign Intelligence Surveilla

(a) Investigative actions which are necessary to Act of 1978 (50 U.S.C. 1802 and 1804), in ordef
establish or refute the factual basis required for an Provide as set forth in that Act for the authorization
authorized administrative action, to protect the electronic surveillance for foreign intelligence purpos
security of its personnel, information, activities, it is hereby ordered as follows:
and installations; or

(b) To provide assistance to the FBI or security ~ 1-101. Pursuant to Section 102 (a)(1) of the Forg
service of a host government in support of InteIIigence Surveillance Act of 1978 (50 U.S.
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counterintelligence investigations outside the 1802(a)), the Attorney General is authorized to approve

United States for which DOD is not herein €lectronic surveillance to acquire foreign intelligen
assigned investigative responsibility. information without a court order, but only if th
Attorney General makes the certificates required by

SECTION 7 Section.
Coordination of Counterintelligence Operations 1-102. Pursuant to Section 102(b) of the Fore
(The procedures governing the coordination of courftelligence Act of 1978 (50 U.S.C. 1802 (b)), t
terintelligence operations within the United States bf\ttorney General is authorized to approve applicati

the military counterintelligence services with the FBfO the court having jurisdiction under section 103
are contained in the classified annex to ththat Actto obtain orders for electronic surveillance

memorandum.)
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the purpose of obtaining foreign intelligence
information.

1-103. Pursuant to Section 104(a)(7) of the Forei
Intelligence Surveillance Act of 1978 (50 U.S.C
1804(a)(7)), the following officials, each of whom is
employed in the area of national security or defense, i
designated to make the certifications required by Secti
104(a)(7) of the Act in support of applications to condu
electronic surveillance:

c
S
b

(@) Secretary of State.

(b) Secretary of Defense.

(c) Director of Central Intelligence.

(d) Director of the Federal Bureau of
Investigations.

(e) Deputy Secretary of State.

() Deputy Secretary of Defense.

(9) Deputy Director of Central Intelligence.

b

e

None of the above officials, nor anyone officiaIIyC.

make the above certifications, unless that official h '
consent of the Senate. u
1-104. (Section 1-104 consisted of an amendment
section 2-202 of Executive Order No. 12036.)
section 2-203 of Executive Order No. 12036.)

Jimmy Carter

Jimmy Carter

%pecial Committee To Investigate Un—American
Activities

with investigating activities by Communists, Nazis, &
Fascists. After conducting its investigation, {

to the country.

to influence Americans. They also found that so

acting in that capacity, may exercise the authority ¥

been appointed by the President with the advice a ¢

that a law be enacted:

1-105. (Section 1-105 consisted of an amendment to

Congressional Committees and
Executive Commissions 1934-1975

SCongress established this committee in 1934

and

pointed Representative John W. McCormack fiom

assachusetts as its chairman. It charged the comn

ommittee concluded that Communism was
ufficiently strong enough to harm the United Stg
ut its continued growth did represent a future da

The committee cited attempts made from abroad
y diplomatic or consular officials in the United Sta

fforts were being made to organize some Amer
itizens and resident aliens and said that constituti
hts of Americans had to be preserved from th
ms.”
mmunism all to be equally dangerous 3
nacceptable to American interests.

OTo solve the problem, the Committee recommen

that required the registration of all publicity,
propaganda, or public relations agents, or othg
agents who represent any foreign country;

that the Secretary of Labor have authority to
shorten or terminate any visit to the United State
by an foreign visitor traveling on a temporary visa|
if that person engaged in propaganda activities;

that the Department of State and Department @
Labor negotiate treaties with other nations to tak(
back their citizens who are deported;

that Congress make it unlawful to advise,
counsel or urge any military or naval member,
including the reserves, to disobey the laws an
regulations governing such forces;

that Congress enact legislation so the U.S

Attorneys outside the District of Columbia can
proceed against withesses who refuse to answ

hittee
nd
he
ot
tes
ger

and
es
me
can
pnal
ese

The committee found Nazism, Fascism, and

nd

ded

=

1"2}

=

\174

o=

162



Cl in the Turbulent 1960s and 19

70s

guestions, produce documents or records or refuseperjury conviction. The Hiss case also defir]ed

to appear or hold in contempt the authority of any Communism as the foremost political issue in the nai
Congressional investigating committee; and The Committee became a major political force and U
contempt citations as a primary weapon aga

that Congress make it unlawful for any person individuals who refused to testify by taking the Fifth

to advocate the overthrow or destruction of the Amendment against self-incrimination. In 1950,
United States Government or the form of example, the Committee issued 56 citations out of

government guaranteed to the States by Article 59 citations voted by the House of Representative$

IV of the fourth section of the Constitution.
In the 1950s, the Republican Senator from Wiscor

On the basis of the Committee’s recommendatiodpseph McCarthy, began his probe for Communisf
Congress enacted the McCormack Foreign Agertise US Government. McCarthy’s inquisitig
Registration Act in 1938. overshadowed the Committee’s own inquiries i

Communism. Since McCarthy was in the backgrod
Special House Committee for the Investigation his downfall had no effect on the Committee.
of Un—American Activities continued to pursue Communists and others engag

On 21 July 1937, a Texas Congressman, Martin Diag)-American activities until the beginning of 1960.
introduced a resolution in the House of Representatives
to create a special committee to investigate subversiorin 1960 and for the next 15 years, the Committe
in the United States. After prolonged debate in thedtention concentrated on the domestic unrest within
House, the resolution passed on 26 May 1938. Congrassion. They investigated the black militant and anti
established the Dies Committee, named after its nemovements, other radical youth group
chairman, on 6 June. Formal hearings of the committard terrorism.
opened on 12 August 1938.

In 1968, the House of Representatives changeq

The major target of the committee was organized labcommittee’s name to the Committee on Internal Secu
groups, particularly the Congress of Industrialn 1975, Congress abolished the Committee.
Organizations. A major tactic employed by Dies, and
one that set a pattern for how the committee functione@iommission on the Organization of the Executive
was his meeting alone and covertly with sympathetigranch of the Government
witnesses who accused hundreds of individuals ofln 1954, Congress revived the Commission on
supporting Communist activities. The American pre€9rganization of the Executive Branch of t
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dramatically reported the accusations but only a handfabvernment. Previously established in 1944,

to defend themselves. Hoover. The reinstituted commission came at a
when Senator McCarthy alleged that the Cen
The Dies Committee was a special committee undertelligence Agency (CIA) was infiltrated b
House Rules, and its mandate had to be renewed®ymmunists. McCarthy was ready to launch
Congress every two years. It did so until 1945 whenvestigation into the CIA but agreed to postpone
Congress replaced it with a permanent standing bothe commission included the CIA in its study.
called the Committee on Un-American Activities or
HUAC. During the next five years, the Committee To appease the Senator, on 4 July 1954, the Pres
began investigations into the American film industnappointed General Mark Clark, USA (Ret.) to cha
hunting for Communists. This investigation resulted inix-member committee under the commission
Hollywood blacklisting various producers, writersgvaluate the intelligence community and report bac
and actors. Congress. To accomplish this task, Clark divided
committee into groups. Clark and another commi
The Committee’s greatest distinction was itsnember, Admiral Richard Conolly, USN (Ret
investigation of Alger Hiss, which led to his eventuahspected the CIA. After several months of discuss

of the named individuals were provided an opportunitgommission’s head was former President Herqert
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in 1955 with CIA officials, in particular with Director committee also recommended greater use of techhical
Allen Dulles, the two men completed their review. Immeans to collect intelligence.
May 1955, the commission completed its report and
submitted it to Congress. The Rockefeller Commission
On 22 December 1974, thiew York Timegublished

The report was divided between an unclassified araah article by Seymour Hersh that accused the CIA of
classified section. The main report covered the sikolating its charter by spying on Americans in the
agencies or departments having intelligenc®nited States. Additional media coverage followed with
responsibilities. In its long descriptive narrative, th@ew stories of CIA's unlawful activities. Congress made
report did not make any extensive recommendationdans to investigate these charges and President Gerald
It did say that the Cold War distracted the intelligencEord also decided to appoint a commission to look jnto
community from other tasks. As for the CIA, thethe allegations.
commission found no valid information that organized
subversives or Communists had penetrated the AgencyOn 4 January 1975, the President signed an exequtive
This conclusion discharged the commitment to Senatorder creating the Commission on CIA Activitigs,

McCarthy. referred to as the Rockefeller Commission, named after
its chairman, Vice President Nelson Rockefeller. The
The Doolittle Review President tasked the commission to determine if the |CIA

President Dwight Eisenhower wanted to avoid angxceeded its statutory authority and if existing
investigation of the CIAs clandestine service by theafeguards were adequate to preclude CIA fjom
Commission on the Organization of the Executivengaging in activities outside its authority. During the
Branch of the Government. To do this, on 8 July 195#4gxt five months, the Commission investigated the
he appointed General James Doolittle, USAF, to chaitharges and found that CIA indeed conducted illg¢gal
a four-member committee to do a comprehensive studnd improper activities and made 30 recommendations
of CIA's covert activities. The committee’s report wago prevent future abuses.
submitted to the President on 30 September, less than
three months after it was commissioned. The Commission delivered its report to the President

on 6 June 1975. On 11 June, the President releasgd the

The White House released a press statement, whigport to the public. In the report, the Commission $aid
stated that General Doolittle found the CIA to be dointhat previous presidents requested, either directly or
a good job and gradually improving its capabilities. Tandirectly, that the CIA conduct some of the activitigs.
demonstrate his cooperation with the Congressionghe Commission did not recommend any changes in
Commission, President Eisenhower provided a copy tife law governing the CIA but recommended that|the
the report to General Clark. law be clarified and that a greater stress had to be made

on external oversight and internal controls.

The Doolittle Review indicated several major
concerns involving personnel, security, coordination and The report covered in some detail 11 “significant areas
operations, organization and administration, and costd.investigation.” They were:
It faulted the Agency for accepting additional tasking
than its personnel could properly handle. The committee CIA's intercepted mail operation between 1952
said the CIA had to be more aggressive in its covert and 1973.
action programs. In the committee’s view, as long as
the Cold War remained a national policy, the CIAneeded The activities of the Special Operations Group
to be more effective, clever, and, if necessary, more in the Counterintelligence Staff that from August
ruthless than the enemy. 1967 to March 1972 ran Operation Chaos.

Doolittle downplayed attempts to infiltrate agents in ~ The five instances, from 1959 to 1972, CIA
the Soviet Union and recommended inducing defections conducted wiretaps or physical surveillance of
of Soviet and East European officials abroad. The American newsmen.
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Domestic operations of the Directorate of  The Senate gave the committee until 1 September
Operations. 1975 to complete its investigation but the committee
failed to meet the deadline. The committee releasqd its
The program of illegal drug testing from the final report on 23 and 26 August 1976. The commijtee
late 1940s until 1967. first met in secret on 9 April 1975 and continued| to
meet secretly until 16 September when it began public
Turning over in 1971 of highly classified hearings and issued reports on CIA activities.
information to President Nixon, which, unknown
to the CIA, was to serve Nixon’s own personal The secret meetings concentrated on CIA's
ends. assassination schemes against foreign leaders.| The
Rockefeller Commission, with President Ford'’s
ClAs relationships with other federal, state, and approval, examined this question but did not complete
local agencies. its inquiry because time ran out. The Church Comm*ttee

asked for the information gathered by the Commisgion

Domestic investigations by the Office of and then proceeded to conduct its own investigation.
Security. The Committee published its report in November 1975,
despite a last minute request by President Ford npt to
The unlawful holding of a Soviet defector for do so.

three years in solitary confinement.

The public hearings started in September with [the

Keeping indices and files on US persons. discovery by CIAthat the Agency failed to destroy some
deadly shellfish toxins as previously ordered |by

Allegations concerning the assassination of President Nixon. In late September the Commijtee
President John F. Kennedy. focused on the FBI's and NSAs domestic intelligence
collections and operations. During this phase of|the
Select Committee To Study Government Operationshearing, the CIA's Counterintelligence Staff’'s mail
With Respect to Intelligence Activities opening operation, codenamed HTLINGUAL, surfaced.
On 27 January 1975, the US Senate voted to establish
the Select Committee to Study Government Operationsin October, the Committee held closed hearingg on
With Respect to Intelligence Activities with Senatorcovert action operations. Because the hear
Frank Church from Idaho as its chairman. Known asontinued to drag on, there were pressures o

committee with the task of determining: wanted to announce its reorganization of the intelliggnce
community but was delaying it while the Commi
If the CIA, FBI, or any of the 58 other US law  still met. The parallel House of Representati
enforcement and intelligence agencies conducted investigation into the same subject area also compelled
“ilegal, improper or unethical activities. the Committee to soon end its review. Adding to fthe
sense that any further prolong hearing was becoring
If existing laws governing intelligence and law futile was the lost of interest by the American pulbjlic
enforcement operations were adequate. and Senator's Church’s own presidential ambitiong.

If present congressional oversight of the The House Select Committee on Intelligence

agencies was satisfactory. The House of Representatives was late getting started
in its own investigation into the domestic intelligerice

The extent to which overt and covertintelligence scene and the role of the White House. Demociatic
activities in the United States and abroad were Representative from Michigan, Lucien Nedzi, heagled

necessary. the House probe. One member of Congress, Mi

Harrington (D-MA) chastised the committee for failipg

165



Cl in the Turbulent 1960s and 1970s

to move rapidly to investigate the CIA. He introducefbr a fight. Instead of compromising with the Whijte
a bill in Congress to create a new committee ddouse on information it sought, the Committee issped
intelligence. Harrington also wanted to chair the neaubpoenas. This confrontational attitude led| to
committee but CIA and several supportive members afrimonious relations with both the White House &nd
the House fought the bill because they did not want @A. After Pike leaked sensitive intelligence to the
see Harrington in such a position as he had earlier leak@dss, the White House sought reassurance from the
classified House testimony to the press. committee that there would be no further leaks. he
committee agreed but on 19-20 December abandpned
Nedzi also fought against the bill. He informed higs commitment to protect sensitive intelligence [by
colleagues that he would chair any House investigationting to unilaterally declassify and publish documegnts
of the CIA. On 6 January 1975, he restated his positicevealing sensitive US covert operations in Angola pnd
that any investigation of the alleged abuses by the Cltaly.
was his subcommittee’s prerogative. In addition, Nedzi
worked behind the scenes to keep Harrington off anyThe assassination of CIA's Chief of Station in Athens,
investigative committee. Greece on 23 December further strained the relatiorjship
between the committee and the White House. [The
On 19 February, the House voted 286 to 120, aimdatesident informed the committee that they had engugh
along party lines, to establish the House Selerttfformation to write their report without revealing apy
Committee on Intelligence and named Nedzi itadditional sources and methods.
chairman. Nedzi lost his battle to keep Harrington off
the committee when House Speaker Carl Albert namedrhe committee provided the CIA the first draft of jts
him as a member. final report on 19 January 1976. The committee wanted
an immediate review and concurrence. The next day,
For the next several weeks, Nedzi accomplisheshrts of the report appearedThe New York Times
nothing but the appointment of a security director fdbespite further efforts by the White House and the [DCI
the committee. His delay in getting started angerad get the committee to postpone its rush to publish} the
several representatives who wanted to push tkemmittee proceeded on its own self-imposed agenda.
investigation quickly. Harrington again led the charg€n 23 January, members of the committee voted 9|to 7
They accused Nedzi of neglecting to act although e release the report to the public.
knew for more than one year of CIA assassination
planning and illegal domestic activities. On 28 January, the House of Representatives,
rare move, killed the committee’s report.
On 12 June, the DCI, William Colby, arrived on
Capital Hill to testify in front of the committee. Upon

his arrival he discovered there was no meeting because |n the United States District Court
Nedzi had just resigned his chairmanship. The Speaker ‘s
of the House, Carl Albert had placed the question of For the District of Maryland

Nedzi's chairmanship on hold as pressure mounted from
the Harrington-led group and the boycott by the UNITED STATES OF AMERICA
Republican members of the committee. v

in a

DAVID HENRY BARNETT

On 17 July the House abolished Nedzi's committee
and established a new select committee. Otis Pike
(D-New York) was named chairman. Although the

committee’s size increased from 10 to 13, Harrington 1 1iS case comes before the Court on a one-cpunt
was not named to the committee. indictment charging David Henry Barnett with

espionage, for selling sensitive American intelligence
the Committee began i'ygformation to the Union of Soviet Socialist Republi¢s.

RULE 11 STATEMENT OF FACTS

Under Pike’s leadership,
investigation using preconceived notions and looking
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The indictment charges Barnett with a violation oflifficulties, he approached the KGB in 1976 to sell them

to the Soviet Union. employees, and the identities of persons in the e
of the Soviet Union who had been targeted by the
The Government will establish this offense byfor possible recruitment. He also agreed to seek re-
showing that in 1976 and 1977 in Vienna, Austria anémployment in the intelligence field at the behest of|the
Jakarta, Indonesia, David Henry Barnett, a forme®oviet Union to collect further national defense
Central Intelligence Agency employee, communicateidformation.
national defense information including information
about a CIA operation known as HABRINK to agents Among the items relating to the national defense that
of the Soviet Committee for State Security, the KGB.Barnett sold the Russians was a description of a covert
operation known as HABRINK, a CIA effort that
An overview of the case to be detailed is as followsrocured substantial technical information concerrjing
Barnett was employed by the CIA in the late 1950s ar8bviet weaponry. It is that operation which is specified
1960s as a contract employee and staff officer. Hig this indictment. The operation took place in a fordign
primary responsibility involved the conduct ofcountry without that country’s knowledge.
clandestine intelligence operations, including operations
designed to collect information on the Soviet Union. Information, other than HABRINK, that Barnett sald
Because of his position, he was given clearances upvwtould have formed the basis for additional counts had
and including Top Secret as well as several specidile case gone to trial, and his communication of still
compartmented clearances and had access to sensttitieer information would have been the subject of
classified information, particularly concerning the CIAstestimony as other acts evidencing intent. Becausg the
clandestine intelligence collection operations. Durin@overnment can adequately establish the factual
this period he was an undercover employee. for a plea without extensive reference to these |
the Government will submit to Court and counsel, urjder
Barnett, however, decided in 1970 that his employa protective order, an in camera sentencing meinor-
ment with the CIA was not sufficiently remunerativeandum detailing these items, so that the Court wil[ be
and left his employment to go into business on his owfully informed for sentencing. The defendant claims
After a few years, however, Barnett encounterethat he did not transmit certain classified information to
significant financial difficulties in the business worldthe Soviets. The details of that claim will also |be
and incurred substantial debts. To solve his financialbmitted to the Court in camera by his counsel.

With respect to the value of information Barnett sgid,
the Government does not take the position that the KGB
paid $92,600 solely for the value of the information
passed by Barnett. Undoubtedly, the KGB was
motivated to pay this amount not only for the
information obtained but also in anticipation of Barnett's
becoming re-employed in the U.S. intelligence
community, or with Congressional or White House
oversight committees, a re-employment that would Have
been of great value to the KGB.

David Henry Barnett
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principally on four items: First, Barnett's monetanproved unsuccessful and as a consequence, he bg
motivation; second, the range of information Barnesiubstantially indebted.

sold—he passed a significant portion of his knowledge

to the Soviet Union without regard to its significance to During the fall of 1972, Barnett, together with

The Government’s proof of intent would restfter Barnett left the CIA in 1970, he business ventlires

pcame

is
the

our national defense; third, his own intelligence trainintamily, established residence in Indonesia for
and background that should have made him fully awaperrpose of working in private industry and startin

of twelve interviews over an eighteen day period ifthey would testify that Barnett was authorized to
March and April 1980. The Government would alsdid in fact take advances at will from this corporati
offer independent evidence establishing thm excess of $100,000, for his own personal use o
trustworthiness of and corroborating the confession atitk use of C.V. Kemiri Gading, one of his then person
expert testimony regarding the national defensavned companies.
character of the information passed.
Records kept by the two employees in the ordin]
With respect to proof of venue, it should be notedourse of P.T. Trifoods business reflect that during 1
that 18 U.S.C. Section 3238 provides that if, as hemter Barnett had been paid money by the KGB,

particular State or District, the indictment may bé¢hat he or his personal companies had received.
brought in the district of the defendant’s last knowGovernment is able to link $12,500 of the repaymer
residence; in this case, Maryland. moneys paid Barnett by the KGB.

If this case were to proceed to trial, the GovernmentBarnett admits that in mid—1976, however, while
would provide as follows: was still in the midst of these financial difficulties,
typed an unsigned note that he intended to give
The defendant was employed by the CIA as a contr&bviets when the occasion arose, setting forth
employee from November 1958 through May 1964ifficult financial situation, his CIA experience ar
when his contract expired. He was rehired as a contraeining, and his willingness to sell his services to
employee in June 1961 and remained in that capadd@B for approximately $70,000.
until March 1963 when he became a staff officer of the
CIA. He remained in that position until January 1970. In the fall of 1976, Barnett went to the home o
He was again employed as a contract employee fr@oviet Cultural Attaché in Jakarta, Indonesia with wh
January 1979 to March 1980. Barnett had met frequently while he had been with
Agency. As CIArecords show, there had been exter
From March 1963 until December 1965, he serveshrlier contacts between this Soviet and Barnett du
as an intelligence officer in a covert capacity in a foreigBarnett's tenure with the CIA—at a time when the
country. He then returned to CIA Headquarters whehad been assessing the possibility of recruiting
he stayed until November 1967. Soviet. Moreover, CIA employees would testify th
this Cultural Attaché is quite accessible to Americ
In November 1967, he was sent to another foreigliplomatic personnel and has had frequent contact
country where he was Chief of Base, a position he hdéliem. Barnett gave the Soviet Attaché the note
until he left the CIA in January 1970 to enter privateffered to provide information relating to his form
business for family reasons and to increase his incon®A employment. The Soviet requested Barnet
As Barnett later admitted, and the FBI has corroboratadturn the following Sunday.

a

of the significance of the information he sold; and fourtmumber of businesses. By 1976, however, Barngtt's

his clandestine manner of communicating with thfinancial situation had become quite precarious. [The
KGB. Government would introduce the testimony of Lee Lpk-
Khoen and Jacob Vendra Syahrail, two employees of

The Government's proof includes a lengthy.T. Trifoods, an Indonesian seafood processing
confession given by Barnett to the FBI during the courserporation managed by Barnett in the mid-1970’s.
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That Sunday at the Soviet's residence, Barnett wasother meeting with his business associate in Antw
introduced to someone identified only as DmitriyBarnett flew back to Jakarta from Brussels, arriving th
During this meeting, Barnett outlined his financialon March 3 or 4, 1977.
situation, requested $70,000 and for the first time
discussed CIA operations he had learned of whileln late March 1977, Barnett met again with Dmit
operating covertly for the CIA. in Jakarta. Dmitriy paid him an additional $30,000 4

again instructed him to obtain a job in the United St

On a subsequent Sunday in late November 197&ith access to national defense information. As busi
Barnett again met with Dmitriy inside the Sovietrecords show, Barnett repaid P.T. Trifoods, the com[
compound in Jakarta and communicated mornee managed, $5,000 on March 29 and $7,500 on M
information that he had acquired during his CIA31. Barnett admits this money came from the KGE
employment. For this, Dmitriy paid Barnett $25,000 in
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United States currency in $100, $50, and $20 bills andBarnett also admits that before flying to the United

arranged a meeting between the defendant and the KSiites on June 16, 1977, he met with Dmitriy and
in Vienna, Austria on February 27-28, 1977. paid $3,000 for expenses for his upcoming trip to
United States to search for a job.
Once more before February 25, 1977, Barnett met
with Dmitriy and was given an additional $3,000 for Barnett was in the United States from June 16 to
the travel expenses he would incur during his upcomirgy While in Washington, Barnett called David Kenny
trip to Vienna. State Department employee, about obtaining a jol
the White House Intelligence Oversight Board. Bar
On Friday, February 25, 1977, Barnett left Jakartsubsequently reported his effort to Dmitriy.
for Brussels, Belgium, where he took a commuter train
to Antwerp. On the 26th he had a brief unrelated meetingApproximately July 10, 1977, after his return
in Antwerp with a business associate. After the meetinpdonesia, Barnett met with Dmitriy and Pavel. Barr
Barnett took the train first to Brussels and then to Viennfalsely told Pavel that during his last trip to Washingt
He arrived in Vienna on the morning of the 27th. Duringe had met with a senior CIA official. However, Barn
his trip from Antwerp to Vienna, Barnett’s passport wamentioned that he was afraid to become reemplg
not stamped. with the CIA because he felt that he could not pass
polygraph examination required for staff employm
Shortly after he arrived in Vienna, Barnett was met atith the Agency. Nonetheless, the KGB instructed
the contact point by a man who exchanged thie obtain a position in the CIA, INR or DIA. Barng
prearranged verbal code, known as a parole, amas given $3,000 for travel expenses to returt
identified himself as Pavel. Barnett was then taken toddashington for another attempt to find a job.
KGB safehouse on the outskirts of Vienna.
On August 11, 1977, Barnett traveled to Washing
Barnett's meeting with the KGB in Vienna lasted eighD.C. While in Washington, he met with Joseph Den
to ten hours. He related his knowledge of nation&eneral Counsel of the White House Intelliger

defense information to Pavel, and two other KGB agen®versight Board, and with William Miller, Staff

identified only as Mike and Aleksey. Barnett alsdirector, Senate Select Committee on Intelligence,
convinced the three that he could get a job in the Unitegbplied for jobs on those committees. The Governn
States which would give him access to classifiedbould call Mr. Dennin and Mr. Miller to confirm thg
information. The KGB told Barnett that their primaryBarnett unsuccessfully sought employment in th
targets were the CIA, the Intelligence and Researdensitive organizations.

Bureau at the State Department (INR) and the Defense

Intelligence Agency (DIA). At the conclusion of the Barnett returned to Jakarta on September 5, 1

meeting, the defendant was paid $15,000. On Wednesday following his arrival, he met with

Dmitriy. During this meeting, Barnett claims he falsg
On Tuesday, March 1, Barnett left Vienna by trairold Dmitriy that he had obtained a job on the “Wh
for Brussels. Again, his passport was not stamped. After
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November and received approximately $3,600 fdb.C. As noted, Igor mentioned that he lived i
packing and moving expenses back to the United Stat&hannon and Luchs apartment in northern Virgini
1977. Acopy of the lease for apartment 830, 1200 S

Barnett's travels to meet with members of the KGE ourthouse Road, Arlington, Virginia, an apartm
during 1977 are corroborated in large part by amanaged by Shannon & Luchs, shows the lessee
examination of the defendant’s passports. Robert @ladimir Popov. To corroborate the fact that Poy
Lockard, Chief of the Forensic Document Laboratorynet with the defendant in Jakarta in November 19
in the Immigration and Naturalization Service, wouldhe Government would also introduce two 1-94 for
testify that Barnett's passports show either an entry fom the Immigration and Naturalization Servi
exit on February 25, 1977 from Indonesia and anothehowing that Popov departed Dulles Airport
entry into that country on March 4, 1977, the dateNovember 22, 1977 for Moscow and returned

he traveled from that country to Vienna and returnedestablish that Barnett would not have had any reas
know Popov or his whereabouts from Barnet
The absence of European entries reflected on ramployment with the CIA.
passport also corroborates Barnett's statements that no

trip to Vienna. The passport also reflects two departur&sates and established residence in Bethesda, Mary
from and entries into Indonesia during the summer gfhere he resides today. Between April 1978,
1977, the time when Barnett states that he traveledlanuary 1979, Barnett sought jobs both in
the United States to obtain a job with access ftiatelligence field and in the private sector. Barnett,
intelligence information. example, admits meeting with Richard Anderson,
employee of the House Permanent Select Comm
In November 1977, in Jakarta, Barnett was introduceth Intelligence (HPSCI), in Washington to discu
by Dmitriy to a Soviet who identified himself only asemployment possibilities.
Igor. Igor claimed to be stationed in America and

Washington. Igor also mentioned that he lived in aMember on the House Permanent Select Comm
Virginia apartment complex owned by Shannon andn Intelligence (HPSCI), would testify that Barn
Luchs. During that meeting, Igor gave Barnett thealled him in September 1978, regarding the possil

House Oversight Committee.” He also met withn November was, in fact, Vladimir V. Popov, former
Dmitriy sometime between late September and earfhird Secretary at the Soviet Embassy, Washingjton,
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coinciding accurately with the dates on which he admif8ecember 6, 1977. Testimony from the CIA would
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European passport entries had been made during hi©n April 21, 1978, Barnett returned to the United
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explained that he would be working with Barnett in Mr. Richard D. Anderson, Jr., Professional Staff
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location of two public telephones near an Exxon staticof obtaining a position on the HPSCI. The two met
at 7336 Little River Turnpike, Annandale, Virginia, September 27, 1978, and Barnett told Anderson th

salary. Mr. Anderson, however, informed Barnett
Igor also arranged a dead drop site near Lock 11 alotigere were no vacancies on the committee. Ande
the C&O Canal. Barnett was instructed to place a pieesould also testify that had Barnett obtained a posi
of red tape on the side of a nearby telephone boothdn the committee, he probably would have had ac
signal the KGB that the drop site had been serviceth.information relating to CIA covert operations. Desy
Neither the two phone booths in Annandale nor the deds job-seeking effort, Barnett did not contact the K
drop site, however, was ever used by Barnett. during this time.

During one of the FBI interviews, Barnett was shown In January 1979, Barnett was rehired by the CIA
a photograph of Vladimir V. Popov, a former Thirdcontract employee to train CIA employees in operatiq
Secretary at the Soviet Embassy, Washington, D.C., ainddecraft, on a part-time basis at a wage of $200 &
identified Igor as Popov. The Government would offefhis position, which did not provide him with accesg
further evidence establishing that the “Igor” Barnett meEIA records and files, did provide him with access

t he

which were to be used for contact purposes at 3:00 p.fwas well fixed for funds” and that his interest in the
on the last Saturday of every month. committee was a matter of personal interest rather than
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some classified information. Because Barnett was stiermanent position with the CIA which would give h
in dire financial straits, he traveled on March 31 fronaccess to more sensitive informatidsarnett, however
Maryland back to Indonesia. On his arrival, he went twas reluctant, feeling that he would not pass
the residence of the Soviet Attaché in Jakarta to rpelygraph that the CIA gives to staff employees. Bar,
establish contacts with the KGB. He told the Soviedrranged to meet again with the KGB in late Novem
that if the KGB wanted to contact him, they should me&eorge paid Barnett $3,000 for expenses.
him at 9:00 p.m. at the same place where Barnett first

m

the
hett
ber.

met Dmitriy. When no one appeared, Barnett returnedAs Barnett details in his confession, on the Iast
to the attaché’s residence where he met for an hour witlaturdays in September and October at 3:00 g.m.,
another Soviet identified to Barnett only as BobBarnett received calls at the Bethesda Medical Building

According to Barnett, he told Bob of his experienceBom an individual whose voice he later positive
since his return to the United States and providedidentified to the FBI as belonging to Igor, the Soy
general description of his new position with the CIA. that he had met in November 1977. The exchal
between Barnett and Igor were brief, no classi
Two days later, Barnett says that he met with Bolmformation was exchanged, and the defendant told
again. During this session, Bob reiterated Igor'that he was still looking for another job. During t
instructions given during the November 1977, meetin@)ctober telephone contact, Barnett specified other
by urging the defendant to use the emergency contattDecember 1979, on which he could meet with
plan on the last Saturday of each month if a need aroB&B should he not be able to meet at the sched
Barnett, however, told Bob that he did not feel that Igordate in November.
contact plan was secure and provided the number to a
public telephone located at the Bethesda Medicalln his interviews with the FBI, Barnett admits traveli
Building on Wisconsin Avenue, Bethesda, Marylandagain to meet with the KGB in late November 197¢
He later discovered, however, that he had transposéakarta. On the day of his arrival, Barnett was pic
the first two numbers to this telephone number. Asw@p and taken to the Soviet compound where he
result, Barnett was never able to use the emergenGgorge. During the meeting, which lasted into the n
contact procedure. Arrangements were also made withd the following day, George told Barnett his preg
Bob for another meeting with the KGB at the samposition with the CIA was of no interest to the KC

meeting, Bob paid Barnett $4,000 for expenses. Barnetith the CIA. The defendant also provided George
returned to the United States on April 14, 1979. a number of a second public telephone which was
used for future contacts and which was located af
On June 30, 1979, as instructed by the KGB, Barneatbrner of Wilson Lane and Cordell Avenue in Betheg
traveled back to Jakarta, and met with another Sovidaryland.
identified only as George, in the Soviet compound.
During this meeting, which lasted approximately two George gave Barnett $3,000 for travel and exper
days, Barnett described his new position with the Cl4pr Barnett to meet with him in Vienna on April 2
offered to photograph the training manual and to us®©80. The two were to meet at 64 Taberstrauss
the deaddrop site to transfer the information, and gafrent of the KOCH Radio Shop in the second distr
the correct number to the public telephone booth at tfie corroborate this fact, Leonard H. Ralston, FBI L&
Bethesda Medical Building. The Government is noAttaché, from Berne would testify that he traveled

location for June 30, 1979. At the conclusion of thand urged Barnett to pursue actively a full time pos{&on
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taking the position that these manuals had substant Taberstrausse in the second district. At that addlress

significance. is the KOCH Radio Shop.

George, the Soviet contact, told Barnett that if no The Government would further corroborate Barng
contact were established on the last Saturday of eatdalings with the KGB in 1979, as they have b
month, Barnett should go to the Annandale Bowlingescribed here. His passport accurately reflects his
Alley on the following Sunday to meet Igor. Georggourneys to Indonesia. Also, an American Express
stressed that Barnett should attempt to obtain stip shows his purchase of an airline ticket on Novent

tt's
ben
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31, 1979 from Dupont International Travel, Inc., d@etween April 1978, and January 1979, in the Unjted
Washington, D.C. travel agency for one of these tripStates. Barnett told the FBI he was fearful of detegtion
Moreover, records of Barnett's bank account at Rigdfshe operated in this country. He also failed to redain
National Bank shows a $2,600 cash deposit ataff officer status with CIA and thus had not attaifed
December 5, 1979, only a few days after the KGB paittcess to the type of intelligence information that [the
him $3,000 in late November. KGB primarily sought or would consider of major
importance. It could well be that these failures cquid
When Barnett returned to the United States, he whave caused some skepticism in the KGB about his bona
called by Igor on the first Saturday in January at tHles and, retrospectively, the value of the information
public telephone in the Bethesda Medical Buildinghat he had previously sold.
Barnett told Igor that he was still trying to obtain a full-
time job with the CIA. Barnett also suggested that heln March 1980, Barnett was interviewed by the RBI
be called at the second telephone number. about his suspected espionage activities involving| the
KGB, and confessed his involvement as has been
The defendant also states that he was again contaatedcribed here. Special Agents Michael J. Waguespack,
by Igor at 3:00 p.m. on the first and third Saturdays iR. Dion Rankin, Charles T. McComas and Paul| K.
February. The first telephone call was received at tidinor of the FBI would testify that they interviewed
public telephone at the corner of Cordell Avenue arttie defendant either singly or in pairs on twelve
Wilson Lane; the second at the Bethesda Medicatcasions during the period between March 18 and April
Building. According to Barnett, he told Igor in the first4, 1980. They would also present testimony and FBI
call that he would traveling abroad in connection withdvice of Rights forms establishing that Barneft's
his CIA employment and gave his itinerary during thetatements were given voluntarily and that his rights
second call. During the second conversation, thmder theMiranda decision and its progeny were not
defendant gave Igor the number of a telephone at thielated.
Bradley Shopping Center on Arlington Road in
Bethesda which was to be used for the contact on thé&arnett was first interviewed by the FBI on the
following Saturday, March 1, 1980. morning of March 18, 1980 at his place of work. Spegial
Agents Waguespack and Rankin would testify that they
On March 1, Barnett received a telephone call at th@d Barnett that they wished to speak with him regarding
Bradley shopping Center from Igor. During thehis involvement with the KGB and that they knew [he
conversation, Igor told the defendant that the KGBad been in contact with the KGB. At no time did the
would not meet with Barnett during Barnett’s upcominggents indicate that the defendant was under arrgst or
overseas trip for the CIA, but would meet with him irthat his freedom of movement had been deprivefl in
Europe as previously scheduled. any way. Infact, Barnett was told that the FBI's functjon
was only to investigate the facts and that the Attorey
In his confession, Barnett also told the FBI that o@eneral would decide whether a prosecution yas
April 5, 1980, Igor was to call him at the Bradleywarranted. After a short discussion with the agents,
Shopping Center at 3:00 p.m. If the call was nd@arnett began his confession. He was read his rights
completed at 3:00, Igor was to call again at 4:00 p.rand signed the standard waiver form prior to his draffing
By April 5, 1980, of course, Barnett had been confrontethd signing a written statement outlining briefly lis
by the FBI. However, Special Agent Michaelctivities with the representatives of the Soviet Union.
Waguespack would testify that he went to the phorte left his office for home after the interview. Prior|to
booth described on the fifth of April and heard it ringgach of the subsequent eleven interviews which all
three different times between 2:58 p.m. and 3:03 p.mccurred in motel rooms, Barnett was readMiianda
rights and signed a standard waiver form.
In fairness to Barnett, it should be noted that after his
initial sale of information in 1976 and 1977, he did not Barnett admitted that during his meeting with Dmitfiy
do everything that the KGB wished. He claims that hia the Fall of 1976 and early 1977 and his meeting \ith
failed to communicate with the KGB as directedhe KGB in Vienna, he communicated informatipn
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relating to (1) the details of the CIAs collection ofvolume of Soviet documentary data and a limifed
personality data on seven Soviet consular officials imamount of Soviet hardware on a large variety of weapons
the late 1960s, where Barnett had been Chief of Basystems deployed in that country.
(2) the identities of thirty covert CIA employees as well
as personality data on some of them; and (3) numerou§ he operation collected detailed informatipn
CIA operations with which the defendant was familiaconcerning the Soviet SA-2 surface-to-air misgile
from his employment with the CIA, including system, the Russian Styx naval cruise missile, andl the
HABRINK, the operation that forms the basis for theSoviet W-class submarine. The information regarding
indictment. Again, the details and significance of théhat weaponry has never been available from any gther
remaining information will be discussed inlagamera source. Information pertaining to the KOMAR-clgss
sentencing memorandum. guided missile patrol boats, the RIGA-class destroyer,
the SVERDLOV-class cruiser, the TU-16 (BADGER)
Barnett's access to the classified information whichomber aircraft an the associated KENNEL airto-
he confessed to having communicated to the Sovietsrface missile systems as well as other weappnry
can be proved through both CIA documents and tlwformation of lesser significance was also obtained.
testimony of Barnett’s former colleagues within the CIA.
Personnel records maintained at the CIA indicate thatOne example of the importance of this operation to
Barnett had security clearances while he was employttek national defense of this country during the late $0’s
by the CIA and had access to the information which tend early 70's was the securing by HABRINK of the
confessed to having communicated to the KGB. Iguidance system from an SA-2, familiarly known as a
particular, the CIA has documents, authored by Barn&@AM missile. That missile had been used very
during his employment, detailing his involvement ireffectively by the North Vietnamese to shoot down many
studies of the recruitment potential of the seven SovidikS. aircraft. As a result of HABRINK'’s obtaining the
and his participation in some of those operations, tiyeiidance system, it became possible to determing the
details of which he confessed to having transmittedadio frequencies used to direct the missile and jam those
Moreover, testimony from one of the defendant’s formdrequencies, resulting in the saving of the lives of many
colleagues within the CIA would establish that Barnettomber crews engaged in action in Vietham. This
worked closely on the HABRINK operation, which isexample is cited to demonstrate the utility of {he
the subject matter of the indictment. HABRINK operation and its relationship to the natioal
defense. The Government, however, is not attempting
HABRINK was a clandestine intelligence collectionto argue that Barnett's disclosure of HABRINK in 1976
operation designed to obtain information on Sovidiad a deleterious impact on the United States With
weaponry. The information was collected by utilizingespect to that particular item of Soviet weaponry and
a net of agents with access to information concernigmerican countermeasures.
sophisticated weaponry which the Soviets were, during
that period, supplying to a foreign nation, whose As indicated above, this operation was run withput
relationships, however, at the time were very close tbhe knowledge and consent of this foreign nation, [has
the Soviet Union. Recently, however, that country hast been publicly disclosed and—so far as can be
enjoyed good relations with the United States. determined—was not known by the Soviet Union uptil
Barnett revealed it to the KGB.
In the early 1960’s that country had begun to receive
current conventional Soviet army, navy and air force The operation was run by the CIA through jan
weapons systems. The purpose of the HABRINkhdividual assigned to cryptonym HABRINK/1 who
operation was to secure, without the knowledge of thed wide access to the information sought and utilized
government of that country or the Soviet Union, than extensive network of sub-agents who supplied him
weaponry itself or parts thereof and classified Sovietith the information desired by the United States. This
documents providing the operational characteristics aadent is alive, though no longer active as a source
technical description of these weapons systems. The
operation was very successful and provided a large
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Barnett told the KGB HABRINK/1's true name. Thebenefits from supplying the hardware in the first plgce,
CIA has confirmed that the name Barnett admits givingp everybody’s happy.”
to the KGB is, in fact, the agent's true name. As a result
of Barnett's actions, HABRINK/1 is exposed to To the contrary, expert testimony from the
retribution if the Soviets find it to their advantage. = Government would establish that the decision to supply

sophisticated weaponry to this nation involved was|the

Clearly, Barnett knew, when he told the Soviets abostibject of an intense internal debate within the Sqviet
HABRINK, that the operation related to the nationaUnion. The Soviet faction opposing the supplying| of
defense and that there was a continued need to keepthiwse weapons argued this supplying would lead t¢ the
operation secret. When Barnett was asked by the F&Impromise of detailed Soviet defense information. [The
in March 1980, if there was one event or operation theecision to supply the weapons was eventually made
was big and that stood out in his mind, he promptlgn purely political grounds. In short, the Governmept's
identified HABRINK. Barnett's acknowledgment of position would be that while debriefing Barnett, the
HABRINK'’s importance is further evidence of hisKGB gave short shrift to HABRINK because it did rot
intent. want to acquaint him with the value of the HABRINK

operation or the value to them of learning that such an

Barnett also admits telling the Soviets that HABRINKoperation had taken place.
obtained Soviet training manuals and hardware from
all over the country and from air force, army and navy At the height of its productivity in the late 196(Qs,
bases and received $300,000 for the material, being peldBRINK was considered by the CIA as one of fits
approximately $175 per manual. He claims not to haveghest priority operations. It should be noted that
any recollection of which manuals were securedarnett’s compromise of HABRINK in 1976 and 19y7

manuals came from, when the operation started, wh&tates.
it ended, which agents and subagents were still in the

KGB that HABRINK had secured the antenna guidanosould call among its expert withesses Rear Ad
system and gyroscope from the Soviet Styx missile, bilibhn L. Butts of the Office of Naval Intelligence,

Dmitriy did not question him extensively concerningseeker and autopilot, and its wiring manuals
the operation. Barnett told the KGB that he had be@ssociated diagrams. The Styx missile is a patrol poat
afraid to tell them about this operation for fear theyissile that has the demonstrated capacity of sinking a
would be angered by his involvement. Dmitriy,destroyer at a range of at least 15 miles. Altholgh
according to Barnett, shrugged the operation offjeveloped in the later 1950s and in the early 19609, the
claiming that the KGB assumed that when hardwai®oviet Union still supplies the Styx to a number of third-
gets out of their hands, it is compromised. Accordingorld countries. The Soviet Union makes extengive
to Barnett, Dmitriy said that “the Americans got thause of updated and modified versions of the Styx in
information so they are happy, and the Soviets got tligeir own fleet. Unlike most military programs of the
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United States that develop new weapons systems tBlABRINK obtained the battery discharge curves ffor
replace old ones, the Soviet Union frequently updatie Soviet W-class submarines. The W-class submarines
its arsenal by piecemeal modification of existingre diesel submarines, still in use because they have
weapons. For this reason, information about the Stgsrtain advantages over nuclear powered submarings in
missile has continuing use to the United States, evegrtain tactical situations. The Soviet Union uses these
after the Soviet Union replaced it with successaubmarines in its own arsenal. Indeed, it has continued
weapons. manufacturing diesel submarines that use either the same
or similar batteries. The battery discharge curves cpuld
The United States benefited from HABRINK'snot then have been predicted without this information.
obtaining the Styx and related information. As a result
of this information, the military refined and developed The United States learned from the discharge curves
offensive and defensive countermeasures, includihgw long Soviet submarines may stay submerged. [That
electronic, design, tactical and other countermeasupesiod of time was longer than the United States |had
to a high degree of effectiveness. According to thepeeviously thought and that information was
experts, some of these countermeasures can be expatitsgminated, under classification, within the Ameri¢an
to be useful in combating the successors of the Stjbeet.
Moreover, the HABRINK information enabled the
United States to identify as ineffective other costly In an engagement, a Soviet submarine commahder
countermeasures previously underway and to ceamsight well make some tactical decisions if he belieyed
those efforts. the United States did not know how long he could stay
submerged. The United States, in fact, having that
Barnett’s disclosure to the KGB that the United Stat&sowledge would not be misled by those decisionsfand
got the guidance system for the Styx missile signals theerefore could have a distinct tactical advantage in $uch
Soviets that the United States has likely developed engagement.
effective electronic counter measures just as it did with
the SA-2 missile. As a result of Barnett’s actions, theHowever, as a result of Barnett's revelations, Soyiet
Soviet Union may make design changes on its successdsmarine commanders have undoubtedly been noyified
missiles intended to nullify the electronic and othdhat the United States is aware of the discharge cyrves
countermeasures that the United States has developedl will thus forego engaging in strategies that wquld
This could make the United States more vulnerable éaroneously attempt to take advantage of our supppsed
these weapons systems. ignorance. In short, Barnett's compromise of the
information garnered by HABRINK eliminates the
Limitations on resources require the Soviet Uniotactical advantage the information originally provided.
like the United States, to select priorities in weapons
development. Government experts would say,An expert withess from the Soviet East Eurqgpe
confirmation of HABRINK's success in obtaining theDivision of the Directorate of Operations of the CJA
Styx would make the Soviet Union’s choices moreould testify concerning the operational damage done
informed, since it would now definitely know that theéby Barnett’s transmission of this information. According
United States possessed this information and would hawehis expert, Barnett's compromise is the first definite
developed countermeasures. indication to the Soviets that the CIA has been able to
obtain successfully technical information in such
In other words, should the United States beconggantity and detail regarding Soviet military equipment
engaged in an armed confrontation with the Sovistipplied by the Soviets to foreign countries by mdans
Union or it allies who have Styx missiles or theiof clandestine intelligence operations conducted without
successors, Barnett's transmission of the informatitime knowledge or cooperation of the government ofjthe
concerning HABRINK's success may allow the Soviatountry involved. As | mentioned above, the Soviets
Union to use those missiles more effectively againstade the decision to supply this foreign nation with [the
our ships where, before Barnett's revelation, those shigaphisticated weapons for political reasons and over the
might well have been able to take appropriatabjections of those factions within the Soviet Union who
countermeasures.
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felt that such action could compromise sensitiveubstantially curtailed. The Government, had the

weaponry information. This expert would testify thatgone to trial, would have called as experts persons
in his judgment, the Soviets, having learned throughe Department of State and the Central Intellige
Barnett's revelations that CIA has such capability, makgency to describe the use that the Soviet Union c
now further restrict the dissemination of technicaiake to damage our diplomatic relations with t
information when it exports equipment to nonalignedountry.

nations. If this were to happen, continued access to

such information by clandestine means would becomeMr. Barnett's awareness that the Soviet Union cg
exceedingly difficult. make use of the HABRINK operation to the damag
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the United States’ diplomatic interests is demonstr;
Barnett's revelation of this information to the Sovieby Barnett's admission to the FBI that during

whom this country currently enjoys a good relationshifpeen a concern of the United States all along, and
It is also a country with natural resources important twas to avoid the diplomatic damage that would fl
the United States. The Soviets could use thifsom its exposure.

information to the disadvantage of the United States’

relationships with the country involved. If the Soviets Your honor, if the case were to go trial, t
were to reveal to the government of the country involve@overnment would present ample proof—beyon
that CIA had conducted clandestine intelligenceesasonable doubt—that David Henry Barnett cd
collection operations, without that country’smunicated information to the Soviet Union relating
government's knowledge, the country involved may wethe national defense of the United States with in
take steps to monitor and restrict essential activitiegd reason to believe that the information would
there. the Soviet Union and injure the United States.

The Soviet Union has the option of attempting to use
its knowledge of this operation to damage our Operation Lemonaid
relationship with that country, by conveying to that
country’s government the fact of, the nature of, and the, . . .
extent of the HABRINK operation. The Soviets car%h ?ﬂeri‘ggg Lergor:f'la}ld dtool\ll< pIaEte (|:n dNeAVr\f[ Ior(;(b
withhold disclosure until conditions prevail that €late S andutiized a Navy LL Ldr. n

maximize the impact of disclosure. as a double agen.

If the Soviet Union chooses to reveal this informatio Lt t(_:m?r. Lgdbgrg vl\\ll?é approe:ﬁheﬂ by Itge. N_a
diplomatic relations may be soured for some period?!?ves igative Service (NIS) (now the Naval Crimir

- \ - nvestigative Service) in April 1977. After son
time and the CIA's capability in that country could bemeetings and interviews, NIS Special Agent Terry 1

asked Lt. Cmdr. Lindberg if he would be willing
consider performing a sensitive assignment for

and was later introduced to FBI agents from New Yt
who assisted in briefing him on the operation.

Soviet cruise shiKazakhstan Upon the ship’s retu
to New York, Lt. Cmdr. Lindberg passed a note to
of the Soviet officers containing an offer to s

Rudolph Chernyayev Valdik Enger

In August 1977, Lt. Cmdr. Lindberg took a trip on Iue
r
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Union has serious implication for our diplomaticHABRINK operation the CIA was concerned abqut
relationship with this country. The country where thipolitical implications, should the operation be expoged.
operation was carried out has definite geopoliticalhus, Barnett must have been aware that he was giving
significance to the United States and which is one withe Soviet Union an opportunity to do exactly what had
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information. He was later contacted by telephone bysgction of an Army unit in Heidelberg, West Germany,

Soviet agent. and gave an acquaintance a copy of a four-g

age

document dealing with defense measures in Europe.

During subsequent telephone calls, Lt. Cmdr.

Lindberg was given contact instructions on the type of Based on information provided by the acquaintafce,

information to get and the locations of drop sites whewttardi was arrested on 11 April 19690n 27 Aigust

that information could be left and payment money coulti969, the 29-year-old staff sergeant was sentencéd to
be found. NIS and FBI agents kept the drop zones underee years in prison on charges of providing NATO

surveillance and later identified the Soviet agents. defense plans to a fellow soldier.
On 20 May 1978, Lt. Cmdr Lindberg was asked télerbert W. Boeckenhaupt
make another drop. This time, however, FBI agentsOn 25 May 1967, Air Force sergeant, Herbert
moved into the drop zone and arrested three Sovietoeckenhaupt, was found guilty of conspiring
commit espionage on behalf of the Soviet Uni
One of them was Vladimir Petrovich Zinyakin, whoFederal District Court Judge Lewis, commenting on
was a member of the Soviet Mission to the Unitethct that the evidence showed “this young man did
Nations. Zinyakin, who had diplomatic immunity, wasaway some secrets involving the national security
expelled from the United States. The other two, Rudolgfis adopted country,” sentenced the 24-year
Petrovich Chernyayev and Valdik AleksandroviciBoeckenhaupt on 7 June 1967 to serve 30 year
Enger, did not have diplomatic immunity. They wereharges of conspiring to deliver US defense secre
subsequently convicted of espionage and later tradBdissian agents.
for five Soviet dissidents in a dramatic swap at Kennedy
Airport in New York. Boeckenhaupt was born on 26 November 1943
Mannheim, Germany. He first came to the United St
with his mother in 1948. He lived with his stepfatt
and mother in Wisconsin, achieving derivati
citizenship through his mother. He enlisted in the
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] h B. Attardi Force on 29 July 1960. He was assigned to Sidi Sli
oseph B. Altard AFB, Morocco, from May 1962, to July 1963; se

Staff Sergea_nt Joseph B. Attardi joined the Army i% Andrews AFB from July 1963 through March 19
1963. He copied Top Secret plans from the docume d performed duties at the Pentagon Communica

Command Center from April 1964 to August 1965.
a radio operator, he required and was granted a
clearance in October 1961, and a Top Secret clea
was issued on 20 March 1964.

To his associates, he was considered difficul
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Herbert W. Boeckenhaupt, Air Force Sergeant
found guilty of conspiring to commit espionage on
behalf of the Soviet Union.

understand, arrogant, a “loner,” yet capable at timgs of
an outstanding performance of his duties. He ngver
seemed completely satisfied with his assignments|and
kept requesting changes of duty hours and immedliate
supervisors. He enjoyed discussing politics and German
culture and had revealed that his father had been a fgrmer
Nazi during WWII. Although professing to be broke
most of the time, he nevertheless seemed to pogsess
money when needed and gained the reputation as a “big
spender.” He mentioned an inheritance, variously
described to range from $1,500 to $10,000. He allg¢ged
that his stepfather was a Reynolds, and he spoke pften
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tie but in truth there was no relationship. To substantiagguipment. Included in the spy equipment

reference on occasions to holding choice electrongriting; a London address; hollowed-out flashli
company stocks; yet when pressed for details Hmattery containing a 35-mm slide on which were lig
declined to reveal any amounts or sources. certain “deaddrop” locations, meeting dates and si
points within the Washington, DC, metropolitan ar|
Boeckenhaupt was arrested by the USAF, taken inémd code words to interpret communications from
custody, and questioned on 24 October 1966. He w@sviets.
initially charged with failure to report contact with a
foreign government agent. He consented to a search oft the time of his trail, he admitted using the abq
his residence, and certain items found therein wefarnished London address to communicate three ti
confiscated as material evidence. Finally, on 31 Octobeith Malinin, twice while assigned at Lackland AR
1966, he was formally charged with committing armnd again the following spring when he learned of
espionage conspiracy. His coconspirator was the formaending transfer to March AFB, California. Shon
Soviet Embassy official, Aleksey R. Malinin. Malinin after Boeckenhaupt's arrest, an Anglo-Amerig
was declared “persona non grata” by the Statmsinessman, Cecil Mulvena, was arrested in Lon
Department and ordered to leave the country within threm charges of obtaining an illegal passport. At the ti
days, thus becoming the twenty-first Soviet diplomatources stated this was the same individual to wi
to be expelled for engaging in espionage activities sinBmeckenhaupt forwarded his secret communicatior

British Official Secrets Act and was sentenced to a pr
Boeckenhaupt told the FBI that sometime in Jurierm.
1963, while working part-time in a Washington, DC,
clothing store, he was approached by an individual whoThe sensitized pressure paper, taken from his h
expressed interest in purchasing a raincoadt the time of his arrest, was analyzed by the FBI
Boeckenhaupt claimed the latter introduced himself &gveral incriminating secret messages were lifted.

of the Reynolds Tobacco Company, implying a familyvas given various instructions and espionage

nd

his apparent affluence, perhaps, he made vagimstructions were pressure sensitive paper for sgcret
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the end of W.W.II. London. Mulvena later pleaded guilty to violating the
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“Robert,” subsequently identified as Malinin, anstated, “I'm going to California. | will meet you at th

suggested “they get together after work.” “Robert” anglus copies of our code cards and | can start on
Boeckenhaupt later drove to a park near Exit 13 (Virginiaght away. There is a lot of copying...but photos
Route 193) off the Capital Beltway where Malininstill possible if the camera is very, very small...I co
allegedly talked about his father, who resided inse a lot of money to pay some bills and work on
Germany. According to Boeckenhaupt, Malinin impliedtar. Thank you, ‘H.” In still another revealed messag
that although the father’s health was good at the preséat asked his handler, “Are you interested in an airp
time, it might not continue to be that way.called ‘Stepmother?”...with an added reference
(Boeckenhaupt entered the plea during his trial that hairborne Command Post.” Other exhibits obtain
had the definite impression that if he did not cooperat®y the FBI from his apartment included a letter sig
with the Russian agent, harm might befall his fatherDavid” and postmarked September 4, 1966, fr
During a subsequent meeting in July 1965, Malinin waslexandria, Virginia. This was revealed to be frg
informed of Boeckenhaupt's forthcoming transfer to thialinin and contained the code word “Barbara,” wh
Air Force Crypto school at Lackland AFB, Texas. Heccording to notations on the 35mm slide me
requested that he be kept informed “about the type @hange the London address.”

thing” Boeckenhaupt would be studying.

Boeckenhaupt admitted to the FBI that he and Malinisports car, paying $5,000 cash for it. Prior to his tran
met on some five or more occasions, during which Heom Washington, DC, to Texas, he traded in the 1

Assistant Commercial Counselor at the Soviet Embassgreed place on April 20th. It is very important.
He addressed Boeckenhaupt by name and madeother read, “| need more paper to write with. Sénd
reference to having knowledge of his natural father arsthme money. | can give you plans for power equipment
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In 1963, Boeckenhaupt had picked up his first Avanti
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Avanti on a 1964 Avanti ($6,000), made a partial cadsraeli intelligence. The woman convinced Borgel to
payment, and mortgaged the balance. Upon completiajempt to collect classified information from S
his schooling in Texas, he rented a U-Haul traileservicemen in West Germany. His espionage attenpts
attached it to the Avanti and returned to Washingtomere identified by a defector, and Borger was arrepted
DC, where he was married. The newlyweds thely West German authorities in March 1961. The [US
proceeded back across the country to his negRir Force Reserve Major later admitted that he had
assignment at March AFB, California. However, théabricated the details of his recruitment. The West
U-Haul proved to be too much strain on the Avanti'$Serman authorities accused Borger of attempting to
gear system, and upon arrival Boeckenhaupt discovenaavide to East German intelligence an Army manual
he had burned out his engine. He then passed anottiealing with nuclear warfare, information on ngw
secret message to his handler stating, “My car engipeotective masks, and details on plans for evacugting
was ruined on the trip out. Ought to get a new one pusS dependents in the event of conflict.
in. Will you send me the money to fix it plus some
money for added costs. The car is very important andThe court determined that Borger, the first Ameri¢an
must be fixed right away so | can keep driving. | mugb be tried in West Germany on espionage charges| was
take it to Los Angeles to fix it.” a very intelligent man who passionately served East
Germany based on his admiration for Communism.
Although Boeckenhaupt's initial defense was baseflithough the court did not establish that Borger actuplly
on the plea that he was the victim of a hostage threpgssed military information to the East German
evidence indicates that his real motives were moneayated that he greatly endangered American and

Further, he was fully aware that his father resided was sentenced to two years and six months in pfison
West Germany, an area under Western allied protectiawith time spent in pretrial confinement subtracted from
where any alleged hostage threat would be remotds sentence.
Following his arrest, his wife had to sell the heavily
mortgaged Avanti in order to obtain funds to return homghristopher J. Boyce and Andrew Dalton Lee
to her family in Washington, DC. Further, Christopher J. Boyce, an employee of TRW Inc|, a
Boeckenhaupt was unable to hire his own defengzalifornia-based Defense contractor, and his frignd
lawyer, and both the Justice Department and the USAndrew Dalton Lee, were arrested in January 1977} for
appointed legal counsel to represent him after he wsslling classified information to the Soviets.
declared a pauper. His defense further attempted to
prove that Boeckenhaupt had never passed any secre@ver a period of several months, Boyce, employed
to the Russians. in a vaulted communications center, removed class|fied
code material. He gave this material to Lee who papsed
On 1 March 1968, the Fourth US Circuit Court othe information to the Soviets in Mexico City. The
Appeals rejected these allegations and affirmed tlseheme, which netted the pair $70,000, was discovered
earlier conviction. The court noted in its decision thatnly after Lee’s arrest by the Mexico City security poljce
Boeckenhaupt had been under surveillance by the F&8 he attempted to deliver classified material at the Spviet
and the Air Force after he was seen with a Soviembassy.
Embassy official in northern Virginia in 1966...that the
Air Force had probable cause to arrest Boeckenhaupf search of the material Lee had in his possesgion
and had no obligation to take him before a U%evealed film strips marked Top Secret. These sfrips
Commissioner before espionage charges were filed.were turned over to American officials. Under
guestioning by Mexican security police and FBI
Harold N. Borger representatives, Lee implicated Boyce. The FBI arrested
Harold N. Borger worked in West Germany as &oyce on 16 January 1977 in California.
civilian in an import-export business in Nuremberg.
During a visit to East Berlin, Borger allegedly was led The pair are reported to have seriously compromjsed
to believe that a woman he met was a Jew working ftte Ryolite surveillance satellite system developef at
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received 40 years. Butenko lived with and cared for his widowed fath
and was considered a dutiful son. He was also desc
In 1980, Boyce escaped from prison and spent Bs being given to violence and a defender
months as a fugitive. Following Boyce’s secondiomosexuals.
apprehension, his sentenced was increased by 28 years.
On 29 October 1963, the FBI arrested Butenko
John William Butenko charges of conspiracy to commit espionage. A
John William Butenko was born in New Jersey ofrrested was Igor A. Ivanov, a chauffeur for Amtorg
Soviet parents. Butenko’s father was a naturalized USbviet trading agency. The pair was apprehended
citizen. The younger Butenko had served for almogiarking lot in Englewood, New Jersey after Buten
one year in the US Navy during World War Il until hishad transferred a briefcase to the Soviet. In the brief
discharge for a medical disability. The medical disabilitywere documents and data relating to a US Air F¢
was later described as being “emotional instability.” Heontract dealing with a worldwide electronic cont
was an honors student at, and graduate of, Rutgegstem for the Strategic Air command.
University.
The complaint issued against Butenko charged
In 1963, the 38-year-old bachelor worked as aconspiratorial meetings were held, specifically on
electronics engineer at American Telephone aniipril, 28 May, and 24 September 1963 with lvan
Telegraph Corporation, for a salary of $14,700 per yeamnd two other Soviets: Yuri A. Romashin and Vladiy
He was described as quiet and nondescript, as well ds@lenev, employees of the Soviet Mission. Also nar
in the complaint was Gleb A. Pavlov, a Soviet Miss
attaché.

In his defense, Butenko testified that he had rece

a letter from George Lesnikov, whom he believed td

associated with the United Nations, with an offer

Christopher J. Boyce,  giscuss his relatives in Russia. They met once
arrested in 1977 for selling - oqnterred once on the telephone for this purp
gg:gfd information to the between April and October 1963. It was la
' determined that Lesnikov was Gleb A. Pavlov. Un
cross-examination, Butenko admitted that he had vis

the Soviet Embassy in Washington, DC, in 1953 or 1

to ask about his relatives in the Soviet Union. Pa

submitted for his security clearance indicated he

On 2 December1964, Butenko was found guilty
conspiring to commit espionage and of failing to regi
as an agent of a foreign government. The Rus
chauffeur, Igor A. Ivanov, was found guilty on one co
of conspiracy to commit espionage. Two weeks |3

Andrew Dalton Lee,
arrested by the Mexico
Security Police as he
attempted to deliver
classified material to the
Soviet Embassy.

penitentiary, while Ivanov received a prison term of
years.

Butenko was paroled in April 1974 after serving
years of his 30-year prison sentence.

no known relatives living outside the United States,

TRW. Lee was sentenced to life in prison, Boyckeavy drinker who liked high-stake card gamgs.
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Butenko was sentenced to 30 years in a Federal
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Morris and Lona Cohen In tracing the movement of the Cohens, it appears|that
a.k.a. Peter and Helen Kroger they resided for a short period in Canada in 1950, but
Morris and Lona Cohen were native-born Americanthen remained in obscurity until they applied in Vierjna
who had been absent from their native land since 1950.the spring 1954, for New Zealand passports in|the
Morris Cohen fought in the Abraham Lincoln Brigadename of Kroger.
during the Spanish Civil War in 1937, and his involve-
ment with Soviet intelligence may have begun at that The Kroger identities are completely false, and the
time. He returned to the United States on a false passmpporting documents for the passport application were
obtained from unknown sources. supplied by the KGB. Upon receipt of the New Zealand
passports, the Krogers traveled through Europe anfl the
Following the Second World War, Cohen wentar East before returning to settle in the United Kingdom
through Teachers College at Columbia University anid the spring of 1955, arriving only two months affer
later obtained a teaching job with the Curtiss Summe&ordon Lonsdale, a Soviet illegal.
Day High School in New York City. Cohen had been
teaching only a short while when, in mid—1950, Julius Peter Kroger set himself up as a dealer in antiquarian
and Ethel Rosenberg and David Greenglass welbeoks and a specialist in Americana.  Although| he
arrested on charges of having engaged in espionageaniginally opened an office in London, he gave it up in
behalf of the Soviets. Coincident with these arrest$958 and conducted his business by mail from his hpme
Cohen resigned his teaching position and suddenly léft Ruislip, which had been selected for its isolated
the United States with his wife. Four years later—dscation and corresponding security.
the “Krogers™—they appeared in England.

The Cohens were arrested by British intelligencg in
Sometime later, the names of the Cohens once agaR61 and sentenced to 20 years in prison. The cquple
came to the attention of US authorities. This time iwas exchanged in 1969 for British teacher Gefald
was in connection with the arrest of a key SovidBrooke, arrested in Moscow by the KGB for distributing
agent—Caol. Rudolf lvanovich Abel—in New York City anti-Communist propaganda. Lona Cohen died in 1992.
in June 1957. Among Abel's effects were photographdorris Cohen died 23 June 1995 at the age of 84|in a
of Morris and Lona Cohen. Subsequent investigatioMloscow hospital.
further indicated the involvement of the Cohens in
Abel's espionage work in the United States. Raymond George DeChamplain
On 5 June 1971, it was learned that Viktor Vladimir
Thus, the names of the Cohens were linked with twidizan, a Third Secretary at the Soviet Embassy, apd a
major Soviet espionage efforts against the United Statesown KGB officer in Bangkok, Thailand, was |n
contact with a US serviceman for the purposqg of
committing espionage. The US serviceman had leen
previously in contact with Yuri Markin (another known
' ) KGB officer who had recently returned to the Soviet
jﬁ’ Ly Union) and was in contact with Mizan to provide hjm

W with information Markin had requested. Mizan was

observed meeting with an individual who was Igter

identified as MSgt Raymond George DeChamplain, a
direct descendant of Samuel DeChamplain, the famous
French explorer and founder of the Canadian province
of Quebec.

Surveillance coverage was initiated on DeChamplgain,
& A - . and a second contact with the Soviets was obsefved,
Peter and Helen Kroger, Alias Lona and Morris  which DeChamplain had failed to report as required by

Cohen, who were arrested in London with GRU  USAF Regulations. On 2 July, 1971, AFOSI detedted
illegal Konon Molody, Alias Gordon Lonsdale.
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his duty section, along with three Secret and sevetdls coworkers and others who knew him described

downtown Bangkok and was apprehended as he wBangkok where military personnel spent their off-d

Mizan. At the time of his arrest, DeChamplain was 48omosexual hangout.
years old and had over 20 years in the Air Force.

DeChamplain was born 6 August, 1931 in Hartfordyoman; however, after a few weeks she moved
Connecticut. He was raised in a white, lower middleFhere is strong evidence which indicates that he
class neighborhood, along with his three sisters and thiaving a homosexual relationship with his brother

the USAF in 1951 at the age of 19, after dropping ogbntinued to live with DeChamplain.
of the University of Maryland. His assignments
included tours in Japan, France, Germany, and ItalyDeChamplain did not appear to have any str
before being assigned to Thailand in November 196folitical convictions; however, he was chronically
He was granted a Top Secret clearance in 1966.  debt. Hislandlady said he seemed poor to her comg
with other Gls. He usually asked her if he could put
He worked as an administrative specialist, and at tipaying the rent for a few days. Later he admitte
time of his apprehension he was assigned as the Namsestigators that he had always been bad at man
Commissioned Officer in Charge (NCOIC) of J-1his money and frequently took out one loan to pay
(personnel) at the Joint US Military Advisory Groupanother, resulting in debt exceeding $13,000.
(JUSMAG) in Bangkok. He was inattentive, in-
competent, and frequently absent from his duty station.DeChamplain alleged that he had been blackmg
He was disliked by his coworkers and often deridedby the Soviets into committing espionage, but this se
although he tried hard to make friends by freely spendingplikely. Although a Soviet intelligence spotter seg
his money—even on those who mistreated hinto have introduced him to Markin at a party, Mar
Although not popular with his peers, he quickly acquiredid not follow up on the introduction. It wg
a good grasp of the Thai language (not an easy feBChamplain who, four years later, approached
and made several close friends within the Th&aoviets, and the evidence indicates he volunteere
community. Although many coworkers knew ofbetray his country in an effort to obtain money to re
DeChamplain's homosexual relationships with youngome of his debts.

DeChamplain had approximately 10 perso
meetings with the KGB in Thailand before bei
apprehended, he was provided with a codename, v,
recognition codes (parole), and safety signals. Bec
he was bringing out such large quantities of documg
the KGB feared that their operation would be dete
and they would lose a valuable volunteer that
successfully being exploited. In order to overcome
problem, the KGB prepared to train him in the use
camera, so that he could photograph the docun
instead of removing them from the office. In July 19
he was scheduled to receive training on the Mi
camera and other methods of clandestine comn

Raymond George DeChamplain

cation and operation, but was arrested beforehand.

DeChamplain removing a Top Secret document froffhais, they did not report his activities to his commanger.

him

unclassified documents. Later, DeChamplain waas being “weak, vulnerable to persuasion, moody and a
observed taking a taxi from his residence, heading foarouser.” He enjoyed frequenting the many barg in

ity

about to deliver the package of classified material time, with his favorite bar being the Sea Hag, a kngwn

While in Thailand, DeChamplain married a Thai

out.
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brothers. Without any civilian prospects, he enlisted lmw, a musician who, after his sister moved dut,
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Although he had only received $3,800, he had beemounted by ONI and the FBI discovered th
promised additional payments ranging from betweddrummond was removing documents from METU,

at
he

$10,000 and $25,000. He was also to be paid a retaihad a Minox camera, made frequent trips to New York

of $400 per month. During the few days of his treaso@ity, and deposited large sums of cash in local bd
his duty performance improved tremendously. Hepon his return from New York.
suddenly volunteered for extra work, taking over duties
processing and distributing all Top Secret docu-ments.Drummond was arrested by the FBI on 19 Septen
All he had to do was to briefly delay in-processing th&962, outside a diner in Larchmont, New York. He \
documents and he could then remove them to show thehe company of two known GRU officers, Evge
KGB, or copy them if necessary. The destruction &fl. Prokhorov and Ivan Y. Wrodov, and eight classif
Top Secret documents requires that a witness be presédatuments were recovered. During interrogati
but DeChamplain falsified the necessary signatures. Beummond confessed to have been recruited, w
came to work early and volunteered to stay late to kesfationed in London, England, by the Soviets in 19
up the office work, but in reality, this provided him withto commit espionage. He said he was approacheq
uninterrupted access to the office copy machine. Whday in London while on his way home from work. T|
guestioned by investigators about which documents h@n making the approach indicated that he was a
passed to the KGB, he nonchalantly pointed to all thleat Drummond had financial problems and gave
safes in the room indicating that he passed everythiB§0 British pounds (about $700). The individual as
to which he had access. for Drummond’s Navy identification card and a rece
for the money.
In November 1971, DeChamplain was convicted at
a court-martial and sentenced to 15 years confinementAt a later meeting, this individual told Drummor
reduction to the lowest grade, and forfeiture of all payat he was a “colonel in the Russian Army.” The So
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and allowances. This sentence was later reducedatso told Drummond that he knew Drummond was alpout

seven years confinement at hard labor. to be investigated by the Office of Naval Intelligerjce
and that the investigation had nothing to do with |his
Nelson Cornelious Drummond relationship with the Soviet so he was not to|be

Yeoman First Class Nelson Cornelious Drummondoncerned. The Soviets were also aware of Drummd
US Navy, first came to the attention of the Office ofransfer back to the United States before Drumm
Naval Intelligence (ONI) in June 1962, when the FBhformed them of the transfer. Over the next five ye

nd's
pond
Ars,

provided information that a particular classifieche had regular contact with Soviet handlers and prov
document concerning guided missile systems, datsensitive communications information as well as o
May 1961, has been compromised to the Soviets in Nelassified material.

York. The document in question was traced to the

Mobile Electronics Technical Unit No. 8 (METU-8) at  Drummond had had financial problems and had
Naval Base, Newport, Rhode Island. Drummond widising well beyond his means. At the time of his arr
responsible for receipt, filing, and disposition ohe owned two automobiles and had recently purch
classified material at METU-8. An investigationa bar and grill near his base in Newport, Rhode sl

ded
her

een
St,
sed
nd.

Nelson Cornelious Drummond

At the base, Drummond was an administrative assigtant
to the officer-in-charge of a mobile electronics techn|cal
unit where he had access to classified defgnse
information. A damage assessment estimated it wpuld
cost the United States 200 million dollars to recover
from damage done by Drummond’s activities.

Drummond was indicted for attemtping to obtain
information relating to naval weapons systems,
maintenance data relating to submarines, and electfonic
data. Drummond was suspected of having received a
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total of $10,000 from the Soviets for his espionagmformation following a visit to the post chaplain. |n
activity. He was found guilty of espionage in Federdl962, Gessner underwent a month-long menptal
Court, and on 15 August 1963 he was sentenced to légamination, and the US District Judge hearing the tase

imprisonment. ruled that he was mentally incapable of standing frial
on the charges in the indictment. A psychiatrist s;Tted
George John Gessner that Gessner suffered from “delusions and

George John Gessner, with an IQ of 142, enlisted allucinations” and was “unable to assist his attorney”
the U S Air Force at age 17 and was assigned to Patrinkpreparing a defense.
Air Force Base, Florida. After serving his four-year
listment, Gessner was discharged from the Air Forceln April 1964, Gessner was declared mentglly
and worked on Titian and Atlas missile projects as @ompetentto stand trial. The trial lasted only two weeks
civilian. and on 9 Junel1964 he was convicted of the charges of

providing classified information to the Soviets. I a

In 1960, Gessner enlisted in the US Army and workedotnote to this case, the Federal Government dropped
on nuclear weapons projects. Ten months later, dme espionage charges against Gessner on 9 March) 1966
7 December 1960, Private First Class Gessner deseréed immediately set him free. The Federal Court of
his post at Fort Bliss, Texas. He was subsequent\ppeals found that Gessner confessed only following
apprehended and was given a one-year sentence ddengthy interrogation and under extreme pressure from
desertion. While still in custody for desertion, he wathe Army chaplain.
charged with passing classified information to Soviet
Intelligence agents in Mexico City, Mexico. Oliver Everett Grunden

In September 1973, an AFOSI source reported |that

The espionage indictment charged that Gessnairman First Class Oliver Grunden, a 20-year-¢ld
provided information to the Soviets on the internahirman assigned to the 1000rganizational
construction and firing systems of the Mark VII nucleaMaintenance Squadron, Davis Monthan Air Force Base,
weapon as well as information on elements of desigkrizona, was attempting to sell classified information
of the 280-millimeter cannon and 8-inch weaponconcerning the U-2 aircraft. AFOSI's source inforned
During the trial, withesses stated that Gessner admitt€dunden that she might be able to introduce hinp to
passing classified information in December1960, armbmeone who would be willing to purchase the classified
January 1961. Gessner was quoted as saying, “I| knaviormation.
those weapons were going to be used on little children...
just let all those things build up inside me.” Grunden provided the source with a tape recording

containing classified information pertaining to U-2 tail

Gessner had traveled to Mexico City and made contamiimbers, performance data, overflight information, and
with the Soviet Embassy. In meetings with two allege®lympic Fire Missions. Later, Grunden met with
Soviet colonels in two different public parks, he providedFOSI special agents posing as Soviet intelligence
the information to the Soviets and received $200 iofficers and was paid $950 for two sheets of paper,
payment for the information. The Soviets instructed hiroontained classified information concerning the
to use the money to travel to Cuba. Gessner, lackingiacraft. Grunden additionally offered to take the
passport, was unable to go to Cuba. He received anotff@oviet” intelligence officers on a tour of the base
$800 from the Soviets and drifted to Panama City whefiight line to observe the U-2 aircraft. Grunden was
he was picked up by Panamanian police for failure wonfronted and apprehended by AFOSI.
have registration papers in his possession. The police
turned Gessner over to US authorities who arrested hinlGrunden was born on July 27, 1953, in Mitchell,
on desertion charges. Indiana and raised in a white, middle-class family. After

graduating from high school, he entered the Unjted

Initially Gessner would not admit to US authoritiesStates Air Force in 1973 at age 19 and after basid and
his reason for being in Mexico and Panama. Eventualigchnical training was assigned as a maintengnce
he confessed his willful compromise of US classified
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specialist for the U-2. Grunden had been grantedUst Army Sergeant James Allen Mintkenbaugh, to
Secret security clearance. with him in his espionage endeavors. The Soviets Were
at first upset with Johnson for having recruited somegone
At the time of his attempted espionage, he waaithout proper approval. They soon learned howeyer,
married, had one child, and his wife was pregnant withat Mintkenbaugh was a homosexual, and this facgt of
their second child; however, the couple had separatBi$ personality was of interest to Soviet intelligence.
and his wife was living with her parents. He wa$ne of the first assignments the Soviets gave
described as being weak, naive, immature, andMintkenbaugh was to spot other homosexuals in|the
carouser. His motivation for committing espionage wa&merican community in West Berlin. The Sovigts
strictly financial gain. regarded homosexuality as an exploitable trait since the
homosexual frequently felt he was an outcast in|his

In March 1974, Grunden was tried by court-martiapociety and often felt compelled to retaliate against those
and convicted, receiving a five-year prison sentenc&ho shunned him due to his homosexuality.
reduction in grade to Airman Basic, forfeiture of all pay
and allowances in excess of $300 a month, and aJohnson was voluntarily discharged from the seryice
dishonorable discharge. The US Court of Militaryn 1956, but reenlisted in 1957 at the urging|of
Appeals overturned his conviction based on prosecutidfintkenbaugh who had been tasked by the Soviefs to
procedural errors and, in March 1977, Grunden was régactivate Johnson. Mintkenbaugh had also been
tried and again found guilty, with his sentence reducélischarged from the service in 1956 and continuefl to

to time already served. work for the Soviets in various capacities. For a tifne,
Mintkenbaugh was a real estate agent in northern
Robert Lee Johnson Virginia.

US Army Sergeant Robert Lee Johnson was a clerk
in West Berlin when, in early 1953, he traveled to East Subsequent to his reenlistment, Johnson yas
Berlin with the intention of defecting to the Sovietsmoderately successful in providing classified defehse
Johnson was disgrunﬂed dueto having been passed d()gprmation to his Soviet handlers. It was not until his
for promotion and to other grievances he harboredssignments in France, however, that Johnspn’s
against the US Army. While in East Berlin, two KGBespionage resulted in highly damaging compromises.
agents convinced Johnson that he could do a better JBb1962, Johnson was assigned to the Armed Fqrces
of “getting even” with the US Army by remaining on Courier Center at Orly Air Field near Paris, France.

active duty in West Berlin and acting as an agent foivhile on this assignment, he gained unauthorized agcess
Soviet intelligence. to sensitive US defense information contained in sepled

pouches en route to various US Commands within

Several months after agreeing to work with the KGBEUrope.
Johnson married his German mistress. Both Johnsons o . N
subsequently received intelligence training by the BY use of sophisticated and finely honed surreptitipus

Soviets. Shortly thereafter Johnson recruited a frien@intry techniques and careful KGB control, Johnson was
able to access sealed pouches, which were stored

overnight in a triple-locked vault. Johnson, whengver
on duty alone, would remove the pouches and deliver
them to the Soviets and return to his post. The SoViets
entered the pouches, copied the material, and respaled
them so that no one knew that they had been opé¢ned.
Johnson would then retrieve the pouches from|the
Soviets and replace them in the vault. It was |not

= discovered until Johnson’s arrest that the poucheq had
! \ \ﬁ been opened and the information compromised.
By

Robert Lee Johnson James Allen Mintkenbaugh
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Johnson received approximately $300 per month forOn returning to the United States, Kampiles Was
his espionage activities, plus bonuses totaling at leasintacted by FBI special agents and confessed to gn act
$2,800. Mrs. Johnson'’s constantly deteriorating meniail espionage. Kampiles maintained that his objegtive
condition caused her to confess to authorities that shes to become a double agent for the CIA.
her husband, and Mintkenbaugh had been engaged in
espionage. At the time of his arrest, the then 43-yearHe was sentenced on 22 December 1978 to 40 years
old Johnson was a courier at the Pentagon. He hadrison.
been reduced to the rank of corporal in December 1964
for absence without authorized leave. Both Johnsdnseph Patrick Kauffman
and Mintkenbaugh admitted to their involvement in Joseph Patrick Kauffman graduated from the
espionage for pay. University of Wyoming and enlisted in the Army Air

Corps in 1942. He left the military service for sevaral

On 30 July 1965, both men were sentenced to 25 yegears following World War 11, but returned to actiye
each in prison, having pleaded guilty on 7 June to lesskrty during the Korean conflict. Beginning |n
charges of conspiracy to obtain defense secrets @ebtember 1960, the then Captain Kauffman bggan
acting as Soviet agents. Johnson's prison sentence cawlaboration with an East German intelligence offiger,
to an unexpected end on 18 May 1972 when he wasienter Maennel. Kauffman was on a holiday trip to
stabbed to death in his prison cell in the Lewisburgerlin en route from his assignment in Greenland tq his
Federal Penitentiary by his son, who had visited himew assignment in California when he first met

that day. Maennel. He had been picked up by East German Police
for questioning and was held for three days in East Berlin
William Kampiles for interrogation. This detention was followed by

In August 1978, the FBI arrested William Kampilessubsequent meetings in West Berlin with East Gerjnan
a lower echelon CIA employee from March tadntelligence officers during which time Kauffman agreed
November 1977, on charges he stole a Top Sectetcooperate with the East Germans.
technical manual on an intelligence surveillance system
and later sold it to a Soviet intelligence officer in Athens, Following his arrival at his new assignment at Caftle
Greece for $3,000. Air Force Base in California, the 43-year-old bacheglor

was revealed by Maennel, who had defected to the \|Vest,

Kampiles had resigned from the CIA after being tolds having been an agent of East German intelliggnce.
he was not qualified to work as a field agent. He théfauffman was returned to the European Headqualters
proceeded to Greece where he contacted Sovafthe US Air Force in December 1961 for a preliminary
representatives. His detection followed receipt of a letteearing being specifically accused of turning oyer
by a CIA employee from Kampiles in which heinformation to Maennel on 29 September 1960.
mentioned frequent meetings with a Soviet official in
Athens. Charges against Kauffman included providipg
information to East Germany on US Air Forge
installations in Greenland and Japan and providing
information on fellow officers from those two locatiorjs,
including their identities, descriptions, shortcomings,
and weaknesses. Maennel testified that he |had
introduced Kauffman to Soviet security agents and fthat
Kauffman had signed a two-page statement in German
and English that listed the information he provided to
the Soviets.

charges of passing US defense information to the [East
Germans. He was sentenced to 20 years’ imprisonment

On 18 April 1962, Kauffman was found guilty of tE

Wiliam Kampiles
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at hard labor, dismissal from the service, and forfeitu®eneral’s Division, Northern Area Command,
of all pay and allowances. In a reversal of the earliarrested by West German security forces for acts of
conviction and sentencing, on 13 December 1963, tlkapionage. The exposure and arrest of Kuehn regulted
US Court of Military Appeals dismissed an espionagfom information supplied by an agent of the Epst

conspiracy charge while affirming his conviction forGerman intelligence service, who had in his possegsion
failing to report attempts by enemy agents to recruithen arrested filmed copies of US Army documefts,

him. Kauffman had already served almost two years wfich were subsequently traced back directly to Kughn.

a 10-year sentence. His original sentence of 20 years
had been reduced by a review board. Successful appealsfter his arrest, Kuehn confessed that he had een
had been based principally on procedural matterecruited by the East Germany intelligence seryice

connected with the US Air Force investigation. during a visit to his mother in Gera, Germany, in 1957.
He had transmitted official materials and information
Erich Englehardt and Karl Heinz Kiefer to his East German employers in East Berlin since|that

During late July 1960, the West German policéime. Kuehn received his instructions from East Belflin,
arrested Erich Englehardt and with him a woman, Lorgther directly through radio communications or via a
Poehimann, for espionage on behalf of the Sovieburier. He supplied his East Berlin employers with
Military Intelligence (GRU). Investigations and information in the same manner. In his position, he jhad
confessions of the principals uncovered extensive GRa¢cess to various US Army Regulations and documents,
activity against US Army and Air Force installationssome of which were classified. He furnished the East
since 1955. German intelligence officers in East Berlin, at their

request, a copy of the index of official documents filed

Early in 1955, Englehardt recruited his half brotheat the United States Technical Army Regulatigns
Erich Heinz Kiefer, to work for the GRU. Both menAdministration. Using this index, the MsF was then
were used to collect order of battle data on US Armgble to tell Kuehn, which documents were to [be
and Air force installations in West Germany, especiallghotographed and transmitted to East Berlin. Kughn
in the vicinity of Wiesbaden and Kaiserslauternalso made written and verbal reports regarding| his
Between 1957 and 1959, both men were inactive, beoworkers in the US office, details regarding office
during 1959 their intelligence activity increased. Kiefeoperations, and information regarding agencies jand
made a number of trips to Erfurt to meet his case officanilitary installations in the Frankfurt area.
Lt. Col. Petr Sokolov. He was furnished cipher pads
and secret writing materials for purposes of Kuehn's East German intelligence superiors provifled
communication. Kiefer’s intelligence targets includedhim with cryptographic material for the decoding |of
US military maneuvers, atomic cannon, and missilesadio messages and trained him in its use. He wag also
He was ordered to set up a dead drop for the passagemivided with concealment devices (hollowed-out bpok
bulky materials. Emergency communications, not useshds) for the transmittal of material. These espionage
in this operation, involved a radio in the Soviet Militarymaterials were found in Kuehn's apartment after |his
Liaison Mission in West Germany. Kiefer's dead droprrest.
was to be served by personnel of this Mission.

Joseph Werner Leben

During 1959, Kiefer was introduced to Lore On 11 July 1961, Joseph Werner Leben, a 29-yjear-
Poehlmann, who thereafter served as his support ageltt German immigrant, was arrested in Sao Paulg by
and courier. Surveillance of Poehlmann as she maBeazilian police for engaging in espionage activitieson
her rounds uncovered Kiefer and scores of other ageriiehalf of the Germany Democratic Republic. A segrch
Several of their agents worked also for the East Germano§/ his apartment revealed a large amount| of
state security (MfS) and even for the Poles. A large acdrrespondence to and from his East Germany superiors,

complicated network was uncovered. codes and ciphers, chemically-treated stationary forf use
in secret writing, and photographic equipment. |He
Kurt Kuehn confessed to being a spy and gave complete information

On 17 October 1960, Kurt Kuehn, section Chief ofibout his intelligence career.
the Technical Publications Branch of the Adjutant
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Leben said he was first brought to the attention @ary Lee Ledbetter
East German Intelligence at the 1956 Leipzig Fair by aGary Lee Ledbetter, Petty Officer Second Class,|US
West German Communist Party member. He wadsavy, was assigned as a ship fitter orSimeon Lakeat
introduced to one Heinz Schwerdt, a Captain in the Edbe US submarine base, Holy Loch, Scotland. In Ajpril
German Intelligence Service, and later to Lt. Hein2967 he was approached in a bar by two British civilians
Schmallfuss who was known to him as “Herr Hansenand asked to provide information. The 25-year-ld
Schmallfuss began a concentrated study of Leben aimegdbetter subsequently passed a classified traihing
toward his eventual use as an agent, but at no tirheoklet about the Polaris submarine piping systenis to
indicated that he himself was an intelligence officethe two civilians. The British civilians involved with
When Leben traveled to Brazil in May 1956 this case had been recruited by a former East Gefman
Schmallfuss corresponded with him, and finally offerebartender named Peter Dorschel, who in turn, had peen
to pay his expenses back to East Berlin for a visit. Qmecruited by the Soviets. He was directed by the Soyiets
this trip, Leben was recruited as an agent, assigned thesettle near Holy Loch to spy on the base.
cover name “ARMADO,” and paid 6000 German
Marks (approximately $1,500). Ledbetter was court-martialed and on 26 August 1967

was sentenced to 6 months of imprisonment at hard

In December 1956, Leben again returned to Brazil &bor, and was given a bad-conduct discharge. A Brjtish
the direction of the East German Intelligence Serviamurt sentenced Dorschel to 7 years in prison.
and commenced his intelligence activities against the
Brazilian Government and United States interests theteee Eugene Madsen
By October 1958, Lt. Guenter Maennel of the East Lee Eugene Madsen was a 24-year-old Yeoman Tfhird
Germany Intelligence Service, had assumed control 6fass in the US Navy when assigned to the Stra
Leben’s case from East Berlin, and ordered Leben bad¥arning Staff at the Pentagon in 1979. Madsen yised
to East Berlin for additional training. his position at the Pentagon to obtain highly sensitive

documents, including documents of the Drug

Leben returned to Berlin and acquired a room in Bnforcement Agency (DEA) dealing with the worldwigle
West Berlin pension. He met his East Germamovement of drugs and information on the location of
Intelligence Service superiors, however, in a privatBEA agents. He attempted to sell these documents to
home located at Fontanastrasse 17A, in the East secorindividual who turned out to be an informer
of the city. This address was frequently used by theld authorities of the offer to compromise classified
East Germans for similar situations and the residentgefense documents.
Herr Otto Kilz and his wife, were in the employ of the
East German Intelligence Service. At FontanastrasseAn undercover agent of the FBI, along with the
Leben was instructed in secret writing using chemicaliypformer, set up a meeting with Madsen to receive|the
treated stationary, microdots, and ciphers to be useddacuments and pay Madsen $700 for the information.
sending his reports to East Germany. Leben signed lsiadsen attended the meeting with 22 highly classified
agreement obligating himself to work actively againsiocuments. He also offered to sell monthly narcqtics
anti-Communist elements and US interests in Brazihtelligence reports for $10,000 a month. In additiof to
He was given a Praktika FX Il camera to assist him iproviding the documents to the undercover agent,
his work. For his past endeavors, Leben received 15,00@&dsen brought the agent, under a false name, intp the
German Marks (approximately $3,750), a holdindg’entagon and signed him into a restricted area.
account in East Berlin amounting to US $75 per month,
and was reimbursed for his operational expenses.  On 14 August 1979, Madsen was arrested by the|FBI

when he turned over classified materials and accgpted

Upon the completion of his training subject was agaithe $700 payment from the undercover agent. On 26
dispatched to Sao Paulo where he obtained employmé&nttober 1979 he was sentenced to eight years in piiison.
with a local firm composed mostly of Americans. He
continued his espionage activity for the Communists
until the time of his arrest.
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Edwin G. Moore I On 21 October 1971, Perkins was apprehended at the
Edwin Moore , a retired CIA employee, was arreste@ivil Air Terminal in Pensacola, Florida by AFO$I
by the FBI in 1976 and charged with espionage aftagents as he started to board a flight for Mexico
attempting to sell Soviet officials classified documentdor a rendezvous with Soviet agents. In his briefcase,
A day earlier, an employee at a residence for Sovike carried one Air Force and four Defense Intelligence
personnel in Washington, DC had discovered a packaggency (DIA) classified documents totaling over
on the grounds and turned it over to police, fearing ftages. Also in his possession were operatignal
was a bomb. instructions for meeting his Soviet intelligence contact
in Mexico City, Mexico.
The package was found to contain classified CIA
documents and a note requesting that $3,000 be droppedfter being alerted by US authorities, the Mexigan
at a specific location. The note offered more documerfiederal Security Service detained Oleg A. Shevenko, a
in exchange for $197,000. Moore was arrested aft&RU officer working undercover at the Soviet embalssy
picking up what he thought to be payment at a drop site Mexico City, who was waiting for Perkins at|a
near his home. prearranged meet location. He was later expelled from
the country by Mexican authorities.
A search of his residence yielded ten boxes of
classified CIA documents. Moore retired from the CIA Charged with improper possession and usg of
in 1973, and although financial gain was a strondocuments dealing with national security, Perkjns
motivational factor leading to espionage, it is knowentered a plea of not guilty to all charges by reasagn of
that he was disgruntled with his former employer duemporary insanity caused by acute alcoholism.
to lack of promotion.
On 11 August 1972, Sergeant Perkins was convigted
Moore pleaded not guilty by reason of insanity, buind sentenced to three years in prison. He also recpived
was convicted and sentenced to 15 years in prison. Bleishonorable discharge, reduction in rank to airnpan-
was granted parole in 1979. basic, and a fine of more than 50 percent of the monthly
pay he would receive while in prison.
Walter T. Perkins
Air Force MSgt Walter T. Perkins was the top-rankind.eonard Jenkins Safford and Ulysses L. Harris
noncommissioned officer in the Intelligence Division, On 25 August 1967, the Department of Defepse
Defense Weapons Center, Tyndall Air Force Basannounced the arrest of two US Army sergeants on
Florida in 1971. His 19 years of service, beginningharges of conspiring to deliver to unauthoriZed
with his enlistment in December 1952, were spent imdividuals information pertaining to the national
intelligence. His overseas assignments includedefense. Two Soviet diplomats were named as
Vietnam, Turkey, and multiple assignments in Japanconspirators and were declangdrsona non grata
Sergeant First Class Ulysses L. Harris, 38 years|old,
— and Staff Sergeant Leonard Jenkins Safford, 31 years
1 -y ‘J_., old, received a rollover camera from the Soviets.|On
1 two occasions, Sergeant Safford delivered documents
to the diplomats. The Soviets involved were identified
as Nikolai F. Popov, First Secretary, Soviet Embaksy,
Washington, DC, and Anatoloy T. Koreyev, a counseglor
of the Soviet Mission to the United Nations.

-

Sergeant Safford was court-martialed on 5 December
1967 and sentenced to 25 years of hard labor aft¢r he
pleaded guilty to charges of espionage and larceny. In
addition to his conspiracy, Safford had stolen a $24)076
government check. A veteran of 12 years of military

Walter T. Perkins
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service, Safford became involved in espionage forIn Warsaw, Scarbeck met a beautiful Polish dirl,
monetary reasons. He admitted to receiving $1,0@0onde and 22 years old. She told him that she|had
from Popov. Safford served as an administrativepreviously worked at the US Embassy and still had
supervisor in the Army Strategic Communicationdriends working there. They began to date althoigh
Command, Suitland, Maryland, at the time of hiScarbeck was married. They became intimate. $oon
espionage activity. afterwards, Polish intelligence officers confronted
Scarbeck with tape recordings and photographs. They

On 15 December 1967, Sergeant Harris, who had flreatened to expose his illicit relationship to the
years of military service, was sentenced to seven yedmerican embassy if he did not cooperate with them.
hard labor. Testimony revealed that an “undercovéte agreed rather than face exposure. US Government
agent” worked with Harris and Safford. Harris had beeofficials said he did not pass any military secrets to|the
transferred to Korea only a short time before his arregtolish service, but acted more as a listening post for the
Charges against Harris and Safford established FebruBgles on policy matters.
to August 1967 as the time during which the two were

involved in a conspiracy to commit espionage. Scarbeck joined the State Department in 1949 [and
became a foreign service officer in 1956. He received
Irvin C. Scarbeck a meritorious service award in 1959 for his work [on

On 14 June 1961, the FBI arrested Irvin C. Scarbedkchange student programs in San Francisco, Califgrnia.
a State Department foreign service officer, for passirgyior to his employment with State, he was in the [US
classified information to Polish intelligence. Army from 1942 to 1946 where he obtained the rank of

staff sergeant. After leaving the military, he worked [for

Scarbeck, 41 years old at the time of his arrest, hacdime for the West German Government.
good record when he arrived in Warsaw as a second
secretary in December 1958. His German-born secondn March 1961, Scarbeck was to transfer from Warsaw
wife and their three children accompanied him. He wae Naples, Italy, but his replacement developefd a
in charge of travel arrangements, embassy property, gnblem. The Department informed Scarbeck that he
procuring and maintaining the living quarters fomould have to extend his tour in Warsaw until August.
Americans assigned to the Embassy. He also had acddssvever, on 22 May he received orders from fhe
to coded messages exchanged between the Embd3spartment to return to Washington. Less than a mpnth
and the State Department. later, the FBI arrested him.

In November 1961 he received three concurient
10-year prison terms for violation of the 1950 Interhal
Security Act for passing classified papers to Polish
intelligence officials. On 1 April 1966 the Federal Bogrd
of Parole granted Scarbeck a paroled from prison. |The
Board cleared him for freedom under a section of|the
Penal Code permitting parole of federal prisoners after
f they have served a third of their sentences.

-~ Robert Glenn Thompson
Born in Detroit, Michigan, on 30 January 1935, Ro

as a result of back injury caused by a fall. Followjng

his first three years of service, Thompson, describgd as
a capable airman of average intelligence, was reassigned
to West Berlin, Federal Republic of Germany.

1 _-_.._--.-.' :
| R

Robert Glenn Thompson
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Thompson's espionage activity began in Berlin wherevery two weeks for about three months. In return for
he was in charge of the investigative files room of thhe documents, he was paid $3,800. Thompison
Air Force’s Office of Special Investigation. He hadexplained the paltry payments by stating, “Let’s face it.
access to information classified as high as Secretvasn't in this for the money. | was disgusted, and it
concerning activities of counterintelligence agents. was part of my plan to get revenge.” One of his |ast

actions for the Soviets prior to his departure from Befrlin

Prior to his involvement in espionage, Thompsomwas to hide a radio transmitter in one wall of his office.
married a West German girl. As a result of a court-
martial, Thompson was demoted from Airman First From Berlin, he was transferred to Malmstrom Air
Class to Airman Second Class and was forced to selrdrce Base, Great Falls, Montana, from where he [sent
his wife back to the United States. After his wife lefone letter using secret writing. At Malmstrom,
for the United States, he became involved with anoth&@hompson volunteered for an assignment to Goose|Bay,
West German girl and concurrently was “... very lonely.abrador. In late 1958, he was discharged from|the
and disgusted and bitter.” After being chastised by hiervice. Upon his return home in Detroit, he found fhat
commander for inappropriate attire and need of a shasemeone had been to his home looking for him.|He
while on duty, Thompson went over to East Berlinsoon discovered that the Soviets were trying to recontact
When he was later contacted by the Soviets, théym. The Soviets eventually caught up with him and
threatened to expose him concerning his East Berlimged him to rejoin the Air Force or join the Army. At
visit and also threatened the well-being of his wife’sne point they asked him to get a job with the Federal
grandparents and other relatives who resided in E&fireau of Investigation.
Germany. Thompson stated that he was disillusioned
with the methods used to lure East and West Germangfter moving to Long Island, New York, Thompsgn
into counterintelligence operations and was frighteneatcasionally supplied information to his Soviet con
by the threats toward him and agreed to cooperate withncerning water reservoirs on Long Island, gas lines
the Soviets. between New York and Long Island, and power plants

and gas storage tanks in those areas. He was also fold to

Thompson was provided relatively sophisticatetbok up certain people and provide information on their
intelligence training in a short period of times alongvhereabouts, their jobs, and their financial stajus.
with intelligence paraphernalia for operational uselhomspson claims to have received approximately $400
From June 1957 to July 1963, he engaged in espiondge the information provided during his civilia
for the Soviets. During the six months that remained eémployment. He summed up his activities by say|ng,
his Berlin tour following his recruitment and training,“If you need (a) motivation for what | did, just sa
Thompson admitted to providing 50 to 100 documentsas alone, just a young guy, | was hurt by what | sgw, |

was disillusioned.”

At his trial, Thompson’s plea of not guilty wgs
changed to guilty. On 13 May 1965, he was sentefnced
to 30 years in prison. Thompson was released from
prison in late April 1978 as a part of a prisoner exchapge,
which included an Israeli pilot held in Mozambique

William Henry Whalen

William Henry Whalen, a high school graduate, catne
to the attention of the Federal Bureau of Investigation
(FBI) in early 1959 when he was observed meeting ith
two Soviet Embassy officials. Determining that thgre
was no official reason for these meetings, the FBI
decided to investigate further. Although not arrested intil

William Henry Whalen
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12 July 1966, Whalen had actively engaged in espionagerman occupation of Poland. Atage 17, he was drgfted
from December 1959 to March 1961 during which timito a forced labor unit and worked there until the
he was on active duty in the US Army as a lieutena@®@erman defeat in World War Il. While working aq a
colonel. forced laborer, he learned to speak fluent German

Colonel Whalen began his military career in 1940 In 1940 his father returned to the German occupied
and held several sensitive posts including assignmeatea of Poland as a Soviet military counterintelligence
in Army intelligence. His terminal position, when hecollaborator and recruited Michal for operations wjith
retired in 1961 with a physical disability, was with théhe Polish underground. After the end of hostilitie§ in
Joint Chiefs of Staff. During this last assignmentl 945, Goleniewski joined the newly established Palish
Whalen met with two Russians, Colonel Sergei Edemskielligence and security service (commonly referfed
and Mikhail A. Shumaev, and provided them witho as the SB) as a guard. By 1948 he was an operations
information concerning retaliation plans of the USfficer with the rank of lieutenant. From 1948 until
Strategic Air Command, and information pertaining td953, he served as director of counterintelligence ynits
troop movements. He obtained this information asia provincial SB offices.
consequence of his own position but also through
guestioning of fellow officers on topics of interest to In 1953, Goleniewski was transferred to $B
Soviet intelligence. Colonel Whalen would meeheadquarters in Warsaw where he advanced rapidly due
Colonel Edemski in various shopping centers in northeto Soviet behind-the-scenes influences. Golenieyski
Virginia for the purpose of passing on his informatiorhad a liaison/informant relationship with the KGB.

During the next three years, he served first as chief|of a

It is not known how much information of valuesection responsible for deception operations and then
Colonel Whalen passed to the Soviets subsequentagdeputy director of the counterintelligence department.
his retirement from the military, although somédn December 1955, he was named deputy chief of the
information, obtained through his continued contactsilitary counterintelligence service (GZI) but was
with fellow officers, was undoubtedly provided to theaemoved from this position a year later when the service
Soviets. His conspiracy with the Soviets allegediwas reorganized.
terminated in 1963 at about the time Shumaev returned
to the Soviet Union. Whalen allegedly was paid $5,500 Through the intervention of the Soviet advisors and
between December 1959 and March 1961 for thedd friends in the SB, Goleniewski was reinstated in|the
information he passed. SB, which had also undergone a reorganization.

Goleniewski became chief of the Science gnd

In December 1966, Whalen pleaded guilty to a chargechnology branch in the foreign intelligenge
of acting to promote the interests of a foreigdepartment. This was his post in 1958 when he made
government and removing classified information frongontact with the West.
its place of safekeeping. On 1 March 1967, the 51-year-
old Whalen was sentenced to 15 years in prison. The most important element of Goleniewsk

intelligence career was his liaison/informant relationghip
with the KGB. The Soviets patterned the postwar Pqlish
Defectors intelligence services after their own organizations gnd
placed Poles with Soviet connections at the head of
Michal Goleniewski various departments. From his first indoctrination| in

Michal Goleniewski was born on 16 August 1922 igounterintelligence by the Soviets during Worold War
Niewswierz, Poland. His father was a low-level PolisH: Goleniewski's career advancement was suppoyted
Government employee and/or wood cutter who waY the Soviets. His relationship with the KGB was
attracted to Communism. In 1938, Goleniewski's fathélways close, whether he was an acknowledged ligison
left his family behind in western Poland and moved t@fficer or reporting to a Soviet advisor at night as|an
Lvov in search of work. Michal, in the meantimeinformant.
completed his high school studies just prior to the
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Goleniewski was married to a Ukranian woman and As early as 1962, it was evident that Goleniewski's
had a daughter. His wife began suffering from mentahental health had begun to deteriorate. By 1963 he
iliness, which led to their divorce and his family’s totakurfaced a list of grievances and criticism of the gIA.
disappearance from his life. He also began to claim that he was the son of thg last

Russian Tsar and stated his claim to the Romgnov

In 1948 a letter was received at the residence of a Wi8tune; all of which was publicized and exploited py
ambassador in a West European capital, the outetevision, books, and the press. Goleniewski's marrjage
envelope of which was addressed to the ambassativhis German mistress immediately after their defection
and contained another envelope on which was printpdoduced a daughter in 1964. His emotional and
“Private” Sir Edgar Hoover.” The ambassador opengasychological problems were compounded by his wife’s
the envelope addressed to Hoover and found in it a lete@similation of his fantasies and irrational anxieties. [The
written in German and signed “Heckenschutze.” H&Romanov” fantasy intensified to the point wherq it
scanned the letter and then turned it over to the Cldonsumed his entire existence. By the end of August
Chief of Station. Thus began CIAs relationship withl964 all substantive debriefing had ceased.
Goleniewski.

Frantisek August

For almost three years, Goleniewski carried on anFrantisek August (DPOB: 1928, Pragye,
anonymous letterwriting contact with what he thoughtzechoslovakia) was a Czechoslovak fore|gn
was the FBI. In all he sent 27 lengthy and detailedtelligence staff officer who defected to the West in
letters to the West. There were suspicions of laebanon in 1969.
provocation or deception operation when the first letters
arrived, but their gradual processing and exploitation August's early service was in the counterintelligence
convinced Western intelligence services o€lement of the Czechoslovak security service. After a
Goleniewski’s bona fides. tour in Belgrade in the early 1960s, he was assigngd to

the Czechoslovak embassy in London under the cpver

Goleniewski defected with his mistress in Januargf attaché in charge of the Consular Department. In the
1961 in West Berlin and continued to provide valuablmid-1960's, while at headquarters in Prague, he was
information for another three years. He was able toansferred to the unit, which directed operations in|the
make an unparalleled contribution to WestertNear and Middle East. Subsequently, he was posted to
intelligence because of his almost total recall, hiBeirut, Lebanon as a Commercial Attaché.
intimate association with SB and KGB officers, and his
experience as an operational intelligence officer. Whileln the summer of 1969, August contacted US
still in place in Warsaw, he provided 1,000 pages dhtelligence officials in Beirut. After a short period pf
classified documents and cached 750 Minox film framegne “in place,” he defected and was brought to fthe
of documents, which were retrieved after his defectiotSA for debriefing and resettlement.
Goleniewski provided details on over 1,500 intelligenec
personalities—SB, KGB, and GRU officers and agents. August provided useful information on Czechosloyak
Because of his relationship with the KGB, he was ablatelligence operations in the near and mid-East,
to provide extensive information on and valuable leadsspecially against American targets. He also gave the
to KGB operations. His leads exposed the KGB illegaBritish an insight into Czechoslovak intelligence gnd
network in London headed by Molody LonsdaleKGB operations against the British establishment,
George Blake, who was a KGB penetration of MI6including Parliament. He supplied data on a
and KGB penetrations of the BND, Heinz Felfe an€zechoslovak operation directed against William Owen,
Hans Clemens. He identified Polish intelligence officeran elderly British Member of Parliament, whom the
stationed in the United States to the FBI. He also ma@zechs planned to develop into an intelligence asset
an important contribution in the field of US Stateand agent of influence. The British arrested Owen in
Department security by providing information on SBL970 on espionage charges. He confessed that he had
and KGB recruitment methods against diplomatiaccepted payments of some $6,000 over a periqd of
personnel and penetration of Western diplomatiaine years from Czechoslovak intelligence officers. |He
installations.
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and “Adam.” Ministry of Interior resort in Bulgaria, Frolik travel
to Belgrade and “walked in” to the US Embassy
Ladislav Bittman defected. US Intelligence exfiltrated him to the Uni

Ladislav Bittman (DPOB: 12 January 1931, Pragué&tates for debriefing. The British also debriefed Frg
Czechoslovakia) was a Czechoslovak foreign
intelligence staff officer who defected to the West in Frolik provided useful information on the CI{
Germany in 1968. including a list identifying approximately 200 stg
officers. He also revealed much helpful background
In 1954, Bittman joined the Czechoslovak foreigrCIS operations in the UK. He wrote a bobke Frolik
intelligence service where he specialized in covert acti@efection (London, Leo Cooper, 1975), which provid

from 1961 to 1963 under the cover of the Culturdturope and KGB domination of the CIS.

Attaché at the Czechoslovak Embassy in East Berlin.

As Deputy Chief of “Active Measures” (CA Vaclav Marous

Operations) from 1964 to 1966, Bittman frequently Vaclav Marous (aka Mazourek), born 30 May 19

visited Berlin and Vienna on operational missions. HKelcanky, Czechoslovakia, was a Czechoslovak forg

also traveled throughout Eastern and Western Eurofitelligence staff officer who defected to the West

but he never visited the USSR. On one occasion Bavitzerland in 1968.

made a courier run to Latin America. From 1966 to

1968, he was a case officer in Vienna, Austria, underFrom 1954 to 1963, Marous served first a

the cover of Press Attaché at the Czechoslovak Embassyiformed policeman and later worked on rout
criminal matters. Subsequently, he was assigned t

Bittman left his intelligence post in Vienna in earlycounterintelligence department of Czechoslovak forg

September 1968, after the Soviet invasion dhtelligence as a senior referent for counterintellige

Czechoslovakia and traveled to West Germany, wheoperations in North America. In this capacity he visi

he defected. The West Germans debriefed hithe USA and Mexico during the mid 1960s, under cg

extensively for two months and then turned him over tas a courier, to discuss operational matters.

US intelligence, which brought him to the United States

for more debriefing and resettlement. Bittman taught While on leave in Bulgaria in August 1968, Marg

international journalism at American University. learned of the Soviet invasion of Czechoslovakia
decided not to return to his homeland. From Bulg

During this career, Bittman used the following aliasese traveled via Yugoslavia and Austria to Switzerld

“Brychta,” Vladimir Baumann, Lawrence Martin, andwhere he asked for asylum. In Switzerland, he ap

Lawrence Biritt. for an American immigration visa. Shortly therea
Marous was in contact with US Intelligence.

Joseph Frolik

1928, Libusin, Czechoslovakia) was an intelligenc¥lasta Semerakova and her fourteen-year-old son.
officer with the rank of major in the Czechoslovakesettled in Australia.
Intelligence Service. He came over the West in 1969.
Marous supplied much helpful information on M
Frolik's specialty was counterintelligence, but in theCl operations in North America. He also revealed de
mid-1960s he became a case officer for Westeon Operation VOLANT, an MV effort to identify U
European operations. He served one tour in the Unitedelligence personnel throughout North America.

was acquitted by a jury, however, after denying that Heingdom under cover of Labor Attaché in the
had ever transmitted anything important to the CzechSzechoslovak Embassy, London, from 1965 to 1967.

During his career, August used aliases Frantisek Benddn the summer of 1969, while on a vacation gt a

nd
ed
lik.
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and deception operations. He served in East Germaagood insight into CIS and KGB operations in Western
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Josef Frolik (AKA “Florian” DPOB: 22 September Marous, who was divorced, defected with his mistiess

He
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Yuriy Vasilyevich Krotkov Members of Anti-Soviet Organizations, Memberg

Yuriy Vasilyevich Krotkov (DPOB: 11 November Punitive Units and Other Criminals Under Seargh

of

1917, Kutaisi, Georgia, USSR) was a Soviet film scriptVarrant published in 1969 as being a criminal ungler

writer and coopted KGB agent who defected to the Westarch warrant.
while on a trip to England in the fall of 1963.
During his career, Krotkov used the aliases Geq
After a short period of service in the Soviet armyMoore, George Karlin, and Suliko.
during World War Il, Krotkov becameTassand Radio
Moscow correspondent in Moscow. Krotkov's playAleksandr Nikolayevich Cherepanov

rge

John, Soldier of Pea¢cdased on the life of Paul Aleksandr Nikolayevich Cherepanov, born circa

Robeson, was first staged in 1949 and then ran f&®19, Siberia, USSR, was a retired KGB officer w
several years in Moscow and the provinces. In 1958esired to defect to the West.
Krotkov became a script writer and entered the cultural

and literary life of the Soviet capital. As a Soviet State Security officer, Cherepar

ho

ov

parachuted behind German lines on a special misgion,

In 1945, the Counterintelligence Directorate of th&vhich resulted in the capture of a German general du

Soviet State Security Service recruited Krotkov to repoworld War Il. From circa 1948 to circa April 1956, he

ring

on people in Moscow’s drama circles. Soon thereafteras assigned to the Soviet embassy in Belgrade as

he was used in provocation operations againSecond Secretary, First Secretary, and Charge d'Affg

ires,

foreigners. From the late 1940s until the mid-1960s,iespectively. In Yugoslavia he developed many contacts
took part in many such operations in the USSR araimong students and workers. During October 1953
East Germany. The most important of these was otle American Embassy in Belgrade was informed fhat

directed against French Ambassador Maurice De Je@herepanov wished to defect to the West and was w
in 1956-58. Krotkov also traveled abroad as a touristto bring valuable information with him. Fearing
Poland, Germany, and Czechoslovakia in 1959 and poovocation, the embassy was extremely reluctar
India, Japan, and the Philippines in 1962. contact Cherepanov. Finally, in February 1954,
American officer talked with Cherepanov, who indical

In September 1963, while on a trip to England with aomplete adherence to the Soviet cause and no ¢

tour group, Krotkov defected to the British Securityfor further contact. Although the officer left the ddor

ling
a

t to
an
ed
esire

Service. He was debriefed by the British, Americangpen, Cherepanov did not recontact US Intelligehce

and French. After his defection, Krotkov lived inprior to his return to the Soviet Union.
England where he wrotEhe Angry Exile He also

visited Spain and worked for Radio Liberty. In 1969 he Cherepanov, a lieutenant colonel in the KGB, sernved

testified before the US Senate Internal Securitiyn the Foreign Intelligence directorate until circa 19
Committee, under the name George Karlin, on KGB/hen he was assigned to the first Departm

58
nt

operations. In January 1970 he gained permandwtmerican), Second chief directorate (Internal
resident status in the USA and worked a€ounterintelligence) as a senior case officer to |run
writer/consultant for thé&keaders Digest.In October operations against American Embassy personngl in

1974 he appeared as a witness against the Australldoscow. In August 1961, Cherepanov was retired fi
leftist writer, Wilfred Burchett, during his libel action the KGB due to his incompentency.
against charges that he was a Communist agent.
After retiring from the KGB, Cherepanov began
Krotkov provided much information on KGB work for Mezhdunarodnaya Kniga, the internatio
operations against western diplomats and visitors in theok store, in Moscow. In November 1963, wh

om

to
hal
ile

USSR and the Soviet Bloc. After his defection he tookmployed at the store, he passed a package {o an

an active part in anti-Soviet activities through his writinghmerican business contact, asking him to deliver

and work as a consultant. package to the US Embassy. The American did

The embassy, fearing a provocation, returned

Krotkov is listed in the KGBAIphabetical List of package the following day to the Soviet Ministry
Agents of Foreign Intelligence Service, Defectors,

the
S0.
the

of
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Foreign Affairs (MFA) after first reproducing its go to Turkey under cover as a German businessinan,
contents. The MFA gave the documents to the KGBut this effort was aborted in the winter of 1959460
which identified Cherepanov as the person whehen a Munich periodical published a series of arti¢les
provided them to the Americans. In December 1968n espionage, one of which described Sigl's efforts to
Cherepanov was arrested in Baku, where he wsteal registered post office mail and intimated thaf he
attempting to flee across the Soviet border. After higorked for the Soviets. Following this disclosure, Sigl
arrest, he was detained and later executed. worked exclusively for the KGB in the DDR until hjs
defection in 1969.
The parcel that Cherepanov presented to the American
consisted of documents, which have become known asigl defected to US intelligence authorities in West
“The Cherepanov Papers.” All appear to have conierlin on 11 April 1969. Three months later he entgred
from the files of the KGB First Department, Seconthe United States for resettlement. After 1960, Sigl had
Chief Directorate for the period 1958 to 1960. Anumb&oncentrated on assessing and recruiting Germang and
are handwritten drafts, probably made by Cherepang@ersons of other nationalities of interest to the KB
The reports contained information about operationalithin the DDR. As a result, he was able to provjde
plans against US Embassy personnel (expulsion actionseful information on KGB facilities and mod:l:s
personality profiles, and surveillance records), as welperandi in the DDR. He also brought out documented
as a list of Soviets who wrote to the US Embassy andisis of agents who worked for the KGB in the Wes].
report, dated April 1959, on operational conditions in

the USA. During Sigl's career, he used the following aliases:
Gerhard Reichl, Gerhard Reichelt, Heinz Bernd/Berpdit,
Rupert Sigl Peter Klein, Kurt Hager, and Gerhard Blum.

Rupert Sigl, born 12 April 1925, Rossatz, Bezirk
Melk, Austria, was a KGB illegal who defected in WesYuriy Ivanovich Nosenko
Berlin in 19609. Yuriy Vanovich Nosenko, born 30 October 1927,
Nikolayev, Ukraine, USSR, was a KGB Second Chief
Sigl served in the German army during World War IIDirectorate (SCD) counterintelligence officer who
In 1947, the Soviet Security Service recruited him tdefected in Switzerland on 4 February 1964.
inform on local personalities in Lower Austria where
he was living at the time. After a period of inactivity, As a child, Nosenko lived in Nikolayev in the Ukraine
the KGB recontacted him in the early 1950s and askadd Leningrad where his father, Ivan Isidorovich
him to report on the Volkspartei, the AustriarNosenko, was a prominent Soviet shipbuilding engirfeer.
conservative Catholic political Party, and to asse#d the time of his death in 1956, his father, lIvan Nosemko,
persons of interest to the KGB. was the Soviet Minister of Shipbuilding in Moscow.

After an abortive effort to steal some registered mail As a teenager during World War 11, Nosenko attenfled
for the KGB from a local postmistress, Sigl went toarious naval training schools. At the end of the waf he
Moscow in December 1952, where he received bagatered the Institute of International Relations|in
espionage training. In October 1953 he traveled to Eddbscow where he specialized in International Law and
Berlin and then to Leipzig, where he worked as Bnglish. While attending this institute in 1947 he
carpenter from early November 1953 to early 195Barried the daughter of a Soviet lieutenant general. [This
From Leipzig Sigl handled a series of low-level KGBnarriage was subsequently dissolved when his father-
missions in West Berlin and West Germany. During thia-law was arrested in connection with Stalin’s pufge
time he also studied English. of Marshal Georgiy Zhukov’'s associates. Upon

completion of his studies at this Institute in 1950

In early 1955 Sigl moved to East Berlin on KGBNosenko joined Naval Intelligence (GRU) and seryed
orders. During the next four years he carried out a variétythe Far East and in the Baltic area for about two years.
of intelligence missions for the Soviets and continued
his language studies. In 1958 he began preparations to
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In early 1953, Nosenko arranged a transfer to the KGBFebruary 1964 and was subsequently brought t¢ the
SCD where he was assigned as a counterintelligeridaited States.
officer to the American Embassy Section of the
American Department. As a member of the Embas§}iga Aleksandrovna Farmakovskaya
Section, he was targeted against American correspon©Olga Aleksandrovna Farmakovskaya, nee
dents and US Army personnel residing in Moscow. Mogulevskaya, born July 1921, Leningrad, USSR, Was
a Soviet English-language interpreter who defected to
In June 1953, Nosenko married the daughter of tiiiee West in Beirut in October 1966.
first deputy chief of the State Committee for
Coordination of Scientific Research Work in the Soviet Olga, according to her own account, was a native of
Union. His wife and children by this marriage werd_eningrad and the daughter of Alexander Edward Henry,
left in the Soviet Union when he defected in Switzerlanatho was born in Italy of British parentage. Educated
in 1964. in Leningrad, she received a diploma qualifying hef as
a teacher and translator of English.
In June 1955, Nosenko transferred to the Tourist
Section of the Seventh Department of the SCD. Whileln 1946, Olga temporarily worked at the fur auction
in this section he was primarily involved in operationén Leningrad, escorting foreign fur buyers and reporiing
designed to recruit American and Britishon them to the Soviet State Security Service. On the
Commonwealth tourists in the Soviet Union. In 195¢ompletion of that assignment, she applied for Seciirity
he joined the Communist Party. In 1957 and again Bervice employment in Moscow, but she was hot
1958 he used the alias Yuriy Ivanovich Nikolayev t@ccepted. She believed that the reason she was not hired
visit London as a security escort for a Soviet sportsas because she had not joined the Komsomol.
delegation. In 1958 he joined the newly created
American-British Commonwealth Section of the As of 1950, Olga was employed at the Nayal
Seventh Department, which was responsible fdgngineering and Technical School in Leningr
identifying and recruiting foreign intelligence agentgreparing English-language and testing materials.

operations involving sexual entrapment of foreigrontinued to live in Leningrad until 1956, during whi
tourists. period she worked first as an English teacher for a
school in Pushkin, and, later from 1952 to 1956, |for
In January 1960, Nosenko transferred to the Americanturist in Leningrad.
Embassy Section of the American Department.
Nosenko stated that this section was responsible foin 1956, Farmakovskiy was assigned to the Military
monitoring contact between US Embassy personnel aBiblomatic Academy (MDA), the GRU strateg|c
Soviet citizens and for the collection of information orintelligence School in Moscow, where he studied until
American embassy personnel to facilitate theit959. During his last year at the Acadeny,
recruitment. Farmakovskiy obtained a job as a GRU officer assigned
to the Committee for Coordination of Scientific Work
In March 1962, Nosenko accompanied the SoviédGKKNR), where Oleg Vadimirovich Penkovskiy was
delegation to the Disarmament Conference in Genealso employed. Farmakovskiy remained in this job yntil
Switzerland, as a security escort. He remained 962, taking occasional business trips abroad dyring
Switzerland until 15 June 1962 at which time he returndtis period. In 1961, for example, Penkovskiy identifled
to the Soviet Union and resumed his duties in thearmakovskiy as one of the five GRU officers including
American-British Commonwealth Section. In Januarfimself assigned to the GKKNR in November 1960.
1964 he again traveled to Switzerland as a security escort
for the Soviet delegation to the Disarmament In September 1962, Farmakovskiy, accompanied by
Conference in Geneva. He defected in Geneva @lga, was posted to the Soviet Trade Delegation in
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Stockholm, Sweden. Initially his task was to establispublished an account of her defection. Eight days later,
himself in his Trade Delegation cover job, but he di®lga traveled to Brussels through the efforts of Ruspian
pick up two contacts. Farmakovskiy, who did not discusefugee channels. Inthe Belgian capital, US intelliggnce
his operational work with his wife, found thisand Belgian Surete officials again debriefed her. |US
clandestine activity distasteful. In December 1962ntelligence terminated interviews with Olga ¢n
however, Farmakovskiy was recalled to Moscov® December 1966 in Brussels.
because of his associations with Penkovskiy, who was
arrested according to the Soviet press on 22 Octobetn mid-December 1966, Vidam FarmakovsKiy
1962. lunched with Worthington in Moscow. The Soviet tgld
the Canadian that he knew that the Canadian journalist
Farmakovskiy and Olga agreed in late 1962 that skas aware of Olga’s defection plans and that he beligved
would take the first opportunity to defect to the WestWWorthington had encouraged her to defect and plso
In the spring of 1963, Farmakovskiy was dischargeaidded that he knew Worthington and Olga had an dffair
from the GRU because of his apparent unwillingness Moscow. Farmakovskiy told Worthington that he
to engage in espionage. Subsequently, he worked gdlanned to use this information to ruin him unless he
civil engineer. agreed to go to Brussels and persuade Olga to return to
the USSR where all would be forgiven. If Worthingtpn
In 1963, Olga was again employed briefly at thevould not agree to these terms, then Farmakovgkiy
Leningrad fur auction and again served as a KG®ould send letters with details on this affair [to
informant. Although she had reported nothing of valué/orthington’s family, his employers, and the Canadian
during this assignment, her Leningrad KGB case officémbassy in Moscow.
valued her refusal to engage in black marketeering or
other disapproved behavior, and he referred her to &On 29 December 1966, Worthington left Moscqw,
contact in the KGB Center in Moscow. passed through London, and went to Brussels whefe he
rejoined Olga. On 26 December, Worthington flew to
In January 1964, Olga was hired by UPDK (th&€anada and returned shortly to Brussels. On 6 January
department of the Foreign Ministry concerned witti967, the US Consul in Brussels advised Olga jand
providing services for foreign diplomats in Moscow)Worthington that her application for entry to the U$SA
UPDK placed her as a translator at the Nepaleses denied. Olga eventually went to Canada and i the
embassy in Moscow. In this position, Olga was requirddte 1960s was working for the University of Toronto.
to report to the KGB on all embassy personnel)Morthington continued his career as a journalist with
especially the ambassador. She was also requiredQanadian newspapers in Canada.
draw a detailed diagram of the embassy interior.
During the time that US intelligence had access$ to
Because she disliked working with the Nepalese, Olgalga in Beirut and Brussels, there was some question
requested a transfer to another position. In March 196fhout her bona fides. The case is an interesting|one,
she was assigned to work as a translator for Peteswever, because Olga, her husband and Worthington
Worthington, a Canadian journalist in Moscow. In thisll had contacts with or were involved with the KGB
assignment she was also required to report to KGB and GRU. As noted above, Olga’s husband, workgd at
Worthington. Olga told Worthington early in 1966 ofthe GKKNR with Penkovskiy who was executed for
her desire to defect, and she continued to work for hirepying on behalf of the United States. Olga hergelf
proffered information from a variety of unspecified
In the fall of 1966 Olga took a Mediterranean cruissources on Cherepanov, who was allegedly a clasgmate
aboard the Soviet tourist ship Bif/a. On 16 October of her husband's and had been executed for supplying
1966, she left the ship, approached the US embassyriformation to the US Embassy. She claimed that
Beirut, and requested political asylum. US intelligenc€herepanov was not posted abroad after his gradugtion
and Lebanese security officers debriefed her in Beirfrom the MDA in 1959 and became bitter and resentful.
where the local officials eventually fined her for illegaln revenge, he passed documents to the US Emlpassy
entry. In the meantime, on 7 November 16yvda which returned them to the Soviet Foreign Ministry.
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Although her information differs in some respects from A professional Red Army officer who had ris}n
i

data developed by US intelligence (Cherepanov wwough the ranks, Penkovskiy served with distinc
reportedly KGB rather than GRU and had served s a Soviet artillery officer throughout World War
Belgrade), it is possible that she presented thdter the war, he attended the Frunze Academy for
information as she knew it. She also stated that she lyadrs. He then joined the GRU and attended
heard about but did not know the defector Nosenkblilitary-Diplomatic Academy for four years.
Her information, especially about the KBG's Second
Chief Directorate, tended to support in part his bonaFollowing his training, he served as a GRU d¢
fides. Whether she was a dispatched KGB agent oofficer and subsequently as assistant military attach
genuine, but troublesome, defector, she did providairkey in 1955 and 1956. Subsequently, he
some insight into developments in the Penkovskiyeassigned to the Near Eastern and Far Eastern de
Cherepanov and Nosenko cases. Most of thiMoscow and attended the missile refresher courg
information was allegedly hearsay, and it is difficult tdhe Dzerzhinskiy Artillery Academy. In 1960 he w
ascertain if that information was a deception. She digssigned by the GRU in the State Scientific Techn
however, give an accurate insight into the continuingommittee (GNTK) to perform intelligence collectig
operations of the KGB’s Second Chief Directoratéunctions. By the fall of 1962 he had risen to the posi
against foreigners in the USSR. of Deputy Chief of the Foreign Liaison Department
the External Relations Directorate of the St
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According to theKGB Alphabetical List of Agents of Committee for Coordination of Scientific Research

Foreign Intelligence Services, Defectors, Members Work (GKKNR, predecessor organization to t
Anti-Soviet Organizations, Members of {punitive unit&KNT).
and Other Criminals Under Search Warrafdted in

he

1969, the deputy Procurator general authorized Olga'sAfter several unsuccessful attempts to make cor
arrest. with the CIA via American tourists and a Canad
diplomat, Penkovskiy was finally able to make con

Oleg Vladimirovich Penkovskiy with MI6. After this contact, MI6 and CIA handl

intelligence (GRU) officer who worked in place for theGRU officer, Penkovskiy had unique access to S
CIA and British intelligence from 1960 to 1962. military information need by the West. He oft

official. The intelligence Penkovskiy passed to the
was highly valuable. The Cuban missile crisis in Octg
1962, demonstrated the unique value of Penkovs
contribution. He provided manuals and other deta
technical information on Soviet missiles that hel

installed in Cuba. It was his intelligence that allow
President Kennedy to expertly handle the mis
showdown with the Soviet Union.

- a show trail after which he was executed.
Oleg Vladimirovich Penkovskiy

iy's
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ed

identify the devices Premier Khrushchev had secietly
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Sile

Penkovskiy was arrested by the KGB. He was given
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Defection of Bernon F. Mitchell and On January 3, 1958, the Air Force Office of Spegial
William H. Martin Investigations submitted its report on Mitchell's

background investigation to NSA. On January 23, 1958,

Bernon F. Mitchell was born on March 11, 1929, art]e was given final clearance.

San Francisco, California. He was interviewed by a
National Security Agency recruiter on February 255‘
I

1957, while a university student. He had gained fie Xecutive session that the agency did not turn gver

experience in cryptology during the course of Na : : : :
. ; S nformation obtained from polygraph interviews to ot
service from 1951 to 1954 (during which time he an(@wvestigative organizations because NSA employeeg had

]\chll!?m_ 'V't‘f"”'” bdecame_ frlendgzhand ha;j acq;'re etgjeen promised by NSA that polygraph interviews wauld
amitianza |or,1 and experience with computers. - as, e kept confidential. The only exception to this policy,
on Mitchell’s academic record, the recruﬂer;trN

n

NSAs director of the Office of Security Services tgld
e Committee on Un-American Activities at &n

recommendation, the personal knowledge of an N e committee was told, would be in cases where
. » Ne P , 9 . Interviews turned up information about undetected
supervisor as to Mitchell's work performance while in

) crimes and subversive activities.
the Navy, and the fact that he had been previously cleareén

by the Navy for access to cryptologic information, he William H. Martin was born on May 27, 1931,
was offered, and accepted, employment as%a
e

. : olumbus, Georgia. He was interviewed by an NSA
mathematician, GS-7, reporting for duty on July 8, 195 cruiter on March 8, 1957, while a university studént.

He had become experienced as a cryptologist during a

o . T Tour of duty in the Navy from 1951 to 1955 and
requested the Civil Service Commission to conduct ntinued the same type of work as a civilian for the

national security check on Mitchell. On July 23, 195 'Army in Japan for nearly a year after receiving

Mitchell was given a polygraph mterylew. At that tlmedi charge from the Navy. As in the case of Mitchell,
he refused to answer any questions about sex 1

erversion or blackmail. Eleven days later Mitchelﬁ recruiter detected no reason why Martin would fjave
Eubmitte d to another polilgraph inter\)//iew anc’i admitt y difficulty in obtaining security clearance to work|at
o A. Based on the recruiter’s recommendatipn

that, between the ages of 13 and 19, he had parﬂmpaﬁ ’

in sexual experimentation with dogs and chickens rtim's academic record, and the recommendation of
P 9 " an NSA supervisor who had known both Martin and

Mitchell in Japan, he was hired as a mathematigian,
S-7, and reported for duty on July 8, 1957,
itchell.

On July 17, 1957, the Office of Security Service

The Office of Security Services evaluator wh
reviewed the data on Mitchell—including the results
the polygraph interviews, a national agency check, an
a background investigation conducted by the Navy in

1951_(.1"1 not r(_afer th_e case Io another evaluator fpr %Iygraph interview disclosed no information that the
supporting or dissenting judgment before approvin

) L i - SA evaluator considered to be a bar to interim sectiri
Mitchell for an interim security clearance, which was ty

: . clearance. During the background investigation| on
granted on August 7, 1957, five days after his seco . .
polygraph session. On September 4, 1957, Mitchg artin, which included the results of the 1951 Ngvy

. . vestigation, it was revealed that acquaintances
executed a Se_cunty Indoctrination Oat_h._ On the sa scribed him as (1) an insufferable egotist; (2) a |jttle
day he was issued a badge permitting access

) . y ,eﬂeminate; (3) not wholly normal; (4) rather
information through Top Secret on a need—to—knowirreSIo onsible: and (5) one who might be swayed by

basis. It was not until September 9, 1957—two montq ttery. Former supervisors, both Navy and Army.
after he had been placed on the payroll—that NS most unanimous in expressing the opinion they w

requested a full field investigation into his backgroun ot want to have him work for them again. Neverthelpss,

The Air Force agency, which conducted thI?Nith only one exception, persons interviewgd

investigation was not given the benefit of any of th?ecommended him as one who could have access to

information revealed during his polygraph INterviews, . cified information.

The National Agency check on Martin and his
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1. Strengthening of security laws and regulations

The NSA security evaluator concerned saw nothirgmending those parts of H.R. 2232 referred to
sufficiently derogatory about the above characterizatio@mmittee on January 12, 1959 relating to unauthor
of Martin to recommend that he be denied a securitiisclosure of certain information affecting nation

by
this
zed
al

clearance. The findings of the field investigation, alefense and Section 349 of the Immigration and

course, in accordance with the practice at that time weationality Act providing for loss of nationality in certal

not turned over to NSAs personnel office or any otherases;

office having to do with Martin’s employment. Martin

was granted an interim clearance on August 14, 19572. Consideration of legislation to amend the Act
August 26, 1950, relating to the suspension

n

of
of

On August 28, 1957, more than a month and a hamployment of civilian personnel of the United States

after he had been hired, NSA requested the Departmirthe interest of national security in line with H.R. 19
of the Navy to conduct a full field investigation onintroduced by the Chairman on January 9, 1959;
Martin. On September 4, 1957, he executed a Security

Indoctrination Oath, and on the same day he was issue8. Proposed legislation affixing procedures
a badge permitting access to information, classified Topvestigative clearance of individuals prior
Secret on a “need-to-know” basis. NSA received thgovernment employment with a view to eliminati
Navy’s report of investigation on April 22, 1958. Oremployment of subversives and security risks;
May 12, 1958, Martin was granted a final clearance.

B9,

4. Performance of the duties of legislative oversight.

The Martin-Mitchell case became a matter of
immediate interest to the committee on August 1, 1960,
when the Department of Defense made a public
announcement that these two NSA employees had failed
to return from a supposed vacation trip, which they had
taken together. The committee had already begun a
preliminary investigation when, on August 5, 1960, the
Defense Department made a follow-up statement
concluding that, as a result of its own investigation into
why Mitchell and Martin had not returned from leave,
“there is a likelihood that they have gone behind the
Iron Curtain.”

On September 6, 1960, at a press conference in
Moscow, the Soviet Union presented Mitchell and
Martin to the world in the role of traitors, willing to
accuse the United States of acts about which they
possessed no knowledge. Mitchell and Martin did
possess much knowledge, however, about the
organization and operation of NSA, and it was
reasonable to presume that their disclosure to the USSR
of information about the NSA adversely affected the
security of the United States.

On September 7, 1960, the Committee on Un-
American Activities authorized a formal investigation
and hearings on the National Security Agency for the
following legislative purposes:
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1960

1961

IMPORTANT

3 January

1 May

16 May

1 June

20 August

10 November

10 November

3 March

17 April

4 May

13 June

7 August

13 August

10 September

Cl in the Turbulent 1960s and 1970s

DATES AND COUNTERINTELLIGENCE EVENTS

United States breaks relations with Cuba.

Gary Francis Powers,a CIA U-2 pilot,shot down over the Soviet
Union.

Khrushchev breaks up summit meeting over U-2 incident;
Eisenhower promises not to resume overflights of USSR.

Sino-Soviet dispute surfaces.

GRU Officer Oleg Penskovskiy becomes agent-in-place for CIA and
British intelligence.

President Kennedy announces retention of Dulles at CIA and
Hoover at FBI.

David Greenglass released after serving only 9% years for conspiracy
to commit espionage.

Harold N.Borger arrested by West German authorities. He was the
first American tried in West Germany on espionage charges.
Although it was not firmly established he passed information to East
Germany; he received 2 years and 6 months in prison with time spent
in pretrial confinement subtracted from his sentence.

Bay of Pigs landing and associated battles.

President’s Board reactivated as President’s Foreign Intelligence
Advisory Board (PFIAB); Maxwell Taylor named Chairman.

Irvin C.Scarbeck, US diplomat, arrested for passing classified docu-
ments to Polish intelligence.

Dr.Robert A.Soblen was sentenced to ten years for conspiracy to
steal national secrets and life imprisonment for transmitting the
secrets to the Soviet Union.

Construction of the Berlin Wall begins.
Morris and Lona Cohen arrested by British Intelligence and sentenced
to 20 years in prison. The couple was exchanged in 1969 for British

teacher Gerald Brooke,who had been arrested in Moscow by the
KGB for distributing anti-~Communist propaganda.
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1961

1962

1963

1964

IMPORTANT

1 October

15 December

18 December

10 February

16 April

9 June

October

October

16 May
30 August

October

29 October

November

22 November
4 February

April

DATES AND COUNTERINTELLIGENCE EVENTS

The Defense Intelligence Agency is established by Department of
Defense Directive 5105.21.

Anatoliy Golitsyn defects to CIA.

Joseph Patrick Kauffman, U.S. Army Air Corps, was arrested for
passing information to the East Germans.

Soviet illegal Rudolph Abel exchanged for CIA U-2 pilot Gary Francis
Powers.

Office of the DCI reorganized and expanded; Executive Committee
established.

President Kennedy transfers Interdepartmental Intelligence Confer-
ence from National Security Council to the Attorney General.

The Army Intelligence and Security Branch created in the Regular
Army. (It was redesignated the Military Intelligence Branch in 1967).

Oleg Penkovskiy,a GRU officer working for CIA and British intelli-
gence,arrested by Soviets.

Oleg Penskovskiy executed by Soviets for espionage.
Washington/Moscow “hot line” activated.

The Department of Defense issues a comprehensive directive estab-
lishing intelligence career programs to create a broad professional
base of trained and experienced intelligence officers.

John W.Butenko and Ivan Ivanov are arrested on charges of espio-
nage for the USSR and failure to register as agents of a foreign power.
Butenko received 30 years and Ivanov received 20 years of imprison-

ment.

Robert D. Haguewood, who worked at the National Security Agency;
defects to the Soviet Union.

President John Kennedy assassinated.
Yuri Nosenko, KGB Second Chief Directorate officer, defects to CIA.

Soviet audio-surveillance of US Embassy in Moscow disclosed.
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1965

1966

IMPORTANT

6 April
2 September

7 January

1 April

6 April

May

June

November

31 January

4 February

12 July

14 July

24 October

Cl in the Turbulent 1960s and 1970s

DATES AND COUNTERINTELLIGENCE EVENTS

Yuri Nosenko confined by CIA; hostile interrogation begins.
FBI begins COINTELPRO operations against the Ku Klux Klan.

Robert Gordon Thompson was tried on charges of espionage for the
USSR and failure to register as an agent of a foreign power. He was
sentenced to 30 years in prison.

Program of public exposure of Soviet intelligence officers abroad
begins.

Robert Lee Johnson was arrested and later tried in June for unautho-
rized transmission of classified information to the Soviet Union. He
was sentenced to 25 years in prison.

James Allen Mintkenbaugh, arrested with Johnson,was accused of
unlawful possession of documents in aid of a foreign agent. He was
also tried in June and sentenced to 25 years in prison.

Fourteen thousand National Guardsmen are called out during a riot at
Watts, a black ghetto in South Los Angeles; 34 die, 4,000 are arrested,
and the area is in ashes after five days.

The US.Army Intelligence Command (INSCOM) is established to
handle counterintelligence functionsin the U.S. (It was discontinued
in 1974 and replaced with the U.S.Army Intelligence Agency)

Students demonstrate nationwide against the Vietnam war.

Naval Investigative Service established. Name is later changed to
Naval Criminal Investigative Service.

William Henry Whalen, US Army; arrested for espionage.

Senate rejects proposal to permit Foreign Relations Committee
members to participate in Senate oversight of US intelligence opera-
tions.

Air Force Sergeant Herbert Boeckenhaupt is arrested and later

charged with conspiracy to commit espionage on behalf of the Soviet
Union. On 7 Jun 1967 he was sentenced to 30 years in prison.
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1967

1968

1969

IMPORTANT

May

June
July
4 July

15 August

25 August

25 August
21 October

2 January

23 January

April

26 April

9 May
26 August

18 February

11 April

DATES AND COUNTERINTELLIGENCE EVENTS

Gary Lee Ledbetter, U.S. Navy; arrested and court-martialed for
passing information to two British civilians recruited by East Germany.

Detroit black riots end after 8 days,43 dead.

Newark Black riots end after six days with 26 dead.

Freedom of Information Act goes into effect.

CIA develops Operation Chaos in response to President Johnson’s
persistent interest in the extent of foreign influence on domestic

unrest.

Leonard Jenkins Safford and Ulysses L. Harris, US Army; are arrested
for espionage.

FBIbegins COINTELPRO operation Black nationalists.
Antiwar protesters make night march on Pentagon.

President Johnson signs measure to bring “new life” into the idle
Subversive Activities Control Board.

U.S.Navy intelligence gathering ship Pueblo captured by North Korea.
Crew released on 22 Dec.

Black militancy increases on campuses; the president of
San Francisco University resigns as black instructors urge black

students to bring guns on campus.

Secretary of Defense Clark Clifford announces establishment of Riot
Control Center at the Pentagon.

FBI begins COINTELPRO operations against the New Left.
Yuppies lead major riots at Democratic Convention in Chicago.

House Committee on Un-American Activities changed to House
Committee on Internal Security.

Joseph B.Attardi, Army Staff Sergeant, arrested and sentenced on 27

August 1969 to 3 years in prison on charges of providing NATO
defense plans to a fellow soldier.
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1969

1970

IMPORTANT

20 April

22 July

15 October

15 November

20 January

6 March

19 March

9 May

5 June

8 June

9 June

23 June

25 June

9 July

Cl in the Turbulent 1960s and 1970s

DATES AND COUNTERINTELLIGENCE EVENTS

A group of black students armed with machine guns take over a
building on Cornell University; they leave after negotiations with the
administration.

Attorney General Mitchell establishes the Civil Disturbance Group to
coordinate intelligence policy and actions within Justice concerning
domestic civil disturbance.

National Moratorium antiwar march.

Second and larger National Moratorium antiwar march.

Army domestic surveillance program is revealed.

A Greenwich Village townhouse in New York is destroyed by an
explosion in what is believed to be a “bomb factory” of a radical

group known as the Weathermen; three bodies are found.

Executive Protection Service established placing a heavier guard
around embassies.

Nearly 100,000 students demonstrate in Washington, D.C.; Nixon
unable to sleep, goes to the Lincoln Memorial to address them.

President Nixon holds meeting in White House to create Interagency
Committee on Intelligence (ICI). FBI Director Hoover named chair-
man.

Hoover convenes meeting of Intelligence principals to plan writing of
a Special Report for the President; names William Sullivan work

group chairman.

First meeting of ICI work group at Langley. Each agency assigned task
of preparing a list of restraints hampering intelligence collection.

Hoover terminates all FBI formal liaison with NSA, DIA, Secret Service
and the military services.

Principals meet in Hoover's office to sign the Special Report.
In a memo, Huston proclaims himself the “exclusive” contact point in

the White House on matters of domestic intelligence or internal
security.
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1970

1971

1972

IMPORTANT

23 July

10 August

10 September

17 September

3 December
3 February

27 April

13 June

2 July

21 October

15 November
2 May

19 May

19 May

3 June

17 June

12 August

DATES AND COUNTERINTELLIGENCE EVENTS

Huston Plan for expanding domestic intelligence gathering approved;
canceled 28 Jul.

John Dean takes over Huston’s intelligence responsibilities in the
White House.

Huston urges White House expansion of Subversive Activities Control
Board via an Executive Order.

Attorney General Mitchell tells Dean he approves of an Interagency
Evaluation Committee (IEC) to improve intelligence coordination.

IEC holds first meeting in Dean’s office.
Hoover refuses to provide FBI staff for [EC

FBI's COINTELPRO operations terminated in response to disclosures
about the program in the press.

The New York Times publishes the first installment of “The Pentagon
Papers; a secret (classified) history of American involvement in
Vietnam since World War 1.

Erhlichman forms “Plumbers” Group at President Nixon’s request.

Walter T. Perkins, US Air Force, arrested for improper possession of
and use of documents dealing with national security.

Soviet illegal Rudolph Abel dies.
FBI Director J. Edgar Hoover dies.

CIA gets court injunction against Victor Marchetti’s publication of
classified information.

Bomb explodes in the Pentagon Building.

Berlin agreement recognized the existence of separate East and West
German sectors.

Watergate break-in; five men arrested had past CIA ties.

Last U.S. combat troops leave South Vietnam. Heavy air raids
conducted over North Vietnam.
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1973

1974

1975

IMPORTANT

June
July

21 July

3 March

19 March

4 September

4 October

14 October

22 December

24 December

31 December

4 January

15 January

27 January

Cl in the Turbulent 1960s and 1970s

DATES AND COUNTERINTELLIGENCE EVENTS

IEC abolished
CIAs mail opening program stopped.

James D.Wood, US Air Force, arrested for espionage on behalf of the
Soviet Union.

Airman First Class Oliver Everett Grunden, US Air Force, is convicted of
espionage. He is dishonorably discharged from the Air Force and
receives a five-year prison sentence.

CIAs Operation Chaos program terminated.
US.and East Germany establish formal diplomatic relations.

Philip Agee publishes list of American officials working overseas
whom he claims work for CIA.

U.S.Army Specialist Fifth Class Leslie J. Payne and his East-German
born wife, Krista, were arrested by West German police for espionage
on behalf of East Germany.

New York Times publishes article on CIAs domestic activities.
Dismissal of CIAs CI chief James J. Angleton announced.

George T Kalaris is appointed to replace James J. Angleton, the CIAs
embattled Chief of Counterintelligence.

President Ford signs Executive Order establishing a Presidential
Commission to examine CIA operations within the US. It is chaired by
Vice President Nelson Rockefeller and becomes known as the
Rockefeller Commission.

DCI William Colby testifies before Congress that provocative CIA
domestic operations were discontinued after February 1973.

The Senate passes Senate Resolution 21 (94th Congress), which
establishes a Senate Select Committee to Study Government Opera-
tions with Respect to Intelligence Activities. It is chaired by Senator
Frank Church and becomes known as the Church Committee.
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1975

1976

IMPORTANT

19 Febraury

5 Apr 1976:

June

10 June

27 June

17 July

2 November

21 November
23 December

29 January

30 January

16 February

DATES AND COUNTERINTELLIGENCE EVENTS

The House of Representatives passes Resolution 139 (94th Congress),
which establishes the House Select Committee on Intelligence. Itis
chaired by Representative Lucien Nedzi.

Attorney General Edward Levi’s guidelines for domestic security and
intelligence investigations became the FBI's standard operating
procedures.

Sarkis Paskalian admits to FBI that he was a Soviet spy and names
Sahag Dedyan as his accomplice.

The Rockefeller Commission Report, which had been submitted to
President Ford on 6 June is released. The report states that almost all
of the CIAs domestic activities were lawful, but that some were
clearly unlawful.

Sahag K. Dedayan, John Hopkins Applied Physics Laboratory; is
arrested for spying for the USSR.

House Resolution 591 (94th Congress) is passed. It restaffed the
House Select Committee on Intelligence. Representative Otis Pike is
named to chair the committee, and it becomes known as the Pike
Committee.

General shakeup of President Ford’s national security officials. Will-
iam Colby dismissed as Director of Central Intelligence.

The Senate’s Church Committee publishes report on assassinations.
Richard Welch, CIAs Chief of Station in Athens, assassinated.

The Pike Committee report is submitted to the House of Representa-
tives. The House votes not to release the results of the report until
President Ford states that its release will not damage US intelligence
activities.

George Bush becomes Director of Central Intelligence.

A portion of the Pike Committee report, which was given to the

Village Voice by CBS correspondent Daniel Schorr,appears in the
Village Voice. Additional portions appear on 23 February 1976.
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1976

1977

IMPORTANT

19 February

1 March

28 April

8 May

16 May

18 May

19 May

11 August

22 December

1 January

6 January

7 January

16 January

Cl in the Turbulent 1960s and 1970s

DATES AND COUNTERINTELLIGENCE EVENTS

The House passes House Resolution 1042 (94th Congress). It autho-
rizes the House Committee on Standards of Official Conduct to look
into the publication of the classified Pike Committee report.

The Senate Committee on Government Operations reports on Senate
Resolution 400 (94th Congress). The resolution creates a standing
Senate Committee on Intelligence.

The Church Committee releases its Final Report, Intelligence Activities
and the Rights of Americans. It maintains that poor oversight of
intelligence activities had permitted violations of constitutional rights.

FBI chief Clarence Kelly apologizes publicly for bureau excesses, such
as the Martin Luther King and Black Panther surveillance.

Senate Resolution 400 creates permanent Senate Select Committee
on Intelligence (SSCI),

New National Security Council Intelligence Directives (NSCIDs) and
Director of Central Intelligence Directives (DCIDs) issued in conjunc-
tion with Executive Order 11905.

Senate votes to establish a permanent Select Committee on Intelli-
gence to monitor the activities of the CIA and other federal intelli-

gence agencies.

Clarence Kelley transferred domestic intelligence investigations to the
General Investigative Division of the FBI.

Edwin G.Moore, retired CIA, is arrested for attempting to spy for the
USSR.

The US Army Intelligence and Security Command is created.
Andrew Dalton Lee is arrested in Mexico City. Police find microfilm
containing highly secret American documents. He is returned to the

United States.

Ivan N.Rogalsky arrested on charges of conspiring to commit
espionage.

Christopher J. Boyce, TRW, arrested for spying for the USSR.
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1977

1978

1979

IMPORTANT

17 January

18 May

14 July

4 August

24 January

31 January

6 April

July

15 November

DATES AND COUNTERINTELLIGENCE EVENTS

Andrew Dalton Lee was arrested by the FBI for spying for the USSR.

The SSCT's first annual report is issued. It says that the intelligence
agencies are now accounting propetrly to Congress and that Executive
Oversight appears to be working.

The House passes Resolution 658 (95th Congress), which creates a
House Intelligence Committee. Representative Edward Boland is
named as chairman.

President Jimmy Carter announces reorganization of the Intelligence
Community; creating a high-level committee chaired by the DCI to set
priorities for collecting and producing intelligence, and giving the DCI
full control of budget and operational tasking of intelligence
collection.

President Carter signs Executive Order 12036, which reshapes the
intelligence structure and provides explicit guidance on all facets of
intelligence activities.

Ronald L. Humphrey, US Information Agency; arrested for spying for
Vietnam.

Arkadiy N. Schevchenko, Soviet official at the United Nations, defects
to the United States.

lon Mihai Pacepa, Deputy Director of Romania’s Department of
Foreign Intelligence, defects to the U.S.

British government publicly identifies Sir Anthony Blunt as the “fourth

man” of a Soviet spy ring that included Guy Burgess, Donald Maclean,
and Kim Philby:
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