TOP¥sCRe T —

CHAPTER FOUR

(U) OVERVIEW OF THE FBI'S HANDLING OF THE WEN HO LEE

INVESTIGATION
(U) Questions Presented:

Question One: (U) Did the FBI assign a sufficient number of agcnts' to the

investigation?

Quwtioq Two: (U) Were the assigned case agcﬁts the “right" agents for this
investigation? .
~ Question Three: (U) How did two new agents come to be diverted from working
on the investigation?
Question Four: (U) Was the FBI's Albuquerque Division (“FBI-AQ")
understaffed in its National Foreign Intelligence Program ("NFIP*)? Was foreign

counterintelligence matters assigned an appropriately high priority at FBI-AQ, given the
presence in New Mexico of Los Alamos National Laboratory, Sandia National

Laboratory, and sensitive military facilities?
| @ N .
Question Five: S(S)’ Was the *Kindred Spirit" investigation pursued aggressively

- and given the priority that the undetlying allggauons warranted? Were there tmneowsary

delays?
Quwﬁon Six: (U) Were supervisory personnel in FBI-AQ appropnaﬁely engaged
in directing and managmg thc case?

Question Seven: (U) Were supemsory petsonnel in FBI Headquarters® Nauonal
Security Division appropriately engaged in providing guidance and direotion to the field
and in casuring that the case was pursued aggressively and with the proper commitment

of resources?
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Question Eight: (U) To what cxtent did changes in personnel affect the FBI's
ability and capacity to aggressively pursue the investigation?

Question Nine: (U) Was senior FBI-HQ management promptly, adequately and
explicitly informed about the investigation and its problems?

PFIAB Question #1: (U) Whether the IF'BI committed syfficient resources,
including agents with appropriate expertise, and demonstrated a sense of
urgency commensurate with an apparent compromise of classified U.S.

nuclear weapons information.

A. (U) Introduction
(U) The fundamental question posed by this chapter is this: Did the FBI devote to

this investigation the resources that the matter warranted and deserved, and did it provide

to the investigation appropriate management and supervision? The answer is
unequivocally no.%

(U) Unfortunately, this mvcsugauon was & paradigm of how not to manage and
work an important counterintelligence case. Until late December 1998, this matber was
never handled within the FBI with a duc regard for its importance - not in the choice of
agents toworkﬂleeese.notmmenumbetofagens assigned to work the case, not in the
execution of case assignments, and not in the attention and supemmon glveu the case by

managemeut at cither FBI-AQ or FBI-HQ.

‘°(U) It should be emphasized at the outset that the AGRT is not referring hece to
the post-March 1999 investigation of Lee touched off by the discovery of
Lee's activities involving LANL's classified computer files. Review of the criminal
investigation of Lee between March 1999 and the present is not part of the AGRT's

assigned mission.
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M Between April 1994 - when the preliminary inquiry against Lee was opened -
and Dcecember 1998 - when Lee was interviewed and polygraphed by DOE personncl -
this case procceded at a pace that can only be described as languid, if not (orpid, and that
pace was itself periodically disrupted by dead-stop-in-the-water delays that, in an
important counterintelligence investigation, can only be characterized as maddening and

inexplicable.

(U) In addition, case progress was materially undermined by eight factors: (1) the
lack of priority accorded the investigation at both FBI-HQ and FBI-AQ; (2) the
problematic choice of case agents to work the case; (3) an unfortunate decision by FBI-
AQ management that deprived the investigation of two additional requisitioned agents;
(4) the remarkable frequency with which personnel changed assignmeats, resulting in
case agents, supervisors and senior management having to leamn the “case® over and over
and over again; (5) a failure by certain FBI-AQ’s and FBI-HQ’s managers and

$'(U) This failure to treat the case with urgency and priority changed in December
1998 only because DOE — out of frustration with an FBI investigation that often seemed
frozen in place, and out of concern that it take immediate steps to remove Lee from
access to classified material — took two extraordinary actions: First, DOE decided that
'DOE would interview and polygraph the long-term subject of an FBI counterintelligence
investigation.  As will be discussed in a later chapter, this was done with FBI seaior
management’s full knowledge and acquiescence and represents an ecror in judgment by
FBI senior management that had significant collateral consequences. Second, DOE
removed Wea Ho Lee from his job in X Division and set what the FBI intecpreted as a
30-day deadline for a resolution of the Wen Ho Lee investigation. :

: DOR’s frustration with the pace of the investigation was completely
understandable, as was its desire to have a final resolution of the matter. The 30-day
deadline, however, had a very unfortunate and unintended consequence. Itled to the
hurried creation by the FBI of a January 22, 1999 electronic communication (“BC")
containing a SAC analysis of the case that was both improvident and, cven on its face,

premature. The FBI would never have created this document if it had waited even two .

more weeks, because by that time it knew that Wen Ho Lee had not “passed” the
December 23, 1998 DOE polygraph as previously thought.
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supervisors appropriately (o advance the case; (6) a rclationship between Headquarters
and Albuquerque Division that was at times unproductive and problematic; (7) FBI-HQ's
submission to OIPR of a FISA request that omitted critical information;*® and (8) an
unwillingness by knowledgeable supervisors and managers at FBI-HQ to avail
themselves of established institutional mechanisms to complain about case progress or to
bluntly convey to the FBI's senior management that the case was not being pursucd

aggressively and, in some respects, not even competently.

ﬁ Certain things did go right in the FBI’s almost five-year long investigation of
Wen Ho Lee. For example, one Headquarters supervisor periodically devoted
exceptional atteation and energy to the case; on a few occasions, different supervisors at

bu ue Diyjsion and at Headquarters attempted to jump start the case,
which, although defective in both its design and execution,
nevertheless a partial success; the case agents directly responsible for the case did a
number of things that were right and appropriate; and the new SAC and ASAC at

- Albuquerque Division took several positive steps in the fall of 1998 and the spring of

1999 to advance the case.

B (5)) ‘But, fundamentally, the investigation of Wen Ho Lee, from almost its
beginning to almost its end, was mis-managed, mis-supervised, and mis-investigated by
the FBI, and responsibility for this failure lies with both FBI-AQ and FBI-HQ.®

‘38)‘ As set forth in dmpwt 11, the rejection by OIPR of the FISA application .
was 8 very significant mistake, 'lhatﬂleFBIcom'Ibuledtoﬂnsmxsmkzbyomitﬁng
cdﬁmlinfomaﬁmﬁomi&mbmisﬁmshoddnotdmmmﬁemognﬂiondmdm

was, ultimately, OIPR's error, not the FBI's.
“This Chapfer, as it must, mminw the FBI's oonducf as if the case —

P
correct, but the FBI did not reoognize this until 1999, which, of course, is itself one of
the prinoipal problems the AGRT has identified. Sce Chapters 4, 6 and 7. Novertheless,

o
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B. (U) Did the FBI assign a sufficient pumber of agent he investigation?

(U) Until 1999, when the FBI began to devote significant resources to the
investigation of Wen Ho Lec, the FBI never assigned a sufficient number of agents to the
investigation. As an actual - as opposed to an “on paper” — matter, there was never more
than one agent actively and routinely working the case and no agent was ever assigned
the Wen Ho Lee investigation exclusively. Thus, at all times, the case agent was subject
to being pulled off to work on other matters and, periodically, did work on other matters.
Indeed, at one point, there was no agent working on the case.®

W

&M‘F) From April 20, 1994, whea a preliminary inquiry on Wen Ho Lec was
opened, until November 2, 1995, when it was formally closed, SA-was
the sole agent responsible for the investigation. -

(U) From November 2, 1995 to May 30, 1996, there was no active investigation of
Wen Ho Lee and, thus, no case agent, DOE’s Administrative Inquiry ("AI") was
underway and there was an FBI Special Agent, assigned to the matter,
but his work on the Al lasted just a few weeks.

the only way accurately and fairly to evaluate the FBI's conduct of this investigation is to
evaluate it in the context of the FBI's actual belief as to the essential nature of the case at
the time it conducted the investigation. : * -

“(U) On October 22, 1998, SA told SSA [« bad not
worked the case for several weeks due to certain surveillance responsibilities.
(¥BL 1373) . :

57 SA [ iavotvemeat in the Al was limited, and ultimately curtailed by
another assignment. His wotk consisted of the following: (1) He attended a DOE

briefing on the investigation on October 31, 1995; (2) He accompanied a
. DOE OCl investigator, to Lawrence Livermore National Laboratory carly

December 1995; (3) He created and disseminated an investigative plan on Deccmber 13,
1995; (3) He reviewed records at DOB Headquarters on December 19, 1995; (4) He
accompanied Los Alamos National Laboratory (“LANL") and DOB's
Albuquerque Operations Office in mid-February 1996 to review records and conduct




ST S I

-,
B

K¢
N

P X | S

oo -

" grateny

J8Y From May 30, 1996 until approximately March 30, 1997, SA
the sole agent who worked the case. Throughout his work on the case, SA
also had other responsibilitics, including serving as the ligison between the FBI and
LANL and routinely meeting with a number of FBI assets. 8/12/99) Because
he worked in a Resident Agency with as few as three assigned agents, he was also
periodically pulled off foreign counterintelligence work to support criminal investigations
and conduct background investigations. (Id.) o

(U) In late November 1996, S submitted applications for various
supervisory positions at FBI-HQ and, on or about January 28, 1997, he was advised that
he had been selected to be an FBI-HQ Supervisory Special Agent. (FBI 21574)

(U) Two days later, on January 30, 1997, S was advised by his
supervisor, SS that he would be the “co-case agent™ with SA on the
Wea Ho Lee investigation. (AQI 5596) This did not, however, necessarily mean that
Albuquerque Division had decided to assign two agents to actively work the case since
S was now on his way out of Albuquerque Division.

like S id not work exclusively on this investigation.
first assigned to the Wen Ho Lee investigation, his supervisor, SSA
told him that the investigation and another foreign counterintelligence
matter would keep him “occupied full time." (AQI 5590) a similar
message from SSA in a meeting with him on April 17, 1997, which S/
recorded in a note to the file: *This case is my priority. All other cases must be put on
back bumer." (AQI 5375) Neverthel S:yﬁdid have other assignmeats, including
handling leads arising out 0 tigation and, occasionally, participating in
drug surveillance operations and cven investigating bank robberies. /12/99;FBL -
16127) L | ' |

Q) S
Whea S

several interviews; (5) He wrote up séveral memos concemning his interviews and review
of tecords; (6) He created and disseminated a plan for additional investigative activity on
or about March 4, 1996; and (7) He reviewed and modified a draft of the Administrative
Inquiry in mid-March 1996. S ted he worked on the matter for a total of

five weeks. JJJJJJ12/14/9) ‘
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During a part of the time period that Sl-was the case agent, SA
was designated as the alternate case agent.“ SA*involvcmcnl

in the case, however, was cxtremely limited. She accompanied SA (o scveral

interviews; she was the I°Bl’s point of contact on the mail cover of Lee that was initiated
in carly 1997; and she sent out a few leads generated by the mail cover itsclf.

—

(U) SA remained the sole case agent until SA r;placcd him as
case agent in November 1998. S joined the Albuquerque Division on October

31, 1997 and was assigned to the Santa Fe Resident Agency, where she served-as the
FBI's liaison with LANL. As the LANL liaison, S had some limited
involvement in the Wen Ho Lee investigation between November 1997 and November

1998.¢

% In November 1998, SA-was replaced on the case by S This
was certainly attributable at least in part to an October 31, 1998 FBI-HQ meeting between

the new FBI-AQ Assistapt Special Agent in Charge ("ASAC"), Will Lueckenhoff, and
SSA an nit Chief in which SSA dUC

complained about lack of progress in the Wen Ho Lee investigation. S was
removed as case agent on or about November 4, 1998.

s \ was the case agent from November 6, 1998 to approximately

March 9, 1999, when A number of extremely
significant events occurred during that time period - ¢.g., the December 1998 DOE

interview and polygraph of Lee, the January 17, 1999 interview of Lee and subsequent

“(U) On March 18, 1997, SS. instructed that SAJJJJRbe bricfed
on the case as the alternate case agent. (AQI5592) |
| this time period, she interviey

information they had relevant to the investigation.
LANL or FBI-AQ related to the case and she provided support to the
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signed statement by Lee, the February 10, 1999 FBI polygraph of Lee, the March S, 1999
interview of Lee and the March 7, 1999 intervogation of Lec. S had assistancc
on cach of (hese matters from other FBI personnel, including SA and SA-

(U) The foregoing makes clear that until December 1998, the FBI handled this

matter as a one agent case, and even that one agent was not dedicated to the case
exclusively. Many of the problems discussed in this report stem from the simple fact that

there was too much work and too few agents to accomplish that work. As a result,
matters were done consecutively that, with a task force, or even with several dedicated

ageats, would have been done simultaneously. 1t is a partial, but only a partial,
cxplanation as to why this case took so long and, pnor to the search of Lee’s office,
achieved so little.

for this investigation?

C. (U) Were the assigned case agents the *

U) Were S ‘Eand SA-thc most appropriate, the most
experienced and the best agents for this assignment? As to SAdand SA-

the agents who had the case for most of its existence ~ the answer is no, although that
answer must be qualified by several considerations described below.

(U) Asto SA-who was the case agent from November 6, 1998 to March 8,
1999, itis xmpossible to fairly cvaluatc her pctfonnanoe for two reasons:

) F‘nst.- she was the case ageat for only four months MGM
- | By the time she came back to work in June 1999, the cd qusﬂg;aﬁon;
was s

undawayandshehadbecuteplaoedby

28)' Second, and more sxgniﬁeandy. by the late fall of 1998 the Wea Ho Lee case
was becoming the proverbial *hot potato,” and was already the subject of intense interest

to the Sclect Committee on U.S. National Security and Military/Commercial Concetns
with The People’s Republic of China (the *Cox Committee®), a ciroumstance that itself
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influenced cvents. If the term “case agent” implics at least some degree of autonomy,
control and decision-making authority over the progression of a casc, that was no longer
truc for the Wen Ho Lece investigation by November/December 1998.

(U) This much, however, can be said: By December 1998, and certainly by
January 1999, the Wen Ho Lee investigation — which for years had suffered from neglect,
faulty judgment, bad personnel choices, inept investigation and the inadequate,
supervision of that inept investigation, nearly non-existent follow-up, faulty™
communication between DOE and the FBI and between FBI-HQ and FBI-AQ, and a
consistent failure to recognize or appreciate the gravity of the case - would, at least and at

long last, receive the attention it deserved.

L © sa SR

@) S entered on duty with the FBI o and spent
most of his career in FCI work. 8/12/99) In about 1991, he learned that FBI-

AQ was secking an agent with FCI experience for its Santa Fe RA and he responded to

the posting. (Id.) Although SS said that S was not FBI-AQ’s first
choice, S ultimately obtained the position. 12/1/99) S

reported to the Santa Fe RA in May 1991. (FBI 21591)

) SA B vas the case agent who opened the preliminary inquiry on
Wen Ho Lec that in April 1994 and remained open until November 1995. SA
was then assigned the full investigation on Wen Ho Lee and Syivia Lee when

it was formally opened on May 30, 1996.%

“g{)z‘lhc full investigation of Wea Ho Lee and Sylvia Lee, opened on May 30, -
1996, is occasionally referred to in this report by its DOB and FBI code name, “Kindred
Spirit” Technically, however, the FBI's “Kindred Spirit” code name pre-dates the
opening of the Lee full investigation. In July 1995, FBI-HQ instructed FBI-AQ to open
a file on the possible loss of nuclear technology to the PRC, and assigned it the code
name “Kindred Spirit," which was the code name then being used by DOE for the same
matter. (FBI338; AQI 12935) The file was not opened, however, to do work on the
case but, rather, as an administrative device to accumulate in one location the various

MW
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(V) S was the first case agent on the Wen Ho Lece investigation and

he had this critical responsibility for alinost a year. The FBI's determination that this

investigation should be assigned (o SA constituted a decision point of major
significance. Therefore, as an initial matter, the AGRT examined whether that was an

appropriate and wise decision. The conclusion is inescapable that SA hould
never have been assigned a case of this magnitude, While that is a harsh judgmen, it is

warranted by FBI-AQ’s difficult history with SA His assignment as case
agent of the Wen Ho Lee investigation represents a management and supervisory failure
by FBI-AQ that had long term and profound consequences for the advancement and

resolution of the investigation.

a. (U) The 1992 Inspection

)
ngf FBI-AQ was inspected by the FBI-H inspection staff in June 1992. The

¢ mspectors found the following:

(FBI 21644) (emphasis in original). Among the inspeeﬁor’s ﬁndmgs. gec FBI 21627,
were the followmg'

documents which the FBI was acquiring in connection with DOE’s administrative and

analytical inquiries. No work was done on the matter until Wen Ho Lee and Sylvia Lee.

were formally named as the subjects of the “Kindred Spirit" investigation and their
names added to the caption of the “Kindred Spirit” file.

W
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that on one major investigative matter;

X)
U

). ' '
P
@) '
£8) that as to numerous other SA

supervisor in 1992, S who,
*Kindred Spirit"
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9(%§ The PAR was signed by SSA o supervised the Santa Fe
Resident Agency, but according to the inspection report it was based on information -

p:ovxdeg 153/ SSA- (FBI 21628)
”,QS)’ The available ratings were (1) Exceptional; (2) Supenor;
Ui

(3) Fully

that took place following FBI-AQ's submission to FBI-HQ of
AR. FBI-HQ sought documeatation from FBI-AQ to sup;

initiglly declined to pmvxdc this documentation, > that it eould -
jeopardize ongoing classified investigations in which
21685) FBI-H istod and FBI-AQ sent in an addeadum supporting
. (FBI21687) S ked that FBI-HQ also
pro

own self-cvaluation. FBI-AQ forwarded it to FBI-HQ with

- “«»WAWEM
however, that FBI-AQ now co cein ustrated by an incident

e
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(U) Thercafter, SA- was consistently ratcdm Sce
FBI 21698 (1993 rating)™; FBI 21702 (1994 rating); FBI 2170 raling), FBI 21712

(1996 rating); and FBI 21718 (1997 rating). These ratings, however, are not consistent

with what the AGRT was told by knowledgeable FBI personncl conceming SA
actual performance:

that he was not the worst agent with whom SSA
12/199) - ‘

' the specific disclaimer that SA*sclf-cvaluaﬁon “dofes] not reflect the B
inion or o ratng of the reviewing orucals and [
(FBI 21687) . (cmphasis in original)

(FBL21700)
™(U) AD Neil Gallagher would lter desceive S A N

Gallagher 10/28/99)

e ve the AGRT some insight as to how an ageat — who he
viewed ‘He said that, in his
WH

6

There are two ratings in 1993, The July 1, 1993 rating rates him ‘
(FBI 21698) However, onc dated July 12, 1993 rates him
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(U) Tom Kncir, the FBI-AQ SAC at the time the Wen Ho Lee full investigation

was opened in May 1996, was also aware of problems with SA nd, in fact,
was the ASAC during S 992 inspection difficultics.” SAC Kneir, who is

now the SAC of the Jacksonville Division, told the AGRT that he had previously had
conversations with SS bout S job performance and had met with
I

While somewhat dated, there
were far more recent events that should have given FBI-AQ grave reservations about

assngmng the full investigation of Wen Ho Lec to S Spccxﬁcally. there was

iry, as fully set out in Chapter 5, was so demonstrably inadequate

that this alone should have warranted the assignment of the full investigation to
another agent.

b. (U) WhyS vas assigned the en Ho Lee investigation

)
8y How is it that FBI-AQ came to assign one of the nation’s most unportant and

significant espionage investigations to an agent whose own immediate s or
cham&“

to advis

———



B

. —— et 0 e

e

p1C
b6

Crmsh am ts 4 siura.

‘here were five reasons, cach of which were rational but none of
which recognized the magnitude of the casc: :

was the FBI's liaison

(U) First, Wen Ho Lee worked at LANL and SA
would

with LANL. To assign this significant case to anyone other than S
have been a clear vote of "no confidence" in SAha step FBI-AQ was
obviously unwilling to take. -

/,g;Second, at least from a geographical point of view, the case was logically
asw'xc Santa Fe RA, the closest FBI office to LANL. And SA_was

bl th agent assigned to the Santa Fe RA.

f[gi (}37 Third, S ad been the case agent on the preliminary inquiry of
¢ Wen Ho Lee and, therefore, was familiar with Lee and with at least some of the predicate

o for the FBI's investigative interest in Lee.

Fourth, SA

was assigned this case because there was really not

involved in another very high priority FCI
" have been a logical altemative to S and should have been seriously
considered. Moreover, S already responsible fo matters in the
Albuquerque Division. No one, however, raised with him the possibility of his becoming
the “Kindred Spirit* case ageat, even though former FBI-AQ SAC Kneir says it was

consxdered % 2/2/00; Kneir 10/6/99)

“W) SAJJcetired on August 1, 1997 and, therefore, even if he had been
seriously considered, FBI-AQ might appropriately have had reservations gbout assigning

a significant, long term investigation like Wen Ho Lee to an agent who might only be
around for another year.

Mmm

much alternative, at least not within Albuquerque Division. FBI-AQ, as further discussed
b1 below, and no one other than SA
orked out of the Santa Fe RA. It is not true, however, that there was no
bi trve. Whilcm S already
the other agent, S ould .




(U) Finally, the question as to why the case was assigned to SA
assuics that there was a point in time where there was a scrious deliberative process as to
whom to assign the case. There was not. /fa casc was (o be opencd with Albuquerque
Division as the Office of Origin (the “*00*) and with LANL as the principal focus,” it
was going (o be assigned to SAh' Assigning it to someone clse was never
seriously contemplated.”

T(U) While the Administrative Inquiry was underway, it was not a “given” that
the case would ultimately be assigned to Albuquerque Division. In fact, in one

DOE OCI, when they came out to New bo€ be, 6%

Mexico to conduct portions ¢ the Administrative Inquiry. SS said that the

FBI-AQ SAC would receive the requested briefing but that SS
“concerned AQ might persist in the belief that this is their case — which 1t is not.” (FBI

463) (emphasxs in original)

’§(S1NF) Thus, S

emained the point of contact for the investigation
out the Administrative Inquiry. On October 12, 1995, SS Id SA
he should be part of an October 31, 1995 “Kindred Sp tiefing at

EHeadquattmasweuasfuunebnﬁandmoeﬁ‘omtobcundumkcndmgme
s

Administrative Inquiry. (AQI2970) S atteaded the October 31; 1995

briefing at DOE Headquarter-con:
FBI400) On Rebruary 13, 1996, %E, be,
LANL to discuss the Administrative A R1INCC
the point of contact for the receipt by Albuquerque Division o reporting related
to the invwﬁgaﬁon. (AQI 863; FBI 482)

SS that at the beginning of the full investigation of
Lee, SS dss iscussed assigning the Wen Ho Les investigation to

someone other than S but there is no indication that this was sériously
considmd. ) S , FBI-AQ SAC Kueir states that he suggested to

invcsﬁgation be assigned to s:xlbut there is no -
indloa on that this was pursued either. (Kneir 10/6/99)
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c. (U) Conscquences

(U) What were the consequences of assigning this case to SA-and then
having him work the case by himself? :

"
5(8%' Predictably, the consequences were unfortunate. It is not that S

did nothing on the case during his June 1996 to March 1997 tenure as "Kindred Spirit"

case agent. He did a number of positive things: He caused the issuance of national

security letters to obtain financial and telephone records conceming the Lees; he

- interviewed two of Lee's X Division supervisors; he obtained LANL telephone records

for Lee’s office; he obtained and duplicated for FBI-HQ certain files related to Lee; he
worked on the logistics associated with setting up a mail cover on Lee; and he requested

| that a sensitive FBI source be intcrvicwcd‘ conceming his knowledge of the allegations

against Lee.

%)
£8) That said, what SA-did not do is far more significant than what he
did do: ‘

. fS:‘NFﬁiB) He did not challenge or test the predicate for the investigation
itself, even to satisfy himself that it had merit and was well ered to the

o U .
'329} In part, this is an FBI-HQ's failing as well. The full investigation of Wen
Ho Lec was opened at FBI-HQ's instructions based on its unquestioning acceptance of

the judgments in DOE's Administrative Inquiry.
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. (U) He did not aggressively pursuc and advance the investigation." What
best characterized the investigation during SA enure was
unremitting delay. While not all the delay was attributable to SA

much of it was. This is discussed below. '

U
'1/8) This was the subject of great frustration at FBI-HQ. See, e.g., SSA

October 9, 1996 memo to Section Chief Jerry Doyle: SAPhas not
been too vigorous” (FBI 705) and the return note from UC?‘ vestigation] does
not appear to be going too well.” (FBI 13042) The situation had not materially changed
the following month, and there are two notes in the FBI’s files, one dated November 21,

1996 indicating that Notra Trulock, DOE's head of the Office of Intelligence, “knows
(FBI 715) and a note the following date from SSA

to Unit Chie that there “{s]till seems to be a real lack of urgency
here!” 15794) .
§
Fore le, no work took place on the case between May 30, 1996 and July

2, 1996, which S attributed at the time to a June 12, 1996 instruction he
received from SS o not do any additional work on the investigation until SSA
d Section Chief Jerry Doyle came out to Albuquerque Division for a meeting

on July 2, 1996. (AQI 954)

~—(SANF) Another month of investigative time was lost (from approximately August
1, 1996 to Angust 30, 1996) whea S ered & stand-down in the FBI's

investigation while an evaluation was conducted to-determinc the implications of a CIA-
deteomination that the who provided the CIA fhe “walk-in " gee
Chapter 6, For the
reasons oW, Was e.

U _

((G}W Other delays, if not unavoidable eatirely, arc itthereat in & counterintelligence
investigation thdt may involve activities in the field, at Headquartess, at the Departmeat
of Justice and, in some ocases, at outside agencies, For example, FBI-AQ requested FBI-
HQ on November 25, 1996 to obtain authorization for a mail cover on Wea Ho Lee.
(AQI 1096). (A mail cover does not involve the opening of mail but, rather, the
duplication or copying of information appearing on envelopes.) Because this required a
raemo from the Direotor of the FBI to the Attorney General, & memo from OIPR to the
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U) .
A5Y He failed to grasp the fact that in the investigation of a nuclcar weapons
scicntist whose daily busincss was to writc computer codes ~

here was not a single thing more imporiant {han gaining acccss
¢'s computer files. This truth was not some clusive gossamer
grasp: rather, it was staring him in the

to Wen Ho
thread just beyond SA!

face from his own interview write-ups. For example, on December 9, 1996,
S interviewed ANL'S_ Di€
told S that be,o7C

bl

AQI 1151) Similarly, SA{JJJJiintervicwed F X | XE
“ on December 20, 1996, and made similarly’ bb,b7c
revealing statements about Wen Ho Lee and computers. See, for example,
this statement:
* 487 Lee is a-code developer in Group HM of X division.
Group HM is the Hydrodynamics Methods group. Lee writes
software computer codes used to design nuclear weapons.

ﬂAQI 1155) The mportance of statemeats such as these should have been
evident to any agent but especially to SA-wbo, as further

Attorney General, a memo from the Attorney General back to the Director of the FBI, a
memo from the Director of the FBI to the United States Postal Service, and a logistical
operation to st up the mail cover and to clear the Postal Service employees who will be
conducting the mail cover operation, it was not until April 11, 1997 that FBI-AQ

received its first photocopy of an envelope. (AQI 5081, 5091)
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(U) From a counterintelligence point of view, the computer files could
have been a gold mine. And, yet, although SAﬁout these words

on paper, they never seemed to register with him.

L S failure to appreciate the importance of Wen Ho Lee’s
computer files was bad enough. Far worse was his failure to send to FBI-
HQ - as he had promised (AQI 1071, FBI 716) - copies of certain

documents that could have been critical to the FBI's National Security Law -

Unit’s ("NSLU") understanding as to whether Lee’s computer files could be
searched without a FISA order. At a minimum, the submission of these
documeats to NSLU could have led to the initiation of additional inquiries
which might have Ied to the discovery of the waivers Wen Ho Lee had

already executed and which were then sitting in X Division’s files. Instead,
S btained the documents from LANL on November 12, 1996

and simply stuck them i in the FBI-AQ ¢ase file. (AQI 1079) See Chapter 9.

,(S.g’ The significance of this error cannot be overstated. Had the FBI gained
access to Wen Ho Lee's computer files back in the time pediod of
November 1996, it would have become aware years eadier of the very
conduct that is the subject of the pending Indictment. Equally significant,

the FBI could have beea monitoring Lee’s computer in 1997 whea he
downloaded‘mawualﬁ'omﬁcXDivisionsMedoomputasystmto

_ *Tape N,*a$ that tape is characterized in the Indictment of Lee.

that o

information [was

)
communication with FBI-HQ, he never shared with FBI-HQ the intecviews of

One proof of this is that, although S in routine

ol intccviews. (FBI 745)

] obtained” in cither the -o

r) D€
Bven worse, the message FBI-HQ was given was that “{no us bo,
LIC




b N S

WIC
b

.
B

" MM

as the casc agent during the critical first year of the "Kindred
Spint” mvcs(l(,a(lon His failure to pursue the investigation aggressively, and the material
mistakes he made, undermined the FBI's chance to bring the case to a successful
resolution, and diminished DOE's confidence in the FBI's handling of the'matter. That
such a result was predictable, or at least probable, given SA#prior
performance and his inadequate work on the preliminary inquiry, renders this a
substantial and avoidable failure on the part of FBI-AQ's management. ' :

HOFIN

Q) SA-was a significant improvement over S the Wea Ho
Lec case agent. Havmg said that, he also was not an appropriate choice to be the sole

agent running a major espionage investigation that required initiative, aggrcsswcncss and
speed.

V) SAJJJR1o entered on duty with the FBI on joined the
Albuquerque Division on April 24, 1995, and was assigned to the Farmington, Ne.w

Mexico, Resident Agency.** (FBI 16127; 9/12/99) S tay in Farmington
did not work out and he was transferred to work in Albuquerque.” Immediately upon his

%(U) For the previous 10 years, S been stationed in the San Francisco -
Division where he was assigned to work FCI matters.
¥(U) SSA stated (hat N8 hwas transferred becau:

12/1/99) James

Weber, who was the SAC at the time of SA| ransfer from Fanmington, sa:t:l:m

same thing, j.c,, that SA.

10/28/99) SSA stated that

B/12/99, 12/7199) SSA was transferred out of the
Farmington RA because
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arrival in Albuquerque on January 27, 1997, he was advised by ASAC Ronald Dick and

by Ssﬂlhal he would be working on the Wen Ho Lee investigation.* -
9/12/99; AQ 5596) Initially, SA-was advised that he would be the “co-case” agen(”
with SAFbul it became apparent almost immediately that S was
leaving Albuquerque Division for his FBI-HQ posting and that SA.Woul not be

working the case with S ut by himself.*’

/9/99) In FBI-AQ’s August 13, 1996 justification memo to FBI-

HQ secking permission to transfer S from Farmington, SS
stated the following: '

@ The work in the FRA [Farmingfon RA] is almost exclusively
crime on Indian reservation matters.

% & %

“(U) To prepare S or this assfgnment, he has been afforded

both formal and on the job training in these matters. S

" has displayed a tremendous attitude and willingness to leam the
minimum skills necessary to independently complete his assignments.
However, he has not been able to successfully grasp these skills so as to be

acompetcntinmﬁ_gaﬁorandpﬁmaxyeaseageutoﬂndianmmﬁon
crimes. This has resulted in additional burdens for the other FBI Ageats

assignedtomcFRAandleadctshipconccmsbytﬁeBmeauoflndian

. Affirs, as well as other state and local law enforcemeant officials. . .

(AQI 6602) ‘ .
“3y S that he first became aware of the fict that he would be

assigned to the squad that handled FCI wo in carly December 1996 and was 4/

also told at that time that he would be working with SA-on a major case.
i 22/00) |

$1(U) On March 30, 1997, S
transferred to SA- (AQ1212) -

e

ormally requested that the case be
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(171 SS”W'IO was the supervisor of Albuquerque Division’

which included the National Forcign Intelligence Program ("NFIP"), was displeased and
dissatisficd with the assignment of S (o the Wen Ho Lee investigation. As SSA
told the AGRT: SA cing just onc agent, was not the number of agents he
wanted on the case; S being stationed in Albuquerque rather than Santa Fe, was
not located where he needed the help, and S was not the particular agent that SSA

wanted on the case. He told the AGRT that he complained to ASAC Dick that
instead of the two new agents which SSA-
had been secking. 1/99)

(U) Nevertheless, S became the Wen Ho Lee case agent and served as the
case agent from April 1997 to November 1998.

s rought certain assets to the Wen Ho Lee investigation but,

unfortunately, even greater liabilities.

)
(87 In the asset column were the following:

() SA-was a hardworking agent who would receive his marching
orders, meticulously carry them out, and then meticulously document the

fact that he had cau'ied them out.

%’ S mphshedanumbct of sxgmﬁeantmsks he conducted
important intecviews of Lee’s X Division supervisors; he pmvxded
. necessary background information to or preparation of the

FISA application; he requested issuance of national security Ietters; he
initiated certain indices checks and financial recond réviews; he kept LANL
counterintelligence personnel apprised of the status of the investigation; and
he kept vised routinely on developments in the case.

— ' b1

bl

instrumental in the plannmg and excoution of the
Although the operation was deeply flawed, par(i

%(U) The “two agent” issue is the subje& of the next seotion.

Drergior g




its lack of planning, it was in fact a partial success that should have resulted
in the submission of a FISA application.

(U) Unfortunately, given what was required to advance this investigation, the

liability column outweighs the asset column. These liabilities included the following;

L1C
b6

(U) SA emonstrated little aggressiveness and almost no initiative.

Given the extent to which this case was being run and managed from FBI-

HQ, the case required an agent who would "pick up the baton" after SA
left 12/7/99), and aggressively move the case

0 S was not that agent.*” This lack of aggressiveness and -

initiative hurt the investigation in many ways.*

. ) SA-dcfctrcd decision-making to FBI-HQ to the point of paralysis.
Thus, virtually nothing happened on the investigation from August 1997,
when the FISA application was rejected by OIPR, to December 1997, when
a teletype finally arrived from FBI-HQ telling FBI-AQ what to do on the
case. The four month delay in getting the teletype out of FBI-HQ was the

AXF) For example, it ultimately led DOB Headquarters to instruct its own
pecsonnel to interview and polygraph Wen Ho Lee, Icading to significant problems, as
detiiled in Chapter 17. For another example, FBI-AQ developed no plan for monitoring
abroad during the course of the investigation and,

Lee's activities if he chose to travel
consequently, missed golden opportunities whea Lee made trips to Taiwan in March

1998 and again in Deoember 1998,
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fault of FBI-HQ, not FBI-AQ. But FBI-AQ should ncver have let itself be
placed, or lct itsclf remain, in a position where its work on an important
counterintelligence investigation was essentially stalled for months by FBI-

HQ's failure to treat this issue as a priority matter.

. S though meticulous and methodical, was also very, very slow.

In a case that, at best, had never done more than

sputter along, this was not
what the investigation required. For example, th“ bl

took an unacceptably long time to plan and execute, particularly given how
poorly planned it actually was.” As is fully described in this chapter and

Chapter 14, some of the problems in planning th

bi

were beyond FBI-AQ’s control but many of them were not. There were

AQ's defensé, it should be noted that the first refereace 6
1C FBI-AQ'sﬁIw:snotunﬁltwomonﬂ:saﬁuﬂlc H

fully-committed )
cight months to get it operational. The
even then but for the fact that FBI-AO yas
was insistent that the
12/7/99) As it tumed o

sbout the possibility
note of October 21, recounting & meeting

in which they agreod that there was no “logical opening” to
that time. (AQILS By December 1997, however,
yet it still ook another .

Fmipt "U""
acing inspection in 1998 and SSA
be done prior to the inspeotion,

T(4 ho inspeotion ran from August 10

» 1998. (FBI 15920

orsegre

bi
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also completely inappropriate investigative delays and cven mishaps.” Sce
Chapter 4, Scction F(3), below.
¢Sy , |
W10 ° /(8‘)' SA-as to certain matters, did not undertake to accomplish
j L important assignments at all. For example, on December 19, 1997, FBI- HQ
' ’ directed FBI-AQ immediately to open preliminary i mqumcs o

who were named as persons of interest in DOE's "Kindred
s pint" Administrative Inquiry. (FBI 11855) S as explicitly
\9'\/(, instructed three days later by his supervisor, SSA o open the
preliminary inquiries. (AQI 5503) S id not do so. When aske.
bb about this by the AGRT, said he too busy planning th

bl

S e A 8 N it e o v+ 4 2 A ¢ e e

)
#(8Y For example, having gone to considerable effort to procure a mail cover on

Wen Ho Lee’s mail, FBI-AQ managed to let its renewal lapse, with the consequent result
that the FBI - after obtaining the authonty of the Attorey General herself for the mail
cover — did not have the mail cover in place from June 13, 1997 to Septembet 8, 1997

(AQISISI 5317; FBI 1083)

For another example, Wea Ho Lee left the country to go to Taiwan on

March 15, 1998. (AQI 5492) Despite the fact that Lee filed the appropriate paperwork
mthLANLonMatchz, 1998 sechngau&xoamuontomakcmcmp, and despite the fact
LANL on March 10, 1998 (FBI 1275; AQI 1687, 5488,

that the trip was approved by

5491), dchBIwasunawamofﬂmﬂpunﬁlMuvhz?o 1998 (AQIS492).ughtdays

after he lef the country, Itis clearly tmacceptable for the subject of a major, mulfi-year -

FBI wmwdnwlhgmcemugaum{eaw the country — particulardy to travel to a

seasitive country with whom Lee had prior suspicious contacts, see Chapter 2 — without

: the FBI knowing about it. While DOB deserves much of the blame for not having a d

| ‘ procedure in place that would have guaranteed that DOE counterintelligeace was made
. aware of the trip so that it could notify the FBI, the Albuquerque Division should have

3 insistod and assured itsclf that such a procedure was in place. This was a missed

oppottunity at mulﬁplo fevels.

it ias o s
e%e?” i Stk wnce-

saa.
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b\ _and other matters.” p9/ 12/99) Other suggestions in
the December 1997 teletype were also not pursucd.’

like SA reccived information that should have

L) SAP
“informed him of the critical importance of gaining access to Wen Ho Lee’s

computer files, yet he failed to take appropriate steps to gain such access.”
This was a failure of profound significance, particularly in light of the fact

that Lee’s downloading activity was anything but a matter of aiicient
history. S hould have, but did not, ascertain the current status of

banners and waivers on the LANL systems to which Wen Ho Lee had
access. 9/12/99) Had he done so — had he even asked relevant

questions to the very witnesses, such
already interviewing — he could have discovered that X Division had in its

W |
”i&)’ The preliminary inquiries were in fact not opened until March 12, 1999

(AQI 374; FBI 1646) and, then, only at the specific

instruction of AD Gallagher to open

the preliminary inquiries immediately, that is to say, by “close of business™ that day.

’XS)’ In November 1998, S
explaining to FBI-HQ why FBI-AQ — 1n essence, why S had failed to comply
e could come up with was

with many aspects of the December 1997 teletype. The

9/10/99; Kitchen 9/10/99; Gallgghcr 10/28/99; Middleton 8/3/99)

placed in the uncomfortable position of

the statement that a number of the proposals in the teletype were “tield in abeyance”

h
time

(AQI 1990) The other proposals, =~

Nno

conducted interviews, specifically ofqaﬁ,d
apprised him of the significance of computets in connection

cady .
with Lee"s work and access. (AQI 5047, 1324; FBI 890) At times, it did scem as if he
understood the issue. In his May 6, 1997 interview o

¢ speoifioally fooused on

Lec's ability to download information from a main frame computer to a disk and his

ability to access data from his home. (FBI890) On April 29, 1997, he wrote himself the

following note: “[H]as he [Lec] attempted to acoess arcas of computer which he is not
authorized to acocess.” (AQI 5367)

i and could have proceeded at the same
being p . o ) e

and ohewashoe be, b
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own files signed waivers by Wen Ho Lee and that, even absent (he waivers,
Wen Ho Lec had no expectation of privacy.

U

}S}NF) While his failure to pursue this matter may be comprehensible
during the April 1997 to August 1997 time period, when FISA coverage i
was being pursued, it is not understandable affer the FISA application was |
rejected.” At that point, the only way to have gained access to Lee’s f
computer files was through either a consent search or througha |
determination that Lee had no expectation of privacy.” J

«  cawad) SA

|

%) Evenif SA-’belicved that a new FISA application might eventually be . )
submitted, he certainly knew that, at least for the immediate future, FISA coverage was
dead and other investigative approaches had to be considered. /

like S never genuinely explored the [

predication for the case.”* He was under no moregbligation to accept the
predicate given to the FBI by DOE than was S He could
and :

have, and should have, at least received an intelligence bri
reviewed the pertinent reco,

”%’Norisitan@hnﬁﬁonﬂ:ats ied on his review of the case file |
andon S November 14, 1996 communication to Albuquerque Division that
the Natio; Unit advised & FISA order was required to |

surveil the subject’s QI 1087; That same file also.contains a
communication by sﬂp the file stating that, as-of November 12, 1996, Lee's
division had not yef gone on line with an electronio notice of monitoring system. (AQI
01079) Long before he Iearned that the FISA application had been rejected, and
certainly afterwards, S ould have ascertained whether the on-line system had
gone into cffect, and the current status of banners and waivers on the LANL system.

N .
%(8Y Unlike S Si it least had reocived a bricfing on the
AQI 2984 conoerning the October 31, 1995 briefing of SA
t DOE Headquarters.)

redication for the case.
SR - S 5 -
E 82 /
|
- |
|
|
|
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might have lcamed two ycars carlicr than it did that there were fundamental
problems with both the predicate and the exclusive focus on Lec. /

(U) Similarly, SA-ncvcr did anything more than make a superficial
examination of the nature of Lee's work and the true nature of his access to /

classificd material, cven though S 1ad available to him several
knowledgeable individuals who could have given him chapter and verse on

these topics, and even though these individuals —q |
iand— all of X Division - had already been 1

interviewed or were being interviewed by the FBI. /

~(SANPARDB) Suchan cxmmnauon was not a matter of mere academic

A thorough examination of these issues
product during his tenure at LANL - could
hmmbsmﬁallyadmoedﬂlommugauonmdmighthmledtoﬂle
" identification of important witnesses, somie of whom surcly could have beca =~ |
: mtuwewedwxdmutalaﬁngue.andmesewngofimpomntleads.

counting on overh some incriminating admission through FISA
coverage or, after the FISA appﬁca(ion was rejeotod. oatching Wen Ho Lee
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“be made about her tenure as case ageat:

-
s -

“in the act" of committing cspionage or making incriminating admissions
bl during the coursc of (lww Those were tantalizing
possibilitics, but that was all they were, possibilities. .

(U) In summary, S was an improvement over SA nd he did
make significant contributions to the investigation. Moréover, it is readily apparent that
he tried, in good faith, to comply with the instructions he received from FBI-HQ and his
Albuquerque Division supervisor.” However, he was far from what the case required,
which was an aggressive, very experienced counterintelligence agent, with a strategic
plan for bringing the investigation to a successful resolution, and with the confidence, the
determination and the mettle to actually run the case, rather than merely run leads for
FBI-HQ. That this is not what the case received is not S ault but, rather, that of.
FBI-AQ management, which chose to assign this major counterintelligence investigation
to just one agent and to make that agent SA

. © sl

) was the Wen Ho Lee case agent from November 6, 1998 to
March 9, 1999, when Given her short tenure, and the
other factors cited above, it wo ¢ unfair to generalize about her service as case agent

in this matter.  However, a number of positive comments, and several negative ones, can

@ o
£8) First, as to the positive:

u . . i - ‘
) Upon being instructed by FBI-AQ management ¢0 preparc 8 new
request for a FISA order, she did an excellent job pulling together the

disparate evidence supporting an assertion that Wea Ho Lee-was an ageat of

a forcign power. While FBI-HQ essentially dismissed it, and it did have
problems, it also had within it the genuine basis for a FISA application. -

#(U) It should be noted, here, that s'me Sm not able to
work on the Wen Ho Lee investigation exolustvely and was perodioally pulled off to
work on other matters, such as bank robberies and drug surveillance. (FBI 16127, 1374)

M
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(U) She conducted a competent and professional, if not especially revealing,
interview of Wen o Lec on January 17, 1999, and again on March 5, 1999,

(U) She deserves substantial credit for obtaining permission from Lee on
March S, 1999 to scarch his LANL office. It is this consent scarch hat
ultimately led to the discovery of Lee's illicit activities conceming LANL's

classified computer files.

(U) As to the negative, the following can be said:

()
£87RF) She devoted far too much attention to the fundamentally flawed

| notion that Wen Ho Lee was possibly engaged in
In doing so, she relied far too much on one asset’s

coz  analysis of the implications of the periodic "burping"” of the cordless
b1¢ | telephone owned by That analysis - which
purported to delineate a pattern consistent with the possibility tha

Lé
o | (R v bcn eviced byan
BI-HQ expert and determined to be meritless. '

fU) Despite considerable prior experience with computer searches, and
despite her clear recognition of the importance of gaining access to Lee’s

bl

computer files, she failed to pursue this matter aggressively. See Chapter 9.

e . (U)NordidS essively pursue obtaining the charts of DOE’s

f’g‘ polygraph of Wea Ho Lee on December 23, 1998. FBI-AQ'’s failure to
obtain these charts for a full month, which was ecroncously attributed by

yl@
E’ FBI-AQ to ROE intransigeace (FBI 1589), had significant adverse
2 -consequences for the investigation.

. s arch 7, 1999 interview of Wen Ho Lee involved an
inappropriate use of threats, including the threat of death by :




oy

clectrocution.' It must be said, however, that this was certainly not SA
idea. Rather, she was instructed by SAC Kitchen to advise Lec of
the case of Julius and Ethel Rosenberg and the deadly consequence of not

%) Among other references to the Roscabergs, SAJR sked Lee if he
“wanted to go down in history . . . professing your innocence like the Rosenbergs to the
- day they take you to the electric chair.” (AQI 4015 at 56) The March 7, 1999
. interogation of Lee was filled with other references inteaded to break down Lee’s
defenses, including telling Lee that; unless he cogperated, he would have no job, no

- security clearance, no money to pay bills, newspapers would be saying he had been
atrested for espionage, his child would be questioned by reporters, his situation would
cat away at him worse than his bout with cancer, his family would fall apart, his kids
were going to have to live with the knowledge that he had been arrested for espionage,
his wife would be polygraphed, and so on. (AQI 4015) After the interview, which SAC

. Kitchen watched on closéd circuit television from & nearby room, he told SA e
had donc & good job; SA JJJJJfjj howeves, felt “siok” about it. 91199

Chapter 17.
: | 86 !
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coopcrating with the Govemment. An FBf Special Agent who threatens a
subject with death by clectrocution may place any resulting confession at
risk’ and may be in violation of FBI policy."

4. (U) Conclusion

/%Exccpling SA-who was not on the case long enough for the. AGRT to
make a meaningful judgment, the FBI did not assign the "right" agents to the Wen Ho

Lee investigation. This significant error in judgmcnt - which, of course, affected
virtually every other aspect of the investigation - is attributable to FBI-AQ management,

although FBI-HQ’s National Security Division (in particular, th section) was
well aware of the problem.

(U) The failure to assign the “right" agents to the case was, however, only a part
of the personnel problem with this investigation. There was also the matter that is the

9U) The AGRT makes no finding as to whether the threat of death by
electrocution, particularly when combined with other statements made by the FBI during
the March 7, 1999 interview, would render any confession made by the subject
involuntary. Given that there was no confession, the matter is largely academic. Itis
sufficicnt to state that such statements by the FBI would have unnecessarily placed a

confession at risk. See, generally, Me_t;z._'mﬁgg 866 F.2d 958 (7"‘er 1989),

| (habeas petitioner eatitled to hearing on issue of whether his confession was coerced

where petitioner, who had brain damage, was threatened with electric chair if he did-not

make a statemeat), Murphy v, Wainwright, 372 F.2d 942 (5% Cit. l967)(ﬂ1mtregudmg
horrors of dying in electric chair required remand to deteomine if guilty plea coerced).
But see Wilcox v, Ford, 813 F.2d 1140(11“& 1987), wssomam

(24 Cir. 1988).

19(U) Section 7-2.1 of the FBI's Legal Handbook for Special Agents states: “It is
the policy of the FBI that no attempt be made to obtain a statement by force; threats, or

promises.” (FBI 21859) But sce O'Ferrell v, United States, 968 .Supp. 1519,1538
(M.D. Ala. 1997) (holding that a threat of the electrio chair did not violate Seotion 7-2.1

because electrooution would be the product of a judicial proceeding and not be inflicted
on the defendant by the FBL.)
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subjcct of the next section, j.¢,, the failure by both FBI-AQ and FBI-HQ to provide to the
casc agents the additional help they needed and which FBI management knew they

required.

D. (U) The diversion of two agents

1. (U) Introduction

(U) On or about November 1, 1996, two new FBI Special Agents arrived at the
an and they had just

Albuquerque Division. They wcrc?

graduated from the New Ageats Class at Quantico.!® This was their first office
assignment and S was immediately assigned to a gang task force and fugitive
squad and S was immediately assigned to the Farmington, New Mexico,
Resident Agency ("Farmington RA*) to work crimes on Indian reservations.

- 2/8/00; 2/16/00; AQI 6325)

/g, Assigning agents to work gang cases or crimes on Indian reservations is, of
course, entirely appropriate and proper. The only problem with this assignment was that

these agents were specifically assigned to Albuquerque Division for the purpose of
supporting the Wen Ho Lee investigation. As FBI-HQ_Un‘it ih;’:h b

said: "Bodies were asked for, bodies were provided and bodies were di
12/29/99)

5U) SAJJJIemeins an FBI agent; SAJJJcsigned from the FBI on
November 30, 1997.

1) According to UC ¢ made this statement in an Ootober 1999
brefing he gave to FBI-AQ ASAC Lucckenhoff. (Id.)

e S—
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2. (U) The diversion

fmf (U) In Junc 1996, SSA-and SS realized they had a probicm.
Given the scope of the Wen Ho Lee investigation, and given the fact that the case was

b6 assigned to S they knew they had to get him help. According to SS
they knew he would not be able to handle the investigation by himself.'* 12/1/99)

‘ _ABT Detailing another agent from the Albuquerque Division to work on the Wen
Ho Lee investigation was not at all a promising option.

o the case

s not ¢ven a possible, solution to the problem.

was not a practical, and p

L) SSA-and SSA nsidered a number of options, including
g transferring senior ageats to Albuquerque Division as their “OP* (Office of Preference)
f or, as it is now called, their "PRL* (Personnel Resource List) transfer. But they

Lic re;ognizcd that they might not get the agent they wanted since such transfers were based
on seaiority and, in any case, it might be months before they could get anyone transferred

in through an OP transfer. 12/1/99) They decided instead to seek the assignment
of brand new agents to Albuquerque Division. This might or might not have meant that
-these two particular agents would work the Wea Ho Lee investigation. They might be

b () SSA-addedﬁmt“tobefmr, notmany[agems] oouldhavehandlod it
,( alone, given the scope of the inmﬁgatton. , ;

—_
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assigned to work the casc themselves or be used as “back-fill" to replace two expericnced
agents from other squads who would be transferred from their own case responsibilities to

the Wen Ho Lee investigation.'”

| /%’Thc section chief ("SC") o Jeremiah Doyle, decided that he needed to
make a trip out to Albuquerque to discuss the case with the ficld office and to-assess for

himself its staffing requirements. On July 2, 1996, SC Doyle and SS etin
Albuquerque Division with SAC Thomas Kneir, ASAC Ronald Dick, SS and SA
SAC Kneir made it clear to SC Doyle that there were not enough resources

in the Santa Fe RA to work a case of this magnitude. SC Doyle also met with SA
and concluded that he would need "a lot of support.” (Doyle 10/19/99)

}85 SC Doyle states that he came back to FBI-HQ and asked for the temporary
duty assignment ("TDY™") o ut ultimately settled for the
transfer of two permaneat agents to support the case.'” (Doyle 10/19/99) On July 25,

1996, Robert Bryant, who was then the Assistant Director of the National Security
Division, requested that the FBI's Personnel Division *favorably consider overstaffing the
Albuquerque Division NFIP (National Foreign Intelligence Program] by two Special
Agents to support" the "Kindred Spmt" investigation. (FBI-03265) In support of this

request, AD Bryant stated:

W | _
£8Y € * * This wﬂlbe a major investigation which may last two years or
more, % Albuquerquc requested that additional Special Ageats be made ‘

85 Both former FBI-AQ SAC Kugir

stated that they would have expected the pew ageats to be used as “back-fIL" (Kneir
10/6/99; Middleton 8/3/99) But 1d the AGRT that it was his inteation to

aotually put the new ageats on the Wen Ho Lee investigation, rather than use them as
“back-filL" He assumed that there would be a Iot of basic “leg work,” physical

surveillance and record checks that two “FOAs™ (Rirst Office Agents) could handle.

4(U) The case file at FBI-HQ docs not reflect the request for five agents and it is.

not clear whether this request was ever committed to paper. What was committed to
paper was the request for two ageats.

o
90 :

Seotion Chief Cinck Middleton

—————
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Fe investigation was approved'” (FBI 20354, 21841) and SS

_Torsse

available to work this high impact casc. * * ¢ Because Albuquerque’s
staffing levels have alrcady been set for the next FY 1997 the most
cxpeditious means of addressing Albuquerque’s needs is to overstaff the
Division through new agent and Personnel Resource List transfers.  Any
combination of new or experienced Special Agents would be acceptable;
but agents with an FCI background and or Mandarin language ability would
best suit the anticipated requirements of captioned investigation. :

(FBI3266) The request to “overstaff* the Division by two agents to support the Lee
sent a copy of the

L1¢  memorandum to FBI-AQ’s ASAC Ronald Dick (AQI 985), with a cover note that read

Lo

as follows:
RE: RED SPIRIT
bl /(8)/ FC (DOE)
00: AQ

ATTN: ASAC Dick

(Ybﬁ Ron— '
Here are two extra bodies. I'll follow
LI1e progress wi in SATU [Special Ageats

L6 Transfer Unit] .

“3(U) FBI records indicate that AD Bryant's memo was approved by the Office .

of Deputy Director Weldon Keanedy. (FBI 21842) After recelving it, & Personnel
Diviston offiolal spoke with SC Doyle end ascertained that over staffing FBI-AQ with
two agents from the new agents olass “would be satisfactory.” (FBI 21842) On July 29,
1996, the order was issued: “Up AQ by 2 - new SA's from Quantico OK." (FBI 21841)
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- FBI-AQ as a result of the overstaffing decisi

(AQI 984)"° The orders were then cut assigning SA-and S to the
Albuquerque Division,'"' and the agents arrived in New Mexico on or about November 1,

1996.'"?

(U) The decision to assign SA-and S to malters unrelated (o the

Wen Ho Lee investigation was made by ASAC Dick 8/16/99;
12/1/99), and ASAC Dick sent a memo to all FBI-AQ employees on October.24, 1996
advising them of the assignment of each of the new agents coming into the Division. The

memorandum reflects the assignment of SA- to Squad 7 (which included the gang

19U) According to SSA-ASAC Dick was deeply involved in obtaining
approval from FBI-HQ for the two new-agents and discussed the matter with the
ational Security Division and the Special Agent Transfer Unit. According to SSA
once ASAC Dick had been advised that the request for the two ageats had been
approved, he told SSA- that “we got your two SA’s” and gave SS their

names.

&) -
1Sy Both S and S rders assigning them to FBI-AQ were
dated Aungust 16, 199 002, FBI 21844), a httlc over two weeks after FBI-HQ's

approved the overstaffing of FBI-AQ by two ageats. (FBI 21841) While several other
new agents were alsq assigned to Albuquerque Division in Angust 1996 and September
1996, there is no question that and were the two ageats assigned to
ecision. See, e.g, the eatry for 7/25/96 in the

FBI's Wea Ho Lee chronology at FBI 07917 (boldface in original): “NSD requests
Personnel Division overstaff AQ with two new ageats to assistin this invw pec
AQ SAC's verbal request on 7/2/96. SATU designates new Special Agen and‘

~ See plso the interview of S 12/1/97) (whicti makes clear that his
jon with ASAC Dick conceming the diversion of the two ‘agents was prompted

by the arrival of SAffJfJjand SAJJJin the Division.)

By the time the agents arrived, SAC Kneir had left the Albuquerque

()
Division. ASAC Dick was the Acting SAC from August 1996 to October 1996, whea
the new SAC, James Weber, arrived. SAC Weber arrived at Albuquerque Division on or

about Ootober 15, 1996, (Weber 10/28/99)

W
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task force and fugitive squad) and S o the Farmington RA.'"” (AQ! 6325)
While the decision to assign thesc agents to work unrelated to the Wen Ho Lee

investigation was not announced until October 24, 1996, it was clcarly made much
carlier. For cxample S orders assigning him to the Farmington RA were dated

September 17, 19906.

W)
&8’ SSA-states that, around the time of SA and S rrival,
i.e., early November 1996, ASAC Dick called SS into his office and told him that

he thought the two new agents could be better used in other program areas.'* SS
states that he asked ASAC Dick: “What am I supposed to do about Kindred Spirit?"

003)

ASAC Dick responded that he would assign S 0SS squad for the time

being. SS asked ASAC Dick if S was going to be assigned to the Santa Fe

RA, where SA was then working. ASAC Dick said no, that S ould
aid he was not pleased and clearly

be stationed in the Albuquerque office. SS
articulated his unhappiness to ASAC Dick. Specifically, he recalls telling ASAC Dick:
but ASAC Dick’s reaction was “that's the way it’s

going to be." ASAC Dick said that if, in the future, SS eeded more people, they
could make additional changes and that, in the meantime, S could help out on

“Kindred Spirit" if necessary 12/1/99)

! e memo also reflects the transfer of two Jii
SSAJJIIsavad, but neither was assigned to FCL
initially assigned to drug mtelligence and then to domestic terrorism; former S

worked international terrorism matters. 00) e

W
“3(8)) It is not entirely clear how or when SSA-ﬁxst learned that th:d agﬂ;o:ts
stat t

would not be assigned to the “Kindred Spirit” investigation. S

he told SS/ about the matter after learning from SS. t the agents had
already arrived. Since S bviously knew that the agents were not working
the “Kindred Spirit” case, he SS/ to complain. 8/12/99)
SSA‘aid that he had received a “heads up” from SS t the agents
were coming but he did not know that they were not beﬁ assigned to the “Kindred

Spirit" investigation until ASAC Dick told him so. 12/1/99)

lu

gy
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irob em (thc Wen Ho Lee casci bui ﬁerl to solve a Farmington one

(U) The fact that SA was scnt 10 Farmington and Sﬁ-was sent from
Farmington might lcad onc to conclude that FBI-AQ was doing precisely what fonner
SAC Kneir said it should have done: assigning additional agents to the Wen Ho Lec
investigation by transferring experienced agents onto the Wen Ho Lec investigation and

sing the new agents as "back-fill." That view, however, cannot withstand scrutiny. SA
but it had nothing to do with puumg

additional resources on the Wen Ho Lee case.

(U) To understand this, it is necessary to cxammc why - and more importantly

when FBI-AQ dccndcd to bring S
lained the

*enhance the productivity of the Flarmington] RA." (AQI 6603) In other words,
transfctrcd from Farmington to Albuquerque not to solve an Albuiuerque

) The timing of the decision, - the “when" part of this analysis, - is equally
significant. FBI-AQ’s request for permission to bring S from Farmington was
seat to FBI-HQ on May 7, 1996 (AQI 6607), i.c., almost a month before the Wen Ho Lee

full investigation was even opened. This, alone, establishes that the decision to transfer
to Albuquerqué had nothing to do with the Lee investigation. I more proof

was needed, however, supplies it himself. He told the AGRT that, after it was
deﬁmnmedﬂmthewouldbetmnsfcmdm&om&mnngton. he was given two.options as
to his squad dssignment; oncmstogoﬁoanolentmmossquadandﬂwoﬁetwastogo
to a white collar crime squad.. Neither FCI in general, nor the Wea Ho Lee casc, in

pa.tucular was preseated to him asan opuon. 2128100)

(U) Of course, for FBI-AQ to solve its Fa.tmington problem, it was obviously not
ctiough for FBI-AQ merely to transfer from Farmington. It had ¢o replace
him in the Farmington RA with another agent. FBI-AQ obviously recognized this need:

In an August 13, 1996 memorandum to FBI-HQ supporting the transfer of §
Albuquerque, FBI-AQ stated that an agent necded to be seat to Farmington to replace SA
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specifically an agent “"who has investigative skills or potential (o independently
address Indian reservation crimes.” (AQ 6603)

(U) The agent ASAC Dick settled upon to solve the Flarmington problem was onc
of the two new agents that FBI-HQ sent to FBI-AQ to solve the Wen Ho Lee problem: SA
Thus, it is true that SA was "back-fill" for S but it had nothing to

o with the Wen Ho Lee investigation.

V) SAfRdid, of course, come eventually to be assigned to the Wen Ho Lee
investigation. But that was not until November 1996 ~ at least six months after FBI-AQ
first requested FBI-HQ's permission to transfer S: from Farmington.!* More
significantly, by the time FBI-AQ decided to put S n the Wen Ho Lee
investigation, FBI-AQ's management cither knew — or was about to find out - that the
problem with the Wen Ho Lee case was not how to put a second agent on the case but the
possibility that there might soon be no ageat on the case.!®

15U) Although SA*W&: not told he would be working specifically on the
Wen Ho Lee investigation until on or about January 30, 1997, when he was told by SSA

he would be “co-case agent” on the Wea Ho Lee investigation /12/99;

AQI 5596), he did know prior to this date that he would be going to .
He states that he was advised of this
that

November 25, 1996, contain a handwritten notation thit a copy of the orders weat to
'AQI 6600) This indicates that at least by this date — November 25, 1996 -
the onhadbecn'madetbassignSA-to squad and to the Lee
investigation. .
1) At least by November 26, 1996, which was the date on which SA

igned his FD-638s (“Supecvisory Vi Request Forms™) (FBI 21591, -
21594), FBI-AQ knew for a cectainty that SA%WS attempting to leave the
DM Weber, in fact, initialed a paragrap ¢ FD-638 forms recommending

S for the promotion. (Jd.)




* two ageats, for the reasons described in this chapter, were not the right two

_ropwecrer

) SA-assignmcn( to the Wen Ho Lec casc, thercfore, cannot fairly be
characterized as an cffort to put two agents on the case but, rather, as an effort (o insure
that there was at least one agent on the case. Even if the decision to put S n the
Wen Ho Lee investigation predated by a few weeks FBI-AQ's awareness of SA
efforts (o leave the Division, thereby supporting the claim that FBI-AQ, at
least briefly, intended to put two agents on the case, it is of little moment. Regardless of
what FBI-AQ knew in early November 1996, it certainly knew by late November 1996

that S as attempling to leave the Division and by approximately the end of
January 1997 that S*bad succeeded in his efforts.!'? It knew, in other words,
that putting S on the Wen Ho Lee investigation would simply be replacing one

agent with another, not adding oné ageat to the other."*

(U) The AGRT questioned ASAC Ron Dick about this matter, in the hope that he
would shed light on his decision to divert these agents from the Wen Ho Lec
investigation.!”” That did not happen. Rather, ASAC Dick told the AGRT that he did
not know that the two agents had been sent to FBI-AQ specifically to work on the Wen
Ho Lee investigation. In fact, he told the AGRT that when the AGRT asked him about
this matter in July 1999 that was the “first time" he had heard that the agents had been
sent out specifically to work on the Wen Ho Lee investigation. This statement, however,
is not consistent with: (1) the July 25, 1996 paperwork, including the note from SSA

) sclected for&eﬁeé,dquaxtcrs_ position on or about
January 22, 1997 L 6) and the Notification of Transfer was Wlm%.

" 1997 (FBI21574)

1%U) Of course, even if FBI-AQ had intended to put two .agents on the case, these
to

a

staff this case. FBI Assistant Dircotor Neil Gallagher told the AGRT that

little stronger than S ut his own problems and that, if'you
added them together, you go of an agent.” (Gallagher 10/28/99)

() Dick left Albuguerque Division in September 1998 to become a section
chief at FBI-HQ in the National Infrastructure Protection Center. (Dick 7/29/99)

9% -
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to ASAC Dick;'® (2) the statement of SS ha( ASAC Dick was very
involved in the process of obtaining these agents to support the Wen Ho Lee investigation
and the decision not to assign them to the Wen Ho Lee investigation;' and (3) the
statement of former Albuquerque Division SAC Tom Kneir.'??

(V) »SSA-notc to ASAC Dick - “Here are two extra bodies” - with
the accompanying memorandum from Robert Bryant supporting the overstaffing of two
agents to support the Lec investigation, was not only addressed to ASAC Dick but
actually seen by ASAC Dick. Albuquerque Dmswn s copy of the document bears
ASAC Dick’s initials. (AQI 6335)

(U) SC Dick said that if S and S rders had specifically
stated that they were being assigned to FBI-AQ to support the Wen Ho Lee investigation,
he would have so assigned them. (Dick 7/29/99) That misses the point: whether or not
the orders contained this explicit statement — and the orders did not 2/8/00;
2/16/00 0003) - the issue is not what was in the orders but what did FBI-A(
as to how these two agents had come to be assigned to the Albuquerque Division. If
FBI-AQ knew that the agents had been obtained specifically to support the Lee
investigation — and there is no question it did know this — then FBI-AQ was obligated to
use them directly or as “back~fill” for this purpose. The failure to do so cannot be
excused by pointing to the fact that the agents’ orders did not explicitly mandate their
assignment to the Lee investigation.  In any case, the issue here obviously is not so much
that these two new ageants were not used o support the case but that 70 two new ageats
were used to support the case. 'lha@fom,mekcypoint:sdthBLAanewmeu i
overstaffing request had been approved and that “two mdrabodm" (AQ16335)wetc

. headed their way.

20) SAC Kneir told the AGRT that, during SC Doyle's July 2:3, 199€ visit to,

New Mexico, he asked SC Doyle for an additional two ageats to be assigned to the Santa -

FeRA spec{ﬁoal{y to work the Lee case and that ASAC Diok was privy to his
conversations with SC Doyle about this matter. (SAC Kneir had transferred from
Albuquerque Division by the time the new agents arrived and, thus, would be unaware of
their diversion. His replacement, James Webes, artived in Albuquerquo at or about the
same time as the two new ageats and stated that he was unaware that SC Doyle had-
obtained the two agents to support tlic Wen Ho Lee investigation.) (Kneir 1016199
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3. (U) National Security Divisi " " | iversion

What did NSD do when it learned of the diversion of the two agents? The
bl

answer is that NSD did absolutely nothing about it, and this is attributable to th
unit’s decision nof to advise FBI senior management of FBI-AQ’s diversion of the agents.

found out that ASAC Dick had decided that the'two agents
o tell

(U) After SS
would not be assigned to the Wen Ho Lee investigation, he called SS

him. SS states that SS was "livid." 12/1/99)
U) SSA- upset at the diversion, weat to his immediate supervisor, UC
R rcported it to him. JIIN12/15199) UCIIstatcd that he felt
“snookered" by FBI-AQ and that it “soured" U and san any future

requests they might have received from FBI-AQ. 12129

U U however, did not take steps to insure that upper management
within FBI-HQ were notified of the diversion, even though it was upper management -
principally, AD Bryant ~ who had formally requested the assignment of the agents in the

first place.'®

@) U stated that it would have been *impolitic* to advise AD Bryant of
the diversion. He said the “culture® of the FBI is “very intolerant" of that kind of
reporting and that a field office has a great deal of “autonomy" s to how it assigns its
personnel. The “diversion of two bodies," he said, was not a “fclony” act, and happened
“al the time." In order for hifn to “drop [a] dime* on FBI-AQ the condnct would have
had to have beea “illegal, immoral, fattening or contrary to public policy.”
12/29/99) . | L )

Weber 10/28/99) |
() AD Bryant told the AGRT he was not told of the diversion. (Bryant
11/15/99) | . .
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(U) SSA xpressed similar sentiments.  In processing the request for two
additional agents, no one at FBI-HQ discounted the possibility that FBI-AQ would “rip us
ofl™ and simply use the Lee investigation as an excuse to get more agents.  When SSA
told U hat this in fact had happened, U dvice to SSA
was not to “stir the beans" because it would have been inappropriate to “mess
with a SAC’s decision.” 12/15/99) SSA Iso said that you don’t get

ahead in the FBI "if you stab SACs in the back." (Id.

O uc -docs say he may have told his immediate supervisor, SC Doyle,
about the diversion, but he was not sure, and SC Doyle told the AGRT that he was not

told of the diversion. 12/29/99; Doyle 10/19/99)

4. (U) Conclusion

(U) While it may be true, as SS tated, that no one at FBI-HQ was
*shocked" by the diversion 2/15/99), it was irresponsible of FBI-AQ to divert

the agents from a critical counterintelligence investigation.'* In particular, as S
? o deprive him of this

told the AGRT, it was a "miserable injustice" to S
additional support. 8/18/99) Whether the agents would have been used to

directly support the case, or as *back-fill" for more experienced agents, they represented a
poteatially invaluable source of additional manpower for an investigation that was )

- proceeding at a snail’s pace.

%Itwas also clearly wrong of th unit not to advise senior FBI-HQ b |
mansgement of the diversion. First, Ul failure to “drop {a] dime" on FBI-AQ
remain divested. Second, it had the effect of

insured that the two diverted ageats
perpetuating senior management's mis-perception that they had, in fact, solved the
manpower problem in the Wen Ho Lee case with the addition of two new agents. °

124)) As Chuck Middleton told the AGRT, SACs are “pretty autonomous” but
what happéned here was a “problem.” (Middleton 8/3/99) “It was incumbent on
management to plug them into this case.” (Id.)
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(U) “lmpolitic” as it may have been, this matter should have been briefed up (o

senior management by the unit or section. What FBI-AQ did was wrong and neither
U or SS_vas under any obligation (o avert their gaze from this

wrong. [f they were unwilling to buck the FBI “culture” by insisting that AD Bryant be

advised of the diversion, at the very least they should have called ASAC Dick fo warn
him that unless he rectified the situation, they would. Yet neither SS nor UC
12/29/99)

even spoke to ASAC Dick about this matter. -12/15/99

% FBI-AQ’s diversion of agents, anc- toleration of that diversion,

dissevered the Wen Ho Lee investigation. It made it that much more likely that FBI-AQ
would be unable properly and expeditiously to bring the investigation to a successful
conclusion.

E. (U) Were foreign counterintelligence investigations a high priority in the

Albuguerque Division?

" i
,28}‘ To appreciate the lack of priority given the Wen Ho Lee investigation, one
must first understand the lack of priority given to the overall foreign countedntelligcncc

(“FCI") program by the Albuquerque Division durmg the years of the Lee full
investigation, 1996-1998.

% In each of the years 1996, 1997, and 1998, the highest priority in Albuquerque
Division was the Violent Crime/Major Offenders Program, a reflection of FBIFAQ’s

responsibility for criminal investigation of crimes committed on Indian reservations. The |

second priority was the Organized Crime/Drugs Program. The third priority was the
White Collar Crime Program. And the fourth prority was the National Foreign
Intelligence Program ("NFIP*), which included foreign countedintelligence -
investigations.'® (FBI 16005, FBI 16006, AQI 05675, AQI 05623) o

As far back as 1992, this was the order of priorities. (FBI 16136)

e
100

e
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}8)’ Given the extent to which New Mexico was a “target-rich environment” (FBI
1911), the placement of the NFIP so low on the priority list is inexplicable.' New
Mexico is not only the home of two of the nation's leading nuclear weapons laboratories,
Los Alamos National Laboratory and Sandia National Laboratory; it is also the location
of several Department of Defense research facilitics, Holloman Air Force Base, White
Sands Missile Range, and a number of private corporations with their own sensitive

technologies.

The consequence of FBI-AQ consisteatly placing NFIP fourth on its priority
list is that, when it came to the allocation of ageats within Albuquerque Division, FCI
work consistently received the short ead of the stick.

“&%)!FBI-HQ was well aware, of course, of the lack of priority accorded to the.
NFIP in the Albuquerque Division. - The office prioritics are reflected in cach of FBI-
.AQ’s Annusl Field Office Reports (“AFOR™), ges, ¢.2., AQI 05668 (1997 AFOR), AQI
05605 (1998 AFOR), as well as in the pedodic inspection repotts, see, ¢.2., FBI 16130
(1995 Inspection Report) and FBI 15952 (1998 Inspection Reporf), and in other
documents as well. . -
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-!rllal 1894; see also AQI 06363) | _‘ S
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287 FBI-AQ consistently and repeatedly attempted to get more support for its FCI
work, but these requests were consistently and repeated|y undermined by the mixed
message which FBI-AQ was sending to FBI-HQ. :

Its justifications for these increases demonstrate | y understood the
challenge it confronted in its FCI activity.™*® But even as it was seeking more personnel

(FBI 01894).

9955 For cxample, i its 1998 AFOR, the Albuquerque Division provided this
Justification for increased support:. ' ‘

/68)' The enhancem necessary to respond to the
Counter Intelligence g has beea mandated for ¢he Dept. of
Energy by Presidential Decision Directive 61. The DOBis orderedto ~
implement new CI initiatives at all of its national laboratories and to
immediately reinforce and improve their current CI practices. Two of the
five national Iaboratories are located in the State of New Mexico, Sandia
National Laboratories and Los Alamos National Laboratory. The AQ
Division an order to investigate attacks.
upon the criti cture at the national labs and to monitor the .
activities of forclgn visitors; foreign represeatatives who arc assigned to the
labs, and to monitor and interview the U.S. personnel that have aocess to
U.S. Weapons and technology at these facilitics. The ability to use its
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for FCl work, it was simultaneously advising FBI-HQ that FCI was ncither the first,
second or third prioritics of the Division. (AQI 05670; AQI 05623) Indecd, even the
enhancement requests for FCI were not the Division's highest priority. 1n both years, it
trailed the Division's enhancement request for more personnel in the Violent Crimes and
Major Offenders programs. (AQI 05670; AQI 05623) Not surprisingly, in both years,
the requests for enhancements were rejected by FBI-HQ. (FBI 1894) o

)
g}"'l’his is the context in which the Wen Ho Lee investigation must be
understood. It was an FCI investigation in a Division which viewed FCI work as a low

priority and which had far too few agents to meaningfully address the foreign intelligence
threat at the national laboratories and in the rest of this “target-rich” environment.™

intelligence infrastructure to target DOE weapons and technology could
result in serious ramifications for the U.S.

* k¥ %

As stated in the 1997 FBI Albuquerque Field Office Report, the -
current level of resources is insufficient to adequately detect and counter
foreign intelligence service activities within the Division. Given the target

- rich eavironment, the increasing number of visitors to seasitive facilitics,
. and an anticipated increase in the FBI's countegintelligence ; ibilities
: beli

(AQI 05624, 05644) - | .
gy Although this is beyond the time peciod scrutinized by the AGRT, it should

be noted that the FCI situation in Albuquerque Division significantly changed after
March 1999, In the Division’s March 31, 1999 request to FBI-HQ for additional geeats
for FCI work, referred to abo

(FBI 1894; AQI 6374) FBI-AQ cited the Wea Ho Lec ,

vestigation and related matters in stpport of this justification. Tho National Seourity
Division reviewed the request and iecomncad_
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IF. (U) Was the casc pursued agpressively and given the priority it deserved? Were

here unnec. clays?

. (U) Introduction

~—(SMFRB) One might have assumed that given the momeatous and stunnin
nature of the predicate for the Wen Ho Lee investigation

at atleast the case

would be one of the highest priorities within the Division’s National Foreign Intelligence
Program ("NFIP*). Unfortunately, it was not. Indeed, at various points in 1996 and
1997, the Wen Ho Lee investigation had the dubious distinction of being listed within
FBI-AQ’s internal records as the single lowest priority case within NFIP, a program that
was itself the fourth lowest priority of the Division. With this provenance, it is not

" difficult to understand why there were unnecessary delays. It would have been surprising

if there were not.

2. (U) Prioritization of the Wen Ho Lee investigation

83417) At the outset, it should be noted that FBI-AQ, throughout the eatire life of
the Wen Ho Lee investigation, had another, highly seasitivé, highly important, ongoing

onc of the extra agents into a supervisory slot to support the Wen Ho Les investigation.
(AQI 6419, 6421) The National Foreign Intelligence Program also rose in priority in
1999, moving from fourth place to seoond place. (Kitohen 2/17/00)

.: 3 ! 104 I

QI 6378) Subsequently, FBI-AQ obtained FBI-HQ's on to convert
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FCI investigation that was almost always (he Division's highest FCI priority.
Division's best FCI traincd agent was assigned to this matter and subslan(nal resources

were devoted to it.'*?

E&fm*) On September 13, 1996, a few short months after FBI-AQ had formally
opened the full investigation of Wen Ho Lee, the NFIP coordinator, SS set out
his squad’s priorities in an intemal FBI-AQ memorandum entitled “Strategic'Plan -

Fiscal Year 1997." (FBI 16118) The first goal was to bring to "successful completion"
the FCI investigation referenced in the preceding paragraph. The second goal was "to
identify individuals and organizations involved in domestic/international terrorism.” (FBI
16121) The third and final goal listed was “to continue to expand the scope of the
Division NSTL {National Security Threat List] countrics." Jd, There were ten objectives
listed under this goal and the las? objective of the last goal was to “develop” the "Kindred
Spirit" investigation “to be able to ascertain the viability of criminal prosecution."™** (Id.)

L)

Almost a year later, on July 1, 1997 - the very day that SS and UC
hand-walked the first FISA draft application to OIPR in order to communicate to .
OIPR the critical importance of the Wen Ho Lee investigation f23/99). - SSA

drafted another internal memorandum, described as a "Review of FY 1997 Goals
and Objectives" (FBI 16057), and, again, the Wen Ho Lee investigation came in dead |

The

ercace to this mam in a memorandum

) See, £.8.
dated June 29, l998.dmdbing&e on's NFIP proritics: “Albuquerquehas
dedicated enormous financial and human momcwtoﬂnsmmﬁgauon. ..o (AQI

06444)

BXSANFY To be clear this does ot mean that there were nino other “cases” ahead

of the Wea Ho Lec inmﬁgaﬂon. Indeed, none of the other ob

——
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last. (FBI 16057) Indced, the description of the objective - “Develop the Kindred Spirit
investigation to asccrtain the viability of prosccution - had remained vmually

unchanged.

,%3)/ Three months later, in October 1997, there was some sliﬁt imirovcmcnt - at

lcast on paper - in the Wen Ho Lee investigation’s status. In SS Review of

.FY 1998 Goals and Objectives," the Wen Ho Lee investigation had risen to the second

objective of the second goal.** (FBI 16263, 16264) By June 1998, the Wen Ho Lee
investigation was described as one of FBI-AQ’s “major [FCI] cases" (AQI 06452);
however, it was still lumped in as simply one among FBI-AQ’s "other espionage

investigations" and it still trailed behind such other higher priorities as “issue threat* and -

“country threat" investigations. (AQI 06448)

(U) One could argue that these programmatic type memoranda do not necessarily
reflect the priority actually given a case. In the case of the Wen Ho Lee investigation,

however, these memoranda are right on the money: the Lee investigation was never a
priority before December 1998.

(U) The most significant indication of this, of course, is the fact that, prior to
1999, FBI-AQ never put more than one ageat on the case full-time; indeed, stricth
speaking, it never even put one agent on the case “full-time" since both

-and SA-had other responsibilities, including general ongoing lisison responsibilities

BSeSANFY The first goal is, once again, the other FCI investigation referred to
above and the scoond goal is described as “Develop at least ten additional NSTL
(National Security Threat List] country threat and issue threat investigations and bring to
fruition outstanding NSTL invcstigaﬁons curreatly being conduoted by
personnel.” (FBI 16263)

T Rorssens




[t

T 4.l acmes
]

e

b6

_robsseze SRS

with LANL"* and occasional non-FCI work such as drug surveillance, bank robberics,
and the like.

(U) And then, of course, there were the delays. Nothing better illustrates the lack
of priority given this case than delays that were so ubiquitous that, in many respects, they
constitute the case’s most recognizable characteristic. :

3. (U) Delays

(U) This case was marked by delays from the very beginning. As stated above,
some of the delays are attributable to FBI-HQ. Most, however, are entirely attributable to

FBI-AQ.

(U) For example, on June 10, 1996, SS dvised SAPof
certain material which Smneeded to obtain and analyze, such as Lee’s travel
records (AQI 954), a request that should have taken days to accomplish. The records
were-not actually obtained until November 1996 and December 1996.%¢ (AQI 1080,
1112)

(U) Similarly, it took S everal months to obtain Wen Ho Lee’s and
Sylvia Lee’s LANL personnel files. (AQI 954, AQI 1028) It took him additional weeks

- to obtain access to the Lees’ DOE security files (AQI 1064, 1066), both projects that

should have taken a few days.

FBI-AQ's LANL lisison throughout his teaure in the
eft Santa

Santa FeRA. S the LANL ligison between the time
* Re (end of March 1997) dnd thie time to replace him (end of October
1997).

1%4(U) At one point, SSAJJooted that SSA’md complained to him
that LANL personnel were “dragging their feet” on the production of such records. (FBI
5794) Iftrue, it was surely an obstacle that could have been overcome through
communication with individuals at LANL already privy to the existenoc of the

investigation.
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£} Even more startling were the months and months of delay in obtaining credit

card records on Wen Ho Lee, a basic item in any serious FCI investigation. SA
as instructed (o obfain such material on July 2, 1996 (AQI 957), but he did

not actually obtain Lee's Diners Club records until January 31, 1997."7 (AQI 1169)
Other credit card records had still not been obtained at the time S left the
Santa Fe RA for his new FBI-HQ’s assignment.'** )

AT The case fared better under S t was still characterized by numerous
unrcasonable delays. For example, th should never have taken a year from
conception to execution ~ regardless of the impediments placed in the way of th

Wby FB1-HQ ™ (See Section (H)4)P), below,)

o Some delay in procuring such financial information was unavoidable. For
example, FBI-AQ requested on November 25, 1996 that Diners Club be served with a
national security letter requiring production of the Diners Club records. (AQI 1102)
FBI-AQ is not responsible for the two months delay in the actual receipt of the records.
But FBI-AQ is certainly responsible for the incredible four month delay (from July 1996
to November 1996) in leamning that LANL employeés were issued corporate Dmers Club

eards, and acting upon that knowledge. (AQI 1 102)

( .

’ ":(8)) For example, a National Security letter seeking credit eardreoords from
Chasc Manhattan Bank (“Chasc") was not even requested uatil March 17, 1997. (AQI .
1194; FBI 829) And it was not until March 26, 1999. ~more than two years later —that

FBI-AQ realxzoddmtithadnever gotfen a response from the New York Field Office, -
which was responsible for serving the letter on Chase, or from Chase 1tselﬂ (AQI 4440) A

'memmly iflustates the lack of prionty placed on |
this in on at FBI-AQ and at FBI-Headquarters. Roadblooks dmt matcrially _
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immediate FBI priority and, when it was not accomplished immediately, senior
management should have been asked to intervene.'® . See Chapter 15.

u

( or another example, it took FBI-AQ more than nine months to locate a
former LANL cmploycc#who was viewed as a poteatially valuable source of
information. FBI-AQ was directed in December 1997 by FBI-HQ to intervie d
this lead was suiiestcd even earlier. (FBI 11855; AQI 1560; AQI 5377) FBI-AQ was

unable to locat ddress until September 11, 1998 - and that was only because a
LANL contract counterintelligence officer came up with it. (AQI 5423) The FBI's own
efforts to find 'while not non-existent, were less than impressive. See, e.g., AQI

1651 (checking New Mexico white pages). See Chapter 14.

And there is more: (1) FBI-AQ lost a month-and-a-half in obtaining foreign
telephone subscriber information when it sent the request in to Headquarters in an

1948} FBI-AQ's failure to insist on immediate production is no

more explicable than FBI-HQ's failure to intervene wh

was not

forthcoming, After all, it was FBI-HQ that was repeatedly stating that it was waiting for
cfore approaching OIPR again conceming the FISA application. See,- - -

¢.£., the note to Director Frech from NSD Acting Assistant Director Larry Torrence,
dated September 1, 1998 (“Upon receipt will present the details
to DOJ/OIPR and again ask for FISA.") (FBI 13011) Senior personnel at FBI-HQ -

particularly at the Deputy Assistant Director or Section Chief level - could have taken
steps to make sure tha was produced in days, rather than in the
four months it took to produ But they were never asked to

intervene by the unit.

Tonsecrer
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“improper” format. (FBI 817, FBI 900, FBI 961) (2) FBI-AQ essentially stopped
working on the case entircly in August 1997, after the FISA application was rejected, and

did not begin working on the case again in camest until December 1997.'*" (3) After the
b #n August 1998, FBI-AQ again went into hiberation. Other
an pursutng the “burping" telephone issue, see Chapter 14, there is almost no activity on

¢8>
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the case before SA-was replaced as case agent by SA-n early November
1998.

(U) The delays described in this section were symptomatic of an investigation
that, in its first three years of existence, was never accorded the priority it deserved. FBI-

AQ ~ by assigning just one full-time agent to the case at a time, by seclecting, first, SA
Ao be that full-ime agent, and by not actually letting

and, second, S
ctther of them work the case exclusively and full-time - virtually guaranteed that case

progress would be sporadic or non-existent.

G. (U) Were supervisory personnel in the FBI’s Albuquerque Division appropriatel
engaged in directing and managing the case?
1. (U) Introduction'?

U) Like any investigation in a field office at the FBI, there were muluplc levels
of potenllal supctvxslon for the Wen Ho Lee investigation.

again and again, a teletype setting forth an investigative strategy following OIPR’s
rejection of the FISA application. -But FBI-HQ is only partially responsible for this four
month break in the § mkugauon. FBI-AQ, which could have done a host of things to
advance the investigation in the fall of 1997, instead just waited. While there were

occasional signs of activity, such as continued issuance of requests for
national security letters, the investigation ed stalled until the arrival of the
December 19, 1997 FBI-HQ teletype.

*(U) See FBI-AQ organization chart at end of Chapter.

110 !
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(U) Atthe most senior level, there was the Special Agent in Charge.  During the
pertinent time period of the full investigation, the SACs in charge of the Albuqucrquc

Division were as follows:

May 1996'* to August 1996 Thomas Kneir
August 1996 to October 1996 Ronald Dick (Acting)
October 1996 to May 1998 James Weber

May 1998 to August 1998 Ronald Dick (Acting)
August 1998 to March 1999 Dave Kitchen

(U) One lcvel down was the Assistant Special Agent in Charge, who also served
as the National Foreign Intelligence Program manager. During the pertinent time period,
the ASACs were as follows:

June 1996 to September 1998 Ronald Dick

September 1998 to November 1998 Frank Coffey (Acting)
Mike Tabman (Acting)
Greg Parrish (Acting)

Novclflber 1998 to March 19994 Will Lueckenhoff

Jg’()f course, neither the SAC nor the ASAC was responsible for the dxreot or
immediate supervision of investigations. That was typicaily done by the Supervisory
Special Ageat responsible for the squad to which the case was assigned. The Wea Ho

19(U) SAC Kneir was actually the SAC of FBI-AQ from December 1995 forward.

The AGRT uses the date May 1996 beeause it represeants the start date of the full
investigation of Wen Ho Lee.

() SAC Kitchen remains the SAC of FBI-AQ, although he is scheduled to
retire at the end of May 2000, The AGRT uses the date March 1999 because it
represents the end date of the AGRT's review pedod.

1$(U) Will Lueckenhoff remains the ASAC of FBI-AQ.

"] & m T I '
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Lee investigation was first assigned (”and then to 1" During the L
pertinent time period, the SSAs responsible for supervising the Wen Ho Lece investigation

were as follows:

May 1996 to September 1997
September 1997 to October 1998
November 1998 to March 1999

(U) This, then, was the management team responsible for the supervision of the
Wen Ho Lee counterintelligence investigation from the date it opened, May 30, 1996,
until the date of the final interview with Wen Ho Lee, March 7, 1999. Not surprisingly,
these individuals played a critical role in the few successes, and the more than a few
failures, which the investigation experienced during these three years. This was an
investigation that desperately needed aggressive, consistent and creative supervision. In
general, and with some notable exceptions, it did not get it. :

145631 For National Foreign Intelligence Program purposes, these were actually the

same squad. Prior to July 1, 1997 nsisted of both the drug program and the | L
National Foreign Intelligence Program. As of July 1, 1997, National Foreign
Intelligeace Pro nsibilities were moved to S

- who i remained as National Foreign Intelligence Program.

and becamy supervisor. (AQI 6438)

. YUY SS the SSA who'replaced
Foreign Intelligence coondinator and supervisor ¢ b}
served for about two weeks as the squad’s supecvisor between SSA'

appointmeat as squad supervisor.) o
howeve, the official supervisor of the Wea Ho Lee investigation, although she remained

involved in the case as part of her program coordinator responsibilities. As M

November 1998, direot supervision of the case became the responsibility o
the SSA in charge of the Santa Fe RA. SAC Kitchen wanted all Santa Fe

Agents - including its FCI agen supervised by the Santa Fe RA squad
supervisor and, therefore, when S over as case ageat, SSA-took
over as case supervisor. ( Kitchen 9/10/99 9/10/99)

By
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2. (U) Supervision at the SAC and ASAC level
a. (U) SAC Kneir

(U) SAC Kneir was the SAC of FBI-AQ when the full investigation of Wen Ho
Lee was opened. It is difficult to evaluate his involvement in the Wen Ho Lée
investigation because he was, as a practical matter, on his way out of Albuquerque
Division just as the case was coming into the Division.!** This much, however, can be
said. One of the principal missions of a SAC is to insure there are sufficient resources to

accomplish the prime objectives of his Division. SAC Kneir teooﬁ that this case

required a commitment of substantial resources and that SA ould quickly be
overwhelmed by the demands of the investigation. (Kneir 10/6/99) Thus, SAC Kneir
participated actively in the effort to persuade FBI-HQ (in particular, SC Doyle) to assign
two additional agents to the case. SAC Kneir contemplated that the two additional agents
would be assigned to the Santa Fe RA because that is where the case was located. (1d.)
Of course, that never happened but this can certainly not be attributed to SAC Kneir. He

was long gone by the time SA-and SA-anived in Albuquerque Division.

(U) There is one respect, however, in which SAC Kneir can be criticized and that |

is for permitting the case to be assigned to SA ¥ the first place.

_ %)' SAC Kneir understood that this case was a high priority matter, a fact that was
underscored by SC Doyle’s visit to Albuquerque, an cvent that SAC Kneir recognized to

be unusual. ([d.) During that visit, SC Doyle made clear to SAC Kneir that the Wen Ho -

Lee investigation was & “(high] * (Doyle 10/19/99). SAC Knueir also was
acutely aware of the fact that expericaced serious probléms within the
Division. Aﬁerﬁitwas SAC Kneir who, asASAC,hadi- ‘

“4(U) SAC Kneir left FBI-AQ in August 1996 to become Deputy Assistant
' Director of Criminal Division at FBI-HQ. (Kneir 10/6/99) However, he was out of the
Division almost a full month eaclier in a temporary duty assignmeat in Atlanta in
connection with the 1996 Summer Olympics. (Id.) Thus, his involvement in the Wen
Ho Lee investigation was necessarily very limited. :

| ———
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(FBI21681) And SAC Kucir had
lack of participation in the non-FClI work of

also heard complaints about SA
the Santa Fe RA. (Kneir 10/6/99)
)

A8Y To give a case of this magnitude and priority to an agent with this history was,

quite simply, a big mistake. SAC Kneir obviously recognized the problem; in fact, he
suggested to SSA that he assign the investigation to another agent, SA—

but this did not happen. SAC Kneir should have insisted on that assignment,'® or he
should have taken alternative steps to insure that the case was in the best possible

hands.'**
b. (U) SAC Weber

(U) SAC James Weber was responsible for FBI-AQ from October 1996 to May
1998 and, thus, was the senior on-site FBI official respoasible for the Wen Ho Lee

149(U) Given that S”cﬁrcd on August 1, 1997, he also might not have
been the right choice for a case that obviously required continuity. But if the choice was

between assigning the case to an agent who would quickly be overwhelmed without help
or to an agent who could at Ieast start the case off appropriately and aggressively, SAC
Kneir should have gone with the and begun the search for an expesicnced FCI
agent to take over the case when ired. In the end, and somewhat ironically,

: uttasted SA QI retiring four months after SA (IITNcR e

On.

$591J) The “best” hands for the case belonged almost % -
the third FCI agent in the Division, along with S d ‘
owever, was deeply engaged in the other high prio matfer refemred

to al therefore, may not have been an option. That does not mean there were #o
other options, FBI-AQ could have sought to persuade FBI-HQ to transfer in a single
experienced FCI agent, instead of the two First Office Agents that were ed to the
Division. Or SA uld have been assigaed to the case. Or uld
have been assigned on a part-time basis to assist on the case. (S old the

AGRT that more res . including himself, should have been ass to the
investigation. &eé’nsm)) _
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investigation during an almost two year period of time.'”' Unfortunately, SAC Weber
was never truly engaged in insuring that the case was pursued aggressively and
appropriately. Although FBI-HQ contributed substantially to SAC Weber's lack of
engagement in this investigation, as is detailed below, a SAC is ultimately responsible for
the cases in his Division and SAC Weber should have made himself far better informed,
and become far more involved, in this extraordinarily important matter.

s

(U) To understand SAC Weber’s role in this investigation, several pdints must
initially be emphasized: ' ' ‘

e (U) SAC Weber's background and training was in criminal investigations,

- not in FCL. That does not mean that he should not have been selected to be
SAC of an office with two very high priority FCI investigations. It does
mean that FBI-HQ needed to take special measures to insure that SAC
Weber was appropriately bricfed and prepared to take over the management
of these two investigations. Instead, just the opposite occurred.

Y

J ;&ﬁ)ﬂ’) SAC Weber was never briefed at FBI-HQ about the Wen Ho Lee
case before undertaking his assignment as SAC. (Weber 10/28/99) This is
as remarkable and inexplicable as any other finding in the AGRT"s
inquiry.®> SAC Weber was bricfed about the other high priority FCI
matter; indeed, he had to take a polygraph before he was made privy ¢o the

. details of the investigation. ([d.) As to the Lee case, howeves, he received

0 Headquarters briefing. This would be incredible even if SAC Weber
was being transferred from one field office within the FBI to another field
office withir the FBI, and made only a *pit stop* at FBIFHQ before -
reporting to his new duty station. But SAC Weber was stationed af FBI-

1SYU) At the time of his interview with the AGRT, Weber was the Deputy
Assistant Director of the Interrational Operations Branch at FBI-HQ.

13U) FBI-HQ's pecsonnel routinely brief new SACs and ASAC on the

/0§ important matters within their divisions before they assume thelr field offios duties.
¥ 12/29/99)
K1t
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FOL | «  (U) Nordid other knowledgeable persons at FBI-HQ brief SAC Weber on
b6 the investigation. Not SS otU d not SC
L7C | Steve Dillard. - 12/15/99 12/29/99; Dillard 8/6/99) ,

e

HQ at (he time he was designated to become FBI-AQ's SAC. Hc was
serving as Spccial Assistant to the Deputy Director and, in that capacity, hic
had contact every day with John Lewis, who was then the Deputy Assistant
Director of the National Security Division. (fd.) According to SAC
Weber, DAD Lewis discussed with him the other high priority FCI case but
never the Wen Ho Lee investigation. '

. (U) Nor did outgoing SAC Kneir brief incoming SAC Weber on the
important ongoing matters in the Albuquerque Division, which of course:
should have occurred. Both men attributed the failure to communicate to
the fact that SAC Kneir left FBI-AQ several months before SAC Weber
arrived.' (Kneir 10/6/99; Weber 10/28/99) -

(U) The failure to brief SAC Weber before he arrived in FBI-AQ was
compounded, dramatically, by the failure to bricf SAC Weber on problems with the
handling of the case gffer he arrived in FBI-AQ. SAC Weber told the AGRT that no one
at FBI-HQ ever contacted him after his arrival in Albuquerque Division to complain
about the Division’s handling of the Wen Ho-Lee investigation. (Weber 10/28/99) As
frustrated as FBI-HQ was with the pace and substance of the investigation, no one from

" .FBI-HQ called thie one pérson who had the authority and the responsibility.for insuring

 stationed in the same building as SAC Weber.

fhatdxeeasemshandledapgrogtiawly-m )

'$3(U) This is not an especially persuasive explanation since SAC Kneir left
Albuguerque to take a job at FBI-HQ and, therefore, at least for some period of time, was

14(J) For example, SAC Weber stated that the first time e heard about the “two
agent” diversion issue was & few weeks before he was interviewed in October 1999 by

the AGRT. (Id.)

'I' 116
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- SAC Weber and ASAC Dick consisting of a “Review of FY 1998 Goals and Objeotives -

o

==EANADY) The failure to brief SAC Weber had one conséqucncc almost too
fantastic to believe: SAC Weber - the Special Agent in charge of the Division handling
the Wen Ho Lec investigation from October 1996 to May 1998 - told the AGRT that he

- did not know the predicate for the Wen Ho Lee investigation until the spring of 1999,

when he heard of it in a meeting at FBI-HQ. (Id.) SAC that ¢ heard
what Wen Ho Lec was accus

(U) There is obviously no excuse for such an abysmal failure in communication.
While FBI-HQ clearly failed in its obligation to communicate the seriousness of the case
to SAC Weber, so too SAC Weber clearly failed to discover for himself the seriousness of
the case during the almost two years he ran the Division that was responsible for it.

(w) -
ST It was not as if the case had been hidden from him: Upon his arrival, SAC

* Weber was provided with a set of briefing books, prepared by ASAC Dick, which

included descriptions of all of FBI-AQ's significant investigations, including the Wea Ho
Lee investigation. (Id) Shortly after his arrival, he met with SS who also
bricfed him on the case and, in November 1996, he paid a visit to LANL, where he met
(1d.) - In addition, the Wen Ho Lee investigation, by its code name, was -
ref 1 numerous FBI-AQ documents concerning the priorities of the National

- Foreign Intelligence Program.’ Morcover, SAC Weber stated that he-was aware of

various significant events in the case, such as Wean Ho Lee's request ¢ LANL for -
approval of a PRC student intem, and the FISA denial, although he states that he never

See, for example, an October 6, 1997 memorandum from .

- National Foreign Intelligence Program” (FBI 16262) and a July 1, 1997
memorandum of a similar nature, (FBI 16057) -

B
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rcad the FISA application or had any input into it. (Weber 10/28/99) He also stated that
he was never advised by Ssﬁhal FBI-AQ was taking "hits" from FBI-HQ about
the pace of the investigation.' (Id.) :

(U) This investigation - both because of its importance and because it was not
being handled appropriately or aggressively - required the consistent and substantive
attention and involvement of the SAC. That it did not get it cannot be blamad solely, or
cven primarily, on FBI-HQ’s failure to brief. A SAC is given enormous authority and
autonomy, and it is his or her responsibility to understand and appreciate the importance
of, and problems conceming, cases within the Division. In this case, that did not happen.
Indeed, it did not happen even when FBI-HQ took the extraordinary step of sending a
detailed teletype to the personal attention of the SAC emphasizing the importance of the .
case, the interest of the Director of the FBI in the case, the national security implications
of the case, and the specific steps that needed to be taken to advance the case toward a
successful resolution.'’s” |

156063~ SAC Weber was told of LANL’s concerns about the pace of the
investigation. According to he and Sig Hecker,
Director of LANL, met with S eber an 1ck on January 3, 1997 and,
among other matters, discussed their concems about the “Kindred Spirit” case.
According to SAC Weber and ASAC Dick assured them the pace of the
investigation would pick up. /15/97) SAC Weber told the AGRT that his
recollection is that there was no discussion at the meeting conceming the Lee -
investigation, (Weber 10/28/99) | -

153(U) This teletype was seat o the pessonal attention of the SAC but it docs not
bear SAC Weber's initials indicating that it was actually transmitted ¢o him ¢o review.
(AQI01560) SAC Weber told the AGRT that he does not recall ever reading it. (Weber
10/28/99) The only documeatary indication in the record that SAC Weber knew of the
existence of this teletype is a December 22, 1 dwritten note by eoting
a conversation with thich SA ocumented as follows: “SAC ,
re 12/19/97 TTY [teletype]™ (AQI'S503) In addition,
1d him that SAC Weber viewed the teletype as
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c. (U) SAC Kitchen.
1. (U) Introduction

(U) David Kitchen reported to Albuquerque Division as its new SAC on August 3,
1998. Although he replaced James Weber as SAC, Weber had actually left the Division
in May 1998 and Ron Dick was serving as the Acting SAC at the time Kitcheén arrived at
FBI-AQ. |

)

gSv‘NF) Just as SAC Weber had arrived in Albuquerque Division with no prior
awareness of the Wen Ho Lee investigation, so did SAC Kitchen. He indicated that he
first became aware of the existeace of the investigation in a brief conversation with SA

IR :s to the types of cases in which SA-wns engaged. (Kitchen 9/10/99) It is

worth repeating again that the National Security Division at FBI-HQ should have insured
that FBI-AQ s incoming SACs were fully briefed on the importance of this investigation.
Such briefings, or the absence of such briefings, undeniably and obviously convey a
message to a field office about Headquarters’ perception of a case’s importance,
particularly when other cases - such as FBI-AQ’s other high priority FCI case - are
briefed.!”*

(U) Between August 1998 and the beginning of November 1998, there is no
indication of any significant involvement by SAC Kitchea in the Wea Ho Lee
investigation. It was simply “not on his scope.* (Kitchen 9/10/99) That changed
dramatically in November 1998 and even more so in December 1998 and thereafter.

a -

"&2417) SAC Weber was at least briefed on the other high priority FCI case.
SAC Kitchen received no FBI-HQ briefings before his arrival in Albuquerque on any
case. In part, this may have been attributable to the need for SAC Kitohiea to get to
work immediately. An inspection of Albuquerque Division was about to get underway
and ASAC Dick was in the process of leaving the Albuquerque Division for his new job
at FBI-HQ.
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i. (U) The Lucckenhoff bricfing

(U) Nothing better illustrates the impact that a Headquarters bricfing could have
had on FBI-AQ's handling of the Wen Ho Lee investigation than the dramatic impact that
a Headquarters briefing on October 31, 1998 did have on FBI-AQ’s handling of the
investigation.

(U) As stated above, before an ASAC, or a SAC for that matter, takes on the
responsibilitics of his new assignment, he or she is expected to recéive FBI-HQ bricfings
on pertinent matters in his Division. Given the ﬁ'equcn with which ASACs and SACs
change assignmeants, these bricfings can be a "pain." 2/29/99) In the case of
Will Lueckenhoff, however ~ FBI-AQ’s incoming ASAC - Uﬂspe.ciﬁeqﬂy L
sought to do the briefing himself so that he and SSA’O carly communicate
to ASAC Lueckenhoff the importance of the Wen Ho Lee investigation and their
frustration with FBI-AQ’s handling of it. .

) UCend ss%m Lusckeshoff that they were

concerned about lack of case progress. 2/29/99) Lueckenhoff states that SSA.
dU 1d hiin about the importance of the case, that it was “big," that

cient manpower had been dedicated to it, that FBI-AQ had not handled the case
properly, and that the Cox Committee was interested in the Wea Ho Lec i mugauon and
the case had to move forward.'*** (Lucckenhoff 9/12/99) Ul b
Lucckenhoff about the diversion of the two ageats by FBI:AQ
12/29/99) -

@-Emﬁoughmcwﬁ'w&ﬁ'&duewmmw: . ~.., .
Division until caddy December, hcimmodiatelyealledSACKiwhcnmadvx?eh.mdut -
FBI-HQ was concemed about the slow progress on the Wen Ho Lee inmug?.qqn and had--

e ®ee "=

“’gg&écording to Lucckeahof, they also complained that preliminary inquirics
"L\ Tor identified in the DOB Administrative Inquiry had never been
opca

I-AQ and that the Department of Justioe’s Offioe of Initelligenoe-Policy and
Review had cited the need to conduot the preliminacy inqulﬁw in order to supporta -
FISA application on the Lees. (Lueckeahoff 9/ 12199)

EE; 120 I
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problems with the agent assigned to the case. (Lucckenhoff 9/12/99) According to SAC
Kitchen, ASAC Lucckenhof told him: "We've got a problem.” (Kitchen 9/10/99)

K Within days, SAC Kitchen caused three significant actions (o be taken to
address the concerns expressed to ASAC Lueckenhoff: First, S was removed as
case agent and the case was reassigned to S (Kitchen 9/10/9 /1199)
Second, SA-was instructed by her supervisor, SSA to draft a new
request for FISA coverage, incorporating th and other.matters.

9/7/99) Third, SSA o respond to the December 19,
1997 teletype containing FBI-HQ's instructions and gutdance to FBI-AQ as to how to
advance the Wen Ho Lee investigation, despite the fact that FBI-AQ had largely ignored
it.

(U) SAC Kitchen’s response to FBI-HQ’s concermns was prompt, commendable
and, with the exception of FBI-AQ’s defensive response to the December 19, 1997
teletype, productive. Replacing S ith S described by the
National Foreign Intelligence Program supervisor, as a "stronger agent"
than SAJJJJfand one who had more FCI experience
appropriate response to the “sputtering” 12/29/99) and uninspired pace at which
the case had moved.

{g‘As to SA- request for FISA coverage, it should have led FBI-HQ to
actually submit a new FISA application to OIPR.! See Chapter 15. Instead, it never
made it out of th unit. 9/7/99; Kitchen 9/10/99) .

) Asto SAJJJJI dcfense of FBI-AQ’s response to the December 19, 1997
teletype, it was far more spirited than the facts warranted. See Chapter 14. In truth, FBI-

FEx b6, bc

"}(81 This is not to say that S FISA request was on the mask in all
respects. Her focus on the possibility that Wen Ho Lee was engaged in
Sce Chapter 15. However, the

for the reasons stated in Chapters 14 and 16, did warrant a new FISA
submission and, coupled with all the other facts supporting such an application, did

warrant a FISA order.

by
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AQ's lack of responsiveness (o the December 1997 teletype was indefensible.'!
Nevertheless, S_was in the uncomfortable position of having to defend it. She
told the AGRT: "I thought responding to it a ycar later was B.S." h9/7/99)

'u .
,((Sf))”SAC Kitchen's active involvement in the Wen Ho Lee investigation continued
in December 1998 and January 1999. Unfortunately, it led to two significant errors’in
judgment. First, SAC Kitchen acceded to DOE’s decision to interview and polygraph
Wen Ho Lee in December.'®? See Chapter 15. Second, SAC Kitchen, pursuant fo what
he interpreted as a 30-day deadline set by DOE, caused S o create a January

22, 1999 communication that was, on its face, premature and that reflected an unjustified
determination that the investigation against Wen Ho Lee should be terminated.'® See

T In one respect, it should be noted, FBI-AQ was entirely responsive — and

that was in connection with FBI-HQ’s suggestion o
But, as further described in Chapter 14, FBI-AQ had decided to do the efore
it got the teletype, and was already deeply involved in planning it at the time the teletype

was received. - '

’u.

"3(68’))'SAC Kitchen, however, was by no means the only senior FBI official who
acceded to DOE’s decision to conduct the interview and polygraph of Wen Ho Lee. As
is further described in Chapter 15, AD Gallagher was well aware of DOE’s intentions
and, in fact, sent a inemorandum to Director Freeh five days before the interview and
polygraph which stated, in part, that the National Security Division had no objection to
the DOE interview and polygraph of Lee. (FBI 07652, 07721) |

SSANFRBY The January 22, 1999 EC was premature because it was based in
large part on an asstiption that Wen Ho Lee had “passed™ the December 23, 1998
polygraph administered by Wackenhut (DOE’s contract polygraphers), an assumption
thaf was unwarranted because the polygraph charts had not yet been reviewed by FBI-
HQ's polygraph unit or, for that matter, évén received at FBI-HQ. Indeed, it was this
very January 22, 1999 EC by which FBI-AQ transmitted the charts. (FBI 1512, AQI 62)
When FBI-HQ did review the charts, it determined that Lee was “inconclusive if not
deceptive.” (FBI 1529, AQI 145) SA told the AGRT that the EC would not

have been drafted had this been known.

Li
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Chapter 17. When SS cccived the communication, he told the AGRT, i
“caught [him] cold.* 8/99)

(U) Significant steps were taken in the January to March 1999 time period. Wen
Ho Lee was interviewed at length on January 17, 1999. This was entirely proper and it
was done at SAC Kitchen's insistence.'™ (Kitchen 9/10/99) SAC Kitchen also was
appropriately involved and engaged in the FBI polygraph of Wen Ho Lee that took place
on February 10, 1999. SAC Kitchen was deeply involved in the March 5, 1999 interview
of Lee and the confrontational interrogation of Lee that took place on March 7, 1999,

which he actually witnessed from another room.
(w

it could have been

The March 5, 1999 interview may not have been ever

represents a serious | bb,
5

S dling of the interview, 9/13/99) ~ but it .

and sensible effort to get at the truth. The March 7, 1999 interrogation, however,
involved far more questionable judgments. It was intended by SAC Kitchen to be highly
confrontational, to “get in his face" 9/7/99), to leave Lee in “despair" (Kitchen
9/10/99), feeling that he had no place to go and his life was ruined 9/7/99). Itis

"ﬂm 1512, AQI 62), that judgmeat was not only premature but

unjustified, in part because the FBL had still not gaj edaoo&sstolnc"soogpgﬁecﬁlw,in
part because his reaction to the wasinedminanng..andqpatt
because he just weeks eardier (in his ber 1998 interview with DOE

“%A}XAC Kitchen also insisted that, instead of an'FBI-302 documeating the

interview, the ageats obtain a signed swom statement from Lee, 8/18/99) SA

ted that in his entire 30-year tarcer in the FBI as an FCl agent, he had never
requested before to hiave a subject of an investigation write a swom statement of
innocence. (Id.) It is clear that SAC Kitohen instruoted that this be done as part of his
cffort to support the closing of the oase; it is this judgment, rather than the deolsion to
take a signed statement from Lee, with which the AGRT takes partioular issue. :
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debatable whether such a confrontational intervicw was appropriate. What is not
debatable ~ what was clearly an error in judgment - was SAC Kitchen's insistence that

SA-Jsc the Rosenbergs - convicted spies who were electrocuted - as an example
to Lec of what happened to individuals who refused to cooperate.'*’

(U) SAC Kitchen was the first FBI-AQ SAC that gave the Wen Ho Lee case the
attention it warranted. SAC Kitchen’s almost daily involvement in the case was -
undoubtedly, at least in part, a natural response to the intense media, Congressional, DOE
and FBI-HQ interest the case began to generate in December 1998, He still deserves
credit for insuring, albeit in 1999 rather than 1996, that thie case was accorded the priority

it deserved.

d. (U) ASAC Dick

(U) ASAC Dick arrived in Albuquerque Division in late June 1996 and left
Albuquerque Division in August 1998. Thus, he was the ASAC - and the National
Foreign Intelligence Program manager ~ for more than two yeats of the Wen Ho Lee

investigation: In addition, for approximately five months during his tenure in

- Albuquerque Division (August 1996 to October 1996 and May 1998 to August 1998), he

was the Acting SAC.

165v) SAJJJJJtotd the AGRT that SAC Kitchea was

8/99) 0
the AGRT that it was SAC

was

Kitchen’s deciston to have refer to the Rosenbergs® having beea excouted.
/9/99) SAC Kitchen ms that he wanted confront Lee with
t happened to the Rosenbergs for their refusal to cooperate. tohen 9/10/99) The
March 7, 1999 intecview is desoribed further in Chapter 17.
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’%Dcspilc ASAC Dick’s presence and key position in the Division during thesc
critical periods of time, he had almost nothing to do with the Wen Ho Lee investigation.

i A review of the Division's records on the investigation reflects that he attended the July
L ,;]' 2, 1996 mceting at FBI-AQ with SC Doyle and SS AQI1 957) and that, a ycar
! later, in August 1997, he was advised of the rejection of the FISA request and other

developments. (AQI 5322, 5553) In the following year, he received some slight ~~
4t information about the“ Sece Chapter 14. Although ASAC Dick told
§63 the AGRT that he read the agents’ 90-day file reviews and kept in constant
W 61 communication with SS Dick 7/29/99), the absence of any significant reference
7" to ASAC Dick throughout the record of this investigation is indicative of a failure on the

part of ASAC Dick to appreciate the importance of the Wen Ho Lee investigation.

£SAE/RD) This lack of recognition is particularly baffling given the fact that
ASAC Dick - unlike SAC Weber and unlike SAC Kitchen ~ was briefed at FBI-HQ on
jon. On or about May 20, 1996, ASAC Dick was briefed on

unit prior to his assumption of duties as FBI-AQ’s new

g | . (U) Moreover, ASAC Dick was a participant in the meetings that took place on

F& | july2, 1996 aud July 3, 1996 with SC Dayle and SS. o traveled to

b¢ b Albuquerque to underscore the importance of the case and to msure that it had the proper
| resources. (AQI 957; Doyle 10/19/99; Kneir 10/6/99) .

- . Despite the Headquarters briefing and the visit from SC-Doyle and SSA
and the obvious import of the underlying allegation itself, ASAC Dick simply

did not view the case as an office priority. It was a priority within the FCI program, he
told the AGRT, but it was nof an office priority because FCI work itself was not a high

records suggest that this briefing may have taken place, or at
¢ place, on May 15, 1996. (FBI 12103)

"“(U) U

least was scheduled to
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priority within the Division. (Dick 7/29/99) It would not cven have been among the top
ten cases within the Division, he said.'” (Id.)

—EANFRDB) ASAC Dick was in a unique position o insure that the Wen Ho Lee
¢ was investigated competently, thoroughly and aggressively

s a priority matter and his failure is particularly disturbing
because he held the critical job of FBI-AQ’s ASAC for more than the first two years of
the Lee investigation. In a case which suffered so frequently from a lack of continuity,

here there was continuity, but to no effect.

e. (U) ASAC Lueckenhoff

(U) Will Lueckenhoff arrived in Albuquerque Division in the first week of
December 1998 to undertake his new assignment as the Division’s ASAC, but even
before he arrived he knew that the Wen Ho Lee investigation was a problem case. This
message came through with abundant clarity in the briefing he received in late October

- 1998 from UC d Ss ncerning their frustration with FBI-AQ’s
handling of the Wea Ho Lee inve; on. As described above, ASAC Lucckenhoff

acted immediately to address FBIFHQ's concems, contacting SAC Kitchen the next day
to tell him "we've got a problem® with the Lee investigation. (Kitchen 9/10/99) -

(U) After ASAC Lueckenhoff arrived in Albuquerque Division, he immediately
brought to bref him on the case and became aware for the
first time of the Al whi been the genesis for the full investigation of Wen Ho
Lee. He then did something which should have beea done by every supervisor and

() Obviously, the most explicit manifestation of ASAC Dick’s perception that
ic case was not a high priority was his decision to divert the two new ageats. As SSA

stated, it reflected his view as to the importance of the investigation.
) . .
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manager who had any significant involvement in this investigation: /e read the A1.'**
And, upon rcading it, hic concluded that it was a “picce of junk” (Lucckenhoff 9/12/99) o,
as he characterized it to UC-a “picce of crap. "' ~2/29/‘)9)

(U) ASAC Lucckenhoff thus became the first FBI agent in (hc:{_hrcc:a‘nd -a-half
years since the FBI received the Al to give it a critical and thorough examiration.'™ < Nor
did he kecp his opinions (o himself. He bluntly criticized the Al to FBI-HQ personnel,

including SC Middleton, UC{JiJJJJJJand SSA-(Lucckenhoff 9/12/99

18(U) Given the fact that the Al was, after all, the basis for the Wen Ho Lee full
investigation, this might appear to be an obvious and necessary step for any supervisor
connected to this investigation. Nevertheless, not all supervisors read the Al For
example, SS stated that he had no recollection of ever seeing or reading the

Al even though he supervised the investigation for a year. - 8/12/99)

ASAC Lueckenhoff’s criticisms of the Al included the following: the
criteria for selecting suspects was too narrow and exclusive; the Al was “contradictory”;
the Al came to conclusions that were not “supportable”; the AI was not based on a

complete set of travel records for the poteatial universe of suspects; the Al was unduly
ns with comprehensive access to W-88 classified information even

as the mner and outer boundaries 0. apotenualcompmmxsewas
quesuonable (Lueckenhoff 9/12/99)

| ) Misnof’touydntoﬂml’BIagmﬁsdxdnotmdﬂleAL It is to say that,
tothcutentthatoﬁwtagenbsmdmeAl,dlcydidnotreoognizeomppmdmﬁc
%astt

cluded even the official recipicat of the AL S

roblems with it.
mss reaction to reading the Al was that it was as tho
cOo ve been the short time frame ch it was conduoted. Bven after

leaming that the Al had problems, SS defended it; “We were dealing with
7/23/99) As to the casc ageats —SA

robabilities. You take your best shot.”
d SA neither agent ever questioned the Al or talked to SA-
about it. ofis/12%9) .
127 !
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< 65' 12/29/99; Middlcton 8/3/99'"") and was a participant in a meeting with DOE personnel in
Uv ‘11(, mid-January 1999 in which these criticisms were echoed by S (Lucckenhoff

9/12/99)

—~(6/RD) ASAC Lucckenhoff™s recognition that there were substantial problems
with the Al had several positive consequences.
It led FBI-AQ to seck out

_ information that would assist FBI-AQ in determining the validity of the Al.'” . And, most
significantly, it ultimately led to the sound judgment by the FBI that it needed to do a
comprehensive review of the Al and its predicate. (DAG 01185)

o

(U) In short, ASAC Lueckenhoff deserves a substantial measure of credit for
initiating the process by which the FBI began seriously to grapple with the substance and
significance of the Al. While that review should have taken place in 1996, at least it was

taking place in 1999.!™

"’(U) SC Middleton stated that ASAC Lueckenhoff came to FBI-HQ in January
1999 and told him that the AI was “faulty” and needed a “rescrub.” (Middleton 8/3/99)

%

)Thxs was not an entirely unmitigated blessing. It contributed to SAC
Kitchen s premature and unjustifiably categorical judgment in the Januaty 22, 1999 EC
that “it does not appear that Lee is the individual responsible for passmg the W-88

information.” (AQI 0062)

,@""’%gm See, ¢.g., a briefing SAC KitchenteouvedonMueh 18, 1999 from
(| | Seadia National Laboratory me
} q(mo 479; and interviews conducted at Sandia on
August 20, 1999 with scientific personnel and others. (DAG 01185)
¢.g., ASAC Lueckenhoff’s telephone call to UC- on January 6,
notes read in part: “WL {Will Lueckenhoff] wants us to know: *¢*

B
. ! [thh] what have we been doing for last 2 yrs.” (FBI 11932, 20345)

“rorvsrr S
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~ up" to let DOE conduct the polygraph.
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3. (U) Supervision at th

(U) Until very late in the investigation, this matter had just two FBI-AQ
supcrvisorsd d Although SSA‘and ssA i<

play a role in the supervision of this investigation in late 1998 and 1999, by this date

cvents were no longer controlled, and some times not even mﬂucnccdl bi the SSA.'"

The key decisions that occurred after November 1998 ~ when SSA became the

took over the National Foreign
6

official supervisor of the investigation and SSA

Intelligence Program - were not made by cither SSA or SS

gl This was a natural consequence of the intense interest the Lee investigation
was beginning to generate, including the Cox Committee’s focus on the Lee
investigation and DOE’s determination to finally have Lee’s status resolved. As to the
Cox Committee, SC Middleton and U riefed the Committee staff on the case
on November 16, 1998 (FBI 11553) and testified before the Committee, along with DOE

and CIA witnesses, on December 16 1998. (FBI 11553)

U
) The most s(rikmg example of this was the FBI’s decxsxon to pcamt DOE to
mtemewand polygmph Lee in December 1998, a critical encounter with the subject of a
long-term espionage investigation which shoald have beea conducted by the FBI, not
DOE and its contract polygrapher, Wackenhut. ‘The decision to have Lee interviewed

. andpolygmphedbyDOBwasmadcbyDOB’sDxreoﬁorofﬂleOfﬁoeof

Countesintelligence, B4 Curran. But Curran did not actin a vacuum. Both SAC Kitchen
and National Security Division Assistant Director Neil Gallagher were well aware of .

*DOB’s intentions and intesposed no objection. (Kitchen 9/10/99; Gallagher 10/28/99)
to DOE condudting the p lygmph and proposed

owever, was opposed
en that the polygraph be conducted by an FBI polygrapher with @ PRC
I management had their “minds made

9/10/99) Asto

was the officlal case supetvisor, he was neither consulted nor asked his op onasto
whether the h should be done. He described it as an upper management

“deoision. 9/9/99)

to SAC
backgmund. But, according to S
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(U) SSA -scrvcd as the Supervisory Special Agent in charge of (he squad
, that handied FCI matters from July 1990 to July 1997. During this period of time, he was
o also the National Foreign Intelligence Program coordinator and, therefore, was also
responsible for Domestic Terrorism and Intemnational Terrorism program activities.

6/22/99) N

; (U) In late 1996, SSA fJJwas sclected (o be the Legal Attache (“LEGAT*) in
o Brasilia, Brazil and was due to undertake this position in the Spring of 1997. However,
Pl this position was not filled and SS ined in Albuquerque until August 1998,

! when he became the LEGAT in Athens, Greece. 12/1/99) As a practical matter,

’ however, SSA. involvement in the Lee investigation ended in August 1997, when
he weat to W: gton for several weeks of training. After his return, SS was
appointed supervisor of the White Collar Crime Squad, and its supervisor, SSA
appointed supervisor of SSA squad. Thus, SS: the
supervisor responsible for the Wen Ho Lee investigation from the time it was formally
opened in late May 1996 until he left for training in August 1997. (Id.)

18) SSAfwes an expericnced supervisor whose career had been devoted to
FCI work and, in particular, to matfers involvi From that perspective, he was bi
the ideal supervisor - a senior FBI agent with the training, the expestise and the judgment
1o manage & criically important espionage investigation involving ’
supervision of deecinywﬁgaﬁon_was,iqsevuulmatqial _

Lo Nevertheless, SSA|
i i respects, deficient: .
g . @) SS was the supervisor that selected  be tie
3 case agent on the Lee investigation. No decision in an mvesigation is more
< important than the choice of case agent and, in ¢his case, that choice.was in
: error. It is true that SS! ptions were limited, but they were not
, non-existent. If, in fact, the case could not have been assigned to SA.
i ' rshﬁxm SSAQhould have fought for the
o : permaneat transfer to the Santa Fe RA of an experienced FCI agent to take

! 130 i
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on this responsibility.'” Simply put, there were altermatives other than to
assign onc of the most significant and important cspionage investigations in
our nation to an agent who SS imself viewed as a "marginal
performer."'"

. ) SSA-supcrvision of SAqwas restrained and

intermittent, when it needed to be intense and consistent. By Qctober
1996, FBI-HQ was so frustrated with the pace of the investigation that it
complained directly to SSA According to a memorandum SSA
wrote at the time: "SA sic] has not been too vigorous
in pursuing this case” and SS moved to correct this problem by

with SS the possibility of transferring two senior agents to the Division to
work the case but decided that this would take too long and might result in the Division
getting agents who had seniority but did not have substantial FCI training.

1211199) Neither reason should have deterred SSA from seeking the erof .
senior agents. First, even if it did take several months to get the right agent on site, it
would certainly have been worth it. Seoond, FBI-AQ could have sought the “specialty .
transfer” of senior ageats with FCI experience — which is precisely what it did seck in

mﬂ SSA IR states that at the beginning of the investigation he did discuss

March 1997, whea it attempted tq replace § a“Special Agent with as
nmchNFchxpedenocasispraeﬁ QI again in July 1997, when it

attempted to replace the retiring Mﬁwmmwm
experience and training.” (AQI 6338) Inboth casw, FBL: suomsful
ageafs — replace
—~with significant FCI expesience. 16341-9m99 -9110/99)

17t() SSASIIolcarly recognized SA tations. When asked by
the AGRT whether SS. recommead or the FBI-HQ's

supervisory position which he obtained in January 1997, that he did not
and would never have recommended S&fora ory position at FBI-
HQ. g 2/1/%9) |

“torexczer i i—
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bb \,'\(1 assuming dircct supervision of| sic] as of two weceks ago,"'”
I (I'B1706) What is significant about this statement is that SS_I\:\(!
been SA direct supervisor continuwusly since March 1995,

He supervised S n two capacitics: first, since August 1990,
SSA had been the National Foreign Intelligence Program coordinator

and, thus, had programmatic responsibiljties for all FCI investigations (FBI
16137); second, since April 1995, SS was also the supervisor of the

Santa Fe RA and thus was the supe every agent in the Santa Fe RA
including, of course, SA# 6/22/99; AQI 6298, 6594) If
SA as not being sufticiently supervised prior to FBI-HQ's

October intervention, the responsibility lay with SS d not
with someone else.!*’

™(U) See also a memorandum from U to SS created on or

about October 18, 1996, in which U notes that he spoke with SSA bout
“the management of this case.” UC told SS o let SSA
while. . . .

commitment to assume direct supervision of the case “run its course for a
o appears to have been reluctant to impose his will on SA

seems to appreciate the problem.” (FBI 705)
investigative strategy, preferring that FBI-HQ be the

of FBI-HQ, refused the “highly time consuming request” as being who
unwarranted and noted in an internal administrative note that S

completely.” (FBI 756, AQI 1178) If that was truc —and it was true ~ then
should never have let the lead go to FBI-HQ in the first place. According to UC

5 knew the request was “baloney”™ and “goofy” but let it go to FBI-HQ anyway.
12/29/99) Ughwas “livid” about the request. Id. conceded to
¢ AGRT that the translation request was a “meaningless task.” 12/1/99) He

¢ up with to make it appear he

described it as a “filler” task which SA
was doing something on the case and to avoid tackli

the investigative leads he should
have been pursuing. But SSA did not want to just “om#off short” and
ecause S ould have gotten “huffy.”

refuse to send the book to FBI-

132
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. V) SSA-pcrmiucd, or at least acceded to, FBI-HQ running the Lee
investigation from Washington. As is discussed below, one of the
significant problems in the management of this case was that.it was a ficld
office case being run by a supervisor 1600 miles away. Consequently,
priorities and tasking for the case were being set in Washington rather than
in Albuquerque and, on a matter as critical as the FISA application, the

buquerque Division’s role was reduced to that of proof-reader.'*' SSA

and by aggressively taking charge of the investigation.

I-HQ that controlled the investigation and determined its
investigative priorities. See, ¢.g. S July 11, 1996
memorandum setting forth SS norites for the investigation.

(AQI957)

%))’ SSA- does not appear to have recognized the critical importance
of this investigation or, if he did recognize it, to give it the priority it
deserved. Thus, in both SSAPNational Foreign Intelligence
-Program *Strategic Plan" for FY 1997, issued September 13, 1996, as well
as in his "Review of FY 1997 Goals and Objectives" for the National
Foreign Intelligence Program, issued July 1, 1997, the Lee investigation is
listed as the fenth objective of the third goal of the Division's National
Foreign Intelligence Program, i.c., the very last objective of the eatire
National Foreign Intelligence Program. (FBI 16118, 16057)

So SSA o oussedﬁlcmattethﬁl andletSSA-be. the oné -
who the request for translation. W
handling of the matter as follows: “This is a manager who isnft-managing."

7/2399) ‘ : '
. ¥ (U) See, o.g., this stateinent by FBI-AQ concerning the Wea Ho Lee
investigation, which was made as part of the iaterrogatories which FBI-AQ completed in
anticipation of its 1998 inspeotion: “Most of the FISA request was written by FBI-HQ.
AQ assisted by furnishing additional information and proof reading.” (FBI 16235)

hd
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. BT SSA. initially recognized the importance of, and pursued, the
issuc of gaining access to Wen Ho Lee's computer files. Sce Chapter 9.

However, after reviewing the matter with SS in November 1996,
and being told by ss”um a FISA warrant would be required,

SSisscnlially dropped the issue. Indeed, it was so dropped that
even when the FISA application was being prepared, SS did not

insist on computer search authorization."? Nor did SS ake any
steps to insure that S aggressively pursued the gathering of

information concerning matters related to waivers, banners and the like,
even though there were clear signs in the case file itself that such a pursuit

miglit be productive.!®

- Uit ("NSLU™).

un)
‘”}87 FBI-AQ clearly had wanted computer search authorization. See, e.g., SA
ay 20, 1997 note to the file in which he states that FBI-AQ wants to include in

the FISA application search authority for Lee’s home and office computers, and other
items. (AQ'5353, 5354) There is no record, however, that cither SSA-Ot Slh
complained when Ss*wld SA‘thAt he just “wants to get up on the phones
right now” (AQ 5348) or when they reviewed the FISA draft application and observed
that it did not contain computer search authority. (AQI 5255) :

®|U) SA laced into the case file several significant computer

access-related documents from LANL (AQI 1079) that should have beea, but were
never, transmitted ¢o cither the National Security Division or-the National Security Law

in FBI-AQ's case file, certainly was accountable for its conteats. And in

those files were both the LANL documents and S
HQ that he would forward the LANL documents to k upon receipt so that the
NSLU could determine whether the FBI could gain access to Lee's e-mail pursuant to
LANL authority. S ncedes that he “dro the “ball" by not

fo the LANL documeats to the NSLU 12/99), but so did SSA
Had these doouments been seat to the NSLU, it have led to additional
es that would have uncovered Lec's signed watver and it might have led the

NSLU to reevaluate the “expeotation of privacy™ issue.

i 134
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. ERNERD) SSA‘houId have caused a thorough examination of both
the DOE Al and the underlying predicate for the AL At least, he should

have insisted on examining - or having S_ﬁxaminc - the

"walk-in" document, which FBI-HQ received from the CIA o

- but which FBI-HQ never showed to the case agent actuall
responsible for the investigation.'** This bears repetition: S_

who was the first case agent and the agent r i

of a year, never ¢ "walk-in" documen

bl ’
s decision toopen a ' ] .
8/12/99) Nor did SSA-recall ever seeing the “walk-in" document.

) |
W . L .
(BARTF) Itisnot as if SSA- did not have an inkling that the predicate -
for the investigation was in some doubt. On August 22, 1995, SA

*had sent FBI-HQ a teletype ~ approved by SS which
read, in part, as follows; B :

b

“‘&%ﬂ While the document could not leave Washington (FBI 418) or go to

" Albuquerque, no such constraints preveated the case dgeat from leaving Albuquerque

and going to Washington.

3 ' 135”"” ! ‘
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(AQI 2944) Similarly, on October 10, 1995, S sent another
teletype to FBI-HQ - again approved by SSA which cxpressed
similar reservations:

U)

Fo3
Lé' L7C

) I. The damage asscssment report is complcic, and
somewhat of a consensus was reached. The report was provided to
Notra Trulock at DOE-HQ, who in turn gave it to DOE-OCI.

' (AQI 2964) The possibility that the compromise might have occurred

4 & c somewhere other than at LANL was reinforced in a December 13, 1995
¥ teletype from S who participated in the conduct of the Al)
to FBI-HQ and FBI-AQ. S pecifically named Lawrence .
Livermore, Sandis, DOE-HQ and Pantex as other facilities with fJJJij &1

involvement. (AQI 2986)

Thus, SSA-had reason to question both the predicate for the
investigation and the AI's conclusion focusing exclusively on Wea Ho Lee
and his wife. Instead, FBI-AQ uncritically and unreservedly accepted the
Al as if it were found truth.'* . ,

“’E) FBI-AQ, at FBI-HQ's direction, did send leads to the Washington Field
Office of the FBI to interview a few of the individuals involved in the analytical process
leading up to the Al But these interviews were conducted by WFO personnel without
the “Q” clearances necessary for the receipt of Restricted Data and without necessary

-pause. See the interview o

background knowledge. Nevertheless, even these interviews should have given SSA
R (A 1046). T e bobc

;
;
?
/
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% SSA and the agents he supervised failed to recognize or
appreciate the significance of Wen Ho Lee's continuing access (o highly
classificd material.'*® For the rcasons stated in Chapter 18, this is a failure
on the part of both the FBI and DOE. The FBI's insistence that Lee's
access not be restricted while the investigation was ongoing,’’ as well as
the failure of both DOE and the FBI to recognize the profound difference
between Lee’s assigned tasks and Lee’s actual access, or to appreciate just
how much damage Lee could do from his own computer work station
without ever stepping into the LANL vault, are failures with potentially
grave consequences. SSAJJJis by no means the only responsible party,
or even the most significant responsible party, but he, like Sﬁ
and like SSA-dow bear a measure of responsibility for ure.

@) Ss id take a number of steps in the right dirccﬁon and they
should be noted as well:

. ()] SSA- appropriately recognized that S ould not be
_able to handle the Wen Ho Lee investigation by himself. He was

"instrumental in seeking and securing the assignment of S and SA
to the Division and certainly cannot be held responsible for ASAC

ick’s inappropriate decision to dxvett the agents to other assxgnments

&8% SSA -madc substantial cﬁ‘orts to irisure that moving
and in the right direction. This included innumerable meetings
mon track !* In‘addition, SSA fJJJJjattended critical

-

—a-

1w Onc dramafic consequence ofﬁns ﬁailurewasﬁle fact that Lee -
remained in a position which permitted him to download onto tape extraordinarily
seasitive material in 1997. -

)
7 (8) As discussed in Chapter 18, D:rector Frech tevoked that insistence on
August 12, 1997.

¢ (U) For example, S notes indicate meetings with SSA on the
Lee investigation in April 1997 on the 15%, 17*, 28* and 29%; and in May 1997 on the

j‘l nr j
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Dot mectings and intervicws on the case. Sce, ¢.0., a meeting with DOE

—

bo officials at LANL on April 15, 1997 (AQI 5028), and the interview of [’
oo | - 1) |
W

&Bﬁﬂ’) Moreover, the AGRT would be remiss if it did not note that SSA’
had a wide array of other responsibilities. In addition to supervising the Wen Ho Lee
investigation, SS supervised the rest of the National Foreign Intelligence
Program, which included of course the other very significant FCI case referenced above,
and numerous other matters.'** Moreover, SSAﬂso had responsibility for the
Santa Fe RA (until January 1997) and for FBI-AQ’s Drug Program (uatil July 1, 1997),
including the creation and supervision of a multi-agency drug task force that ultimately
involved numerous FBI agents, an IRS ageat and a DEA agent. 12/1/99; AQI
6298) Moreover, because SS in Albuquerque and SA in
Santa Fe, they did not have the benefit of the frequent informal and casual
communications that are so beneficial to the guidance of a case.

(U) Nevertheless, this investigation was SSA- responsibility. Whatever
limitations the case agents brought to the case, whatever the logistical difficulties of
supcrvxslon, whatever other matters commanded his time, it was SSAthgauon
to insure that this important case was advanced appropriately and aggresstvely. That did
not happen. and the immediate case supervisor must obviously bear significant
responsibility for that failure.

ub«»ss_
A&y

) SsA :d the Wea Ho Leemmugauonﬁ'omSepwmbct .
1997, when he took over and becanie the National Foreign &/

2% 13% and 19% (AQI 5028, 5375, 5362, 5367, 5408, 5355, 5356) These arc
undoubtedly only a small sampling of the numerous mectings which SSA.held
with S ncerning the investigation. '

" SAC Kneir told the AGRT that §S speat a very substantial
amount of time on this other high priority FCI case. (Kneir 10/6/99)

W
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Intelligence Program coordinator, until October 1998, when he Jeft Albuquerque to
become LEGAT in Tokyo.'” Hsnzm, 12/7/99) ssh

bac.kground in the FBI was not FCI work; his assignment for the two years_prior to
taking over SS National Foreign Intelligence Program responsibilities was as
FBI-AQ’s White Collar Crime Squad supervisor.'' (Id.)

SS_enurc as supervisor of the case was marked by one

significant accomplishment, and one alone ~ the ~ and'that itself &/
can only be characterized as an accomplishment because of a fortuitous event that took
place at the end of the operation. See Chapter 14. That, ina nutshcll, is what was right

and what was wrong about SSA {JJJiftcaure as supecvisor.

) SSA ook over the squad just after the FISA application had been .
rejected by OIPR.  He told the AGRT that he recognized that, in the wake of the FISA
rejection, FBI-AQ needed to have an alternative investigative plan. He said he discussed
this with both SAC Weber and SAquﬂ/%) Nevertheless, there is no
evidence that FBI-AQ took substantial steps to design and execute such a plan.'*

% (U) SSA like SSAfJJad other significant responsibilities
beyond the National Fofeign Intelligence Program. For example, SS was in
¢ of the Evidence Response Team from September 29, 1997 fo. 5915)
was also FBI-AQ's coordinator in preparation for its 1998 inspection.
12/7/99) Bven as to his assignment as coordinator of the National Foreign -
ce Program, responsibilities beyond that of FCL. The NFIP

Coordinator, for example, was also responsible for Domestic Terrorism (“D'I") and

——

' Intemational Terrorism (1T).
(U) SS. joined the Albuquuque Division in Apﬁl 1995 and .
immediately became Oollaraxmcpmgmnoootdinatot (4) Hewas = -

responsitle for the White Collar Crime squad from April 24, 1995 through September

.28, 1997, at which point he took over the National Foreign Intelligence Program and

SSA-cquad. (FBI 15915)

%2 () There are a few disoussions with SSA-as to possible investigative
options, gee, ¢,g., AQI 5331, but that is all. '
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(U) Itis not that there was no alterative investigative plan. SS-l:ad
written such a plan but it spent an unacceptable four months working its way out of FBI-

HQ. In that four month period, the most consistent theme in Sﬁghandwrmcn
notes to his-work file, or in other FBI-AQ files, is this: Where's the plan?'?

(U) There is something Obviously and fundamentally wrong in the management of
a case when the field office agent and his supervisor must wait, or are required to wait,

for FBI-Hﬁ to tell it how to conduct its case.'” After the FISA application was rejected,

SS ad two options open to him, neither of which he took: He could have
seat a communication to FBI-HQ formally advising FBI-HQ as to what FBI-AQ intended
to do with the case, which at the very Ieast would have expedited a response from FBJ-
HQ; o, if he determined that FBI-AQ did need guidance or instruction from FBI-HQ, he
could have escalated the matter up to his SAC, James Weber, when the investigative plan
was not forthcoming. Instead, the matter simply languished and four months of

investigative time was lost.

,'%The most remarkable point that must be made about the four month delay
while FBI-AQ waited for the FBI-HQ teletype is the reaction of FBI-AQ personnel when

B ) FBI-AQ’s long wait for “thc plan” is the subject matter ofSA.nowc
dated Angust 13, 1997, August 19, 1997, August 22, 1997, August 27, 1997, August 28, -
1997, September 2, 1997, September 5, 1997, September 12, 1997, September 24, 1997,
Sepﬁembcr29 1997, October 1, 1997, October-15, 1997, 00005&20 l991and’ s
December 12, 1997. SQQSeouon“H(ot)(e)('w)" of this chapter, '

) U gnimdﬂzis.evendxonghitwashismxtﬁmtgenmﬁodﬂxe
~ investigative plan for FBI-AQ. He said the December 19, 1997 teletype, containing the

investigative plan, was “unusual. [When you have to] start putting (& n in {the] field

office mouth its pretty damn embarrassing.” 12/29/99) 1d the
AGRT he wrote the teletype because FBI-AQ was “screwing up on atime
bomb.” He added that in a “normal investigation [1] woulda’t bc telling the field what to

do. -12/15199)

! © 140 !
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they received it: They largely ignored it,'* including onc of the few items listed jp the
tcletype that was mandatory, j.¢., was (o open preliminary inquirics on
besides Wen Ho Lee and Sylvia Lee who were identified in the Al as potential suspects.
(AQI 01560) This was not donc. Indeed, the preliminary inquiries still réma_ihcd
unopened a year later.'*  Significantly, SSAqiid order S o open the
preliminary inquiries (AQI 5503), but he never pursued it with S

when he failed to
do so ~ even during their periodic file reviews. -91 12/99) See Chapter 14.

bl

—END SSA_pn‘hcipal priority in connection with the Lee
investigation should have beea to move it forward aggressively and appropriately and
with dispatch. Yet virtually nothing happened on the case between August and

December 1997. As to the time period of January to Angust 1998, th . , L)
was planned and did take place'? but it took far too long to plan and execute!**

3 (U) According to SAJJJRSAC Weber — who told the AGRT he did not

remember even seeing the teletype (Weber 10/28/99) — viewed the teletype as
condescending, and that the teletype made it look like FBI-HQ was running the case

-9/ 12/99) — which, of course, it was.

Y .
_ "‘&S)"lhcprcﬁminatyinquiriw were finally opened in March 1999-
:9/10/99), 15 months after FBI-HQ had ordered them opened.

| LTt SSA actually missed boh B "“

SSA destrbed SS2
ROSCICE &S IMH p . wm Asmm 4 —nqn;ug' s. U u»«ln p
TOWCYS mm&g“ neciny was .-.'_—':“\, 0ONL ‘l I L
: /

AQ] 159 0 183 SSA iy «(v-l
rom aftending this meeting, (According to S/ : :
Quantico, 9/12/99; AQ 4835)) As to SS/
his was certainly unfortunate and ¢ 1Ave he .
[he was a year in the making and all of the FBI's hopes were
pinnedonit. The FBI-AQ SSA responsible for the case should have beea preseat for the
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to reopen and reexamine the whole issue of gaining access to Wen Ho Lee's computer

It is not that there was no one around to fill SSA
hoes during the fNNNENNENNNNNNY s was his principal
',cfsupcmsorandshewasmcharge mlns abscnoe

and both the planning and the exccution were flawed in multiple serious respects.

Chapter 14. And, finally, from August 1998 until October 1998, when SS

left the Albuquerque Division, the investigation continucd to move al glacial speed. In

the month of Scptember 1998, for example, almost nothing took place in the

investigation. One significant interview was conducted'” and S ontinued to

pursue the possibility that Lee was engaged in bi
a possibility that was in fact without merit.*” And that is it. I

(U) Another significant matter was SS failure to instruc{'S

ve beert slightly advanced or slightly d
—not en Ho Lee - ﬂmtcontmlledth

ifically approved the scheduling
(AQI 4901)

1% (U) This was apomtﬂmtDuectorFteehemphasmdmhxs interview with the
AGRT. (Frech 11/11/99) :

) ALANLsctcnust.bythenameof_

September 11, 1998. (AQI 1900)

bé
was interviewed on g

egations never warranted the attention that FBI-AQ gave it.
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files following the FISA denial. After all, back in November 1996, Sl\-had
indicated that Lee's X Division had not yet gone tirough the on-linc registration systemn -
a system that might constitute a waiver.?®' It was now almost two years later and yet no
onc had checked back with LANL to determine if X Division personnel - including Lec -
had now been registered on line. If they had done so, they would have leamned that X
Division was fully registered by the spring of 1997.2 See Chapter 9.

: %F) Finally, some of the same criticisms that can be lodged against SS
- a failure to examine the underlying predicate for the Al, a failure to review the "walk-
in" document, a failure to analyze the merits of the Al (as ASAC Lueckeahoff would
soon do) — must also be attributed to SS S 1d the AGRT that he
could not have questioned the validity of the Al because the investigation was already
*like a train going 120 miles an hour." -9/ 12/99) Putting aside the fact that
whatever else this investigation was, it was not “like a train going 120 miles an hour,"
FBI-AQ most certainly should have questioned the validity of the Al and its predicate.
The failure to do so is attributable to both the case agents responsible for the case, SA
and Sﬁ-and their immediate supervisors, SSA-and SSA

1d the AGRT that while he did review the Lee case file,

m’@

he does not recall s¢eing ovember 1996 documents conceming the
computer scarch issue. )

2 () §§ told the AGRT that, beoauss of the handling of soveral
other cases, it was his assumption that a scarch warrant was required to search Lee's

office computer and he further assumed that there were no banners on the LANL
computers or waivers signed by Lee. 1217/99) Nglther assumption was

o
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H. (U) Were i in FBI He '
appropriately ¢ in idi i irecti i ring
hat the case was pursued ively and with the proper ¢ itmemt of resources?

1. (U) Introduction®”

(U) Much that went right in this investigation ~ but also a great deal that went
wrong - is attributable to the handling of this case within NSD. That the case got as far
as it got is a testament principally to the tenacity and persistence of NSD and, in
-particular, to SSA That the case was a catalogue of missed o
and misunderstandings is also, unfortunately, a testameant to NSD and SS
Without NSD’s active involvement and prodding, there would have been no case and, if
there had been a case, it would have sputtered to an end long ago. With NSD’s
involvement, however, came a series of misjudgments and other problems that nearly

crippled the investigation.
2. (U) NSD Personnel

(U) The personnel who had some involvement, or were in a position to have some
involvement, in the Lee investigation were as follows:

Assistant Director, NSD RobertBryant (1993 to 3/97)
John Lewis (3/97 to 9/98)
Neil Gallagher ~ (11/98 to 3/99)™

ities

3 (U) See FBI-HQ organization chart at cnd of this Chapter.

4 (U) AD Gallagher remains in this position. Between AD Lewis and AD
Gallagher, Larry Torrence served briefly in an acting capaoity.

rordecre
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Deputy Assistant Director for Cl

ngScclion Chicf,ﬁ bi
(5) Unit Chicf,‘ b |

Supervisory Special Agent
3. (U) What went right at NSD
)
into this investigation by SS

® UcC

b

e

Much did go right at NSD, and that fact is largely attributable to the effort put

@& > g5 sc Middleton remains as the chief o . ‘
noted that William Doherty was the acting chief of the section for two brief time periods.

mains the chief of- ' L/

Again, as stated carlier in this chapter, the date March 1999 is used
d date of the time period covered by this report.

because it is the
SSAin theﬁ()nit until his retirement.

John Lewis (1994 t0 3/97)
Larry Tomrence (10/97 to 11/98)*"
Sheila Horan (1799 10 3/99)**
Jerry Doyle (1994 10 11/96)
Steve Dillard (1/97 10 9/98)

Chuck Middleton  (11/98 to 3/99)*"

(1994 to 3/99)"

provided support for FBI-AQ’s preliminary

. (SA¥F) In 1994, SS
inquiry concerning Wen Ho Lee. Specifically, he caused various FBI assets

%5 (U) Between DAD Lewis and DAD Torreace, several individuals served in the
post in an acting capacity, including John O’Connor, Ray Mislock and DAD Torrence.

%6 (U) DAD Horan remains in this position. Between DAD Torrence and DAD
Horan, Tim Caruso served in an acting capacity for a brief period of time.

In addition, itshouldbe &

mained an

roejecrenf
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‘ to be questioned about Lee an
b Sec Chapter 5.

") In late 1995, SS acilitated the assignment of SA|
o assist DOE in the conduct of the Administrative Inquiry and took
steps to insure that FBI-AQ was included in a sensitive DOE briefing which

Y

. (U) Immediately followi
- SS gave S
the investigation. (AQI 954
()] SSA-along with SC Doyle, traveled to FBI-AQ in July 1996 to
_give the Division additional guidance on investigative strategy and to
" evaluate the need for additional FBI resources. (AQI 957) He then assisted
in shepherding the request for the two additional agents through FBI-HQ
and in notifying FBI-AQ that the request for addmonal agenfs had been

_ approved. (AQI 984) N
« &S the original for the full Y

eountenntclhgenoe inveéstigation (FBI 591) and obtained OIPR’s approval
of the full investigatior on Wea Ho Lee, (AQI1017)

. %‘S tiandled the processing of numerous national seourity
letters fotbankandccedxteatdtooords associated with the Lees. See, e.8.,

AQI 1033, 1099, 1106.

‘ %"f At FBI-AQ's request (AQI 1096), Ssn*dmﬁod the application
for mail cover authorization, which was ultimately approved by the. . .

Attorney General. (FBI 728, 737)

ror¥ecren QR
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of the full investigation at FBI-AQ,
explicit guidance as to how to conduct
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. (U) SSA crsonally wrotc the FISA LHM that was submitted to
OIPR on July 1, 1997, and worked closely with OIPR to revise the
application several times.?'® (FBI 13185) :

d (U) Afier the FISA application was rejected, Ssmraﬂed anew
investigative plan for FBI-AQ, which eventually worked its way out of FBI-
HQ and into the hands of SSA [ =nd S (AQI £560)
substantially involved in the planning for |

(AQI 4775)

(U) Iran investigation that suffered from innumerable changes in personnel,

uneven talent, and various other difficulties; SS a consistent source of
commitment and hard work. He was also, however, responsible-for several serious errors

that fundamentally and adversely affected the investigation.

4.@D¥{hmmmﬁﬂﬂ).

(U) Because NSD micro-managed ﬂus imns(igation. decisions that normally

.would be made in the field were, instead, made at FBFHQ. And several of those
decisions were wrong, with material adverse consequence for the investigation. .

uo nforﬁxnately. this was also onc of the most significant matters that went

wrong in the investigation, While OIPR is principally responsible for its rejection of the
FISA application, SS. made this rejection nuch more likely by failing to

inolude critical incriminating information in either the FISA LHM or the supplemental

inserts he drafted.

bj
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a. (U)
(U) In the time period of Junc 1995 to September 1995, NSD should have become

far more directly engaged and involved in this investigation. Its reluctance to do so went

beyond the appropriate bounds of healthy skepticism or due deference to DOE's
expertise. Given the nature of the underlying allegation, and given the FBI s preeminent

role in the investigation of espionage, NSD should have done more.
eceived information from DOE

vl V¢ SR As carly as June 28, 1995, SS
) that - ‘

bl

(FBI 336) A similar message came into NSD from FBI-AQ:
(S/RB/NF) Notra Trulock, Director, Office of Energy Intelligence,

Department of Encrgy (DOE), Washington, D.C,, visited LANL on
June 28, 1995, The purpose of his visit Wwas to vise Dr. Siegfried

bl | .
(AQI 2933) ' NéD cleatly undecstood ﬂmt‘hnloekhad ppncluded as oflidy 1995 that the

Ll

——
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(FBI 344) We do not suggest that this was ncccssanly enough for the FBI to open a full
Unknown Subject ("UNSUB ) mvcs(:ga!son in July or August 1995."' After all, DOE

5/
dentten | AL
b&,L?c
cngQI
view as of July 5, 1995 was that "thero was insufiiclent dence g
to vmmntthe nitiation of dn FBI full field inmﬁgadon. (DOB 8486) SCDoylo sald 4

that the FBI did not want to preoipitously press tho panio button. (Doyle 10/19/99)

o5
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f e (AQI 2947) SS ut his position cven more bluntly in a memorandum to the
bt b file he wrotc on August 4, 1995: “the most prudent course would be to do nothing so as to
not compromisc [FBI] contacts and so as not to sct Icads on an investigation that is not

yet open."'? (FBI 13046) (emphasis added)

Prudence, in fact, dicta

L} ,
NSD should have sought access to the walk-in document - the

ocument which NSD knew underlay this allegation - immediately upon leaming of its
existence. Whatever the CIA's obligation may have been to notify the FBI of the
existence of the walk-in document, by ¢ FBI did know of its existence and

yetwassﬁuunv(iﬂingaggressivelytoseekitout.

ificant. Had NSD obtained

M .
12 (8 Technically, the investigation was open. FBI-HQ had instructed FBI-AQ to

F@ open and assign the “Kindred Spirit” investigation on July 20, 1995 and it was opeaed
July 24, 1995. (AQI2935) Although the opening of

( WK |and assigned to on '
L1 | the case file was larpely an administrai matter designed o accumulate in one location
the growing pils of relevant documents fJJJJJJ6/22/99), it was nonctheless.an opea file.
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(87NF) The FBI"s unwillingness to seck out the walk-in document for itself*"?

was consistent with the FBI's general reluctance to become involved in this matter.'¢

b. (U) NSD's undue deference to DOE

(U) From the beginning of the Bl s involvement in this matier, the FBI showed

an uncharacteristic willingness to defer to the judgment of another agency on.a‘matter
central to its jurisdiction, i.e., the investigation of allegations of espionage.

(U) In the time period of July 1995 through October 1995, NSD repeatedly
expressed the position that it was DOE - not the FBI — that needed to decide if espionage
had been committed - and it even looked to DOE to identify a subject.?'” -

tomakcsenseofﬁewalk-indoment, ﬁmewuemomdmnafcwof hem at DOE.
ue For le, on July 13 1995, Notra 'ItulockmetmﬂlDAD John

: examp.
Lcwwandaskedd:atdwFBIjoinDOB’sdamgcaswmwﬂadmiﬁsminany

team, referring to what would come to be known as the Kindred Sp frit Anslytical Group

(“KSAG") According to the FBI's own record of this meeting, “FBI-HQ declined until

such time as DOE had a prima facie case oprionage. (AQI2935)
) See, ¢.g., the following: '
%8)’ From a July 12, 1995 FBI briefing memorandum (FBI 344)
(35 (The director of LANL)] thought the FBI should be brought into this

'm;{m . . .

bl




fgiq;_ / {8) From an August 4, 1995 memorandum to the file, reflecting a telephone
b, 1 A QQRCFE! 13046 |

LA

by ™ oo |

£8Y Whatever argument can be made for the FBI staying on (he sidelines of this
investigation prior (o September 1995, the FBI should have asserted “primary |
investigative jurisdiction"?"* afier it received DOE's September 25, 1995 letter.  This
letter, which was designed to enlist FBI support of DOE’s Al, read in part; |

[investigation], but no request for assistance was made to Santa Fe FBI®
FBIHQ advised Santa Fe to stay out of this until DOE decided it had a )

prima facie case of espionage.
¥

w
£8) From a July 20, 1995 airtel from FBI-HQ to FBI-AQ (AQI 2935)

W) -

&2)’ Trulock asked that the FBI join DOE’s damage

assessment/administrative inquiry team, but FBIHQ declined until such

time as DOE had a prima facie case of espionage. /
|

conversation between SSA

M%F) If DOE thinks an espionage case is founded, we can then pursue an Ll |
vesgaion D

(v
From an October 12, 1995 commumoauon from FBI-HQ to FBI-AQ (FBI 3255):
i

€]
( ) (8) DOE has not requested the FBI conduct an investigation.
W X .
,(85 From a November 3, 1995 briefing memo from SC Doyle to AD Bryant (FBI 400): |

n) '
}smv) [A]t present this is a DOB investigation with FBI and CIA
assistance, but should a subject be identified, the FBI would be responsible
fo< the espionage investigation. ‘ x
s ,(8’5 See the discussion of the DOE-FBI Memorandum of Understanding in |

Chapter 7.
rop WW
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’ (
(FBI 13045) At this point, the FBI should have asserted its Junsdlcuon and taken over

.
- - -

this investigation.?"”

(U) Nor is it a sufficient response to say that the FBI did detail S”
to support the DOE Al. SAdinvolvement in the Al was quite limited; irideed, he
dropped out of the Al process more than two months before it was complete™ and never
cven saw the final version of the Al. In any case, there is an obvious world of difference
between a DOE inguiry supported by the FBI and an FBI investigation supported by

DOE. One preeminent distinction, of course, is that the ultimate judgment in a DOE Al is

controlled by DOE, not by the FBI, a distinction with great significance in this
investigation. See Chapter 7.

U

g(SAJF) By September 1995, the analytical portion of DOE’s work was complete
and the message communicated to the FBI was that it was “highly probable" that
classified nuclear weapons design information had been “illegally” acquired by the PRC.
In other words, DOE had made precisely the judgment that SS d repeatedly
said the FBI was waiting for: a judgment that espionage had been committed. Now the
issue was a traditional “whodunit.* A suspect or group of suspects needed to be _
identified. This issue of culpability ~ which was the sole subject matter of the DOE Al ~

did require special expertise. But that expertise did not reside in DOE; it lay in the FBL*

4% (U) Deputy Director Bryant told the AGRT that, upon reflection, the FBI
probably should have taken over the investigation at this time. (Bryant 11/15/99)

('% SA-reccived another assignment that rendered him mwﬂabic. L
1 .

AD Gallagher emphasized this point to the AGRT. He stated that one of
the lessons learned from the Wen Ho Lee investigation is that if the FBI is going to
inherit an investigation involving a matrix — an effort to narrow a list of suspects by
examining pertinent criteria — it needs to be involved in the creation of the matrix. An
office with experience in UNSUB espionage investigations, like the Washington Field -

ror Scre /Y
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(U) The FBI's unwillingness to assume primary investigative jurisdiclion was
conscquential, 1o say the feast. 1t led (o the creation of an Al that was flawed in multiple,

material respects.  See Chapter 7.
(W

A8 The deference shown to DOE in connection with the Al was only onc
example, albeit an extraordinarily significant one, of the FBI showing undue deference to

DOE. There were, unfortunately, other such examples:

(SARTT Even after the FBI had launched its full investigation of 'ch Ho
Lee, the FBI deferred to DOE the determination as to whether the predicate
for the investigation was in jeopardy aft

\ (FBI 11725, 20307, 662, 663, 668) That the FBI needed to discuss
this matter with DOE is indisputable; it is equally clear, however, that the
~ even after opening its full investigation and submitting i
to OIPR ~ was still according to DOE almost preemptive control over

the predicate for an FBI investigation.

bl

e

Office, should have created the matrix. (Gallagher 10/28/99)
u e . . . X
2 (85 SS id order FBI-AQ to interview DOE scieatists (AQI 957) but

({SL this was not done to fest the predicate but, rather, to document it should there ultimately
e be a prosecution, SS#OM Smt the scientists needed to be
b(’» interviewed, or an October 31, 1995 DOR briefing written up, in the event of a trial. He

told S t “if we get lucky, this thing is going to trial.”
This point was emphasized to DOE as well, which was told on or ab

ropéecreri NN
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NSD acceded to DOE's decision to interview and polygraph Lee in
December 1998. According to a memorandum AD Gallagher wrote to
Director Freeh prior to the interview and polygraph, NSD had "no
objection" to DOE’s decision. (FBI 07652, 07721, 01408) [t should have
objected®* Permitting Wackenhut to conduct the polygraph of the

an analyst who worked for Trulock, conveyed this message from
the FBI: “Caution was given not to say anything that one would not be comfortable
testifying on a witness stand.” (FBI674) :

2 (SRBANTJ That the FBI needed to thoroughly examine the predlcatc should
have been obvious even absent any red flags suggestmg that the predicate was in doubt.
But here, there were substantial red flags, including: (1

that an FBI aicnt would soon be coming to DOE to meet with someone to take a

(AQI 2944); (2)
(3)i§
FBI 694); (4) the FBI's. ekepticism about otca Trulock’s perception of

Chinese espionage efforts; see, o.2.}1

(FBI 20768); and (5) the CIA’s September 1997 assessmeat
of the Chinese nuclear weapons program, which NSD received but whose significance
NSD neyver appreciated. Sce Chapters 6 and 13, (FBI 12360)

f’éh must bo emphasized that NSD was not alone in falling to objoot to
DOR's decision. FBI-AQ did not object either, Although S d object to
/10/99), and the case agen!

DOR doing the polygraph

ror yécrer ]
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principal subject of a multi-ycar FBI investigation concerning an allegation
of incalculable significance was clearly a mistake, and not an insignificant

one either. Sec Chapter 17.%

c. (U) NSD should have recognized the flaws of the Al

(U)SsS dU cad the DOE Al “cover to cover” and a copy
went to SC Doyle as well. 12/15/99) There is no reason why these NSD
officials in May 1996 could not have done what ASAC Lueckenhoff did in December

“shocked” to learn that DOE was going to do it and that it was a “done deal”
9/7/99), SAC Kitchen registered no objection and it was SAC Kitchen, of course, who
ke for the Division. (Kitchen 9/10/99; Curran 2/9/00) SAC Kitchen told the AGRT

spo
that he had heard that Wackenhiut was pretty good and Ed Curran vouched for them.
(Kitchen 9/10/99) Director Frech told the AGRT that the FBI — not DOE ~ should have

done the first interview and polygraph of Wen Ho Lee. (Freeh 11/11/99)
5 ¢85 Nor is it rendered any less a mistake by the speculative possibility that Lec .

amight be more receptive to being approached by DORE than by the FBL Justthe opposite -
“mmmmmmmM- L

had specifically told Lee that he was going to report
“matter to “the local FBI

le follow-up.” (FBI 1350) An FBI approach

their
could have been linked comment to Wea Ho Lee. Morcover, giventhe highly
classified and sensitive nature of the ducted at LANL, the FBI's presence at
LANL was not unusual. Indeed, S told the AGRT that he would routinely
stand outside the LANL entrance the moming so that LANL pergonnel would
know that the FBI was on site that day. m 12/99) Morcover, as SSA
1d the AGRT, having DOR do the intecview and polygraph of Lee would not

'thc been of less concem to Lee than having the FBI do it. DOB, afterall, |
“could take his job.” 9/ 10/99) Seo Chapter 15, : ' .

% (U) SC Doyle said he “probably” read it. (Doyle 10/19/99)
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1998: recognized that, in its singular focus on Wen Ho Lee, in its sclection criteria for
suspects, and in its cvaluation of other potential venucs of compromise, it was a deeply

flawed product. **’ Sce Chapter 7.

U

S(B))’ This is not to say that the Al’s information on Wen Ho Lee, when combined
with what the FBI already knew about Wen Ho Lee from its 1994-1995 preliminary
inquiry, see Chapter 5, did not warrant the opening of a full investigation on Lee. [t'most
certainly did.2* Rather, it is to say that the Al did a patently inadequate jobin |
identifying the full range of other potential suspects, a consequence in part of its
misperception and mischaracterization of the predicate for the investigation. NSD
should have taken the Al, af most, as its point of departure, rather than as its point of

arrival.

(SARD) NSD’s failure appropriately to react to the Al is particularly troubling
licitly advised NSD that it needed to do more than

given the fact that S
simply open an investigation on Wen Ho Lee. One of his last acts as a participant in the
Al process was to give FBI-HQ a piece of important advice: He told SSA,*bat

21 (J) Whatever presumption of validity NSD gave to the Al because of SA

involvement in it, they also knew that been reassigned two
months before the AI's completion. - They knew or known that the final Al
tk product but, rather, that it was a

report could not fairly be described as S4
DOE document created by DOE personnel based on DOE assumptions. Indeed, SA

ever even read the final Al report. See Chapter 7.

2t (GRB/NF) Indeed, a full investigation on Lee was long overdue and, as

discussed in Chapter S, the preliminary inquiry should have been converted into a full
investgaion
TOP CRETM
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the FBI should open two matters: a full investigation on Wen Ho Lee and a full
investigation on an Unknown Subject

Had this advice been adopted, some of the inadequacies of the Al would
have been addressed in a timely fashion by the FBI itself.?! Instead, there was just onc
consequence of the Al the opening of a full investigation on Wen Ho Lee and his wife,

Sylvia.®* Much more needed to be done.

told the AGRT that he told SA ittt e UNSUB

=0 s\ g
investigation was a “slam dunk” and, if he was the responsible supervisor, he would also.
open a full investigation on Wen Ho Lee. 12/14/99)

B(U)Ss id not recall receiving a recommendation from SAF
to cither open the case as an UNSUB or to conduct additional investigation at other
locations or involving other suspects. 15/99) Itis, reasonable to conclude,
however,‘thats advice was communicated to SS ince it is
consistent with writtea plan for addxuonalmkugauveacuvxtythatnoeded

to be conducted. (FBI 15868) See Chapter7.

™ (SANF) The fomer Section Chief ofJJJJJJfstove Dillard, told the AGRT that, b1
in hindsight, an UNSUB cas¢ should have been opened whea the FBI leamed of theloss

of weapons design infoxmauon. (Dillard 8/6/99)
FBI-HQ did not instruct FBI-AQ to open the preliminary inquiries on the

 other LANL personnel uatil its December 1997 teletype to FBI-AQ and, then, it was in

response to OIPR's concerns about the failure to investigate the other individuals named
in the Al 7/23/99), rather than in response to FBI-HQ's own reading of the AL
That may explain why FBI-HQ did nothing (uatil 1999) when FBI-AQ {gnored the

instruction to open the preliminary inquires.

W%M
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IFBI-AQ’s handli fthei

)
&y SSA-told the AGRT that the investigation was a "disaster” in the
7123199 /28/99) UC

ficld and that FBI-AQ "***ed" the casc up.
ad his own concerns with the management of the case out in FBI-AQ. He told

the AGRT that he "wasn't impressed”
at dealings w:th' him were
unit, however, never availed itself ofa  § |

“disappointing.
variety of available mechanisms to complain about FBI-AQ’s handling of the case

Y)

or

F) This issue goes substantially beyond the failure of either SS
U complain about the two agent diversion issue. There were a host of other

deficiencies in the handling of this investigation by Albuquerque Division, including SA
itations, the sluggish pace of the investigation,

adequacy, S i
¢ clear absence of initiative and self-direction, and FBI-AQ’s pursuit of unproductive
egations). There was much to complain about and yet, priorto & /

detours (e.g., the
October 31, 1998, when U dSS id complain to ASAC

Lueckenhoff, there were few complaints.

N,
&Sf;/ The opportunities to complain were present:

| (U) First, the unit could have insisted on insuring that SAC Weber and SAC
Kitchen were briefed on problems in the case before they assumed their new duties in
Albuquerque. Neither were briefed. (Weber 10/28/99; Kitchen 9/10/99)

(U) Second, at any point, the unit or section chief could have picked up the
telephone and complained to ASAC Dick or SAC Weber about the handling of the case at
" the ficld office Ievel. This was not done cither. (Weber 10/28/99; Dick 7/29/99) Nor is
there any indication that complaints were communicated to SAC Kitchea prior to his
hearing from ASAC Lueckenhoff in November 1998 about NSD’s concerns. (Kitchen
9/10/99) And, while it does appear that SS id initially complain to SSA{{JJJ}

ror Mcre{
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luggish pace (FBI 11620, 13040), there is no indication (ha

ressed its concerns about the investigation with SS successor, SSA
uring the year that SSA was in charge of the investigation.?”?

o Third, the unit could have availed itsclf of the inspection process, which

FBI-AQ underwent in August 1998, to register its complaints about FBI-AQ's handling
of this case. was required to complete questionnaires (called mlcrrogatoncs")
concerning FBI-AQ’s handling of its National Foreign Intelligence Program .. -

investigations. Those interrogatories were completed and then incorporated into
overall response. final response, there is not a single reference to problems

with FBI-AQ’s handling of the “Kindred Spirit" investigation. (FBI 16267 to 16378)

This is obviously becaus contribution to the final interrogatories also omits any
reference to, or complaint about, FBI-AQ's handling of the *Kindred Spirit"
investigation.®¢ (FBI 21846 to 21858) This is a particular failure on the part of NSD
since the interrogatories explicitly asked questions that presented an exceptional

opportunity to express their concerns.?’

o SSA?old the AGRT that he spoke with SSAQJJJjnd
U numerous times and they never mentioned that they were dissatisfied with
27/99)

FBI-AQ’s handling of the “Kindred Spirit” investigation.

W) -
B4 (8Y There is some reason to believe that U intended SS

make some reference to the Kindred Spirit investigation for inclusion in the
interrogatories (FBI 21847) but there is no reason to conoclude that such a reference
would have addressed FBI-AQ's deficiencies in the handling of the matter. ‘In any case,

it was not donc
”‘,(8’)' See, g, the following interrogatories:.

P

Intetrogatory number L3: “(S) Are the ficld division's objecum realisticin -

terms of the perceived threat and the present capabﬂmw of the division?" The response
- to the question “(U) Albuquerque's objectives in handling matters within the
met are realistic and consistent with the division's capabilities.”

purvww 0
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told the AGRT that interrogatorics arc not, in reality, used as an
opportunity to complain about a ficld office: "We're never allowed to be candid in
interrogatories.” b 2/15/99) If true, if the FBI "culture” does not encourage,
indeed require, that FBI-HQ personnel be blunt and candid in interrogatories, this
essentially eviscerates the value of the interrogatories. The issue is not whether the
inspectors who examined FBI-AQ should have picked up problems with the "Kindred
Spirit" investigation on their own.®¢ The issue is failure to avail itself of an &}
institutional mechanism - the inspection process - which is specifically designed by the
FBI to insure that all signiﬁcant problems in a field office are identified and addressed in

an inspection.

%Fmally.

if necessary all the way to the Director, concerning FBI-AQ’s handling of the case.
id communicate their concemns to their Section

i UC s AR

(N
£8) Interrogatory number II.1.c: g(&) Identify any known FIS [Foreign
Intclhgcncc Scmcc] threat or issue threat where results have been limited and additional

attention is réquired.” The response to the question was: “(S) None known to-
Unit.” (FBI 21850-2185 1) .

,(%)) Interrogatory number IL8: “%)7 Are there any specxﬁc investigative,
administrative and/or organizational problems detected by NSD in this division which
require specific inquiry or consideration during this inspection?” The answer provided
was: one known nit” (FBI21857) .

ﬁ#?nwn'ognto nnmb«ﬁ.?;‘%)’lsdmeaneedfotdwassxgnedw

Inspector to personally contact specific personnel in NSD prior t the beginning of this
inspection? If so, provide the name(s) and exteasion(s).” The response to the qucsuon

was: None known nit.” (FBI 21858)

According to Deputy Director Bryant, the ts should have ideatified

pmblems'(vi):h the “Kindred Spirit” investigation even did not comp
Nevertheless, said Deputy Director Bryant, it would have been appropriate fo to
tell the inspeotors prior to the inspection of its problems with FBI-AQ's han e

ocase. (Bryant 11/15/99)

m%W
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unit could have complained up its own chain of command, & |
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Chicfs, Doyle®? and Dillard,®® there is no cvidence that problems with FBI-AQ bl
were communicated by NSD personnel to Director Freeh,? Deputy Director Bryant,*

AD Lewis™ or DAD Larry Torrence.?? '

My If solution to the problem with FBI-AQ was nof to complain, what
was it? The answer is evident throughout the documentary record of the case: SSA

-m effect, became the direct supervisor and, at times, the case agent, .‘for the Wen

bl

%)
”’(,(S‘)’ Specifically, in October and November 1996, there were several
communications between SSA d SC Doyle and between U dSC
Doyle concemning S ck of vigor. (FBI 706, 13042, 705, 711, 11850-52)

¢ () SC Dillard told the AGRT that after his arrival as the Section Chief o
in January 1997, U riefed him on problems in the case,

d SSA"J
specifically that the case anguished and moved too slowly because of an inept case
agent. SC Dillard offered to call SAC Weber but was told that the case had just been
reassigned [to S and that a call was unnecessary. He never did talk to SAC
Weber about the investigation. (Dillard 8/6/99) See also FBI 11620, 13040.

29 (U) On this point, Director Freeh told the AGRT that no one raised questions
or problems about the Lee investigation to him. (Freeh 11/11/99) _

AU :
"‘E(S}Deputy Director Bryant told the AGRT that FBI-HQ upper managemeat’s
knowledge of the “Kindred Spirit” investigation was too limited.
"-"%ADLevdsdidtcilﬁxeAGRTdﬁthcwasawﬁteofcomp}ra:m}?atFBl- .
AQ was not aggressively pursuing the case but those complaints came from Notra
Trulock, not from within NSD. AD Lewis saidmatSCDmudmldhhnhewgmhng
care of it, (Lewis 7/6/99) It.is not clear when Trulock complained to AD Lewis. -

" Trulock “offered” to call Lewis back in November 1996 sbout the lack of action or
I 715) but Lewis® reference to SC Dillard — who served as

progress on the case. . - .
Section Chief o from January 1997 through August 1998 (Dillard 8/6/99) —would £ [
suggest that 3 eqmplaint occurred at a later point in time.

% (U) DAD Torrence told the AGRT he was never apprised that FBI-AQ was
not properly conducting the investigation. (Torrenoe 7/30/99) '
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Ho Lec investiga(ion. "Until December 1998, there was hardly a decision made in this

casc that was not initiated by SSAmr approved by SSA-o As S
said: “There was always a question: Whose running this case? Headquarters or AQ? In
mind, this was a Hcadiuancrs case and he thought he was making the

: ecxsi9ns."_9/ 12/97) SSA not only controlled the strategic and
investigative direction of the case but he controlled the minutia of it as well.*! The

problem with this micro-management is that: (1) SSA, as 1600 milgs away and

could never provide the day-to-day intense supervision, or have the detailed knowledge,
the case required; > (2) SSAiof course, had multiple other responsibilities;2¢

(3) No field office wanted FBI-HQ to be telling it how to run its case;*” and (4) To use

2 (U) According to SSA-by' December 1998 he was no longer i
control of the case. The case was being directed at a much more senior level. h

7128/99)

in such questions as

ecame deeply involved

B

/10/99), whether the field office co

conduct ¢ mterviews of LANL pecsonnel (FBI 702, AQI 1056, 13041), and a
variety of issues conceming FBI-AQ's difficulties in obtaining necessary background
records. (AQI 1064, FBI 13041, 23199 and 12/15/99) ,

%5 (SAYF) Ope ienificant adverse conseanence of this fact was that several
key aspects of th jally got lost in connection &/
with the preparationof the application. Sce e 11, ‘

% () § imself, described his fvolvement in the Leo investigation

as a “total anomaly.” 23199) an FBI-HQ program
manager and he did not normally handle individual cases ona day to day basis. (d.)

%1 (1) This point was illustrated by SAC Weber's réactio to 3%
concerning the investigative direction of the case. Acco to

1d him that SAC Weber viewed the teletype as .

and that the teletype made it look as if FBI-HQ was running the case.
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the current vernacular, this micro-management of a ficld office case presented an ongoing
issuc of who "owned* the problem of the Wen Ho Lec investigation. To the extent that
FBI-HQ controlled the investigation, it undermined FBI-AQ’s responsibility for, and

authority over, the conduct of the case.

(U) Consequently, and not a little bit ironically, some of the very problems which
SS ttributes solely to FBI-AQ's mismanagement of the case are, in fact,
attributable, at least in part, to the problematic rclatlonshlp between FBI-HQ and FBI-

AQ, which persisted until late 1998.

c. U) ntributed to some of the delays in the investigation

(U) The unfortunate delays that characterized this investigation are principally

attributable to the Albdquerquc Division. Having said that, NSD must also bear part of
the responsibility for the languid pace of this investigation. Despite SSA*

considerable efforts on behalf of the investigation at various points in time, these delays
are indicative of the fact that the case never had the priority within NSD that it warranted

prior to December 1998.

i. (U) July 1995 to May 1996

. (U) From the begmnmg, FBI-AQ was more anxious to get involved and moving
on this investigation than NSD was to have it get involved. .

declined. (FBI 357 AQI2947) -

U
S(S;’ On Octobu' 10, 1995, FBI-AQ askod NSD to contact the Office of
Counterin ce at DOE to askwhcﬁxet investigation was warranted. (AQI 2964)

SSWSponse was to advise FBI-AQ that DOE had not yet requested that the
FBI conduct an investigation and that SA being detailed to assist .

DOR with its AL (FBI 386)
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(8) On Fcbruary 7, 1996, FBI-AQ asked tha and S come to Dot
FBI-AQ’s offices to brief the SAC, ASAC and SS n the investigation when they

were in New Mexico reviewing records as part of the Al. (AQI 857) SSA?
internal FBI-HQ response was (0 note that the briefing would take place but that he was

concerned that FBI-AQ "might persist in the belief that this is their case - which it is
not." (FBI463) (emphasis in original)

(U) Thus, repeatedly, FBI-AQ attempted to deal itself into this investigation but
NSD resisted both the Albuquerque Division's and its own involvement in it. That
resistance, of course, continued until the Al was complete and the Lee investigation was
opened in FBI-AQ. Had the FBI taken over the investigation in September 1995 - as it
should have - FBI-AQ could have gotten a nine month head start.

W) :
' Moreover, NSD should never have taken S ff the Al until it was  w¢
complete and delivered. On March 18, 1996, ent a memorandum to Trulock DoG k¢,
indicating that he and S ould be going to Lawrence Livermore National

Laboratory (“LLNL") in early April 1996 to conduct the LLNL portion of its review of
later, on March 26, 1996

documents in support of the AL (DOE 2449) One week
was writing Trulock again, but this time to tell him that SA_was no longer

available and that the LLNL trip ought to proceed without him. (DOE 2450)

(U) Assigning SA [JJJJito 2 new project before the Al was complete - indeed,
while DOE was still in the process of reviewing records ~ obviously undermined the
FBI's ability to insure that the Al would be a product that the FBI could rely uponras a
basis for further investigation. The AI's deficiencies that ASAC Lue £f was:
grappling with in December 1998 might have been avoided had pfinued to
be involved in the AT up until it was finalized and delivered to the -

il. (U) June 1996 .
. % Shortly after the full investigation was opeacd.on Wen Ho Les, S8 -
vo

and S d several telephone conversations in which SS
vestigative plan. On June 12, 1996, ho told S todo
any additional work on this matter* until SSA fjJjJjjjjjJend SC Doylo came out to FBI-

ropifcro
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Q in carly July for their on-sitc visit. (AQI 954) It is difficult to understand SSA

A
( _alionalc for telling FBI-AQ to stand down for what turned out to be more than
b a month **
b’)C

ii. (U) August 1996

(w
(ST On July 31, 1996, SS
its investipative activity in li ‘ b /
was lifted on August 20, 1996. (FBI 663) The investigation did not actually resume until
August 30, 1996. (AQI 1014) '
W
([5;\2 S(Sv&iﬂ Had SSA-mken certain steps at an earlier point in time, this
W suspension would have been unnecessary. Even absent such steps, the wisdom of
¢ shutting down an investigation that was just developing (a bit of) a head of steam was
questionable.
& To understand this issue it is first necessary to appreciate when SSA
2 A0 t became aware of a problem with the walk-in document.
kb
o (FBI602) SSA advised on May 6, 1996 -
even before he received the DOE Al - that there was a problem with the source of the
(FBI 485) ' : J

s 4 () Although SC Doyle and SSA isited the field office and LANL
on July 1, 1996 and July 2, 1996, § otive work on the case did not

b resume until July 16, 1996, (AQL96

V1€
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£8119F) Thus, at the time FBI-HQ instructed FBI-AQ to open the Lee full
investigation, it already knew that the bona fides of the source of “a major basis” for (he
Lee investigation (AQI 992) was in doubt. These doubts should have - and could have™
- been resolved before the full investigation was opened; they should not have
nccessitated the suspension of an ongoing investigation. '

(SAYFJ Moreover, SSA ontributed to this problem by drafting and
submitting to OIPR ecking approval of the full investigation of Wen Ho

Lee and Sylvia Lee that failed to make any reference, \
even though by this time he knew that the Agency’s b b /

concemns had already prompted it to

is to be suspended out of an "excess of caution"
-21 15/99) pending review of the issue with DOE and OIPR. %! Had SSA

29 (S/NF) In part, they could have been resolved in May 1996 because the FBI
was already bemg told that even if the bona f des of the source was in doubt, the bong
ari o _ 996

ut An FBI bncﬁng memo dated August 1, 1996 makes this point clearly:
( ,(3)’ Although enough credible information to justify our

mvesugauon may now exist, it is necessary that we ask DOE to revisit its
September, 1995, conclusion before we continue. It is also necessary that

the basis for this investigation be discussed with OIPR before we again
. proceed.

ropAfcren N,
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F -ppnscd OIPR of this matter prior to its approval of the q which b/
ve proceeded with no

\;)/;‘f‘ ¢ occurred on July 31, 1996 (FBI 672), the investigation could ha

suspension at all.**?

u)

£378™ In an investigation where momentum was both scarce and fleeting, the
August suspension was unfortunate and, more significantly, avoidable. ,

iv. (U) August 1997 to December 1997

(U) From August 12, 1997, when OIPR denied the FISA application, until
December 19, 1997, when NSD transmitted an investigative plan to FBI-AQ, the’
investigation was essentially stalled. This delay was avoidable for a variety of reasons.

(U) First, and at its most basic level, it was avoidable because FBI-AQ should
have been submitting an investigative plan to FBI-HQ, not the other way around. 1t was,
after all, a field office case. And, for all of FBI-AQ’s problems, it was not as if the field
office was incapable of submitting such a plan. It should have been instructed to do so.

(U) Second, it was avoidable because many of the same items in the December

19, 1997 teletype were addressed in an August 11, 1997 telephone call between SA-
F3L

be
bL7¢

(FBI 609)

“
) As to the perccived need to have DOE review the predicate in light of
addressed prior to the

252
the CIA's rescrvations, this also could have and
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and SSA ¥ (AQI'5331) FBI-AQ could have been working on their "To Do" list
in August 1997 instead of in January 19983

(Sf)’ Third, there is really no excuse for the four months it took for tlus teletype to
work its way out of FBI-HQ. The AGRT recognizes, of course, that the section during
this period of time had other very significant matters on its plate, in particular, the
CAMPCON and JAGGED EDGE campaign financing investigations. SC Dillard told -
the AGRT that these two investigations rcqmred innumerable meetings and that an
enormous amount of time was spent preparing for and attending briefings.?** Moreover,
th‘c—unit during this time period was also significantly involved in matters ancillary
to the Wen Ho Lee investigation.® Nevertheless, the only way to interpret the four

()
WOy S otes of this telephone conversation list seven of the 14 items
ultimately co in the December 19, 1997 teletype, including such significant matters

as the need to pursue further investigation of Lee’s PRC intern and the need to interview
the Lees’ former supervisors. (Compare these notes, at AQI 5331, to the December 19,

1997 teletype, at AQI 1560.)

4 (U) Bvea if FBI-HQ insisted on ptowdmg FBI-AQ a formal mvesugauve plan

and,thetcfore,neededonetobeprepared, it was prepared no later than September 24,
1997 and probably several weeks before that date. (FBI 1105) Thus, by the end of

. Septanbetatdlelatwt, FBI-AQ oouldhavehadﬂleplaninhand.

bl

S illardtoldﬂwAGR‘l‘ﬂmtmﬁeywandahalfdmthewasSoc&on
Q:id‘o on.hcudmwcuﬁedormdedlzo—woweﬁngs. (Dillard. -
8/6/99) In addition, SC Dillard said that, for much of 1997, the position of Deputy
Assistant Director in the National Security Division was vacant, resulting in Section
Chicfs having to handle briefings and wsttmony that no:mally would be handled by the
DeputyAssismntDireotor (d.) .

”&G&W) In particular, the unit was involved in Inying the groundwork for what

would ultimately becomc PDD-61 re¢forming Counterintelligence at DOE,; as well as in
various NSC briefings on matters related to Chinese esplonage, as well as ina CIA

analysis of the state of Chinese nuolear weapons development.
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*AS' erted (AQI 5524); and (5) On December 4, 1997, it is redated and resubmitted
>C Dill

numerous frustrating efforts to find out what was holding up the investigative ilan. iﬁ

months of dclay it took this ('c!clypc to work its way out of FBI-HQ is to conclude that it
was simply not a priority matter,?”’

,(8)/ How did it take four months to get this teletype out of FBI-HQ? The records
indicate the following: (1) SSA ent the draft teletype up his chain of command

some time prior to September 24, 1997 (FBI 1105); (2) On September 24, 1997, SSA
ave another version to SC Dillard and SC Dillard was told that "we Had ta keep

it moving" (FBI 1105); (3) On October 6, 1997, SC Dillard sent it back to thé-unit with

instructions to inscm an additional investigative optio
2013); (4) By October 15, , 1t was back on SC Dillard’s desk with the

bf

** and finally approved for dissemination on or about December 19, 1997.

7 (§¥ Certainly, that was the implicit message communicated to FBI-AQ in its

&g, SA notes on the following dates: 8/13/97 (conversation with SS
“new plan of attack” to be sent to Director for his approval; S should “sit 1
and would have the plan by “Monday” (AQI 5326)); 8/27/97 (“have niot received
communication from " (AQI 5320)); 9/5/97 (SSA ts

Seventh Floor approval before giving him instru¢tions on potenti erting

investigative steps (AQI 5118)); 9/29/97 (conversation with S “It will be

sent to Mﬁ in the near future, once it is approvéd. There is a lot in there for me to

do.” (AQI 5535)); 10/1/97 (“communication” is awaiting section chicf’s approval (AQI
5531)); 10/15/97 ritten teletype; SC Dillard has looked at it and

had add now on SC Dillard’s desk again (AQL bl

coming after upper management approves it (AQI 5552)); and

" 5524)); 10123097 (el
12/12/97 (SSAi‘:eays outgoing communication is “hung up on upper mgr’s desk”

(AQI 5514)).

I | - '
”‘&8} It is not clear what caused the resubmission and redating of the teletype. A
3" time 12/4/97 +

note is appended to the draft teletype that reads as follows: “Redated ,
given to SWD [Steven W. Dillard]. SWD told JRK — he can't find last
print of this commo.” (FBI 1105) © . )

ror Mecre
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(() It is certainly true that the unit and section did belicve it was necessary to
communicate to upper management that the investigation was about to take a riskier
course of action, one that might alert Wen Ho Lee to the fact that he was under
investigation. But that message was explicitly communicated to Director Freeh on
August 14, 1997 - just two days after OIPR rejected the FISA application.?” It was
reinforced in a second note that SC Dillard sent to AD John Lewis on September 12,
1997.%° Thus, as of September 12, 1997 - if not as of August 14, 1997 - there was no
impediment t immediately issuing its investigative plan to FBI-AQ. Itjustwas bl
not done. It was, said U burcaucratic dithering" that caused the delay. -
7/19/99) '

”’28} On August 14, 1997, AD John Lewis sent a note to Director Frech that
read in part as follows:

W)
(,(S') Up to this point in our mvesugatlon, we have been focusing on

obtaining justification for elsur [electronic surveillance], while at the same
time limiting ourselves to non-alerting investigative steps so as to not let
the subjects know they are under suspicion. Since our initial elsur
application has been rejected, we now ifitend to pursue & more aggressive
but nsky course which will include mtemews of cowodcu's, former
supervisors, and associates. .

(EBL13331)
U . ‘
3 () The note reads in part as follows:

U o |
,This is to advise that we will now direct the Albuquerque Fa&IL
Dmsion to expand the scope of this inmﬁgaﬁon to include potentially ., C

alerting leads such as interviews of d assooiates, trash 67 0
coveig iy seveios o b7
(FBI 130203) (omphasis in original) .
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v. (U) February 1998 (0 April 1998

ed materially to

-AQ, by FBI San Francisco and by FBI-HQ as the
best man for the job. This cost the investigation at least two months but, as further -
described in Section "f," it cost the investigation far more than that. '

vi. (U) September 1998 to December 1998

For the reasons set forth in Section “h(ii)," below, NSD should have made a

bstantial and serious effort in September 1998 to persuade OIPR that, in light of the
it now had sufficient probable cause to proceed witha FISA

application. A substantial and serious cffort was never made, see below; what was
eventually made was an insubstantial and casual effort but even that did not take place

until December 1998.

%} Ha'.d an application been made and been approved in September 1998 or §ven
in October 1998, the FBI could have had electronic surveillance of Lee in November
1998 when Lee made the decision to make a second trip that year to Taiwan. (FBI 1405)

gain . :
certainly not everything FBI-AQ and NSD had hoped it would be, it did

%t (9’ See BC from NSD to FBI-AQ and other locations, dated April 13, 1998,
appmving FBI-AQ"®

' %’} The objective of the operation is to obtain the additional
justification needed for approval of electronic surveillance of subjects, but

evidence supporting prosetution will be pursued if an opportunity arises.

ropiecrer
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(AQI 1694)

/QS)' The primary purpose of mg_“fmm the beginning was to
tt for a renewed FISA application. ™ While the actual execution of thejJJ)




substantially and matcrially advance the casc for a FISA order. See Chapters 14 and 16.
Given this, NSD should have submitted an application for a FISA order immediately upon
receipt of sufficient information from FBI-AQ as to the execution of the operation.

NSD had sufficient information to take that step upon r

b

(FBI 7494)

£ ny %u is not an adequate response to say that NSD was uniinpressed by S
6 submission. At the time of its receipt it appears that NSD was impressed. Four days after
b receiving S material, SSA drafted a briefing paper that went from DAD

W1C | Torrence to Director Freeh. It read in part.

bl

Upon receip will present the details to DOJ/OIPR
and again ask for an electronic surveillance application to the Foreign
- Intelligence Surveillance Court.

emphasxs added). Thus, as of September 1,.1998 at least, NSD belicved the -

(EBI 7650) ( at
bl tohavebeensuﬁiczenﬂysuocwsfultowanantadwsmgﬂmbmeotorﬁmtﬁxey
| would be retumning to OIPR and rencwing the effort for a FISA order.

U
(@;’Nomms the Director of the FBI the onlyseuiorgovemmentoﬁmlgmnﬂmt
same message. So was Semtnry of Energy Bill Richardson. On Scptemba' 2, 1998, Ed

While it is tru
bl it was
i y suttioient to secve as the basis for a FISA applicdtion. FD-302s are used

rouﬁncly as a basis for drafting affidavits and other legal pleadings.

" e an te
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Curran, Director of DOE's Office of Counterintelligence, sent Secretary Richardson a
- memorandum on the status of the "Kindred Spirit" investigation. [t read in part:

The FBI advised that they intend to pursue the investigation by‘
applying to the Foreign Intelligence Surveillance Court for electronic

surveillance of Wen Ho Lee, to attempt to determin

(DOE 2384) Yet it would be almost four full months before the FBI actually took any
step in the direction of a FISA application.®® ‘

ﬁ “The conteation that NSD was poised at OIPR’s doorstep, just wamng_

# "

is not at all persuasive. If NSD was wai it was do

That there were steps that could have been

taken — that there were a variety of ways that FBI-HQ could have imposed its priotjties

on an ageat in the field - is almost too obvious to warrant meation. Morcover,
from actually rejécting FBI-AQ's

l“gi'. id not prevent S
bb requestfora application on December 10, 1998 on the grounds that it lacked
\ﬂC ‘sufficient Jusuﬁeauon.’“ AQI 2002)
’“%’matsﬁp,whwﬁmnymkmﬁy . n December 22, 1998,
N could hardly have been less cathusiastio. See Section below, and Chapter 16.

4 6§ 1t i clear that the BC relectipa T

sppears
ccember ll. 1998 and Deoember 13, 1998, U
on December 13, 1998 (FBI 11954) and his lnlﬁals onthe EC

bl
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{(36' Simply put, if NSD had really been convinced that a FISA order was
warrafited, it had enough to pursue it withoutm
mbcforc going to OIPR, it could have forced the produclion of
- them in a matter of days. ™ -
s bl
i What is obvious here is that NSD did not go to OIPR until December 1998 not
Ffﬁ because it did not have but because it did not believe it had the facts. SSA
b despite what Director Freeh and Secretary Richardson were told, viewed the
C as a "bust.?ﬂ 15/99) This perception of theﬁnd its
. a perception which the AGRT believes to be maccurate, is what really
S accounts for this unfortunate delay.
o ~ ' .
rejecting FBI-AQ’s FISA request bear the same date. (FBI 1406) Givea that UC
&oumal for December 13, 1998 says, in part, “BC to AQ,” it is at least possible
although dated December 10, 1998, did not actually leave FBI-HQ until
i after UC and SSA-had received and review:
|
DbE e, bIC mattettoOIPRxsFBI-H ' " . b,
i is critical to the AGRT's finding that
i e
4 ®BI 1350)-and cnapparenﬂyﬁ'omDOB,notFB -AQ (FBI 11952) - _this argument  ©7¢
e b, b1

 F8% i completely without merit. Tho contents of
T bb communicated to FBI-HQ in
communicated again in SA

were fully
/ 28, 1998 EC (FBI 7487) and, then, fully
. order. (FBI 1381) Indeed, the November w*
/ . dp"l:mrt in their entire(y. It appears
1

I-AQ's Novunba' 10, 1999 BC seeking a FISA.

tes 9 of the 11 paragraphs in
ch this himself, His
rcportandstates E?E

b7¢

notes of a December 15, 1998 meeting with DOE
that it is “almost ved:aﬁm to AQ's BC.” (FBI 11950, 21563)
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,(85 That the Wen Ho Lee investigation was not accorded the priority it deserved
within FBI-HQ was acutely illustrated by NSD'’s handling of the single most important
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Within days, FBI-AQ leamed that SC Dillard had serious concerns about
b{ | making the representation that SS roposed to make on behalf of NSD. On

k| February 19, 1998, SSAJIRcld S ¢ his EC was "delayed” because SC
Dillard was "not ready to approve situation yet." According to SAhnotes:

| B (AQ15599)

| *"g"))mmough this EC is drafted in language that suggests that the matter had
already been reviewed and approved by the Assistant Direotor, John Lewis, the EC never

left FBI-HQ and was never approved by AD Lowis.
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(AQI 4970)

)

On March 24, 1998, SA’
and thea drafted an internal memorandum for the file:

raised the matter again with SSA.
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of his NSD's supérvisors, DAD Lanty Torrence or AD John Lewis, or outside the
Division. (Dillard 3/23/00) The messape weat out to the Albu ¢ ivisiox—
(FBI 232) (

( written by SA
conversation with SS It is on his li‘st of thmgs to do

Fos
bh, WiIC
i
i
.d
B
DO .38
-.' bé
L2C

TOP cum‘~
bl

(AQI 1665) NSD accepted this decision and did not appeal or contest CID's veto.
3/22/00) Indeed, according to U the matter was not even elevated to the AD or

DAD level within NSD. SC Dillard confirmed that this matter was not raiséd with either

(AQI 4964)

mn 1ad discussed the matter with nMarch 5, -

1998 and was advise(jbys%hewasb with a FISA application in an
slated matter and, therefore, acco to tes, he “hasn't done anything
abou QI 4968)




that NSD should not




would not have accepted “no” for an answer and would have clevated this.matter to a
level where the competing interests of CID and NSD could have been resolved.

(W)
(iﬁ' £5A4T) SSA-lo GRT that Director Freeh was deeply interested in
b6 | opening a LEGAT in Beljing, 12/15/99) But SS Iso knew that
Director Frech — as he told FBI-AQ in his December 19, 1997 teletype - “has personally

been briefed on this [the Wen Ho Lee] case three times in the last four months™ and that
the case was being cited as a “central example” by the intelligence community of “its
assessment of and response to counterintelligence problems at the nuclear weapons labs.”

(AQI 1560) .
SAHY Moreover, the stark choice that SC Dillard was apparently concerned

or the Lee investigation too i mpomm :
But that decision was never reached because it was never. -

i
|
4. (Spg Finally.ﬁnsmustbc said: NSD petmittedCID's admittedlyl
4 concerns abou ensitivities to undermine a critical FBI investigation abot
nd . . ,
e ™ (SAFY February 19, 1998 notes of a
\°"L y reporting on SC Dillard's position
T l,
to meet with SC Dillard that day to (¥BI |

11992, 20330)
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espionage. The cquitics of thar equation ought to have propelied this decision to the
head of the line, or at lcast a good deal farther down the line than it went. The results

might have been the same but, then again, the results might have been precis t

SS had sought from the beginning!
AQI 4971) If, as a result, a price ultimately had to be paid for that
eciston, it was surely some consolation that what was at issue was one of the gravest

and most consequential purported acts of espionage ever investigated by the. FBI. Some
price, after all, would inevitably have to be paid in the pursuit of the truth of these

allegations.
———
g ’s problematic handli ers related to FIS
n
i.(,(S')' June 1997

W |

(SY Chapters 11 and 12 examine in detail the handling of the FISA application by
NSD, by OIPR, and by senior officials in the Department of Justice. For purposes of this

section, which is focused on NSD, it is sufficient to note that the Letterhead

orandum (“LHM”) submitted by NSD in support of a FISA application and SSA
ipplemental inserts did not contain all the inculpatory information which the

FBI already knew, or could have known, or should have known. See Chapter 11.
. ) | ‘ ,
ii. g‘) December 1998
,(ﬁ)/OnDeoembctzz, 1998, SS/ d a five minute meeting ithan -
OIPR attomey, Dave Ryan, ostensibly to ascertain whether OIPR thought the: ' bl
warranted the submission of a new FISA application in the Wea HoLee
¢ m on. A - . ‘ . .
-8 For the reasons set forth in detzil in Chiapter 16, NSD failed to make cither a
serious or & substantial case for.a FISA application to OIPR in December 1998, Asis
further described in Chapters 14 and 16, there was such a case to be made, and it did

warrant a submission to the FISA Court, largely arising out of the partial, but
nevertheless significant, success of th% . Ll

W%M_N
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owever, along with various supervisors at NSD, thought the

was so convinced of this fact that two weeks before he met with Ryan, he formally
rejected FBI-AQ’s request for a FISA. That Ryan would endorse this judgment on
December 22 was a foregone conclusion given the way in which it was presented to him.

,(8)/ Would OIPR have approved the submission of an application? Given j
reservations in July and August 1997, and given the fact that the
was only partially successful, it is quite possible it would not have. What can be said is
that, due to the casual, cursory and dismissive way in which the issue was preseated to
OIPR in December 1998 — a preseatation that really was intended not to procure FISA
but to procure an endorsement of a rejection that was already literally signed, sealed and
delivered — it was inevitable that FISA coverage would again be denied.

h. (U) NSD’s mishandling of the computer issue

(U) The FBI's failure to recognize the importance of gaining access to Wen Ho
Lee’s compuiter files during the entire time frame of this investigation prior to March
1999 is a failure of incalculable and potentially catastrophic significance. This failure
occurred because each of the three FBI eatities involved in the making of decisions
concerning this matter - FBI-AQ, NSD and the National Security Law Unit (“NSLU”) —
made serious mistakes. Those mistakes are documented in detail in Chapter 9 and will

not be repeated here, '

(U) Itis sufficient here tn state the following: When a case is micro-managed -
from FBI-HQ, as this one most certainly was, FBI-HQ must bear responsibility for the
decisions it makes that would normally be made in the field. In this case, it was NSD
that determined the investigative strategy and investigative priorities of the case. That
may well have been the *total anomaly” that d it was [ 7/23/99),
but it was nevertheless the reality of the Wen Ho Lee investigation.

) It was NSD that both ﬁgmuvely and literally gave FBI-AQ its “To Do” list.
See, e.8, SSA”W ctions to FBI-AQ on June 10, 1996 (AQI 954), July 2,
1996 (AQI 957), and December 19, 1997 (AQI 1560). It was NSD that in every

ror piCrer
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to be a failure, and his prescntation to OIPR on December 22, 1998 |, |
reflected his own conviction that no FISA order was warranted. Indeed, SS
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significant respect was making the corc and, in some cases, the most peripheral decisions
of this investigation and, therefore, it is NSD that must be held responsible for failing to

recognize the importance of gaining access to Wen Ho Lee's computer files.

(U) Itis not as if NSD was not apprised again and again and again of the
significance of Wen Ho Lee's computer work.?™ See Chapter 9. Nor is it as if NSD was
unaware of the possibility that alternatives to a search warrant might well exist through

which the FBI could gain lawful access to Wen Ho Lee’s computer files. (FBI 716) Yet
these alternatives were not pursued.

W) ‘

. S(S)f It is true that the NSLU gave inadequate and erroncous legal advice to NSD,
but that is only half the story. According to NSLU attomey*hb advice to
the Wen Ho Lee investigation was that either a banner or a court order was required to
conduct a search of Wen Ho Lee’s computer files. 7/16/99) That advice was
wrong for a variety of reasons detailed in Chapter 9, but at least it left open the
possibility that something other than a court order could be used to pry open Wea Ho
Lee’s computer files. However, whea SSA mmunicated the NSLU’s advice
to FBI-AQ, the banner option dropped out entirely and FBI-AQ was left with the
complete mis-impression that it was FISA or nothing. (FBI 720, 13211) The
consequences of this miscommunication were dramatic: FBI-AQ essentially gave up on
gaining access to Wea Ho Lee’s computer except through FISA. And when the FISA
request was rejected — which did not even contain a computer search request — the

computer search issue essentially dropped off the map.

. %j‘ In short, what the FBI discovered in 1999 could have beea discovered in
1998, 1997, 1996 or even earlier. The implications flowing from this finding are
caommously sigrificant, not east because the FBI could have been monitoring Leé's

illicit compiter activities while he was In the midst of those llicit computer activities.

*",&" While it is true that NSD did not get everything that FBI-A
including the significant FD-302's of the first interviews of Wen Ho Lee’s boe
ﬁ in December 1996, NSD had numerous othér indications of Wea | p;,
0 Lee’s seasttive work with computers. See, o.g,, the tecview brc
reports of April 1997 and May 1997, transmitted to SS n May 15, 1997.

(FBI910)
186 e
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* Surveillance court that the Lees should be subjected to electronio
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That this did not happen is surcly not all NSD's fault but, just as surcly, NSD must bear a
substantial measurc of responsibility.

wJ :
L. ES'Y NSD'’s exclusive focus on FISA and its unreasonable reluctance to

take other critical actions

) |
% There is little doubt that there is no tool so powerful in a counteritelligence
investigation as the ability to conduct electronic surveillance (“ELSUR”) and
microphone surveillance (“MISUR") pursuant to FISA. That said, the Wen Ho Lee
investigation illustrates the considerable risk that the FBI runs when it so focuses on
obtaining FISA coverage that it virtually ignores other valuable investigative techniques.
This would be true even where FISA coverage is authorized, but even more so where it is

rejected.
2)
i. f(&’f The exclusive focus on FISA

From the beginning of the full investigation of Wen Ho Lee — indeed, from

of
before the beginning®™ - virtually all NSD could think about was obtaining FISA
coverage on Wen Ho Lee?” As SSA old the AGRT: “From Day One I told

n) |
. ”‘gsi%m) Even before the full investigation was opened, NSD was telling DOE
to expect a FISA submission in 30-60 days. See Memorandum from Notra Trulock to
Joan Rohlfing, eatitled “Action Plan and Next Steps,” dated May 25, 1996.. (DOE 1844)

' ”’553 a%g&mlmmmzmsw_m ‘
“he would be interested in any information that would get .Goverage.”) (AQL 954);

7110196 (Bricfing memorandum on the “Kindred Spiri¢” investigation: “The shott tezm
objective is to collect enough probable cause to pecsuade the Foreign Intelhgen::m s

critical in cases of this type.”) (FBI 583); 10/9/96 (Mcmorandum from
SC Doyle: “The present thrust of the investigation is still to obtain justification for
ELSUR:coverage.™) (FBI 706); 1/23/97 (Bricfing memorandum on the “Kindred Spirit”
investigation: “The preseat objective of this investigation is to uncover caough probable
cause to support a request for eleotronio survefllance.”) (FBI 745); 1/3097 (Bricfing

memorandim on the “Kindred Spirit™ investigation: “The use of long periods of
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7/23/99) Remarkably, the exclusive focus on

AQ we would need F SA.”—
obtaining FISA coverage did not change cven after OIPR rejected NSD's FISA
application.™ Indeed, even when NSD supposedly went to “Plan B" (AQI 5326) - the

electronic surveillance is always . . . necessary. . [T]hc first half of this investigation
is aimed at collecting enough probablc cause to pcrsuadc the Forcign Intelligence
Surveillance Court to authorize use of electronic surveillance against the LEEs, and if
indicated, clandestine physical searches of their residence, papers, and property.”) (FBI
751); 4114197 (“During the last eleven months . . . we have focused on locating and
obtaining information about LEE and Sylvia that will allow us to seek electronic
surveillance authority from the Foreign Intelligence Surveillance Court. Typically, an

investigation of this type is only successfully concluded in one of two ways: Catching the

subject in the commission of a clandestine act of espionage; or obtaining a confession.
Electronic surveillance is always a necessary precondition to either of these two
conclusions.”) (FBI 6403); 4/21/97 (A briefing memorandum concerning a
Congressional brieﬁng: “It was mentioned that the next significant investigative

milestone in this investigation would be the initiation of FISC-authorized coverage of the

subject’s home and work telephones, fax, oomputcts and other appropriate elsur and
fisur coverage.”) (FBI 823) : . .
”’%”S_ﬁﬂm scatancntbyAD JohnLevas to Director Frech onAugust 14,

1997, two days after OIPR rejected NSD's FISA application: “Since our initial elsur

application has been rejected, we now intead to pursue a inore aggressive but risky
course which will include interviews of coworkers, former supervisors, and associates.

Such steps could produce sufficient elsur justification while at the same time uncovering
information about the subjects that will be needed for their eventual interrogation. (FBI

13331) See also this note to AD Lewis from SC Dillard, dated September 12, 1997:
“This is to advise that we will now direct the Albuquerque Division to expand the scope
of this investigation to include poteatially alerting leads such as interviews of co-
workers and associates, trash coverage, physical surveillance, and recruitment of assets.

It is hoped that this more aggressive investigation will produce information to justify a
renewed applidation for electronic surveillance.” (FBI 13023) (emphasis in original)

ropecre
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December 19, 1997 teletype ~ the goal remaincd unchanged: FISA.™' Even th
- FBI-AQ’s onc truc initiative from 1996 to 1998 - was viewed by FBI-

as having one primary objective: getting support for a FISA.*"?

l

|

|

b |
|

The goal of obtaining FISA coverage so dominated the FBI's thinking that it
even altered the FBI's internal description of the case. Rather than opening it as a_“65 |

cod case” — espionage - it was opened as a e” — counterintelligence. SS
£o told S#&at it “will not become a 65 matter until the very last minute because
bb it would be hard to go to the FISA court under this category at this point. To do so
would make this case look to[0] criminal in nature.”?* (AQI 954)

ii. (U) Consequences
(w

/8 The AGRT does not take issue with the value of FISA. Even a cursory review
of recent espionage prosecutions demonstrates that FISA is a unique tool in the arsenal of
a éounterintelligence investigation. What the AGRT does take issuc with is a situation,
such as in the Wen Ho Lee investigation, where the focus on FISA is so myopic and
exclusive that it leads the investigators to ignore other vital investigative techniques and, J

WIC

m 988 See AQI 1560: “An immediate goal is still to obtain sufficient justification
for ELSUR coverage . ..."

”’gf See AQI 1694: “The objective of the operation is to obtain the additional |
justification needed for approval of clectronic surveillance of subjects, but evxdenqc | |

supporting prosecution will be pursued if an opportunity arises.” __. .. | _
’“%SSA actually confirmed this reasoning to the AGRT. He stated:

“We have to say with a straight face that we are requesting a FISA for FCI purposes. I ;1[
you have a 65 [espionage] investigation, it is not much of a leap to say you are getting
information for criminal purposes.” He added: “If you pit a 65 label on it, it's alot - . :
easier to say it’s [the FISA application’s] a sham.” 12/15/99) SSA&

did not seem to appreoiate that mis-characterizing a case in order to support the claim

that the purpose of a FISA request was for FCI purposes, rather than criminal purposes,

would itself be a “sham.” :

|

|

4
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cven worse, (o decline taking important and critical actions out of fear that it will alert the
suspect.

W) :
&S‘) There were several significant investigative techniques which were essentially
precmpted or neglected by the exclusive focus on FISA. Five examples will suffice:

W :
a. (8) Failure to conduct a comprehensive financial analysis

W |

&87 A comprehensive review of Wen Ho Lee’s and Sylvia Lee’s finances to

determine whether there were unexplained sources of income was never done. Financial

records were sought,* and were reccived,*** but a rigorous, thorough and expert analysis
of these records was never made. FBI-AQ made a start in this direction through the

scheduling of various bank records and the identification of unexplained deposits (AQI

4367), and S did demonstrate some interest in this regard (AQI 5591), but the

1l .

urpose in getting Ee’s records was
(AQL5385)

b%@mWMﬂmm

%‘ Interviews of curreat and former supervisors, and current and former co-
workers, were largely ignored.®  Between June 1996, when the full investigation was

T MU) See c.£., AQI 1099, 1106, 1102, 1164, 1194 1453, 1465, 1471, 1479
‘1492 and 1486.

”’(U) S_@.%AQI 1169, 4480

”‘,(8)’ In part, dhis was certainly attributable to SSAqPosition that
conducting interviews in a counterintelligence investigation was a “definite no-no™ and

could “screw” up & case. 12/15/99)

rop tecrer NN
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“opened, and April 1997, when the preparation of a FISA application and certain other

developments made it virtually impossible nof to interview a few supervisors, the FBI did
not pursuc what could have and should have been one of the most important sources of

information about the Lees. In that time period, it conducted just two interviews of
DOE blo,pC supcrz'is rs/co-workers, that of] #’"
: . Far more interviews should have been done and, with care, far more

b et FAL .

interviews could have been done without tipping off Wen Ho Lee to the FBI's interest in
him. For example, former supervisors should have been identified and interviewed, along

with selective interviews of former co-workers. Such interviews could have been done
without alerting Wen Ho Lee.?*

% There were two serious consequences of the FBI's failure to conduct such
interviews: ~

(SAEE] First, the FBI never really understood or probed the true nature of Wen Ho
Lee’s empl and the extent to which Wen Ho Lee’s work depended on computer

(AQI3809) Two
years later, SA jvas in no better position than he was in March 199410 . .
understand what he had been told, what it meant, and how this information might focus
his investigation. Given that the undedying allegation in this case was that Wen Ho Lee
used his employment to gain access to classified information which he thea passed to the
PRC, the lack of interest in the nature and substance of that employment was
inexplicable. : )

“',8‘)0 So focused had the FBI become on obtaining FISA covérage that these two
interviews (AQI 1143, 1147, 1151, 1153, 1155) —which contained critical information
about Wen Ho Lee's computer activities — were never seat to NSD and NSD was given
to understand that “no useful information™ had been obtained from them. (FBI 745)

m%cm”
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e 0 For example, SA used a bit of misdireotion when he and . |

‘ terviewed & in Rebruary 1996 as part bé)g |

of the DOE AL (FBI 285 Lo
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(U)LBfNW This fallure to interview supervisors and co-workers was consistent with
the FBI's gencral reluctance to wrestle with what was really at issue in this case. No
cffort was made, for example, to review Wen Ho Lee’s work product over the course of
his cimployment at LANL. No cffort was made to study his published papers™ or to
interview other American scientists who traveled with Wen Ho Lee to the PRC in 1986
and 1988.*° No effort was made to interview at LANL the nuclear weapons designers
who had been involved in the Kindred Spirit Analytical Group that had advised DOE on
the significance of the walk-in document. This is not to say that the FBI needeéd to

become intimately familiar with nuclear physics or needed to understand the precise

mechanics of r needed to understand the intricate details of the codes developed _
a five-day course in nuclear F~ 41

by Wen Ho Lee. Itis to say that sending SSA-o
weapons was just not enough. (AQI 2993) _ bé, L7C

' (SANF/RD) The FBI’s failure to undcrtake'this effort was consequential: It left the
FBI completely dependent on DOE’s flawed represeatation of the predicate, an error
whose significance can hardly be minimized. See Chapter 6. It left the FBI without an

appreciation of the central role that computers played in Wen Ho Lee’s work, resulting in
eeking FISA authority to tap Wen Ho Lee’s telephone but

such peculiarities as the

one occasion, it should be noted, there was an effort to see if Wea Ho
uthored any papers. They had not. (AQI 1541)

2% I'S) This was suggested in NSD's December 19, 1997 teletype. (AQI 1560) It
should have been a part of NSD's original instructions to FBI-AQ. Of course, since FBI-
AQ did not pursue this suggestion in 1998 there is some question as to whether it would.

have been any more enthusiastic about it in 1996.

m)écmg—-——y
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&Sﬂ)"ﬂ\c ccond major consequence of the FBI's failure to conduct these
interviews was that it prevented the FBI from figuring out that scientists within X
Division had no “expectation of privacy," that each scientist - including Wen Ho Lec -
had signed waivers on file, that there were banners in the X Division, and that tlie
information provided by to SA was far from the whole story.
Thus, these interviews would have told the FBI, first, that gaining access to Wen Ho
Lee’s computer files was critical and, second, that the FBI could gain access to those files
without a warrant. The second part would no doubt have required reconsideration of the
matter by NSLU but there is little doubt what result NSLU - in the face of Wen Ho Lee’s
signed waiver and the X Division banners - would have reached.

c. (8¥ Failure to conduct trash covers
@] &

£8Y Trash covers - i.c., the surreptitious recovery of Wen Ho Lee’s office

-and home trash ~ was never done. This required no FISA authority and yet it was never

done. Itis clear that SSA-thought about it (FBI 582), but it was never pursued -
even though it could have advanced the investigation by months.** A trash cover was
suggested in the December 1997 teletype (AQI 1560), but it should have been pursued a
year-and-a-half earlier when it could have had a dramatic effect on the FBI’s learning

curve concerning the Lees. *?

: ”‘,g)) For example, instead of the FBI depending on a mail cover to ideatify the
Lees® banking relationships — a process that took five months from initiation ¢o .
implementation - the FBI could have perused Lee’s trash and would likely have had such
information in a matter of days. .. -

u . .
”’k))'l‘hisisnotto suggest that a trash cover was implemented pursuant to the
December 19, 1997 teletype. It was not. (AQI 1990) Morcover, whatever problems
there might have been in conducting a non-alesting trash cover in Wea Ho Lee'’s
residential neighborhivod - and FBI-AQ suggested in November 1998 that a resideatial
trash cover was not “a feasible option” (AQI 1990) — there is simply no reason why &
trash cover should not have been implemented at Lee's office.

i m%m”—
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ES&P)‘Nor was any cffort made to conduct regular or even episodic physical
surveillance of Wen Ho Lee, which certainly could have been conducted by the FBI
without alerting him.>® And if| in order to accomplish this, FBI-AQ needed to
periodically import a surveillance team from elsewhere within the FBI, that certainly
could have been accomplished. Nor was there any effort to conduct surveillance of Wen
Ho Lee during his two overseas trips to Taiwan in March and December 1998.2¢

e. (U) Failure to develop a plan or strategy for the intcm‘cw

iﬂgn.ﬂg.ug

(U) So focused was the FBI on FISA that, tcmadmbly, the Albuquerque Division
never developed a plan or strategy to interview Wen Ho Lee.

ﬁA subject interview in an FCI invcsﬁgation may be an event planned months
and even years in advance. Or an agent may find out foday that a significant and
unanticipated development has created a requirement, or an opportunity, to conduct an
interview with the subject of the investigation fomorrow. FBI-AQ’s lack of preparation
for either eventuality was astonishing. Even after the FISA application was rejected, no
cffort was made to prepare for an interview of Wen Ho Lee. There was talk about it,

(AQL5527), just no actual preparation. Nor did this change when thy
being planned. If ever a situation was g retextual integview of a
Ject, itwaw

”’%"On a few Mom, FBI-AQ dxd drivc bfWen Ho Ix;e's residence.. See,

8.AQL 13?4
C e (U
‘While the FBI did not leam of the March 1998 trip until after ch Ho

Lec had left the United States, it did leam of it in time to mount & surveillance effort {f ¥

had it been inclined to do so. Wen Ho Lee was in Taiwan from March 15, 1998 until
April 30, 1998 (FBI 1275) and the FBI leamed of the trip on or about March 23, 1998.
(AQI 5492, 1664) As to the December 1998 trip, the FBI knew about this trip bcfore

Wen Ho Lee left. (FBI 1405)

ror Kecre: AR,
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bi contacted Wen Ho Lee. Even after the was over and DOE's
old Wen Ho Lee that the FBI might be contacting him about the purported contact | %,
87¢
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¢ 5F | the Decenber 19, 1997 teletype. (FBI 1156) S

b

L1¢  certalnly true but the failure to plan for such an cven

from the PRC, the FBI failed to prepare or conduct such an interview.

(U) As late as December 1998, two and a half years into this investigation, FBI-
AQ was still wholly unprepared (o do an interview of Wen Ho Lee. This was one of the
reasons why the long-term subject of & critical espionage investigation found himself on
December 23, 1998 across a table from a DOE contract counterintelligence officer and a
Wackenhut polygrapher, instead of the FBI. SAC Kitchen had told DOE's Curran that
FBI-AQ was not able to do a subject interview and needed more time.?* That was

unfortunate. It was not as if Curran was demanding that DOE, and only DOE, interview

Wea Ho Lee. If SAC Kitchen had said the FBI was going to do the interview and
polygraph of Lee on December 23, 1998, Curran told the AGRT, "I would have kissed his

feet. Please do it." (Curran 2/9/00)

(U) To be fair, the FBI’s failure to plan for an interview of Wen Ho Lee at any
time prior to 1999 cannot be solely attributed to an unreasonable or exclusive focus on
FISA. There were too many other problems with the FBI's handling of this case to
associate this failure with just one cause. Nor can it be solely attributed to FBI-AQ.
NSD, after all, was driving this train; NSD was making the "To Do*" lists and setting the
terms of the investigation. And planning for a subject interview was not on any of these
llsts 296

”‘%) Both Curran and Director Frech were told that the additional time was -
necessary to interview certain of Lee's coewotliers, who had not previously been
interviewed to avoid alerting Lee. (Curran 2/9/00; FBI 7721) These interviews could
havc,andshouldhavc,beendoncayearormorebcforeand.mfaot,werehstedas .

options in Ot{he December 19, 1997 teletype. (AQI 1560) -
% (8) Indeed, the possibility of a subject interview was euq)lioitly excepted from
encral view was that a

12/15/99) Thatis
made it alf the more like that

“rash subject interview can kill {an] esplonage case.
the interview, when it did take place, would be “rash.”

ropkecrs S
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iii. (%) Concems about alerting the Lecs

% A principal reason why the FBI did not pursuc these other investigative
techniques was an overarching, nearly paralytic, concern that its conduct not alert Wen
Ho Lec to the existence of the investigation. This fear of doing anything that could
conceivably have alerted Wen Ho Lee to the FBI’s interest in him had such a vice-like
grip on NSD’s calculus that in the Fall of 1997 - after telling Director Freeh that NSD
would now pursue "a more aggressive but risky course" (FBI 13331) and "a more overt
investigation" (FBI 1175) and telling AD Lewis that NSD would now direct FBI-AQ to
"expand the scope of this investigation to include potentially alerting leads" (FBI 13023)
(cmphasis in original) - the FBI actually took only the most tentative and hesitant steps in
this direction. Its December 19, 1997 teletype - the document that was supposed to lay
out this new aggressive and risky strategy ~ contains warning after warning to avoid just

such risks.?’
The notion that the FBI should avoid alerting the subject of an espionage

investigation is both correct and unremarkable. The value of a FISA is obviously
diminished or eliminated entirely if the subject is aware of the FBI's investigative interest

o -
”’;(8)) See, ¢.g., the following statements in the December 19, 1997 teletype: (1)
“{Slince ELSUR will only be valuable if the subjects do not know they are under
investigation, AQ must use its best judgment and first hand knowledge of the lab to

- "pursuc the most promising but most discrect leads first.”(2) In connection with a

suggestion to interview a particular scientist: “[TJhis interview . . . -should be aborted if
there are any indications [that the scientist] might be hostile orindiscreet™ 3)In- -

- connection with another suggestion to interview scientists with whom Wea Ho Lee had

Sontact: “AQ should be very cautious if it decides to conduct any such interviews, and
should avoid doing the interviews if there is a risk of alerting the subjects.” (4) In
connection with a suggestion to intecview Lee's former supervisors: “AQ should us
caution in deciding to do such interviews, and avoid alerting subjects.” (5) “AQ should
consider discreet, repeat, discreet, physical surveillance of subjects.” (6) “Leads to other
divisions should be coordinated so as to cvaluate and minimize beforchand the risk of
alerting the subjects to the existence of our investigation.”




in him. And FISA asidt, there is a risk in virtually cvery espionage case that the subject,
il alerted, will decide to take up residence in another country.

% Thus, there is nothing wrong with the FBI being concerned about engaging in
alerting conduct. The problem in the Wen Ho Lec investigation is that the FBI went way
beyond mere concern about alerting conduct. The need to avoid at all cost any conduct
that could remotely be alerting became the mantra of the investigation, the value that
trumped all other values.® This is despite the fact that there were ways in which the FBI

could have substantially mmnmzcd the risk of alerting Wen Ho Lee.

%} The catcgoncal refusal to do anything that could conceivably be alerting led
the FBI into several serious errors:

w
&BfN‘F) First, until August 12, 1997, it caused the FBI essentially to insist on DOE
not altering Wen Ho Lee’s access, work status, or clearances in any respect, despite the

significant danger that this posed to the national security. See Chapter 18.

b » ,(8)’ The does represent a willingness to undertake some

slight risk of alerting the subject, but the FBI reverted back to its non-alerting mode
immediately , declining to move forward with an interview of Wen Ho Lee
pOE bb bIC despite the fact that told Wea Ho Lee on August 19, 1998 that he was going

- to notify the “local FBI for their possible follow-up.” (AQI 1883)

2 (SAFJ LANL is, after all, one of the nation’ sprcmxetnuclearweapons
facilities. Its scieatists know that they have access to the nation’s most seasitive secrets

: and that the FBI is a routine presence at the laboratory. Thus, the mere fact that the FBI-
: was on-site or asking questions would not, in and of itself, datuctoanyming

Moreovet. evuylANLscienﬁstalsoknewﬂmthemust neriodically. undergo a

R(FBI 10794) Thc FBI-HQ supervisor involved in the 1983 b/
orrence who, 14 years later, would re-enter the Wen Ho Lee

invcstiga&on as Jo Lewis® replaocment as NSD's Deputy Assistant Direotor for
Counterintelligence.




-————

)

g‘) Sccond, it led the FBI to avoid productive and valuable investigative
techniques, such as supervisor/co-worker interviews, surveillance, and trash covers, as
described above. In part, the FBI's avoidance of these techniques was a product of its
exclusive focus on FISA but in part it was a product of the FBI's intense concern that
almost anything it did could alert Lee and thus render a FISA less productive.

“W ,
(,68‘} And, third, it kept the FBI from discovering the truth of the "expectation of

rivacy" issue as it applied to the X Division. As is discussed in Chapter 9, SA
hwas just one interview away from discovering that his understanding of the
computer issue was erroneous.>® He did not conduct the interview™* and *did
not get interviewed by the FBI until 1999.3% :

.“
’“M'ﬂm interview was with It was o could have
provided S ¢ critical information that Wen Ho Lee had in fact executed a
told SA

computer waiver form. See Chapter 9. On December 9, 1996,
that “should the FBI need assistance” in connection with computer issues,
for X Division. (AQI 1143)

3! Y3y Given NSD’s concerns about alerting Wen Ho Lee, any interview became

the subject of literally months of deliberation. On August 30, 1996, a LANL
. counterintelligence officer advised SC Doyle had
approved the interviews of two of Wen Ho Lee’s (AQI
1015) A month [ater, on September 25, 1996, btained verification from

... NSD that it had in fact approved the intervi (FB1702) Two
months later, on November 22, 1996,
in which he leamed that S.

interviews going forward. (FBI 719) F‘mally. on December 9, 1996 and December 20,
1996, the interviews took place (AQI 1151, 1155), almast four nonths after they were

Sirst reférenced,

%?Althougﬂ it was who could have told definitively
and specifically that Wen Ho Lec had a signed waiver on file, ei
that all X Division solentists had to sign su to

could have told S
gain computer acoess. apter 9.
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I. (U) The impact of FBI personnel changes on the investigation

(U) Between the end of May 1996 and the end of March 1999, there were more
than 30 changes in personnel at FBI-AQ and FBI-HQ that had a direct or potential impact

on the Wen Ho Lee investigation.’”

33 (U) The only consistent FBI presence in this case was Director Freeh, UC
and SSA Beyond these three positions, changes in pcrsonncl occurred
with remarkable rapidity (Note: “A” signifies that the individual served in an acting
capacity):

SAC: Kneir, Dick (A), Weber, Dick (A), Kitchen

ASAC: Dick, Coffey (A), Tabman (A), Parrish (A), Lueckenhoff

NFIP Manager: Kneir, Dick, Lueckenhoff

NFIP Coordinator and FCI Squad Sixpervisor'. _-_

Sauta Fe RA Supervisor:- - -
Ca;e Agent for the Wea Ho Ice'mvwﬂgaﬁon:---.
FBEHO
Deputy Directdr: Kennedy, Espésito, Bryant
Assistant Director, NSD: Bryant, Lewis, Torrence (A), Gallaghcr
DAD for CI, NSD: Lewis, Torreace (A), Mislock A), O'Connor (A), Torrence, Caruso

(A), Horan
NI%M
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(U) Both FBI-Aii and FBI-HQ personnel understood the effect this had on the

investigation.  SSA ho became the supervisor of the Wen Ho Lee investigation
in November 1998, characterized the frequent changes of lcadership at FBI-AQ as a
"revolving door." 9/9/99) SSA aid “No one sticks around long

enough to understand [the] situation.” 128/99)

)
{8) These frequent changes in personnel had numerous adverse affectson the

investigation. For example:

(1) (SAYF) However flawed S andling of the case might have
been, his transfer to FBI-HQ deprived the investigation of its historical memory, which

" included S dling of the preliminary inquiry on Wen Ho Lee. All SA

R ocw about the case was what he read in the case file, and such limited information
as he acquired himself. The nuances o which 8_ bl
understood because he drafted a criti the gub eotback in. March 1994 -

were lost on SA-and, as it turned out, on SS

consequences for the FISA application. Similarly, it was S
Washington for the October 31, 1995 bneﬁng the only briefing the case agents ever

received on the predicate for the investigation. And it was S o was the
original recipient of information from lated to access to Wea Ho Lee’s Doe bb,

c-mail ~ not that he did a remotely adequatc Jjob w:th that information. > L7¢

SSA-depatmrc fmm the investigation was ificant.
a veteran FCI supervisor who had supervised uring a
portion of the preliminary inquiry and during all of ce as case agent
supervisor whose

of the full Wen Ho Lee investigation. He wasteplacedby a
background was not in FCI work and who had only minimal previous involvement in the

Wen Ho Lee investigation. SS | cparture ﬁvm the case deprived the

{£) Section Chlef..Doylc-(A), Dillaxd-(A). Middleton b |

iS; This is not intended to suggest that the Wen Ho Leo investigation did not
benefit, on the whole, from smepmm and SAQJJJJEcivel. 1tdid -
benefit. It is only to acknowl 0 suffered. ‘
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investigation of both Cl experience as well as his detailed first-hand knowledge of the

casc.

(w)
(3) £8) The departure of SAC Kneir and the arrival of SAC Weber had an adverse

affect on the case, caused in part by FBI-HQ's inexplicable failure to brief SAC Weber on
the fact that the Division he was about to take over was responsible for one of the nation’s
most important and significant espionage investigations. Among other consequences of
SAC Kneir's departure was the fact that SAC Kneir, who had personally solicited FBI--
HQ for the two additional agents, almost certainly would not have permitted their
diversion by ASAC Dick. SAC Weber, on the other hand, was not even aware of the

issue until 1999. (Weber 10/28/99)

(4) (U) At FBI-HQ, the most consequential changes in management were at the
Section Chief and Deputy Assistant Director level. There were ten different individuals
who served in just these two leadership posxtlons between May 1996 and March 1999,
NSD’s problems in the handling of this case are by no means solely attributable to these
changes in management but they were certainly a contributing factor.

) Itis important to make clear the limitations of this issue. In any large
organization, particularly one with the diverse and challenging mission of the FBI, there
will always be very significant changes in personnel. Some of those changes represent
the natural and inevitable consequence of having talented personnel in responsible
positions: over time, they will be promoted to positions with even greater responsibility.
For the most part, the changes in pecsonnel listed above reflect this upward mobility and,
in a number of cases, this upward mobility did still keep anmdmdualmanomnght :

capacity-over the Wean Ho Lee investigation.

. (U) Nevertheless, two points should be made: First, it does not appear that the
importance of maintaining continuity in the Wen Ho Lee investigation was ever
considered as a factor in determining whether to proceed with any particular change in
personnel® Sccond, # should have been a factor - cven if not a determinative one - in

%3 (U) This conclusion is based on two considerations: the frequenoy with which
certain positions changed hands and the clear evidence at both NSD and FBI-AQ that the

ropXecreri N
' 201




at least some of the personncl changes listed above, particularly those at the level where
the incumbent had a direct and routine impact on the handling of the casc.

. (U) Communication problems within the FBI

W)
&Sf)’ The AGRT has identified two significant problems in the nature, frequency
and substance of communications between senior officials within NSD and D,jrccto'r

Freeh:

W)
&8)' First, Director Frech should have been bricfed at a much earlier point in time.
Both Congress and the National Security Council received detailed briefings on the FBI's
*Kindred Spirit” investigation before Director Frech himself received such a briefing.
Indeed, even the Attorney General received a memorandum describing the case before
Director Freeh. '

(U) Second, when Director Freeh was briefed on the case, NSD failed to advise
the Director on certain critical matters that, had he been so advised, could have made a

difference.

%) On the positive side, the AGRT has also determined that, after the Director
identified DOE’s general counterintelligence problems as an issue requiring his special
attention, NSD effectively and thoroughly briefed and supported the Director on this
issue, ultimately resulting in PDD-61. Moreover, although NSD was late in initiating
*Kindred Spirit" briefings of the Director, once it began to apprise the Director of
developmeats in the case, it did so routinely and in considerable detail. -

b = -~

F/ﬂ Wen Ho'Lee investigation was not a priority matter at any point prior to December 1998.
noted, however, that, with the exception of the records assoclated with SA

o It sh
| 1-.‘! bé ﬁpmmoﬁon to FBI-HQ in 1997, the AGRT has not examined the selection
b7 C " documents involving any of the other individuals listed in this seotion.
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K87 From its very beginning, NSD officials - at the most scnior level - were
bricfed on the "Kindred Spirit" investigation, and participated in determining its direction.
Sce, ¢.g., the various notes and briefing papers for the period July 1995 to March 1997.3*

36 (SABRDY On July 13, 1995, Trulock met with DAD Lewis and briefed him
on DOE'’s concerns. (AQI 2936, FBI 11762) The briefing by Trulock was preceded a
day earlier by a briefing memorandum which, although not addressed to DAD Lewis,
was almost certainly prepared for Lewis’ review before the Trulock meeting. (FBI

(FBI 11834, 20353)

(SAFJ On July 18, 1995, Ken Baker, the Acting Director of DOE’s Office of

Nonproliferation and National Security (“NN”), wrote DAD Lewis to request access to
Hﬂommﬁon in connection with the “Kindred Spirit”
investigation. (AQI 2938) |

)y )
SS‘?*B On,August 14, 1995, there may have been a meeting with Trulock, DAD
Lewis, and SSA# The only proof of this is a handwritten note by S
dated September 18, 1995, in which he references a telephone call from the

) _in tum, refercnces an August 14, 1995 Trulock/Lewis meeting.

On September 6, 1995, the “Kindred Spirit” investigation was briefed to
by DAD Lewis, SC Doyle, and SSA Schmidt. There is a reference in SSA

AD Bryant
ﬁnotcs of this meeting to two statements made by AD Bryant: (1) “How come
Jump on this case weeks ago?” and (2) “Maybe we should have been more

c We
L7 proactive @ this & have prevented the Chinese from stealing this in the first place.”




_
o &7

i

(FBI 365)
) '
On September 13, 1995, Trulock met with DAD Lewis and SC Doyle.
Trulock was sceking the FBI's help and SC Doyle told him to send over a letter from
DOE “setting forth predication for this case” and also told him that the FBI was thinking
of bringing Sﬁdup from Tampa “to work this special.” (FB1378) ..-

)
&8)' On September 25, 1995, Ken Baker of DOE sent a letter to AD Bryant
requesting the assignment of an FBI agent to DOE’s Counterintelligence Division to

assist in an Administrative Inquiry “to determine the facts and circumstances relative to
the loss of ﬁxﬂ information.” (AQI 2960, FBI 13045)

bl

(AQI 2981, FBI 400)

% On December 21, 1995, SC Doyle sent AD Bryant another briefing
mémorandum on the investigation, including providing AD Bryant information about the

cquired by SS*when he.attended a course on Nuclear, Biological and
Chemical Proliferation at the Defense Nuclear Weapons School, Kirtland Air Force Base
in Iate November 1995. (FBI391) .

u .
(£8) On January 29, 1996, SC Doyle seat AD Bryant a third briefing -
memorandum on the investigation, including reference to work.on the DOE
Al and other matters related to the investigation. ' "

% On April 18, 1996, DAD Lewis and Trulock had another meeting, which was.
preceded by a briefing which DAD Lewis received from SC Doyle. (FBI 16609) The
only reference which the AGRT has been able to obtain concerning this meeting is an
FBI summary document eatitled “Meetings Re DOE/Kindred Spirit” which indicates that

the meeting with Trulock also included SC Doyle and S and that the subject of
the meeting was “China Case.” (FBI 16609) The AGRT cannot confirm this meeting

took place.
ror Screr N
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In all that time, however, the AGRT has not identificd a single briefing paper addressed

to Dircctor Frech.’”?

%} On May 22, 1996, Deputy Secretary of Energy Charles Curtis met with DAD
Lewis, according to a DOE IG report of interview of Secretary Curtis. (DOE 1675)

Trulock wrote a memorandum dated May 25, 1996 to Deputy Secretary Curtis which
makes reference to “our May 22 meeting with John Lewis, FBL.” (DOE 4351)

On January 24, 1997, Trulock, and other DOE personnel (Ken Baker and
met with DAD Lewis, SC Dillard, Ummd SSA b
(FBI 7629) This meeting was preceded by a briefing paper to Lewis on
the status of the investigation. (FBI 745) It was followed by another briefing

memorandum which indicated that the principal purpose of the meeting was to discuss

DO’s request for FBI assistance in its counterintelligence program. The “Kindred Spiri¢”

investigation was discussed after DAD Lewis left.

(SRDBAF) On March 19, 1997, Lewis, who had become Assistant Director upon
Bryant’s promotion to Deputy Director, received a letter from Randy Beers, Special
Assistant to the President and Senior Director for Intelligence Programs, of the NSC. In
the letter, Beers states that he had disclosed to the director of the SSCI staff “the
existence of an FBI counterintelligence operation in response to a direct question.” (FBI
790) AD Lewis was then provided a briefing mem: i “Itis not
certain to what investigation he may have been referring.

bech identified and our investigation has been ongoing forajear.

37 (U) Copies of some of the documents referenced in the preceding footnote
were located in Director Frech’s files provided to the AGRT. Sce memoranda dated
November 3, 1995 (FBI 16560), December 21, 1995 (FBI 16563), January 29, 1996 (FBI

16556, 16565), January 29, 1997 (FBI 16590), March 24, 1997 (FBI 16593) and April '
28, 1997 (FBI 16882). This does not indicate, however, that Direotor Frech was
provided these documents at the time of thelr creation. Rather, it means only that
Director Frech received these documents at some polnt in time, the most likely time
being 1999 when, as a result of intense Congressional scrutiny, Director Frech was
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2. (U) Infonmation provided to Director Frech

(U) Given the extraordinary nature of the underlying allegation, it is baffling that
Dircctor FFrech was not bricefed far earlier than he was on the status of the investigation.
There is little doubt that such briefings could have caused the FBI to address more

aggressively the problems identified in this report.”®

(U) When did Director Freeh first learn about the case? The documé;lts obtained
by AGRT indicate that the first written and oral briefing received by the Director on this
investigation was on or about July 31, 1997.3® This is consistent with what Director

provided a substantial amount of material relevant to the investigation. (Parkinson
3/28/00) When the AGRT says, therefore, that Director Freeh was not briefed orally or
in writing until July 1997, see below, this finding is based on the record of briefings
cither addressed to Director Freeh or known to have been given to Director Freeh.

. %t () Director Freeh made this precise point to the AGRT. He indicated that if
he had been briefed on this case at an earlier point in time, and given more information
about it, he would have reacted to it sooner and more aggressively. (Frech 11/11/99)

%9 (SIRBYNE) There is a bricf reference to the “Kindred Spirit” investigation in
an April 14, 1997 briefing memorandum to Director Freeh, but the reference is in the

context of a broader FBI review of various situations in which information was provided

to NSC staff members but not trdnsmitted to key policy makers. “Kindred Spirit” was
cited as one of several examples in which information was communicated to the NSC
staff but-not briefed up within the NSC, -The memorandym fioted that on March 25,
1997, an NSC staff member contacted SC Dillard and advised SC Dillard that the staff
member had been asked by National Security Advisor Sandy Berger to brief Berger on
any cases in which the staff member had received briefings that were not forwarded to
key policy makers: ‘The staff member told SC Dillard that he had previously received a

bricfing from AD Bryant and DAD Lewis coricemning]
U was then
16 brief inolu &d

—

nstructed to rebrief the statt member and ho did o that same day.
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Frech has told the AGRT.>"  On or about July 31, 1997, it appears that Dircctor Frech
reccived a onc page briefing memorandum on the investigation (FBI 1063) and was

bricfed on the case by SS-" (FBI 12031)

(U) It is worth belaboring this point a bit since there is some confusion in the
record as to when the Director was first bricfed on the case:

. % On May 25, 1996, Trulock wrote a memorandum to Depiity Secretary
Curtis which Trulock entitled "Action Plan-and Next Steps." In that
memorandum, which references a May 22, 1996 meeting between Trulock,
Secretary Curtis and DAD Lewis, it notes that "Director Frech has been
bricfed on this case." (DOE4351) The AGRT has obtained no
documentary verification that such a briefing took place.!?

. 3(U) Director Frech told the AGRT that he first became aware of the
investigation in June or July 1997. (Frech 11/11/99) o
"“%'Ihcimpemsforﬂwbdcﬁngandﬂmendmnmayhmbemto
prepare Director Freeh for a meeting with National Security Advisor Sandy Berger on
July 31, 1997, at which the “Kindred Spiri¢” investigation was discussed. (FBI 18197;
Frech 11/11/99) Alternatively, the memorandum siay have been requested in preparation
for an August 1, 1997 briefing AD Lewis was due to receive from Notra Trulock. (FBI

1026; Gallantin 11/23/99; Trulock 10/12/99)
32 () Deputy Secretary Curtis also expressed the belicf that Dircotor Frech had

ty
been briefed in the 1995/1996 time period, but his belief was third-hand, Scoretary
Curtis told the AGRT that he had a “specific memory” that he was told by either Trulock

TOP ECM
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. &};} On December 27, 1996, a memorandum went from the Office of
Dircctor Frech to OIPR for transmittal to the Attomey General. (AGO
139, OIPR 68) The memorandum was in support of the Wen Ho Lee mail
cover and states explicitly the predicate for the investigation.””’ This would |
suggest that Director Freeh had been briefed at or before the time he signed |
this memorandum, but it is clear that Director Freeh did not sign the ;
memoraridum. Rather, the memorandum was initialed for Director Frech by I
DAD Lewis. *** (AGO 139) The memorandum secking a mail cover was )
then forwarded to the Attorney General with OIPR's summary and ]
endorsement (OIPR 64), and the Attorney General then authorized the mail . |
cover. (AGO 138, FBI290) The Attorney General told the AGRT that she N

- read OIPR’s cover memorandum, which set out the predicate for the f
investigation based on Director Frech’s memorandum.®** (Reno 11/30/99) |
This leads to the following odd result: the Attorney General received a

or Baker that DAD Lewis had been briefed and that DAD Lewis had informed the
Director. (Curtis I/ 14/00)

Director Freeh’s memorandum states in p

DiteetorFmehsmﬂmthehasnoreoolleeﬁonofcvasecingﬁemaﬂ .
covudocmnents. (Fmeh 11/11/99) ‘
OIPR's cover memorandum to ¢h ‘
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bb ) C briefing of Director Frech took place the next day, July 31, 1997, It

written bricfing on the FBI's Wen Ho Lece investigation before the Director
did.

w :
( ) The FBI's own chronology states that Director Freeh was actually first
briefed in June 1997, not July 1997, and that two noles were created in
connection with these bricfings.’'® The AGRT cannot confirm any briefings
of Director Frech on the Wen Ho Lee investigation that took place in June
and the two notes do not support the conclusion that Director Freeh was
briefed in June 1997. In fact, the first of the two notes (FBI 1063) appears -

to have been created on July 30, 19973

(U) Therefore, the AGRT concludes that the correct date for the Director’s first
written and oral briefings on the Wen Ho Lee investigation is on or about July 31, 1997.

. ' L :
e %S%IF) The notes are related to each other. The first note is a general briefing

paper on the Wen Ho Lee investigation. (FBI 1063) Director Freeh placed a
handwritten note at the bottom of the paper, asking three questions of AD Lewis: “What
was done in 1982 to work the Lee case? Whea/how was it closed? Did DOE know @

it?” (FBI 1063) The second note is a response to Director Freeh’s three questions.
(FBI 1062) . . ‘
32 (¢ This conclusion is based on a review of a computer disk provided to the
AGRT various memoranda related to the “Kindced Spici¢® .
investigation. "(FBI 11371A) Oae of those memorandum bears the file name “Spirit”

arid is identical ¢o the first of the two memoranda. (FBI 11372A, FBI 20046) Its file date .
lon date of July

is July 30, 1997.. (Jd.) While that does not conclustvely establish a
30%, it does suggest it, and it is consistent with the fact that SS or:?l{sten
0 CO t

with the fact that Director Frech had & copy of the “Spiri¢® memorandum with him when
he met with Sandy Berger the next day (FBI 11779, 18197; Frech 11/11/49) and made
handwritten notations conceming this meeting on it. (FBI 18208) '
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(U) After July 1997, Dircector Frech received numerous additional bricfings on the

Wen Ho Lec investigation.®'

) :
M '%NF) See the following memoranda, which excludes notes dealing
exclusively with the DOE counterintelligence reform initiative:

(’(lé? On August 5, 1997, Director Freeh was scheduled to meet with Deputy
Director Esposito, SC Dillard, U d SSAFonceming the “Kindred
Spirit” investigation. (FBI 16610) Based on a note that the Director wrote on August 5,
1997, the AGRT concludes the meeting took place. (FBI 12479)

U
MF) On August 12, 1997, Diréctor Frech was briefed by Notra Trulock on the

general issue of Chinese attempts to acquire United States Government nuclear secrets.
The “Kindred Spirit” case was discussed during this meeting. (FBI 12505, 21286,

11781, 20311, 21813)

U
(,(Sg’On August 14, 1997, FBI records indicate a briefing memorandum to Director

Frech from AD Lewis concemning OIPR’s rejection of the FBI's FISA application on
Wen Ho and Sylvia Lee. AD Lewis advises the Director that “we did not have as much
information to justify an elsur request as we might have wished” and OIPR had made-“a
real effort to find a way for an application to go forward.” (FBI 1060) Now that the
application had beea rejected, the Director was told, the FBI would “pursue a more
aggressive but risky course which will include interviews of coworkers, former

supervisors, and associates.”

A . - .
%3)% September 11, 1997, FBI records indicate a briefing memorandum to

Director Frech from SC Dillard conceming a §, 1997FBl briefing to NSC
staff at which the “Kindred Spiri¢” investigation discussed “at length.” (FBI 1085,
20916) Attached to SC Dillard’s memorandum was a time fin¢ on the “Kindred Spirit” -

investigation prepared for the NSC by U (FBI 1086, 13024, 12395, 20919)

“Kindred Spirit" investigation was disoussed in some detail. (FBI 123 12) Direotor

(8§ On September 18, 1997, Director Frech met with AD Lewis, Bob Bucknam,
Micha¢l Waguespack, § w Y
While the purpose of the meeting was to discuss the DOE Cl reform e -
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Frech asked scveral questions at the ieeting related to the “Kindred Spirit” investigation
and, on Scptember 22, 1997, SC Dillard provided a memorandum to AD Lewis

responding to those questions. (FBI 1100)

Also on September 18, 1997, Director Freeh was provided a briefing
packagﬁsbhich contained a CIA assessment of China’s
nuclear weapons program done at the request of the NSC. (FBI 12316-12349, excluding
CIA assessment.) See Chapters 6 and 13

,(Sg’ On September 24, 1997, FBI records indicate a briefing memorandum to
Director Frech from AD Lewis, which was entitled “Update on Department of Energy
Initiatives,” and which made an indirect reference to the “Kindred Spmt" investigation.

(FBI 1117)

(‘(8)' On or prior to October 15, 1997, Director Freeh received a set of Talking
Points for use in a meeting with CIA Director Tenet and DOE Secretary Pena, which also

made reference to the “Kindred Spirit” investigation. (FBI 20942)

IR
&8)' On J anuary 8, 1998, FBI records indicate an update memorandum to
Director Frech from AD Lewis on the status of the “Kindred Spirit” investigation in
connection with a briefing that Berger had asked CIA Dlrector Tenet to provide. (FBI

1175)

£8Y On September 1, 1998 FBI records indicate a bri memorandum to
DuectorFmehfromDADTonenoewhlchteportedonme d
promised a new submission to the FISA Couit dfter NSD

_(FBI 13011)

,(Xf On November 6, 1998, FBI records indicate a briefing memorandum, created
in connection with a briefing by SC Middleton to the NSC which took place on

November 10, 1998, (FBI 7724, 19993) A copy of this memorandum, which laid out the
cvents of th was attachied to the Deeembet 18, 1998
meémorandum des low.

ropkecrer
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Q85 On December 18, 1998, FBI records indicate a bricfing memorandum to

Dircctor Frech from AD Gallagher advising him (1) to expect a call {from Secretary
Richardson concemning the Secretary's interest in having the Lee matter “resolved as
quickly as possible”; (2) DOE wanted to interview and polygraph Lee and NSD had told

DOE “it had no objection”; (3) FBI-AQ was being instructed to prepare for a full
interrogation of Lee; and (4) FBI-AQ had been advised that thc_did
not justify a FISA order. (FBI 7652, 1408, 7721) ‘

W
On December 24, 1998, FBI records indicate a briefing memorandum to
Director Frech from AD Gallagher advising that Lee had been interviewed the previous
day and had “passed” DOE's polygraph, but that DOE was suspending his access for a

30-day period. (FBI 1427, 7654)

&%} On January 12, 1999, FBI records indicate a briefing memorandum to
Director Freeh from AD Gallagher advising, among other matters, that DOE wanted to
fire Wen Ho Lee. (FBI 1467)

M j%% On January 29, 1999, FBI tecords indicate a briefing memorandum to

Director Freeh from AD Gallagher advising hiin of Lee’s January 17, 1999 FBI
interview, his signed statement, that Lee passed the DOE polygraph with “very positive

measurements” and that DOE was now going to come up with a “list of prescat and
former employees that will be larger thm“idenﬁﬁed as possible
suspects.” (FBI 1531, 7658) . ) . .

On February 17, 1999, FBI reconds indicate a briefing inemorandum to

SSANE) . i
LMMWWWMmmeme
FBI on February 10, 1999 and was “inconclusive” on the first examination and- - '

“deception indicated” on the second exam. The memorandum also indicated that, based
on admissions by Wen Ho Lee concerning disclosures he made to the PRCduring his -
1986 and 1988 trips, DOB “will probably revoke Lee’s geourity olearance.” The
memorandum concluded: “Lee's sta

(FBI 12999, 7717)

m%cm




This is not to say that Director Frech received all notes generated within the FBI after he
began receiving bricfings on the case.®® It is to say that beginning in July 1997 the
Dircctor was routincly advised of developments in the case.’®

3. (U) Where the briefings failed

(U) Several critical issues were never briefed to Director Freeh but should have
been. e

First, none of the briefing memoranda ever make it clear to the Director that
FBI-AQ’s handling of the investigation was seriously deficient. was firmly bl
convinced that FBI-AQ was "screwing up and sitting on a time bomb"  FET
| be, L7C

n .
((.S%\IF) Finally, on March 10 or 16, 1999, CIA Director Tenet sent Director
Frech a copy of the same September 1997 CIA assessment of China’s nuclear warhead

program that had been provided to Director Freeh on September 18, 1997. (FBI 17206)

W
"’,%8)) From the time Director Freeh was first briefed on the case in July 1997
until Wen Ho Lee was fired on March 9, 1999, there were innumerable briefing papers
generated within the FBI that did not go to the Director and would not have been
expected to go to the Director. These briefing memorandums were created for various
purposes, including Congressional briefings, NSC briefings, and briefings within NSD.
See, ¢.g., bricfing papers dated: December 31, 1997 (FBI 1160), Apsil 30, 1998 (FBI

6417), May 5, 1998 (FBI 11655), June 1, 1998 (FBI 1312), June 17, 1998 (FBL 13016),

July 22, 1998 (FBI 13015), July 29, 1998 (FBI 1339), October 29, 1998 (FBI 1373),
November 6, 1998 (FBI 7724), January 21, 1999 (FBI 1493), February 22, 1999 (FBI
1575) and February 26, 1999 (FBI 1589, 5331). .

’”,(Sf The fact that the Director received only one update note between Ootober
15, 1997 and September 1, 1998 is not attributable to a failure to brief but, rather, to a
failure to investigate on the part of FBI-AQ. There were no updates beoause thero was
nothing to update, other than FBI-AQ's ongoing planning of th_

mx}{cnmm
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12/15/99), yet that message never reached Director Freeh.’® While the reasons for this
arc understandable,’ that docs not make them acceptable. Dircctor Freeh, properly
briefed, could have brought to bear on the Wen Ho Lee investigation the full weight of
NSD’s expertisc - just as was eventually done in the spring of 1999.>® To be clear, the
AGRT is not suggesting that Deputy Director Bryant or AD Lewis intentionally chose not
to brief the Director on the truth of FBI-AQ's inadequate investigative efforts. They
themselves had not been briefed on how bad things were in Albuquerque. -

S Second, prior to 1999, Director Freeh was never briefed on the serious and
consequential difference of opinion as to the scope of the compromise at issue. Merely
providing the Director a copy of the CIA's September 1997 assessment, as was done on
September 18, 1997, was surely not enough, if for no other reason the fact that

Director Frech had not been given a copy of DOE’s Al as well.
the recipient of both documents and which had been responsible for this investigation for

several years - did not appreciate the discrepancy between the two documents, it is hard
to imagine how the Director could have done so.?*

3 (U) - Director Freeh told the AGRT that he was never advised of problems with
the Lee investigation. (Freeh 11/11/99)

In connection with
inspection interrogatories, SS inted to the reluctance to “dime out

b‘l ¢ | colleagues, dime out [an] office,” particularly where “it’s in writing.”

12/15/99)

B W) Asto FBI-AQ’s diversion of two ageats, it is unlikely this issue would
ever have reached Director Freeh becanse it would have first been necessary to clevate it -
to senior NSD management. Once that was done, cither AD Bryant or DAD Lewis
would no doubt have conclustvely and categorically resolved this issuc — and not the way
FBI-AQ had resolved it.

U (8)) That Director Froch would have been keenly interested in this issue is
beyond question. Indeed, he asked members of his staff specifically on Scptember 18,
1997 whether it was their “position that the evidence supports the conolusions Notra
Trulock made in his presentation {to Director Froch on August 12, 1997.]".(FBI 12312)

ror skcreT/
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(U) Third, the singlc matter that could have fundamentally transformed the Wen
Ho Lec investigation - the need to gain access to Wen Ho Lee’s computer files - was
never bricfed to Director Freeh because it was never recognized by NSD, or FBI-AQ for
that matter, to be an issue of particularly significant consequence. Sce Chapter 9. Would
it have made a difference? That is impossible to say, of course, but what can be said is
that FBI-AQ, NSD and NSLU each responded inadequately to this issue and each would
have benefitted from an instruction to conduct a thorough review and vetting of the
matter. There are no guarantees where such a review would have led, but it certainly
might have led to the discovery of the X Division’s banners, it might have led to the
discovery of Wen Ho Lee's signed waivers, and it might have led to an NSLU
reconsideration of its advice to NSD which, although it did have the virtue of simplicity,
was nevertheless erroneous. As Director Freeh told the AGRT in reference to the FBI's
acceptance of DOE’s representations about the lack of banners: “We should have pressed
the issue, we should have gotten into the weeds o it." (Frech 11/11/99)

{S/RP) Finally, there is the matter of NSD’s failure to formally brief any aspect of
the *Kindred Spirit" investigation to Director Freeh until late July 1997 *

NPXW
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(U) The failure to brief Director Freeh at an carlier point in time was
consequential. Had Director Freeh been briefed at the beginning of the investigation,
rather than two years into it, he could have insured it was given the priority it deserved.
Many of the problems identified in this report are direct bi-products of the lack of priority
given this investigation at FBI-AQ and within NSD and that lack of priority might have
been avoided had the Director been a participant in decision making about this case in

1995, 1996 or the first half of 1997.

% By the time Director Frech was finally bricfed on the case, it was in trouble,
and the prognosis for the case seemed grim.>® So much had already gone wrong - in

3% (U) -When former Depitty Director Bryant was interviewed by the AGRT, he
stated that FBI-HQ’s upper management’s knowledge of the “Kindred Spirit”
investigation from 1995 to 1997 was too limited. He said the significance of the
investigation was not elevated to managers on the “Seventh Floor” [the executive level]
of the FBI building. (Bryant 11/15/99) The AGRT understands this to be a reference
not only to the lack of briefings between NSD and the DlrectorlDeputy Du'ector buttoa

lack of briefings within NSD itself.

- 3% ,8)’) A member of the NSC’s staff was bricfed on the “Kindred Spiri”

investigation on March 25, 1997 by UC The same individual had previously
- been ' briefed on the investigation byAD ryant. (FBI 7633 798, 805, 12076, 20338)

R
- SCDillard and U rovided a detailed briefing on the “Kindred
Spirit” inmﬁgaﬁon to HPSCI and SSCI staff on April 16, 1997. (FBI 6413, 6403, 823)

W |
4 (8) Just how grim became apparent to S ugh & voice mail message

he received from SS . reporting on
with Notra Trulock and DOE Deputy Secretary Betsy

Ho Lce investigation should not be used as an excuse for DOR to fail to address its

ror secre-
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how the casc wis handled and supcrvised in Albuquerque, in the problematic relationship

between and FBI-AQ, in NSD's and FBI-AQ's continuing failure to grasp the
importance of gaining access to Wen Ho Lee's computer files, in the drafting of the FISA
application itself - that only radical changes in the handling of the case would likely have
significantly altered its prognosis by this point in time. Such changes were warranted but,
given what Director Frech was being told, that after a full year of investigation there was
not even enough evidence to convince OIPR of probable cause, it is not surprising that

such changes were not even contemplated.’?

4. (U) Where the briefings succeeded

N
(,(8% First, NSD played a critical supporting role in assisting Director Freeh in
addressing at a structural level DOR's counterintelligence problems. From August 1997
forward, an enormous amount of FBI resources and effort was dedicated, at the Director’s

instructions, to designing, implementing and executing a plan to reform DOE’s

general counterintelligence problems and its specific security concerns about Wen Ho
Lee. According to SS irector Freeh told DOE: “This case is off the table
and the case is dead.” (AQI 5325) In fact, Director Frech appears only to have told
DOE that the Lee investigation was of “lesser importance” than stemming the flow of
seasitive information from the DOE laboratories and that the case “pales in comparison”
to DOE’s need to move forward to preserve United States Government information. See
AGRT review of FBI SSA notes of August 12, 1997 mecting. (NSC
001-004) i ,

| ) S L
’”§85 Nor was Director Frech given any cause to blame the current state of

affairs on the way in which the FBI had conducted its investigation or the way in which |

OIPR had handled the FISA spplication. What Director Frech was being told back in
August 1997 is that there was a deficiency in the facts, not in the investigators or
attorneys handling this matter. As AD Lewis put it in a memo to the Director, “[W]e did
not have as much information to justify our elsur (clectronio surveillance] request as we

might have wished.” (FBI 1060)

. TOB ECRH
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counterintelligence program.® While the Director is not solely responsible for PDD-
61,7 itis clear that he was the driving force behind the reform of counterintelligence at
DOE.»? NSD played a critical role in kccpmg Dircctor Freeh regularly advised of
developments in the reform initiative and in insuring that the Director had the information

he needed to do the job.

(U) Second, once NSD did begin briefing the Director on the Wen Ho Lee
investigation, it do so regularly and in significant detail, although somewhat fmore

U,
3% £8) This is not meant to suggest that the FBI was uninvolved in this issue prior
to August 1997. It had been involved in this issue for years. See, ¢.g., the FBI's April

- 1997 report titled “DOE’s CI Activities: An FBI Assessmwt" (DOE 4397)

”‘,GS) DCI Tenet, for cxamplc, also played a substantial role in the effort to
reform counterintelligence within DOE, ‘as did the NSC.

Director Frech mobilized his staff to address the DOE counterintelligence
issues. (FBI 12479) He made it clear that he was prepared to do “whatever it takes” to
address the problems in the DOE laboratories. (FBI 20768) He bluntly told DOE in
August 1997 that the Wen Ho Lee investigation could no longer be a factor in DOE’s
addressing security concerns at the laboratory. (NSC 004, FBI 21286, 21813-21816)
He-made the same point again in October 1997 in a meeting with Secretary Pena, (FBI
18751; Webb 1/6/00; Freeh 11/11/99) He repeatedly briefed or caused his deputies to
brief the National Security Advisor on developments in the DOE countenntclhgencc
reform cffort. (FBI 20808, 12197, 20647, 21302, 20608, 20597) He sclected a senior
FBI official, Ed Curran, to be the chief of counterintelligence at DOE and thea took
necessary steps to make it possible for him to take on this responsibility. - (FBI 20643,
20439, 21036) He and DCI Tenet met with, and wrote to, DOE Secretary Pena |

conceming the reform initiative. (FBI 20942, 20666, 16988) He received numerous
notes from his staff addressing a variety of issues related to the initiative. (FBI 21395,
21347, 20600, 21343) He helped resolve a number of contested issues. (FBI 20451,
21279, 20453, 20447)- Even after PDD-61 was signed by the Presideat, he continued to
be involved in insuring that the initiative was properly executed and implemented. See,
£.8. the Director's meeting with DOE laboratory dircotors on March 30, 1998. (FBI

7176, 20415, 7178)
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optimistically than the track record of FBI-AQ's handling of the Wen Ho Lee
investigation might have warranted.””

) ‘
K. &SfNSD'S failurc to recognize and address the danger posed by Wen Ho Lee's
continuing access to nuclear weapons secrets

U

gtﬂ) Chapter 18 describes in detail the array of serious misjudgments and
unfortunate mis-communications by both the FBI and DOE that resulted in Wen Ho Lee
retaining his access to nuclear weapons secrets until December 24, 1998. It 1s sufficient
to note here that NSD played a significant role — from the beginning®** - causing DOE to
retain Wen Ho Lee in a position where he continued to pose a danger to the national

security.

DX TR SN L

’”;?é)) For example, the Director was told on August 14, 1997 by AD Lewis that,
following OIPR’s rejection of the FISA application, the FBI would now pursue a “more
aggressive but risky course” of conducting interviews of coworkers, former supervisors,
and associates. (FBI 1060) With a very few exceptions, that did not happen.

W) , :
 34(8) See, e.g., this FBI briefing memorandum, dated January 30, 1997,
containing a chronology of eveats related to the “Kindred Spirit” investigation:

U
7/2-3/96: FBI-HQ personnel travel to Albuquerque to confer with the -
. Special Agent in Charge and Assistant Special Agent in Charge. All then
meet with the Director of Los Alamos and his staff'to briefhimonthe
- FBI's proposed investigation and to ask for cooperation: The LEES tust
not be alerted to the investigation and Lee Wen Ho must continue to have

his normal access.

LAl o L.

]
o ¢

(FBI 751) (cmphasis added).
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