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CHAPTER ELEVEN

(U) THE DRAFT FISA APPLICATION: JUNE 1997 TO AUGUST 1997

(U) Questions Presented:

Question One: (U) Did OIPR properly conclude that the information
provided by the FBI in support of its request for a FISA order was legally insufficient?

Question Two: (U) Did the FBI have in its possession additional
information which, had it been incorporated into the FISA application, would have .

rendered the application legally sufficient?

Question Three: (U) Could the FBI have reédily acquired additional information
which would have materially advanced its request for a FISA order? ‘

Question Four: (U) Was the FBI's submission to OIPR accurate?

Question Five: (U) Did the FBI fairly and properly advise OIPR of information in
its possession which did not support, or which undermined, its request for a FISA order?

Question Six: (U) Did OIPR internally process the FBI’s request for a FISA order
with professional skill and dispatch?

Question Seven; (U) Did OIPR apply an unduly high standard for cvaluaung the
legal suﬂ'ictency of the FISA application?

. ama—— ——-

‘Question Eight: (U) Did OIPR advise the Attorney General of its determination
that the FISA. application was Iegally insufficieat and, if not; should it have done so?

Question Nine: - (U) Should OIPR have destroyed its files?
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PEIADB Question):

Question U2: (U) Whether the DOJ Office of Intelligence
Policy Review (OIPR) applied an inappropriately high
standard to the FBI's request for electronic surveillance
under the IForeign Intelligence Surveillance Act (FISA).

Question #3: (U) Whether the FBI provided to DOJ OIPR
all U.S. Government information relevant 1o an appropriate
evaluation of the FBI's FISA request.

Question #8: (U) Whether the DOJ OIPR maintained
appropriate records concerning FISA requests that were

declined.

A. (U) Introduction
(U) The AGRT concludes the following:

(1) (U) The final draft FISA application ("Draft #3"), on its face, established
probable cause to believe that Wen Ho Lee was an agent of a foreign power, that is to say,
a United States person currently bugaged in clandestine intelligence gathering activities
for or on behalf of the PRC which activities involved or might involve violations of the
criminal laws ofmeUmtedSmm, and that his wife, Sylvia Les, aided, abetted or

conspired in such activitics. Given what the FBI and OIPR knew at the tims, it should
" have resulted in the submission of a FISA application, and the issuance of a FISA order.

' (2) (SARARD) Given what is known today, however, it is clear that the draft FISA -
application contains setious misrepresentations of fact concerning the predicate for the
investigation. DOE made critical misrepresentations to the FBI on this matter. See

-Chapters 6 and 7. The FBI, for its part, failed properly to investigate the predicate for
itself. See Chapters 4 and 8. Instead, it unconditionally accepted DOB's
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misrepresentations and it then transmitted thosc misrepresentations intact to OIPR, where
they proceeded to infect the FISA application. Morcover, Draft #3

b
As
Chapter 7 demonstrates, the FBI's confidence in that analysis was completely misplaced.
In short, given what the FBI and OIPR knew in 1997, Draft #3 should have been
submitted to the FISA Court. But, given what we know foday, Draft #3 could never be
submitted to any court.

(3) (U) There is no indication that the FBI withheld exculpatory evidence from
OIPR in connection with its letterhead memorandum seeking a FISA order ("the June 5,
1997 LHM"). In fact, the contrary is clear: the FBI conscientiously apprised OIPR of the
weaknesses in its case. ,

N .
(4) (S) The FBI failed to inform OIPR of critical information in its possession that
would have substantially strengthened probable cause. In one case, the information
omitted was so critical that it alone might have altered OIPR’s perception of probable
cause.

(5) (U) Other critical information was not actually known to the FBI but was
certainly knowable. In particular as set forth in Chapter 9, the FBI could have gained
access to information concerning Wen Ho Lee’s ﬂhclt computer activities and, thereby,

made a FISA order a foregonie conclusion.

(6) (U) OIPR devoted immediate, setious and substantial atteation to this matter.

. Qv
S /) ijAfactormOlPR’s rqecuonof&cmSAapphcauonwas its undnl;mgld.-- =
andnamowvxewofwhathascometobceaued'cumncy 'I‘hatvxew.cxpmssedbyone

senior OIPR attomey, is that “currency* requires activity in the past six months. This is
neither required by the FISA statute, tior by its legislative history, nor is it consisteat with
known patterns of conduct by agents of foreign powers.

(8) (SAWE/RD) In July/August 1997, the Acting Counsel for Intelligence Policy,
Gerald Schrocder, had a duty to bring to the attention of the Attorney General the
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cxistence and resolution of this matter.

The Attorney General should have been

apprised of any rejection of a FISA request but, in particular, she should have been
apprised of the rejection of this FISA request. That OIPR expected a resubmission some
time in the future was irrelevant. For the time being, OIPR, and OIPR alone, was
blocking the submission of a FISA application in a case alleging the theft of secrets to an
American nuclear weapon. That the Attorney General needed to know this is a point

almost too obvious to note.

(9) (U) OIPR should never have destroyed the records and computer files
pertinent to this matter until it was firmly and finally concluded. OIPR representatives
told the AGRT it was their view that the matter was in “intermission” whean it left OIPR
in August 1997. Given that awareness, OIPR had a professional responsibility to
preserve and maintain its records until it was determined that the matter was truly
finished. It is no answer to say that the FBI maintained similar records. By virtue of the
FBI’s FISA submission, this had become an OIPR case, involving OIPR decisions, by
OIPR attorneys, on a matter of grave consequence. OIPR could not know, for certain,
what the FBI would choose to retain. (Obviously, we now know, for example, that its
retention did not include FISA Draft #2.) Whatever policy OIPR might choose to apply
to closed matters, this matter was #0f closed (as OIPR Attomey David Ryan was to

discover on December 22, 1998.) OIPR’s records should have been retained.

B. (U) A brief chronology
(U) On June 5, 1997, SSAYJI scat the FISA LEBVE from NSD2odNSLU
where, according to SSA(JJ it 1znded in QI - o= (R

23/99)

o (Uqlm no recollection of having any involvement in the FISA LHM.
-

He told the AGRT he was “not involved in {the] Leec LHM at all.”
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SSA told S

(U) On June 13, 1997, FBI-AQ inquircd as to the status of the application and
that it had left his desk a week carlier. He said it may still be

in the "bowels of HQ or [it] may be at Justice.” (AQl 5343)

(U) On Junc 19, 1997, FBI-AQ received the FISA LHM from FBI- HQ and SA

- began reviewing it. (AQI 5215)

(®)

,(Sr)’ On June 30, 1997, SSA-wcnt hunting for the application apd.found it
still u?box P7/23/99) He removed it and gave it to*a
detailee to the NSLU. According to SSA she approved it and it left the FBI for
OIPR the same day.*’ SSA| and U personally walked the application

over to OIPR, where they met with Alan Komblum, who was then OIPR’s Deputy
Counsel for Operations. 7/23/99) They emphasized to Korblum the
importance of the matter and Kornblum immediately assigned it to David Ryan, an OIPR
Attorney Advisor, to draft a FISA application. /23/99; Kornblum 7/15/99;

AGO 133) Also on June 30, 1997, SSA ed b
telephone and reviewed the LHM. (AQI 5234, 5190) Also that same day, UC
was asked to come to DOE with SS and brief Notra Trulock "on the current
investigative status of the KINDRED SPIRIT case."®** (FBI 1029)

) By July 4, 1997, Ryan had pfcparcd a first draft and Komnblum came in on the
holiday to review it. (Komblum 7/15/99) He made numerous comments in the draft and
it went back to Ryan for revision the same day. (FBI 3512) .

et to discuss the application.

.- had no recollection of a approvmg the FISA LHM for submission to
OIPR. 8/99)
‘ ¢4 (5Y That bricfing took place on July 3, 1997. (FBI 1029) Preseat from DOE
were 'l‘mlock,ﬁan The FBI advised the DOR representatives of the

status of the FISA applioation.
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(SINFTOn July 11, 1997, Ryan and SSA =
(FBI 6844) Ryan sought additional information on a number of matters, including the
following: (l
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—of the San Francisco Division of the FBI (

? (FBI 11072); (2) the interrogation of Wen
; and (3) the source reporting associated witl
(AQI 5341)*" After he
pparently contacted S
"FB1-SF") and had him fax a copy of a

(FBI
8

";g’/)' In 1983 and 1984, Lee was interviewed repeatedly by the FBI. These
interviews were all summarized in several FD-302's as follows:

Lee

returned from his meeting with Ryan, S$S

689

11072

(SF 154)

November 9, 1983  (FD-302 of interview of Lee)  (FBI 2117-2119),
December 20, 1983  (FD-302 of interview of Lee)  (FBI 2120-2122),
December 20, 1983  (FD-302 of interview of Lee)  (FBI 2123-2125),

December 21, 1983  (FD-302 of Lee) : (FBI 2126-2127),
January 3, 1984 (FD-302 of Lee) (FBI 2128-2129),
January 24, 1984 (FD-302 re polygraph of Lee) (FBI 2130-2132),
March 12, 1984 (cover LHM) (FBI 2115-2116).

“*!(8) This citation is to a handwritten note by S concerning a telephone
conversation he had on Monday, July 14, 1997, with SS and SS. SSA
told the FBI-AQ ageats about his meeting with Ryan and noted that “possibly”
the FBI does not “have [a] lead pipe cinch.” (AQI 5341) As to the three items for which
wrote a note that suggested that SSA

Ryan requested additional information, S
*Bﬂ Ryan copies of the three items. The note reads: “As a result
ormig ] %ﬂ these items to DOJ this moming.” (d) The
AGRT has interview mblum, Ryan and-on this matter and each indicated
no recollection that these documents were actually “furnished” to Ryan. i
12/15/99; Ryan 11/23/99; and Kornblum 11/23/99) Komblum said he was “certain™ he
never saw the source reporti
the Lee FD-302's and he was “reasonably
(Komblum 11/23/99) 1t is almost certain that what S
been “furnished” to OIPR on July 14, 1997 were eight inserts, further described below.
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March 3, 1994 teletype from FBI-SF to FBI-HQ concemning the February 23, 1994
incident. (31 1038)

U

(,(‘S‘?' Between July 4, 1997 and the end of July, several events occurred: (1)
Komblum advised the Acting Counsel for Intelligence Policy, Gerald Schroeder, of the
existence of the matter and told him “you probably need to look at it." (Schroeder 7/7/99);
(2) SS drafted eight inserts for inclusion in the FISA application;*? (FBI
7474-7484) (3) A second draft of the FISA application was prepared by Ryan;*** and (4)
The last draft ~ marked “Draft #3" ~ was prepared by Ryan, reflecting Komblum’s edits,
and incorporating, with some stylistic changes, the eight inserts. In this time period as

“well, Komblum and Ryan came to the judgment that the application did not meet the

probable cause standard and that conclusion was communicated to Schroeder. (Schrocdcr
7/7199) Schroederread the draft application "cover to cover” and “didn’t think it was

close." (Id.)

|
)
£87 On July 24, 1997, while one set of attorneys within OIPR were concluding .

that the FISA application was insufficient to establish probable cause to belji e Lees
were agents of a foreign power, another attorney within OIP o%FR ,
was issuing-approval of the Annual LHM for the Lee investigation.*™ (AGO 12 hé

U
%2 (87 One FBI document attributes the inserts to FBI-AQ. (FBI 7263) That is

6
incorrect. SSA{fjJJJJJJdrafted the inserts. {JR4/27/00)

©3 (U) This is somewhat speculative because no Draft #2 has ever been located.
Ryan told the AGRT that he would have had & hard copy of Draft #2 in his file but, six

months to a year after the eveats of July/August 1997, he destroyed the contents of the /
file. (Ryan 7/8/99)

'l‘he point here is not that the nght hand did not know what the left hand
was doing, rior is it that OIPR was taking inconsistent positions. The standard for
approving an Annual LHM (“reason to believe”) is lower than the standard for approving
a FISA application (“probable cause™) and, therefore, it is certainly possible that an
Annual LHM can be approved while the FISA application in the same matter be denied.
The point here is how narrow was the range of ultimate disagreement: it began at “reason
to believe” and ended, a few increments later, at “probable cause."”
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On August 11, 1997, SSA alkedto S nd told him he would
be meceting with DOJ lawyers in the moming to convince them there was cnough “to go

forward." (AQI 5331)

LQ‘ANF/RD) On August 12, 1997, U SS NSLU attorney
Komblum, Ryan and Schroeder met to discuss the FISA application.** OIPR

advised the FBI that there was insufficient information in the application to support a
finding of probable cause. OIPR’s representatives said the following:** ..

U
. ,((8% The application had been reviewed two or three times, including by
Schroeder, and it "doesn’t meet test."

W)

One principal concern of OIPR was as to the question
OIPR said there was "some

probability” of this but "ot enough to say it is more probable than not.” A
second principal concern of OIPR was the lack of evidence to demonstrate
that the Lees were "now" engaged in clandestine activity. '
n
ESTRIF) -OIPR also expressed concern about the FBI's failure to eliminate
the other individuals listed in the DOE Administrative Inquiry as having
had access to W-88 information and having traveled to China. OIPR noted
that, while Lee and his wife were ethnic Chinese, so were two others on the
list. And, while Lee and his wife had traveled to the PRC for conferences,

so too had all the others on the Iist.

- —— -

(:;; 5 (U) The AGRT has two sets of notes of this meeting, one made by SSA
b

(FBI 9414-9416) and one made by UC.FBI 12475-12476).

1C :
b % (U) Ryan told the AGRT that Komblum ran the meeting. (Ryan 7/8/99)

rorYeore N
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. ,(8)’ OIPR noted that Lee did not attempt to hide the fact that he had visited

a nuclear weapons facility while in the PRC and had, in fact, reported it in

f151 his travel report. According to OIPR, it "cuts both ways." SS

L6 notes read: "Alan says why did [Lec] report visit if [there is] clandestine
L1C relationships.”

. (SANF/KU; OIPR noted that the FBI "would need to eliminate” the others
on the DOE list "to make this more probative" and cited other cases
presented by the FBI to OIPR that involved a “matrix."” *’ SS

notes read: "If we could say nobody. else went to JAPCM - 1% part
-might be accomplished.” ¢** .

. (SAEY As to OIPR described it as
“unique” but “stale,* t did not establish that
were currently engaged in such activities. SSA notes read:

o

b, b7 ¢

«  (SANTF) As
OIPR ackno

wn)
‘”i&)‘ A “matrix” analysis is an analytical device used in espionage investigatiqns

- tomnowahstofsuspembyoompanngknown&ctomofﬁxeoﬁ‘msc(gg”aelassnﬁed-
~ document was compromise in Moscow on a certain datc) with known factors of the pool
of suspects (¢.g., travel records showing which of the individuals who had access to the
“classified documéntwas in Moscow on that certain date). As the known factors grow,
the list of suspects narrows, ideally to one candidate.

' (U) IAPCM is the PRC’s Institute of Applied Physics and Comput_atignal
Mathematics, which is the nuclear weapons design facility of the CAEP, the Chinese
Academy of Engineering Physiocs.
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(3¥ As‘lo the PRC student OIPR did not view it as probative.
notcs rcad:

Lb
%11S fg’) .
: The August 12, 1997 meeting between the FBI and OIPR was not
confrontational. SSA’said OIPR was "pulling with us" on this matter,
7/23/99) Schroeder said it was "cordial, no acrimony" and “no hard feelings."
(Schroeder 7/7/99) Although it was U(F view that "OIPR was wide of the mark,"
and it was SSA* view that the student “put them over the top,” the agents,
according to Komblum, "didn’t argue vociferously" at the meeting. #7/ 19/99,
7/23/99, Komnblum 7/15/99) The FBI "accepted {the] fact that we believed case
wasn’t sufficient.” (Ryan 7/8/99)

% Three weeks later, U ould send an e-mail to SS reporting
- on a telephone conversation with Ryan who was conveying some questions posed by
Schroeder in reference to an anticipated September 5, 1997 FBI briefing to the NSC.
One of the questions asked was this: "Will the FISA turn down be mentioned?" UC
answer made it clear that the FBI, though it disagreed with OIPR’s decision,
ought it had gotten a fair hearing: The “turn down" should be mentioned "{o]nly if
brought up - but in a non-hostile fashion given full review given the request by OIPR
staff.* (FBI 12434) AD Lewis expressed the same message in a note to Director Freeh:
*[Komblum] had apparently made a real effort to find & way for an application to go
forward." As DAD Sheila Horan said, OIPR’s rejection of the FISA application was not
*malevolent.* (Horan 7/29/99) *Everyone acted in good faith." (Parkinson 8/11/99)

(U) Oa August 20, 1997, the FBI would make one more effort to obtain a FISA '
order. It, too, would be unsuccessful. See Chapter 12, B

e e e En e ¢ ——
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C. (U) Draft 13 met the “probable cause” standard

I. (U) Introduction

u .

(8%’ The Attorney General and the Director of the FBI are the two individuals who,
for the past several years, have had the most to do with whether a particular FISA
application went forward to the FISA Court. In the Wen Ho Lee investigation, however,
neither the Attomey General nor the Director had any involvement in the initial®”
determination that the Lee application would not go to the FISA Court. Nevertheless,
both have formed firm opinions as to the merits of Draft #3. Itis the Attomey General’s
view that it did not meet the probable cause standard. (Reno 11/30/99) Director Freeh
believes it did.* (Freeh 11/11/99)' The AGRT also believes it did and, given what was

 kmown at the time, it should have gone to the FISA Court.

b
\1C

ctmt——
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(U) Three points should be made at the outset of this discussion:

S(%?’ First, even within the FBI, there is a recognition that the Wen Ho Lee FISA
application was something less than overwhelming: Deputy Director Bryant described it
as not "the strongest" he had ever seen. (Bryant 11/15/99) SS imself,
described it as a "borderline case" and "not an easy call. 23/99) Parkinson
described it as ‘somewhat close."”! (Parkinson 8/11/99) Even before the FISA
application was submitted, the FBI understood that it would be close. See an FBI

% (U) The Attorey General would have some involvement in the “appeal” of

that determination. See Chapter 12.
A L S

”‘&8)) Director Freeh's view of the FISA application was generally shared by
other FBI officials. SC Dillard said that the application was “sufficient” and that he had
scen other applications that had gone to the court with “less.” (Dillard 8/6/99) Deputy
Director Bryant said the same thing: he had “seen other [FISA applications] approved on
less information.” (Bryant 11/15/99) FBI General Counsel Larry Parkinson described
Draft #3 as “a pretty good package.” (Parkinson 8/11/99) DAD Horan said: “It should
have gonz ‘t&l.xo other way.” (Horan 7/29/99)

™ (8) “But,” he added, “not that close.” (Parkinson 8/11/99)

ror scre
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briefing memorandum written in April 1997: “Although we do not have as strong a casc
as we wish, we arc immediately secking ELSUR [clectronic surveillance] authority "
(FBI 13034)

)

,g}‘)’ Sccond, in many interviews the AGRT has done 'with FBI personnel, a
consistent theme that has emerged has been the FBI's substantial frustration with what it
perceives to be OIPR's general lack of aggressiveness in the handling of FISA
applications. Director Freeh told the AGRT that it was his view that OIPR was “too
conservative” and “too worried" about what the FISA Court will say.”? (Fre¢h 11/11/99)
Various FBI officials pointed to OIPR’s unblemished success rate with the FISA Court as
evidence of its undue conservatism in the evaluation of applications. As SC Dillard said,
*"never being turned down" by the FISA Court should be "nothing to brag about.”
(Dillard 8/6/99) SSAPa former chief of the NSLU, told the AGRT that it
was his impression that “there was a real reluctance [at DOJ] to present [to the FISA
Court] close question cases® and that OIPR was “too timid" in processing FISAs.

8/5/99) General Counsel Parkinson’s view was that OIPR was "too concerned about
maintaining a perfect record." (Parkinson 8/11/99) Parkinson added that he "would feel
better if occasionally FISAs were rejected ~ [it] would mean we were being aggressive."
(d.) “Almost by definition, if you never lose you are not taking enough to [the FISA]

Court." (Id.)

% The question of whether OIPR is "too conservative" in its general handling of
FISA applications is beyond the scope of the AGRT’s mission.’® What we can say is

3 , |
’“i%‘ This point was echoed by numecous FBI officials: “too strict” (Horan

7129/99); “too conscrvative [4i] approach™ (Torrence 7/30/99); “too conscrvative”

(Parkinson 8/11/99); see also NSLU Attorn (noting the “increasing

ion” that OIPR was “too consexvative, (00 pro .of its perfect record.™)
ﬁﬂ 16/99) According to Marion “Spike” Bowman, of the FBI's Office of General
unsel, there is “absolutely no doubt at all that OIPR has set [the probable cause]

standard too high.” (Bowman 8/11/99)

™3 (U) That issue could never be resolved on the basis of a review, cven a
comprehensive review, of just one application. Rather, it would require an empirical

ror fcre
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that OIPR was “too conscrvative" in the handling of this particular application.
Nevertheless, there are three factors that suggest that the FBI's complaints have menit.

)
£8) First, there is that perfect record. While there is something almost unscemnly
in the use of such a remarkable track record as proof of crror, rather than proof of

excellence, it is nevertheless true that this record suggests the use of "PC+," an insistence
on a bit more than the law requires. :

(u) o
£87 Second, the frequency and intensity of the complaints which the AGRT has

heard is not par for the course. Agents and prosecutors do carp at each other, of course.
After all, given the nature of this work, given its obvious high stakes and high stress, a
certain amount of grumbling, and outright complaints, is expected. What the AGRT
heard was more than that, and we heard it from all levels in the Bureau. That this
included the Director -~ who has certified innumerable FISA applications over the years -

indicates a real and unresolved problem.

)
&8’)’ Third, although it is true that it is impossible to extrapolate from one

application to all applications, the fact that OIPR did reject the Wen Ho Lee application is

significant. If OIPR applies "too conservative" an approach to this application - an
application in a matter of extraordinary consequence that received very careful scrutiny
and attention from OIPR’s senior staff - it suggests that it applies “too conservative" an

approach in the routine applications as well.
" e - -
The final point to make is this: Although the FBI has clearly expressed the

view that OIPR has set the probable cause standard too high, it has also cleard expre;ste:
Si#sax e
pro

the view that it generally has managed to work through that problem. S

FBI "did battle" with OIPR “cvery day” but that it solved *99.99%" of the ems.

cxamination of hundreds of applications, j,c,, those that were approved for submission to
the FISA Court, those that were rejected for submission to the FISA Court, and those that

were postponed pending the receipt of more information.
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8/5/99) Parkinson agreed that there have been "very few" unresolved
disagreements.”™ (Parkinson 8/11/99)

(W)
{8Y A principal rcason that the FBI and OIPR have been ablie to resolve therr

differences is that when OIPR sent the FBI back for more evidence, the FBIi was able to
put more cvidence on the table. Most assuredly, the FBI could have done that here as

well. Indeed, as is described below, the FBI had to look no farther than ssm
own "“in box" for that evidence. Unfortunately, the FBI did not appreciate what it had or

what it could readily acquire.

W) .
If it is true, as SSA [Jseid, that 99.99% of the FBI’s problems with OIPR

get resolved, the Wen Ho Lee case was the one that got away.

2. (U) The governing law

(U) So far as is relevant to this chapter, to obtain a FISA order, it was necessary
to persuade the Foreign Intelligence Surveillance Court (“FISA Court”) that there was
“probable cause” to believe that Wen Ho Lee was an “agent of a foreign power.” 50

US.C. § 1805(a)(3)(A).

a. (U) Probable cause
(U) The FISA statute does not define “probable cause,” although it is clear from

“the legislative history that Congress intended for this term to have a meaning analogous

to that typically used in criminal-contexts.™® The Supreme Court has said that it is not

I 7 '
""“,%5’111\13, the overwhelming majority of FISA applications/rencwals have been - -
- approved by OIPR and submitted to the FISA.Court. Thatis no insigpificant )

accomplishment. According to DOJ records, there were 11,201 FISA applications from
1979 through 1998, including 749 in 1997, the year OIPR handled thc Wen Ho Lee - -

application. (FBI 11174)

™ (U) See, &.8. S. Rep. No. 95-604, pt. 1, at 47 (1977), reprinted in 1978

ﬂ.S.C.C.A.N.‘ 3904, 3948 (“In determining whether probable cause exists [under what
became S0 U.S.C. § 1805(a)(3)] the court must consider the same requisite elements

%‘”‘Em
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possible to articulatd precisely what the term “probable cause” means. Qmelas v, United
States, 517 1).S. 690, 695 (1996)."¢ *“Wc have described . . . probable cause to search as
existing where the known facts and circumstances are sufficicnt to warrant a man of
rcasonable prudence in the belief that contraband or cvidence of a crime will be found.”
1d. at 696. “In dealing with probable causc . . ., as the very name implics, we deal with
probabilities.” Brinegar v. United States, 338 U.S. 160, 175 (1949) (emphasis added).™’

(U) Probable cause means “more than bare suspicion.” 1d." Instead, ?s the
Supreme Court described the role of the judicial officer asked to issue a warrant:

which govern such determinations in the traditional criminal context.”).

™ (U) Itis a “commonsense, nontechnical conception{] that deal[s] with the
factual and practical considerations of everyday life on which reasonable and prudent
men, not legal technicians, act.” Omelas, 517 U.S. at 695 (quotation marks and citations

omitted). E '

® (U) “While an effort to fix some general, numerically precise degree of

certainty corresponding to “probable cause” may not be helpful, it is clear that . . . the
probability . . . of criminal activity is the standard of probable cause.” Illinois v, Gates,
462 U.S. 213, 235 (1982) (emphasis added, quotation marks and citation omitted).
“Probable cause exists where the facts and circumstances within their (the officer’s)
knowledge and of which they had reasonably trustworthy information (are) sufficient in
themselves to warrant a man of reasonable cdution in the belief that an offense has been
or is being committed” Brinegar, 338 U.S. at 175 (quotativas marksand titation
omitted). “Because many situations which confront officers in the course of executing
their duties are more or less ambiguous, room must be allowed for some mistakes on
their part. But the mistakes must be those of reasonable men, acting on facts leading
sensibly to their conclusions of probability.” 1d. at 176 (cmphasis added).

¢ () SeeS. Rep. No. 95-604, pt. 1, at 28, 1978 U.S.C.C.AN. 3929 ({itis
clear. . . that the circumstances must not be merely suspicious, but must be sufficient
support for a finding of probable cause”).
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(U) The task of the issuing magistrate is s:mply to make a
practical, common-sensc decision whether, given all the
circumstances sct forth in the affidavit before him . . ., there
is a fair probability that contraband or cvidence of a crime
will be found in a particular place.

Gates, 462 U.S. at 238. (emphasis added).””

b. (U) Agent of a foreign power

(U) So far as is relevant here, the term “agent of a forcign power” is defined in
the FISA statute as “any person who . . . knowingly engages in clandestine intelligence
gathering activities™ for or on behalf of a foreign power, which activities involve or may

PRS- U

™ (U) The determination of probable cause is to be based upon the “totality of
the circumstances.” Gates, 462 U.S. at 238. Comgg ¢ S. Rep. No. 95-604, pt. 1, at 28,
1978 U.S.C.C.A.N. 3929 (“{i]n applying these various tests, the judge is expected to take
all the known circumstances into account”).

™ W) The term “clandestine intelligencc gathering activities” is not defined in
the statute. “The imprecision of these terms reflects an assessment of the nature and
-difficulty of foreign counterintelligence investigations.” S. Rep. No. 95-701, at 12
(1978), reprinted in 1978 U.S.C.C.A.N. 3973, 3981. According to the legislative history,
the teom “includes collection or transmission of information or material that is not
generally available to the public, or covert contacts with an intelligence service or
network by means of “drops® or other methods characteristio of foreign intelligence
operations.” Id, at21-22, 1978 U.S.C.C.AN. 3990-91. Itincludes spying and activitics
directly related to spying that may violate the espionage statutes;-as well as the collection
of industrial or technological fiiaterial in a manner that may violate other statutes. Jd, at
22. 1978 U.S.C.C.AN. 3991. “Whatever the nature of the information or material
gathered or transmitted by the foreign agent, there must be a clandestine aspect. The bill
requires that the alleged foreign agent not only be working for or on behalf of a foreign
power, but also, as a separate requirement, that he be engaged in olandestine intelligence
gathering activity.” Jd, See also H.R. Rep. No. 95-1283, pt. 1, at 38 (1978).

rorGore /N
496




s

TOP%RETH

involve™ a violation of the criminal statutes of the United States.” 50 U.S.C. §

1801(b)(2)(A).

@)
X8Y The usc of the present tense in the term “knowingly engages™ has given rise (o

what has been called the “currency” debate. (Kornblum 7/15/99) That is, how current
must an individual’s clandestine intelligence gathering activities be in order to meet the
requirements of the FISA statute? In reviewing a FISA application, Komnblum .
indicated that he looks for indications ofactivity in the last six months. (Kombjum
7/15/99) We believe that is far too rigid and cramped an interpretation of what it means

to be presently engaged in clandestine intelligence gathering activities.

U
&S;’Espionagc cases are different and rules requiring activity within six months or
a year or even longer are inappropriate. Hostile intelligence services may clandestinely
insert an agent into the United States and not activate him for years. An agent may be
instructed to take specific actions only after a long period of dormancy. Long periods of

™ (U) -The use of the term “may involve” is an instance where the FISA statute’s
probable cause requirement differs from that used in the criminal context. The statute
“adopts probable cause standards that allow surveillance at an early stage in the
investigative process by not requiring that a crime be imminent or that the elements of a
specific offense exist. Surveillance of clandestine intelligence gathering activities that
‘may involve’ a criminal violation . . . makes it pogsible to discover whether a person is
likely to commit an offense in the foreseeable future.” S. Rep. No. 95-701, at 13, 1978
" US.C.C.AN.3981. However, “{tJhe words ‘may involve’ . . . are not intended to
encompass individuals whose activities clearly do not violate federal law. They are
intended to encompass individuals engaged in clandestine intelligeace gaﬁxedng .
activities which may, as an integral part of those activities, involve a violation of federal
law. They cover the situation where the goveminent cannot establish probable cause that
the foreign agent's activities involve a specific criminal act, but where there are sufficient
specific and articulable facts to indicate that a crime may be involved.” ]d, at 23, 1978
U.S.C.C.AN. 3992. Moreover, “in order to find ‘probable cause® to believe the subject

of the surveillance is an ‘agent of a foreign power’ . . . the judge must, of course, find
that each and every clement of that status exists.” ]d, at 53, 1978 U.S.C.CA.N. 4022.
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time may clapse be(ween acts of clandestine intelligence gathering. Each of thesc,
depending on its particular and unique facts, ay or may not incet the standards of
“currency.”

(U) FISA’s legislative history provides support for this view. Accordmg to the
House Permanent Select Committee on Intelligence (“HPSCI™):

(U) [E}vidence that a person engaged in the proscribed
activities six months or longer ago might well, depending on
the circumstances and other evidence, be sufficient to show
probable cause that he is still engaged in the activities. For
instance, evidence that a U.S. person was for years a spy for a
power curreatly hostile to the United States, but who had
dropped out of sight for a few years, would probably be
sufficient to show “probable cause” that he was, having now
reappeared, continued to engage in the clandestine
intelligence activities.

H.R. Rep. No. 95-1283, pt. 1, at 37 (emphasis added). See also S. Rep. No. 95-701, at
23, 1978 U.S.C.C.A.N. 3992:

(U) There does not have to be a curtrent or imminent
violation if there is probable cause that criminal acts may be

committed.”?

72 (U) -But sce this additional language from the same report:

" (U) The committee recognizes that an argument can be
made that a person could be surveilled for an inordinate
period of time. That is clearly not the ntention. Indeed, even
upon an assertion by the government that an informant has
claimed that someone has been instruoted by a foreign power
to go into “deep cover” for several years before actually
commencing his espionage activities, such facts would not
necessarily be encompassed by the phrase “may involve.”
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X&) The “currency” issuc represents one of the sharpest arcas of dispute between

those who cvaluate FISA applications, OIPR, and thosc who submit them, the FBI. The

FBI's view is that OIPR is too conservative and (oo rigid in its definition of
“currency.”™ If OIPR’s handling of the Wen Ho Lee FISA application is a reflection of

t

he way in which OIPR typically handles the “currency” issuc, we agree.

3. (U) The contents of Draft #3

U .
(,(bzf It should be said at the outset that Draft #3, which represented the fifth

attempt to set out probable cause,” was not a model of precise and lucid drafting. It
could have, as Director Frech told the AGRT, “better articulated” probable cause. (Frech

11/11/99) Nevertheless, it was enough.

~“
&R

b7C

"7 DAD Horan stated that OIPR had “major problems™:with cases involving “illegals™ or
d that OIPR had rejected “a couple ofiood .

Surveillance cannot be justified unless there is probable cause
to believe that the person is, currently, engaged in such
activities, even though the relationship of those activities to a
specific law violation may be more uncertain or remote in

time.
S.ch.No( 3)5-701, at 23-24, 1978 U.S.C.C.A.N. 3992-93..
™ (8Y The FBI's criticism of OIPR’s “currency™ policy ranges from an assertion
that the policy is “too conservative” (Parkinson 8/11/99) to a claim that it is “stupid.”
(Bowman 8/11/99) DAD Torrence said the “currency” requirement “should not be

applied [by OIPR] so rigorously in espionage cdses.” (Torreace 7130/99) AD Lewis felt
_ that Kornblum was too concerned about the “currency” requirement. (Lewis 7/6/99)

“sleepers.” (Horan 7/29/99) S
sleeper cases™ for what it consid .
saw no reason for a specific six month requirement.

to be a lack of “curreacy.” - 8/5/99
h - A

T (U) On April 29, 1997, SS faxed a first draft out to FBI-AQ. (AQI

5387). After that, there was the FISA LHM submitted to OIPR on June 30, 1997, the
July 4, 1997 “Draft #1," the missing “Draft #2,” and the final “Draft #3."

ror Aecrer g
499




[
e

o caddete S eWhle Merrae . o.
® o @ s woe
] &
5.

b

(FBI 13313)
Third, Draft #3 stated that, within

Fourth, Draft #3 identified Wen Ho Lee and Sylvia Lec F
o traveled to China dunng the pertment time period, noting that
they made tvo trips, one in 1986 and one in 1988. |

,(3‘ Fifth, Draft #3 identificd Wen Ho Lee as having a Top Seeret “Q" clearance,
thereby giving him access to nuclear weapons data.” Moreovet, although SylviaLee

= W

"’,&f&l’) That the applicatibn was wrong in every material respect concerning its
description of the predicate is the subject of the next section.

'"‘,(25))' Sylvia Lee is also listed as having a Top Secret “Q” clearance but,
unfoitunately, Draft #3 contains a typographical error that was taken verbatim from the
FISA LHM. Both documents list her olearance dates as “March 12, 1991 to June 9,
1995." (FBI 13311, 8355) The correct dates are March 12, 1981 to June 9, 1995. (FBI
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lost her own Top Secret “Q" clearance when she lefl the employment of LANL in Junc
1995, Wen o Lee retained his clcarance at the time of the application.

(SARPAYF) Sixth, Draft /13 stated that not only had Wen Ho Lee and Sylvia Lec
traveled to China during the pertinent time period but on both trips he visited the
IAPCM, the nuclear weapons design component of the CAEP, which is the PRC enti
responsible for the design, production and testing of PRC nuclear weapons,

b\

(5) Seventh, Draft #3 states that during each of these two trips to China, and
while he was at the IAPCM, Wen Ho Lee presented papers and participated in
discussions with PRC scientists

(SOW® Eighth, Draft #3
~ ethnic Chinese was “significant’

citizen from Taiwan and Sylvia Lee a naturalized American citizen from the Hunan
Province, in China. (FBI 13311)

#3 stated how significant it was that the Lees had twice

12213)

xor Xcm
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" 13318)

employment at LANL that would suggest

and seourity concems, “The FBI
also leamed from DOE that Sylvia Lee's emp oymenh

%”ﬂﬂrteenth. Draft #3 idcnﬁﬁo%nt information in Sylvia Lee's

(SANF) Tenth, Draft #3 stated that on both their trips to China

(FBI 13316)

(SANF) Eleventh, Draft #3 identified an entirely separate avenue by which the
ight have come to be recruited to compromise the W-88 informatio

Twelfth, Draft #3 identificd the significance

(FBI 13313-13314)

w}{mW '
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at the Los Al
and that her file included incidents of sccurity violations an
" (FBI 13314)

amos National Laboraloi,’”

(SAIEARDY Fourteenth, and of remarkable significance, Draf} #3 identified Lee
as the subject of jonage inyestigation in 1982-1984

determined the-following:

. .

T L No€
. % () This is not quite correct. Sylvia Lec— by

(Kirby 4/27/00) boc
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However, according to Draft #3, “the FBI
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"' (SA4F) This statement is completely inaccurate.

'How did this error work its way into Draft #37

REETT)

“wath the FBI in 1983 and 1984, which incl otied toﬁns—meeung(FBIwa ~—
2126-2127), were one of the three items concerning which OIPR requwted additional :
information on July 11, 1997. (AQI 534 I) '

is error, however, does not alter the ultlmate stgmﬁcanoc ofthe
the probable cause calculus, It does not-negate the importance of:

| - 505 !
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. M .Fiﬂccnth. Draft #3 indicates that in the course of conducting the 1982-1984
cspionage investigation of Wen Ho Lee, the FBI [camed

(SONFy Sixteenth, and more significant
#3's recounting of certain events that

S —
most
cant errors made by the FBI in ifs en eﬁ’ortinl99’ltoobeainaFlSAordet§_e§

discussion below.
The FBI's

failure to advise { econd most si. error which the
FBImadcinitscﬁ'orttoo a order.

Wm extrao y significant. Haditbeenfully
report t

ve been not only significant but deoisive Ses discussion below.

o —
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Seventeenth, Draft #3 stated that, despit

Eiphteenth, Draft #3 elaborates on the significance o

&ANT) Nineteenth, a second source, described
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(5NF) Twenty-first, Draft #3 stated that the FBI had interviewed the Director of
X Division in April 1997 and lecamed two items of significance:

#3 then states that the Director [a ¢
was 5o, and said he would have the student work on a less sensitive research project

while visiting the lab. (FBI3592) Lec’s immediate supervisor confirmed that LANL
would have woik on “a sanitiz#dproject which is very academic and opea.

advised that_
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Twenty-fourth, and last, Draft #3 states that the FBI had discover

b. (U) The factors not suppotting probable cause

,28)’ To be sure, Draft #3 also contained reference to othcr information that diluted
the significance of the information that supported probable cause. That information

consisted of the following:

1 WehHoLeewas frdm'l‘aiwan,notdﬁna.

cmployee told the
a trip to Taiwan in 1983.

18f (Z)WmHouemdSylmuewm
loyees with the W-88 who traveled to tho time

—




mpxmw
\ 3) During pan of the time that Sylvia Lee hosted PRC delegations to LANL,
b
(u

;?7 (4) Wen Ho Lee’s trips to the PRC were disclosed on trip reports submitted to
LANL, including his visits to the IAPCM, and also including lists of PRC scientists with
whom he said he came into contact.

8n3F) (5)

£5) (6) Lee was given a polygraph in January 1984 concerning whether he had

ever passed classified information to any foreign government, as well as the nature of his o
wnmw He “passed” the polygraph
examination, and the investigation of Lec was closed. }

(SRYP)-Second, Draft #3 demonstrated just how small the universe of poteatial

> | suspects was. Any bonafide suspect would first have to work at a facility with access to
A ¢ W-88 information during the righit time frame,
; Thea the pool of suspects was further redu (4 ( —
individ )

i , themselves, had actual access to the W-88 dats, i.¢,, holders of Top
Secret “Q” clearances. Then the pool of suspects was even further limited to individuals
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who had traveled to China during the pertinent time frame. This winnowing process
resulted inw including the Lees.”™

\,\
~ was pamcuiarly significant, especially given the possibility that the compromise need

not have been accomplished by just the Lees.

| (SAYF) In short, the fact that who had the
means (a Top Secret “Q” clearance and employment at LANL) and likely opportunity
(travel to the PRC is significant, in and of itself. Probable cause, as the term
implies, is a matter of probabilitics. As the universe shrinks ~ from all Americans, to
those Americans with security clearances, to those Americans with security clearances at
the Top Secret “Q” level, to those holders of a “Q” clearance who worked at LANL, to
those who worked at LANL during the “window” of compromise and, finally, to those
who actually traveled to the PRC during the right time frame — the probability of
culpability increases as to each of the individuals remaining on the list. That the
probabilities are not the type associated with, for example, DNA fingerprinting, does not
make them irrelevant either. They are a step toward probable cause. '

could not state, ﬂmt it

™ (SAFT While Draft #3 does not state and, of course,

e

Ao
&

.
. L4
ad g

weat to the assumption that in order for a matrix analysis to be successful it must
climinate all suspeots but one. “Why can’t you go [with a FISA order] on two or four

people who meet the criteria?” (Parkinson 8/11/99)
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JI87NF) And, whilc'it is certainly true that onc step does not make a ladder, in this
casc there were numecrous other steps. Most significantly, there was the following

matcerial from Draft #3:

w
87 Wen Ho Lee had not only visited the PRC but he had twice visited the

facility responsible for PRC’s nuclear weapons design,;

, On one or both of these trips, Wen Ho Le_
, yet he had withheld this information from his offitial travel
[{

ports,

o .

)gsmF) Lee not only had the security clearance that made it possible that he .
would have access to design information about the W-88; he had actual
access to such information; and he was the expert, in fact, on certain
computer codes associated with the modeling of such weapons systems.

(%)
ABINF) In October 1994, the Deputy Director of X Division had visited the
. IAPCM and was surprised to learn that the PRC was using certain
computational codes, codes with which Lee had been involved.

* . (SOHY Lechad the dublous distinction of being in the midst of lns second
. jon, having provoked the firstone by
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F Voo When questioned about this by the FBI, Lee
hé .
Lic

(u)
(SY Sylvia Lec had insinuated herself into a position as the hosl of PRC
dclegations to LANL. She became the only LANL employee to have

by

. (SAIFRD) And, finally, and of most recent vintage, was Lee's effort to
bnngaPRCnauonalmtoIANLtowodcwxﬂlhhnatﬂxevuysameﬁme

Lee was about to become a participant in the design of an improved version -

(8)" Thus, it was not just that the Lees wr potential suspects. It
was all these additional indications that the Lees were the culprits.

TOP _l
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£87 As to the matter of "currency;” it is the AGRT's view that "currency” should
never have been an impediment to the approval of this FISA application. There were at

least five substantial indications of “currency.”

Even given

bl (SA4T) First, of course, there was the 1994 encounte
ow, what was

that the most significant aspects of the 1994 encounter were omi
not omitted was sufficient to indicat

) P
£87 Second, there was the unexpected discovery in October 1994 by a LANL

' senior official that the PRC was using certain computational codes with which Lee
himself had been involved.™

A

{SY Fourth, there was the fact that Lee maintained and retained his Top Secret “Q"
clearance, his position as a LANL scientist, and his continuing access to classified nuclear
weapons secrets, up through the time of the FISA application. Obviously, the retention
of a clearance or of a job, by itself, means nothing. But in the context of all the other
factors indicating Lee's involvement in clandestine intelligence gathering activities on
behalf of the PRC, it is significant. It indicates Lee’s commitment to keeping himselfin a
position to retain access to classified nuclear weapons information.

¢ same report also indioca

| ol S poke to the Deputy Director himself, who indicated that “almost all of
! the codes” were developed by the PRC itself and, while the Chinese did mention a code
developed by the United States, that code was publioly available. (AQI 2828-2829)

ror s¢érer/(
514




bi

() |

X8 Taken together, these factors establish sufficient “currency” to meet FISA's

"knowingly cngages" requircment.

(U) In summary, Draft #3 cstablished probable cause. For that rcason, given what
the FBI and OIPR knew in 1997, it should have gone to the FISA Court.

4. (U) The principal arguments against probable cause

(U) To any student of this matter, no argument in this section will be ﬁnfami}iar.
Draft #3 has received a degree of scrutiny which may be unparalleled. The principal
arguments against probable cause have been identified, asserted and dissected. They are

as follows:

a. (U) The "matrix" was inadequate
The “matrix" was inadequate. No effort had been devoted to investigating the
L employees listed in DOE’s Administrative Inquiry. No effort had been
evoted to determine who, in this list, had interacted with delegations from the PRC. No
investigation had been conducted to see who, in this list, had visited the IAPCM during
their trips to China.
(87 But this was nof, at heart, a “matrix" case. The FBI was not secking a FISA

order on the Lees simply because they were twr listed employees. The
FBI was seeking a FISA order on the Lees because of that fact plus all thie other evidence

it had accumulated against the Lees.

Would the FISA application have been strengthened by the elimination of all -

or sont individuals? Obviously, yes. This was one among & hast of
- things the FBI could have done to strengthen the application. -A true “matrix” analysis
was

" might have dramatically reduced the probability that the compromise was Gomufittéd by ~

someone other than the Lees. That the FBI never investigal
unfortunate, but it was not fatal.
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b. (U)

(U) Esscntially, this argument runs as follows: If Lee had an improper relationship
with any forcign power, it was Taiwan, not the PRC. And the fact that it was Taiwan
made it all the more unlikely that Lee would ever form an allegiance to the PRC.

(U) This argument presumes too much. First, it presumes that Lee’s affinities did
not change. Second, it presumes that the only motive for espionage is ideological when,
in fact, that is often last on the list of motivations. Third, it presumes that Lé¢ would not

be dealing with both parties, at different times, or even at the same time.

(SATF) Regardless of Lee’s affinity for Taiwan, he did go to the PRC in 1986 with
his wife. He did meet with IAPCM scientists during this trip and he did schedule
additional vacation time in the PRC. Then he did this all over again in 1988. We also

o know that he sought to sponsor a national to come into LANL
for four months to work on whose classified status was at best
uncertain. And we also know ¢ had become the unofficial host to virtually

all PRC delegations, a task to which, Draft #3 says, she had appointed herself.

(U) In short, there was plenty in this application from which to conclude that,
regardless of any affinity that Lee held or had held for Taiwan, he and his wife had
formed a close association with the PRC and they had done so during the period of time

of the "window" of compromise.

- o .. - BT AN

—-(U) The AGRT considers tlns to be of no significance in the conmg_f.this FISA _
applxcauon
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did not include either

(SAHY) The FBI's reporting of the cnwmth
of its most significant and incriminating aspects. See discussion below. That makes this

a more difficult argument to rebut. Nevertheless, this can be said based on what was
included in Draft #3;

[ ' L :
It was not all it could have-been, and that is.certainly unfortunate.
Nevertheless, it tpok Draft #3 along way down the road toward probable cause.

f. (U) Lec’svisi destin )

J8Y Lee’s visits were not clandestine but that is also these trips preseated such
an ideal opportunity for the commission of ﬁioniil ”
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h. (U) Lee’s eff rin tional i i n
', into LANL for four months of workon
!33‘ : g;_is_wg_d.wunothingmomdlanamnﬁnerequwtfor
i- no indication of clandestine intelligence gathering activity.
Among the many ways in which the FBI made this FISA application a
e 1 much harder “sell” to OIPR was its failure filly to report the o tances of the 1984
] )
iaé bl

LC
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SOIERPY 1t is certainly the case, as stated in Chapter 10, that Lee’s request to
into LANL does not, by itself, cstablish an effort to commit espionage.

contribute to the probablc causc cquation by showing ¢

bring
It docs, however,

ccording to Draft #3, his claim that the codes would be “unclassified" was disputed by a
senior official of X Division and Lee immediately backed off. This suggests that Lee's
original representation to LANL about the nature o work was untrue.

matter is certainly not overwhelming. But that is fiot the

@ e
standard by which 1t must be measured. The correct standard is whether it made a
material contribution to the probable cause analysis. It did. ,

(n)

5. £8Y 3 included serious, if uninten ional, misrepresentations of fact

() '
487NF) In Chapter 6, this report states that as a result of misrepresentations made
by DOE to the FBI, the FBI investigated the “wrong" crime for years. Here, the FBI pled

it.

U
&SfNF) Draft #3 contained the following statements, all of which came with slight
alteration from the FISA LHM:

13312)
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(FBI 13312

3312-13313

Each of these statements was inaccurate, See

f(Sv;'i)m How these misrepresentations found their way into a draft FISA
application is clear beyond question: First, DOE misrepresenﬁed certain key findings to
the FBL. Second, the FBI accepted those findings without serious investigation. And,
third, the FBI transmitted those ﬁndmgs to OIPR for inclusion in the application. See
Chapters 4-8.

(SAFRD)" The mischaracterization of the predicate not only led to a

mischaracterization of the crime atissue. It also led to a mischaracterization of one of the
factors contributing to probable that the. likely |
' ledtoa

suspects. The presumptio .
tion that the culpnt hadtobea LANLemployee and, finally, to the identification
. socuratel
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candidatcs for suspicion would undoubtedly had been far larger, 7 Thus, the
mischaractcrization of the predicate not only impacted on the description of the crime but

on the identification of the culprit.
W)

F) In short, knowing what we now today, this application could not have
gone forward to any court. It contained significant, if unintentional, misrepresentations.

6. (U) How the FBI could have made Draft #3 much stronger

(U) That OIPR should have approvcd' the submission of Draft #3 to the FISA
Court in 1997 is only half the story. The other half is that the FBI could have made it far,

far casier for OIPR to come to that judgment itself. .

(U) There was, of course, information unknown to the FBI that could have made

the FISA application a foregone conclusion. In particular, an awareness of even some of
Wen Ho Lee’s misconduct involving computer files could have made the resolution of
this matter easy. That this information remained unknown until March 1999 is the

subject of Chapter 9.

(U) The focus of this section, however, is on what the FBI did know but,
nevertheless, did not include in its FISA submission.

w .
a. f8/NF) What really happened on Feb 4

In two respects, the FBI's reporting om
was fundamentally deficient. One ecror was explicable. The Af
un ds

exactly how it happened. The other error remairis inexplicable: ™

)
™ (87NF) Just how large is beyond the scope of the AGRT’s mission. It is one
of the matters currently being addressed by the FBI.

roryéons S




|($le')

(SANTFJ The FBI omitte

Draft #3 stat

523




.
L)
RN

o
~a—— .

(SANPT The réason why the teletype did not contain this information is that the FBI
got it indirectly and it was, therefore, reported in a separate communication with FBI-

Source #2's ma . i
.that this June 1994 tel became the sole source document for the FISA application’s
descriptions o R _

¢

oo 5
1798)
f:?: d’”?{Spwiﬁcally, it was sent to. for the attention of SSA_
¢
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sent a (cletype to FBI-HO tha without further elaboration, that

(AQI 2830-2831) No reference was

never to be cited again.
In Draft #3Hauld appear, but it was attributed to
see FBI 3590-3591, and it was completely disassociated from
(»)

_SANF) This error was principally the fault of FBI-AQ, but the original reporting
was in NSD’s-own files and could have and should have been retrieved. The seopnd
error, and one that was even more consequential than the first, would be the fault of NSD

entirely, although FBI-AQ could have and should have caught it when it reviewed the .
FISA LHM. |
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a maticr that could hardly have been more relevant to the FISA application.

) Nor is the significanc

(SAYF] How this critical fact came to be omitted from the FBI’s FISA LHM and,

consiuentli, from Draft #3, is inexplicable. NSD knew,

HQ. (AQI 2890)

~ (SA¥ Then, in January 1997, S
attention of NSD again. In an EC dated January 2
ifically asked NS

brought
1, 1997, to thie attention of SSA

f(‘)@ ™ gﬁ))"[‘his was not Wen Ho Lee. -4/27100)

o ,

ror $écre /i
' 26




B

v

b¢
L1C

in OIPR’s handwaitten notes on Draft #1 next to the section dea
S o 5

ror spcrer /D

ad)

)
ABINF) Given all this, it is unfathomable how SS neglected to include

this in the FISA LHM or to insist on its inclusion in Draft #3. Even if one assumes that

omehow forgot about this matter, the record establishes that he was

s
reminded of it in the midst of his working with OIPR on the FISA application and

specifically in connection to that application.
(SINF) On July 11, 1997, SSA?met with Dave Ryan. He came awa
from that meeting with the ynderstanding that OIPR needed more mfoxmauo

“ That is reflected both in S
concerning his July 14, 1997 telephone conversation with SS

bviously understood this becausc hé immediately had FBI-

oy ssARN m

bl

SF fax him another copy of its March 3, 1994 original repo

- .. . == AP e




1038) That original reportin

(FBI 1042)

(ST And yet, despit
2038 and despite the fact that SSA
ub prepared the cight inserts within days of receiving the original tclctypc there is

no evidence that further information was provided to OIPR.™

the ouginal tclctype. pritc the fact dxat OPRcleatly
communicated on July 11, 1997 the critical need for more information on this matter, and

| b unchangci Compare
* 13465 with Draft #3 at FBI 3588-3589 Draft #3 did contain the additional gloss placcd

on the incident by Insert #6 (FBI 7481) but that was all it was, gloss.

rorYcre
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12/29/99) That it

Fist
4 .
i

I (‘u)
b. £8f What the FBI could have and should have included about the 1982-
1984 full investigation of Wen Ho Lee

(ST In five respects, the FBI failed to convey to OIPR critical information

about the events associated with the FBI's 1982-1984 investigation of Wen Ho Lee
asiag out o

) |

((8)’ First, while Draft #3 states that Lee “passed a polygraph examination" on
o e o
S .

told the FBI on December 20, 1983 that some of the

bt

¢st ‘
LIC

It could be argued that there is a sixth respect in which
was not presentéd by the FBI to OIPR as fully as.possibl

¢ tanemmamme ¢ ocwoe

X}
o
wha®is. .

718199)

i o T "’,g? See FD-302, dated January 24, 1984: “Follo the administration of the
' F&* examination, a review of the polygrams reveal
{,7C :

robéecrer/
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questions." (FBI 2131)

AQI 3539; see also FB

(SAF) Fourth, Draft #3 never described

(SAVEARD] Finally, the 1982-1984 mvesugauon of Wea Ho Lee should have been

assess what Lee m:ghtbave had access to-in the carly 1980's. Rather, it had information
" on that very issue actually acquired during the carly 1980's. For example, the FBI
acquired the following information from Jimmy McClary, who was described as the head

of the Safeguards-and Security Division at LANL, and who prepared a “threat -

assessment” on Lee in 1982:
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[Lee) works with the [two named] weapons design codes. Thesc are both
two dimensional hydrodynamics codes. Working on the codes allows him
access 1o the input (o any problem being run with these or similar codes.

LA A {

SUMMARY: The subjects current position allows him access to practically
all current design studies. I worked in such a position for many years:- The
code developers have access to the designers, the input to the codes, and to
classified documents related to the physics of the design. In particular, the
code developers are especially interested in determining how well their

codes will handle new design features.

RECOMMENDATION: From OS [Ofﬁcc of Security] Division’s
standpoint, we should get him out of there.

(AQI 3023-3024) Thus, just before the "window" of compromise opened, LANL security
was taking the position that Lee posed a threat to the security of its nuclear weapons
information and “we should get him out of there." Moreover, LANL security personnel

n "two dimensional

73
5(85' The FBI had access to information from the Lees® personnel and sownty files
that would have contributed to the probable cause analysis. Some of this information was




included in the FISA LIIM™ and should have, but did not, make it into Draft #3.7"
Other information was not even included in the FISA LHM. For example:

n)
I Exy During the course of a background investigation in 1993,.scveral co-

oot workers were interviewed.
Lb
Wi
2.
Sylvia Lee for
it was noted that
783-785, 881, 887, 984, 882, 987-988) When Sylvia Lee was interviewed
about the matter, she admitted to
%) . _ .
miST_The FISA LHM contained the following description of Sylvia Lee’s
personnel filés:
(%) . iy P
£8Y The Kindred Spirit [DOE] report also disclosed that
onnel security file notes that in 1988 i
0% | “The sccuriy file also ref wo further
'fl ¢ information), and that one coworker all
A Lastly, her security clearance - -
reinvestigation indicated some coworkers
(FBI 8359-8360)

w *
e ”’/((87 What made it into Draft #3 was the following phrase: “her file inoluded
"L(’,‘ . | incidents of security violations md&'f (FBI 3583)
m%cm

532




(DOE 785) Thesc
cvents, and the resentments that gave nise {0 these cvents, occurred prior (o
the Lees’ 1988 trip to the PRC.

n)
3. &SffSylvia Lee clearl In a background
investigation interview conducted in February 1992, she noted that her

) .
d. f(S’)’ What the FBI failed to explain about the 1986 and 1988 trips to

Chma

The facts are these: In March 1985, Wea Ho Lee attended a scientific

conference in South Carolina. (AQL3612) At the conference, hie met two PRC nuclear
scientists, one of whom scicatist fn the TAPCM.. As stifid in Draft #3

Wen Ho Lee had conversations with | during the South Carolina

. conference, which Lee would later characterize as “small talk.” (Id.) Subscquently, ke
i ‘ i list as one of the nine PRC scientists *he knows best." (DAG 871)

insi intdhowtheLees came to be in the PRC in 1986

czr
T4

152¢




U
In carly 1986, Wen Ho Lce and Sylvia Lee were invited (o the PRC to attend

a conference in Beijing. Onc of the co-sponsors was the IAPCM. (IF131 15492)
Significantly, the invitation to attend the conference came from and

o | fisted as a member of the “local committee” sponsoring the conference. (AQI 3613, FBI
15493) Wen Ho Lee, in his "Request for Approval of Official Travel," llslc-

y[#
b as onc of thc persons with whom he would be in contact on this trip. (FBI 10886)

is also

,(8)' In 1988 was again at the center of Wen Ho Lee’s trip to China.
This time he was co-chairman of the conference that Lee was attending. (AQI 2422) Lee
as one of the two individuals who "jointly organized" the meeting.

listed

(¢ . :
£8) This obviously does not prove espionage. But it does contribute to the picture
of Wen Ho Lee as a recruited asset of the PRC. :
()
orandum

e. (8Y

&% ()
¢ {87 On February 6, 1998 gave S memorandumiffjhad

Lb
, 1 prepared concernin, contacts with, and concerns about, Sylvia Lee in 1988 and 1989.
(FBI 1213-1218) Even if this information did not come into the FBI’s possession until

February 1998, it was certamly available far earlier.™®
%‘

memorandum indicates, among other matters, the following:

: by I
b the FBI should have known from a review of Sylvia Lee’s security
files that had some involvement in her past difficulties within LANL. See,
bout Sylvia Lee

e.g, DOE 891. Seccond, the FBI could have interview
without any additional risk that it would alert Sylvia or Wea Ho Lee.

#and had regular contact with the FBI during the course of its

tnvestigation of the Lees. -

rorecrer
534




e

bl

¢

Lb
LI,

application for a reason they did not know about, and that I failed to give them more
i1 information a even though OIPR did not then see thisas a
ormation to solve this fictitious problem.” . (EBI .

ok (w) ,
\ob . 87 On April 4, 1989, a LANL cmployee told that Sylvia Lee had
wi© told the employee tha

L.\ information provided by the FBI concemni

indication that the code involved was classified, this does provide an
indication of Sylvia Lee having an association with an individual who

would figure prominently in Draft #13.

According to the employee, Sylvia Lee sai
She also reportedly told the employee that

)
7.£(7§')’ "The Pink Mouse"

(SAF) As the controversy developed in the Spring of 1999 conceming OIPR’s
handling of the FISA application, OIPR generated a memorandum that suggested the FBI

part, OIPR’s

: “There are only two senten€es in the FBI's LHM that
These sentences fail to convey

..." (FBI 121) Komblum made a similar point to the
¢ FBI should have provided OIPR with more information conceming Nl

? (Komblum 7/15/99)

"'SSA-took strong exception to this assertion. Ina memorandum from
SS to SC Middleton, dated May 10, 1999, he wrote the following: "An -
impartial reading of this whole objection is that OIPR was justified in declining my

problem and did not ask for more
11522) e

™ (g5 Schroeder told the AGRT that he was “comfortable” with the level of
(Schroeder

17199)

m)\ém

—
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was similarly blunt: “In no way
seneral view

(w)
87 In his interview with the AGRT, SS

would | try to twist Sylvia Lee's role.” 7123/99) SSA
of submissions to OIPR was that hc was “an advocate" and he did not nced "(o put in a

bunch of ncbulous stuff” into a request to OIPR for a FISA order. chcnhctcssl he

cmphasized, "1 won’t hide a pink mouse from a federal judge or OIPR."
FISA LHM did anything but hide the "pmk

12/15/99) In this case, SS
mouse.” These are excerpts from SSA—LHM

(SINE/RBY "Because the predication for this investigation is somewhat

hypothetical, specific questioning of likely FBI and Central Intelligence
bi ‘ Agency sources was arranged and pursued.

%) . |
i&)‘ Re the mail cover; "To date, this mail cover has disclosed no mail from
the PRC." (FBI 9383)

)
_ {5Y Re Sylvia Lee’s telephone calls from LANL: “The records disclosed
no calls or faxes to the PRC."* (FBI 9383)

2) .
Re the Lees’ home telephone toll records: “Examination of the long
distance calls going back to 1/1/84 disclosed no calls from the LEE

residence to the PRC." (FBI 9384)

“Search of tecords at FBIH has

L) e (5Y Rethe PRC stud
disclosed no record And this: *Later contact with osed | DOE
Lee claimed to not but only selected him as a stadent Le
o1

D. It oould have been known
considered interviews in an

i

FCl investigation a definite “no-no.” See Chapter

e —




summer cmployee basced on his resume, which was onc of many which are
circulated throughout the lab." (FBI 9386)
t f’f"(/ (W
Bb '\)’l LS These excerpts indicate that SS was carcful to insurc that
information that did not support his request for a FISA order was properly communicated

to OIPR.™

X (SANF) Asto we disagree. with the
implication of the OIPR memorandum that the FBI withheld information concerning the
The FISA LHM, on this matter, reads as follows:

() A search of FBI HQ records for information about LEE and

(FBI 11512) Given what the AGRT has learned about]

' See Chapter 3. §

I L
"“(SJQF) The FISA LHM did not, however note, that the predicate for the
investigation was based, in

Nevertheless, this was certainly not an effort to hide information from OIPR. After all, it
¢ il was SS who had suspended the investigation entirely in July 1996 pending
v, DOB'san s review of this precise issue. (AQI 992) And the lawyer at OIPR who

1, 7C conducted that review was none other than Dave Ryan. (FBI 663)

rolydecrer |
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8. (U) The matter of “intcnmission”

(U) OIPR clearly perceived the events of August 12, 1997 as something other than
a final and ultimate conclusion of the matter of FISA coverage in the Wen Ho Lee

investigation.

)
£8Y Schroeder told the AGRT that he “fully expected a continuing dialoguc” with

the FBI. He viewed the matter as being in “intermission,” not as being “over."
(Schroeder 7/7/99) "To me," he added, "this was a dialogue with an intermission." He
“felt sure the Bureau would get back to us." He "contemplated,” and it was his
"assumption," that the FBI "would go out and get more facts, be more aggressive with

“other techniques." He never thought that “would be the end of it." (Id.) Komblum said

that OIPR “always anticipated” that the matter would go forward. (Komblum 7/15/99)
It was "very, very unusual for them [the FBI] to go away." (Komblum 7/15/99) Ryan

said he told the FBI at the August 12* meeting that "we’ll leave the case open for you to
add information." (Ryan 7/8/99) The "sense of the meeting," he said, was that the case

“would be kept open.” (Id.)

ga)' The FBI, too, does not appear to have viewed this as necessarily the final
chapter, but it certainly did not share OIPR’s optimism that the matter would be coming
back before OIPR.  The FBI clearly understood two thifigs: (1) this FISA application
would not be going forward; and (2) another FISA application could possibly go forward
if additional information was produced “to justify a renewed application for electronic
surveillance." See AQI 5325, AQI 5551, FBI 13331, 13023. :

(U) What is the significance of OIPR’s view that the matter was in
“intermission™? g | - : . - -
" (U) First, no one in OIPR has suggested that, if the FBI had told OIPR that this

was I, that this was all the information that would ever be mustered on this matter, it
would have changed OIPR's position in any respect on the question of probable cause.
Indeed, Kornblum told the AGRT that had he been told “that we were at the end of the
line," he would have written a memorandum for the Attorney General with the "pros and
cons” and recommended to her that the application not be signed. (Korablum 7/15/99)

vor oxo
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(1) Thatis, of course, not surprising.  Either Draft #3 contained probable cause
or it did not. Whether the FI3I would be back before OIPR with a new application was
irrclevant to the probable cause determination as to the old onc.

W
OIPR’s perception that the FBI and OIPR were in an "intermission” did,
however, have a significant effect on the case. According to Schrocder it impacted on his
decision whether to notify the Attorney General about the matter. Schroeder stated that if
he had known the matter was “over," he would have given the Attorney Gengral "a heads

up.” (Schroeder 7/7/99)

(Uj The A ltoméy General should have been advised of OIPR's handling of this
matter, intermission or no intermission. Schroeder should have advised her of the FISA
application and its status so that the Attorney General, in a matter this consequential,

could have addressed the matter herself.

(U) It was not as if OIPR expected that the FBI would be back with its FISA
application the next day or even next month. It had just spent six weeks attempting to
"beef it up" and, in its opinion, the application was still “insufficient." (Ryan 7/8/99)
Nor was it as if OIPR was keeping an "eye out" for the end of the “intermission" or that it
was even aware that the "intermission" never really ended.”

GO
(8/NF) To put it in appellate patlancc, OIPR had issued a final - not an

interlocutory - order. The consequence of that order was to prevent indefinitely the FBI
from obtaining a umquc form of information as to the activities of the Lees in connection
with the compromise of the United States Government's most sensitive nuclcat secrets.

The Attorney General should have beentold. - e

s ¥ Komblum told the AGRT that “if it had occurred™ to him that he had not
heard back about the Wen Ho Lee matter, he would have raised the matter with UC
As it was, he saxd. he had three or four subsequent meetings with U
¢ matter “never came up.” (Komblum 7/15/99) Schrocder said something s

I Ry [
! “This is the only case where if you look back on it in hindsight you realize you didn't

hear [back] from the Bureau.” (Schroeder 7/7/99) .
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" substantial mistake. Even if, as Komblum told the AGRT, erasing disks was a "common .

ror séne

9. (U) The destniction of QIPR's records

(U) According to Ryan, six months (o a ycar afier the August 12, 1997 mecting,
he shredded his files on the Wen Ho Lee FISA application and overwrote the disk that
contained his only copy of Draft #3. He did so because he “needed more room." (Ryan
7/8/99) Ryan took this action without checking with the FBI to determine the status of
the case, even though he had told the FBI in August 1997 that "we'll leave the case
open.” (Id.) His reasoning was as follows: “They haven’t come back and if they come
back we will have to start from the beginning and write a fresh draft." (Id.) Ryan told the
AGRT that he does not have "any regrets" about the destruction, that he did not think he
had made a “mistake," and that he “saw no reason" why he should have discussed the

matter with SSAYJI Q)

(U) Schroeder told the AGRT that “he was shocked" to learn that Ryan had
destroyed his files. (Schroeder 7/7/99) "Why would you destroy the files if it still had
life?" Schroeder said he "couldn’t imagine throwing this stuff away." (Id.) Komblum
told the AGRT that it “would have been reasonable” for Ryan to go back to the FBI
before destroying his files and that he "probably should have kept" either the disk or his
hard copy of the draft application. (Kornblum 7/15/99) Had Ryan come to him before
destroying the records, Komblum would have told him: “"Okay, but check with the FBL."

ad) -

) .
L8 Ryan’s destruction of OIPR’s files on this matter was most certainly a

practice® in OIPR (Komblum 7/15/99), the destruction of the Wen Ho Lee files and disk
is difficult to comprehend. First, the undedying allegations were of the gravest -
consequence. Second, the investigation was still open, and OIPR, which approved the
FBI's Annual LHMs in both 1997 and 1998, knew it. Moreover, Ryan also knew that
OIPR had told the FBI on August 12, 1997 that “we'll leave the case open for you to add
information." Third, Ryan's assumption — that he was not “destroying the only copies” -
was just that, an assumption that might or might not be true. As to Draft #1 and #3 and
the FISA LHM, it was true. As to Draft #2, it was apparently not true.

vor e
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(U) ltis the AGRT’s understanding that OIPR now has in place a policy that will
prevent a matter like this from happening again. Sce "OIPR Operations Record Retention
Policy,” dated May 11, 1999. (DAG 731) The work of OIPR is far too important, and
the consequences of its decisions far too critical, to let it happen again.

10. (U) Conclusion

(U) OIPR’s erroneous judgment that Draft #3 did not contain probable cause
could not have been more consequential to the investigation of Wen Ho Lee. From the
beginning of that investigation, the FBI’s objective had been to obtain FISA coverage. It
now faced the prospect of no FISA coverage, an eventuality for which it had never
prepared. The other consequence, of course, is that such information as might have been
acquired through FISA coverage was not acquired. It is impossible to say just what the
FBI would have learned through FISA surveillance. That is, after all, the point of the
surveillance.”® What is clear is that Draft #3 should have been approved, not rejected.
For all the problems with the FBI's counterintelligence investigation of Wen Ho Lee, and

they were considerable, the FBI had somehow managed to stitch together an application

that established probable cause. That OIPR would disagree with the assessment would
deal this invéstigation a blow from which it would not recover. -

: 8 (U) Nevertheless, it can be said that any FISA coverage which included
computer searches and monitoring would have certainly uncovered Lee's misconduct

involving LANL's computer files.
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