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(U) Executive Summary 

(U) This plan. submitted for your approval, is designed to implement National Security 
Presidential Memorandum-9 (NSPM-9), ''Optimizing the Use of Federal Governmenl 
Information in Support of the National Veiling Enterprise.·· This implementation plan focuses 
on the creation and operations of the National Vetting Center (NYC) which, as described in 
NSPM-9, is designed to improve the efficiency and effectiveness of U.S. Government vetting 
programs in order to better identify individuals who may pose a threat to national security. 
border security, homeland security, or public safety, consistent with law and policy. 

(U//f OUO) Subject to the approval of this plan, the NYC plans to begin its initial 
operations in December 2018, by consolidating existing processes that support the vetting of 
al iens applying to the Electronic System for Travel Authorization (ESTA) in order to travel to 
the United States under the Visa Waiver Program (VWP). 1 The development and del ivery ofthis 
new NYC process for ESTA in December 2018 is referred to as Phase One throughout this plan. 
This initial effort will involve vetting ESTA applicants against law enforcement and Intelligence 
Community ( IC) information, presently conducted pursuant to existing agreements between the 
Department of I lomeland Security (DHS), acting through U.S. Customs and Border Protection 
(CBP), and IC elements. Through the NYC process, CBP analysts will receive timely, 
consolidated responses from Vetting Support Agencies2 through a single technology interface to 
ensure that U.S. Government data is appropriately informing ESTA adjudications. Vetting 
ESTA applicants through the NYC will improve CBP's ability to identify individuaJs who pose a 
potential threat to the United States and may be ineligible to travel under the YWP. Following 
Phase One, NYC staff will seek to leverage the VC process for other authorized vetting 
functions in support of transportation. border security, and immigration decisions. as approved 
by the National Vetting Governance Board (NVGB). In addition to improving efficiency and 
effectiveness. consolidating vetting processes through the NYC will enable centralized oversight 
by legal and privacy, civil rights, and civil liberties (PCRCL) officers to ensure compliance with 
applicable law and policy. 

(U) The NYGB, established pursuant to NSPM-9. serves as "the senior interagency 
forum for considering issues that affect the nationa l vetting enterprise and the activities of the 
lNVC] and its support element.'' The NVGB has already met several times, set priorities for 
potentia l NYC expansion in 2019, and has begun identify ing and recommending ways to 
enhance vetting operations across the U.S. Government. In addition, as directed in NSPM-9, the 
NVGB established a standing Legal Working Group and a standing Privacy. Civil Rights, and 
Civil Liberties (PCRCL) Working Group, both of' wh ich have been meeting regularly to advise 
the activities of the NVGB. 

1 (U) For additional information on the Visa Waiver Program (YWP), please see www.cbp.gov/travel/ intemational­
visitors/visa-\\ aiver-program. 
~ (UI/~) In this plan, the departments and agencies whose information holdings will be queried or otherwise 
compared against as part of the r-\VC vetting process are referred to as "Vetting Support Agencies:· These agencies 
will also assign limited personnel, consistent with ~SPM-9, to the NYC as part of the Intelligence Community 
Support Element. 
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(U//f OUO) This plan describes the initial scope of NYC operations for Phase One; the 
roles of the agencies, organizations, and key positions invo lved in the NYC's operations; the 
plans for potential future vetting enhancements in Phase Two; the legal and PCRCL reviews 
conducted and planned for the NVC; and the resourcing strategy. Additional detail for Phase 
Two will be provided in future implementation updates, as appropriate. 

1. (U) Purpose 

states: 
(U) This implementation plan is provided pursuant to section 2(g) ofNSPM-9, which 

(U) Within 180 days of the date of this memorandum, the Secretary of State, the 
Secretary of Defense, the Attorney General, the Secretary of Homeland Security, 
the Director ofNational Intelligence, and the Director of the Central Intelligence 
Agency, in coordination with the Director of the Office of Management and 
Budget, shall, through the Assistant to the President for Homeland Security and 
Counterterrorism and using the NSPM-4 process, jointly submit to the President 
for approva l a plan to implement this memorandum. 

2. (U) Overview and Background 

2.1 (U) Needfor Improvements to Veiling 

(U) As noted in NSPM-9, border and immigration security are essential to ensuring the 
safety, security, and prosperity of the United States. Every day, the U.S. Government, 
particularly the Departments of State and Homeland Security, decides on mi 11 ions of occasions 
whether to allow individuals to travel to the United States, grant immigration benefits, or take 
other actions that affect U.S. national and homeland security and public safety. These decisions 
(often refeLTed to as "adjudications") should be infonned by all relevant and appropriate 
information available to the U.S. Government, including information held by Federal law 
enforcement and intelligence agencies, in accordance with law and pol icy. 

(U//FOUO) The U.S. Government has developed several different processes and 
procedures to evaluate an individual's suitability for access to the United States or other travel­
or immigration-related benefits against information avai I able to the U.S. Government (generally 
referred to as "vetting"). However, these processes are often designed for single uses that only 
leverage portions of potentially relevant data. These current processes re ly heavily on primari ly 
manual procedures which use separate technical interfaces and are not scalable or adaptable to 
meet ever-evolving threats. 

(U) To improve our security, the U.S. Government should develop and use a consolidated 
set of technical tools and processes to enable a thorough, yet efficient review of appropriate 
intelligence, law enforcement, and other data. These tools and processes should provide a 
comprehensive picture to adjudicators consistent with law and in a manner that protects both the 
sources and methods of information obtained by the U.S. Government and the PCRCL of the 
individuals whose information is vetted. Creating and maintaining these tools and processes is 
the primary mission of the NYC. 
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2.2 (U) Esrablishmenf of the National Veiling Center and the National Veiling Enterprise 

(U) NSPM-9 directs the Secretary of Homeland Security, in coordination with the 
Secretary of State, the Attorney General, and the Director of National Intell igence, to establish 
the NYC. The Secretary of Homeland Security established the NYC within DHS and delegated 
management of the NVC to the Commiss ioner of CBP. 

(U) The NYC was established to .. coordinate agency vetting efforts to identify 
individuals who present a threat to national security, border security, homeland security, or 
public safety." The NYC will provide a capabil ity, both in a shared physical presence and 
through virtual connectivity, to bring together participating agencies' information in a manner 
that better informs vetting decisions by agencies with adjudication authority. A primary mission 
will involve coalescing U.S. Government information relevant to immigration and border 
security adjudications, including with respect to individuals who (1) seek a visa waiver or other 
immigration benefit, or a protected status; (2) attempt to enter the United States; or (3) are 
subject to an immigration removal proceeding. This information will be reviewed in a single 
technology interface by Adjudicating Agenci analysts (further defined in Section 4.5) who will 
provide recommendations to their respective agencies concern ing the adjudications. 

(U//FOUO) Over time, the NVC will improve the efficiency and uniformity of existing 
vetting operations by standardizing the process through which Adjudicating Agency information 
is provided to and vetted against relevant law enforcement and intelligence informat ion held by 
other agencies to the extent permitted by Jaw and policy. Through the NYC workflow, 
information-sharing processes and analytic tools that have been developed for various nationa l 
securi ty vetting purposes will be enhanced, made more efficient and scalable, and applied to 
additional relevant Vetting Request Sets as appropriate.4 

(U//FOUO) The NYC will improve the effectiveness of vetting operations over time by 
maximizing the IC and law enforcement data ho ldings used to support vetting; providing 
consolidated and more timely results in a centralized user interface to Adjudicating Agency 
analysts at the NVC; developing additional data analytics and vetting methodologies (tml 
(b)(3) per 50 USC 3024(1) (b)(3) per 50 USC 3024(i ) (b)(3) per 50 USC 3024(i) ; and expanding 
the current focus of vetting to include other 
national security threat actors (NSTAs), such as those identified in NSPM-7, and other emerging 
threats.5 The NYC will also assist Vetting Support Agencies by sharing adjudication decisions 

3 (U) In this plan, agencies with the authority to adjud icate travel, applicant, or immigration benefits are referred to 
as ·'Adjudicating Agencies." 
4 (U) For the purposes of this plan, the term ''Vetting Request Sets" refers to discrete categories of information 
collected by or available to U.S. Government agencies from individuals who are seeking to travel to the United 
States, applying fo r an imm igration benefit, or are otherwise undergoing vetting. A ·'vetting request" refers to a 
single individual in the larger Vetting Request Set. Adjudicating Agencies will use the NYC technical architecture, 
applications, and business process to allow Vetting Support Agencies to access a particular Vetting Request Set. 
s (U) For additional information on national security threat categories, see NS PM-7. Integration. Sharing. and Use 
of National Security Threat Ac1or lnformationlo Protect Americans, which has a complementary, but separate, 
mission to NSPM-9. NSPM-7 specifically lists transnational organized crime, foreign intelligence activi ties directed 
against I he United States, the prol iferation of weapons of mass destruction, malign cyber activities, and the efforts of 
mi litary threat actors as national security threat categories. 
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so that these agencies know the outcome of the relevant adjudications, a process that is currently 
conducted on an ad hoc basis. At the same time, the NYC wil l ensure appropriate PCRCL 
protections are in place before engaging in such activities. 

(U) NSPM-9 does not provide any authority to the NYC (or any new authority to any 
agency) to collect. retain, store. or use information. or to make adjudicative decisions based on 
vetting. All activities undertaken at the NYC or at other agencies in support of the NYC are 
based on existing legal authorities. The points below describe the operating model of the NVC 
and the roles and responsibi lities of the various participants in the NYC process. 

• (U//!o70UO) Adjudicating Agencies are responsible for making a decision or 
determination about an individual, often in the border or immigration context. [n 
reach ing these decisions, Adjudicating Agencies seek information about or related to 
the individual from Vetting Support Agencies. Adjudicating Agencies will, 
consistent with applicable law, including the Economy Act (31 U.S.C. § 1535), assign 
or detail personnel to serve as analysts at the NYC, who will review results provided 
by Vetting Support Agencies and make recommendations to the adjudicators in their 
respective Adjudicating Agencies. The analysts at the NYC will have access to NYC 
technology and may also have access to the Adjudicating Agency's own records and 
technical systems, if provided by the Adjud icating Agency. The analysts will remain 
under the operational control of their own agencies and will access and maintain 
information stored in NYC technology under the authority of their own agencies. 

• (UI/FOUO) The NYC's technology and business processes will be offered as a 
common service to Adjudicating Agencies and to Vetting Support Agencies. 
Adjudicating Agencies will be responsible for maintaining the records that contain 
their vetting requests. analysis. recommendations, and adjudications. Those records 
will be maintained by Adjudicating Agencies using the NYC's technical architecture 
as a service. Technology built for the NYC will also allow Vetting Support Agencies 
to continue to maintain and control their information in their own systems while 
allowing Adjudicating Agency analysts at the NYC to access vetting results, 
consistent with law and policy. 

• (U//P'OUO) The NYC will also establish a coordinated feedback process to ensure 
that Vetting Support Agencies have appropriate access to the vetting results submitted 
by other lC partner agencies as wel l as the Adjudicating Agencies' recommendation 
and final adjudication decision. 

(U) The National Vetting Enterprise (NVE) is described in NSPM-9 as the coordinated 
efforts of agencies across the U.S. Government to collect, store. process. share, disseminate, and 
use accurate and timely biographic, biometric, and contextual information, including on a 
recurrent basis. where appropriate and in accordance with law and pol icy, to identify activities, 
associations with known or suspected threat actors, and other relevant indicators that inform 
adjudications and determinations related to national security. border security, homeland security. 
or public safety. These efforts are conducted in a manner that is consistent with the Constitution, 
Executive Order 12333, United States Inrelligence Activities, as amended, other applicab le law 
and presidential guidance. and policies and procedures pertaining to: 
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(i) the appropriate handling of information about Un ited States persons (as defined in 
Executive Order 12333) and other individuals protected by United States law; 

(ii) the protection of sources, methods, and activities; 

(iii) privacy, civ il rights., and civi l liberties; and 

(iv) the protection of other sensitive infotmation. 

(U) The activities ofthe NYC are part of the NV E, but the NYE also includes other 
coord inated vetting activities that are not facilitated by or coordinated through the NYC. 

3. (U) NVC Phase One Capability 

3.1 (U) Overview ofNVC Phase One 

(U//FOUO) We propose commencing Phase One ofNVC operations in December 2018. 
At that time, NYC operations will enhance the existing vetting processes for ESTA appl ication 
data- the information provided by applicants seeking to travel visa-free to the United States 
under the YWP. The new NVC technical architecture and operational processes dep loyed during 
Phase One will be sufficiently flexible and scalab le to support enhancements for future 
operations in Phase Two. In order to commence Phase One, the NVC and its partners will 
develop the foundat ional processes that will be used for vetting at the NVC generally, including: 

• (UI/FOUO) A process for Adjudicating Agencies to provide Vetting Support Agencies 
with copies of or access to Vetting Request Sets for analysis against IC and law 

enforcement data holdings, as appropriate; 

• (U//FOUO) A process for Vetting Suppot1 Agencies to provide the results of their 
analyses to a shared location in a common technical protocol for consolidation and 
review by Adjudicating Agencies' analysts assigned to the NYC; 

• (U//FOUO) A process for Adjudicating Agency analysts to review vetting results and 
prov ide relevant, appropriate information and recommendations to adjudicators at the 
Adjudicating Agency (in accordance with rules governing the handling and safeguarding 
of the information, such as those set forth in Executive Order 13526, Classified National 
Security Information); and 

• (U//FOUO) A system for managing NYC processes and conducting legal and PCRCL 
reviews to assess and ensure compliance with legal, PCRCL, and other req uirements. 

(U//FOUO) Because significant vetting operations already exist for the ESTA program, 
Phase One ofNVC operations will consist largely of modifying the business and technical 
processes that Vetting Support Agencies use to provide results and updating the manner in which 
CBP analysts assigned to the NYC use that information . CBP's authority and responsib.ility to 
approve or deny an ESTA appl ication will remain unchanged by the transition to NYC 
operations. 
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(U//FOUO) ESTA was selected for Phase One implementation based on the following 
factors, among others: 

• (U//FOUO) Security benefit: Improving the security of travel to the United States 
through the VWP is a focus of the Administrat ion and Congress. Consolidating 
infonnation provided by the current Vetting Support Agencies and facilitating the 
delivery and review ofthat information prior to travel by ESTA applicants will better 
ensure that threat actors are kept out of the country. 

• {b)( 1) 

Throughout the execution of Phase One, legal, PCRCL. policy, technical, and 
resources issues will continue to be reviewed. 

3.2 {U) NVC Technology 

(U//FOUO) Adjudicating Agency analysts at the NVC will access Vetting Support 
Agency results through the NVC Case Management Solution, which will be accessible on a 
classified network and governed by access controls and use limitations. The OJ IS Office of 
Inte ll igence and Analysis (I&A), acting as a technica l service provider, will develop the Case 
Management Solution to enable the recording of information throughout the vetting process and 
facil itate appropriate infonnation sharing and management between Adjudicating Agencies, 
Vetting Support Agencies, and personnel at the NVC. (b)(7)(E) 

3.3 (U) NVC Facilities 

(U//FOUO) The VC wi ll be physically located inside CBP's NTC facility in Sterling, 
Virginia, in a Secure Compartmented Info rmation Facil ity (SCIF). The initial tenants of the 
NVC will include CBP's ESTA analysts. VC management and oversight personnel. 
administrative staff, and the Intelligence Community Suppo1t Element (JCSE), consisting of 
personnel from Vetting Support Agencies, as described more fully in Section 4.6 below. The 
fac ili ty will include secure communications, satisfy ing the cyber security approvals of each 
participating agency, to facilita te interactions between personnel on-site and those operating 
from their agencies' home offices. 
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3. .f (U) NVC Relationship to the NTC 

(U) The NTC is CBP's focal point for bringing together passenger and cargo data, access 
to law enforcement and IC records, and system analytics to identify those travelers and 
shipments that pose a threat to the homeland. NTC is a 24-hour, 7 days per week operation 
employing highly skilled officers, agents, and analysts from CBP and a wide range of other 
agencies who, among other things, identify, target, vet, screen, and conduct risk assessments of 
inbound and outbound passengers and cargo across all international modes of transportation to 
identify threats to national security or public safety. CBP ana lysts currently operating in secure 
faci lities at the NTC and at CBP headquarters have access through a variety of means to 
intelligence information, and conduct analysis to inform NTC operational and adjud icative 
decisions. For Phase One of the NYC, CBP wi ll assign analysts to the NYC. 

(U//FOUO) The CBP analysts assigned to the NYC will continue to operate under the 
operational control of CBP, exercising CBP authorities to review vetting results and provide 
vetting recommendations to CBP officers authorized to make adjudications at NTC. Those CBP 
officers and supervisors at the NTC will have access to CBP analyst recommendations stored in 
NYC systems and wi ll utilize those vetting recommendations in addition to other available 
infonnation to make fina l adjudications. The NYC will be co- located at the NTC facility but 
wi ll operate as an interagency center within DHS and as a separate organizational entity. The 
NTC is ultimately a primary CBP customer of the NYC process, much like the Department of 
State's (State) Bureau of Consular Affai rs could be an NYC customer for visa processing in the 
future. 

(U//FOUO) In the future, as NYC processes are used to vet other Vetting Request Sets, 
we expect that analysts from other Adjudicating Agencies will also relocate to the NYC, where 
feasib le, to review and provide recommendations to their respective adjudicators . 

3.5 (U) NVC Refationship with the Terrorist Screening Center (TSC) 

(U) The NYC's miss ion is complementary to that of the TSC, and the two organizations 
will coordinate closely in the conduct of their effotts. The TSC is administered by the Federal 
Bureau of Investigation (FBI) under authorities delegated exclusively to the Attorney General of 
the United States in coordination with State, DHS, and the Office of the Director of National 
Intelligence (ODNI). 

(U/ /FO UO) The TSC rna inta ins the con so I ida ted watch I ist of known or suspected 
terrorists (and other watchlists containing NSTAs such as Transnational Organized Criminals), 
provides those lists to partners, and manages encounters with those subjects to provide 
operational awareness and main tain a common operating picture. The TSC' s encounter­
management process is solely responsible for ensuri ng frontline officers globally, and especial ly 
within the United States, have the relevant information about a known or suspected terrorist 
during an encounter. The effective management ofwatchlist encounters not only protects the 
nation by excludi ng individuals from entry into the United States, but also alerts law 
enforcement, IC, military, and foreign partner agencies about potential opportunHies to act 
against threat actors already present in the United States and around the world . 
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(U/IfOUO) Today. CT vetting across the NVE is facilitated by the watch listing function 
performed by TSC and supported by IC elements. Through the watch I ist, relevant terrorism 
information in agencies' data holdings has already been consolidated and orgar11ized and can 
therefore be more quickly and confidently identified as derogatory information for vetting 
purposes. ~ 

3.6 (U) Warchlisling 

(U//FOUO) Pursuant to procedures developed over the past two decades for 
counterterrorism, the responsibility for nominating new records or enhancing existing watchlist 
records (b)(7)(E) 

A more robust description of how the NYC will support watchlisting activities will be 
provided in the Concept of Operations for NYG B review and approval before Phase One 
commences. 

3. 7 (U) Operational Coordination 

(U/IFOUO) In current practice, albeit rarely, (b )(7)(E) 

A more robust description of NYC support of operational coordination will be 
provided in the Concept of Operations for NVGB rev iew and approval before Phase One. 

3.8 (U) Impact on and Notice to the Public 

(U) Upon initiation or· Phase One in December 2018, individuals who apply for an ESTA 
will go through the same Internet-based application process as is currently in place. The creation 
of the NYC does not require changes to the information collected and used to vet and process an 
EST A application, but the changes in business processes resulting from the est.abl ishment of the 
NVC may resu lt in longer response times for ESTA applications. Accordingly, CBP will 
develop an appropriate public communications plan to remind YWP travelers of the need to 
submit ESTA applications well in advance of traveling to the United States. 

(U) Prior to the commencement of operations, the NYC will submit. and the DHS 
Privacy Office and Office for Civil Rights and Civil Liberties will approve, a Privacy Impact 
Assessment (PIA) on the NVC. The PIA will assess the potential impact from NYC operations 
on an individua l's privacy, civil rights, and civi l liberties and wi ll serve as additional notice to 
the public, mitigating privacy risks and enhancing overall transparency concerning the NYC. 

11 
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3.9 (U) Redress 

(U//FO UO) The U.S. Government will ensure adequate redress mechanisms are in place 
to review complaints and requests from indiv iduals impacted by vetting programs. Redress is an 
integral part of this commitment to ensuring PCRCL protections. The improved vetting 
processes implemented under NSPM-9 wi II be accompanied by a review of existing redress 
procedures to ensure that as vetting capabli lities grow, agencies have processes in place to afford 
individuals opporrunities for redress . 

(U//FOUO) Because the NYC is not an Adjudicating Agency, it wi ll not establish its own 
redress system. Beginning with Phase On·e and throughout the operations of the NYC, DHS's 
Office for Civil Rights and Civil Libenies and Privacy Office, in coordination with the DHS 
Traveler Redress lnquiry Program (DHS TRIP),6 corresponding offices in other Adjudicating 
Agencies, and other redress programs as appropriate, wi ll review NYC plans and programs to 
ensure that adequate DHS and interagency redress processes are in place and determine whether 
they can be enhanced. Any enhancements to redress procedures accompanying Phase One of the 
NYC will be discussed in the NYC PIA and in future NYC implementation plans. 

(U) Individual rights to access records and redress will not be affected by the NYC 
process. Individuals who wish to seek access to their own ESTA records may file a Freedom of 
Information Act request with CBP.7 Add itionally, some ESTA applicants may seek judicial 
review to correct their records.8 Individuals who wish to seek a review of an ESTA denial wi ll 
continue to file an inquiry with DHS through DHS TRIP. Standard operating procedures 
documenting the use ofNYC systems wil! be developed to ensure that intelligence and other 
information used to inform adjudicative decisions, is recorded in a manner that facil itates 
redress, and is protected from disclosure, as appropriate. 

3.10 (U) Phase One Deliverabfes and Schedule 

(U) Multiple deliverab les must be implemented by the NYC, DHS I&A, CBP, the ICSE, 
and others by December 2018 in order to commence Phase One on schedule. 

3.1 0. 1 (U) CBP Deliverables 

• (U) Design, test, and implement a new unclassified ESTA dataflow to account for 
the new automated response from Vetting Support Agencies. (Due: During Q I 
FY2019) 

6 (U) See www.dhs.gov/trin. DHS TRfP is a wel l-established redress program that administers and adj udicates most 
travel-related redress claims, regardless of citizenship. DHS TRIP provides a one-stop mechanism for individuals to 
request redress and seek resolution for difficulties they experience during a travel screening or vetting process, 
including crossing U.S. borders. 
7 (U) The Freedom of Information Act, 5 U.S.C. 552. provides a means for qual ified persons to request records from 
agencies. For addit ional infom1ation about Privacy Act and FOLA rights of access to records related to the ESTA 
program, please see the EST A System of Records Notice, 74 Fed. Reg. 45,069 (Sept. 2. 20 16). 
8 (U) Certain residents of other countries who are ne ither U.S. cit izens nor lawful permanent residents may have 
limited rights to access and seek correction of their records under the Judicial Redress Act. 
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• (U//fOUO) Upgrade the accreditation of the cunent SECRET -level facility at the 
NTC to a TS//SCI-level SCIF. (Due: During Ql FY2019) 

• (U) Relocate and consolidate CBP ESTA vetting analysts to the new NVC SCIP. 
(Due: Dw-ing Ql FY2019). 

• (U) Complete User Acceptance Testing. (Due: Dw-ing Ql FY2019) 

3.10.2 (U) DHS I&A Dehverab!es 

(U/IFOUO) DHS l&A is responsible for delivering the NVC Case Management 
Solution, together with the supporting workflows, dataflows, alerting/notification 
services, monitoring/auditing services, and appropriate connectivity (8)(7)(E) -• Complete system development of the NVC Viewer and Data Store. (Due: During 

Ql FY2019) 

• Complete system intemal testing. (Due: Dw·iug Ql FY2019) 

• Complete integration testing of the NVC Case Management Solution capabilities 
with Vetting Support Agency-developed systems and workflows (see Section 
3.2.3 below). (Due: During Ql FY2019) 

• Draft and obtain approval of a Privacy Impact Assessment for tools supporting the 
NVC from the DHS ChiefPtivacy Officer (Due: During Ql FY2019) 

3.10.3 (U) IC Support Eleme11f (ICSE) Deliverables 

(U//FOUO) To suppo11 Phase One, Vetting Support Agencies will provide results for 
comparisons of data corresponding to EST A applications and pertinent Vetting 
Support Agency data holdings to the NV C. These results, which today are provided 
via separate feeds to multiple destinations, will now be consolidated into a single data 
repository accessible to Adjudicating Agency analysts at the NVC as well as the on­
site team ofiCSE personnel. 

(U) The following will be provided in Phase One: 

• (U//FOUO) A suppo1t element (see Section 4.6) to deliver timely virtual vetting 
suppo11 to the NVC. This support element will also maintain a small on-site 
presence to help facilitate the Vetting Support Agencies' efforts in suppoit oftbe 
NV C. (b)(7)(E), (b)(3) per 50 USC 302 (i) 

(Due: Dm·ing Ql FY2019) 

• (U/IFOUO) Complete technological requirements to deliver vetting results DiiiUJ 
.untAI811 and ensure that Vetting Suppmt Agencies provide vetting results for 
each vetting request provided by CBP. Tbe results will consist of infmmation that 
the contributing Vetting Suppmt Agency believes has met an analytic threshold 
and has been cleared for dissemination to and use by Adjudicating Agencies in 
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accordance with the relevant caveats included in the dissemination.9 (Due: 
Testing and Operationally Ready both during Q I FY20 19) 

3.10.4 (U) NVC DeUverables 

• (U) Draft and obtain the approval of a PIA (classified and public versions) for the 
NYC from the DHS Chief Privacy Officer. (Due: During Q I FY20 \9) 

3.1 1 (U) Implementation Review 

(U//FOUO) ln May 2018, the NVGB determined it would oversee an efficacy and 
operational review of NYC Phase One operations before commencing Phase Two. This review 
will consist of analyzing the efficacy of Phase One operations, preparing metrics, reviewing any 
unintended consequences, and ensuring that Phase One activities are consistent with any 
previous analysis conducted by the Legal and PCRCL Working Groups. The Director of the 
NYC will report the results of th is review to the NYGB in Q I CY20 19 and an after action will 
be provided in the next implementation plan. In addition, the NYGB will determine whether any 
audits, surveys, interviews, or data calls are appropriate to assess Phase One and implications for 
future operations. 

(U//FOUO) Similarly, the NVC is working with CBP and Vetting Support Agencies to 
develop metrics for NYC operations for the purposes of accountability, transparency, and to 
infom1 resource allocation decisions. A base line of these metrics will be included in the next 
implementation plan. 

4. (U) NVC and Stakeholder Roles 

4.1 (U) Governance Board Composition and Role 

(U) NSPM-9 requires the Secretary of Homeland Security, in coordination with the 
Secretary of State, the Attorney General, the Secretary of Defense, the Director of National 
Intelligence, and the Director ofthe Centrallntelligence Agency, to establish the NVGB. By 
direction of the NSPM, the NVGB is "the senior interagency forum for considering issues that 
affect the national vetting enterprise and the activities of the Center and its support element." 
The NYGB first met on March 23. 2018. At its second meeting on April 26, 2018. the NYGB 
considered and approved its Charter (see appendix). 

(U) The NVGB agreed the designated DHS representative will be the first chair, with the 
chair alternating annually thereafter among the representatives designated by the Secretary of 
State, the Attorney Genera l, the Director ofNationallntell igence, and the Secretary of Homeland 
Security (not necessarily in that order). 

9 (U) Information that has been deemed "analytically significant" by an imel ligence element will also be presumed 
to be in adherence to the IC Analytic Standards established in IC Directive 203 and must conform with that 
element's dissemination requirement under Executive Order 12333. 
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(~!.l/NF) The NVGB is composed of the six designated members specified in NSPM-9. 
The NVGB may decide that add itional agency participation is warranted due to operationa~ 
activities conducted by other agencies that require suppOI't ft'om the NYC, significant data 
holdings in the possession of or accessible by other agencies, O>r for other purposes.[ mmn~ ... u ....... s-· ... IB:nl 

ensuring that these component agencies are represented by thei.r parent departments on the 
NVGB, the NVGB has adopted the practice of invit ing personnel from these component agencies 
to NVGB meetings, as appropriate. 

(U) As required by NSPM-9, the NVGB established two standing working groups, the 
Legal Working Group and the PCRCL Working Group. Each working group consists of 
personnel from agencies involved in the NVE. Given the importance of both working groups to 
the proper functioning of the NYC and U.S. Government vetting activities more generally, the 
NVGB charter requires that a representative from each working group serve as ex officio Board 
members with fu ll access and insight into the NVGB's meetings and activ ities. 

(U) Additionally, both the NYC Director and the Identity Intelligence Executive (J2X) 
within the Office of the Director ofNationallnte lligence (ODNJ) serve as ex officio members of 
the NYGB. The NYC Director is responsible for providing regular reports to the NYGB on 
NYC activities, making recommendations for the NVGB's consideration, and providing 
administrative suppmt to the NYGB in the execution of its activities. 

4.2 (U) l'lVC Leadership, Management, and Administration 

(U//FOUO) The NVC Director will lead the day-to-day operations of the NYC and 
communicate its priorities and direction in accordance with its mission as set forth in NSPM-9. 
The Director will also serve as the NYC's representative to the NVGB. In this capacity, the 
Director will make resourcing recommendations to the NVGB involving the vetting of additional 
Vetting Request Sets, use of expanded Vetting Support Agency data holdings, engaging new 
Vetting Support Agencies, and employing additional support, whether physical or virtual, from 
Vetting Support Agencies. The Director will coordinate with the ICSE to ensure that Vetting 
Support Agencies are meeting the NYC's requirements. 

(U//FOUO) The Director will represent the NYC to DHS leadership to secure proper 
funding, faci lities, technology, and personnel for the NYC itself. The Director will respond to 
any congressional and other oversight inqu iries related to the N YC, in coordination with the 
appropriate agencies. Finally, the Director will represent the NYC at all senior-level meetings 
within DHS, with interagency partners, the National Security Council and Oftice of Management 
and Budget staff, and with external pattners. 

(U//FOUO) As set forth in NSPM-9, the Department of State and the Oepat1ment of 
Justice (DOJ) will each have Deputy Directors at the NYC who will represent their agencies' 
equities in the direction and coordination of the NYC's effot1s to expand and improve the NVE 
as we ll as to provide policy-level guidance regarding NYC activities, resources, and mission 
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development. The Deputy Directors will represent the NYC to the leadership of their respective 
agencies and work with the NYC Director and the NVGB to recommend and secure appropriate 
Vetting Support Agency resources and support as well as home agency funding, work space, 
technology, and personnel support to the NYC. The Deputy Directors will also facilitate proper 
interagency coordination and communication on NYC vetting procedures. 

(U//FOUO) The Senior Legal Advisor to the NYC, assigned by the DHS Office of the 
General Counsel, will assume primary responsibi lity for legal support to the NYC's vetting 
mission. The Senior Lega l Advisor' s key duties will include providing legal advice and counsel 
regarding the establishment of the NYC and implementation and execution ofNSPM-9. As 
such, the Senior Legal Advisor will consult and coordinate with al l relevant stakeholders, 
including policy and PCRCL representatives and Adjudicating Agency and Vetting Support 
Agency legal representatives. Additionally, in coordination with Adjudicating Agency and 
Vetting Support Agency legal representatives, as appropriate, the Senior Legal Advisor will 
provide advice and counsel concerning the roles and responsibilities within the NYC and its 
relationship with Vetting Suppo11 Agency partners. The Senior Legal Advisor, in coordination 
with Adjudicating Agency and Vetting Support Agency legal representatives, will also work to 
identify and resolve legal issues pertaining to NYC operations and activities and support by or to 
Vetting Support Agencies, including with respect to U.S. persons or individuals located within 
the United States, and with respect to issues regard ing legal and policy limitations on and 
requirements for the retention, analysis, use, and disclosure of information. The Senior Legal 
Advisor in consultation with the NYC Privacy, Civil Rights. and Civil Liberties Officer, as 
appropriate, will also develop and deliver training on legal requirements and restrictions 
concerning the operations and activities of the NYC, particularly with respect to information 
retention, analysis, use, and disclosure. Finally, the Senior Legal Officer will represent the NVC 
in discussions of legal matters at NVGB meetings, with in DHS, and with counterparts from 
Adjudicating Agencies and Vetting Support Agencies. 

(UI/FOUO) The NYC Privacy, Civil Rie:hts, and Civil Liberties Officer will provide 
dedicated support for all privacy and civil rights and civi l li berties related issues at the NYC. 
The officer's main duties will include ensuring that the use oftechnologies sustain, and do not 
erode, privacy protections relating to the use, collection, and disclosure of personally identifiable 
information (PII), and developing policy regarding privacy, civi l rights, and civil liberties 
protections relating to vetting processes. To ensure that appropriate PCRCL protections are 
included in all aspects ofNVC operations, key responsibilities of the PCRCL Officer will 
include evaluating new or modified NYC techno logies, compliance with the Privacy Act of 
1974, evaluating new or expanded initiatives involving immigration and border security vetting 
programs or Vetting Support Agency data and analytic processes, ensuring the completion of 
privacy compliance documentation where required or appropriate, analyzing new or modified 
information-sharing activities related to the NYC, training PCRCL staff and analysts assigned to 
the NYC on PCRCL matters, conducting appropriate auditing and oversight activities including 
to ensure that U.S. person or special protected class (e.g., asy lum) data is being handled and used 
appropriately, and supporting the proper functioning of redress processes related to vetting 
conducted at the NYC. 
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(U) In addition to the roles defined above, there will be a small number of staff assigned 
to support the NVC, including a senior technical director. a chief of staff. and a senior 
representative from DHS I&A. The NVC Director will also manage an executive secretariat to 
assist the NVGB in carrying out its management and oversight functions. 

4.3 (U) Legal Working Group 

(S,l/l}fF) NSPM-9 requires the establishment of a standing Legal Working Group to 
review the activities of the NVC and this implementation plan to ensure that those activities 
comply with applicable Jaw. (b )(1) 

(UI/fOUO) The Legal Working Group will continue to assess any proposals for new or 
expanded vetting, including new Vetting Request Sets referred for vetting support, the 
com pari son of Vetting Request Sets to data prev iousJ y not used for such purposes, the 
deployment of new or enhanced applications or algorithms, or the use of vetted information for 
new adjudicative or operational purposes. In performing these assessments, the Legal Working 
Group will identify any legal or litigation risk issues attendant to such proposals and propose 
ways to mitigate such risk. The Legal Working Group will inform the NVGB of its legal 
analysis as a prerequisite for approval of a vetting proposal by the NYGB. 

4.4 (U) Privacy, Civil Rights. and Civil Liberties Working Group 

(U) NSPM-9 requires the establishment of a standing Privacy, Civil Rights, and Civil 
Liberties (PCRCL) Working Group to routinely review the activities of the Center to ensure that 
those activities are conducted in a manner that appropriately protects PCRCL, and to advise the 
NYGB. Add itionally, NSPM-9 requires that the Working Group rev iew the implementation plan 
and future implementation plans prior to submission to the President. The NYGB formally 
established the PCRCL Working Group on March 23, 2018. 

(~/fNF) The PCRCL Working Group is co-chaired by the DHS Chief Privacy Officer, the 
DHS Officer for Civil Rights and Civil Liberties, and the ODNI Civil Liberties Protection and 
ChiefTransparency Officer. The NYC PCRCL Officer wiLl coordinate the activities of the 
Working Group and serve as a participating member. (b)(1) 

(U//fOUO) In executing NSPM-9 requirements, the PCRCL Working Group serves as a 
forum for interagency col laboration, coordi11ation, and integration on PCRCL matters including 
the activities of the NYC and its intelligence supp011 element. The PCRCL Working Group will 
also ensure that NYC activities are conducted with appropriate transparency. The Working 
Group will continue to assess any proposals for new or expanded vetting, including new Vetting 
Request Sets referred for vetting support, the comparison of Vetting Request Sets to data 
previously not used for such purposes, the deployment of new or enhanced applications or 
algorithms, or the use of vetted in format ion for new adjudicative or operational purposes. In 
performing these assessments, the working group will identify any PCRCL risks related to such 
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proposals and propose mitigation strategies. The Working Group will inform the NYGB of its 
analysis as a prerequmsite for approval of a vetting proposal by the NYGB. 

4.5 (U) Adjudicating Agency Analysts at rhe NVC 

(U//FOUO) Adjud icating Agency analysts at the NYC wi ll be ass igned or detailed by 
their respective agencies for the purpose of reviewing results indicating possible matches to 
holdings from Vetting Support Agencies, documenting the results of their vetting analysis in the 
NVC Case Management Solution, and providing unclassified information and recommendations 
to infonn adjudicative or operational decisions by their respective agencies. Adjudicating 
Agency analysts will remain under the operational control and authority of their respective 
agencies. The Adjudicating Agency wil l determine how to incorporate the information and 
recommendations it receives from its analysts at the NYC into its adjudications. 

(U//FOUO) The number and schedule of Adjudicating Agency analysts at the NYC will 
be determined by the operational needs and resources of the Adjud icating Agency, but all 
analysts will hold TS//SCJ clearances and have the abi lity to review disseminated intel ligence 
and other relevant reporting from the IC. 10 

4.6 (U) ICSE and Identity intelligence Executive 

(U//FOUO) The JCSE is an independent entity established by the Director of National 
Intelligence pursuant to NSPM-9 and is comprised of certain IC elements providing support to 
the NYC in accordance with their existing authorities. The composition of the ICSE will be a 
combination of assignees physically co-located at the NYC and viJtual support by personnel 
located at the relevant lC elements' own facilities. The ICSE will provide id,entity discovery, 
resolution, and operational coordination support to the NYC. 

(U//FOUO) The on-site contingent of lC assignees will primarily focus on the day-to-day 
monitoring and faci litation of the integrated vetting workflow and provide coord ination and 
liaison support to IC components directly supporting NYC activities. (b) (5) 

Additionally, the on-site fC 
personnel will work continuously with Adjud icating Agency analysts at the NYC and 
Adjudicating Agencies to ensure the IC vetting suppon and information provided meets stated 
requirements. The ICSE's virtual component wi ll execute vetting support activities against 
relevant information within their respective data hold ings, as appropriate, and provide vetting 
results for consolidated rev iew. These combined effot1s will be responsible 
for ensuring that the NYC receives appmpriate. standardized, and timely access to relevant 
evaluated biographic., biometric, contextual, and related derogatory infom1ation, as applicable. 

(U//FOUO) The ICSE is led by a Director who will provide day-to-day direction and 
guidance for the ICSIE's operations in support of and in consultation with the Director of the 

10 (U//~) For Phase One, CBP analysts reviewing res ults for ESTA applications will aDI be on-site at the NYC. 
In the event that other Adjudicating Agencies seek to house their vetting analysts elsewhere. the NYC will explore 
methods to provide remote access to those analysts. Such an arrangement would require secure remote access to the 
l'NC viewer and would be reviewed by the NVGB, the NVC, and the 12X prior to implememtation. Remote access 
by agency analysts would not otherwise affect the NYC workflow process. 
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• (U) Scope 

(U//FOUO) NSPM-9 envisions an expansion of the NYC to also include additional threat 

actor categories, as appropriate and approved by the NVGB, (b )(5), (b )(7)(E) 

. Utilizing the lessons learned in Phase One, in Phase Two, the NYGB wil l 
consider which additional threat actor categories shou ld be included within the NYC process, 
describing their implementation strategy and schedule within subsequent planning updates. Any 
such add itions to the NYC scope will leverage the ex isting authorities of the NYE components to 
integrate and adjudicate the additional threat actor category information, as well as incorporate, 
and seek to enhance when necessary, ongoing information sharing efforts related to the NYC .. 

• (U) Scale 

(~) (b)(5), (b)(1) 

5.3 (U) Additional Planned improvements 

(U//FOUO) DHS is in the process of developing a person-centric vetti ng request 
capability, which will change both how Vetting Support Agencies receive Vetting Request Sets 
and what they will receive. 

This enhancement will assist with both identity resolution and the discovery of 
additional connections to derogatory information. This new delivery process wi ll streamline and 
standard ize how Vetting Support Agencies receive Vetting Request Sets and provide more 
fidel ity across their vetting systems. Oversight of the design and implementation of the person-

11 
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centric vetting request capability will be conducted by the NYC PCRCL Officer, the NVC 
Senior Legal Advisor, and the Legal and PCRCL Working Groups. Prior to implementation of 
this capability, DHS will publish a new PIA to ensure appropriate public transparency prior to 
implementing th is capabi lity. 

(U//fOUO) The infrastructure used to support the NYC wi ll also evolve and expand as the 
scope and scale of its operations expand. The underlying technical infrastructure wil l require 
upgrades over time to accommodate the increased size and volume of data transfers across 
networks while also achieving the mission needs for timeliness. The NVC will also require the 
ongoing development and implementation of data access control safeguards as more Vetting 
Request Sets are introduced into the NVC architecture. A robust access control so lution will be 
developed to manage the complexity of users, data, and law enforcement or intelligence 
authorities. This so lution will leverage, to the greatest extent possible, existing IC services to 
enable access control. 

6. (U) Resourcing Strategy 

(U//FOUO) The NYC's resourcing strategy, which also impacts the NYE, can be divided 
into three distinct phases: resources required for Phase One delivery in December 20 18; 
resources requi red in FY 19; and resources required in FY20-24. 

(U//FOUO) Since NYC operations were not contemplated in FYI8 budget submissions, 
Phase One NYC activities are leveraging current resources where possible. 

(b )(1) 

- (b)(1) 

(S//NF) 
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(b)( 1) 

7. (U) Conclusion 

(U) As directed in NSPM-9, within 180 days of approval by the President of this 
implementation plan, and every 180 days thereafter until execution is complete, the Secretary of 
State, the Secretary of Defense, the Attorney General, the Secretary of Homeland Security, the 
Dir·ector of National Intelligence, and the Director of the Central Intelligence Agency, in 
coordination with the Director of the Office of Management and Budget, will provide updates on 
the execution ofNSPM-9. The next update will prov ide a status of Phase One itiiplementation, 
an after action, as well as further details on Phase Two planning. 
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8. (U) Appendices 

8.1 (U) List of Acronyms 

-CBP -CT 
DHS 
ESTA 
FBI 
FY 
FO lA 
FOUO 
I&A 
l2X 
IC 
ICE 
ICSE 
NSPM 
NSTA 
NTC 
NVC 
NVE 
NVGB 
ODNI 
PCRCL 
PIA 
DHSTRlP 
TS 
TSC 
u 

(b)(7)(E) (b)(7)(E) (b)(7)(E) 

U.S. Customs and Border Protection 
(b)(7)(E) b)(7)(E) (b)(7)(E) 

Countetterrorism 
Department of Homeland Security 
Electronic System for Travel Authorization 
Federal Bureau of Investigation 
Fiscal Year 
Freedom of Information Act 
For Official Use Only 
Office of Intelligence and Analysis (DI-JS) 
Identity Intelligence Executive 
Intelligence Community 
U.S. Immigration and Customs Enforcement 
Intelligence Community Support Element 
Nat ional Security Presidentia I Memorandum 
Nat ional Security Threat Actor 
National Targeting Center 
National Vetting Center (or ··Center") 
National Vetting Enterpri se 
National Vetting Governance Board (or ·'Board") 
Office of the Director ofNationallntelligence 
Privacy, Civil Rights, and Civil Liberties 
Privacy Impact Assessment 
DI-IS Traveler Redress Inquiry Program 
Top Secret 
Terrorist Screen ing Center 
Unclassified 
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8.2. (U) National Security Presidential Memorandum- 9 

Issued February 6, 20 18 

MEMORANDUM FOR THE VICE PRESIDENT 
THE SECRETARY OF STATE 
THE SECRETARY OF THE TREASURY 
THE SECRETARY OF DEFENSE 
THE ATTORNEY GENERAL 
THE SECRETARY OF HOM ELAND SECURITY 
THE ASSISTANT TO THE PRESIDENT AND CHIEF OF STAFF 
THE DIRECTOR OF THE OFFICE OF MANAGEMENT AND BUDGET 
THE DIRECTOR OF NATIONAL INTELLIGENCE 
THE DIRECTOR OF THE CENTRAL INTELLIGENCE AGENCY 
THE ASS ISTANT TO THE PRESIDENT FOR NATIONAL SECURITY AFFAIRS 
THE COUNSEL TO THE PRESIDENT 
THE ASSISTANT TO THE PRESIDENT FOR HOMELAND SECURITY AND 

COUNTERTERRORISM 
THE CHAIRMAN OF THE JOINT CHIEFS OF STAFF 
THE DIRECTOR OF THE FEDERAL BUREAU OF INVESTIGATION 
THE DIRECTOR OF THE NATIONAL SECURITY AGENCY 
THE DEPUTY ASSISTANT TO THE PRES IDENT AND NATIONAL SECURITY ADVISOR 

TO THE VICE PRESIDENT 
THE CO-CHAIRS OF THE PRESIDENT'S INTELLIGENCE ADV ISORY BOARD 
THE ARCHIVIST OF THE UNITED STATES 

SUBJECT: Optimizing the Use of Federal Government Infmmation in Support of the National 
Vetting Enterprise 

Border and immigration security are essential to ensuring the safety, security, and prosperity of 
the United States. The Federal Government must improve the manner in which executive 
departments and agencies (agencies) coordinate and use intelligence and other information to 
identify individuals who present a threat to national security, border security, homeland security, 
or public safety. To ach ieve this goal. the United States Government must develop an integrated 
approach to use data held across national security components. I am, therefore, directing the 
establishment of a National Vetting Center (Center), subject to the overs ight and guidance of a 
National Vetting Governance Board (Board), to coordinate the management and governance of 
the national vetting enterprise. 

Section 1. Policy. (a) The United States must protect its people from terrorist attacks and other 
public safety threats. Vetting procedures associated with determining whether individuals pose 
threats ro national security, border security, homeland security, or public safety play a critical 
role in meeting this obligation. lt is the po licy of the United States, as authorized and 
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appropriate, to collect, store, share, disseminate, and use accurate and timely biographic, 
biometric, and contextual information in support of immigration and border security, including 
with respect to individuals who (i) seek a visa, a visa waiver, or other immigration benefit, or a 
protected status; ( ii) anempt to enter the United States; or (iii) are subject to an immigration 
removal proceeding. 

(b) Where authorized and appropriate, it is also the policy of the United States to process 
biographic, biometric, and contextual information, includ ing on a recurrent basis, so as to 
identify activities, associations with known or suspected threat actors, and other relevant 
indicators that inform adjudicati ons and determinations related to national security, border 
security, homeland security, or public safety. These activities should be conducted using all 
relevant and appropriate Federal Government information, including both intelligence and Jaw 
enforcement information. 

(c) The activities descri bed in this memorandum should a lways be conducted in a manner that is 
consistent with the Constitution; Executive Order 12333 of December 4, 198 1 (United States 
Intelligence Activities), as amended; other applicable law and Presidential guidance; and policies 
and procedures pertaining to: 

(i) the appropriate handling of information about United States persons (as defmed in 
Executive Order 12333) and other individuals protected by United States law; 

(ii) the protection of sources, methods, and activi ties; 

(iii) privacy, civil rights, and civi l liberties; and 

(iv) the protection of o ther sensitive information. 

The coordinated efforts o f agencies to conduct all of these activ it ies in the manner described 
above constitute the national vetting enterprise. 

Sec. 2. Implementation. The pol icy described in section I above shall be implemented as 
fo llows: 

(a) The Secretary of Homeland Security, in coordination with the Secretary of State, the 
Attorney General, and the Director of National lntel~ igence, shall establish the Center to support 
the national vetting enterprise. 

(i) The Center shall coordinate agency vetting effo rts to identify individuals who present a 
threat to national security, border security, homeland security, or public safety. Agencies may 
conduct any authorized border or immigration vetting activities through or with the Center. 
Agencies may support these additional activities, provided that such support is consistent with 
appl icable law and the pol icies and procedures described in subsections (b) and (d) of this 
section. 
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(ii) The Secretary of Homeland Security sha ll designate a full-time senior officer or employee 
of the Department of Homeland Security to serve as the director of the Center. The Secretary of 
State and the Attorney General shall detail or assign senior officials from their respective 
agencies to serve as deputy directors of the Center. 

(i ii) The director shall lead the day-to-day operations of the Center, communicate vetting needs 
and priorities to other agencies engaged in the national vetting enterprise, and make resourcing 
recommendations to the Board established pursuant to subsection (e) of this section. 

( iv) Agencies shall provide to the Center access to relevant biographic, biometric, and related 
derogatory information for its use to the extent permitted by and consistent with appl icable Jaw 
and policy, including the responsibility to protect sources and methods. Agencies and the Center 
shall , on a consensus basis, determine the most appropriate means or methods to provide access 
to this information to the Center. 

(v) The Secretary of State, the Secretary of Defense, the Attorney General. the Secretary of 
Homeland Security, the Di rector ofNational Intelligence, and the Director of the Central 
Intelligence Agency shal l, on a continu ing basis, work together to ensure, consistent with the 
authorities and availab le resources of each official' s respective agency, that the daily operations 
and functions of the Center, as determined by the Board , are supported, inc luding through the 
assignment of legal and other appropriate personnel , and the provision of other necessary 
resources, consistent with applicable law, includ ing the Economy Act (31 U .S.C. 1535). To the 
extent permitted by law, details o r assignments to the Center should be w ithout reimbursement. 

(vi) The day-to-day operations of the Center shall be executed by appropriate personne l from 
agencies participating in the national vetti ng enterpri se, to the extent permitted by law, in a 
manner that adequate ly facilitates active and time ly coordination and collaboration in the 
execution of the Center's functions. Agencies sha ll part icipate in the Center and shall provide 
adequate physical presence to enable the Center to effectively accomplish its mission. To the 
extent appropriate, additional agency co-location may be vittual rather than physical. Each 
agency shall fund its participation in the Center, consistent with the agency's mission and 
applicable law. There shal l be no interagency financing of the Center. 

(vii) The Center shall not commence operations unti l the President has approved the 
implementation plan described in subsection (g) of this section . 

(b) The Center shall enable and faci litate the appropriate use and interagency deconfliction of all 
relevant information provided to it to inform the adjudication decisions of the national vetting 
enterprise . 

(i) Databases, data sets, knowledge bases, systems, and technical architectures controlled by the 
Federal Government, including those establ ished pursuant to Presidential gu idance o r other 
Federal pol icies, may be used to support the activ ities of the Center to the extent permitted by 
and consistent with the legal and pol icy frameworks governing their use. 
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(ii) Information provided to and used by the Center shall be managed and maintained consistent 
with applicable information security and cybersecurity laws, standards, practices, and 
procedures. 

(c) The Director ofNationallntelligence, in coordination with the Secretary of State, the 
Secretary of Defense, the Attorney General, the Secretary of Homeland Security, and the heads 
of relevant Intell igence Community (lC) elements. shall establish a support element to fac ilitate, 
guide, and coordinate al!IC efforts to use classi fi ed intelligence and other relevant infonnation 
within EC holdings in direct support of the Center. 

(i) The Director ofNationallntelligence shall assign a senior official from ODNI or from 
another JC element (with the concurrence of the head of that IC element), and in accordance with 
applicable law, to serve as the head of the support element. This official shall provide day-to­
day direction and guidance for the support e lement's operations in support of and in consultation 
with the director of the Center. The official shall repot1 to the Director ofNational Intelligence 
through an Identity Intelligence Executive. 

(ii) The suppott element sha ll provide focllJsed , dedicated support to the Center, responding to 
the Center's needs by ensuring it rece ives appropriate, standardized, and timely access to 
biographic, biometric, and related derogatory information relevant to the national vetting 
enterprise, to the extent permitted by law and consistent with applicable pol icy, including section 
I of this memorandum, and in accordance with the operational considerations of both the Center 
and the IC elements supporting it. 

(iii) Where appropriate, the personnel and other resources of the support element may be 
virtually rather than physically co-located at the Center, with such virtual support faci litated on a 
day-to-day basis by assigned personnel from agencies that are physically present at the Center, as 
determined in the implementation plan described in subsection (g) of this section. 

(d) Consistent with section J(c) of this memorandum, all activities of the Center and the support 
element shall be, at all times, conducted in a manner consistent with the Constitution; Executive 
Order 12333, as amended; other applicable law and Presidential guidance; and po licies and 
procedures pertaining to: 

(i) the appropriate handling of information about United States persons (as defined in 
Executive Order 12333) and other individuals who may have rights under United States law; 

(ii) the protection of sources, methods, and activit ies; 

(iii) privacy, civil rights, and civil liberties; and 

(iv) the protection of other sensitive infom1ation. 
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(e) The Secretary of Homeland Security, in coordination with the Secretary of State, the 
Attorney General, the Secreta ry of Defense. the Director ofNationa llntelligence, and the 
Director of the Central lntelligence Agency shall establish the Board. 

(i) The national vetting enterprise shall act under the guidance of the Board, which shall serve 
as the senior interagency forum for considering issues that affect the national vetting enterprise 
and the activ ities of the Center and its support e lement. The Board shall adopt appropriate 
guidance fo r agencies to e nable the successful execution of the national vetting enterpri se and 
make re lated resource recommendations to agencies providing direct suppmt to the Center. The 
Board shall also advise the Director ofNational Intell igence, through the Identity Intelligence 
Executive, on the TC resources necessary to supp01t the mission of tthe Center. 

(ii) The Board shall consist of six senior executives, one designated by each of the Secretary of 
State, the Secretary of Defense, the Attorney Genera l, the Secretary of Homeland Security, the 
Director of National Intell igence, and the Director of the Central Intelligence Agency. 

(iii) The Board may invite other relevant agencies engaged in the national vetting enterprise to 
participate as req uired to achieve the national security objectives of the national vetting 
enterprise. 

(iv) The chair of the Board shall rotate annually among the individuals designated from the 
Department of State. the DOJ. the Department of Homeland Security, and the Office of the 
Director of National Intelligence. The d irector of the Center shall serve as an observer at Board 
meetings. 

(v) The Board shal l endeavor to reach consensus on all matters presented to it, including the 
scope of the Center' s activities. If issues cannot be reso lved by consensus, the Board shall refer 
them to the staff of the National Security Counci I for consideration, consistent with National 
Securi ty Presidential Memorandum-4 of April4, 2017 (Organization ofthe Nati onal Security 
Council, the Homeland Security Counci l, and Subcommittees)(NSPM-4), o r any successor 
document. 

(vi) To ensure that the activit ies of the Board and the Center comply with applicable law and 
appropriately protect individuals' privacy, civil rights, and civil li berties, the Board shall 
establish a standing Legal Working Group and a separate standing Privacy, Civil Rights, and 
Civil Liberties Working Group, both of which shall routinely review the activities of the Center 
and advise the Board. These working groups shall also review the implementation plan 
described in subsection (g) of this section prior to its submission to the President. 

(f) The heads of agencies engaged in the national vetting enterprise shal I prioritize, as a vital 
national security mission, the provision of necessary and appropriate resources to support the 
national vetting enterprise, including the Center. consistent with their agency's respective 
authorities and appropriations. 
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(g) Within 180 days of the date of this memorandum, the Secretary of State, the Secretary of 
Defense, the Attorney General , the Secretary of Homeland Security, the Director of National 
Intelligence, and the Director of the Central Intelligence Agency, in coordination with the 
Director of the Office of Management and Budget, shall, through the Assistant to the President 
for Homeland Security and Counterterrorism and using the NSPM-4 process, jointly submit to 
the President for approval a plan to implement this memorandum. The implementation plan 
shall, at a minimum, address the fo llowing: 

(i) the initial scope of the Center·s vetting activities; 

( ii) the roles and responsibilities of agenc ies participating in the Center; 

(iii) the roles and responsibilities of IC elements participating in the Center' s support element; 

(iv) the initial categories of information to be used in support of the Center's activities; 

(v) a resourcing strategy for both the Center and its support element, which shal l include the 
initial projected cost and staff required to operate the Center; 

(vi) the relationship between the Center and other relevant United States Government entities 
and initiatives, including the National Targeting Center and Terrorist Screening Center; 

(vii) the development or adoption, as appropriate, of relevant processes, procedures, and 
practices needed to ensure compliance with applicable law and policy and to appropriately 
protect privacy, c ivil rights, and civil liberties, as well as sources and methods; and 

(viii) a projected schedule to reach both in itial and full operational capability. 

(h) Within 180 days of approva l by the President of this implementation plan and every 
180 days thereafter until its execution is complete, the Secretary of State, the Secretary of 
Defense, the Attorney General, the Secretary of Homeland Security, the Director of National 
intelligence, and the Director of the Central Intelligence Agency, in coordination with the 
D irector of the Office of Management and Budget, shalL through the Assistant to the President 
for Homeland Security and Counterten·orism and using the NSPM-4 process, jointly submit to 
the President a report detailing the efforts made to execute this memorandum and the 
implementation plan. 

Sec. 3. General Provisions. (a) Nothing in this memorandum sha ll be construed to impair or 
otherwise affect: 

(i) the authority granted by law to an executive depattment or agency, or the head thereof; or 

(ii) the functions of the Director of the Office of Management and Budget relating to budgetary, 
administrative, or legislative proposals. 
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(b) This memorandum shall be implemented consistent with applicable law and subject to the 
availability of appropriations. 

(c) This memorandum is not intended to, and does not. create any right or benefit, substantive or 
procedural, enforceable at law or in equity by any party against the United States, its 
departments, agencies, or entities, its officers, employees, or agents, or any other person. 

Sii;GRETJ/NOFORN 30 



8.3 (U) NVGB Charter 

National Vetting Governance Board 

Charter 

The National Vetti ng Governance Board (NVGB, or Board) is established pursuant to National 
Securi ty Presidential Memorandum (NSPM)-9, "Optimizing the Use of Federal Government 
Information in Support of the National Vetting Enterprise." 

Section I. Purpose. 

The National Vetting Governance Board will serve as the senior interagency forum to provide 
guidance to the national vetting enterprise and oversight and guidance to the National Vetting 
Center (NYC). The Board will consider policy, operational, and resource issues that affect the 
national vetting enterprise and the activities of the NYC and its intelligence support element.

12 

Section 2. Responsibilities. 

The Board will: 

(a) Consider, adopt, and issue appropriate guidance for departments and agencies 
(hereinafter, "agencies") involved in conducting or supporting vetting activities to enable 
the successful execution of the national vetting enterprise. 

(b) Ensure and oversee the effective coordination among agencies conducting or providing 
support for the national vetting enterprise, including through the NYC, and those 
agencies responsible for making adjudicative determinations and operational decisions. 

(c) Review existing U.S. Government processes, practices and activities within the national 
vetting enterprise to recommend modifications and to propose new processes, practices, 
or activities as appropriate. 

(d) Review, approve, and prioritize vetting activities within the national vetting enterprise for 
specific purposes and the methodology used to conduct such vetting, in support of the 
national vetting enterprise; and provide direction to the NYC to implement vetting 
activities as appropriate. 

12 The national vett ing enterprise consists of the coordinated efforts of agencies to both (a) collect, store, share, 
disseminate, and use accurate and timely biographic, biometric, and contextual information in support of 
immigration enforcement and border security, including with respect to individuals who (i) seek a visa, a visa 
waiver, or other immigration benefit, or a protected status; (ii) attempt to enter the United States; or (i ii) are subject 
to au immigration removal proceeding; and (b) process biographic, biometric, and contextual information, including 
on a recurrent basis, so as to identify activities, associations with known or suspected threat actors, and other 
relevant indicators that inform adjudications and determinations related to national security, border security, 
homeland security, or public safety. 
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(e) Review and make recommendations fo r personnel and non-personnel resource allocations 
to agencies providing direct support to the NVC.13 

(t) Establish: 

(i) A standing Legal Working Group; 

( ii) A separate standing Privacy, Civ il Rights, and Civil Libe1ties Working Group; 
and 

(iii) Any additional standing or ad hoc working groups that the Board determ ines 
appropriate to faci litate the proper functioning of the national vetting enterprise. 

(g) Through the Legal Working Group, and in coordination with the appropriate legal 
representatives at relevant agencies, identify and rev iew on an ongoing bas is legal issues 
bearing on the national vetting enterprise, as appropriate, and propose for consideration 
addit ional legal authorities that may be necessary and appropriate for effective vetting. 

(h) Through the Privacy, Civ il Rights, and Civil Liberties Working Group, and in 
coordination with the appropriate representatives at relevant agencies, review on an 
ongoing bas is the activities of the national vetting enterprise to ensure they are being 
conducted in a manner that appropriately protects privacy, civi l rights, and c ivi l liberties, 
including by suggesting polic ies, practices, or procedures that would faci litate such 
protection. 

( i) Ensure the production of timely reports pursuant to Section 2(h) ofNSPM-9, and 
thereafter as necessary, to the President through the Assistant to the President for 
Homeland Security and Counterterrorism and, further, ensure the National Security 
Council , through its staff, is apprised of Board activities and, as a ppropriate, invited to 
observe and info rm the activ iti es of the Board. 

(j) Coordinate with other governance bodies with responsib il ities that relate to vetting. 

Section 3. Membership and Operations. 

(a) The Board will consist of six senior executives-one each as designated by: 

• The Secretary of State 
• The Secretary of Defense 
• The Attorney General 
• The Secretary of Homeland Security 
• The Director of National Intelligence 
• The Director of the Central Intell igence Agency 

13 Per Section 2(e)(i) ofNSPM-9, advice fro m the Board to the Director of ational Lntelligence regarding IC 
resources necessary to support the mission of the NYC shall be made through the IC Identity Intelligence Executive, 
who will consul t with the !C Deputy Executive Committee. 
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(b) In order to ach ieve the national security objectives of the national vett ing enterprise, (i) 
the Board may invite heads of other agencies not already represented by a member of the 
Board to designate a senior executive to participate as required in the activities of the 
Board; and (ii) the Board or Board members may invite additional personnel engaged in 
the national vetting enterprise. as appropriate, to observe and advise the Board. 

(c) Members of the Board will have the authority on behalf of their respective organizations 
to concur or non-concur in the decision making of the Board: to commi t their respective 
agencies to requirements of the NYC; and commit their respective agencies to participate 
in NYC functions as determined by the Board. Members will have sufficient authority 
and understanding to make strategic decisions regard ing their agencies · areas of 
responsibility for conducting or supporting vetting operations and to make appropriate 
recommendations for the Board's consideration. 

(d) The members of the Board wil l select one member to serve as the Chair, with the 
se lection rotating annually among the ind ividua ls designated from the Department of 
State, the DOJ, the Department of Homeland Security, and the Office of the Director of 

ational Intelligence, except that the first Chair will be the member selected by the 
Department of Homeland Security. Subsequent Chairs will be determined by the Board. 
The Chair will be responsible for calling and preparing agendas for meetings of the 
Board. preparing and distributing minutes of Board meetings, ensuring the effective and 
timely implementation of Board decisions. leading and overseeing the production of 
reports from the Board. and communicating recommendations to other agencies, as 
necessary. 

(e) The Director of the YC. the Identity Intelligence Executive within the Office of the 
Director of National [ntelligence, a representative of the Privacy, Civil Rights. and Civil 
Liberties Working Group. and a representative of the Legal Working Group, in addition 
to any other individuals as determined by the Board, will have fu ll access to meetings and 
matters related to the Board as ex officio members and may be asked by the Board to 
provide support as appropriate. 

(t) The Director of the NYC will make regular reports to the Board concerning the ongoing 
activities of the Center, make recommendalions as appropriate, and raise issues for 
consideration and decision by the Board. The Director will coordinate with the Chair to 
provide NYC staff to support the Board's activities, including admin istrati ve support to 
the Board as its executive secretariat, with additional support as needed to be provided by 
the agency represented by the Chair. 

(g) In order to carry out its responsibilities, the Board will meet on an as-needed basis, but 
not less than quarterly. or otherwise as determined by the Chair, or upon the written 
request of a Board member. 

(h) The Board will endeavor to reach consensus on all matters presented to it, including the 
scope of the Center·s activities. Disagreements among Board members can be raised for 
resolution up to and including the heads of the agencies of the disagreeing parties. Ifthe 
Board cannot ultimately resolve issues by consensus, it will refer matters to the staff of 
the National Security Council for consideration, consistent with National Security 
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Presidential Memorandum-4 of April 4, 20 17 (Organization of the National Security 
Council. the Homeland Security Council, and Subcommittees) or any successor 
document. 

Section 4. Effective Dates. 

(a) The National Vetting Governance Board is effective on the appointment of all members 
ofthe Board, pursuant to Section 3(a). 

(b) This Charter is effective upon its approval by the six officials designated pursuant to 
Section 3(a). 

(c) This Charter will be reviewed and re-validated at least every five years with any such 
changes as may be unanimously adopted. 

This Chartet· establishes an internal governance process for the execution of United States 
government policy. [t does not create or confer any privilege, right, or benefit, substantive or 
procedural, enforceable by any third party against the signatories, the United States Government, 
or the officers, employees, agents, or associated personnel thereof. Nothing in this Charter is 
intended to restrict the authority of any participant to act as provided by law, statute, or 
regulation , or to restrict any party from administering or enforcing any laws within its authority 
or juri.sdiction. 

All activities undertaken pursuant to thi s Charter are to be conducted in a manner that is 
consistent with the Constitution; Executive Order 12333 of December 4, 1981 (United States 
Intelligence Activities), as amended; other applicable law and Presidentia l gu idance; and policies 
and procedures pertain ing to: (i) the appropriate handling of in fo1mation about United States 
persons (as defined in Executive Order 12333) and other individuals protected by United States 
law; (ii) the protection of sources, methods, and activities; (ii i) privacy, civil rights, and civil 
liberties; and (iv) the protection of other sensit ive information. 
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