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 SUBJECT: Dualjuse_TradelReform P(U)

The Unlted States faces new and unprecedented securlty
challenges Weapons of mass destruction (WMD) in the possess1on

of hostile ‘states and terrorists represent the greatest national

security threat. In addition,  the spread of conventlonal
‘'weapons and continued 1nstab111ty in 1mportant regions of the .

v*bworld threaten U.S. foreign pollcy and national security
" interests. To address these threats, the United States must. L
" make effective use of its. dlplomatlc economlc,llntelllgenoe:and_.

other capabilities. This includes ensuring that dual-use items

‘ 2,—~ commodltles, software,,and technologies -- that:are prlmarlly'j
- for civilian uses but also have military appllcatlons, are not .
o used agalnst U.S. 1nterests (u) e

. The current U.S. export control system was des1gned for the:

7Cold ‘War when there was a more visible international’ consensus R

’"on the security threat and a country-based focus to the.

- controls. Today, there are additional threats and ‘in many cases,;,f’:

'.more dlffuse threats. In partlcular,‘terrorlsts and other

»f)prollferators often are not part of or under the control of a

~state, do not reveal their intentions, and are not limited in
~ their quest for deadly weapons, including WMD, by a country S
borders. They may operate within and across states, and even
within the open societies of friendly nations. (U)
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"°§Furthermore, natlonal perceptlons of securlty rlsks are no" ,
k;longer as consistent. among-the United States. and its: partners as,

biufthey were, durlng the Cold War. Whlle members of the -

i ists ‘and on certain regulatory policies, . there are s1gn1f1cant'
ﬁdlsparltles between U.S. export pollc1es and those 1mplemented
- by our allies. These ‘disparities can ‘have a dlrect and ’

‘f‘\s1gn1f1cant effect on the ablllty of U.S. companles to. competevl
7§1n the: global market.. U. S. dual-use -export control pollcy must’

fensure that U.S. natlonal securlty interests are met whlle,
,75facilitating U.S. technological leadershlp, which in. turn »
' furthers the long-term natlonal securlty 1nterests of the kS
'}Unlted States (U) ¢ , ;

’jquually important relatlonshlps w1th emerglng powers are

rzjbecomlng more complex. - United States export controls must'q

reflect the duality of. the. pollcy of worklng to expand and
;promote trade, peaceful development “and economic’ 1ntegratlon,

' .while prudently address1ng the’ uncertalntles of potentlally

'*‘destablllzlng forelgn mllltary bulldups i(U). TR

1>F1nally,‘the globallzatlon of research and development the rise

- of new economic. competitors, and the d1ffus1on of. global supply‘”
»networks challenge our economlc and technologlcal

'fﬁcompetltlveness -‘(U) : ' G e :

%.In recognltlon of these new realltles,lU LS export controls

ltllateral export control regimes coordlnate on common controlff

g_;fmust take account of both state= based threats and other threats jﬁ’e'l
-~ +and become more .focused on: dlstlngulshlng between ‘end-users who

”f}are trusted and those who engage “in act1v1t1es detrlmental to

’-.ddU S natlonal securlty (U) -

b'f‘nTo 1mplement the pollcy set forth above,‘I dlrect approprlate L L
, ”'fexecutlve branch agencies to refocus and reflne dual use export gf:rff"
”thOntrols as follows o ; ~ S : . '

“l(l) Develop a More End- User Based Export Control System.'JTo

p?freflect more clearly the changing. nature of threats fac1ng the -
*gUnlted States, as well as the 1ncreas1ngly 1nterconnected global g

-economy, .export control policy must become more focused on7
specific end- users and trade networks to better address the wide

’?varlety of ‘threats to U.S. interests: ‘The United States mustij"”'”

‘*actlvely seek to-facilitate trade in controlled 1tems when

"‘japproprlate to trusted- end users, while- denylng sens1t1ve

technologies: to- end users engaged in WMD act1v1t1es,'

“"conventlonal arms prollferatlon support for terrorlsm or"other S




act1v1t1es detrlmental to U. S natlonal securlty and forelgn g
,.pollcy 1nterests To th1s end the Secretary of Commerce shall

Indla ‘with approprlate 1nteragency coordlnatlon,j“

\;Assess the effectlveness of- the VEU- program in: coordlnatlon
-~ with relevant heads of executlve branch- agenc1es and submlt A
'<=report thereon to. me,fthrough the Ass1stant to the Pres1dent S

,v*ffor National Securlty Affalrs w1th1n 30 days after 1ssuance of"
: gythls dlrectlve,‘andv. : - T PR

® ?Inltlate discussions on’ the potentlal exten81on of the VEU

aprogram to- other countries w1th heads of relevant® executlve

branch- agencies no later than 90 days follow1ng ‘issuance of e

y'g'thls dlrectlve, and “keep the A881stant to the Pre81dent for<-

“v;fNatlonal Securlty Affalrs approprlately 1nformed (U)

(2) Intelllgence Support to the L1cens1ng Process.p An;effectiye-rit
~hexport ‘control system is a key part of ‘our national N T
ifcounterprollferatlon strategy to- prevent controlled 1tems from R
.ffalllng into the hands of U.S. adversarles “The contlnued

’l*ajprov1s1on to llcens1ng agenc1es ‘of tlmely,‘accurate,j'ndW .

x{flns1ghtful 1ntelllgence 1nformatlon and. analyses of end-users

o vﬂuand technologles of concern in a usable format 1s essentlal in-

pfass1st1ng ‘these agencies to fulflll their legal obllgatlons _
ngTherefore, w1th1n 30 days after 1ssuance of this dlrectlve, the -
 /Assistant to the President for National Security. Affalrs,' %
”ffworklng with the approprlate heads of executive branch agenc1es,

_"export llcens1ng process to ensure an equivalent level of -
”Vflntelllgence support. is prov1ded This plan should complement
. those" steps that the licensing agencies are taklng to- recelve,
:'“and use 1ntelllgence information related to llcens1ng 1ssues
“[fThe Assistant to the President for National Security Affalrs'

@Eshall submit the plan to me for approval within 60 days- after -
' rssuance of this directive. In the 1nter1m “the D1rector of

yvzli‘Natlonal Intelllgence shall work closely w1th the heads of” all
*1«relevant ‘executive branch- agenc1es to help ensure that the:

wcurrent level of 1ntelllgence support is” malntalned »%{9;"

.lx 3) Ensure Contlnued uU. S Global Technologlcal and Economlc e
’~,Compet1t1veness. Ensurlng America's economlc and technologlcal
{“competltlveness is-critical: to. the long term natlonal securlty
»41nterests of: ‘the United States. Export controls must constantly
"ibe reassessed to ensure that they control the export and re—f
’~export of sensitive 1tems while mlnlmlzlng thelr 1mpact on-U. S.
‘jeconomlc ‘competitiveness and 1nnovatlon Toward thlS end the

'm“Secretary of Commerce shall ' ‘ ‘

3fImplement the Valldated End User. (VEU) program for Chlna and el

~ shall develop a plan for continued 1ntelllgence support ‘to the .



Assess recommendatlons on rev181ons to the Commerce Control
o Af.LlSt (CCL) currently belng developed by its six" Technlcal 5
. Advisory Commlttees (TACs) w1th1n 30 days after issuance of‘3 i
“this- d1rect1ve, ‘ - o ‘ o

‘_UffDevelop a regularlzed process taklng approprlate account of
'th}publlc comments and TAC 1nput to review. and update the CCL
- and publish that process on the ‘Bureau . of" Industry and

- Security (BIS) web51te w1th1n 60 days after 1ssuance of thlsih'"““‘ -

'5Ed1rect1ve, A S : , ,
5]&35C1rculate to” heads of approprlate executlve branch agenc1es a
‘“'draft regulatlon to revise the de minimis requirements- for
. U.S.-re-éxports to ensure that. these requlrements reflect
“nglobal market. condltlons, w1th1n 30 days after issuance. of
‘this dlrectlve,‘ i : S : o v e

H»Clrculate to heads of approprlate executlve branch agenc1es a ;

'company transfers of. 1tems for 1nteragency review . w1th1n 30

: a'proposed regulation within 30 days of the conclus1on of the L
“flnteragency review. and a flnal rule thereafter,, ol T f’ :

Clrculate to heads of approprlate executlve branch agenc1es g e,

: draft rule ‘encompassing . changes to the. U.S. 1controls oh ﬁ*i~"

f_@encryptlon items for 1nteragency rev1ew w1th1n 45 days after
fjlssuance of thlS dlrectlve,:andv,f : ~

,ﬂdraft regulatlon establlshlng a llcense exceptlon for 1ntra—- A

days after issuance of thlS d1rect1ve, w1th the alm to publlshlb”'"

N"f,fC1rculate to heads of approprlate executlve branch agenc1es A

_.fdraft proposal to modlfy certain. Wassenaar Arrangement .
~icontrols on encryptlon w1th1n 30 days after 1ssuance of thls L
",ﬁﬂdlrectlve (U) L T L vt

ff'To ensure that U S companles are not precluded from o
P §t1c1pat1ng in global markets open to forelgn competltlon,-

: eads of executive branch agencies shall take forelgn i
'javallablllty into account in reachlng llcens1ng and control

decisions.. Foreign availability assessments shall take 1nto ;2»”'ﬁ31'“'

account the avallablllty of: forelgn items. and the relatlve
cOntrols placed on these 1tems that are’ avallable from the :
i) multllateral export control reglme members and from countrles
ut81de of the regimes. In order to deflne “forelgn b *
allablllty,” the Secretary of Commerce shall

ot'Work w1th heads of relevant executlve branch agenc1es to
determlne the" crlterla that should be used-to establlsh L
w1th1n 30 ‘days after 1ssuance of ‘this dlrectlve, the “forelgni

avallablllty” of a glven 1tem LUy AR E : ;
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(4) Enhance Procedural Transparency in the Licensing Process.
United States companies must be sensitive to transactions and
end-users that are suspect when competing in the global market .
The United States Government must assist U.S. exporters by
‘providing as much information as practicable, consistent with
the Nation’s security, while also ensuring that the export
control system is efficient, predictable, and transparent. To
support industry in its efforts, the Secretary of Commerce shall
continue to post on the BIS website the following information:

e Advisory opinions that would be of interest to a wide range of
parties; and , 7

e Lists of foreign parties warranting higher scrutiny, including
the Unverified List, Entity List, General Orders, and Denied
Persons List. (U)

In addition, the Secretary of Commerce shall, within 30 days
after issuance of this directive:

e Finalize a proposed regulation to expand the Entity List to
provide information for exporters beyond end-users engaged in
WMD activities to include a range of other activities contrary
to U.S. interests, including conventional arms proliferation
and support for terrorism;

e Circulate a draft proposal among heads of relevant executive
branch agencies that would introduce a standard format for all
United States Government screening lists; and

e Complete a review of the feasibility of other transparency
recommendations made by U.S. industry, such as publishing
commodity classifications on the BIS website. The Secretary
of Commerce shall report on the findings of this review to the
National Security Council, and shall take action on ‘these
findings as appropriate. (U) » ; ‘

This directive shall be implemented consistent with applicable
law and subject to the availability of appropriations. Nothing
in this directive shall be construed to impair or otherwise
affect (a) authority vested by law in an;agency or -head thereof,
or (b) the authority of the Director of the Office of Management
and Budget, in relation to budget, administrative, and '
legislative proposals. (u) '
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