Chapter 6 — €S7/SD Xerxes’ Arrows: SIGINT Support
to the Air War, 1964-1972

(U) The air war against North Vietnam, which
started in late 1965, had been a gleam in the eye
of Johnson administration officials for several
months before the first bomb was dropped. On 1
March 1964, William Bundy, a deputy assistant
secretary for defense in the Kennedy administra-
tion, had proposed bombing North Vietnam and
mining Haiphong harbor. He argued that the
bombing campaign would achieve several results
beneficial to Saigon and Washington: stop the
infiltration of supplies down the Ho Chi Minh
Trail to the Viet Cong, stiffen the backbone of the
government in Saigon, and demonstrate to the
world - especially the communist bloc ~ that the
United States had the will and gumption to pros-
ecute and win the war. In the same month,
McGeorge Bundy, William's brother, and nation-
al security advisor to President Johnson, wrote
what would be the blueprint for the air campaign,
the National Security Advisory Memorandum
(NSAM) 288, which called for a program of grad-
ually escalated bombing of military targets in
North Vietnam, and particularly, to retaliate
against Hanoi for Viet Cong attacks against
American personnel and installations in the
South.

(U) Surprisingly, for all this planning, nothing
was done against North Vietnam for some time.
The only bombing missions outside of South
Vietnam were flown over Laos against selected
points on the Ho Chi Minh Trail. Even at that,
most of the strikes were done by the tiny Royal
Laotian Air Force (RLAF) and its small fleet of T-
28 (Nomad) single-prop, fighter-bombers. The
United States limited itself to armed reconnais-
sance flight missions, code named Yankee Team,
over the trail, searching for likely targets for the
RLAF bombers. After a Yankee Team RF-8A
(Crusader) was shot down on 6 June 1964, near
Xiengkhouang, Laos, the USAF flew a retaliatory
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7( U) American T-28s in formation over South Vietnam

raid against the suspected AAA site. Still, there
was no air campaign like the one being urged on
the Johnson administration by the JCS in
Washington and General Westmoreland from
Saigon.

(U) What the Johnson administration lacked
was a potent enough rationale for air intervention
against North Vietnam. On 2 August 1964, Hanoi
had obliged by attacking the U.S. destroyer
Maddox in the Gulf of Tonkin. The purported sec-
ond “attack” on 4 August gave Washington its
first reason to retaliate directly against the DRV —
which it did on 5 August against Hanoi’s naval
facilitics. The real benefit of the second “inci-
dent,” at least for LBJ’s political agenda, was the
passage of the Tonkin Gulf Resolution. Yet, even
with this carte blanche in hand, Washington
delayed the air campaign. The indecision was
partly political. President Johnson worried about
the effect that a hot, shooting war might have on
the Great Society legislation and the approaching
presidential election. The other cause for the hes-
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itation was strategic. In this case, the issue was
what approach to take in an air war against North
Vietnam so as to kecp the conflict “contained”
and under Washington’s control."

(U) Washington Plans the Air War,
1964-1965

«€5/#58-1In Washington, a working group,
which had convened in the fall of 1964, had stud-
ied the air war problem, and had arrived at three
options. Option A envisioned doing nothing more
than continuing along then present lines. This
presumed that the Saigon government, which
was to experience a pair of coups in the next two
months, could resist the current Viet Cong mili-
tary and political onslaught. Washington believed
that Saigon was on the ropes militarily, and that it
could not control the situation in the countryside,
or for that matter, even in the cities or around
military installations. Option B was for a full and
fast air offensive against targets throughout
North Vietnam. This meant redeploying large
numbers of air force attack wings and naval carri-
er groups to Southeast Asia — an escalation of the
conflict which could be interpreted as a direct
threat to North Vietnam. Except for presidential
advisor Walt Rostow and Air Force Chief of Staff,
General Curtis LeMay, this option was not
favored by anyone, even the JCS, for a variety of
reasons. One problem was the difficulty in sus-
taining such an operational tempo without hav-
ing in place a logistics system of bases for staging,
supplying, and maintaining the air assault.
Another was the possible aggressive reaction
from Beijing or Moscow. Rostow considered the
risk of Chinese or Soviet intervention not to be
realistic, even if the United States bombed
throughout the DRV right up to the Chinese bor-
der.? He may have been alone in this opinion. The
JCS and the intelligence community remained
wary of the spectre of Chinese intervention.
During and after the Tonkin Gulf crisis, NSA had
specifically directed all field sites to report any
reaction at all by the PRC.2

(U) Option C was a sort of compromise, a “go-
slow” version of an air assault, which assumed
that Washington, by fine-tuning the size and
intensity of attacks, could simultaneously exert
control over the tempo of the war and push Hanoi
into a withdrawal of its support of the commu-
nists in the south. Option C called for a two-phase
air war. The first, which would begin relatively
soon after adopted, entailed a campaign against
the communist supply effort down the Ho Chi
Minh Trail in Laos. Previous efforts at using the
RLAF to stem the flow had failed. The Laotian
premier, Souvanna Phouma, had been worried
about appearing too close to the Americans; at
the same time, the results of the RLAF strikes had
been equivocal at best. Furthermore, the Laotian
Air Force’s ability to substantially increase its
interdiction campaign, even with additional air-
craft transfers and pilot training, was limited due
to the usual shortage of trained support and
maintenance personnel and facilities.*

(U) The second phase called for strikes
against selected targets in North Vietnam. This
phase was intended to “signal” that Washington
would no longer tolerate Hanoi’s support of the
southern communists. Success also hinged on
Saigon’s ability to improve its effectiveness in
prosecuting the war. Washington assumed that
the South could maintain internal order and actu-
ally participate in the air assault on the DRV. Yet,
this original intent of including South Vietnam in
the air campaign soon would be modified.
Instead, the air war’s main purpose was to prop
up the government of South Vietnam and to
improve its morale.” Here, then, was the first time
Washington clearly defined an escalation of the
war as the only way to remedy Saigon’s near col-
lapse.®

(U) At a meeting on 1 December 1964,
President Johnson chose option “C.” At a press
conference two days later, Ambassador Maxwell
Taylor hinted broadly that he had been author-
ized to improve Saigon’s war efforts and that this
might involve “new tactics and methods,” but he
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did not mention anything about the planned
bombing operations.

(U) On 14 December, Operation Barrel Rotl
began when about a dozen Air Force fighter
bombers hit communist transportation points in
Laos. Three days later, U.S. naval aircraft, staging
from carriers in the Gulf of Tonkin, hit targets in
central Laos. From the start, these air strikes were
not publicized unless an American aircraft was
downed. At this early stage, the Johnson admin-
istration was trying to downplay the significance
and extent of its policy change. At the same time,
Johnson approved an intensification of OPLAN-
34A, stepping up the insertion of commando
units into North Vietnam.

(U) However, Hanoi and the Viet Cong
refused to get the “message” from the air strikes.
The day after Barrel Roll began, news arrived in
Saigon of a massive ARVN defeat in the An Loa
valley, where 600 troaps were beaten decisively
by a Viet Cong force. On Christmas Eve, two Viet
Cong agents, dressed in ARVN uniforms, parked
a car filled with explosives outside the Brinks
Hotel in Saigon, used to house American troops
and advisors. In the blast, two Americans were
killed and sixty-five more Americans and
Vietnamese injured.

(U) The tempo of
Viet Cong attacks accel-
erated in late December
when they seized the
village of Binh Gia only
forty miles southeast of
Saigon.  Vietnamese
troops, supported by
tanks and helicopters
were ambushed and
outfought by the VC.
After a week-long bat-
tle, there were over 500
ARVN casualties. There
were also five Ameri- N

cans dead and three

FOP-SECRETHEOMINTIA¢

missing. The wonder was how the VC could infil-
trate almost a thousand troops to an area so close
to Saigon without being discovered. Just as dis-
heartening was the performance of the ARVN
forces. Backed by helicopters and tanks and
staffed with American advisors, Saigon’s troops
seemed unable to handle communist tactics and
ambushes. President Johnson still resisted calls
for air strikes and an infusion of American
ground forces. However, he quietly approved
retaliatory air strikes “following the occurrence of
a spectacular enemy action.” His aides, preparing
for a pretext to start the air assault campaign, said
it was like waiting for the next streetcar to come
along.”

(U) That streetcar’s name was Pleiku, and on
the night of 6/7 February 1965 it arrived with a
crash of mortar rounds and satchel charge explo-
sions. Pleiku was a market town in the Central
Highlands, a commercial center for the
Montagnard Thuong tribe. It also was home to
Camp Holloway with a U.S. Special Forces
detachment. Nearby was an airstrip filled with
American helicopters, transport, and combat air-
craft. Farly in the morning, a VC unit opened up
with mortars and assaulted the perimeter wire.
Bunkers were attacked, and the aircraft, lined up
along the tarmac, were hit by demolition teams.

¥,
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(V) Pleiku Airfield after the communist attack
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When the fighting was finished, eight Americans
were dead and another 126 were wounded. Ten
U.S. aircraft were destroyed and fifteen were
damaged. Presidential national security advisor,
McGeorge Bundy, visiting Saigon on a fact-find-
ing tour, rushed north to survey the damage. On
the phone to Washington, he described the scene
of destruction and urged President Johnson to
strike back.

(U) The retaliation came on 8 February when
almost fifty U.S. navy aircraft from the carriers
Coral Sea and Hancock dropped bombs and
rockets on the PAVN barracks at Dong Hoi, a [o
Chi Minh Trail staging area forty miles north of
the DMZ. The raids were the start of Operation
Flaming Dart 1. The next day, the USAF and
Vietnamese Air Force (VNAF) launched a raid on
the transport and communications center at Vinh
Linh. On 11 February, the USAF, USN, and VNAF
massed over 160 aircraft to raid the staging points
and barracks at Chan Hoa and Chap Le, 150 and
40 miles, respectively, north of the DMZ.

(U) For the next two-and-a-half weeks the
bombing was halted while the .Johnson adminis-
tration considered its next move. On 24 February

N
(U) Results of early Rollin
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g Thunder strike at Linh Dong supply depot

President Johnson finally approved a sustained
air campaign against North Vietnam. No longer
would air strikes be predicated on any retaliatory
policy; it was a full campaign to damage Hanoi’s
ability to support the southern communist move-
ment. The air assault was called Rolling Thunder,
and on 2 March 1965 it began (after a postpone-
ment on 26 February due to poor wealher) when
forty-five USAF F-105s and B-57s hit ammuni-
tion dumps at Xom Bong. Meanwhile, sixty-five
VNAF aircraft bombed the Quang Khe naval base.
The air war in Indochina was now on in earnest.

—57#55 As for SIGINT, its role in the air was
limited to enhancing the defensive posture of U.S.
air strikes. That is, by monitoring the DRV air
defense network, it could provide tip-offs to U.S.
aircraft of tracking by Hanoi's nationwide system
of radars and visual observation sites. SIGINT
also could detect the activation of defense sys-
tems, such as surface-to-air missiles, AAA, and
fighter reactions. Finally, it could warn individual
flights of immediate threats from the North
Vietnamese. In doing this, the U.S. SIGINT sys-
tem faced a formidable task that would last for
years. It would be a struggle that would see peri-
ods of success highlighted by notable victories. At
the same lime, though,
the North Vietnamese
proved adept at modifving
their tactics and proce-
dures. This flexibility
would challenge U.S.
SIGINT constantly to
improve its methods and
systems in order to keep
up with Hanoi's reactions.

(U) North
Vietnam’s Air
Defense System

(U) In attacking the
DRV in 1965, the air force,
marine, and naval air
arms of the United States

oo
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would be going up against an air defense system
which had barely come into being a few years ear-
lier. Yet, by war’s end, the North Vietnamese air
defense system cevolved into a sophisticated struc-
ture which required the United States to develop
extensive and steadily enhanced efforts in intelli-
gence and countermeastres to neutralize it. Even
then, each side would have to struggle to regain a
superiority that often would be fleeting.

558 The DRV’s air defense network’s
l
|11t was composed of about forty or so visual
observation posts scattered throughout the coun-
try whose job was to report aerial activity. Their
reports went to a so-called filter center in Ianoi,
which in turn would send the tracking informa-
tion to a sector headquarters which controlled
antiaircraft artillery (AAA) units.® Hanoi’s inven-
tory of antiaircraft artillery included typical com-
munist hardware such as 12.7mm, 37mm flak
and, interestingly, the famous German 88mm
antiaircraft guns with a Wurzburg targeting radar
obtained from China in late 1954.°

551 Messages carrying information on air-

craft were sent via high-frequency manual morse
communications.

_J’They took the form of what is known as a pro-
forma message, that is, a single line of digits or
letters representing categories of information on
the flight: direction, altitude, speed, identity, and
type of aircraft. Tracking messages of individual

flights could take as long as thirty minutes to pass

through the system from initial observation to the .
point where the filter center would issue orders
for continued tracking |

I Interestingly,

the basic framework of the DRV air defense net-
work and its communications would remain fun-
damentally in place through all of the various
upgrades and additions during the years of the air
war. This would allow American cryptologists to
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exploit Hahoi,":s communications for tactical
applications during the years of the air war.

! defense system continue
¢ aresult of an increase in the number of radar sta-

5458 The expansion of the DRV’s air
|as

tions, the North Vietnamese increased their filter
centers, adding one for the southern regions at
Vinh, and another to the northwest at Na San.
The number of AAA battalions had increased to
ten, although communications serving these
units had not been recovered by late 1962. No

‘fighter aircraft were in the North Vietnamese
. inventory. Two airfields were determined to be
. able to support jet aircraft. In this case, it was

assumed that jet fighters from the PRC would
actually use the strips."

5455 Functionally, the DRV’s air defense
command and control communications were
composed of four main capabilities. First, there
was an air warning (AW) capability which
employed radar and, to a limited degree, the old
visual surveillance system which gave Hanoi early
warning information on air strikes. Secondly,
there was an air surveillance capability which
provided preflight and in-flight information on
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DRV aircraft to the warning system. There was an
air defense capability which included the AAA
force, and the SA-2 surface-to-air-missile system
which arrived in the DRV in the spring of 1965.
Finally, there was the capability to control jet
fighter aireraft.

“€5/58 It was the Gulf of Tonkin crisis that
spurred a dramatic increase in the nature and
activities of Hanoi’s air defense. Most notable was
the arrival of first jet aircraft into its operational
air force inventory. Within two days of the crisis,
thirty-six Chinese MiG-15 (FAGOT) and MiG-17
(FRESCO) jets arrived at Phuc Yen airfield. These
probably were flown in by Chinese pilots.
However, two weeks later, Vietnamese pilots
were taking the jets up for familiarization and
training flights.

&4SH The second result of the Gulf of
Tonkin crisis was the establishment of an air
warning liaison network between the Chinese and
Vietnamese systems. Two communications links
were set up: Hanoi to Kuangchou on 2
September 1964, and Hanoi to K'unming on 10
September. This liaison net provided coverage
over the area of Hainan Island, the Gulf of

Tonkin, the DRV, and Laos]/

Hanoi with over 150 radar sites, almost 150 SA-2
sites (though not all were active), some 8,000
AAA weapons of all calibers, and 105 MiG-17s and
MiG-21s (Fishbed), though usually anywhere
from a third to half of the fighters were based at
Chinese airfields.

<8778t The Air Defense Headquarters at Bac
Mai Airfield was the senior command for North
Vietnam’s air defense operations. It operated
under the General Staff of the People’s Army of
Vietnam (PAVN). The Air Defense Headquarters
worked closely with the North Vietnamese Air
Force Headquarters also at Bac Mai, and many of
the operations of the two headquarters were
closely integrated. This integration was complet-
ed by January 1966 when the mainline high fre-
quency facilities of all command elements
employed a common signals operating plan.™

-S7781r At the heart of Hanoi's system were
two sections: the Air Situation Center and the Air
Weapons Control Staff. The Air Situation Center
received and processed air defense information
from its own and Chinese Communist air surveil-
lance networks. It issued advisories to the Air
Weapons Control Staff and other parts of the air
defense system. This same information would be
passed to the Chinese Communist air defense sys-
tem via the liaison links established in 1964.

157758 As the air war pro-
gressed, the North Vietnamese
kept improving and adding to their
air defense system. By 1967-68,
the system was manned by about
110,000 personnel, of whom 90
percent were in the air surveil-
lance, missile, and flak units.

Intelligence estimates credited

(V) Reconnaissance version of F-4 hit by a North Viethamese SA -2
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-53-The Air Weapons Control Staff acted as a
clearing house for the surveillance information.
Staffed with representatives from the various ele-
ments of Hanoi's air defense system, the staff
would assess the situation reports received from
the surveillance system, plot the threat tracks,
and assign targets to defensive forces, SAM units,
AAA batteries, or the various fighter regiments.

“5A5H-To control this elaborate structure,
the Air Defense Headquarters employed a variety
of communications. Although it relied primarily
on radio, it also used landlines, especially when
communicating with fixed installations. Its advi-
sories were sent over medium-frequency/high-
frequency (MF/HF) voice and manual morse
links. These advisories included tracking on
“friendly” and “hostile” aircraft over North
Vietnam. For control of ground-based weapons
systems, the Air Defense Headquarters used a
variety of systems: single-channel very-high-fre-

military services, the air defense
units used a variety of crypto-
graphic systems to protect their communications.

IHowever, most messages passing over
the communications system used low-grade
encryption or encoding systems or were in plain
language. This latter situation was due to the
need for getting information quickly through the
air defense system.|

uency (VHF) voice|

These systems linked the headquarters
with the Ground Controlled Interce

pt (GCI) 7

staffs, as well as SAM and AAA units.

O 1.4.(c)
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558 Other parts of the air defense SOI
proved exploitable by the Americans. A frequency
generating system, similar to the callsign system,
was easily recovered. Virtually every new tactical
code and cipher system developed by the
Vietnamese fell to the analylic axes of the
Americans."” By the end of 1966, SIGINT revealed
information about Vietnamese tracking of hostile
and friendly aircraft over Laos, North Vietnam,
and the Gulf of Tonkin, SAM order-of-battle
details, bomb damage reports, airfield status, and
other data.

5~51-Two elements of Hanoi’s air defense
system were of particular interest to American
cryptologists because of the potential for exploita-
tion, which, in turn, could substantially aid the
prosecution of the U.S. air offensive against
North Vietnam. These two were the tracking sys-
tems used by the North Vietnamese SAM and
AAA units for locating and acquiring targets and
the ground controlled intercept communications
network used to direct MiG interceptors against
attacking American aircraft.

57788 The tracking system actually consist-
ed of three separate formatted messages. The
first, originated by radar stations, consisted of a
six-group message which indicated the azimuth
and range (from the radar station), time of detec-
tion, altitude (in hundreds of meters), and the
number and type of aircraft. The second format
was a directional report which used a series of
arbitrary numbers to designate points on a com-
pass from the radar site. This information was
transmitted by either HF manual morse or voice
to the radar station’s filter center. The filter cen-
ter received all of the information on the tracks
from the radar sites and converled it into the

third format - a fine grid locator. This format,

| lemployed a series of numbered grid

blocks, which registered a progressively refined
grid square, going from a 60 x 60 kilometer grid
to a 2 x 2 one, as the Vietnamese air defense sys-
tem reported more detail on the location of target
aircraft. The grids were based on center points
radiating out from Hanoi in the north and Vinh in
the south.

€878H Once this information was assembled
at the filter center, it was relayed to the North
Vietnamese Air Defense Headquarters. The head-
quarters reevaluated the tracking data and then
transmitted the information to the SAM, AAA,
and fighter units. The time that it took the North
Vietnamese to turn around the tracking informa-
tion, that is, from radar tracking to advisory to
defense unit, had, by 1965, shrunk to less than
five minutes."® Considering that effective North
Vietnamese radar coverage extended, in some
cases, to as far as 150 miles beyond its borders,
Hanoi had the capability to detect approaching
hostile aircraft with plenty of time to alert its var-
ious defenses."”

5458 The second element, the ground-con-
trolled intercept (GCI), was the tactical command
and control communications (C3) system used by
Hanoi to vector its fighters against approaching
American strike and escort aircraft. Simply put,
this system consisted of a controller on the
ground who relayed target and strike information
to a flight of defending North Vietnamese inter-
ceptors. A senior controller at Bac Mai Airfield,
headquarters for North Vietnam'’s air defense sys-
tem, assigned targets to subordinate controllers
located near the major MiG air bases in the DRV.
Using the Air Defense Headquarters advisories,
these controllers issued instructions to scramble
the MiGs when hostile aircraft closed within
about 150 kilometers of Hanoi.*’

5458 The senior controller exchanged
tracking information with his subordinates via
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Jto alert and initially vec-

tor the intercepting MiGs. The GCI controllers at
the various MiG bases, which included the North
Koreans at Phuc Yen, Gia Lam, and Kep, and the
Russians at Phuc Yen, used VHF voice communi-
cations to direct the MiGs to the threat area.
There could be as many as four controllers at an
airfield, all of whom had specific functions. There
was an airfield controller who handled flight
activity around an airfield, which, on occasion,
could include GCI. There was also a tower con-
troller who directed takeoff and landing opera-
tions for aircraft. A third controller, the direction
finding (DF) controller, provided navigational
information to pilots, especially those returning
from combat activity. These controllers were
responsible for directing returning missions back
to their airfields.

(U) Finally, there was the GCI controller
whose main mission was to direct the fighters to
the area of the hostile aircraft. The GCI con-
trollers were the heart of the North Vietnamese
fighter defense system. The controller was able to
tell the MiGs the locations of the attacking air-
craft and was able to position them behind the
U.S. aircraft so as to set them up with the advan-
tage of surprise and position. The GCI controllers
often were able to warn MiGs when they might be
attacked, making it difficult for U.S. pilots to
ambush MiGs. lLater in the war, some senior
Vietnamese pilots would double as controllers,
bringing their combat experience with the
Americans to the positioning of their pilot
charges.

(U) Hanoi's controllers had the advantage of
the information from its extensive radar coverage
of the region. Knowing also the locations of its
own aircraft, they could see the entire combat sit-
uation come together on their own plotting
boards and radar screens. Since American radar
coverage could penetrate only partway into North
Vietnam, Hanoi had a distinct advantage in the
air war that commenced in early 1965. The
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Americans necded a way to overcome this imbal-
ance. SIGINT, it seemed, might provide the solu-
tion.

~“S//SH-In Search of a Target:
The Early Days of SIGINT Support
to Air Operations, 1962-1965

—€FS5A8P-Since as early as 1962, there had
been an AFSS intercept site on Monkey Mountain
overlooking Danang harbor that had been
tasked with VHF collection against the North
Vietnamese air force and air defense forces.
However, there was a problem: there simply was
not much of anything in the way of Hanoi’s air
defense communications to collect. In those early
days, the DRV’s air force was a motley collection
of captured French and Chinese-supplied trans-
port and reconnaissance aircraft whose early con-
tribution to the Indochina war had been limited
to the role of air cargo transport for Pathet Lao
forces during the 1962-63 fighting.*'

#5468 The completely frustrating point for
the USAFSS operation in South Vietnam, going as
far back as the contingency plan of mid-1960, was
that the mission it had planned for, that is, the
exploitation of the enemy’s communications in an
air war, had not developed. This lack of an active
mission bedeviled the site’s operations for much
of its first year-and-a-half. What the airmen were
really doing those first days was making the best
of the decision to locate them in areas where the
primary consideration was not hearability of the
enemy’s signals, but administrative concern. The
airmen had to scramble to justify their work and
hold on until the air war started.*” It was under-
stood by the USAFSS command and the Air
Force's liatson element, the 2nd Air Division, that
the moment an air war developed, a COMINT
capability in support of tactical air operations
would be needed, and immediately at that.*?

~€57StrIronically, the buildup of the SIGINT
capability against the DRV’s air defense and air
communications systems tracked the similar
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buildup of these latter forces.|

[Vietnamese flight train-

ing during this time probably corresponded with
similar U.S. and European civilian air patrol
units, paramilitary schools, and semiprivate fly-
ing clubs. Most of the training was fairly basic:
takeoff and landing, local area flying, and basic
air navigation. In July 1960, six Yak-18 (MAX)
Soviet single-engine propeller trainers were
added to the program and provided some addi-
tional experience. The Air Sports Club probably
served as a center for selecting high-potential
candidates for advanced training outside of
Vietnam, most likely in the Soviet Union and
other scleet Warsaw Pact countries.*® North
Vietnamese aviation continued its slow expan-
sion through 1960. A number of new aircraft were
acquired and four new airfields were opened. The
DRV military air arm further expanded during
the Laotian airlift of 1961-62. A number of IL-14
transports and MI-4 helicopters were delivered or
turned over by Moscow to Hanoi.

5458 Beginning in early summer 1962 and
continuing into the next year, SIGINT analysts
had been receiving reports and intercepting com-
munications which indicated that there was sub-
stantial joint activity between the Vietnamese and

Chinese along_their common border.I

| Throughout 1963 and into

1964, a number of high-level conferences involv-
ing political and military delegations of the two
countries were held.

<5758 In late 1963, when a regiment of
Chinese MiG-17s arrived at the Chinese base at
Mengtzu, near the border of the two countries, it
seemed that the arrival of jet fighters into Hanoi’s
inventory was imminent. In May 1964, it was
learned that a high-level North Vietnamese dele-
gation was preparing to meet with Chinese

~5458-In August 1964, the first reaction by
the cryptologic community to the Gulf of Tonkin
crisis was to reorganize the collection coverage of
the communist air and air defense systems. Not

surprisingly, up to August, collection and report-
ing of the North Vietnameselu l
| Iair missions were done separatély. In

the field, the USAFSS site at Clark Air Force Base
in the Philippines (USA-57) was processing the
intercept of Hanoi's air communications,l

[At NSA, the DRV
air problem was handled in the same office as the
military and naval entities)

838 Withi: days of the crisis, the first MiG
jets arrived in North Vietnam. Shortly after their
arrival, proposed that the processing of
the Vietnamese air and air defense communica-
tions be transferred from Clark Air Base

[Over the next few months, NSA, the AFSS,
iscussed the
various possibilities and outcomes of the pro-
posed merger. The arguments from the crypto-

. logic viewpoint against the merger were persua-

.sive — the interrelationship of the DRV air SOI
‘and cryptography with the other elements of
Hanoi’s forces. However, the continuing evidence
of the liaison and cooperation between the air
forces of the two countries proved too much to
ignore. By January 1965, NSA approved mergin
the processing of the North ,Vietnamesel

fwhile iniercept .control was given specifi-
cally to‘-;he J-3_‘secti0n. By late January the order
for the transfer of the Vietnamese air analysts

from Clark]| jvas approved. By April

| [had assumed dutics as the second-ech-

Communist leaders an Mengtzu.l

] ~ elon processor of North Vietnamese air defense

Page 240 TOP-SEGRETHCOMNTING -




& A - e e

-:’ﬁ\ ’es

(5) Phuc Yen aitfield, 7 August 1964, with thirty-six MiG-15/17 aitcraft newly

artived from the PRC

communications.  Meanwhile, at NSA
Headquarters, the section in the Office of
Southeast Asia that performed analysis and

reporting of Vietnamese air force communica-

mission to the newly established ASA intercept
facility at Udorn. This would be ﬁmshed by 1967.

57468

tions was blended in with the operations|

157751 Ground-based intercept of the DRV’s
air defense communications was done by
Detachment 2 of the 6925th Security Group at
Monkey Mountain near Danang. Danang collect-
ed North Vietnamese HF manual morse air

defense, civil air, military air, and navigational _

communications,|

the air war began in earnest in spring 1965,
Danang would become the principal center for
the ground collection of Hanoi’s air and air
defense communications. A small dctachment of
air force intercept operators worked at a nearby
site at Son Tra on the same Monkey Mountain.

—TOR-SECRETHCOMINTA{—~—

IBy the end of 1964,
both the ASA and AFSS set up VHF hearability -
tests at locations near Phu Bai and Danang. The
air force’s effort failed to hear anything. The |
army’s site at Phu Bai managed to isolate some |
signals in June 1965, but the test, known as.
Project Gasoline, was shut down because of inter-
ference from the nearby Armed Forces Radio
Service transmitters.*’

5480

They began recording the transmissions and for-
warded the tapes to Phu Bai (now notated USM-
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808) for transcription by the American
Vietnamese-language linguists. The Americans

were quickly overwhelmed by the quantity of

intercept. Soon, Vietnamese COMINT personnel
were brought in, under Project Dancer, to tran-
scribe the take.

new to Southeast Asia. As far back as the Laotian
crises of the early 1960s, the AFSS had put in a
collection mission, Rosebowl, to collect VHF
communications supporting the communist air-
lift of supplies to antigovernment forces.
However, the early missions revealed that the
current platform, the venerable C-47, the mission
orbit profiles, and. crew fatigue all mitigated
whatever intercept could be gained from the aer-
ial platform. Changes were needed to produce
effective SIGIN'T coverage. ’

«5/58-The first platform sent.to Southeast
Asia at the time of the Gulf of Tonkin crisis was
the C-130B variant of the Hercules transport. The

" SIGINT-equipped aircraft was known as the

*Queen Bee and was manned by AFSS personnel

[The aircraft had the capability for
ten radiotelephone and morse intercept and
search positions, though the mix varied among

individual airframes]:

545~ The ground collection of the North
Vietnamese very high frequency radio communi-

cations)

| |was never much more than a supple-
ment to the airborne collection program.

Hearability at the ground sites was subject to the
vagaries of the electromagnetic environment.
Atmospherics made collection a seasonal affair.
Similarly, the increasing importance of the Phu
Bai area as a communications hub for the
American effort in Vietnam meant that interfer-
ence from local transmitters degraded collection

efforts. Slowly, the intercept effort declined.|

£5/45H In the meantime, the airborne collec-
tion reconnaissance program (ACRP) gradually
came to the task of intercepting the North
Vietnamese VHF and UHF air defense communi-
cations. As we saw earlier, ACRP efforts were not
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'('S#S‘H'Th€ C-130 was a far more effective

platform for intercept,|

|

[ [required thirteen six-hour
missions for each ot two orbits, the Gult of Tonkin
and northwest Thailand, that totalled 156 hours
of coverage. By early 1965, there were four planes

in Southeast Asia,|

5458 However, administrative - problems
plagued the effectiveness of the early ACRP mis-
sion. The old bugaboo of a proper staging base
hampered early Queen Bee operations.

[ However, after the crisis

in August, the focal point for the initial processing

EO 1.4.(c)



of intercept of North V' ietnamese:lair

defense-related communications shifted to the
AFSS site at Danang. When the communist jet
fighters arrived at Phuc Yen in August, an opera-
tional requirement to process their communica-
tions was added to Danang’s tasking,

5458 Clearly, staging the C-130 Queen Bee
missions | Jwas not efficient in
terms of SIGINT processing. The best solution
was to relocate the Queen Bee missions to
Danang. This proved impossible at the moment.
CINCPAC ruled out any relocation because of the
already crowded conditions at the airfield: there
was lack of sufficient maintenance, hardstand
space, pilot and crew billeting facilities, etc. An

interim transfer procedure was put in place in

which the C-130 would land at Danang

«S87#/SH The effectiveness of SIGINT support
to air missions remained limited through mid-
1965. It would be the exigencies of the air defense
threat and the need to provide rapid and clear
threat and target information which would force
American SIGINT to provide the type of support
that U.S. airmen needed in their campaign over
North Vietnam.

FOP-SECREFHSOMNTHS-

(V) MIiG-17 in U.S. gun sight

€5//SB SIGINT and the Air War,

1965-1968

(U) There are scveral misconceptions about
the air war fought in the skies over North
Vietnam. First of all, this was not a campaign of
air-to-air combat involving anything like the
numbers of aircraft such as the blitz over England
during World War II. Aerial combat in the
Indochina war was on a much smaller scale. Most
engagements were fought by handfuls of fighters.
Rarely did air combat directly involve more than
a dozen planes. On those occasions when it did, it
was a specifically designed operation such as
Operation Bolo.

(U) Another misconception is that of relative
effectiveness of the U.S. forces against those of
North Vietnam. While it is true that American air-
craft downed 193 Vietnamese aircraft while losing
92, this ratio is misleading. The fortunes of the air
war in Southeast Asia can be best described as
“streaky.” As both sides sought to gain (and
regain) an advantage, their relative effectiveness
against one another fluctuated. Both sides
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showed an ability to adapt tactics and command
structures to changes introduced by the other.*'

(U) However, when viewed in terms of clash-
es between different aircraft, the results of the air
combat come into better focus. For most of the
Rolling Thunder campaign, from June 1965 when
the first aircraft tangled, until December 1967, the
U.S. Air Force and Navy downed 109 Vietnamese
aircraft. However, of those shot down, only twen-
ty-five were MiG-21s. During the same period, the
MiG-21s shot down twenty-six American jets.
From August to December 1967, Hanoi’s air force
turned the tables on the Americans: the U.S. lost
thirteen jets to Hanoi’s twelve; more importantly,
MiG-21s shot down twelve to the loss of only one.
Into the next year and right up to the cessation of
Rolling Thunder in March 1968, the U.S. lost air-
craft to the MiG-21 at a rate in excess of 3:1.3?

(U) Despite Hanoi's best efforts, though, over-
all American aerial superiority was never in
doubt. The best the Vietnamese could hope for
was to contest the skies over a bombing target.
The presence of MiGs could cause fighter-
bombers 1o drop their ordnance in order to meet
the immediate threat. Though this seldom hap-
pened to an entire strike force, it diverted many
strike aircraft away from their primary missions
in order to counter the MiG threat.

(U) In March 1965, when Rolling Thunder
began, the opposing forces were hardly ready for
the tasks confronting them. The U.S., on paper,
seemed to have an overwhelming advantage in
aircraft and technical capabilities. At the height of
Rolling Thunder, the U.S. could count on
upwards of 400 advanced combat aircraft,
backed by a sophisticated command and control
system, aerial refuelling, expert maintenance,
and a large Search and Rescue (SAR) effort. But
the effort was plagued by a number of organiza-
tional and doctrinal problems.

5458 The U.S. forces were divided into a
number of commands, each of which exercised

control over its aircraft and tactics. The largest
was the 7th Air Force (known originally as the
2nd Air Division) whose tactical fighter wings
staged from various bases throughout Thailand.
The 7th Air Force’s headquarters was at Tan Son
Nhut Air Base near Saigon, but it had a tactical
Control and Reporting Post (CRP) on Monkey
Mountain at Danang next to the detachment from
the 6924th Security Squadron. Almost from the
beginning, the AFSS group on the mountain
would share SIGINT with the CRP.>*

=t87/*5H-Early in the air war, the 7th Air Force
discovered that SIGINT revealing North
Vietnamese countermeasures to its SAM sup-
pression missions was not getting to its opera-
tions planners in a timely basis. The result was
that certain Wild Weasel and Iron Hand missions
were ineffective in destroying SAM batteries and
their associated Fan Song and Fire Can radars.
The information was readily available, but it just
was not getting to the 7th AF planners. There
were several layers of intervening SIGINT ele-
ments and organizations that handled the infor-
mation first, as well as sanitization procedures
which slowed down the delivery of the intelli-
gence.

<S778H By the end of 1965, 7th AF intelligence
analysts listed their concerns which boiled down
to the fact that SIGINT was unavailable for the
daily tactical briefs on the status of the North
Vietnamese air force and air defense systems.
NSA agreed that there was a problem and sug-
gested it could be solved by augmenting the staff
at the NRV with about a dozen personnel

545 However, the 7th AF was not buying
this solution. The 7th Air Force's director of intel-
ligence, Brigadier General Rocky Triantafellu,
wanted an Air-Force-only manned intelligence
center that would fuse all intelligence sources.
General Triantafellu insisted that the center be
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colocated with the 7th Air Force’s operations and
intelligence staffs. He wanted the SIGINT staff to
be part of the overall activities of the 7th AF. He
was afraid that if NSA or the NRV controlled it,
the center would be diverted from its primary
support mission. Backing up Triantafellu was the
USAF assistant chief of staff for intelligence and
the NSA Pacific representative, Brigadier General
John Morrison.*

187/78H) NSA fought Triantafellu’s plan, claim-
ing that the problem was not the idea, but the
realities of manning the center. Filling the pro-
posed thirteen billets, especially in an operationatl
mode, would require a large number of highly
trained SIGINT analysts, a commodity in short
supply throughout the Indochina theater. NSA
won out and in March 1966, the 7th AF’s SIGINT
Support Group (SSG) was formed at Tan Son
Nhut Air Base. Even though the SSG was within
the operational compound of the 7th AF, and that
unit was its primary customer, the SIGINT group
remained under the operational control of the
NRV. It did not take long for SSG operations to
become diverted from its principal mission of
support. By the middle of
1966, the SSG began pub-
lishing SIGINT product
which had nothing to do
with 7th AF daily opera-
tions, and the direct sup-
port effort fell to a second-
ary role. By 1967, the 7th
AF had to bring its com-
plaints about the SSG to
NSA. By the end of the
year, the S8S5G had
dropped almost all of its
reporting mission and
resumed its main role of
direct support.*®

(U) In addition to the
Air Force, flying from the
Gulf of Tonkin were the
aireraft of the U.S. Navy’s

(V) F-105 Thunderchiefs in formation over Vietnam

Task Force 77. The navy maintained two or three
attack carriers at a location known popularly as
Yankee Station, a point at sea near the DMZ
between the two Vietnams. The navy controlled
its strikes through a series of radar picket ships
and shipborne controllers known collectively
under the callword of Red Crown. The carrier
strikes were centered on the coastal regions of the
DRV and the narrow panhandle south of the
nineteenth parallel. The First Marine Wing of the
Third Marine Amphibious Force flew from bases
in the north of the RVN. Occasionally, they would
strike targets in the southern region of the DRV.

(U) Finally, there was the Strategic Air
Command (SAC), which conducted the famous B-
52 Arc Light strikes over both North and South
Vietnam. These bombers flew from Andersen Air
Force Base, Guam, Utapao, Thailand, and
Kadena, Okinawa. SAC’s bombers attacked vari-
ous “chokepoints” along the Ho Chi Minh Trail in
the DRV and Laos. The Arc Light missions also
included tactical strikes against suspected com-
munist troop concentrations during ground cam-
paigns such as Khe Sanh.

ol
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(U) Although the United States used a num-
ber of combat aircraft during Rolling Thunder,
the two main workhorses were the Republic F-
105 (Thunderchief, nicknamed “Thud”) fighter
bomber and the multirole McDonnell Douglas F-
4 (Phantom). The F-105 was a heavy-duty tactical
fighter-bomber that could carry tactical nuclear
weapons. Designed for low-level tactical strikes, it
was a durable airframe. In a fighter role, it was a
match for the DRV’s MiG-17, shooting down
twenty-two of them during the war. On the other
hand, the more advanced MiG-21s shot down fif-
teen F-105s without a loss to themselves.

(U) By the end of the 1960s, the F-105 was
replaced almost totally by the IF-4, except in the
SAM suppression role known as Wild Weasel.
The F-4 became the most recognized fixed-wing
aircraft of the war. Capable of low-level ground
strikes and high-level intercept work, this aircraft
made up much of the inventories of the air force,
navy, and marine attack squadrons. It filled all
roles, including reconnaissance. It carried an
advanced air-to-air weapons suite and was highly
mancuverable under 25,000 feet. Despite its tell-
tale smoke trail, in the hands of a good pilot the
Phantom matched up well with the North
Vietnamese MiG-21.

(U) Despite its technical advantages, the U.S.
bombing campaign was hampered by a number
of administrative and organizational problems.

CHIN Y

LA AND

(V) Route package areas

The American command had divided the DRV
into a number of districts known as route pack-
ages. The division also included restricted areas
around Hanoi and Haiphong, and a thirty-mile
buffer zone along the PRC/DRV border. The
problem was that air strike operations within the
route packages soon became stereotyped, and the
North Vietnamese would plan their defenses to
maximize their destructive effect along the known
ingress and egress routes taken by the American
aircraft.

ity A A, e

(V) F-4 Phantom over Vietnam in 1965

(U) Another major problem
was that there was no overall
management of the strikes
against various targets. The 7th
AF and TF 77 used separate tar-
get lists, never shared opera-
tional intelligence, reported to
separate commands, and never
coordinated their strikes until
December 1966. Aircraft from
one service could not attack tar-
gets in the other service’s route
package without specific permis-
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sion. In fact, there never emerged a single overall
air manager for the Rolling Thunder campaign.®”

(U) Finally, many aspects of the bombing
campaign were controlled from Washington.
Much of the time the White House itself selected
targets and defined the tempo of the missions.
The rcason behind this control was that
Washington intended Rolling Thunder as a
means to force North Vietnam to the negotiating
table. To achieve this, the bombing was directed
at Hanoi’s ability to support the war in the
South.?® Slowly, as bombing pauses failed to elic-
it the “proper” response from the North, the tar-
get list was extended. By the middle of 1966,
petroleum storage sites were added to the targets
for the aircraft.

54451 Still, an all-out bombing campaign,
not unlike that launched against Germany during
World War II, never malerialized. Against the
backdrop of contradictory estimates that the
bombing would etfect Hanoi’s ability to prosecute
the war®® was the specter of intervention by the
People’s Republic of China. It should be noted
that over 300,000 Chinese troops and technical
experts rotated through North Vietnam during
the war and that large Chinese air and ground
combat formations lurked across the border. The

possibility of a massive aggressive Chinese inter-
vention exerted considerable influence on the
strategic planning of the air campaign. The
example of Korea was still very vivid in the minds
of many people in the administration, especially
the president. As the war progressed, however,
this fear began to recede.*’

5 Opposing the Americans was a
Vietnamese air defense system which, in 1964,
was little more than a collection of AAA and radar
sites. However, by the end of Rolling Thunder, it
had evolved into a system capable of actively
engaging American air strikes anywhere in the
country with a multitude of weapons systems.
The ground component consisted of hundreds,
later thousands, of AAA sites with guns ranging in
caliber from 12.7mm and above. Some of the larg-
er guns were radar controlled, using such systems
as the Whiff and Fire Can. At about the time
Rolling Thunder began, the North Vietnamese
were emplacing their first SA-2 batteries. In July
1965, the first U.S. aircraft was downed by an SA-
2 SAM. This missile, designed for high-altitude
threats such as the B-52, soon became a mainstay
of North Vietnam’s air defense. Coupled with
nearby AAA sites, the Vietnamese could threaten
high-level and low-level strike aircraft.

(U) As for air-

~FOP-SECRETHCOMINTINN-
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(V) SA-2 batteries in North Vietnam

craft, the North
Vietnamese could
send up two jet
fighters, the MiG-17
(Fresco) and MiG-
21 (Fishbed). In
August 1964, there
were only about
three dozen MiGs
in North Vietnam’s
air force. By 1970,
the force had grown
to 265, including
almost 100 MiG-
21s.
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(U) The MiG-17 was a slow, poor-
ly armed aircraft, especially when
compared to its American counter-
parts. It lacked an ability to carry air-
to-air missiles and relied solely on its
cannon. This meant that it had to
close in on its targets to be effective.
Its one advantage, an ability to turn
inside the less maneuverable U.S. air-
craft was often frittered away due a
lack of aggressiveness by the
Vietnamese pilots. The MiG-17 was
generally ineffective in general air
combat and was used mostly for low-
level point defense and intercept.

(U) On the other hand, the Soviet-

designed MiG-21, even its stripped-

down export version, was comparable

to the American front-line fighters of the time, the
F-4 and the navy’s F-8 (Crusader). It was superi-
or in maneuverability and acceleration, especially
at high altitudes, to American jets. Flown by an
experienced pilot, the Fishbed could hold its own.
Armed with both guns and infrared air-to-air
missiles, the MiG-21 proved a difficult and dan-
gerous adversary.

(U) Hanoi’'s main organizational advantage
was that its air defense system was integrated,
and that it could call on any combination of
resources to meet the threat, whether it be AAA,
SAMs, or fighters. Backing up this was Hanoi’s
main operational advantage, its GCI system. With
radar coverage extending to almost 100 miles
outside its borders, North Vietnamese controllers
had the ability to detect Air Force and Navy
strikes early and could track and control their
own MiGs. They could position their pilots into
tactical advantage, while warning them of
approaching American interceptors.

(U) This was something the American pilots
lacked. Land-based radar coverage into North
Vietnam was limited. Such systems could see only
a short distance; similar efforts by the Navy with

(V) MiG-21 (Fishbed)

(U) North Vietnamese early warning radar coverage.

The solid line indicates the limit of detection for an

F-105-size aircraft flying at 15,000 feet. The broken

line indicates the limit of detection of the same type
of aircraft 3t 5,000 feet.
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(V) EC-121D radar aircraft

its special radar ships, known as Positive
Identification and Radar Advisory Zone, or
PIRAZ, were also limiled. Beyond their radars’
horizon, U.S. controllers, either at the Monkey
Mountain CRP or aboard the PIRAZ ships, could
do little to help the pilots. Support, in the form of
an EC-121 “Bullseye” radar surveillance aircraft,
arrived in mid-1965. However, because of the
technical shortcomings of its radar, the Bullseye
could not provide the close tracking needed by
the American pilots to intercept defending MiGs.

-8/#8H- What the 7th AF and TF 77 needed
was some way to extend the “legs” of its radar
tracking coverage in terms of distance and precise
tracking so as to nullify Hanoi’s advantage. In this
instance, signals intelligence was seen as a possi-
ble solution. In fact, the main effort of SIGINT
support to the air war was an effort to extend the
eyes of American air surveillance. To do this, a
number of systems were employed in suceession
over the years. The first was called Hammock.

€544SP Project Hammock

(U) On 4 April 1965, the air war over North
Vietnam became a serious affair. On that day, a
flight of USAF F-105s was attacking the rail and
road bridge complex at Thanh Hoa, seventy-five
miles south of Hanoi, when a pair of MiG-17s was
vectored by the North Vietnamese GCI past the
escorting fighters and into the bombers orbiting
the strike area waiting their turn to attack. Two of
the heavily laden F-105s were shot down by the
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Frescos; which then were done
and gone before any of the
American aircraft could react.
The score was more than evened
up later, whén, in June and July
of 1965, four MiG-17s were shot
.down by Navy and Air Force F-
4s. ’

87785 .Since" the North
Vietnamese had contested the
American attacks, the American
command was compelled to take measures to
warn their pilots of the MiG threat. Actually, at
the time of the first dogfights, NSA had been
working on a warning system making use of inter-
cept of Hanoi's communications. Also, " the
6924th Security Squadron at Danang already had
positions collecting the DRV air communications.
Project Hammock was the name given the dedi-
cated collection of North Viethamese!

|air defense communica-

tions and the dissemination of intelligence gath-
ered from those transmissions to U. S. air units.
NSA felt that this system could provide all of the
information needed to alert and warning support
to U.S. tactical aircraft. :

5+~ Project Hammock, it was hoped,
could extend the range of American radar cover-
age in Southeast Asia by integrating data from
North Vietnamese| |air
defense radar tracking. The 6924th at Danang
took pertinent radar tracks, converted them to
the normal U.S. tracking lateral-tell format,
which were then entered into the general system.
This conversion provided the illusion that the
tracks came from U.S. radar sources. The tracks
that were included by the Air Force cryptologists
also theoretically had to be within the capabilities
of American radar. The maximum extended capa-
bility was for detection of an aircraft at 40,000
feet at 235 miles from Danang, or about half the
distance to Hanoi.** Of course, there were
allowances such as the inclusion of the tracks of
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American[______ Tircraft flying near the Sino-
Vietnamese border region.

t¥S7/8tr The testing of the Hammock system
started in late October 1965. A single-channel
printer communications link between the AFSS
intercept site at Danang and the Air Force's
Control and Reporting Post (CRP) at Monkey
Mountain was set up and secured using a KW-26
(Romulus) encryption device. During the test, the
KW-26 proved to be too slow, so a KY-8 (Nestor)
secure voice link was set up. A cross-tell link was
set up with the 7th Fleet carriers in the Gulf
of Tonkin so that the warnings could be passed to
the navy’s air controller known as Red Crown.
The initial test results appeared to be good
and everyone was enthusiastic about the possibil-
ities.*?

5458 However, during the tests the NRV
suggested that the 7th AF Tactical Air Control
Center (TACC) at Tan Son Nhut Air Base should
receive the same data from the Air Force SIGINT
sitc at Danang,. This led to a duplicative cffort in
which Tan Son Nhut and Monkey Mountain
received separate plots from Danang. In some
cases, the information was different, such as
when Tan Son Nhut received MiG warnings while
the Monkey Mountain CRP got border plots.
During crucial activities, such as shootdowns, the
Danang analysts would find themselves reporting
to both stations, not certain if the information
could be processed and passed along.**

F5/5H Also, the system was inherently
slow. Manually converting the North Vietnamese
tracks, which themselves could be minutes old,
took time to complete. Passing the data to both
the TACC and CRP slowed it down even more.
The warnings could take anywhere from twelve to
thirty minutes to reach the pilots. Added to this,
the warnings were passed to the pilots over their
communications guard channel, which already
was close to overload. Warnings would be trans-
mitted, but in the confusion and clutter of radio
communications, they could get missed or

“FOP-SECRETHCOMNTHXT

ignored. So it was in April 1966 that an F-105 was
shot down well after a Hammock warning was
passed twice over the guard channel.*’

54585 However, it was an international
incident which finally forced changes to the clum-
sy procedures in the Hammock warning system.
On 8 May 1966, four Air Force EB-66 Electronic
Warfare aircraft, escorted by four F-4C fighters,
strayed into Chinese Communist air space near
the town of Lao Kay. Beginning early that morn-
ing, the SIGINT mission at Danang sent seven
messages to the CRP at Monkey Mountain warn-
ing of the impending border crossing. The CRP,
in turn, tried to relay the messages to the desig-
nated ACRP mission, the Navy’'s Big Look (EC-
121M), supposedly flying in the Gulf of Tonkin.
But the Big Look mission had been scrubbed that
day, possibly for lack of fighter support, so the
warnings went nowhere. The Reporting Post also
tried to pass the warnings via the Navy's Red
Crown platform, but no one could confirm that
the warnings had been sent.*®

5451 In reaction to the border intrusion,
the Chinese scrambled four MiG-17s to intercept
the errant flight. A dogfight took place and one
MiG was shot down, crashing seventeen miles
inside the Chinese border. Beijing officially com-
plained of a border violation and threatened to
widen the war. They released pictures of the
wreckage and of the F-4s" auxiliary fuel tanks in
Chinese territory. The Air Force claimed that they
had ncver straved over the border.

[ The
Pentagon ordered an investigation into why the
planes had not been warned.*”

Pa—

s

| The problem was not the collection or
interpretation of the SIGINT. Rather, it lay in get-
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ting the intelligence to the pilots where it would
be effective. During this incident, the cumber-
some, uncoordinated nature of the warning sys-
tem, plus the last-minute absence of a critical
communications relay platform, had precluded
any chance of warning the Air Force flight of its
navigational error.*

“FS87/SH Owens’ team made several recom-
mendations, most dealing with assuring that the
clutter that was clogging the warning system was
swept away. First of all, the ACRP flights were
brought into the warning system with communi-
cations gear that could relay the MiG alerts and
border encroachment warnings. Secondly, the
ACRP flights, like Big Look, were brought under
7th AF’s control so that there was an assurance
they would be in orbit when strike missions were
flown.*”

<FSASH-However, it was the organization of
the warning nodes that got the most attention.
General Owens proposed that a completely inte-
grated warning center replace the duplicative
effort currently used by 7th AF. The TACC at Tan
Son Nhut was dropped, while a new one was
established at Monkey Mountain — the Tactical
Air Control Center-North Sector (TACC-NS)
which assumed complete control of air operations

over North Vietnam. The TACC-NS was staffed
with technicians cleared for the SIGINT coming

NRV agreed ‘and urged NSA to lift all of the
restrictions 'from Hammock reporting. In
February 1967, NSA agreed to lift them. With that
decision any target located in the entire region,

China

Vietnam

Laos Hanoi =~

N Da Nang D

from the adjacent AFSS site. |

S48 In December 1966, the restrictions
on the use of the SIGINT were eased further. The
TACC-NS had suggested to the NSA representa-
tive's office that, with all of the additional aerial
radar and electronic warfare platforms active
during strike and reconnaissance missions, the
theoretical and real areas covered by non-SIGINT
sensors had increased to the point beyond the
current 235-mile radius at a certain altitude. The

“TOP-3ECRETHCOMINTIXAT

(V) Area coverage for Hammock reporting

ghcompassed in a box from 16 00’ to 2330’
degrees north latitude and from 10000 to 112

00’ degrees east longitude (essentially all of Laos
‘and North Vietnam), could now be reported.”

€FS/SH-And with the addition of the secured
KY-8 circuits, it was possible for the senior con-
troller at the TACC-NS to receive all tracks,
including those from the intercept of the North
Vietnamese air defense communications. The
responsibility for issuing the MiG, SAM, and bor-
der warnings passed to the TACC-NS. The role of
SIGINT was now reduced solely to input. More
importantly, the battle commander, in the person
of the senior controller at Danang, now had all
source information in front of him without any
more restrictions.*

555 Was Hammock effective, though?
This is a difficult question to answer. While it is
true that Hammock came on line in December
1965, it was not until late April 1966 that the sys-
tem could claim its first MiG kill. This was not due
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to any shortcomings in Hammock; the North
Vietnamese MiGs had been in a stand-down since
the summer of 1965 after a series of disastrous air
engagements against the Americans. But the
nature and tempo of the air war changed dramat-
ically in the spring of 1966.

(U) In April 1966, Washington realized that
the Rolling Thunder campaign, to that point, had
been ineffective in halting the supply of the south-
ern communists and had failed to convince
Hanoi’s leadership to end its support. The White
House decided to change the emphasis of the
campaign and go after the DRV's petroleum, oil,
and lubricant (POL) capacity, especially its stor-
age sites. The planners at the Pentagon projected
that this assault would cause the North’s supply
effort to grind to halt as it ran out of fuel. The
importance of the POL targets brought the MiGs
out in greater numbers to defend the fuel dumps.
After initial clashes in April, in which the U.S.
came away the clear winner, Hanoi again pulled
its MiGs out of the war. From April to December
1966, the Air Force shot down seventeen North
Vietnamese MiGs, but how much of a role
Hammock had in any of these engagements is
unknown.

(U) In late 1§66, the MiG threat returned as
North Vietnamese pilots engaged Americans dur-
ing their bombing runs. The American response
to the MiG attacks was hampered by two consid-
erations, both drawn from the limits imposed on
operations by the Johnson administration: MiGs
could fly across the border into Chinese airspace
to avoid pursuit, and the five principal MiG air-
fields of Phue Yen, Kep, Gia Lam, Kien An, and
Cat Bi were off-limits to ground strikes by
American aircraft. (This latter limit would be
removed in April 1967, but the returns would be
meager. The North Vietnamese minimized their
MiG losses through a combination of redeploy-
ment to airfields in Communist China, dispersal
among the five combat airfields in the North, and
a concentration of AAA and SAM defenses at each
base.) To get around these restrictions, the USAF
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came up with a plan to lure oul the MiGs, espe-
cially the dangerous MiG-21s, ambush them, and
destroy them in detail. The plan was called Bolo,
and SIGINT was very much a player in the opera-
tion.

(U) Setting the Trap:
Operation Bolo, January 1967

(U) The philosophy behind Operation Bolo
was as simple as the first premise in judo: utilize
the enemy’s strength against himself. For the
Bolo planners, an understanding of the North
Vietnamese air surveillance system, and the
means whereby intelligence was fed into it, was
the key to making the operation work. North
Vietnamese signals intelligence was able to iden-
tify the type of American aircraft involved in
strike operations based on the profile of its emit-
ters, in this case, aircraft callsigns, procedural
chatter, and the ECM emissions from specific air-
craft jamming pods. Knowing the aircraft profile
of the strike formations, the controllers then vec-
tored MiGs against the fighter bombers, princi-
pally the F-105s, which were considered vulnera-
ble to the high-speed MiG-21s. Vietnamese pilots
had come to respect the capabilities of the
Phantom and often avoided them except for quick
hit-and-run strikes.

(U) The commander 7th Air Force tasked the
skipper of the 8th Tactical Fighter Wing (TFW),
Colonel Robin Olds, to come up with a plan to
neutralize the MiG threat. Olds’ main problem
was how to lure the North Vietnamese MiGs up
into the air in numbers enough to make a large
combat effort worthwhile. MiG combat tactics
and reactions to American air strikes were often
unpredictable.>® He hit upon the idea of present-
ing Hanoi with a juicy target — a seemingly large
flight of bomb-laden F-105s. However, they were
not to be the Thunderchiefs. Rather, the flights
were to be made up of Phantoms mimicking the
fighter-bomber electronic profile.




<558 The F-4 pilots were to use F-105 com-
munications procedures and flight routines to
deceive the North Vietnamese COMINT monitors
and radar operators. The Phantom pilots would
use Thunderchief callsigns and communications
procedures. They would refuel at usual F-105
points, fly their strike ingress routes and alti-
tudes, and airspeeds. The extra touch of decep-
tion was that the F-4s would carry the F-105 ECM
pod, the QRC-160-1, that was used for protection
against the local SAM threat. Extra sets of these
pods had to be specially flown in from the state-
side factory while aircrews had to modify the F-4
wing pylons to hold the jammers. Ground crews
also made other physical changes to the F-4s to
make the disguise convincing to the enemy
pilots.>*

+5/5H A second problem for Olds was to
overcome the major advantage that the MiGs
had, which was their far longer time in flight

would engage the MiGs in aerial combat. The sec-
ond wave, from the 366th TFW, would stage from
Danang, fly in from the east, and arrive over the
Viet-namese bases in time to catch the surviving
MiGs returning to their bases..It was a complicat-
ed plan, and the aircrews had to train vigorously
over a number of days to get their acts down and
coordinate the flights. Almost 100 aircraft,
including Iron Hand SAM suppression aircraft,
RB-66 ECM aircraft, and ninety combat jets, were
involved.

“¥5/#5- SIGINT support came from the
Silver Dawn ACRP mission. The commander 7th
Air Force, Lieutenant General William Momyer,
specifically asked for the involvement of the RC-
130s in a tactical control role. The question of
how the planes would be utilized vexed the cryp-
tologists. Afraid of compromising their sources,
the decision was kicked up the Air Force Security
Service chain of command.| |

over target. The MiGs were able to stay in their | |and AFSS headquarters agreed to this

patrol area for about fifty minutes, whereas the
F-4s could stay for only twenty minutes, if not
engaged. That time dropped to five minutes when
the Phantoms

special use of Silver Dawn. To overcome the com-
plaints about the confusing nature of the usual
MiG warnings issued by the ACRP, a set of special
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alert codes was developed that the pilots could
understand quickly. Another problem for the
AFSS was the shortage of qualified linguists to sit
the intercept positions in the aircraft. Because the
ACRPs were to operate for three days prior to the
actual Bolo operation, crew exhaustion was a real
possibility.>

~“€5//58-0On 2 January 1967, Bolo kicked off.
Bad weather forced a one-hour delay and ground-
ed about half of the participating aircraft. Still, the
F-4s took off from their Thai bases and streaked
into North Vietham. The Phantom pilots and
jamming pods performed perfectly. To the North
Vietnamese they looked and sounded like several
waves of F-105s. However, the weather added its
own problems. The North Vietnamese reaction
was sluggish; an American air strike in the poor
weather may have surprised them. As the first F-
4s arrived in the target area, the Silver Dawn con-
troller issued his first MiG warning, but no MiGs
were seen. The second flight arrived just as the
MiGs came in. The surprise was nearly complete:
AFSS linguists overheard the MiG pilots frantical-
ly calling their GCI controller with the news that
the sky “was filled with F-4s.” %

(U) The result was an overwhelming victory.
Eleven MiGs piloted by the Vietnamese, fresh
from training in the Soviet Union, had flown into
the melee expecting to meet the F-105s. Instead,
in about twelve minutes, seven went down in
flames. The F-4s held all of the advantages: tacti-
cal surprise, a superior combat position, num-
bers, and the initiative brought on by the decep-
tion. However, the bad weather and poor com-
munications kept the second group of Americans
from catching the MiGs as they returned to their
bases. In the mix of planes in the air, the
Americans needed visual identification, but the
clouds prevented that.>”

(U) Despite the circumstances of the weather,
Bolo had been a rousing success. The severity of
the losses caused the North Vietnamese to reduce
their fighter reactions to American missions. The

Page 254

SIGINT contribution had been valuable, especial-
ly as an example of timely tactical support.
Surprisingly, though, this type of mission was
never done again, at least on a scale approaching
Bolo. On 6 January, two F-4s imitated the flight
plan of a reconnaissance aircraft and bagged two
more MiGs. But that would be the end of the
deception operations. The JCS seemed interested
in the idea, but Rolling Thunder planners, and
even the 7th Air Force command, always claimed
that MiG-killing operations were not a primary
objective, only a “bonus.”® Also, there was the
belief that the Vietnamese would be wary of a
similar deception operation. The cost in men,
time, and machines taken away from Rolling
Thunder was high — about 100 planes for at least
three days. When one considers that the MiG
threat was still minor, accounting for only 3 per-
cent of U.S. air losses in 1966, and 8 percent in all
of 1967, the cost in aircraft and crews removed
from Rolling Thunder appeared too high for the
marginal return. (It would not be until 1968 that
the MiGs began to cause a substantial proportion
of U.S. losses — 22 percent — and this may have
been caused more by the relative effectiveness of
on-board ECM systems which lowered the kill
rates for the SAMs.)

(U) The Battle Joined:
Air Combat to the Bombing Halt,
January 1967-March 1968

—€5775B-After the losses from the Bolo opera-
tions, the North Vietnamese MiGs again were
held back and refused to engage the American
aircraft. SIGINT detected distinct changes in
Hanot’s tactics as it experimented with a variety
of flight formations and tactical approaches
against the American attack formations. The
MiG-21s tried out four-flight formations with
approaches from ahead and behind the
Americans. A few attack runs succeeded in caus-
ing the Americans to prematurely drop their ord-
nance. However, the kill ratio continued to be
heavily in the Americans' favor. For the first six
months of 1967, the U.S. downed fifty-four MiGs
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with the loss of only eleven. Another nine MiGs
had been destroyed on the ground as some of the
restrictions against hitting the jet-capable air-
fields were lifted.

(U) In April and May, improved Air Force tac-
tics, equipment, and numbers of escort aircraft
increased the Kkill ratio to almost eight-to-one
over the North Viethamese. Among the changes
was the introduction of the QRC-248 enemy IFF
transponder interrogator. The QRC-248 was
developed to read the SRO-2 transponder carried
on all versions of Soviet fighter aircraft.
Originally, it had been developed to target Cuban
and Soviet aircraft. In late December 1966, an
experimental EC-121 was dispatched to Southeast
Asia to see if the QRC-248 would work against
North Vietnamese aircraft. The test was success-
ful. The EC-121s could register the North
Vietnamese MiGs at a range of 175 miles and now
could determine which radar returns in the area

(V) EC-121 College Eye

were MiGs. Since the SRO-2 transponder was
used by Hanoi's GCI to identify and control the
MiGs, it was expected that this technical feat
would be a breakthrough. QRC-248 sets were
sent to the EC-121D College Eye aircraft.

(U) At first, the effects of the QRC-248 were
limited. This was due largely to the requirements
of NSA in keeping the fact of its effectiveness
from the North Vietnamese. So, the operators on
board the College Eye aircraft were prohibited

FOP-SECREFHCOMINTAG—

from actively interrogating each radar return for
fear that this would tip off the GCI controllers.
Instead, the Air Force operators only passively
read the IFF interrogations initiated by the North
Vietnamese controllers. This lowered the number
of identities registered and the continuity on each
cnemy track. In late July, the restrictions on the
use of the QRC-248 were lifted by NSA and the
JCS. The overall result of the wide-open use of the
system was that, for the first time, it gave intelli-
gence analysts and commanders an accurate pic-
ture of MiG operations; it showed where their
standard orbits were and gave a more accurate
count of enemy aircraft. So complete was the pic-
ture, that some observers found it almost fright-
ening when they realized how poor their previous
idea of the MiG threat had been.”®

“5~58-In August 1967 another element was
brought into the support of air operations when
the EC-121K, the SAC Rivet Top aircraft, was
introduced into Southeast Asia. Rivet Top was
intended to function as an airborne extension of
the TACC-NS on Monkey Mountain. What made
Rivet Top exceptional was that it carried
COMINT positions, an enemy IFF display (based
on the QRC-248), and an ELINT display panel for
Vietnamese SA-2 radar, the Fan Song, all to pro-
vide threat warning to American aircraft.
However, some of the functions were done poor-
ly: the electronic display of Fan Song returns
showed only a small percentage of the active
plots. The COMINT positions were controlled by
the Security Service and NSA; the rest of the crew
often was not cleared for SIGINT. Still, the gener-
al success of Rivet Top was obvious to PACAF and
7th Air Force commanders. Of the twenty MiG
kills registered by the Air Force from August 1967
until the end of Rolling Thunder, thirteen were
attributed to Rivet Top. American pilots felt that
finally they had a decent GCI control.*®
Originally, the aircraft had been dispatched for
only a 120-day test, but the Air Force chief of staff
ordered it to remain in the area until another suit-
able replacement platform could be found. Rivet
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(V) Rivet Top mission supervisor’s position

Top stayed until the end of the Rolling Thunder
campaign.®

(U) When combined with improvements to
armaments and defensive systems to the
American air capability, such as the installation of
gun pods on the F-4s, and the distribution of
ECM pods to all aircraft, which considerably
reduced the SAM threat, the Americans seemed
to have gained the final upper hand in the air war.
The Air Force, especially, could fly in larger for-
mations and saturate a target. During April and
May, fewer strikes were forced to jettison their
ordnance. The kill ratio against the MiGs contin-
ued to improve with occasional spectacular air
victories. For example, on 13 May 1967 seven
MiG-17s were shot down by American pilots. In
June and July, the MiG threat seemed to disap-
pear; there were hardly any engagements. Most
of the Viethamese MiGs had dispersed to Chinese
airfields in the face of the American onslaught
against their bases. All of this scemed to augur
final victory in the war against the MiGs; or, if not
complete victory, the MiGs were now a negligible
threat. In August 1967, the former commander of
the 7th Air Force, General William Momyer,
would tell a Senate Subcommittee on Defense
Preparedness that “We had driven the MiGs out
of the sky for practical purposes. If he comes up,
he will probably suffer the same fate.” *

(U) However, as others did in the war,
General Momyer had spoken too soon.

(U) On 23 August, a flight of 7th Air Force
Phantoms was on a bombing mission near Hanoi.
Suddenly two F-4s exploded into fireballs. The
only thing the other American pilots saw was two
MiG-21s streak by with afterburners on, already
too far away to pursue. What had happened?
How had the MiGs attacked without warning? As
it turns out, the MiG-21s had been vectored by
their GCI controller into an attack plane from the
rear and above the American formation. The
MiGs had been directed there in a route that had
taken them out of the radar range of the U.S. jets,
and at low-level which hid them in the ground
clutter from the College Eye airborne controller.
Apparently, they had flown silently, as well, nei-
ther having communicated, nor had their IFF
transponder been active. The MiGs had achieved
complete surprise and had made their quick “hit
and run” attack.

(U) This incident marked a change in North
Vietnamese tactics. Gone were the aggressive
attacks in which their jets mixed it up with
American fighters. Instead, Hanofi’s tactics were

R
& =

(U) A deadly sight: a MiG-21 passing below
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optimized to make use of the tactical and techni-
cal advantages it had: a faster jet in the MiG-21,
complete GCI surveillance and control, and the
isolated nature of the large formations the
Americans employed.

“SA45H-What was even more disconcerting to
the Americans was that the North Vietnamese
were able to carry out the attacks despite the pres-
ence of the QRC-248 and the Rivet Top systems;
somehow they were able to devise techniques that
negated the technical warning systems which had
just been installed by the Air Force that summer.
Furthermore, the attacks suggested that the
Vietnamese understood the technical limits of the
American radar and SIGINT systems. Later, it
would be revealed that U.S. intelligence, mainly
SIGINT, had observed the new Vietnamese tac-
tics for some time before the attack, perhaps as
early as April 1967.°% 1t should be mentioned,
though, the SIGINT elements had monitored a
number of new tactics being tested by the North
Vietnamese and probably did not know which
one(s) Hanoi was going to settle on. Still, 7th Air
Force commanders were angry at this news.**

(U) To counter the enhanced MiG threat,
the Air Force tried a number of things. It moved
the EC-121 orbit in closer to the Vietnamese
border, thus extending radar coverage to Route
Packages V and VI.
The College Eye

at Phuc Yen. (Gia Lam, because it also was an
international airport, was still off limits.) All of
these tactics restored some advantage to the
American position. In October, twenty MiGs were
de-stroyed, twelve on the ground, but only two
were MiG-21s. Many of the remaining MiGs dis-
persed to China.

(U) still, de-spite all of these more aggressive
tactics, the hit-and-run tactics by the MiG-21s
continued to hurt the Americans. Before August
1967, the U.S. Air Force was downing MiG-21s at
a rate of 6 to 1. From August 1967 to the end of
February 1968, the MiG-21 was shooting down
Air Force jets at a rate of better than 3 to 1. The
U.S. Navy had broken even on the MiG-21s,
shooting down two while losing two F-4s, but the
Navy had expended forty-two air-to-air missiles
to rack up the two kills!®?

(U) In early 1968, events on the ground
diverted the Air Force and Navy air missions
away from Rolling Thunder. The siege of the
marines at Khe Sanh caused the services to shift
to ground support of that garrison. The Tet offen-
sive at the end of January diverted further air
resources. A last effort at attacking targets in the
north was stymied due to the usual bad weather
at that time of the year. Most importantly, on 1
April 1968 President Johnson ordered a halt to all

flights were given
control of the U.S.
fighters flying the
MiG combat air
patrol (MiGCAP).
The platform
could now direct
the MiGCAP based
solely on the
returns from the
QRC-248. Finally,
the White House
allowed air strikes
on the jet airfield

“TOP-SECRETHCOMINTAXT

(V) President Johnson, on 31 March 1968, appeared on nationwide TV to announce
termination of attacks north of the 19th parallel.
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bombing north of the nineteenth parallel. (All
commando operations against the North also
ceased.) After that date, only a few MiGs ever ven-
tured below the parallel to attack American
bombing missions. By November 1968, Rolling
Thunder ended completely.

<5758 However, if Rolling Thunder had
ended, American SIGINT continued to seek out
ways to improve its support to the air war.
Automation was coming, and it led to a new way
to handle Hanoi’s air defense communications.

<5755 Iron Horse: Automating the
SIGINT Support to the Air War

57755 At the end of the Rolling Thunder
campaign, the tempo of the air war had peaked,
flooding Hammock’s ability to pass data. As
Hanoi's air surveillance system improved and
became faster, larger, and more sophisticated, it
was obvious to the controllers at the TACC and
the cryptologists at NSA and the AFSS that there
was a need to improve the manual system of plot-
ting the North Vietnamese air surveillance tracks.
A system to handle this increased data flow was
already in the works in late 1967 at the height of
the new MiG threat — it was called Ironhorse.

<5445 Surprisingly, the concept for Iron
Horse actually began before the first Rolling
Thunder mission took off. In June 1964, Project
Furnace was started up and proved the feasibility
of automating the plotting of air tracks, but the
system was hung up on the time gap in transfer of
the data. So, in November 1964 RS8, the NSA
office responsible for the development of process-
ing and telecommunications portions of SIGINT
systems was handed Ironhorse. R8’s main
responsibility was for the technical development
and provisioning of equipment that provided a
“visual display of SIGINT derived tracking of air-
craft reflected| ~ [DRV Air Defense
communications.

106

) 174.(5)

€5/#58- The designers at NSA viewed the
problem essentially in terms of command and
control. Data from intercept positions had to be
reduced and fused into a commonly accessible
format and then transmitted to the air command-
er working out of the TACC-NS at Monkey
Mountain. R8's solution was the development of
an automated version of the manual plotting that
would encompass the processing, display, and
forwarding of the information via a cathode ray
tube (CRT) display. Selected data from Ironhorse
would then be forwarded into the tactical data
displays that served the air commanders of the
various services in Southeast Asia.

€877SEr At the heart of Ironhorse was technol-
ogy. A special version of two AN/GYK-9 Flexscop
computers, a digital system used for processing
non-morse intercept, and known as the CP818,
was selected, partly because it was compatible
with the U.S. Navy’s standard computer. Input
came from as many as twenty-five AN/GGC-15
(AG-22) intercept positions which collected man-
ual morse. The AG-22 system allowed for the flag-
ging of critical elements of the intercept such as
the start and stop positions of DRV air surveil-
lance tracking messages, callsigns, and frequen-
cies of the Vietnamese stations. Eventually, voice
intercept positions were added to the configura-
tion, and they used MOD-35 teletype input key-
boards for their input.

<5//58 The computer would decrypt the track
and amplification codes, convert the DRV station
callsign and frequency into a geographic location
for an azimuth/range report. The intercept was
then put on a magnetic tape for future reference.
The second computer would format the plot and
then display it for an analyst on a CRT. The plots
appeared on the screen superimposed over a map
showing the significant geographical and political
features of Southeast Asia. A grid system overlay
the display.

8778t Ironhorse was supposed to reflect the

“locationof all North Vietnamese
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Communist, unidentified, and U.S. strike aircraft -

over North Vietnam] ]

| [ As for American air-
craft, Ironhorse was to provide their location
when over Laos, near the Chinese border or
Hainan Island, when an air engagement was
imminent, and for search and rescue opera-
tions.®”

5455 The analyst sitting in front of the CRT
was trained to recognize tactically important
North Vietnamese tracking information and for-
ward it to the TACC. Since all the tracking data
were displayed, the analyst had to decide what
was tactically important and to which air com-
mand element he had to forward the information.
The system could display up to 120 tracks,
though, realistically, this number cluttered the
screen beyond recognition, so considerably fewer
were displayed. The analyst could select a track by
typing in its number or else select it directly from
the screen with a light pen.®®

~€53/#45 The tracks he selected then went into
the TACC Backup Interceptor Control System
(BUIC), the computer which controlled the auto-
mated distribution of air tactical information.
Ironhorse was the latest addition to the overall
automation of the Air Force’s tactical air control
system known as Combat Lightning. The infor-
mation was then fed into a communications
interface which relayed it to the Marine Tactical
Data System (MTDS), the Navy Tactical Data
System (NTDS) with Task Force 77, and the 7th
Air Force command centers. The operators at
these sites would see the displays in a sanitized
geographic plot. The local air commander com-
bined this information with what he had received
from other sources, such as the MTDS and
College Eye, through the Seck Dawn interface.®®
To further help in understanding the SIGINT
information, the USAFSS sent a Support
Coordination Advisory Team (SCAT) to the TACC
at Danang.

5758 Ironhorse-confiqured morse intercept position
in an H-1van, Danang, RVN, April 1968

+5A5H-Initially, Ironhorse testing and train-
ing were conducted at NSA headquarters. Sample
intercept tapes from the Hammock system were
sent to Fort Meade to test against the Ironhorse
equipment. Morse intercept operators arrived in
the summer for training on the system. By
September, people and equipment began to
arrive at Danang. Arriving there, the airmen
found a major problem. In July 1967, a commu-
nist rocket attack on the air base had seriously
damaged the building designated for the
Ironhorse complex. So, personnel {rom the
6924th Security Squadron had to utilize H-1 vans
configured for Ironhorse. Eventually, four vans
were modified to house twenty intercept posi-
tions. Three more vans were customized to house
the computers and communications equipment.
They were airlifted to Danang by November
1967.7° An engineering team made up of techni-
cians from the USAFSS and NSA arrived to com-
plete the connections and to start up operations.
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54585 In mid-December, Ironhorse sent its
first data to the TACC-NS on an unofficial basis.
Modifications continued to be made to the system
as it was being put through its routines. An
enhanced voice intercept position was installed to
accommodate the growing use of voice communi-
cations by the North Vietnamese air surveillance
system. Software modifications to the interface
cleaned up the garbled tracks sent to the TACC.
By the middle of May 1968, Ironhorse was con-
sidered ready for operations. Even in its test
phase, the goal of faster data transfer had been
met and exceeded. Compared to Hammock,
Ironhorse reduced the time it took to send the
information to the TACC. The time dropped from
a range of a low of thirty seconds and a high
of two minutes to a low of eight seconds and a
high of one minute. Tracking data sent through
the navy’s data distribution system were now
available anywhere from eight seconds to three
minutes instead of the previous twelve to thirty
minutes!”

(U) It is difficult to assess the effect of
Ironhorse on the air war. This is because about
the time the system became operational, the
United States was dramatically reducing the
scope of the bombing campaign. On 31 March
1968, President Johnson announced the cessa-
tion of bombing north of
the nineteenth parallel.
On 1 April 1968, the air
war over North Vietnam
came to a practical end.
Although some bombing
missions continued in the
southern portion of the
DRV, there was little reac-
tion to them by Hanoi’s
fighters, since this was on
the edge of their  effective
GCI range. The American
bombing effort swung its
emphasis to Laos. By 1

November, LBJ ordered a complete halt to bomb-
ing over North Vietnam.

5458-In April 1969, the Ironhorse complex
at Danang was seriously damaged by an explo-
sion of an adjacent Marine Corps ammunition
dump. Most of the equipment and software was
destroyed in the ensuing blasts and fire. Intercept
coverage was transferred to Air Force positions at
field sites in the Philippines and Thailand. The
Hammock system was resuscitated to handle the
input from these sites. Ironhorse operations at
Danang were not restored until July of 1969, but
problems with its communications and software
continued to plague the system until April 1970.7

—8/58- With the nexus of the air war now
located in the complex of U.S. air bases in
Thailand, Ironhorse eventually was shifted to the
7th RRFS at Ramasun, Thailand, and was
renamed Ironhorse II. In April 1971, the Danang
mission closed down, and its vans were shipped
to Fort Meade. The personnel from the 6924th
Security Squadron deployed to Thailand. From
then on, Ironhorse became just another input
into Combat Lightning, the USAF's C3I system
for the air war. Ironhorse continued to function
as part of the tactical air control system until the

<€575t> Damage to the Ironhorse operations area caused by the 27 April 1969
ammunition dump explosion at Danang
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last bombing operation of Linebacker II in
December 1972.

€5//SBH-Flying for Uncle Ho:
Foreign Communist Pilots during

the Vietnam War, 1964-1972

<8778 During the air war, there were reports
of pilots from other countries flying missions
against American aircraft. To SIGINT personnel,
these reports reflected a well-known fact. From
the very beginning of the air war in North
Vietnam, there was foreign communist support to
the Hanoi’s air force.

{57788

‘ [Immediately fol-
lowing the Gulf of Tonkin incidents, thirty-six of
' the MiGs from the training unit redeployed from
- Mengtzu to the newly extended and upgraded air-
- field at Phuc Yen in the DRV. Chinese pilots
~stayed on at Phuc Yen as instructors from late
! 1964 into early 1965. During this time, North

Vietnamese pilots practiced a variety of maneu-
vers to develop proficiency in take-off and land-
ings, climb exercises, cloud piercing, and some
occasional aerial intercept. Vietnamese trainee
pilots were taught using Chinese flight terminolo-
gy. By December 1964, another set of MiCs
arrived from China to bring the total to fifty-
three.

-€87#8Hr- Still, the Chinese pilots performed
solely as instructors as their Vietnamese charges
extended their proficiency into nighttime inter-
cept and gunnery exercises.”* At no time did the

Chinese pilots ever engage in combat missions. In
fact, their role faded by mid-1965 when newer air-

craft, notably the Soviet-supplied MiG-21, were
added to Hanoi’s inventory by the Soviets. The
Chinese maintained a sizable contingent in North
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Vietnam, which was estimated at about 180,000
personnel at its height. Chinese troops mostly
provided logistical and engineering support and
manned AAA units around air bases and key
transportation sites such as bridges and railroads.
The Chinese forces stationed in North Vietnam
never included any ground combat or air force
units,”

(U) Between 1965 and 1973, about 320,000
Chinese technicians and soldiers would serve in
the DRV. Over 5,000 Chinese would be killed or
wounded, almost all casualties from U.S. air
attacks. Interestingly, the Chinese took few secu-
rity precautions and operated openly, aware that
U.S. photographic and signals intelligence
sources were observing them. Some scholars have
suggested that by this rather open presence, the
Chinese were sending Washington a warning of
their intention to support the Vietnamese.”®

(U) Later, after 1968, the Chinese would sup-
ply the DRV air force with nearly three dozen of a
Chinese variant of the Soviet MiG-19, known as
the F-6, a highly potent air-to-air fighter. This
fighter would supplement the DRV’s inventory of
jet fighters, but the Soviets eventually would sup-
ply almost ten times more aircraft.”

+<5/+585-As mentioned above, in early 1965 the
Chinese instructors were supplanted by their
Soviet counterparts. Soviet pilots were known to
have been in the DRV as early as January 1961.7%
By May 1965, they were heard for the first time in
Vietnamese Air Force communications. Some
Vietnamese pilots were also heard using Russian
terms, while others appeared to be bilingual.

€S/755 Actually, Vietnamese pilots had been
going to the USS at a rate of about
forty per annum. They had been sent to

Krasnodar to participate in a five-year training

program in either the MiG-17, single-engine
fighter or the IL-28 (BEAGLE) light bomber air-
craft. The Soviet fighter training program empha-
sized basic flight and engineering up to complex
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GCI (ground-controlled intercept) and combat
flight training.”

5455 The first Soviet pilot flew in North
Vietnam in July 1965. After that date, the Soviets
continued to conduct intensive GCI training of
their Vietnamese counterparts. This heavy train-
ing may have been in response to the MiG losses
incurred in the previous weeks in dogfights with
American pilots. As part of the training regimen,
the Soviet pilots usually manned the target air-
craft and coached the Vietnamese through stan-
dard stern intercept, the use of airborne intercept
(AI) radars, night flying, air-to-air gunnery, and
the use of afterburners. At the same time, the
Vietnamese trained with their ground controllers,
who themselves were being coached by Soviet
advisors. However, there was no direct combat
application of this training until February 1966.%°

5AS8-For the most part, the relative handful
of Soviet pilots, controllers, and advisors, perhaps
totalling no more than thirty personnel at any one
time, restricted their activities to training and
testing out the newly delivered, high-perform-
ance MiG-21 fighter aircraft that the Soviet Union
shipped to the DRV in late 1965. In fact, the
Soviet pilots were responsible for test flying each
MiG as it was reassembled at the Vietnamese
base at Phuc Yen.*' Once the MiG-21s were ready,
the Vietnamese pilots began their familiarization
flights and tactical training in them. Usually, the
aircraft would operate in the Phuc Yen area under
close supervision of a Soviet controller. Initial
flights were solely familiarization flights; later,
GCI-supervised flights would range as far as
eighty kilometers from Phuc Yen. By early 1966,
the Vietnamese pilots were practicing special tac-
tics for attacking U.S. reconnaissance and ECM
aircraft, trying out “zoom” climbs and high-speed
attack runs.?*

54458 For all this flight activity, the Soviet
pilots avoided actual combat operations. There is
a suggestion that Soviet pilots may have flown air
cover missions over Phuc Yen Airfield. In January
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1966, for example, a Soviet pilot, along with his
controller, was engaged in a closely controlled
GCI activity against an unidentified target near
Phue Yen. The identity of the target was
unknown.®?

“5/5 However, if the Chinese and Soviet
airmen remained in the background as instrue-
tors, the third contingent of foreign pilots, the
North Koreans, did not. The North Korean pilots
who served in the DRV were a different breed -
they had come to fight.

+5+5H- On 20 September 1966, a North
Korean Air Force (NKAF) IL-18 (CRATE) trans- ‘
port carrying North Korean fighter pilotsl

Ipicked up the Korean pilots and flew
them to Hanoi. Eventually, this first contingent

would grow to thirty-four MiG-17-qualified pilots.
Most of the Korean pilots were from the NKAF's
1st Fighter Division, though at least fifteen were
recent graduates from Pyongvang's flight
schools.®*

€S58 For the first five months, the North
Koreans restricted their flight operations to the
area around Phuc Yen Airfield, essentially per-
forming a sector defensive patrol limited to the
areas north and east of their base.? In late April
of 1967, the North Koreans redeployed to Kep
Airfield, replacing the North Vietnamese MiG-17
unit there. The Koreans took over defensive
responsibility for the base, which had been
attacked repeatedly by American aircraft during
the month. In two engagements with the
Americans over the last week of April into May,
the Koreans lost at least three MiG-17s.

45455 In June, the Koreans returned to Phuc
Yen for rotation, and a new contingent of Korean
pilots arrived in Vietnam. The new pilots
refrained from any combat, performing mostly
familiarization flights and restricted defensive
patrols around Phuc Yen. Finally, in late July
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1967 the Korean MiGs mixed with the Americans.
Again, the results were not good. On 19 and 21
July, four Korean MiGs were shot down without
any American losses. This led to a stand-down of
the Korean contingent,

=55 After the stand-down, the Korean
pilots flew, but with their most experienced pilots
doubling as ground controllers.® By August, they
returned to Kep, where on 23 August they scored
their first air victory when four MiG-17s attacked
a USAF combat air patrol and shot down an F-4C.
At about the same time, the North Koreans began
flying MiG-21s from Phuc Yen. These pilots
would remain at Phuc Yen and be integrated into
North Vietnamese MiG-21 operations;®” on occa-
sion, however, the Korean MiG-21s would fly
joint operations with their MiG-17 counterparts,
usually under the control of a single Korean con-
troller.®

€545 From September 1967 to March 1968,
the Koreans continued to fly patrols out of Kep. In
the first months of 1968, the Korean pilots had
sporadic engagements with American aircraft. In
three separate encounters, the Koreans downed a
USAF F-105 and an F-4D, while losing a MiG-21.

5468 After the bombing pause, the Koreans
consolidated their aircraft at Kep airfield. There
was little left for them to do. The Koreans busied
themselves with reconnaissance patrols and tacti-
cal training. One activity they engaged in fre-
quently was reaction to American pilotless recon-
naissance drones. On 16 May 1968, during one of
these reactions, a flight of two MiG-21s was pur-
suing a drone when the flight leader, lacking a
clear shot, launched a missile and downed his
wingman.%®

=5/+58 By carly 1969, flight activity fell to
virtually nothing as the Koreans prepared to leave
North Vietnam, which they did finally on
9 February.
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(U) “Take nothing on faith”:
SIGINT and the Son Tay Raid,
21 November 1970

(U) On the evening of 21 November 1970,
American prisoners of war (POW) held at the
prison at Dan Hoi, just ten miles west of down-
town Hanoi, were awakened by the sounds of
gunfire and explosions some ten miles further to
the west of them in the neighborhood of the town
of Son Tay. Flares burned in the sky, creating an
eerie light show, while the faint staccato beat of
automatic weapons fire mixed with the shriek and
roar of U.S. combat aircraft flying overhead. It
would be some months later when the prisoners
would learn that this had been the unsuccessful
raid on the prison complex at Son Tay by U.S.
Special Forces. U.S. Navy Licutenant Everett
Alvarez, the longest-held POW, would ruefully
note the irony of the U.S. captives at Dan Hoi
watching a raid under way that had been meant to
free them.”®

(U) Over the years, the raid on Son Tay has
accrued enough controversy of its own to fill sev-
eral books. The raid has become a symbol for
many positions concerning the Indochina War.
Some critics see it as an example of the congeni-
tally flawed U.S. planning, while others view the
raid as a brilliantly conducted special military
operation, or “SPECOP.” Others look at it as a
gesture to the captive U.S. prisoners that the
United States had not forgotten them. It is not
difficult to be impressed with the planning and
precision of the conduct of the raid. Yet, one has
to wonder why, during the seven months of plan-
ning and training by the rescue group prior to the
raid, nobody involved in the planning tried to ver-
ify whether or not the POWs were still in the
prison.

(U) The genesis of the raid was information in
late 1969 concerning widespread mistreatment of
U.S. prisoners by the North Vietnamese at a num-
ber of prison camps in the DRV. Actually, this
intelligence was already dated. By mid-1969,
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there had been a change in the Vietnamese treat-
ment of the prisoners to the better, perceptible
even to the POWSs themselves. Overall conditions
and treatment meted out by the North
Vietnamese had ameliorated, though there still
were short stretches of brutality against some
prisoners. It is not clear exactly why conditions
had gotten better; a host of factors seem involved:
the death of Ho Chi Minh, a U.S. publicity cam-
paign highlighting POW maltreatment, and the
unexpected deaths of some POWSs. Whatever the
causes(s), the situation for the prisoners had got-
ten measurably better.**

(U) It should be pointed out that POW rescue
raids were not new to the Indochina War.
Although exact statistics are not available, it is
estimated that somewhere around forty to forty-
eight rescues of American and Allied prisoners
were attempted between 1966 to 1970. However,
while dozens of South Vietnamese were freed,
only one American was ever rescued, and he died
shortly afterward.®?

(U) What was different about the proposed
raid at Son Tay was the location of
the camp — just twenty miles west
of Hanoi - and the estimated
number of POWs — maybe as
many as fifty-five. The Pentagon
knew that there were prisoners at
Son Tay; during aerial reconnais-
sance flights over the camp in mid-
1969, POWs had used surrepti-
tious methods to signal their pres-
ence to the planes.”® However,
despite its proximity to Hanoi, the
camp was considered vulnerable.
It was isolated, and sitting on the
bank of a branch of the Red River,
easily cut off. But this was not to
say that Son Tay was safe. The
nearby town hosted a number of
military installations and facilities,
such as signal troop and antiair-
craft training schools, as well as a
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jet-capable airfield. There were thousands of
North Vietnamese military personnel in the area.

(U) In April of 1970, planning for the rescue
mission began. By early May, a special USAF unit
picked up the effort, and in the next month pro-
duced follow-on and feasibility studies. Ultimate
responsibility for the raid was given to the newly
created Joint Contingency Task Group (JCTG)
under the command of Brigadier General Roy
Manor. The final plan called for a wave of low-fly-
ing helicopters to stage from Udorn Royal Thai
Air Force Base (RTAFB), Thailand, refuel over
Laos, and then dash in on the camp. The raid also
was to be supported by almost sixty USAF craft in
escort and support roles (including SIGINT), and
another fifty-nine USN strike aircraft which car-
ried out diversionary air strikes near the Guif of
Tonkin.

«5/458H SIGINT was not brought into the
planning until 10 August 1970, when the JCS
requested CINCPAC to assign a a SIGINT repre-
sentative to the JCTG. The head of SIGINT
Support Group to the Pacific Air Force's (PACAF)
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Pacific Air Defense Analysis Facility (PADAF) in
Hawaii, Lieutenant Colone| was
assigned to General Manor's staff. What the task
group wanted was information on the DRV’s air
defense system that would define the best and
least defended ingress and egress routes for the
strike aircraft helicopters, and C-130 transports,
as well as escort planes, notably the A-1H
(Skyraider) contingent. :

54458 A complex profile of the possible DRV
reactions and capabilities was drawn up. This
included information’ on the PAVN air force’s
command and control, reaction times by SAM
and AAA units, radar and spotter or observer net-
works’ reporting times and accuracy, and the
location and status’ of the DRV’s deadly MiG
force. Especially crucial was to know where North
Vietnam’s night-qualified MiG pilots were and
what they were domg at all times. After this gen-
cral picture the DRV air defenses was drawn up,
then a sector-by-sector analysis had to be accom-
plished. Another: crucial requirement was the
necessity for special weather reporting of local
meteorological conditions over the flight routes,
and information of changes that could affect the
mission. The region around Son Tay was notori-
ous for low-level fogs, mists, and rain during
November, the proposed time of the raid. It was
critical to collect North Vietnamese weather
broadcasts. In fact, weather was a crucial factor in
the timing of the mission: it was Typhoon Patsy,
moving west from the Philippine Sea, which
threatened the rescue operation and forced the
decision to move the initial strike date ahead by
twenty-four hours.%?

5758 To prevent exposure of the mission, it
was necessary to restrict access to the true nature
of the mission support by various participating
SIGINT units and sites. On 26 August 1970, the
director of NSA, Admiral Noel Gayler, assigned
the covername Adrenalin to the project with
Lieutenant Colone as his direct repre-
sentative. assembled a complex and
compartnterrreaTretwork of collection, analysis,
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and reporting cells. Security was uppermost in
many of the planners’ minds. Even the SIGINT
analysts charged with coming up with the DRV’s
air defense proﬁle had details of the mission kept
from them.%® ~

5885 More troublesome . was the impor-
tance for the Americans not to tip their hand to
the North Vietnamese by assuming any unusual
patterns of activity. For example, RC-135 ACRP
flight, known as Combat Apple, which was sched-
uled to support the task group, would have to
work at night over the Gulf of Tonkin, a time
when SIGINT flights simply had nat ever flown.
Kennedy solved this by getting SAC. to establish
such a flight profile in the weeks leading up to the
mission so that the North Vietnamese. would per-
ceive them as normal.®®

57785 Another problem for Colone}

was the proposed transfer of the Air Foree's cryp-
tologic mission at Monkey Mountain near
Danang to Ramasun Station, Thailand. It took the
personal intervention of NSA’s assistant director
for production, Major General John E. Morrison,
USAF, to delay the move until early December, as
well as garner an assurance from the Air Force
Security Service commander that no degradation
to Danang’s operations would occur prior to‘that
date. Again, this had to be done without tipping
the reason behind the request.”

FOP-SECRETHCOMINTIAM-
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=877/8H Five days before the raid, Colonel

|:|]ew to Danang, which was his head-
quarters for the operation. A special OPSCOM .
and the :

National Military Commafa@ Tenter at the
Pentagon. At the other end was the NSA repre-

link was set up between

sentative to the Defense Department at the time,
Milt Zaslow, who was to keep apprised a select
group of defense department officials. The day
before the raid, all SIGINT sites and units sup-
porting Adrenalin were alerted to be “especially
watchful for reflections/reaction to U.S. opera-
tions north of 19 [degrees] N with particular

attention being paid to any NVN[______Jfore-
knowledge of the activity.” *°

SA5H-Airborne SIGINT support consisted of
two missions. The first was College Eye, the EC-
121T airframe which was modified to carry the
Rivet Gym equipment, the special quick-discon-
nect SIGINT collection package. Besides the SIG-
INT system, College Eye served as the primary
source for MiIG warnings, using the APX-83
Identification Friend Foe (IFF) gear, which was
capable of interrogating the North Vietnamese
fighter IFF systems."*°

<5758 The other platform was the USAF's
Combat Apple. These aircraft had first appeared
in Southeast Asia in 1967 as the replacement to
the C-130 Commando Lance program. Combat
Apple was flown in the RC-135, which was one of
several military versions of the Boeing 707 com-
mercial jetairliner. The payoff with the RC-135
was its capabilities as an aircraft: speed (500
knots), altitude (30,000 feet and above), and
endurance (twelve hours on station) which
allowed for collection and communications capa-
bilities superior to anything else in the region.
Combat Apple had two missions in support of the
strike group: MiG warning and monitoring the
Task Group’s communications.'®*

(U) The timetable for the operation was

moved up one day because of the approach of
Typhoon Patsy from the west. Patsy had already
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“struck the Philippines on 19 November and

threatened the South China Sea and Gulf of
Tonkin region. The typhoon’s reach could affect
the weather over the ingress route for the aircraft
of the commando group. Clear skies were needed
for the ingress refueling, and there was a need for
moonlight for the assault force once they hit the
POW camp. Besides, if the sea was too choppy,
the navy’s diversionary strike would have to be
cancelled.

+F5r At about nine o'clock (2100G) in the
evening of 20 November, the troops of the strike
force lifted off from Takhli Royal Thai Air Force

-\,
K N
cana S PR \/ J
) N NORTH VIETNAM ‘L CHINA
\ \,
AL
aunm_‘/ g < SON_TAY,
F’"L\

W\ H-2: 40 \
JNAKHON N\ =
fpnanom . :

h-3:20

TAKHLI THAJLAND

N

/

CAMBODIA

(U) Routes of the Son Tay assault force
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Base (RTAFB) in two C-130 transport aircraft.
They arrived at Udorn RTAFB, where they trans-
ferred to the assault force of helicopters. Along
the flight over Laos, they joined with the A-1
escort aircraft, refucled and rode into Son Tay.
The commando teams hit their targets hard and
fast. While local opposition was quickly sup-
pressed by weapons teams on the ground, the res-
cue teams scurried through the POW holding
areas, intent on freeing the captive Americans.

(U) No one was there. The cells were empty;
in fact, the prison had been deserted for some
time. After about thirty minutes on the ground at
Son Tay, the assault teams, empty handed,
reboarded their helicopters and flew back to
Udorn. There were no losses to the ground
assault teams.

“FS8#758 The SIGINT system had performed
nearly flawlessly. The route chosen by the ana-
lysts, designed to evade the North Vietnamese
warning system, was not covered by the North
Vietnamese surveillance. It had been estimated
that the assault force could be detected only when
it was about sixteen minutes away from the
prison camp. In fact, it appears that the force's
helicopters and C-130s were never detected at all.
However, the escort aircraft were picked up.
Without the radar warning, the Vietnamese SAM
and AAA reaction to the raid was sluggish; once in
action, however, it managed to down two of the
escorting F-105G (Wild Weasel) SAM suppres-
sion flights. One aircraft erupted into a ball of
flame; the other managed to limp back to Laos,
where the crew ejected safely and was recov-
ered.'**

5458 One incident during the mission was
memorable, especially as a reflection on SIGINT’s
ability to monitor in detail the North Vietnamese
reaction. While the raid was in progress, Milt
Zaslow was briefing a select group of Defense
Department officials, which included the secre-
tary of defense, the chairman of the JCS, and a
whole slew of general staff officers. Just minutes
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before the assault team went in, an officer rushed
in to the briefing and announced that the Task
Group commander, General Manor, had issued a
MiG warning.

F5/45B-Now Zaslow and the NSA analysts
had estimated that DRV would not be maintain-
ing any jet fighters on night strip alert. This was
based on the disposition of the North Vietnamese
night-qualified pilots, of which none were on
alert. (Hanoi had only fourteen night-qualified
pilots, and of these only two were trained in low-
altitude combat.) The defense group stared at
Zaslow. “No MiGS,” he asserted. After a certainly
uncomfortable five minutes, another officer
entered and canceled the warning.'*

+F5> Actually, there had been a MiG warning,
but it had been a case of mistaken identity. The
crew of one of the assault group’s helicopters had
observed either the A-1 or the F-105 escorts and
mistook them for North Vietnamese MiGs. This
warning was relayed rapidly through the Task
Group's communications. So fast and complete,
in fact, was the warning that within a few min-
utes, the A-1s dropped their ordnance in reaction
to the mistaken warning and assumed a defensive
flight formation.'**

* * * *

+53 Still, despite efforts at painting the raid
with various hues of “success,” it was impossible
for observers to avoid asking the main question:
How had U.S. intelligence failed to note the
removal of the POWs from Son Tay? There was a
subsidiary question as well: Why had North
Vietnamese moved the prisoners in the first
place? In the mission postmortems, the second
question concerned a large segment of the intelli-
gence community. Many believed that the mis-
sion had been tipped to the North Vietnamese.
Colonelﬁ believed that the visit of an
unidentified "caucasian” journalist had spooked
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the North Vietnamese so much that they immedi-
ately moved the POWSs.'%%

€63 Other intelligence suggested that the
camp at Son Tay was not what it seemed to be. In
this case, a North Vietnamese POW claimed that
Son Tay had been a “model camp” and had been
used rarely in the two-and-a-half years prior to
the raid. The Vietnamese prisoner added that the
Americans would be trucked into Son Tay for
publicity sessions with foreign journalists.'®® This
claim was not true, since Son Tay had been hold-
ing American POWs continuously since mid-
1968.

(U) In January 1971, an article in the maga-
zine Human Events claimed that “Hanoi circulat-
ed a warning to key military and civilian defense
units that the U.S. was getting ready to stage a
‘landing’ in North Viet Nam.” '’ The article went
on to claim that NSA had intercepted this mes-
sage, and that it had been broadcast “shortly
after” Defense Secretary Melvin Laird had
approved the formation of the prisoner rescue
unit. The bottom line to this story was that “the
North Vietnamese moves and their timing have
convinced U.S. military intelligence officials there
had to be a leak in U.S. plans.” *°®

(S//8B The problem with this article, like
many other similar stories, was the vagueness of
the claims. An expression like “shortly after,” and
the lack of an actual date of Hanoi’s purported
warning make this charge difficult to assess.
What appears to have been the basis behind the
charge was a SIGINT product issued by NSA that,
in turn, was based on a published translation by
the Army’s 7th Radio Research Field Station at
Ramasun, Thailand. The product detailed a 23
October message passed by an PAVN engineering
unit in eastern Laos, subordinate to Binh Tram
217, to its subordinate units that stated since the
dry season was upon them, they should expect
more enemy commando units to be dropped into
their region. The unit specified a number of
points along the Ho Chi Minh trail complex in

eastern and southeastern Laos which might be
targeted by these teams. The Vietnamese units
were reminded to be on the lookout for
“strangers” and to question anyone, even in a uni-
form, who looked suspicious. This warning was
reported by NSA on 29 October 1970 and was

~“¥5/#58 The problems with this claim, espe-
cially the last statement, were many. For one
thing, as we have seen, the knowledge of the exact
mission of the Task Group was restricted to a few
analysts; collectors and analysts at the various
fixed and mobile intercept missions were not
allowed to know about Adrenalin’s pui'posel |

| |At the same time, such air transport activity
around the town of Son Tay was not unusual
since it was a jet-capable airfield and was host to
a variety of DRV military units and facilities."" Of
course, the most logical question to ask against
this claim would be: Why would the North
Vietnamese fly the prisoners ten miles to another
camp? s
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(U) What had really happened was this: the
POWs at Son Tay were moved to another camp at
Dan Hoi in the middle of July 1970. The reason
for the move simply was that the North
Vietnamese were unwilling to spend the
resources to improve the physical conditions at
Son Tay, which had always been poor, and had
decided to move the prisoners to Dan Hoi camp,
which was both closer to Hanoi and had better
facilities.""* The prisoners were moved by truck.
Trucks and cars were the standard methods of
prisoner transfer in Vietnam. For example, in
May 1972, when the North Vietnamese moved
over a hundred prisoners from Hanoi to a camp
near Cao Bang, nine miles from the Chinese bor-
der, they were packed into a convoy of sixteen
trucks for the two-day, nearly 150-mile (by road)
journey to the new camp.'?

(S) As for the first question as to how the pris-
oner move was missed, the answer, perhaps, lay
in the mentality of the mission planners. In April
1970, the aerial imagery missions over the prison
made by SR-71 aircraft and “Buffalo Hunter”
reconnaissance drones had established the pres-
ence of the POWs. However, over the next seven
months, subsequent imagery missions — twenty
each by the SR-71 and drones — in the region,
which often included Son Tay, showed no POW
presence. For that matter, the imagery missions
failed to reveal the presence of guards or any
other activity, such as cooking fires, laundry lines,
formations, or supply vehicles, associated with
the operation of the prison!"* However, the
absence of any activity at Son Tay seemed never
to have caused the mission planners to question if
the POWs were still there. That the original
imagery may have gone “stale,” especially when
new photos showed no activity at Son Tay,
seemed never to have occurred to the Task Group
planners. The hard question was not asked.
Instead, the planning and training continued,
almost as if the mission had a momentum of its
own regardless of what actually might be the sit-
uation at Son Tay.
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(U) Instead, it was Henry Kissinger, President
Nixon’s national security advisor, who provided
the final assessment of the intelligence failure at
Son Tay. He remarked that “a president, and even
more his security advisor, must take nothing on
faith: they must question every assumption and
probe every alleged fact.”"*®

(U) The operation at Son Tay was a success; it
was just that the patient failed to show up.

(U) The Final Air Battles:

Teaball and SIGINT Support to the
Linebacker Operations,
May-October 1972

(U) Between the complete cessation of Rolling
Thunder in November 1968 and the initiation of
the Linebacker operations in early 1972, both
sides made adjustments to their prevailing oper-
ations and upgraded their weapons and aircraft
inventories. The paths taken by all the principal
elements reveal much about the attitudes towards
tactics, operations, organization, and the integra-
tion of intelligence, especially SIGINT, into air
operations.

+€57/#55 The North Vietnamese entered upon a
gradual increase in the inventory of their air
defense system. They expanded their radar net to
five sectors, each with numerous subsectors, air
surveillance sites, filter centers, and weapons
operations centers. Over two hundred air surveil-
lance and fire control radars operated in North
Vietnam by 1972. In March and October 1968, the

first intercepts in North Vietnam of th

~ |were intercepted- This sys-

tem transmitted the video picture of the video
radar displays to another station, usually some
operating station such as a GCI facility."

(U) Although the number of Hanoi’s jet air-
craf during the period hovered around 250, the
proportion of MiG-21s climbed to about 40 per-
cent. Another jet fighter, the F-6 or Chinese ver-
sion of the Soviet MiG-19 (Farmer), entered
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Hanoi's inventory after 1968. A supersonic, heav-
ilv armed interceptor, it was highly maneuverable
and a potent threat to the bomb-laden U.S. fight-
er bombers.

/85 As the DRV's air defense system
expanded, elements of it crept southward
towards South Vietnam and Laos. A New
Weapons Control Center that had been set up at
Cam Xuyen (1816N 10601E) was detected by SIG-
INT in lale 1970. Missile units were observed
redeploying to the panhandle of North Vietnam.
An outstation of the main air operations net near
the Laotian border became active about the same
time. All of these moves suggested an aggressive
stance towards American air operations near the
border of the DRV and southern Laos.'”
Increasingly, by late 1971 SAM and AAA units
tracked and fired at American reconnaissance air-
craft flying over the portion of the Ho Chi Minh
trail in the panhandle of Laos. Between
November 1971 and January 1972, there were
almost sixty MiG intrusions into Laotian air-
space. American and Vietnamese aircraft clashed
several times in early 1972 with five Viethamese
and one American aircraft shot down.

(U) After Rolling Thunder, the USAF looked
at the lessons of the air campaign and decided
that technical solutions were needed to fix the
problem of the successful MiG attacks. This track
was taken despite an Air Force Weapons Systems
Group study that concluded that, even with all of
the detection systems like the QRC-248 and Rivet
Top that effectively delivered warnings to U.S.
airmen, losses to MiGs had soared at the end of
Rolling Thunder. The Air Force improved its air-
to-air missiles and added new airborne radar
warning systems such as Combat Tree. However,
in terms of training and philosophy, the air com-
mands and weapons schools deemphasized air-
to-air training in favor of ground attacks. Even
the Air Force’s clumsy tactical air combat forma-
tions were not changed."'®
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(U) On the other hand, the U.S. Navy, while
adding new technical upgrades such as the
upgraded Phantom variant, the F-4J, opted for a
complete change in tactics and training. This atti-
tude originated with a document known as the
Ault Report, which asserted that U.S. naval avia-
tors had lost their air-to-air combat skills and
that, for example, problems like the poor missile-
to-hit ratio in early 1968 was attributable to inad-
equate pilot skills. The solution that the Navy
adopted was to open the Navy Fighter Weapons
School — known more popularly as Top Gun — at
Miramar Naval Air Station, California. There
training concentrated totally on dogfighting skills
— F-4 pilots trained against aircraft with MiG-like
flight characteristics. Graduates from Top Gun
would then return to the fleet and train other air
crews. More importantly, and often overlooked,
was that Navy GCI operators trained with their
pilots. The crucial factor for the Navy’s later high
performance against the North Vietnamese was
the working familiarity between the carrier pilots
and their GCI operators.'"

3 The air war would soon restart. On 31
March 1972, under the cover of early spring driz-
zle and fog, three PAVN divisions, supported by
tanks and heavy artillery, crossed the DMZ and
hit the two ARVN divisions stationed in Military
Region I with a whirlwind of steel. This was the
beginning of the communist Easter offensive. The
attacks had been expected by Allied intelligence;
however, the move across the DMZ was a com-
plete surprise, something that most Allied com-
manders believed that Hanoi would avoid so as to
not give Washington an excuse to resume bomb-
ing in the North.'*°

«57755-As for SIGINT, NSA reporting from
late January up to the date of the assault, indicat-
ed that there were major concentrations of regu-
lar North Vietnamese units near the DMZ, in the
Central Highlands in Kontum Province, and in
the Cambodian border region in Tay Ninh
Province. Reports from late March indicated that
PAVN artillery units were positioned near cities
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der into Tay Ninh and Binh Long
Provinces. The North Vietnamese
strategy was simple: win major bat-
tles and seize enough territory to
force Saigon into negotiations. The
ARVN resisted fiercely in some
regions; in others, the government's
military units melted away in the
face of the PAVN attacks.

(U) The deciding factor for
Saigon’s eventual success was
American air support. On 6 April,
President Nixon ordered the
resumption of bombing of North
Vietnam as far north as the twenti-
eth parallel. This aerial campaign,
known as Freedom Train, was
expanded on 8 May into an all-out
attack on the North called
Linebacker 1. Linebacker was
designed as a complete air assault
to isolate North Vietnam from its
supply sources. Unlike Rolling
Thunder, there were few restraints,
smaller restricted zones, and no
incremental phases. All targets were
on the list from the start; there were
no time constraints, and targets
could be hit when tactically neces-

(V) Communist attacks into South Vietnam, March-April 1972

in northern South Vietnamese provinces.’ In
Kontum Province, the B3 Front headquarters had
ten new battalion-size units subordinate to it,
while units near the DMZ were bringing up
artillery.”® Finally, SIGINT detected the North
Vietnamese plan to attack the city of Hue with a
combined arms force of tanks and artillery on 3
April.”*3

(U) Within a few weeks, the next stages of the
North Vietnamese campaign started when more
PAVN divisions moved into the Central
Highlands and from across the Cambodian bor-

~FOP-SECRETHGOMINTIAM-

sary or feasible. The first phase of
Linebacker, Pocket Money, was the
dropping of mines in Haiphong and
other ports that could receive supply shipments.
The 7th Air Force was ordered to hit targets in the
northern areas of Route Packages V and V1 to seal
off the DRV from its supply sources in the PRC.
All air defense facilities, radars, SAM sites, GCI
centers, and airfields were to be bombed.

(U) The United States’ air effort was support-
ed by two GCI systems: the Air Force’s EC-121T,
known as “Disco” for its callword, and Red
Crown, the Navy’s shipborne controllers. Disco
carried radar and the Rivet Gym SIGINT package
and the Rivet Top (QRC-248) warning system.
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The problem with Disco was that the airframe
had to fly slow, distant orbits because of its
radar’s technical limitations, and to stay out of
DRYV interceptor range. Its communications suite
was limited, and MiG warnings to Linebacker
rission aircraft often would be lost in the blizzard
of other radio chatter. The Navy's Red Crown
controller, on the other hand, while still limited in
its radar coverage that was based on board Navy
ships off the coast of the DRV, was augmented by
Naval Security Group contingents that provided
SIGINT support. However, Red Crown’s best
asset remained its GCI controllers. Even the Air
Force pilots recognized this and often preferred
working with Red Crown.'**

5451 When Linebacker started, the USAF,
even with the EC-121T, barely was holding its own
against the MiGs. Losses for May 1972 were bare-
ly in its favor: about 1.5 to 1. Meanwhile, the Navy
pilots, with their superior Red Crown GCI and
Top Gun training, were downing MiGs at a rate of
over 5 to 1. However, by June and July the tables
turned, and the Air Force was almost reeling from
the MiG onslaught. In June, for example, MiG-
21s downed eleven Air Force fighters to a loss of
only three. Far worse for the Air Force, the rare
and critical Pave Knife-equipped F-4s (the laser-
guided ordnance precision targeting system criti-
cal for destroying the extensive bridge system in
North Vietnam) were endangered.'”®> A major
part of the problem was that Disco and Red

Crown could not see MiGs flying at low altitudes -

west of Hanol, a critical staging area from which
to attack missions in Route Packages V and VI.'*¢
Clearly, something had to be done.

~S/#8tr In early July 1972, The Pacific Air
Force (PACAF) appealed to the 7th Air Force for a
better MiG warning system utilizing SIGINT. The
PACAF also wanted the individual warning to be
more useful in that it would include the callsign of
the endangered USAF flight. The commander,
7th Air Force, Lieutenant General John Vogt,
already was on the case. Earlier, he had requested
the NRV to study the problem. The NRV office
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tasked the Special Support Group (SSG), 7th Air
Force, at Tan Son Nhut Air Base, to see what it

could ﬁnd.l

[The team discovered that the

North Vietnamese radar operators originated
azimuth and range reports of MiG flights, which
were then passed to Hanoi’s GCI controllers.
These data were passed over upper HF and lower
VHF voice links which could be collected only by
the Olympic Torch U-2 flights. The intercepted,
live communications could be relayed by radio

downlink to a ground site for processing|
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<S87#85 For General Vogt and others, the cen-
tral issue was getting this SIGINT directly to the
Linebacker controllers instead of the old method
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of filtering through the TACC-NS, which had
always created too much of a time lag. Over the
years the Air Force Security Service had tried to
sell the Air Force on the concept of direct support,
similar to the system that the ASA used to push
ARDF results directly to the Army ground tactical
commanders. However, from as early as 1966, the
regular Air Force had retained control of the dis-
semination of such warning data from SIGINT

sources.'?®

—5/68 A second aspect of the emerging con-
cept was General Vogt’s desire to use the SIGINT
for more than just air warnings. He wanted to
base counter-air operations on it, that is, to use
SIGINT to target North Vietnamese jets for
attacks by the MiG combat air patrol (MiGCAP).
He considered the idea of shooting down MiGs
would offer better protection to his strike aircraft.
In essence, Vogt was demanding “a whole new
ballgame” for SIGINT. This new approach was
agreed to by the DIRNSA, Admiral Gayler."*® On
14 July, a team was dispatched from Fort Meade
to Saigon for a planning conference. On this team
were | | the intelli-
gence planner for the Son Tay raid, and Delmar

Lang, who had extensive experience in organizing:

a similar system during the Korean War.

on the plan. Teaball, as it was called (actually,
Teaball was the ground callsign for the Olympic
Torch mission), would be housed in a Teaball
Weapons Control Center (TWCC), a portable van
right next to the ones housing the downlink for
Olympic Torch. The intercept operators would
use a secure hotline (a KY-3 secure communica-
tions link) to pass the North Vietnamese tracking
and other useful intercept directly to the con-
troller.

-GS#S‘I-)-l I ‘the team began to.

assemble the Control Center)

|supplied the van from\

| jand briefed the meeting .

resources and the Air Force Communications
Service installed the radio packages. For two
weeks, the team labored to bring Teaball on line.
There were severe communications problems
with the complicated links connecting the Teaball
center with the various other control centers, air-
borne and ground-based. There were also reser-
vations on the near exclusive reliance on the
Olympic Torch mission. Some Air Force officers
believed that the Combat Apple mission, which
had a history of MiG warning support to the Disco
airborne controller, should be a major collector
for Teaball. However, neither Disco, even with
Rivet Gym, nor Combat Apple was configured to

EO

(V) The
v-2
SIGINT-
configured
Olympic
Torch
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plot the tracking information.’® Yet, this issue of

primary intercept platform would be revisited.

8758 More problems plagued Teaball. The
main communications platform, an Air Force KC-
135 radio relay aircraft, known by its callword,
Luzon, had to have its operating altitude changed
in order to include all of the stations on the net-
work. The mission orbits of both Combat Apple

and Olympic Torch had to be reconfigured from
I:J_‘;to out in the Tonkin Gulf. Plans to
put Linebacker operations on a twenty-four-hour

tempo threatened to wear out the meager supply
of AFSS linguisis and analysts available to man
the airborne missions and the TWCC.'*!

—£5/+488-Teaball finally was rcady for opera-
tions on 29 July when it was supposed to support
a scheduled Linebacker operation. However,
General Vogt held back his approval until 31 July.
Even then, there was a hold-up as the many
teething problems mentioned above were ironed
out. In the meantime, Teaball personnel worked
only when an Olympic Torch mission was in orbit
during a Linebacker operation, and, then, they
did work only on post-strike summaries."** At the
same time, an evaluation of the time needed to
pass the warnings to the MiGCAP aircraft
through Disco showed that it still was taking too
long to get the messages through the system. The
downlink from Olympic Torch proved more frag-
ile than anticipated and failed several times.
When that collection mission was not up, the

backup communications between Combat Apple
i}were inadequate — a single KY-8 secure

voice UHF link that could not handle the infor-
mation flow. That being the case, Combat Apple
communicated its SIGINT take directly to Disco
while the Teaball center was left out of loop.**

S/ Teaball finally worked its first
Linebacker mission on 15 August, but the results
were termed “marginal” since the offensive por-
tion of it did not operate. Two days later, MiGs
were scrambled from Phuc Yen and Gia Lam, but
their pilots broke off an attack as the F-4 MiGCAP

was vectored at them. Contrary to some claims,
the North Vietnamese did not order a stand-
down of all air operations after the first Teaball
involvement in a Lincbacker mission.”®* They
continued to fly intercept missions.

5458 The communications problems, both
technical and procedural, still vexed the workings
of Teaball with the rest of the air battle control
system. On 22 August, 7th Air Force issued new
rules of control designed to clear up the confu-
S101:

Seventh Air Force first made Disco responsible
for controlling the three MiGCAP missions -
ingress MiGCAP, mission MiGCAP, and egress
MiGCAP - when there were no MiGs airborne,
but when MiGs were airborne, Teaball took
over, controlling the MiGCAP with Disco as a
backup. (Disco and Red Crown were designat-
ed as back up control centers when Teaball
communications failed.} Red Crown controlled
all the strike, chaff, and escort forces, and
Teaball could warn these forces on Guard [fre-
quencies] if they were being attacked. Red
Crown could also give warnings to the MiGCAP
(who were not on their radio frequency) on
Guard if they were being attacked.

While Teaball controlled the MiGCAP, Disco
could, with a consistent QRC-248 IFI radar
contact on a MiG, take over control if Teaball
chose to pass it. Additionally, if Teaball went
down, Disco took over; if both were down, then

Red Crown would take over.'>®

€5/58-These new rules did nothing to fix the
problem. Graphically, the entire Linebacker
warning and control communications system
resembled a multiheaded thing. The number of
controllers and the problem of communications
efficiency often left the Air Force crews confused
over who was in charge. When part of the system
failed, as it often did, the gap between the loss of
one controller, Teaball, and the appearance of the
backup could leave pilots without any support
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(V) The Teaball, Disco, Red Crown warning and control communications system (Source: Marshall L. Michel 111,
Clashes: Air Combat over North Vietnam 1965-1972 (Annapolis, MD: Naval Institute Press, 1997))

during critical parts of a Linebacker mission. For
example, this happened on 26 August when
Teaball assumed control of a MiGCAP from the
Red Crown controller. As the F-4s were vectored
against the MiGs, the Teaball system failed. By
the time Red Crown resumed control, one of the
Phantoms was a fireball falling into the sea, and
the MiGs got away."*

€8/75H-Was Teaball a success? Claims for its
impact have been put forward by its originators.
General Vogt stated that the shootdown ratio
changed dramatically: “With the advent of
Teaball, we dramatically reversed this [loss-to-
victory-ratio] . . . during Linebacker we were
shooting down the enemy at the rate of four to
one. Same airplane, same environment, same tac-
tics; largely [the] difference [was] Teaball.”*®”
i:who helped design the system,

" made much the same claims for Teaball’s effec-

specifically the Teaball Control Center’s direction
of the MiGCAP."*’

57458 There was little doubt that the SIGINT
portion of Teaball was collecting valuable intelli-
gence. From the very beginning of Teaball, the
Security Service personnel sitting the collection
positions were getting the live intercept via a
radio downlink from Olympic Torch. Thev were
able to extract the azimuth tracking passed from
the communist radar sites to the North
Vietnamese GCI controllers. When Hanoi's air
staff realized the Americans were listening in,
they adopted changes to their procedures.
attempting to disguise their operations. They
tried new, special codewords to cover maneuver-
ing, position reports, scrambles, return to base, as
well as changing pilot and controller callsigns.
But all of these changes and subterfuges were
quickly recovered and exploited| |

" tiveness."*® So did the history]

| |

|Even efforts at deception

| Jwhich added that fourteen of
the nineteen MiGs kills dating from 1 August
could be traced directly to Teaball operations,

85-3

and complete radio silence during MiG scrambles
were quickly seen through by the linguists and
analysts at the TWCC.'*!
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+5/58 The main problem with Teaball
resided in the command and control aspects of its
operations. Teaball was totally reliant an the
error-free functioning of its communications sys-
tems. If the downlink from the U-2 Olympic
Torch failed, or the link between the TWCC and
the KC-135 relay aircraft, Luzon, went out, then a
scramble began to reassign control to either Disco
or Red Crown. If Teaball failed, then these two
controllers had to fall back on their own SIGINT
sources of warning. Even if the system worked,
the number of relays slowed down the transfer of
the warning data anywhere from one to five min-
utes.'*? In addition, the information from Teaball
did not always agree with other sources; in fact, it
could be wrong, as Red Crown controllers would
complain.'*

5451 By mid-September, the continued
faulty operations of Teaball forced another meet-
ing of the air commanders to attempt yet another
time to straighten out the rules for control of the
MiGCAP. The 7th Air Force and Task Force 77
representatives met in Saigon on 11 September to
iron out the jurisdictional disputes over control of
the MiGCAPs. Two points emerged: (1) Disco
took control of all Chaff escort, Strike Force, and
Strike Escort elements of a Linebacker operation;
(2) Red Crown would replace Disco as the gener-
al MiGCAP control, but when MiGs were active
Teaball would take over. However, the last point
was modified by giving Red Crown control when
it had the complete air situation and could posi-
tively direct a MiG intercept."** This concession
to Red Crown was hardly a ringing endorsement
for Teaball! At this point, the best that could be
said for Teaball comes from the USAFSS history
of the project, which stated that “the operation
really was not impressive; and successes were
sporadic. Actually, there was no firm proof that
the concept was working.” **°

€5/#SH The communications problem would
never be solved during the life of Teaball. The Air
Force considered a number of options to fix it.
One idea, spun off the proposal to add the inter-

cept positions of the 6924th Security Squadron at
Ramasun Station and/or Combat Apple to direct
support, led to the proposal of supporting
Linebacker through the College Eye mission. This
fell through when the Strategic Air Command
could not supply the necessary UHF radio equip-
ment. Alternate communications relay aircraft
were experimented with, but they proved no
more capable of handling the message load than
Luzon. 4

<S7/81r It could be argued that the only thing
that mattered was that the loss ratio shifted heav-
ily in favor of the Americans and that Teaball
solely was responsible for this. On the surface,
such an argument seems valid. However, even
those numbers have to be qualified. In fact, fewer
MiGs were shot down during the period Teaball
was active than during the comparable pre-
Teaball period - nineteen after Teaball compared
to twenty-four prior to Teaball operations. What
was happening in the air was that fewer American
strike aircraft were being shot down; but, remem-
ber, Teaball supported only the MiGCAP. Disco
controlled the strike portions of Linebacker mis-
sion.

(U) If one counts the U.S. Navy’s score, then
another consideration must be made. The Navy
pilots shot down MiGs at a 5.5:1 ratio before
Teaball became operational, compared to the Air
Force’s ratio of 1.3:1. What made the Navy so
effective during Linebacker was the integration of
all naval air intelligence and command and con-
trol functions with the Red Crown controller. In
August, Red Crown could claim to have downed
twelve MiGs while USAF pilots under Teaball
control could claim only one. So effective was Red
Crown, that Air Force pilots preferred to use it
instead of Disco or Teaball.'*’

-5/+51 If Teaball was not a clear-cut success,
was it really so ineffective? Looking at the Teaball

After Action Reports
| fcan give an

idea of the level of effectiveness and the combat

EO 1.4. (c)
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environment in which it operated. First of all,
usually more than one Linebacker mission a day
was staged. But the missions followed one anoth-
er, so that the Teaball system was active from the
beginning to the end of them all, often opera-
tional for as long as eight hours. Of the thirty-six
days of Linebacker missions, Teaball could claim
totally error-free operations for only 53 percent of
the time (nineteen days). In the other 47 percent,
Teaball suffered partial to total degradation of the
system: Olympic Torch was inoperable or inef-
fective (out of position or poor weather) on six
days, while radio relay problems plagued Teaball
on twelve days. On two days, both Olympic Torch
and communications relay difficulties
occurred."®

<S7#SH The Teaball system seldom operated
in a heavy combat environment. Despite the
image of “wall-to-wall” MiGs that some pilots
have claimed (which may have been caused by
the continuous repeat and relay of initial MiG
warnings), on only one day during this period
were there more than four MiGs active (8
September). In fact, of forty-four Linebacker mis-
sions listed in the reports, 43 percent saw only
two MiGs react, while 36 percent had no MiG
reaction. In only 18 percent of the missions were
there four MiGs opposing the Americans. On
three days when there were no MiGs, the
Vietnamese attempted to “spoof” the Americans
with communications simulating MiG activity.'*

(U) In the end, Teaball proved to be a most
modest success. Its claims for superiority have to
be balanced against Vogt's stated second major
objective to help “shoot down MiGs.” An Air
Force study of the Linebacker operation, called
Red Baron 11l found a multitude of deficiencies
in Teaball: shortage of personnel with experience
and the necessary security clearances, a depend-
ency on radio relay aircraft, lack of automated
display equipment, vulnerability to UHF jam-
ming, a dependency on outside agencies for infor-
mation, changes in procedures which confused
aircrews, and security requirements which pre-
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vented them from grasping the significance and
validity of the information passed to them.'”®

* * * *

(U) While the MiG and Phantom pilots flung
themselves at each other over the skies of North
Vietnam, negotiations continued in Paris
between Henry Kissinger and Le Duc Tho for the
possible peace settlement. By early October,
rumors out of Paris indicated that Washington
and Hanoi were close to a breakthrough: that the
countries would arrange for a cease-fire and leave
the political settlement to the two Vietnams
through the agency of a “National Council of
Reconciliation.” By the middle of the month,
Kissinger claimed that peace “may be at hand.”
The bombing of North Vietnam shifted to below
the twentieth parallel. Attention focused on the
travels of Henry Kissinger from Washington to
Paris to Saigon as he tried to herd both Vietnams
into the corrals of peace. However, there would be
one more gasp of the air war in December 1972
before “peace” was finally achieved.

~57/58 For SIGINT, its ability to support the
air war over those seven years was something of a
disappointment. The expressed ambition of
“extending” the reach of radar was seldom met.
Hammock, Ironhorse, and Teaball, all, to a
degree, managed to provide coverage of Hanoi's
air defense system that could supplement the
radar coverage of controllers in the EC-121s, on
Monkey Mountain, and on board the PIRAZ
ships. Yet, the studies of Hammock, Ironhorse,
and ancillary SIGINT systems such as the QRC-
248 and Rivet Gym, indicated that the North
Vietnamese could find a way(s) to counter
American SIGINT through the application of var-
ious operational security measures or deception
practices. The losses incurred by U.S. aircraft
during the months before Rolling Thunder’s ter-
mination aptly illustrated this situation.

5488 Teaball, on the other hand, was able to
overcome North Vietnamese countermeasures,
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such as deception and changes in communica-
tions procedures. This was due, in large measure,
to the ability of individual intercept operators and
analysts in detecting them. Furthermore, the
impressive exactitude in targeting those critical
North Vietnamese communications that tipped
off MiG activity was equally important. There was
little that the DRV air defense personnel could do
to overcome the vulnerabilities in their MiG com-
mand and control system: the flights of the MiGs
had to be tipped off to the SAM batterics, and the
MiGs could not operate without the direction
from tactical air communications. The true
strength and value of Teaball was the SIGINT
coverage it provided. However, Teaball remained
vulnerable to the two problems that plagued SIG-
INT support throughout the air war: administra-
tive strictures and technical difficulties with the
command, control, and communications system.

<€87/781t> Both problems affected how the SIG-
INT could get to the pilots. Administrative
restrictions, employed by both the regular Air
Force and the cryptologists, kept ephemeral tacti-
cal SIGINT information from arriving in a timely
manner, if at all. By the time Teaball had arrived,
the shortcoming of these limitations had been
realized by both the Air Force and NSA, though
their influence did not completely fade.

=€5//58-The larger, and ultimately intractable,
problem for SIGINT was that of the faulty C3. In
1965 Hammock, even without the need for saniti-
zation of the SIGINT, could supply information
only in a matter of several minutes. By the time of
Teaball in 1972, even though the times had
improved dramatically, the C3 shortcomings
were still paramount. The kluge of systems that
constituted Teaball left too many points of failure
~— it was completely down or degraded 47 percent
of the time. The only saving grace for American
pilots was that the individual control systems,
such as Disco and Red Crown, could operate indi-
vidually and effectively even when Teaball was
out of commission.

(U} As long as the delivery of SIGINT infor-
mation to the pilots was limited, either through
administrative or technical barriers, the best it
could be was as an adjunct to the air war. The
larger problem of an effective C3I system for air
combat would be solved in a few vears with the
arrival of the E-3A (Sentry) Airborne Warning
and Control System (AWACS) aircraft. What this
single platform did was to remove all intermedi-
ate steps in the control of air combat. [ts presence
could nearly guarantee complete air supremacy,
as the examples over Lebanon and the Persian
Gulf illustrated. No longer would several systems
compete for control of a campaign. The ridiculous
example of Teaball and Red Crown controllers
bumping each other off of the command frequen-
cy as the air situation changed would become a
thing of memory.
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(U) Third Interlude: “Who’ll Stop the Rain?”
America Enters the Ground War, 1965-1967

s ! b

(V) Soldiers of a forward di

Lok .
. :
L e,
T

(U) The beginning of Rolling Thunder in
March 1965 forced a new demand on the
American command in Vietnam: air base securi-
ty. The mortar and sapper attack against Pleiku in
early February 1965 illustrated only too well the
communist capability to harass operations at the
vulnerable airfields, especially the big ones at
Danang and Cam Ranh Bay. To provide the nec-
essary security required a larger ground force ele-
ment. ARVN forces were considered inadequate
to meet both this task and to counter the commu-
nist military onslaught. The solution was for
American troops to guard the air bases and other
installations. This would free up the ARVN to bat-
tle the Viet Cong units in the field.

rection finding site at an unidentified fire base, 1968

(U) Sending in American ground troops was
an option not sought eagerly by Washington.
However, the political and military situations in
South Vietnam appeared to be on the verge of a
collapse. The successive Saigon regimes under
General Khanh and Marshall Nguyen Cao Ky
seemed incapable of handling the military strug-
gle with the Viet Cong, and, only barely, had
defeated the large-scale, countrywide opposition
from the Buddhists. Rolling Thunder was not
having the desired result of stiffening Saigon’s
spine. Neither did the bombing seem to lessen
Hanoi's will to continue the struggle in the South.
In March 1965, General Westmoreland had antic-
ipated the problem and had cabled President
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Johnson that the time had come “to put our own
finger in the dike.

1

(V) General William Westmoreland visits the
8th RRFS at Phu Bai.

(U) On 8 March, the first of 3,500 marines
landed to protect the air base at Danang and
the ASA field site at Phu Bai. It had been hoped
that this would suffice, but within a week
Westmoreland demanded more troops. The
marines themselves chafed at perimeter patrols
and extended their patrols into the surrounding
countryside. The inevitable clashes with commu-
nist forces ensued. Westmoreland and the Joint
Chiefs of Staff recommended that two ground
divisions be sent to South Vietnam.? In late July,
Secretary of Defense McNamara returned from
South Vietnam with the recommendation that the
U.S. expand its military pressure on the ground
and in the air so that Saigon could survive. He
recommended sending in 175,000 troops.?
Johnson now had to decide to which side of the
flooding stream of the Vietnam problem he would
jump.

(U) On 28 July, LBJ made his decision to
commit U.S. combat formations to the war. The
choice to intervene was a complex one and
involved political concerns about continued sup-
port for the president’s Great Society programs.
There were also the background pressures

(U) Marines landing on Danang's beaches
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brought on by Cold War imperatives and concur-
rent fears about the possible global expansion of
communism. However, it must be remembered
that virtually all of the administration in
Washington, military and civilian, supported the
military buildup. Public opinion supported the
overall conduct of the war by a wide margin.
However, the polls were divided about sending in
troops. Before the July decision, less than half of
those polled favored sending in more troops. The
rest were divided between uncertainty and oppo-
sition.* At this juncture, Americans were unsure
where this next escalation would take the coun-

try.

{U) Even before the first American soldiers
had set foot on Danang’s beaches, General
Westmoreland had conceived along-term strate-
gy to win the war. First, he would deploy the
American troops to protect the constellation of
American air bases and supply centers sprinkled
along the coast and around Saigon. At the same
time, he would commit U.S. troops to stop the
communist troops from taking the Central
Highlands and swecping to the sea, thus cutting
the country in half. Finally, once he had accumu-
lated enough mobile forces and the bases were
secure, he would initiate a series of large-scale
search-and-destroy operations in which the vast-
ly superior mobility and firepower of American
forces could be brought down on the Viet Cong
and North Vietnamese forces that might stand
and fight.

(U) At the same time, the air war continued in
the North and along the Ho Chi Minh Trail. It was
believed that Rolling Thunder would ruin Hanoi’s
system of supply and reinforcement, and thereby
help American forces in the South. Meanwhile, a
Joint military and civilian pacification program
was started, mostly in the regions to the north of
the country controlled by the marines who had
favored the approach, which was supposed to
eradicate the communist presence. Under
American tutelage and supervision, Saigon could

TOP-SEERETHEOMNFAG-

regain control of the rural population and coun-
tryside from the communists.

(U) All of these programs would take time to
show results. By the end of 1965, there were
184,000 American troops in South Vietnam. By
1966, the buildup reached 385,000 soldiers,
sailors, marines, and airmen. By the end of 1967,
about a half million Americans were in South
Vietham. A million tons of supplies a month
rolled into South Vietnam to supply the gigantic
military machine that was running in high gear.
The war was on in earnest. The number of com-
bat formations of the United States and other
countries would fill the map of South Vietnam.

(U) Propping Up the Domino:
American Cryptology Enters a
Wider War

(U) As the American forces began to pour in,
so did the SIGINT elements neceded to support
them. The various Service Cryptologic Agencies
committed units and personnel to man the field
stations and support the combat units there.
What had begun in 1961 as a small-scale advisory
and SIGINT support mission would, like the over-
all intervention, grow into a large multiservice
and multination effort.

(U) The Army Security Agency

(U) The Army Security Agency had, by far, the
largest number of personnel committed to the
struggle, perhaps as much as a fifth of its entire
worldwide strength would be stationed in
Indochina. A number of ASA direct support units
would arrive with their host Army formations.
The Army field stations in Vietnam would multi-
ply and expand. This would be especially true for
the site at Phu Bali.

€558 On 1 November 1964, the field station
at Phu Bai was redesignated the 8th Radio
Research Unit (later, Phu Bai was designated the
8th RRFS). The need to expand Phu Bai’s opera-
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tions was obvious as the scope of communist
communications far exceeded the station’s cur-
rent ability to collect and exploit them. The inter-
cept target list assigned to Phu Bai grew almost
exponentially during the year. And it was not just
the intercept problem which was getting to be too
much; the networks and cryptographic systems of
the North Vietnamese and the Viet Cong had
grown more complex. There was a greater nation-

al interest inl

fthe Chinese military presence
in the DRV and Laos. Washington and Saigon
were asking questions like, Would the Chinese
increase their presence, and would it affect the
course of the war?

«€577SH In the same month, the commanding
genceral, ASA (CGUSASA), ordered ASA field sites
and missions from around the world to transfer
equipment and personnel to Phu Bai to augment
its mission. Over fifty manual morse and
radiotelephone intercept positions were shipped
to Phu Bai from ASA sites and facilities around

(V) Aerial view of the 8th RRFS, March 1965. The ARVN

E0.1.4. (c)

the world,|

{ [This augmentation was needed if
Phu Bai was to achieve its targeted complement
of 100 positions. By the end of 1965, the 8th
RRFS was the largest U.S. SIGINT station in the
world in terms of intercept positions.® Its mission
included a far-ranging list of targets and modes of
transmission| dedicated to
collection against North Vietnamese communica-
tions. Over 800 ASA personnel were needed to
man the site in 1967. This number would grow to
almost 1,100 by late 1968, the high point of the
American presence. With such a rapid growth,
standard construction routines would not have
the base ready for operations. While the perma-
nent structures went up, ASA flew in a number of
prefabricated units, including a number of pre-
engineered vans to stand in place.”

555 Phu Bai’s resources came under a
jurisdictional squabble between the NSAPAC rep-
resentative, Vietnam (NRV) and the ASA. In late
1965, the NRV in Saigon used its pre-emptive
authority to take over some of Phu Bai’s intercept

” - w"vv .

secutity force compound

o

is to the right; the airstrip is in the background.
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positions in support of monitoring the effects of
the B-52 Arc Light raids in South Vietnam and
the strikes against targets along the Ho Chi Minh
Trail. Apparently, the NRV had the authority to
do this, but the disruption to Phu Bai’s operations
was so great that Headquarters ASA Pacific
requested the CGUSASA to settle the problem
with DIRNSA. ASA believed that the NSA
Representative, Vietnam, could preempt only
those positions under his collection mandate,
whereas the NRV had been taking control of any
position at the field site regardless of its tasking
authority or priority mission. Eventually, a com-
promise was reached in that the NRV had to pro-
vide sufficient advance notice of the time and area
of the Arc Light missions so that Phu Bai could
reconfigure collection so as to avoid losing valu-
able intercept from previously assigned, priority
missions.®

<5/#51H A new intercept site or, to be more
precise, an old site, at Pleiku in the Central High-
lands, was reopened under ASA auspices. Earlier,
Pleiku had been the location of the initial marine
COMINT site in Vietnam for a year before it rede-
ployed to Phu Bai. In the meantime, an outstation
of the Whitebirch D/F network had been located
there. By 1966, the ASA had fully reestablished
the site with a potential for thirty intercept posi-
tions to cover manual morse, voice, and teleprint-
er communications. The 330th Radio Research
Company (RRC), subordinate to the 313th ASA
Battalion, was assigned to Pleiku (USM-604).
Pleiku’s responsibility was COMINT support to
allied forces in the IT Corps operating area, which
encompassed the Central Highlands of South
Vietnam from Kontum Province south to Binh
Tuy Province. Pleiku was also the collection man-
agement authority (CMA) for all American DSUs
assigned to the region.

54458 The third member of the ASA field
station constellation was the venerable site in
Saigon. By 1963, this outfit, then the 82nd Special
Operations Unit, had gone a long way from the
primitive days when analysts used empty crates

- an

(V) Traffic analysis in the carly days at Pleiku

for chairs and operated out of old run-down
hangars at Tan Son Nhut. Soon, it moved into the
Whitebirch operations area and was renamed the
3rd RRU. There it shared its mission with the D/F
project. The 3rd RRU often was assigned the lead
in new endeavors by ASA in Vietnam.

| This involved some of

its personnel redeploying to monitoring sites in
the northern part of South Vietnam and in air-
craft.” ‘

€57/#5H By 1966, the 3rd RRU was targeting
primarily Viet Cong communications in the
southern regions ot South Vietnam, It assumed
oversight of intercept performed by the aerial
platforms of the ASA’s 156th Aviation Company
(USM-624D) assigned to Can Tho. The 3rd also
absorbed the resources of the 335th RRC, the
DSU belonging to the U.S. 9th Infantry Division,
which operated in the Mekong Delta.

EO 1.4. {(c)
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—tS7781) By the end of 1966, the 3rd RRU was
redesignated the 175th RRC and placed under the
direct control of the ASA command in Vietnam,
the 509th ASA Group. The field station had the
major coverage of the Viet Cong communications
networks in the Saigon and Mekong Delta
regions. By early 1967, the 175th was slated to
move out of the Whitebirch operations area to
Bien Hoa Air Base just outside of Saigon. The
move was accomplished in two steps. Mobile vans
from the AFSS were flown into Bien Hoa and set
up. When they were ready, the personnel packed
up their personal belongings and technical mate-
rial into trucks and drove the short distance to the
air base. Within a few hours, the new site was up
and running,

€558 With three field sites, the ASA head-
quarters in Vietnam had to redefine the areas of
responsibility in the areas of collection manage-
ment and mission if the stations were to avoid
inefficient collection and duplicative intercept
and analytic work. In the early 1960s, the station
at Tan Son Nhut in Saigon was responsible for
collection management and reporting for all of
the South Vietnam. However, by late 1966, with
the arrival of numerous DSUs, the situation had
gotten more complex. The support units proved
to be extremely effective at their jobs, but the
overall effort suffered from coverage duplication
and an uncoordinated response to the increasing-
ly complex VC communications system.'®

€5/58 ASA headquarters assigned the con-
trol of the DSUs to Saigon, but the remote units in
the Central Highlands and near the DMZ were
passed over to the 8th RRFS for supervision. This
proved to be an interim measure. Eventually, the
ASA chose to divide, along geographic regions,
the responsibility for control of tasking and pro-
cessing by the DSUs to the 8th RRFS and two
ASA battalions, the 303rd ASA Battalion at Long
Binh, and the 313th ASA Battalion at Nha Trang.
All collection, processing, and reporting efforts at
all of the DSUs and stations were now coordinat-
ed through the three management authorities. By
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1967, the system was further refined when the
two ASA battalions ceded SIGINT operations to
their subordinate companies while retaining the
administrative functions.

€8778D Phu Bai was responsible for commu-
nist communications near the DMZ, the two
provinces south of it (Thua Thien and Quang Tri),
and all of Hanoi’s military communications with
its major commands in the South. The 303rd ASA
Battalion handled all communist communica-
tions in the provinces around Saigon south into
the Mekong Delta - equivalent to the VC military
regions VI through IX. The 313th at Nha Trang
was responsible for all communist activity in the
Central Highlands from Quang Nam province
south to Dar Lac.

“5/55-The major reason for all of these reor-
ganizations was the arrival of the numerous ASA
DSUs from 1965 through 1967. These support
units were configured to optimize the collection
of tactical voice communications. The basic unit
was a company which supported an army divi-
sion. Detachments would be formed from the
company to support the brigades or regiments of
a division. Independent army brigades carried
their own ASA detachments, such as the 404th
RR Detachment which was attached to the 173rd
Airborne Brigade.

5458 Each company carried a complement
of five vehicle-mounted mobile intercept posi-
tions, known as a MRPV, and five man-pack voice
intercept equipments, known as a RTPV. Each
MRPYV consisted of two HF/VHF intercept posi-
tions, with a R-392 {HF) and R-744 (VHF)
receivers, and a PRD-1 SRDF equipment. Thesc
companies could break down further to form
detachments which consisted of three MRPVs
and three RTPVs. Because of the predominance
of communist HF manual morse communica-
tions, and the concurrent scarcity of voice com-
munications, the companies removed two HF
positions from the mobile elements and created a
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semifixed intercept site in the host unit base
camp.

5
o

e 407th RRD mans an

from t

( U A solci

AN/PRD-1 short range direction finding position
in a field of elephant grass.

£545H-When the host unit, either a division
or independent brigade, deployed to the field, it
usually did so in brigade or battalion-sized for-
mations, more often the latter. This deployed unit
moved out from its base camp and could stay in
the field for several weeks. To support the
deployed unit, the DSU would create a mobile ele-
ment, which would be transported by helicopter
to the host unit's command post. This DSU
detachment would provide air-to-ground com-
munications for any ARDF aircraft supporting
the operation, a ground-based SRDF capability
(with the PRD-1), and limited manual morse (and
later voice) intercept. Sometimes, the PRD-1
would be loaded on board a helicopter in a kind of
quick-fix D/F capability. Generally, company-
sized DSUs operated four “stabilized,” that is,
semifixed, positions from its base camp, while
one position was in a mobile configuration.
Detachments, as a practice, kept two positions in
a base camp and one free for mobile operations.

~87781 The first ASA DSU arrived in South
Vietnam in June 1965. This was the 404th Radio
Research Detachment in support of the 173rd
Airborne Brigade. The table on the next page is a
list, though not necessarily complete, of ASA
direct support units which arrived in South
Vietnam
between
June 1665
and July
1968.

(V) Aerial
view of base for
337th RRC,
Di An, the

& DsU for the
Bl U.S. 15t Infantry
Division

Page 290 ~TOP-SECRETHCOMINTI Xt



RN b

(V) Heliborne SRDF with PRD-1 unit attached to starboard side of the craft

€575t} Table of ASA direct support units, 1965-1968. (Key: HHC: Headquarters and Headquarters Company; RRC:
Radio Research Company; RRB: Radio Research Battalion; RRD: Radio Research Detachment; Avn: Aviation;
SOD: Special Operations Detachment)

Arrival Date, RVN  Unit Designator USM No. Supported Command
12/06/65 404th RRD 628 1734 Abn Bde
24/07/65 406th RRD 630 lst Bde, 101lst Abn Div
03/08/65 337th RRC 629 1st Inf Div
16/09/65 371st RRC 631 1st Cav Div
24/01/66 372nd RRC 633 25th Inf Div
09/04/66 313th RRB (HHC) 613 I FFV
09/04/66 303rd RRB (HHC) 614 II FFV
01/06/66 244th RRB (Avn) 624 MACV
01/06/66 138th RRC (Avn) 624A I CTZ
01/06/66 144th RRC (Avn) 624B 1T CTZ
01/06/66 146th RRC (Avn) 624C III CTZ
01/06/66 156th RRC (Avn) 624D IV CTZ
03/08/66 408th RRD 617 196th Lt Inf Bde
10/08/66 330th RRC 604 I FFV
26/08/66 374th RRC 634 4th Inf Div
08/09/66 409th RRD 636 11th ACR
18/10/66 403RD RR (SOD) 653 5th SF Gp
18/12/66 856th RRD 616 199th Lt Inf Bde
12/01/67 335th RRC 615 9th Inf Div
25/09/67 328th RRC 649 23rd Inf Div
18/11/67 265th RRC 604 101 Abn Div (Airmobile)
25/07/68 407th RRD 645 5th Mech Div
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(U) The Naval Seéurity Group

<€S7781 Personnel from the Naval Security
Group arrived in force in Southeast Asia after the
Gulf of Tonkin crisis. The Naval Security Group
presence in South Vietnam was never as large as
the Army and Air Force cryptologic agencies.
Since NSG’s primary theater mission was tactical
support to naval and marine elements, only a few
units were needed. The Security Group’s major
field station was not even on the Indo(’:'h_ina land-
mass. It was located at. the. Naval
Communications Station (NAVCOMMSTA) at
San Miguel, Luzon Island, in the Philippines. Up
to 1964, San Miguel was the only major ground
site for the navy’s cryptologists. It collected the

communications from a wide range of countries;

but emphasized those of North Vietnam] |
San Miguel was also

the source of naval cryptologic DSUs which were
assigned to carrier task groups, and later to the
Desoto patrols.

574585 In response to the crisis and buildup

in Vietnam in later 1964, the Security Group

established a small field site at Phu Bai, South
Vietnam (USN-27J), to optimize coverage of the
naval activity in the Gulf of Tonkin. At first, Phu

 Bai supplemented San Miguel’s coverage of the

region, but by April 1965 it had assumed respon-

sibility for the DRV[_____ Inaval targets. The
Philippines station continued to cover
the Gulf of Tonkin. It also

enlarged its support to ongoing naval and naval
air operations in Southeast Asia. San Miguel pro-
vided as many as seventy-five navy personnel for
DSU duty with the carriers, search and rescue
units, air defense, and support to naval air strikes
that were part of the Rolling Thunder campaign
against North Vietnam.

€S877SH- Finally, San Miguel provided the
“back seat” air crews aboard the navy’s aerial SIG-
INT collection missions, This included the navy's

large support platform, Big Look (EC-121M), and

the smaller Wee Look (FA-3B) mission,

By October 1965 they had redeployed to Danang.
Their main mission was not unlike that of their
Air Force opposites: SAM and MiG threat warn-

ing support to Task Force 77 strikes from the Gulf

of Tonkin. The Big Look aircraft featured the
Brigand ELINT system, which had the capability

|

. _of locating SAM radar sitesJ
| fl‘he intercept was processed after the mis-

sion landed at Danang."'

Page 292




454488 Even with the rapid increase of SIG-
INT personnel throughout the region, there were
still currents of concern at commands, such as
CINCPAC, over the “risky” locations of some field
sites in Vietnam, especially Phu Bai with its con-
centration of SIGINT facilities and personnel, as
well as a lack of flexibility in meeting communist
communications changes. One solution to both
concerns was put forward by CINCPACFLT in
February 1965 when it suggested that two techni-
cal research ships (TRS) be transferred to the
waters near Indochina.

“«F5+H5H The recommendation was taken to
the United States Intelligence Board in April
1965. Both DIA and NSA favored the dispatch of
at least one TRS to the region, stating that the
ship could provide “a useful adjunct in the event
we were forced to evacuate one or more ground
sites.” '* Since the vessel would require regular
port calls for maintenance and personnel replace-
ment, it was decided that two technical research
ships would be sent to the region in order to
maintain a continuous at-sea presence. This deci-
sion did not go without argument from other cle-

ments at NSAJ

[13

487781y The USS Oxford (AGTR-])
was the first technical research ship deploved to

A second TRS, the USS Jamestown
(AGTR-2 arrived at Subic Bay and
joined the Oxford. The problem for both ships
was how to develop a mission that was not
duplicative of those performed by the :shore-
based missions. As it turned out, the O;x'ford and
Jamestown acquired two principal missions: the
intercept of communist communicatiof;s_south of
the Mekong Delta and a number of hearability
tests for unique targets in the region. For the lat-
ter, both ships were used to develop Cambodian
military, internal security, and naval communica-

“5485-The two ships also were valuable as
SIGINT “firemen,” moving to cover particular
missions that the fixed sites were unable to cover.

The two ships also participated in a special test in
support of ARDF flights against air and sea tar-

gets.
JAs//shy ,
I The two ships remained in the region

until December of 1969 |

the area

( [for decommissioning as part of

[ 1t arrived at Subic Bay,

Philippines, in May and thensailed for the coast

of South Vietnam in June.}

—TOP-SECRETHEOMINTHXt

the phasing out of the entire TRS program. The
two ships had brought a certain flexibility to cov-
erage of communications of interest that the fixed
sites were unable to collect. They also represent-
ed an insurance policy in case of evacuation of the
land-based sites.

54485 From the very beginning of the con-
flict, NSG direct support units had been present
aboard navy ships in the Gulf of Tonkin and the
South China Sea. These units were assigned to the
three attack carriers of the Seventh Fleet. Later,
when the Desoto operations were extended to
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cover Southeast Asia, DSUs were stationed on
them, as in the case of the USS Maddox.
Operationally, these units were controlled by the
Navy's command structure, beginning with the
Chief of Naval Operations. This control was dele-
gated down the chain of command, usually final-
ly residing with the on-site commander to which
the DSU was assigned. The National Security
Agency and the Naval Security Group provided
technical support. In most cases, these units
maintained a separate communications link, or a
channel on the Fleet Broadcast for the transmittal
and reception of messages on the Criticomm and
Opscomm circuits.

€S7/8H The primary mission of the naval
DSUs was SIGINT support to the local com-
mander. This meant that all DSU resources,
COMINT and ELINT intercept, tactical reporting
support, and communications were steered in
that direction. As the war widened and the tempo
of naval operations increased, the DSUs were
placed on other ships performing specialized mis-
sions. One unique type was the Search and
Rescue/Anti-Air Warfare Destroyers (SAR/
AAW). These vessels were tasked with rescue of
downed American pilots and also fleet air
defense. This latter mission was expanded to
include placement of SIGINT teams on board the
PIRAZ vessels that housed the controllers for
intercept of North Vietnamese MiGs during
Rolling Thunder. Later, some national tasking,
especially on the Desoto missions, was laid on by
NSA.

<5758 As the number of personnel available
for DSU duty increased, more and more navy
ships added them to their complements. These
teams would be placed on board with their equip-
ment in specially configured spaces known as
supplementary radio facilities (SUPRADS) which
supported SIGINT operations. These facilities
included from three to five intercept spaces and a
special communication position. SUPRADS were
complements to the Desoto huts.
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(V) Exterior of SUPRAD spaces on the
USS Providence CLG-6)

(U) The Air Force Security Service

+5/+5H- This period also saw the final arrival
and organization of the AFSS in Southeast Asia.
Within the region, the Security Service presence
was not very large. In fact, the majority of
Security Service personnel who served in
Indochina werc actually stationed outside the
region, but served as collectors and analysts on

ACRP flights]

Depending on the capabilities of
the airframe, these flights would redeploy from
their home bases to those in Vietnamtl
and rotate back on a regular basis.

5458 On the ground the AFSS manned two
sites: Danang, RVN, belonging to Detachment 2

of the 6925th Security Group (USA-32), and

By the beginning of 1967,
|intercept responsibili-

ties were transferred to Udorn. The Air Force
mission there (renotated USA-29 in November



1967) took on collectingi
L

"EO-1.4. ()

fighter escort aircraft was shot downi

|

Vietnamese air and air navigation communica-
tions."

€575 The AFSS site at Danang remained
the hub of ground-based SIGINT support to
Rolling Thunder. But its location within that vital
American complex also made it a target by proxy
for communist attacks. For the first six months of
1968, Danang intercept operations lost about 350
hours of coverage due to shutdowns and curtail-
ments brought by communist rocket, artillery,
and sapper attacks.'® By late 1970, due to cut-
backs, the consolidation of the Air Force tactical
operations in Thailand, and the base security
issue, the decision was made to shut down the
Danang operations which were transferred to
Udorn.

-85 The 6925th Security Group at Clark
Air Base in the Philippines was the overall opera-
tional control for its detachments at Danang and
in Thailand. Its main responsibility was the pro-
cessing of the intercept of the North Vietnamese
air-related communications.|

[In January 1965, it was conceded b
the AFSS to NSA that a consolidation of efforts
would be more effective. In June 1965,

the 6922th Security Wing arrived in- the
Phl]lppmes and superseded its qubordmate ele-
ment."”

5485 The aerial intercepf missions were
flown primarily by two Security Squadrons, and
each one utilized a separate collection platform.

|The air-
men flew on the modified C-130 transports,
which went through a variety of mission cover
designators. First, they were known as Queen Bee

flights. In the fall of 1965, one of the Queen Bee

EO 1.4.(
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As a result, the misston:was renamed Silver
Dawn. In February 1967, .the flight again was
redesignated, this time called Commando Lance.

“54+65-The second aerial collection flight was
known as Combat Apple. These were missions
flown in the RC-135M aircraft, which was a mod-
ification of the military version of the Boeing 707
commercial jet airliner]

| Unlike the Commando Lance
C-130s, which were being phased out by 1968, the
Combat Apple missions, thanks to the higher
speed and far greater endurance of the RC-135
airframe, could stage rather than
vie for precious space at the overcrowded air
bases in Thailand and South Vietnam. Combat
Apple missions were flown in the Gulf of Tonkin
and carried a complement of linguists to intercept
Vietnamese, | Jvoice
communications, manual morse intercept, and
ELINT.

~t5> Operations station on 3 RC-135M
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(V) The operations building at Nui Dat
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(U) Centralization of SIGINT:
The Missing Ingredient

€558 The arrival of all of these units and the
development of the field station complexes
begged the question: Who was in charge of all of
this? Concurrent with the apparent need for cen-
tralization and coordination of collection was the

similar requirement for
centralized processing
and reporting.

S8t The obvi-

ous choice, at least
from NSA's view, was
the office of the NRV, or
something equivalent.
Yet, this was not so sim-
ple an idea to imple-
ment. In 1962, the
DIRNSA had tried to
sell MACV on the idea
of a Joint SIGINT
Authority, which would
receive requirements
from MACV’s J-2 and
control local collection
and reporting. But this
suggestion was rebuffed
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by General Harkins, who saw no need at that time
for it, and by the Army which feared that all SIG-
INT resources would be pulled away from the
control of the local commanders. (See Chapter 4,
pages 144-145.) At this time, considering that the
American involvement was construed as short
term and advisory, the proposal for the JSA may
have appeared unnecessary and unwarranted.

&448-There also had been an effort to con-
solidate reporting from Vietnam back in
November 1962, when the Southeast Asia
Processing and Intelligence Center (SEAPIC) was
established at the ASA site at Clark Air Base,
Philippines. The center was manned almost
entirely by ASA personnel and was meant to be a
second echelon-type reporting center. That is, the
center was to fill the gap between the available,
timely, but uncoordinated reporting by the indi-
vidual field sites in Indochina, and the more cen-
tralized, complete, but tardy reporting from NSA.
The SEAPIC was supposed to take the reporting
from the sites in the region and produce more
complete and timely SIGINT for the main com-
mands like MACV.

5758 However, manning remained the
biggest obstacle to an effective SEAPIC. The cen-
ter was supposed to have over 200 soldiers, but,
in reality, it could barely muster 60 percent of its
required manning. The problem, of course, was a
general shortage of qualified analysts in the
region. To fully man the SEAPIC meant stripping
the field sites of their already sparse experienced
personnel.'® Although early computers, such as
the IBM 1401, were introduced at the SEAPIC, the
manpower problem could not be overcome. In
late 1964, the DIRNSA ordered the center to be
phased out and its personnel dispersed to units in
Southeast Asia. The commander, ASA, Major
General William Craig, USA, objected to the
phaseout, and even offered an alternate sugges-
tion for building a consolidated, joint service
reporting center in the Philippines to support the
mainland effort."® But the SEAPIC was shut down
and nothing was erected in its place.

TFOP-SECRETHCOMINT/XT
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FSASH A kind of operations center was
established in late 1965 in Hawaii — the NSA
Pacific Operations Group, known as the NOG.
The idea had come to the NSAPAC representa-
tive, Colonel John E. Morrison, shortly after the
Gulf of Tonkin incident. He envisioned an opera-
tions center that would coordinate the use of SIG-
INT in the Pacific Command (PACOM) region,

[The work to get the Pacific NOG going

took about a year.

€541 However, the NOG never became the
answer to centralized reporting for Vietnam. The
NOG served the intelligence needs of the CINC-
PAC staff, and that command’s interests ranged

all over the Pacific|

impossible for the NOG to concentrate on the
needs of MACV. And, in truth, it could not do $0.
For the operations group, the war in Vietnam was

just another issue to watch. | rols

[ver

timely intelligence support was beyond its ability.
The NOG proved incapable of supporting Rolling

Page 297

OGA




ke, e o 4 v —— e e o

OGA

Thunder in a “real time” fashion.?' Eventually,
the Pacific Air Force (PACAF) commander would
have to resort to establishing another center to
meet its needs for the air war in Southeast Asia,
known as the Pacific Air Defense Analysis Facility
(PADAF).

FSAHEH It seemed that MACV's fears were
never settled. Two years later, in August 1967,
MACYV requested that NSA do a survey of SIGINT
activities supporting its command. A seven-man
NSA survey team traveled throughout South
Vietnam interviewing personnel and assessing
the effort. At one meeting, the MACV J-2 person-
nel asked for the setup of a Central Processing
Center in-country. The J-2 people told the survey
team that there was no single in-country SIGINT
element which was capable of putting all the dis-
parate field reporting into a single, coherent pic-

ture for MACV.** As far as the MACV people were
concerned, the NSA reporting, although detailed,
was not timely for tactical applications. At the
same time, the reporting from the field sites and
the direct support units was uncoordinated and
seldom reflected similar activities from other
parts of the country.*®

55 The team considered the MACV
request and then decided that it could not sup-
port it. The members, aware of the concerns from
the ASA 509th Group over additional manpower
constraints if the CPC was formed, found that
there were elements already in place that con-
ceivably could handle MACV’s requirements. The
survey team recommended that the current
reporting setup, with the single collection man-
agement authority overseeing the processing and
reporting of Hanoi’s communications, adequately
covered the problem. Besides, the team also
pointed out, there was the SSG for MACV, which
could be the means for “pulling together™ all relat-
ed activitics reflected in communist communica-
tions.*® However, implicit in MACV’s complaints
was the criticism that the SSG was not perform-
ing its function.

457455 These recommendations, though,
remained just that. They would not be imple-
mented, and there never would be a central pro-
cessing or reporting authority established in
Vietnam. MACV continued to rely on NSA for
consolidated reporting of the war. The SSG
remained beyond Saigon's control. Although
Washington was capable of nearly instant com-
munications with Saigon, this technical connec-
tion did not mean that their perspectives on the
war were the same. The gulf between the two was
more than just the several thousand miles sepa-
rating the two capitals. Each held altogether dif-
ferent outlooks on what was happening in
Vietnam. And, in a few months, it would be this
difference that would would make a telling
change in the outcome of the war.
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