The Still, Small Voice:
Aftermath and Conclusions, 1975 and Beyond

The endering achievement of historical study is
ahistorical sense —and intuitive inderstanding
- ol how things do not work.

Sir Lewis Namier
(U) The Aftermath, 1975-1979

(U) With the fall of Saigon, the overt war in
Indochina was over. Across half of the Southeast
Asian landmass, communist movements had
emerged triumphant over the U.S.-supported
governments. American foreign policy in the
region appeared to be in ruins. In some countries
the strife would continue as successor communist
regimes tried to impose order on their popula-
tions. These internal problems would spill over
the borders into two final spasms of large-scale
fighting.

(U) In Laos, the decades-old war in that land
of mist-covered peaks, plateaus, and impenetra-
ble jungle ended as the last government strong-
holds surrendered. The final battles between the
Pathet Lao forces and the Royal Laotian Army
and its allied, organized, tribal battalions of
Hmong and Me0o had begun in March 1975. By
May, the communists had driven the govern-
ment’s forces from many of its positions. That
month a small aerial evacuation was organized by
the United States to remove some of the Hmong
soldiers marked for retribution by the Pathet Lao.
By August, the Pathet Lao completed their occu-
pation of all local government centers. In
November, the national coalition was dissolved.
The two princes, Souvanna Phouma and
Souphanouvong, flew to the royal capital of
Luang Prabang and convinced King Savanh
Vatthana to abdicate.

(U) In the wake of the communist takeover,
reeducation camps, called “Seminar Camps” by
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the Pathet Lao, were set up to hold the former
rightist and neutralist leaders. In March 1977, the
royal family was placed into one of these camps.
Within a year, the king and the crown prince suc-
cumbed to the harsh treatment of their intern-
ment and died. The queen survived another three
years in confinement before she perished. All
were buried outside the camp perimeter in
unmarked graves. Their deaths marked a sad
anticlimax to the decades-long struggle in Laos.

(U) In Cambodia, the Khmer Rouge, tri-
umphant over the American-supported regime of
Lon Nol, continued its war, except that now it was
directed against the people and culture of that
country, renamed Democratic Kampuchea.
Within days of the fall of Phnom Penh. Khmer
Rouge troops and political cadre rousted the city’s
2 million inhabitants — nearly half were refugees
— into the countryside. From there, the commu-
nists initiated a regime to remake Cambodian
society into its own image of a “pure” peasantry
and proletariat freed from the sins of an urban,
traditional, and yet westernized society. A coun-
trywide system of labor camps was set up, and the
inmates were forced to work on huge agricultural
projects. To those familiar with the history of
Cambodia, this forced labor system was reminis-
cent of the legions of slaves who struggled to build
the architectural marvels for the Angkorian mon-
archs of the medieval Khmer kingdoms.

(U) The estimates of the numbers of deaths
during the Khmer Rouge regime vary greatly —
a Khmer figure of 800,000 to Amnesty
International’s total of 1.4 million, with some pro-
Jections as high as 2 million. Whatever the num-
bers, the percent of Cambodia’s wartime popula-
tion that perished under the wave of starvation,
disease, neglect, beatings, shootings, and “plastic
bag” treatment ranged from 11 to 20, an incredi-
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ble figure considering Cambodia’s population in
1972 was around 7.1 million: The severity of these
conditions varied within Kampuchea. Those liv-
ing in the east near Vietnam suffered less than
those Cambodians forced to the jungles in the
north and west of the country — the traditional
strongholds of the Khmer Rouge.

(U) Ironically, the slaughter only ended with
the Vietnamese invasion in December 1978. Ever
since the victory of the communists in both coun-
tries, there had been strife along the
Kampuchean-Vietnamese border. Efforts Lo solve
the disputed boundary, which had antecedents as
far back as the French colonial days, never made
any progress. Talks were suspended in late 1977.
By late 1978, both sides had fought several
pitched battles along regions once familiar to
American forces, such as the Parrot’s Beak and
the Fishhook. Inside Kampuchea, the Khmer
Rouge indulged in a new spasm of purges and
massacres directed against their own party cadre
who were sympathetic with Hanoi.

(U) In November 1978, Vietnamese forces
launched a full-scale border crossing. Once across
and established, Hanoi announced the formation
of a Kampuchean Front for National Salvation

which was opposed to the Khmer Rouge. On 25
December 1978, the PAVN threw twelve divisions
of its troops and three regiments of opposition
Khmer troops against Phnom Penh’s forces. By
early January, the Vietnamese had driven beyond
the Mekong River and had taken Phnom Penh. By
March the PAVN units had reached the Thai
border. A puppet regime was established by
Hanoi. Fighting between remnants of the Khmer
Rouge and other anti-Vietnamese groups inside
Cambodia continued for years, subsidized by the
PRC and United States. For the Cambodian peo-
ple, at least the horrific slaughter was over.

(U) After the fall of Saigon, the newly formed
Socialist Republic of Vietnam was in a difficult
situation. Except for the Soviet Union, Vietnam
was politically isolated. A long campaign of
harassment and discrimination directed against
ethnic Chinese living in the Tonkin region precip-
itated a crisis between the China and Vietnam.
This was exacerbated by the ongoing border con-
flict between Vietnam and Kampuchea, the latter
whom the PRC supported. There were economic
issues, as well, since both countries were involved
in the dispute over the Spratley Islands, some of
which were believed to sit atop rich oil reserves in
the South China Sea.

(U) The Chinese kept up a diplomatic offen-
sive during most of 1978. The political and
diplomatic war over the ethnic Chinese (Hoa)
continued with Beijing sending a few symbolic
ships to “rescue” them from Vietnam. In
December, Vietnam invaded Kampuchea. Ten
days before this, the United States and China nor-
malized relations. In January of 1979, the Chinese
premier, Deng Xiaoping, arrived in Washington
and told President Carter that China intended to
teach Vietnam a lesson and sought Washington’s
support. Although concerned about Soviet reac-
tions, and overriding the objections of Secretary
of State Cyrus Vance, Carter acquiesced to the
Chinese premier’s plan.'
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89 The already fraglle economy of the
Socialist Republie of Vletnam was further dam-
aged by this| ;i The damage to the
industrial base in t;hé North caused by the
American bombing campaigns had been exten-
sive. There was little relief in the prospect of inte-
grating the southern part of Vietnam. The South
had been devastated by the carlier war: 9,000
out of 15,000 hamlets had been destroyed; twen-
ty-five million acres of farmland and twelve mil-

" lion acres of forests had been leveled. The social
structure was in shambles: one million widows,
879,000 orphans, 181,000 disabled victims of the
war. The festering legacy of the combat remained
in the shape of the thousands of tons of unex-
ploded ordnance that inhibited agricultural
recovery and hamlet reconstruction. The long-
term medical effects of the estimated nineteen
million gallons of herbicide dumped by the
United States on Vietnam are only now being
docu_mented.

(U) The victorious communist hierarchy,
locked into inflexible wartime attitudes, refused
to accommodate any moderating policies.
Vietnam sank deeper into the morass of poverty

‘and corruption. Although the predicted “blood-
. bath” never happened, the communists set up an
Asian version of a gulag which for years earned
the condemnation of the rest of the world.
Resistance centers would develop against the new
regime in Ho Chi Minh City, as Saigon was
renamed. These were located in places and with
groups that carried a familiar ring because they
had been associated with the struggle against the

French colonial administration: Montagnards in

the Thai Nguyen region, remnants of the Hao
‘Hoa religious sect, pockets of former VNQQD and

- Dai Viet nationalists, as well as tattered groups
. of ARVN hiding out in Phouc Tuy Province. The
" Vietnamese communists had won a war, but not
the peace. It would be years before the SRV
emerged from the depths. Slowly, and incremen-
tally, relations with the United States were
normalized until formal recognition was achieved

in 1995.
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(U) As for the United States, the war was a dif-
ficult experience to come to grips with. The failure
in South Vietnam was considered a defeat for the
country and its policy. But the war was South
Vietnam’s to win or lose. The Saigon regime
always had been a brittle affair. Born out of a neg-
ative urge to compete with Ho’s nationalist-com-
munist autarky, South Vietnam was seen by
many Viethamese in the North and South as little
more than a neocolonial follow-on to France, and
later, as a creature of American policy. It could
have never been the framework upon which to
build a viable country. Nor could it have ever been
the linchpin of an American forcign policy
designed to contain communist regimes in the
region. Saigon could never rally the population to
its cause, nor achieve a measure of uncorrupted
governance which would assure its viability.?

(U) In the aftermath of the fall of Saigon, the
search for the war’s meaning proved to be fruit-
less. At first, Americans seemed to just want to
forget it had happened, but this proved as impos-
sible as it had been to ignore its images broadcast
daily on the evening network television news.
Many of the wartime leaders indulged in a cam-
paign of blame setting — pointing at politicians,
students, journalists, and the Vietnamese them-
selves as culprits. However, the U.S. political and
military leadership had set the strategy, defined
its limitations, designed the war plans, and fought
the battles. In the end, all of their efforts proved
to no avail. The Johnson administration misun-
derstood the nature of the conflict and the enemy.
The simplistic ideological imperatives of the Cold
War, as well as the naive hubris of “nation-build-
ing” simply did not apply to the reality of South
Vietnam or the rest of Southeast Asia. The inter-
vention was misdirected because the various
administrations misunderstood the core issue of
the conflict: Vietnamese nationalism.

(U) Two paradigms emerged from the war
that, for years, would exert a grip over American
policy: the MIA issue and the effect of the
“Vietnam syndrome” on foreign policy. Over the

years, the fate of Americans missing in action
became a popular issue that grew into a vivid
image that increasingly dominated the imagina-
tion of many Americans. Fueled by Hollywood
films, and pressed by powerful advocacy groups,
the idea of jungle camps filled with American
POWs, apparently abandoned by the govern-
ment, seemed to fill deep emotional longings for
redemption or another chance to “win” the war,
or a more visceral effort to “get back” at the
Vietnamese. In the end, the MIA issue proved to
be no more than a myth driven by deep political
and psychological motives. However, it did have
one negative, concrete effect: for years the MIA
issue remained an impediment to normalized
relations between the United States and Vietnam.

(U) In foreign policy, the memory of the war
acted as a brake on a number of overseas involve-
ments with the potential for another Vietnam.
Through the decade of the eighties up to the Gulf
War, interventions were done swiftly with little
public discussion. They were concluded just as
quickly. Some failures, like Somalia and Lebanon,
were terminated after a disaster, rather than try-
ing to retrieve a situation that could have led to a
longer conflict. Meanwhile, administration
efforts failed to develop popular support for the
long simmering civil wars in Nicaragua and El
Salvador. If claims could be made that the
“Vietnam syndrome” had been cured after the
Gulf War victory, one only had to consider the
rapidity at which the United States disengaged
once Kuwait had been liberated.

* * * *

1S/SH Not surprisingly, American SIGINT,
like the rest of the country, took a very limited
review of the war. A postmortem was organized at
NSA in July 1975, but it evaluated only the imme-
diate material cryptologic losses from the defeat
of South Vietnam. A detailed equipment invento-
ry was done which included all cryptologic and
COMSEC pieces left behind by the U.S. or carried
by the defeated ARVN. This study was widened to
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include interviews with the escaped members of
the DGTS who were queried on the effectiveness
of destruction procedures at the various
Vietnamese sites. Although the amount of lost
material and equipment was staggering, the
numerous paper and machine COMSEC systems
NSA had provided the South Vietnamese were
dated and constituted only a negligible technolog-
ical and cryptographic compromise.®

RSP By A
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«€57/#58 The work of producing an “official”
history of SIGINT in the war had already col-
lapsed. A joint effort at a cryptologic community-
wide history of the Indochina war, which had
started back in 1967, had come to an abrupt end
by 1971. The original goal that the members had
envisioned was for a multivolume effort by NSA

- and the SCEs, documenting various phases and

significant incidents of the war. But it had run
aground during the withdrawal in 1971-2."® The
last NSA-published history, SIGINT Support to
the Air War, was published in February 1972.
Other volumes, some in draft form, were stopped.
The Army Security Agency’s official history never
got beyond a draft stage. The Air Force Security
Service produced a few special histories on the
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Teaball and Iron Horse programs and some
works on the early years of the involvement, but
by 1974 its history of the war had come to an end.
It seemed the SIGINT.community simply was
uninterested in any thoughtful reflection on its
efforts during the conflict. -

(U) In 1976 the last U.S. SIGINT site in
Southeast Asia, the ASA base at Ramasun,
Thailand, closed down. Ever since the fall of
Saigon and Phnom Penh, the Thai government
had been looking for a way to expunge the last
American presence in the region. Thailand was
getting heavy political pressure from the PRC and
was facing the prospect of growing political and
regional insurgencies in the north and southeast.

(U) However, the situation in Thailand was
just too volatile for things to remain as they were.
It needed only a small tinder to set it off, and that
came in the form of the Leuchai incident in late
1975. Leuchai was a Thai national who was the
manager of the officer’s club account at Ramasun.
He was accused of irregularities with the club’s
funds, was summarily fired, and was escorted off
post. Leuchai’s friends organized demonstrations
by students from the local university, who, tradi-
tionally, had been vocally anti-American. Leuchai
came back to Ramasun and was arrested at the
gate by the American military police, who
believed that the base was sovereign American
territory."”

(8//81)

WA Leuchai was released, but the clock was
now running out for Ramasun station. After a
series of orders to cease operations followed by
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their cancellations, the final order to pack up
came on 20 March 1976. The ASA personnel lit-
erally performed a SIGINT equivalent of a
scorched-earth evacuation. The coaxial cable con-
necting the huge FLR-9 antenna complex to the
operations building was cut with a fire ax. Every
piece of useful equipment that could be carried
was loaded onto trucks and driven the fifteen
kilometers north to Udorn Royal Thai Air Force
Base. There, a waiting line of USAF C-141 jet
transports was loaded up with almost seventeen
tons of equipment and the last contingents of sol-
diers. By 20 April Ramasun was completely
deserted. When the Thais arrived to take custody
of the base, they inherited little except for about a
hundred antiquated R-390 HF receivers and the

ghostly shells of the buildings.|

(U) For the cryptologists one last postwar
issue from Southeast Asia remained to be sorted
out. It was one that revealed that the SIGINT
community was not immune to the emotional
grip of the MIA controversy. This was the saga of
“Baron 52.7

=S/589-Baron 52 was the callword aSSigned to
a USAFSS EC-47Q aircraft which was configured
for airborne intercept and direction finding. The
C-47 airframe was old, somewhere near thirty
years of operations. Its slow speed and low ceiling
made it especially vulnerable to newer anti-air-
craft systems. At the time, the Air Force was in the
process of phasing them out and turning some
over to the South Vietnamese SIGINT organiza-
tion, the DGTS. However, a few were still opera-
tional in some security squadrons. In early
February 1973, a mission over Laos was being
readied to fly. The EC-47Q carried a complement
of eight, including four cryptologists from the

_

| These cryptologists mostly

were morse or voice intercept operators who sat
in the rear of the plane. It was their fate that was
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to become the center of a twenty-three-year
controversy plaved across newspapers, national
television, and congressional hearings.

£87#SB On the afternoon of 4 February 1973,
the plane took off | ~Jto exe-
cute a “Tank Smoker” ARDF mission over south-
east Laos. About; two and-a-half hours later,
Baron 52 repoited that it had been fired at by
radar-controlled ‘antiaircraft batteries. Thirty
minutes later, at 1900Z hours, the aircraft failed
to make a required radio check. Repeated efforts
to raise the plane by radio failed. Other American
aircraft were vectored into the area to see if they
could locate the plane. By 0030Z on 5 February,
the flight was listed as overdue and search-and-
rescue (SAR) op'érations were started. It was at
this point that the problems began.

(U) Baron 52's emergency locator beacons
had never been activated, so the only option left
was to search visually for the plane over some of
the most rugged terrain in Southeast Asia. On 7
February, the Air Force thought they had located
the crash site, but a team arrived and determined
this was a C-47 that had crashed a vear earlier. Tt
was not until 9 February that Baron 52’s wreck-
age was discovered near Ban Phon, Laos, about
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(V) C-47 ARDF variant similar to Baron 52

fifty kilometers southeast of Saravan, and a
rescue team and chopper were dispatched.

(U) The SAR found utter destruction. The air-
craft’s position indicated that there had been a
catastrophic flight failure. The plane had gone
straight down, hit the ground and flipped over on
its back. The rear fuselage, where the SIGINT
crew worked, had been almost totally gutted by
fire. The SAR team discovered the aircrew still
strapped to their seats. However, the searchers
could not stay to do a complete survey. The zone
was “hot.” Someone had fired a missile at their
chopper, and armed men were seen moving in the
nearby trees. They did remove one body. Their
report concluded that there had been no sur-
vivors. It was a reasonable conclusion based on
the evidence at the crash site. Unfortunately, the
case was soon to be hurled into a sea of contro-
Versy.

15755 A little more than five hours after
Baron 52 had failed to make its radio check, an
airborne collection mission, Combat Apple, inter-
cepted a message between two unidentified enti-
ties that a “Group 217 is holding four pilots cap-
tive and that the group is requesting orders what
to do with them from an unid[entified] unit

“FOP-SECRETHGOMINFAG Page 457

TR



probfably] subordinate to the 55th.” ** The report
added the comment that “other transmissions”
suggested that the unidentified terminals were
possibly located in the vicinity of the North
Vietnamese city of Vinh about 400 kilometers
north-northwest of the crash site. Twenty hours
later, the airborne mission issued a follow-up
translation which differed in some details:

Presently, Group 210 has four pirates. They
are going to the control of Mr. Van. They are
going from 44 to 93. They are having difficulty

. 1
moving along the road. ?

The follow-up carried four footnotes, of which
the last two were important: (1) The referenced
Mr. Van was associated with binh tram 14 located
about 165 miles north of the crash site, and (2)
the references to “44” and “93” were, in reality,
kilometer markers. Actually, both comments
were speculation: “Van” was a very common
name in Vietnamese, and the two numbers could
have been markers anywhere. (The difference
between “210” and “217” was caused by the simi-
larity of the two numbers in spoken Vietnamese.)

87755 The main question was whether or not
this information was relevant to the Baron 52
crash. The time of the intercept seemed to fit, but
the transmission was from a unit probably in the
Vinh area. The distance from the crash site to
Vinh was some 400 kilometers, and the intercept
seemed to suggest that, at the time of the trans-
mission, the prisoners were already at or near
Vinh. Considering the short amount of time after
the loss of the aircraft, the difficult terrain, and
problems in exchanging prisoners and arranging
for transport between two separate communist
forces (PAVN and Pathet Lao), it was clearly most
unlikely that these transmissions referred to
Baron 52.%® However, the correlation between the
crash of the EC-47Q and the intercept from
Combat Apple already had been made, and it was
because of this that the legend of the Baron 52
MIAs began.
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€5/5H On 8 February, NSA published a
Southeast Asia SIGINT Summary in which an
Air Force analyst took all of the speculation about
the kilometer markers and reported that the four
fliers actually were in Laos and were being trans-
ferred to binh tram 9 (and not already there as
the intercept stated).”' The floodgates of specula-
tion were now opened. On 12 February, HQ
USAFSS sent a message to NSA, citing as fact the
speculation about the location of the prisoners
being in Laos. The Security Service used this
information to conjecture that the four prisoners
might be survivors of Baron 52.%% In the NSA
reply to the message, this same AFSS analyst
added more of his speculation, none of which was
supported by the extant, meager intercept. He
now stated that, in addition to the previous
reports, vehicular transportation was indicated
which would make for the possibility that the four
prisoners mentioned were from the EC-47. He
added that higher authorities were to be contact-
ed if there were problems in movement; that the
prisoners were to be given water; and that anoth-
er entity had asked to be notified of the time of
departure of the four.**

5451 Messages flew between HQ AFSS and
| used the speculation by the Air
Force analyst at NSA as the basis for the conclu-
sion that the four cryptologists on the EC-47 had
parachuted out of the plane and that the prevail-
ing winds had blown them north, closer to the
spot_mentioned in the intercept.** A radioman
| who had accompanied the SAR
team to the crash‘*lvﬁsite, told his commanders that
he had not seen the rear cargo door or any para-
chute harnesses in the rear compartment. (Of
course, no one on the team had a chance to
inspect the rear of the aircraft nor the nearby
pieces of the plane because of the presence of
unidentified armed troops near the crash site.)

5758 All of this made an impact on the offi-
cers and men| |
The unit tried to get the commander of the 8th
Tactical Fighter Wing, the next level in the com-
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mand echelon for the squadron, to change the
status of the men from KIA to MIA. However, he
refused, stating that the cvidence was, at best,
very tenuous.*’ Yet the story stuck, and many
members| [believed that the four
cryptologists were still alive as prisoners.*® The
stage now was set for more embellishment and
speculation to be added to the myth of Baron 52.

{8))] Fivei years after the crash, in a 3 August
1978 story on the television program, Good
Morning America columnist Jack Anderson, cit-
ing messages and reports from 5 February and
other days, added that the search team had found
only one crew member and that another surveil-
lance report sighted four prisoners about sixty-
five kilometers from the crash site.”” In
September 1985, the same Air Force analyst who
had written the first speculative reports, and now
retired, filed an affidavit in support of a court
action on MIAs in Southeast Asia. In it, he
claimed that between five and seven members of
the EC-47 had been captured alive and sent to
North Vietnam. He made this statement despite
the SAR report of the four dead crew members.
He added that the Defense Intelligence Agency
had concurred with his analysis back in February
1973.%® He repeated these assertions before the
U.S Senate’s Veteran's Affairs Committee in
January 1986.

(U) The story only got worse. Another former
AFSS analyst, Terrell Minarcin, told the UPI in
January 1992 that the North Vietnamese had
shipped as many as 300 American POWs to the
Soviet Union as slave laborers. He also recounted
how airborne intercept aircraft picked up com-
munications between prison guards asking why
the prisoners had not been shot already.*® Of
course, he had no substantiating evidence.
Minarcin then went one step better and entered
himself into the Baron 52 controversy. Since he
served in the pt the time of the loss of the
aircraft, he clatimed to have known all of the crew.
On 11 September 1992, he appeared on the ABC
newsmagazine program 20/20 and publicly iden-
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tified a supposed picture of one of the crewmen
allegedly held in captivity in Laos, Joseph A.
Matejov. Still on camera, he then broke down and
cried.

(U) Minarcin’s pathos made for wonderful
public theater. But, in the end, his version, as well
as that of the first AFSS analyst, did not match the
facts of the case. Two months after Minarcin’s
dramatic show of tears, a joint U.S.-Lao recovery
team arrived in the hills of southeast Laos to con-
duct a thorough search of the EC-47Q crash site.
The team examined the crash and the surround-
ing area. Inside the wreckage of the plane they
recovered all eight parachute harness assemblies.
The inescapable conclusion was that no one had
gotten out of the plane before it had crashed and
burned. The team also found the remains of the
seven crewmen. (One had been recovered during
the original SAR effort.)*® These were shipped to
the Army’s forensic laboratory in Hawaii. In 1995,
the laboratory identified the remains as those
belonging to the seven crewmen of Baron 52.
They were buried in Arlington Cemetery on 8
January 1996. More than the remains of the men
of Baron 52 were buried that day: some of the
ghosts of the MIA controversy were interred as
well.

(U) Conclusions
($//31)

(U) In the preface to this history, we asked
two questions: how did American SIGINT oper-
ate within the framework of the war, and did SIG-
INT have an effect on the direction or outcome of
the war? In the course of this history, it was pos-
sible to make evaluations of SIGINT’s role in cer-
tain critical events and phases of the war.ls_

We also considered how SIGINT affected the
effort against the Ho Chi Minh Trail and its sup-
port to the air war. It is not necessary to review
these judgments. Rather, we will now consider
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SIGINT in the larger context, and try to formulate
some general conclusions about the nature and
efficacy of American SIGINT during the war, as
well as its effect on the course and outcome of the
Indochina War.

(U) Overall, the American SIGINT effort pro-
duced a mixed bag of results. In some respects it
was quite successful, especially the application of
technology against Vietnamese communist com-
munications. The most obvious triumph was the
utilization of airborne platforms to solve short-
comings in D/F and intercept of low power, short
range, and line-of sight communications. In
direction finding, the use of aircraft solved the
twice-binding limitations of physical security and
slow results. No longer would ASA ground teams
be forced to close to a dangerous proximity of an
enemy’s transmitter. At the same time, the air-
craft could quickly move to obtain multiple fixes
on a single target or on a number of targets. This
was particularly useful against guerrilla commu-
nications that operated briefly and on low power.

~t5/#58 Also, aircraft proved to be the plat-
form with the versatility by which tactical voice
communications could be intercepted effectively.
Communications that fixed sites could hear only
sporadically or seasonally, such as the “Vinh win-
dow” and the North Vietnamese air defense net-
work, could be intercepted and exploited on a
continual basis. Add to this capability the com-
munications suite through which the intercept, in
either its raw audio state or in an initially
processed textual format, such as a Kleiglight,
could be passed speedily to a reporting site and
then on to a command center. In this, one can see
the beginnings of true real-time SIGINT support
to military operations.

558 In terms of technique, the ability of
American cryptologists to detect in advance, and
with accuracy, major communist military opera-
tions was a significant success. The application of
classic T/A techpiques from other problems,

to-that of the Vietnamese com-

e

munist was impressive. The traditional ability of
D/F missions, both ground and aerial, to track
and locate communist units and command ele-
ments, was enhanced by these techniques. This
combination brought an ability to discern com-
munist military intentions well in advance of the
initiation of operations, often in the preparatory
stage. The tempo and thrust of American ground
operations in South Vietnam, especially at the
operational level with the so-called search and
destroy sweeps, relied heavily on SIGINT.

€57/5H These successes point to the conclu-
sion that effective tactical SIGINT support, espe-
cially for the ground war, but also for parts of the
air war over North Vietnam, had reboundedl__

54485 Not surprisingly, the Vietnam experi-
ence caused the ASA to réthink its approach to
tactical SIGINT. The lack-of front lines, a terrain
inhospitable to conventignal communications, an
air-mobile U.S. Army, and an enemy always
improving its COMSEC and cryptography forced
ASA to relearn the tactical SIGINT lessons it had
developed during World War II and Korea. In
Indochina, army cryptologists had digested some
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important lessons. SIGINT, most of it in the form
of targeting information, became the intelligence
source of choice for many U.S. Army maneuver
unit commanders in Vietnam.*'

<8778ty However, these feats of SIGINT tech-
nology and technique, while impressive, were bal-
anced out by some significant failures during the
war. These major failures were in three areas and
seriously undercut the value of its information
and the effect that SIGINT had on the war. These
were technical ability, organization, and policy
towards the ARVN COMIN'T effort.

57758 Technical Ability: There were a
number of technical failures and shortcomings in

the American SIGINT effort. The ARDF capabili-
ty, which was such a panacea to the ground-based
D/F problem, ultimately proved to have limita-
tions when it came to precise targeting needed for
effective air strikes. As it turned oul, results from
ARDF were still not precise enough; often, securi-
ty practices by the communists were sufficient to
seriously limit ARDF’s effectiveness. Often, the
actual target located by the aircraft was, in reali-
ty, a transmitting antenna and not the command
center. This problem was amply illustrated dur-
ing the invasion of Cambodia when B-52 raids,
guided by ARDF results, were unable to hit the
COSVN complex as it relocated away from the
advancing ground troops.

-t5/#5B8 Another technical shortcoming was
the consistent lack of qualified SIGINT analysts,
especially linguists. This shortage, measured both
in sheer numbers and in quality language special-
ists, was endemic to the American effort,

the success against the communist tactical voice
problem that was the most telling. The flood of
intercept became too much for the American lin-
guistic pool to handle. A partial solution, the
Dancer program, was tried. Yet security concerns,
a narrow operational application, and the techni-
cal shortcomings of the Vietnamese for years
hampered the benefit this source of language
ability could have made on the U.S. SIGINT effort
in Southeast Asia.

__t¥55H

[ During

| [The
number of linguists, let alone superior ones, was
never sufficient to deal with the enormous vol-
ume of intercept. And it only got worse as the
amount of intercept increased. It was seen that
special operations such as Bolo and Son Tay
strained the limited pool of available linguists. It
also was seen how a limited linguistic ability
affected the Gulf of Tonkin crisis. However, it was
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this period, it was not the sophistication of
Hanoi's cryptography that hindered cryptanaly-
sis, but the short shelf life of its systems. Even
then, the time between intercept and decryption
was still months.
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~ t5//55 Organization: The sprawling,
regional, multiservice, multinational SIGINT
undertaking during the war was never centralized

by the American SIGINT leadership.
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__/Y et, by 1962 significant numbers of

cryptologists served all over Southeast Asia.
These included personnel from all four services
(the Marine Corps was still part of the Navy
Department) and the COMINT efforts of other
countries. A plan had been developed that year
for a Joint SIGINT Authority to corral these dis-
parate elements under one control, who, in turn,
was to. be subordinate to MACV. However,
bureaucratic impediments emerged in the form
of Army"and Air Force objections to outside con-
trol of its service cryptologic elements. At the
same time, neither MACV nor CINCPAC was will-

. ing to assume command responsibility for a con-

-solidated SIGINT effort. The ensuing solution
never really addressed the problems inherent in
the arrangements without a central authority.

-(-SﬁSI—)-The logical ﬁgulje to assume control of
all SIGINT :in the region, the NSA/CSS
Representativé, Vietnam, defined his position in
nebulous-terms such as “facilitator” or “coordina-
tor.” His command structure was under the exist-
ing NSA Representative hierarchy in the Pacific
region - subordinate to the representatives in

- Hawaii and, for a while, the Philippines. Locally,

the NRV had enough authority to mix it up with

FOP-GECRETHCOMINTA- BO 1.4.(c)




TOP-SECREFHEOMINFHH-

field sites over the control of certain intercept
positions, but he never had enough to leverage
complete missions or to organize a response to a
crisis. That authority was split among NSA, the
509th ASA Group, and the headquarters of the
Service Cryptologic Elements. Many SIGINT
resources, especially collection and ARDF air-
craft, in the region remained beyond his effective
control. A few early attempts at centralizing some
SIGINT functions — processing and reporting at
the SEAPIC - failed to take hold. In spite of later,
repeated MACV calls to create some sort of cen-
tralized processing or reporting center, similar to
its own Joint Intelligence Center, SIGINT contin-
ued to operate as a set of loosely associated enti-
ties.

5/ Like many other problems in
Vietnam, this lack of centralization came home to
roost when the Tet Offensive erupted in late
January 1968. We saw how NSA was dissatisfied
with the lack of centralized and coordinated
reporting from the various SIGINT sites in
Vietnam. Fort Meade stepped over the NRV and
the intermediate NSA Pacific representatives,
assumed control, and issued a single series
designed to report on the “possible general offen-
sive” in Vietnam. However, despite a limited, ini-
tial success, the reports failed to provide adequate
warning of Tet. The report series suffered from a
diluted central theme; information contained in it
tended to confirm MACV's belief that the attacks
being prepared in South Vietnam were intended
to distract attention from Khe Sanh. But more to
the point, by being removed physically from
Vietnam, NSA could not take the actions appro-
priate in meeting the threat of a general offensive.
For example, we saw the NSA series was not cur-
rent, often a full day behind events. Nor was it as
broadly inclusive as it might have been; many
reports from stations in the southern part of
Vietnam were not cited in the report series after
the first report was issued. NSA never alerted the
elements of the SIGINT system ~ the NRV, 509th
ASA Group, the field sites — to the impending
assaults. NSA, situated half a world away at Fort
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Meade, simply could not substitute for a central-
ized SIGINT authority in Vietnam.

5485  Policy towards South
Vietnamese COMINT: From the earliest days
of the intervention in the region, the American
attitude and approach to the national COMINT
agency of South Vietnam can be portrayed, at
best, as “at arm’s distance.” The overriding atti-
tude, the one that defined this circumspect rela-
tionship, was the concern about the poor security
program in the Vietnamese COMINT organiza-
tion. This was an opinion held by people at all lev-
els of the hierarchies of the American cryptologic

and intelligence communities.|

Whether the anecdotes about the security failures
signified a general trend of communist infiltra-
tion or just a series of security incidents cannot be
determined completely.

545D However, it was this historic concern
in Washington that fed the misconceptions about
the origins and nature of the great communist
communications and cryptographic change in
1962. These apprehensions held, despite the con-
siderable SIGINT evidence to the contrary that
Hanoi’s changes had been occurring for some
time. As a result, the American distrust was set in
stone. In many ways this fear over security hob-
bled the relationship between the American and
Vietnamese cryptologists for the rest of the war.
For thirteen years, the two organizations cooper-
ated and collaborated in a most restricted man-
ner. Exchanges were conducted under the most
rigotous terms. Joint operations, were, in large
part, never truly “joint”; the Vietnamese were
more like an adjunct entity, quarantined from any
contact with the Americans, except for their spe-
cific mission. This distrust destroyed early joint
efforts of the 3rd RRU at Tan Son Nhut. It
increased the impetus for U.S.-only operations at
Phu Bai and other sites. American SIGINT opera-
tions generally were isolated from those of the
ARVN.
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57458 In the long run, this situation adverse-
ly affected both sides. Vietnamese cryptologists,
spectifically cryptanalysts and traffic analysts, lost
the opportunity to learn through interaction with
their American counterparts. On a broader orga-
nizational level, the Vietnamese COMINT organ-
ization lost even more. Ever since the ASA had
ended its participation in the Sabertooth T train-
ing program, the South Vietnamese cryptologists
had gone almost eight years without a sustained
training program supported by the Americans.
Saigon’s COMINT organization registered little
improvement in most tasks. Saigon’s independ-
ent ARDF and ground D/F missions remained
largely irrelevant to the larger American SIGINT
effort.

<€8/5hH For the Americans, another result of
this estrangement was that the South Vietnamese
COMINT organization became something of a
mystery, and remained so for years. What were its
capabilities? How did it operate? Could it deliver
intelligence to the military and political leaders in
Saigon? How much support did it need to main-
tain its operations? Truth was, after eight vears of
being in the same country, the Americans there,
principally the NRV and the 509th ASA Group,
did not know much of anything about their South
Vietnamese opposites. When the hurried plans
for the Vietnamese Improvement and
Modernization were okayed in 1969, the
Americans, before they could evaluate Saigon’s
needs, had to send observers to get reacquainted
with its personnel, mission, and capabilities.
Even then, the improvement plans generally
proved to be ill-suited, never matching the
Vietnamese strengths that pointed towards a
mobile, tactical COMINT entity. Instead, NSA
and ASA dumped money, equipment, and train-
ing on an organization simply unready, technical-
ly, and not disposed, culturally, to become a
smaller version of NSA.

57751 NSA also was affected adversely in an
operational way by the estrangement. The
Vietnamese COMINT personnel represented a

linguistic source for American. SIGINT that was
never properly utilized. This was a result of the
aforementioned security concern about the
Vietnamese and their vetting system. The only
use made of the Vietnamese language capability
was as transcribers in the Dancer program, and
that was severely limited, so much to the point
that, for years, it was ineffective and:a bone of
contention between and the
Americans. By not using the Vietnamese as inter-
cept operators, the Americans passed up the
chance to add thousands of “ears” to the intercept
effort.

4S8 Could this inclusion of the
Vietnamese into American SIGINT operations
have worked? The answer is yes, at least in collec-
tion, the front end of the SIGINT process. There
was one example of how an integrated effort
could work, one created by the circumstances of
the moment. During the siege of Khe Sanh, a joint
marine-ARVN intercept team operated in the
bunkers. Both units had arrived separately, and,
in keeping with the general atmosphere of non-
relations, were unaware of the other’s presence
for some time. Eventually, they joined up and
divided their tasks optimizing their respective
skills. The Vietnamese intercepted the NVA tacti-
cal voice transmissions and transcribed them.
The marines translated the take and reported it to
the local commander. Yet the possibilities illus-
trated at Khe Sanh never registered. So, while
American SIGINT went begging for linguists for
intercept, transcription, and translation duties,
hundreds of Vietnamese languished in the back-
water of their COMINT effort.

574458 It is hard to say whether these three
problems in the American SIGINT system affect-
ed the outcome of the war in Indochina. Wars are
complex affairs, involving the interaction of a
number of factors. They are won when realistic
strategies are defined and the proper mix of
resources — military, political, social, and eco-
nomic — are brought to bear in achieving them.
These factors are best realized at the so-called

Page 464 FOP-SECRETHEOMINTIT



EO 1.4. (c)

front-end, often seen in the sharpest relief in the
individual combatant. Intelligence, and SIGINT
is part of this mix, plays an important but still sec-
ondary role. It offers insight into the enemy's
plans and capabilities. It can be a-force multiplier.
Yet it is no substitute.** ~

54458 Unlike World War II, in which Allied
COMINT could provide insight into the Axis’
strategic plans and capabilities, and had some-
thing of a role in Allied strategic planning, SIG-

NT in Indochina plaved a largelv secondary role.

- | American SIGINT

could not provide direct information on Hanoi’s
strategic military, political,[______ctivi-
ties. The only help SIGINT could provide was on
the infiltration rates of Hanoi’s troops after 1968.
For the most part, though, SIGINT was confined
to support of Allied military operations. This role
was hardly insignificant, and SIGINT did con-
tribute to a string of American military successes
starting in 1965. However, Allied military opera-
tions were such — that is, largely a reaction to
communist military initiatives in South Vietnam
— that they could not achieve the elusive “victory™
sought by Washington.

5488 Yet, if SIGINT could not contribute to
Washington'’s strategy for winning the war, it was
not without an impact, for better or worse, on two
of the most critical events of the war: the inci-
dents in the Tonkin Gulf and the Tet Offensive.
Earlier, it was illustrated how SIGINT failed the
Johnson administration, when, in 1964, it did not
report all of the information that it held concern-
ing the actual activities of Hanoi's navy on
4 August. Instead, only certain reports that
substantiated the Navy’s claim that the two
destroyers had been attacked were provided the
administration. Other SIGINT was manipulated,
or misrepresented as relevant, while contrary
information was withheld, and access to all of the
nearly sixty translations and reports was denied.
Without all of the SIGINT information, a decision
by Washington to respond to Hanoi depended on
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the flimsy evidence from the handful of SIGINT
reports that loosely supported the notion of a sec-
ond attack. Over the years, NSA refused to release
the entire record to either the secretary of defense
or the foreign relations and intelligence commit-
tees of Congress. On those occasions when NSA
was requested to supply information, it offered
only the “official” version contained in the 1964
chronology. For thirty-seven years, the scope and
nature of NSA’s failure remained unknown.

£57/+58 In large measure, these two failures by
the American SIGINT community were the natu-
ral result of the technical and organizational
shortcomings that historically plagued the
American SIGINT effort from its very first days in
the Indochina War. It is easy to see how the
crimped analytic capability, especially in crypt-
analysis, and the lack of sufficient qualified lin-
guists affected NSA reporting in both instances.
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The organizational shortcomings, specifically the
lack of an centralized, in-country SIGINT author-
ity, left the reins of control of both crises in the
hands of an NSA that was nearly half a world
away. Communications links, no matter how fast,
robust, or how large a data capacity, could not
maintain control or contact over the disparate
SIGINT field sites, representatives, support
groups, and collateral agencies and commands.
The personnel at NSA at Fort Meade were
removed from the context of the situation in
Southeast Asia. The nearby “one voice” of SIGINT
that MACV had wanted was not there.
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