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(U) Virtualize Systems, Applications, and Products (SAP) in data processing applications. SAP is the
NRO’s largest business system, supporting all directorates and offices. As an Enterprise Resource
Planning (ERP) tool, SAP supports human resources, supply cham management, travel management,
inventory and warehousing, and procurement.

(U) Mlgrate SAP infrastructure to the cloud.
(U) Harden SAP security profile via governance, risk, and compliance initiatives.

(U) Increase awareness of SAP capabilities across the NRO and greater IC to facilitate opportunities
for interoperability, reduced duplication, and enhance organizational alignment.

- (U) Mature the interfaces between the SAP and NRO Financial Information System to allow for more

integrated workflow between transaction and finance systems.
(U) Expand SAP footprint to support more ERP capabilities at NRO ground stations.
(U) Standardize and integrate supply chain management across the NRO enterprise.

(U) Implement a robust logistics equipment replacement program to replace equipment that has been
identified as beyond its life expectancy and in need of replacement.

— (U) Standardize, consolidate, or improve enterprise logistics functions, focusing particularly on

warehouse operations, procurements, waste destruction, recycling, barcode technology, and heritage
artifact storage.

— (U) Implement a comprehensive strategy to reduce personal printers across the NRO.

— (U) Initiate transition to multifunction devxces that will replace copiers, faxes, scanners, and some

printers.

(U) There are no new activities in this project for FY 2014.

(U) The NRO expects the project to accomplish the following in FY 2014:

(U) Perform sustainment efforts for hardware and software to ensure interoperability and standardization
for business systems across all NRO Enterprise facilities.

(U) Improve the ERP system relative to the functionality of the supplier-customer relationship.

(U) Enhance the travel system functionality program including expanding its interface to the NRO’s
financial system.

304

(U) Operate and maintain the Global Material Tracking System with business intelligence capabilities.

(U) Implement a robust logistics equipment replacement program.

(U) Deliver additional Human Capital Data Management application capabilities to Office of Strategic
Human Capital.

(U) Re-compete and upgrade of SAP development contract to a performance-based contract model.

(U) Re-negotiate and right-size SAP license contract with regard to SAP product mix, license type and
volume.
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~ (U) LIFE CYCLE COST SUMMARY

(U) Acquisition Summary

(U) Independent Cost Estimate

(U) An updated ICE was completed in FY 2012. To be consistent with the scope of the ICE, the budget shown
in the LCC table includes space and ground acquisitions, system integration, and other government costs. The
acquisition is not funded to the ICE profile as a result of the negotiated milestone payment schedule caused by
the transition to a fixed price contract. .

(U) Major Performers

Performer Name/Location Function Contract Award Date

FORGESRSTHOHHENOFO M ‘ 425
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(U) NRO GROUND ENTERPRISE
(U) LIFE CYCLE COST SUMMARY

(U) The NGE’s long-range objective is to develop a fully-integrated [C ground architecture where information
is virtual, assured, available on demand, and globally accessible to authorized users empowered with the tools
and services necessary to generate tailored, timely, trusted, and actionable intelligence products. The NGE’s
long-range goal is to create an IC Enterprise that operates and enables authorized users to receive and query
trusted information on-demand to improve the speed and execution of decisions from anywhere in the world.

(U/A*&%e3 The capabilities the NGE acquires are driven by the needs of NRO’s primary mission partners:
NGA and NSA, along with principles, policies, and guidance from the ODNI and the DoD. The primary objectives
of Increment 1.2 are as follows: '

* (U) Deliver new mission capabilities to satisfy the Block | Statement of Capabilities Key Performance

. Attributes and fully exploit new spacecraft functionality (thus sustaining core NRO capabilities).

* (U) Integrate NRO’s ground via functionally-aligned mission centers.
~« (U) Provide an integrated NRO response to collection management authorities’ tasking.

* (U) Maintain and enhance operations to sustain defined operational availability and support to users.

* (U) Promote integration of information across multiple intelligence sotrces to better respond to changing

target sets.

(U@ The acquisition strategy for the NGE is aligned with the mission support areas described above

and is executed by the Ground Enterprise Directorate at the NRO.

(U) Acquisition Summary

(U) Mission Control 1.2

- - A
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(U) The program consists of multiple contracts structured to develop and integrate new capabilities into the
Mission Control operational baseline, as well as the necessary sustainment functions required to maintain the full
operational capability of these systems.
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(U) The ODNI and OSD approved the MC 1.2 MSA Program Management Plan baseline in August 2012.

(U) Mission Framework 1.2

(U) The program consists of multiple contracts structured to develop and integrate new capabilities into the
Mission Framework opcrational baseline, as well as the necessary sustainment functions required to maintain the
full opcrational capability of these systems.
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"(U) The ODNI and OSD approved the MF 1.2 MSA Program Management Plan baseline in August 2012,

(U) Mission Processing 1. 2 ‘
(U) The program consists of multiple contracts structured to develop and integrate new capabilities into the

Mission Processing operational baseline, as well as the necessary sustainment functions required to maintain the
full operational capability of these systems.

Lml._“m u".‘lj_!‘--. '.

(U) The ODNI and OSD approved the MP 1.2 MSA Program Management Plan baseline in August 2012.
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NRO Replenishment Planning & Functional Availability

(U) NRO CONSTELLATION CAPABILITIES

(U) The NRO acquires and operates satellites that provide continuous global
access to critical information otherwise unavailable to the President, his cabinet,
other national leaders and numerous customers in the Defense and Intelligence
communities. These satellites provide services in three broad categories:
GEOINT, SIGINT, and Communications (COMM). :

) CONSTELLATION REPLENISHMENT PLANNING

(U) A primary responsibility of the NRO is ensuring that the entire NRO
constellation is replenished efficiently and in time to guarantee mission
success. Replenishment planning is a complex process that is based on
numerous factors.

Constellation Replenishm

This Figure is S SMEm e RErHCEEMEE PO e

(U) Industrial Base. The NRO relies on the health of the space industrial
base to produce innovative overhead intelligence systems that give the US an
advantage over our adversaries. The space industrial base must not only
implement advanced, next generation technologies but continually conduct
R&D to discover new solutions to intelligence problems. This means our
industry partners must attract and retain a highly trained, technical workforce
possessing unique skills and abilities gained from years of experience
developing space systems and components. Primes must also maintain access
to key component suppliers, unique manufacturing processes, and rare raw
materials. Financial viability is driven by factory utilization rates to meet
demand for key components, specialized manufacturing processes and
facilities, and access to rare raw materials. The absolutely indispensable role of
the space industrial base means NRO replenishment planning will be
influenced by industrial base considerations.

€10¢ J19qWISAON 81
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NRO Replenishment Planning & Functional Availability

{U) Program Health. Technical and programmatic challenges (requirerients
changes, resource/supply interruptions, funding changes) inherent to executing 5
to 10 year long development programs can change the replenishment calculation.
Replenishment decisions must consider the execution status of on-going

(U) FUNCTIONAL AVAILABILITY

(U) Functional Availability (FA) analysis applies probability theory to
industry data, including component wear-out projections and failurc rates,
combined with operational life spans updated from on-orbit experience, against
sclected criteria of mission satisfaction or Functional Success Criteria (FSC). FA
is the probability that a constellation of satellites will meet all assigned FSC at a
future point in time.

developments when forecasting initial launch capability and enterprise readiness.

(U) Role of FA. NRO leadership uses FA primarily as a risk management
tool to assess the potential for performance impacts due to program dclays, as
well as launch and on-orbit failures. The goal of launch replenishment planning
is to fund programs to maintain an acceptable level of risk as illustrated by the

FA thresholds. FA provides a guardrail for protecting mission success; it does -

not identify the optimum time for replenishment. Since FA calculations

-represent a minimum- threshold-they do not include legacy NRO™ spacéecraft -

whose future is uncertain due to mechanical or funding uncertainties.

(U) Mean Life Estimate. MLE is the average of all the possible life
spans of the satellite, according to models of the satellite’s failure modes,
component failure rates, and resource depletion rates. The accuracy of an MLE
is contingent upon the amount of experience with similar satellites and
components. New programs or blocks will have less information and thus more
conservative MLEs until there is significant on-orbit experience. MLEs change
over the life of the satellite based on on-orbit satellite health data and increased
information about key components. Typically, a satellite has about a 50 percent
chance of operating beyond its current MLE. Decision makers should be
cautious about drawing conclusions based on MLE. MLE measures a satellite's
“life” but does not indicate its collection capability with respect to satisfying
the constellation’s FSC. : '

(U) The following sections contain FA analysis results on the GEOINT,
SIGINT, and COMM missions. The accompanying graphics display the FA
curve for each mission and the reliability data and MLE for each satellite.
Each section defines the FSC, explains differences from the previous CBIB,
and explains changes in satellite reliability. Future systems that would be
required to sustain a mission but have not yet been selected are indicated in
purple and marked as “unfunded” but analyzcd based on the satellite reliability
and FSC for the previous system. Inthe case of satellites procured but stored,
the earliest date by which it could be placed in orbit is indicated by the earliest
service date.

£10Z JoquianoN 81
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(U) GEOINT EO Functional Success Criteria

~ (U) GEOINT EO Functional Availability Summary

(U) The GEOINT constellation FA mode!l addresses individual vehicle
reliability estimates, vehicle-specific life limitations, vehicle orbits,

s 0
1 December 2012

constcllatlon-level limitations, and the probability of successful launch and
initialization of replacement satellltes

GEOINT EO FA ai
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GEOINT Radar Satellite Rehablllty

1 Decembel 2012

This Figure |s et SN R St

(U) GEOINT Radar Mean Life Estimates

(U) The bar chart indicates the predicted reliability of the satellites from
analysis date (or launch date for new satellites) to 10 percent reliability.
The MLE, is the statistical best estimate of the operational life of the
satellite. For purposes of reliability and MLE computation, the probability
of launch success is not included,

(U) Satellite Status

€10¢ /8qWBAON 81
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SIGINT Low Satellite Reliability

Fiscal Year

(U) SIGINT Low - Mean Life Estimates

(U) The bar chart indicates predicted individual plane reliability from the

analysis date (1 Dec 2012) or from the planned launch date for each new -

plane of one or two satellites until reliability reaches the 10 percent level.

MLE dates represent the statistical best estimate of the operational life of

each plane. The probability of launch success is not included in these MLE
calculations, :

(U) The black portion at the beginning of each bar reflects the on-orbit
checkout for each new plane. Launch changes are changes from the last
CBIJB.

14 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031

This Figure s SEGRETAAMENTGENHORENREIrE G ShpliE

\

(U) SIGINT Low - Satellite Status

As of
1 December 2012
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(U) IC IT ENTERPRISE (IC ITE)

(U) Roles and Responsibilities

(U/A*0¥6) Intelligence integration remains a top priority for the DNI and NRO leadership. IT is
considered a key lever to achieve improved integration by migrating the IC from independent, federated
IT architectures to a consolidated, aligned IT architecture. Moreover, a fiscally constrained budget
environment combined with emerging world threats and an enduring need for actionable intelligence
require the IC to become more efficient and provide IT capabilities with less funding. These efficiencies
cannot be achieved through IT solutions alone and must be accompanied by fundamental changes in IT
business/service models.

(U) The NRO has established a formal transition effort as the DNI's IC ITE architecture paves the way
for a fundamental shift toward operating as an IC Enterprise that uses common, secure, shared capabilities
and services. The NRO is currently and will continue to develop and execute plans to transition to IC ITE
service offerings, as they come online, in order to achieve IT efficiencies and contribute towards expected
NRO IT budget reductions by FY 2018. The NRO has sclected an overall Transition Program Manager,
established Transition Managers for each of the forthcoming IC ITE service offerings, complcted a formal

. Program Initiation Review with NRO IT leadership and created an IC ITE Transition Program
Management Plan. Throughout FY 2012 and into FY 2013, NRO has also been actively participating in
the community joint engineering teams, community governance councils, community business/funding
related forums, executive level reviews; and has commenced an internal applications inventory and an
internal desktop requirements collection effort. Expectations have been established such that the
individual transition project managers are working toward delivering a capability (i.e., applications,
networks, desktop, etc.) transition plan and associated activity/sequencing roadmap that will serve as a
central part of the NRO IC ITE Transition Plan.

(U) The NRO IC ITE transition strategy is primarily divided into two core planning areas: transition to
the common community desktop environment (IC ITE DTE) and a transition to integrated hosting
environments (c.g., community clouds), both serving as key enablers for requisite application refactoring
needed to attain compatibility with the target virtualized cloud environments and transition of NRO users
to the community desktop service offering. In organizing the IC ITE transition program, we are
leveraging the use of function specific transition projects supported by cross-NRO (domain expertise)
integrated project teams. In addition, IC ITE transition project managers have been chartered to lead
investment management activities as a means to broker IC ITE transition réquirements and related
investment needs within the NRO IT Investment Portfolio Management process. Through these dual
management functions (project management and investment management), decision support associated
with IC ITE transition requirements will Jeverage the NRO IT investment management and governance
p ocesses to facilitate corporate, coordinated decisionmaking.

(b)(3)(1 0 Eesé:e)lrﬁ February 2013, NRO accepted the DNI's designation as the IC ITE Network Requirements and

Engineering Service Provider. As service provider, NRO will coordinate with community partners to
develop, monitor, and enforce the common standards/reference models for IC ITE Campus Area

- Networks (CANs) and Wide Area Networks (WANSs).
(U) FY 2014 Budget Request

(U) This section includes IC ITE information directly related to the FY 2014 budget request. The IC
will provide additional IC ITE information under separate cover including: spend plans, a migration plan,
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a transition roadmap, security certification, interoperability and IT program alignment certifications, and
an updated IC-wide data center strategy in accordance with congressionally directed due dates.

(U) FY 2014 IC ITE Service Provider —~ Network Requirements and Engineering - NRO
This Exhibit is SHORES/NOEORN

(U) Expected Accomplishments

(U) During FY 2014, the NRO will aim to achieve internal IT efficiencies while maintaining mission
excellence and acceptable IT service levels. The organization will accomplish this, in part, through the
refinement and execution of its IC ITE transition plans. NRO transition planning for FY 2014 will largely
focus on preparation for a systematic transition to IC ITE common services, particularly the common
desktop environment and cloud services. However, as IC ITE community-level planning (business and
technical) progresses through FY 2013, we expect additional technical/service concepts to be defined
along with identification of responsible community service providers. The NRO will support these IC
planning activities and will augment its internal IC ITE planning to accommodate the transition
requirements and activities associated with futurc IC ITE services.

O IC ITE transition accomplishments anticipated to be realized during the FY 2014 timeframe
include: '

e (U) Initiate a systematic NRO end user transition to the community desktop environment once the
environment fully supports NRO FVEY Integree requirements and as internal, dependent NRO
application transition/refactoring is completed. End user/desktop transition strategy is to be
completed in FY 2013.

e (U) Based on application inventory data analysis conducted in FY 2013, NRO will conduct
application refactoring (i.e., virtualization) required to re-host applications into NRO’s Common
Mission Environment (interim) or appropriate IC cloud when operational. Application refactoring
prioritization will be driven by the needs of NRO user transition to the community desktop
environment. Application refactoring and cloud re-hosting will be initiated in FY 2013.

® (U) In parallel with application refactoring and migration, continue to increase NRO data
migration to the cloud, to include requisite smart data tagging.

e (U) Adjust internal IT service offerings to those functions only required to complement the
services offered by the community service provider (i.e.,. desktop machine procurement, cloud
provisioning, enterprise management support, etc.).

FOR-BEORETHONFENOFORM v 455
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(U) Formalize and execute the business/funding models (e.g., service level agrccment
establishment, performance monitoring and reporting; etc.) associated with and defined by IC ITE
service providers.

(U) Realign NRO’s IC Federated Network roles into nevﬂy designated IC Network Requirements
and Engineering Services Provider role.

(U) Develop and implement standard reference architectures and governance for IC ITE CANs
and WANS.
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(U) CYBER ACCORDING TO OMB TAXONOMY

(U) Cyber Overview
(U) Mission

~ (U/#ee) The NRO's cyber security efforts are a key component of a broader Information Assurance

(IA) Program that provides critical resources to effectively govern and guide NRO Directorates and Offices
in their implementation of Information Assurance activities and solutions regarding NRO’s mission-critical
assets. More- specifically, NRO's enterprise cyber threat and vulnerability management activities are geared
toward and continue to strengthen NRO’s cyber security posture and close gaps in NRO c¢yber mission-
related capabilities to prevent malicious cyber activity, detect, analyze and mitigate cyber threats to NRO
mission systems and applications. Enabling programs provide planning, policy development, workforce
training, support public-private partnerships to share appropriate cyber security information and provide
research and development necessary to address specific NRO technology needs and capabilities.

(U) OMB Cyber Taxonomy

(U) Beginning in FY 2014, OMB adopted a new cyber taxonomy for cyber activities. The activities
included here were counted as cyber activities and no additions or deletions of activities were made based
on adoption of the new cyber taxonomy.

(U) FY 2014 Request
(U) NROFY 2014 CBJB cyber resources will be used for the following activities:

(U) The following describes the activities in the FY 2014 request to strengthen cyber security efforts and
close gaps in cyber mission-related activities. The NRO descriptions incorporate the concepts of OMB
Cyber Taxonomy, as applicable. ‘

(U) Cyber Security and Counterintelligence

(U) Protectmg Networks

(U) The NRO Protecting Networks and Information Security and Shapmg the Cyber Security
Environment programs provide the critical resources to effectively govern the NRO cyber security activities
to guide NRO Directorates and Offices in their implementation of activities and solutions regarding NRO’s
mission-critical assets. The NRO CIO governs the enterpnse cyber security capabilities necessary to enable
and safeguard the mission.

(U) The NRO cyber security activities consist of a governance structure that focuses on Information
Assurance architecture and engineering, enterprise cyber threat and vulnerability management, continuous
monitoring, enterprise risk management, situational awareness and assessment and authorization. Safe
information sharing is incorporated by way of a Cross-Domain Support Office and Privacy Office, along
with an extensive, comprehensive NRO-wide training program that addresses both internal and external

information assurance risks.

~FOPR-BESREFSHTHGMNEFORN 457
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(U) Base resources in this program are used to:

e (U)Perform continual assessment of cyber threats to NRO assets and engage with the
Directorates/Offices to effectively address vulnerability mitigation actions and examine mission
critical/essential systems to identify specific vulnerabilities.

e (U)Enhance our enterprise threat and vulnerability assessments by conducting analysis,
prioritization. and engaging in the remediation process.

e (U) Promote risk-based decisions and prioritize vuinerabilities based on threat analysis and risk
posed to the NRO assets.

e (U) Enhance the NRO enterprise JA Architecture by further defining service descriptions for
use by NRO Directorates and Offices assigned as common service providers; and provide gap
analysis on the NRO architecture and way forward for meeting common services.

¢ (U) Continue to transition roles and responsibilities in accordance with IC Directive 503 to
finalize the NRO’s transition to the new C&A process enabling Continuous Monitoring and

- enhanced risk-based decisions

o (U) Begin phased implementation of the NRO Continuous Monitoring Program to start
continuously monitor critical controls across all NRO systems.

o (U) Aggressively transition the NRO enterprise to a new formal assessment and
authorization tool further enabling system and common services reciprocity at the IC
and DoD levels.

o (U) Integrate systems security engineering to- include the program and system development
lifecycles.

e (U)Ensure that Information Assurance critical requirements definition and refinement are
embedded and front-loaded into these core processes to include ground and space assets.

e (U) Continue support of independent assessments of NRO shared assets with the 1C and DoD.

s (U) Further refine the NRO Cyber Assurance posture by focusing on Continuous Monitoring,
IA Systemr Engineering, and Situational Awareness for NRO Ground and Space systems and

operations. . ‘
» (U) Provide enhanced value and proposed efficiencies to the NRO by providing risk-based
decisions and priorities based on the analysis of threats and vulnerabilities posed to our National
assets. ‘

e (U) Provide Cross-Domain and Privacy services and functions at the NRO.

e (U) NRO has taken actions to address the Protecting Operational Networks objective by
providing the DNRO information regarding operational networks from foreign attack and other
threats, to include other external defenses against insider threat.

o (U) Weigh enterprise risk implications of placing an NRO system into operations and,
only when deemed acceptable, authorizes operation using a risk-based assessment

_process.

o (U) Monitor the patching of known exploitable vuinerabilities on NRO Management
Information Systems, and meet 1A Vuinerability Alert compliance by reporting to US
Cyber Command (NRO IA Vulnerability Management).

o (U) Coordinate, prioritize, track, mitigate, and remediate vulnerabilities at the
information enterprise level vice addressing them system-by-system (Enterprise
Vulnerability and Remediation).
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o (U) Employ Information Security Architects/Enterprise Information Systems Security
Engineers to allocate security requirements/standards and integrate [A mto/throughout
the systems development life-cycle.

o (L/A©¥68) Employ the Enterprise Operations Squadron to provide 24x7 network
protections for NRO'’s operational networks and computer systems.

o (U/'EYe) Designate Enterprise Operatioﬁs Squadron’s Defensive Operations Flight
as the Tier 2 Network Protection Service Provider and is the single focal point for NRO
network protection.

(U) Employ an NRO Cyber Incident Response Team that in coordination with the NRO
Chief Information Security Officer reports to the IC as appropriate.

(o}

' (U) Counterintelligence

(U) The NRO’s Security and Counterintelligence provides multilevel support to all NRO networks.
Cyber CI deploys automated insider threat detection tools. analyzes collected data in conjunction with
disparate data sources to produce investigative leads, performs assessments to rule out malicious activity
occurring on NRO networks, and provides support to Mission Ground Stations for incident response.
Counterintelligence Cyber Unit conducts counterintelligence activities over the NRO information systems
architecture that concentrate on insider threat, traditional, and asymmetric methodologies.

(U) Accomplishments

(U) The following provides a synopsis of NRQO [A and cyber security activities for FY 2012. Critical
activities focused on securing the Enterprise IT environment and aligning processes to strengthen the NRO
cyber security posture. The NRO continued to make tremendous strides with its transition to IC Directive
503, looking to promote interoperability and efficiency across the IC through the trust and reciprocal
acceptance of assessments and authorizations across the IC and DoD.

(U) The NRO achieved an “Excellent” in the CCRI evaluation of NRO's Unclassified- and Secret-level
networks, The NRO continues to use its maturing Enterprise Vulnerability Assessment Remediation process
to coordinate, prioritize, and track the mitigation and remediation of vulnerabilities across the NRO
enterprise.

(U) The NRO continues to mature its Information Assurance Enterprise efforts by producing programs of

records. During FY 2012, Identity and Access Management and Enterprise Audit were funded at the NRO
Enterprise level to further support cyber security and counterintelligence requirements.

(U) The NRO IA program continues to provide integrated engineering, security, assessment (testing). and
authorization support to its internal Infrastructure Service Providers and the IC’s IC ITE. The integrated
Security Team ensures security is embedded throughout the development deployment, and operational
activities of the service providers.

~FOP-SECRETH ST TRCGMNOFORM . 459
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(U) Cyber security Resource Summary
This Exhibit is" SEEREFANOFORN-

(U) Cyberspace Operations

(U) Description
(U) The NRO has no efforts that fall within the taxonomy of Cyberspace Operations.

(U) Other FISMA and CNCI Activities Resource Summary

(U) FISMA and CNCI 'reporﬁng continues to- be accomplished using‘the resources. functions. and
activities mentioned above.
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(U) GLOSSARY
49} ACP—aggnéy cost position. ODNI nomenclature for IC Agency Cost Assessment Improvement Group
generated ICEs. '
(U) ADF-C—Aerospace Data Facility-Colorado, located at Buckley Air Force Base, Denver, CO.
(U) ADF-E—Aerospace Data Facility-East, located at Fort Belvoir, Springfield, VA.
(U) ADF-SW—Aerospace Data Facility-Southwest, located at White Sands, NM.
TO (U) ADM—Acquisition Decision Memorandum.

(U) Al&T—assembly, integration, and test.

(U) AIM—automatic and intcractive mapping. AIM provides Operational ELINT (OPELINT) and Technical
ELINT that consists of the day-to-day automatic and interactive reporting of emitter activity, including the
introduction, characterization, disposition, movement, utilization, tactics, and activity levels of known foreign
emitters and, where applicable, associated military systems.

(U) ALERT—audit Jog event reporting tool. ALERT is an Enterprise COTS tool. It is a Security Information
Event Management application that receives, collects, processes, filters, and correlates events generated from
security devices, network devices, and host systems, and provides visual alarms and customizable reports.

(U) AOR—area of responsibility.
(U) ARB—Acquisition Review Board.
(U) AR&D—advanced research and develbp'ment.

(U) Ardent Gunslinger—Three tiered replacement next generation CORE backbone replacing existing ATM
network utilizing IP/MPLS technology to replace the aging ATM Core infrastructure and to align with industry
standards. '

(U) ASAT—anti-satcllite.

~FOR-BECREMBHHGMNORSRA 513
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(U) ATM—asynchronous transfer mode. A high-bandwidth method of transporting information designed to
integrate the transport of all services on a single network.

(ST REE=TO—USA—FvE¥

(U) ATP—authorization to proceed.
(U) BOL—beginning-of-life. '
(S REE-FO-Sin-FvEx

-(U) C&A—certification and accreditation.

(L) C&C—command and control.
(U) C&T—command and telemetry.

(U) CAAS—contracted advisory and assistance services. Services under contract by non-governmental sources
to provide management and professional support; studies, analyses, and evaluations; or engineering and technical
support. '

"(U) CAIG—Cost Analysis Improvement Group.

(UFew©) CAROUSEL. A new 64-bit encryption algorithm that will be used by U.S. Space Systems requiring
U.S.-only command and control protection.

enrernee) <

(U) CCAFS—Cape Canaveral Air Force Station, the eastern launch range, located near Cocoa Beach, FL and
adjacent to NASA’s Kennedy Space Center.

(U) CCS—constellation calibration services.

(U) CDR—critical design review.

CSHAHICHREIFO-LSrtv =)

| (U) CNT—carbon nanotube. A one-atom thick sheet of graphite rolled up into a seamless cylinder with
diameter on the order of a nanometer. . :
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(U) COMEX—COMINT Exploitation. Technical and intelligence information derived from the monitoring
of foreign communications signals.

(Uy COMM—NRO Communications Directorate.
(U) COMSAT—communications satellite.

(U) COMSEC—communications security.

(U) CPAF/IF—cost plus award fee and incentive fee contract.

e

- (U) CSL—Common Services Layer.

(U) CSL-G—Common Services Layer-Global. Project to upgrade network infrastructure utilizing emerging
telecommunications standards and next-generation network processors, CSL-G will provide the capability to
rapidly establish secure connectivity between new systems and services at varying classification levels, across a
centrally managed, flexible, sharcd infrastructure.

(U) CWAN—contractor wide area network.

(U) DCGS—Distributed Common Ground System.

(U) DI2E—Defensc Intclligence Information Enterprise. A component of the Defense Information Enterprise
that transforms information collected to satisfy intelligence needs or into forms suitable for further analysis or
action. It involves integration, evaluation, and interpretation of information from available databases for use in
the development of mtelhgence products.

) DlI———Dlrector s Innovation Initiative. An AS&T program that transitions almost 50 percent of its
unclassified advanced technology investigations to funded follow-on research efforts inside the NRO, the
Intelligence Community, and the DoD, providing those communities with advanced technology concepts for
future systems.

(U) DLA—Defense Logistics Agency.

P

(U) E2—Echelon 2. Factory maintenance in support of ongoing operational systems.
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(U/FeEe) EA—Enterprlse Architecture. The systems, segments, and elements that together, enable the NRO
enterprise to meet the US Government's intelligence needs through spaceborne reconnaissance.

(U) EC—expenditure center. -
susirossavo [N
ererressavy I

(U) EELV—Evolved Expendable Launch Vehicle. The name for the family of launch vehicles, which replaced
the Titan and Atlas (Il and II1) launch vehicles. The EELV vehicle family is currently comprised of multiple
configurations of the United Launch Alliance Atlas V and Delta IV.

(U) ELC—EELYV Launch Capability contract.

(U) EO—=electro-optical.

(U) ER2—Enterprise Registry and Repository. An ODNI-sponsored IC enterprise capability delivered by
the NRO, the IC Service Provider for ER2. ER2 provides the IC the ability to publish, manage, and discover
IT mission, business, and enterprise IT resources throughout their lifecycle to facilitate discovery, sharing and

- reuse. ER2 provides the IC the ability to manage information about IC-wide shared IT resources including
services, software, applications, architecture profiles and blueprints, technical standards, security patterns, and
data schemas, and discover the relationships between those resources. This enables stakeholders to make better
informed decisions on the utilization, maintenance, and management of [T resources.

(U) ERMS—-=electronic records management system.
- U) ERP—-enterprise resource planning.
(U) ESA—electronically steered array.
(U) ESD—earliest service date. _
(U) EVM—earned value management. Project management method used throughout the IC and DoD.

(U) FA—-functional availability. A measure of system performance that incorporates both improved estimates
of satellite life and addresses user requirements.

) FASM—Focused Area SIGINT Mapping. One of three FA curves used to describe the system performance
of IOSA high altitude spacecraft.

(SHTIHREE-FO-E S A

(U) FCl—facilities condition index.

(U) FlexCrypto—flexible cryptographic equ1pmcnt Program to replace obsolete KG-247 cryptographlc
hardware.

(U) FOC—full operational capability.
(U) FOT—Final Operational Transition. Full integration of spacecraft into operations.

_ﬁ#ﬂw)—
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(U) Gbps—Gigabits per second (10 ? bits per second).
(U) GED—NRO Ground Enterprise Directorate.
(U) GEM—ground enterprise milestone.

(U) GEO—geosynchronous orbit. An orbital regime at approximately 22,000 nautical miles characterized by
its 24-hour orbital period which places an object in a stationary position relative to the Earth’s rotation.

(U) GForge. A collaborative, web-based information management system that provides a common workspace
and enables cross-network collaboration for users and projects throughout the NRO and IC.

(U) GIMS—GEOQOINT Information Management System. NGA tasking system for NRO GEOINT satellites.
(U) GoA—Government of Australia. V

(SR Sty

(U) HEO—highly elliptical orbit. A highly non-circular orbit characterized by a maximum altitude of 25,000.
nautical miles and 12-hour orbital period. '

(U) HYT—high value target.
(U) I&IT—information and information technology.
(U) IA—information assurance.

(U) IBS—Integrated Broadcast Service. A complex and dynamic intelligence dissemination "system of
systems" that is a theater-tailored dissemination architecture with global connectivity using a common message
format in support of current and programmed tactical and strategic warfare systems.

(U/#FOe) IBS-S—IBS SIMPLEX. A broadcast communications system relaying time-critical, tactical
intelligence data in near real-time from national intelligence collection systems.

(UAe#0) ICFN—Intelligence Community Federated Network. Project that enables the phased convergence
and consolidation of IC networks in support of a secure, integrated, resilient and agile enterprise-wide
communications infrastructure. ICFN will achieve efficiencies through integration of networks in support of
cross-community communications and data services to be accessed and delivered throughout the Information
Technology Enterprise.

(U) ICITE—IC Information Technology Enterprise. The enabling foundation for intelligence missions from
the White House to the foxhole. It is the committed, integrated, community-wide efforts to design, develop, and
deploy needed mission capabilities; enable secure information sharing; and to engage and sustain a highly skilled,
innovative and high-performance workforce.
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(U) ILC—initial launch capability.

(U) 10C—initial operational capability.

(U) IP/MPLS—internet protocol/multiprotocol label switching.

(U) ISI—Innovative Solutions [nitiative. Classiﬁed analog to the Director’s Innovation lnitiétivc.
(U) IV& V—independent validation and verification.

(U) JIAB—lJoint Intelligence Acquisition Board.

(U) KDP—key decision point.

(U) KPP—key performance parameter.

¥

) LCC—life cycle cost.

(U) LEO—low earth orbit. An orbital regime between 90-600 nautical miles characterized by short orbital
periods (approximately 90-100 minutes) that allow for frequent revisits per day.

(U) LIDAR—light detection and ranging.
(U) LPI/LPD—Iow probability of intercept/low protability of detection.
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(U) Mbps—Megabits per second (10 6 bits per second).

(U) MC—mission center. Functional mission are construct to organize ground development.
(U) MC&G—mapping, charting, and geodesy.

(U/ARe8) MDDS—M-22 Data Dissemination System.

(U) MEO—medium earth orbit.

(U) MGS—mission ground station.

(U) MHz—megahertz (10 8 Hertz or cycles per second).

(U) MITC—Multi-INT Tasking and Coordination. MITC provides mission management for GEOINT
SIGINT and multi-INT operations. .

(U) MLE—mean life estimate. Estimate of remaining lifetime of a space asset taking into account current state
and system reliability.

- (U) MM—mission management.
W) MMD—meaﬁ mission duration.
(U) MOD—Mission Operations Directorate.
o
(U) MSA—major system acquisitions.
(U) MS-B—milestone B.

W‘R&W—

(U) MTDEMC—Multi-INT Technology, Discovery, and Evolution Mission Center. MTDEMC provides
Multi-INT processing and multi-INT fusion capability. : .
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(U) NAB—NRO Acquisition Board.

(U) NFIS—NRO Financial Information System.

(U)NGE—NRO Ground Enterprise. NRO ground architecture that includes all hardware and software required
for command and control, mission management, and data processing for NRO spacecraft.

(U) NHRS-——National Imagery Interpretability Rating Scale. Standardize system for describing the intelligence
tasks that can be performed using an image.

(U) NMS—NRO Mission Support.
(U) NOPS—NRO Operations Squadron, located at Schriever Air Force Base, Colorado Sptings, CO.
(U) NROC—NRO Operations Center. '
.(U) NROU-—NRO University.
(U) NSS—National Security Space.
(U) OBP—on-board processing.

(U) OCMC—Overhead Collection Management Center. Joint, fully-integrated organization which brokers all
- SIGINT overhead requirements. .

(U) OCO—Overseas Contingency Operations.

W—

(U) OPELINT—Operational Electronic Intelligence.
(U) OPIR—overhead persistent infrared. A subset of MASINT focused on infrared signatures.

wisinizovonr [

(U) OSL—OfTice of Space Launch,
(U) P&S—planning and scheduling.
(AR
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”(U) PATRIOT—NRO Communications Diréctorate contract;k o
e [
eone

(U) PDR—preliminary design review.

(U) Performance Objectives: Future Support - Bu_dgeted activities that are not providing capabilities in the
current budget year (FY 2009), but will significantly contribute to the outcomes, goals, and initiatives of the NIS
mission objectives once they become operational (e.g., acquisition programs, research and technology programs.)

(U) Performance Objectives: Indirect Support - Operational or future budgeted activities that provide (or will
provide) general support for intelligence activities (e.g. logistics, infrastructure, corporate management).

(U) Performance Objectives: Mission Objectives - One of the five mission objectives included in The National
Intelligence Strategy of the United States of America, October 2005. Mission objectives relate to our efforts to
predict, penetrate, and preempt threats to our national security and to assist all who make and implement US
national security policy, fight our wars, protect our nation, and enforce our laws in the implementation of national

policy goals. ,
(U) PR/CSAR—personnel recovery/combat search and rescue. »
(L) PROFORMA—weapons related, machine-to-machine signals intelligence and information. _
95 PS—proccsSing segment. '

(U) PTS—product transmission segment.
(U) PuppetMaster — Replacement to the Future Architecture for Command and Telemetry Services (FACTS).

T —

(U) Quicksilver. Network (also known as Common Service Layer — Global) that seeks to improve data and
services exposure between intelligence production systems (referred to as the “back-office™) by providing an agile
and cost effective information-sharing infrastructure that provides higher performance than current IC networks.
Quicksilver is being deployed at seven locations (six in CONUS, and one OCONUS).

(U) R/S—relay satellite.
EHHe REEFO- STy
(U) RC-IED—radio controlled IED.

(U) RCRP—Reconfigurable Receiver Payload. Payloads whose mission can be completely altered
dynamically via software reprogramming of hardware functions, making the payload adaptable to a wide range of
evolving missions. This flexibility enables a Quick Reaction Capability (QRC) where the payload functionality
can be quickly changed after payload deployment, in order to rapidly respond to changing mission needs.
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(U) RF—radio frequency or receive facility.

(U) RFl—radio frequency interference.

(U//FOE8) RTC—real-time control. RTC provides a common real-time control capability across all
operational nodes that support the overhcad SIGINT constellation.

(U) S&T—science and technology.
(U) (CLASS) SAP— Systems, Applications, and Products.

(U) SAR—synthetic aperture radar. A collection capability that uses returns from actively transmitted radar
signals to produce high-resolution images regardless of weather or darkness.

AR St Syl AL

(U) SDR—system design review.
(U) SED—Systems Engineering Directorate.

I

(U) SETA—system engineering and technical assistance.

(U) SGR—Space Ground Routing. SGR receives the satellite data from communications satellites then sends
the data to the appropriate ground processors.

(U) SIW—strategic indications and warning.

(U/ddlayy SM—Service Management. Performs planning and scheduling of MTS space, ground and
terrestrial communication assets to meet Mission Transport Service user communications service requests.
(B}(3) 10 USC 424

(U) SOSl—space object surveillance and identification. Adam, description.

(U) SPP—Space Protection Program. Joint NRO and Air Force Space Command program to provide decision
makers in the DoD and IC a comprehensive national strategy for protecting our national security space systems.
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(U) SRR—system requirements review.

(U) SWaP—size, weight, and power.

(U) SV—space vehicle.

(U) TCPED—tasking, collection, processing, exploitation, and dissemination.
(U) TDRSS—Tracking and Data Relay Satellite System. NASA relay satellite.
(U) TECHELINT—Technical Electronic Intelligence.

(U) Tl—technical intelligence.

(U) TRL—technology readiness level. Adam, description.

(U) TRR—Test Readiness Review. A multidisciplined technical review to ensure that a subsystem or system
is ready to proceed into formal test.

(U) TT&C—telemetry, tracking, and commanding.

(U) UGA—unified ground architecture.
(U) UK—United Kingdom.

(U) UMIS—unclassified management information system.

(U) VAFB—Vandenberg Air Force Base, the western launch range, located near Lompoc, CA.

(U) VHF—very high frequency. Portion of radio frequency range from 30 MHz to 300 MHz.
srmsnssossesc
(U) VOIP—voice over internet protocol. ‘

(U) VSAT—very small aperture terminal. Small earth station that transmits or receives satellite signals.
Examples include satellite TV, shipboard communications, distance learning, and telemedicine.

(U) VWB—very wide band.
(U) WAN—wide area network.

aswencs) I
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