Office of the Director of National Intelligence
Washington, DC 20511

DEC 30 200

Mr. Steven Aftergood

Federation of American Scientists
1725 DeSales Street NW, Suite 600
Washington, DC 20036

Reference: ODNI Case # DF-2009-00035

Dear Mr. Aftergood: |

This is in response to your email dated 26 February 2009, received in the InformatyL)
Management Division of the Office of the Director of National Intelligence (ODNI) on 26 February 2009.
Pursuant to the Freedom of Information Act (FOIA), you are requesting, “a copy of the ﬁrial report and
other finished products (including a DVD) that resulted from a July 2008 ODNI SHARP (Summer
Hard Problem) program on virtual worlds and their implications.”

Your request was processed in accordance with the FOIA, 5 U.S.C. § 552, as amended. A
thorough search of our records and databases located two documents (one report and one DVD)
responsive to your request. Upon review, it is determined that the report may be released in segregable
form with deletions made pursuant to FOIA exemptions (b)(1) and (b)(3). The DVD is denied in full,
pursuant to FOIA exemptions (b)(3) and (b)(6).

Exemption (b)(1) protects information which is currently and properly classified in accordance with
Executive Order 13526. Exemption (b)(3) applies to information exempt from disclosure by statute. The
relevant withholding statutes are the National Security Act of 1947, as amended, 50 U.S.C. § 3024(m)(1),
which protects, among other things, the names and identifying information of ODNI personnel.
Exemption (b)(6) applies to records which, if released, would constitute a clearly unwarranted invasion of
the personal privacy of individuals.

You have the right to appeal this determination within 45 days of the date of this letter to:
Office of the Director of National Intelligence
Information Management Office

Washington, DC 20511

Should you decide to do this, please explain the basis of your appeal. If you have any quesqlons please
call the Requester Service Center at (703) 874-8500. >
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The content of this report, induding the opinions, conclusions, analysis, and legal interpretations, do not repre-
sent those of the ODNI, IC or any other government entity and should not be attributed to those organizations.
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Office of the Director of National Intelligence
Deputy Director of National Intelligence for Analysis

Washington, DC 20511

(U) On behalf of the Office of the Director of National Intelligence, I am pleased to introduce
this report and accompanying CD titled, 3D Cyberspace Spillover: Where Virtual Games Get Real, pro-
duced by our Summer Hard Problem Program (SHARP). These deliverables are intended to stimulate
discussion. They are not endorsed by the Director:of. Natlonal' Intelhgence or the Intelhgence Commu—
nity, nor do they represent the v1ews~"

the US Government,-3 ate)s calyle ément gather to study,
debate, and analyze: adpedifoibelatparticulatlysthorny nation: "‘tty problem. The
group meetsin a s ‘ 4 AySErOms 1ands-of ﬁices, so they can
think expansivel uld B R

goals are two tf:é I:’ hangetwitht

them to new B hink ‘ Hlitate; ] Bnetw ong analysts
and operators# : ] : unity. This
SHARP sessio erall analysis.
During the sessior hes to publicly
deliver their finding; matter ould be lost in the
pages of a-conven kdocumentis presented) azine style and is
accompanied by a vi et P e IO e Contepaotirmal worlds through

example.

(U) I hope you wi : ‘ it YeRG f ( 7 ‘ -nia'ry and discover, as 1
have, the boundless ingenuity-thajissuniea whensdi rofessionals come together in a pleasant
venue with a common passion for solvingf el xmportance The Office of Analysis is

pleased to engender such innovation, and Wishes:t0'thank: the National Defense University and iD8, a
Central Intelligence Agency initiative, for providing session support. Finally, I greatly appreciate the
contributions of the National Counter Intelligence Executive (NCIX) for its exemplary leadership as
SHARP’s first Topic Champion.-
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(U) Immersive virtual and gaming environments can no longer be dismissed 2
fad. More than 200 virtual worlds are either available or under development, g
and online games number in the thousands. These environments continue to
seize the i 1magmat10n and trigger creative and technological innovations that
show no signs of slowing down.

© Virtual worlds enable rich, vivid, and compelling online
interactions. This emphasis on the visual is a revolutionary improvement over more traditional
two dimensional, text-based methods of interaction through such formats as e-mail, chat rooms,
discussion groups, and web logs.

(U) The standards, protocols, and infrastructure established and adopted for
- virtual worlds have the potential to directly and substantially affect the future
of the internet. The nation that most influences this process will likely domi-
nate the next-generation internet in the same way that the United States was .‘ )

able to dominate the first-generation internet. f

© Once a pioneer in virtual world technologies, the United States is no longer Lead1ng the race to
adopt next-generation internet technologies. ,

i
O Because virtual worlds may be a potent means of spreading values and ideolpgies, the culture
that seizes the technological high ground in these spaces will have the advantagi}: in spreading its
world vxew —




Virtual culture exposes nuanced views of identity and personhood that lurk
within rich, vivid, and compelling 3D online interactions. Real world identi-
ties of person, group, and nation can blur in digital spaces. In the powerful
medium of virtual worlds, online experiences can influence and even alter
offline behavior. People will increasingly see their online, virtual identities as
extensions of their real selves.

(U)Intelligence, Counterintelligence,. and:Law 1

© (U) As online identities become extensions of real selves, increasing numbers
of citizens may expect legal and law enforcement protections in virtual
environments similar to those provided in the real world. This will create greater
popular outcry for law enforcement and legal protections for virtual world
identities that are similar to those of citizens.in the real world.

(U) It is likely that adversaries increasingly will use virtual worlds to engage in .
propaganda, recruitment, coordination, training, and information gathering,
Because of the immersive nature of the experience, virtual worlds are a par-
ticularly powerful medium to influence behavior, including offline behavior.
The online experiences that users carry back to the real world will be subject
to manipulation and influence.
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(U) Economics and Governance

(U) The economic impact of virtual and gaming environments already rivals
that of the mainstream film industry and is rapidly growing.

© Mainstream adoption-of immersive virtual world technology in the business sector
will likely reduce costs and substantially improve the quality of online education,
training, collaboration, and other forms of work. However, a real boost in productiv-
ity as a result of these technologies will not occur until the generation currently in
school (the “Millennial Generation”) and actively using these technologies enters the
workplace in force.

O Some currencies based in virtual worlds are gaining global recognition and are
convertible to real currency. Within the next five to 10 years a virtual world-based
' currency could become widely tenderable and freely convertible.

(U) As virtual and gaming worlds increasingly become part of every day
experience, governance in those environments will assume greater importance.
Governance in virtual and gaming worlds now consists of a mix of corporate
end-user licensing agreements (EULAs) and community standards. But as
virtual environments generate revenue streams for virtual inhabitants, govern-
ments will likely feel compelled to intervene to protect their interests and those
of their citizens. Economic activity will also raise issues of virtual personhood
or identity, of property and privacy.

6% OF BROADBAND USERS -
IN THE U.S. VISIT |
VIRTUAL WORLDS
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(U) Because virtual and gaming environments are global phenomena, the roles of two key
players—China and South Korea—convey a warning about competitive challenges and an
example of a highly adaptive model, respectively.

(U) Chinese virtual and gaming environments reflect Beijing’s authoritarian political practic-
es. This means that restrictions against free speech and freedom of expression are built into
the underlying rules that govern Chinese virtual and gaming environments. If exported,
these authoritarian-friendly technologies may become available to other governments and—
depending on how the marketplace evolves—could become the dominant standard.

© China’s efforts to manage the emergence of its virtual worlds through regulatory
pressure, incentives for domestic companies, and standards setting have enabled it to
become a global leader in this critical technology. As a result, China may eventually
control the software that runs the dominant virtual world used for global commerce,
communication, entertainment, and education *

© China’s infrastructure and standards enable it to monitor and control domestic
users, and Chinese dominance of the global industry may allow the Chinese govern-
ment to extend this capability to international users, including those in the United
States. .

(U) South Korea supports its highly competitive online gaming and virtual world industry
with an advanced telecommunications infrastructure that serves as a model of adaptation

to the changing environment. Because the United States faces similar challenges of adapta-
tion, the utility of the South Korean model becomes a relevant future consideration. The
South Korean model uses government-supported infrastructure to enable a free market in-
dustry with democratic values. A domestic industry of this type would be capable of setting
international standards and leading the global industry. R

© South Korea’s global leadership in virtual world technologies is largely due to its
government-industry partnerships, investments in domestic internet connectivity (for
example, high bandwidth), and early adoption

of virtual world platforms.
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(V) Technology comprises the very foundation of every
virtual and gaming environment, and without the capabilities provided
by their technologies, virtual and gaming environments would not exist.
Paradoxically however, it is these capabilities that are the focus of inter-
est, not the technologies themselves. Understanding the capabilities and
exploring the possibilities that technology provides is important to assess-

" ing what happens when virtual worlds become real.

(U) Technological Innovations:
Graphics and Social Networks

(U) While computers are configured to work within text-based interfaces,
humans process information more graphically, in three dimensions. Since
the development of personal computers in the 1970s, computer-human
interfaces have evolved to embrace the human brain’s tendency to process
spatially. The emergence of the internet was a communications innovation
that presented humans with information in a spatially accessible manner.

(U) With the development of computer interfaces to enable users to connect

- to a global network, the social aspect of computers has increased exponen-

tially. Humans especially need three-dimensional context to process social
information, whether in the real world or, increasingly, the virtual world.
The development of these applications drives virtual world technology and
industries.

(U) For example, innovations in game graphics have driven the development
of an American gaming industry, which has produced more revenue in the
United States than Hollywood film-makers since 2003." In 2007, movies
that coincided with the release of Microsoft’s Halo 3 suffered dramatically
from low attendance.? Videogames are the emerging venue for capturing
the hearts, minds, and advertising dollars of a generation.

‘(U) Another key innovation has been the use of computer technologies to

enable large numbers of people to pool their knowledge and creative abil-
ity. Social networking sites such as Wikipedia, YouTube, Facebook, and
MySpace resulted from this innovation.

(U) Virtual worlds take the rich social networks of the so-called Web 2.0 and
add a visually rich, immersive environment. Immersion causes humans to
act as though the environment were real. Users project themselves into the
avatars and demonstrate very real emotional reactions and attachments.
Immersion also improves learning efficiency and personal involvement.

(U) For a more detailed discussion of the development of virtual worlds and
3D interfaces, see Appendices | and 2. @




(U) Topical Technology Issues

(U) Network Infrastructure.
Online infrastructure will likely
drive the future of virtual worlds
because it enables both the social
and graphical elements of virtual
worlds. Entertainment companies
provide infrastructures, or central
hubs, to which users connect before
entering the game they wish to play.
This way, a user can play multiple
games across the internet using a
single alias or avatar (provided that
the games are under one game
provider’s system), and rich presence
information can be sent to a list of
“buddies” who can see whether the
user is online, what s/he is doing,
and whether s/he wants to be joined
within a certain game or activity.
They also provide rankings and
worldwide scoreboards for players
as well as various communication
(voice, video, text) options indepen-
dent of the game being played.

(U) As infrastructures grow, multiple
worlds may begin to share a com-
mon architecture. An example of
online infrastructure is Valve Soft-
_ware’s Steam architecture, while in
the console industry Microsoft and
its Xbox Live service lead infrastruc-
ture development. These infra-

structures are the building blocks of
a Multiverse: a plurality of virtual
worlds linked by a common infra-
structure. Similar to the trajectory
followed by the development of
social networks, one or two of these
virtual infrastructures may come to
dominate the marketplace.

(U) Network services have become a
platform for content delivery. Users
can directly purchase or obtain new
games, videos, or music content that
is downloaded straight to their device
without the need for physical media.
This presents a lower cost of entry
for developers to make their software
available to a large audience. For ex-
ample, the Xbox Live Arcade service
allows users to download low-budget
games at prices ranging from five to
20 Dollars.

(U)Established infrastructures can be
attractive to software developers be-
cause they provide a common frame-
work around which to design the
online portion of their game. They
often include anti-piracy measures
and also have an existing customer
base toward which they can mar-
ket their software. In addition, the
communication already provided by
the infrastructure lowers total
development costs.
(U) Communications.
Without communications,
virtual worlds cannot func-
tion. Communication per-
meates the virtual landscape
to enable social interaction.
Virtual worlds permit com-
{. munication through mul-
tiple interlinked channels,
including text, voice, images,
video, and gesture.

(U) Comminication in vir-
tual worldsis not like

3 P




ing a phone call. In the 3D open world, messages typed
or spoken are often broadcast to any avatar in the local
area or within a specific virtual radius—the uvser is often
not able to directly control who else hears or sees these
messages; they may not even know who else is connected
into the local area.

(U) Communications can be embedded into the very
{abric of the world itself. Billboards, posters, and adver-
tisements can all be customized by marketing companies,
or users, allowing them to broadcast music or movies, or
even to dispense objects when investigated.

(U)-Non-verbal communication methods are also avail-
.able to users in virtual and gaming environments. Both
Second Life and World of Warcraft offer a basic set of

gestures built into the avatar, but Second Life goes further

and offers users the ability to create their own gestures
and animations.

(U) Security.

(U) Second Life and other similar applications use a com-
munication protocol called remote procedure call (RPC)
as part of its way of improving performance. RPC has

a long history of exploitable vulnerabilities, and thus is
usually blocked by corporate and user firewalls. Because
Second Life requires this protocol, for example, it opens
the Second Life user to direct hacker attacks that might
otherwise not be possible.

(U) It is difficult enough to secure a corporate network

external parties but, in an environment where employees
travel widely or routinely work at home; using personal
computers, laptops, non-corporaie-owned machines, and
. personal digital assistans, security is even more difficult
to maintain: ~ ]

(U) Many organizations are now moving their applica-
tions to the web and off-premises computers, which
means that office-based workers and telecommuters alike
have equal access to files and programs. This in turn
requires location-independent security means.

o

from the constant and persistent threat of malicious __--

(b)(1)
(b)(3)
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(U) Technological Inn

(U) The Death of the Keyboard.
Developments in human-computer
interfaces (HCI) are critical to the
uptake and utility of virtual world
technology. . Current technology
relies chiefly on the traditional key-
board and mouse, or a proprietary
controller (sometimes referred to as
a “gamepad”). These have provided
a barrier to mass market interaction
with 3D environments as they are an
inherently abstract method of HCL
A range of emergent technologies
may be used in the future to interact
with virtual worlds. Products such
as the Emotiv EPOC, which uses an

electroencephalograph to turn brain

waves into computer inputs, are
beginning to become commercially
feasible.*

O (U) Motion Sensitive and
Haptics. Motion sensitive con-
trols have already revolutionized
the home console market. Motion
sensitivity provides an immersive
interaction with the virtual worlds,
allowing the user to move his/her
real-world hands or body to initi-
ate virtual-world actions that reflect
the user’s real action. These plat-

forms are growing in popularity. For

example, the Nintendo Wii, which
features a motion sensitive remote
controller, has consistently outsold
home console competitors in 2007

and 2008.°

These types of input devices can be
combined with a new generation
of haptic technology that provides
a tactile response such as an explo-
sion (a low rumble), or sword fight.
Finely grained haptic technology
can give the impression of touching
cloth, or a stony surface. Full body
haptic technology could even simu-

- late the impact of bullets, immersing

the player deeper within the virtual
world.

O (U) Touch.

(U) Touch interfaces have existed
since the 1980s, but will continue

to be developed for future devices.
New breakthroughs are predomi-
nantly driven by recent advances

in “multi-touch” panels (a touch
surface where multiple points can be
touched instead of just one). Apple’s
successful iPhone brand has utilized

_ a multi touch surface on a cell phone

to manipulate pictures, music, video,
and traditional phone and e-mail
functions which has driven consumer
demand.

(U) Microsoft has invested sig-
nificantly in multi-touch technology,
developing a new user interface for
its Windows Vista platform. The
new interface, Microsoft Surface,
represents a new paradigm in human
computer interaction that blends the
virtual world seamlessly with the real

world.

(U) As proliferation of such tech-
nology increases it will profoundly
affect the way humans interact with
computers. Computers no longer
need to be multi-component desk
top devices or laptops. Instead, they
can be flat panels located on any
surface, able to interact with any
device, including cell phones, cam-
eras, music players games consoles,

ation in the Next Ten Years

agreed standards will ensure that
future computers like these will lose
none of the utility that modern com-
puting provides. Inter-connectedness
with every-day devices will create

a parallel virtual world that can be
geospatially referenced with reality,
but which also provides the abstract
concepts that are inherent to the cur-
rent internet. :

(U) The Death.of the Disk. Digi-

tal distribution is the replacement of
traditional media delivery methods
(CD, DVD) with a digital version
usually transferred over the internet.
This phenomenon can be compared
with the popularity of video sharing
sites such as YouTube, which enables
anyone to reach a worldwide audi-
ence from their home. Content cre-
ators are no longer relegated to small
or local releases of their art. They
can now leverage new technology

to speak to the world. The virtual
world revolution will go hand in
hand with digital distribution as each
becomes a driver of the other.

(U) As bandwidth and digital rights
management matures, the depth and
breadth of digitally distributed con-
tent will increase exponentially. Tra-
ditional methods of delivery such as
CDs and DVDs worked as filters to
the mass market. Content that was
not considered palatable to a general
mass audience was often discarded.
Yet the rise of digital distribution has
diminished the effectiveness of those
filters. Users are [ree to post what-
ever content they choose and are
able to reach an audience that would
otherwise be inaccessible. Viral vid-
eos created on sites such as YouTube
are examples of this breakdown of
barriers. Extremist propaganda
posted online is another example of
this worldwide phenomenon.p




P (U) Traditional developers will benefit from a digitally distributed future, by cutting out
retail middlemen and delivering their work to consumers—they have been able to invest
in bigger, more spectacular virtual worlds, monetized by the monthly flow of content,
rather than the limitations of the single shot, boxed product.

(U) The Birth of Artificial Intelligence. In the context of games and virtual worlds,
Artificial Intelligence (Al) refers to “bots,” which are avatars and objects that have roles
and functions, but no human directly controls them. Al software and systems respond
to in-game events according to rules that are set up by the Al designer. For example, a
wolf in World of Warcraft has “wolf rules” and will often attack a nearby rat that also
follows its own “rat rules.” For the majority of non-human objects in the game, rule sets
are purposefully simple—a wolf only needs to wander, scratch, sniff things, and attack
anything that seems to be alive (be it an avatar or that unfortunate nearby rat).

(U) The Al community is becoming increasingly interested in applying Al technology to
game and virtual world systems, since they provide real humans upon which to test new
Al concepts and technologies. The ability of games and virtual worlds to communicate
with the real world presents the opportunity for the application of highly complex rule
sets like virtual personalities. '

X1)
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(U) How Will Virtual Worlds Evolve?

(U) How virtual world technology evolves will be crucial to fully understanding its poten-
tial impact on the world. Three dominant potential growth paths exist, as follows:

i T T

(U) Metaverse. This path of development is similar to the growth and dominance of
Microsoft and (to 2 much smaller extent) Google. A single company or organization cre-
ates a virtual world that is so useful and compelling that it aggregates a majority of the
internet’s users. Elements of this growth path include: p
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D © (U) Defacto standards. Standards
developed by the platform “owner”
quickly become dominant.

© (U) Concentrated benefits. Every
innovation within the ecosystern
confers benefits on the platform
“owner.”

(U) Interlinked Multiverse. In
this path, existing site infrastructure
is augmented through the addi-

tion of virtual world technology. A
multitude of sites will introduce and
expand virtual spaces for their cus-
tomers and users. Examples include
an Amazon store or.a Facebook
“room.” Eventually, due to busi-
ness/customer needs, new standards
of interconnection are agreed upon
by the major participants to enable
virtual spaces to interconnect. This
growth path will be characterized by:

O A bewildering variety of technolo-

gies and vendors.

© Minimal standards of intercon-
necton.

© Decentralized control, as it is cur- |

rently with web sites.

(U) Reality+. The Meta- or Multi-
verse may not be a completely virtual
environment, but rather an extension
of the real world. This growth path
is the result of rapid development

. of methods that add computational
layers to existing geographies (struc-
tures, objects, and pcople). This
computational layer will create and
consume data and allow rich interac-
tions between people in close prox-
imity as well as from remote loca-
tions. This growth path will see:

© Bottom-up interaction between
locations and mobile devices moving
up toward virtual world overlays on
existing reality.

© Top down access to location spe-
cific data layers through systems such

- as Google earth.

© Full virtual overlays on existing
reality (mixed reality).

(U) he Emergence of Interna-
tional Standards. Standards

" bodies are developing inter-game,

inter-world standards for communi-
cation, object transfer, account and
identity transfer, scripting and other
programming standards. These -
standards would permit, for example,
instant messaging between avatars

- in different virtual worlds or games,

transfer of in-world currency and
possessions, and most importantly
for the user, the ability to carry one
identity (name, avatar appearance,
possessions, history) from world to
world.

(U) There is a push to repeat history,
in that virtual worlds are at the same
“place” that web browsing was in the
very early 1990s when AOL’s web
browser was based on its own propri-
etary communications protocol and
rendering techniques. AOL users
could not access CompuServe data
unless they also had 2 CompuServe
account, and there was no cross-

ing of those boundaries except via

email and file transfer which are out

of world techniques. That changed
with the development of a standard
for viewing content, called Hypertext
Markup Language (HTML). The
development of HTML, a simple
text-based markup language that

is the basis for all web pages, is a
standard that allowed any vendor’s
browser to view any web site. The

-result was that the “walled gardens”

of CompuServe and AOL morphed
into open areas accessible by anyone
with a browser. The virtual worlds
are similarly in the 1990s because
they are walled gardens, and the
development of standards for com-
munications, rendering, and most
importantly protection of intellectual
property will allow users to move
across virtual worlds the same way
they move across web sites today.

(U) However, there is a contrary
argument that it is not in the best
interests of industry providers such
as Linden Lab (Second Life) and
Blizzard Entertainment (World of
Warcraft) to permit such crossing,
and that the industry will not take
this path. Standards are being devel-
oped, nonetheless, and some vendors
will adopt them; it is also likely that
some will not.
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. (U) One plausible future technologi'c'al development.is
iGlasses, wearable techriology versions of classic eye
‘glasses. The iGlasses would feature a fully integrated
computer, PDA, cell phone, ID tag, HMD (Head
Mounted Display), and GPS. Built-in internet access
would come standard w1th all models. '

(U) When integrated With sub-meter G’PS 'system's and
 HMDs, they would allow Reality+ gtaphlc ovedays
enhancirig what people see through the glasses in rea.l- ‘
time as they walk and traverse the reat world. Mi-
Glasses personalized software would then allow wear-

. ers'to augment reallty w1th their own personal touches.

(U) Thxs technology would know wheére it was as its

‘ wearer looked around, and the device would under- .
- stand what it was viewing. . These capabilities would be
enabled by GPS and accelerometers. . Graphics would
overlay the real-world setting if the wearer so désired.

. For.example, advertisers would be able to overlay ads

~ onto public bxllboards that wearers of iGlasses would -

view. Ad campaigns would thereby become personal—
ized to individual wearers of 1Glasses )

U Of course, tlus technology could also be abuscd
" Right-wing extremists, for instance neo—Nazxs, could
overlay racial or ethnic slurs and slogans on buildings-

- or individuals in the real world. Or thadlst sympathiz- . e

o ers could gather:on the Capital Mall wearing iGlasses -

as they-conduct a virtual meeting that overlays an

- avatar of Usama bin Ladin on the real-world steps of

-the Lincoln Memonal Their reality, their world, thelr
_hate—all reinforced with the blendmg of the - :
v1rtu and real wodds with Rcahty+ overlays.

congnﬁm‘m . |

“rd24<




PR

-«
-

Lfa R Ry REE

#¥ K

#

¢

tual culture

JIbiy

(U) Who are you
(U) vi




< connectivity evases the bowsd-

R e 11

(V) Virtual worlds are introducing an era where ideas
spread more rapidly than ever before, and have the potential to influence
larger and larger global audiences. With the internet as a distribution
medium, any person can
First Mover Advantage: invest their time and skills

into creating interesting

The Diffusion of Memes _,,.n atracting an audi-

in Virtual Worlds® ~ ence, and forging virtual
relationships. Take, for

example, Matt Drudge, who in 1998 broke the Monica Lewinsky scan-
dal on the internet. If the 2D internet communicates memes that cross
cultural boundaries, the increasingly compelling and immersive virtual

world will be even more effective.

(U) Through virtual worlds people are increasingly able to spend signifi-
cant amounts of time fully immersed in a foreign culture. This virtual
presence could lead to the rapid adoption of memes via virtual diffusion.
The memes may be subtle, such as fashion trends, mannerisms, slang, or
entertainment preferences. But they could also be more significant, such
as religious, ideological, sexual, or philosophical memes.

(U) Because virtual worlds communicate ideas and emotions so well, they

may be a potent method of spreading ideologies. For example, if virtual
- world “netizens” adopt the American concepts of individual property

rights, the ideas may then spread throughout the real world. This, in

turn, could result in an increase in the global acceptance of individual
e S . liberty as a universal norm, just as British dominance of the high seas
space Individual idengitics two hundred years ago led to the enshrinement of British concepts of
Saresplinter d andreshaped,  liberty in the international trade system. Taking advantage of oppor-
Hew /’Al Rt are e "/ ‘ tunities for cultural diffusion via virtual worlds to create pro-Western -
influences could have important economic and political implications for
the United States.

e en z/z/u wow /u boavioral and

Senltural dynanics as scunless

aries betweern virtual aiid veal

- (U) Other countries appear to recognize this potential. China, by ban-
ning QQ Coins and forcing Blizzard to change certain aspects of its
games to conform to Chinese values, is expressly protecting its national-
ist message to its citizens.” This demonstrates that China understands
what we in the United States yet do not: that virtual worlds reflect and
communicate real world cultural values; that among those values most at

ence ever-la gerglab ! aud

ences. This section examines - . . b
k d liberty, and sult, democratic discouzse.

shis emerging virtual. ” s property “ ‘ ‘A ‘ are u cratic discougse

in terms of identity, ideologies .

and their social networks, and (U) AWord on Identlty

group bebavior.

(U) Virtual worlds provide a 3D platform for personal expression, enter-
tainment, creative expression, and business activities. All of these activi-
ties leave traces that can be retrieved and interpreted to identify a person.
When this mosaic is combined it refines and defines a person’s anamaya, or
virtual identity. This may extrapolate to that person’s real-world ' <
identity. In the real world, issues of identity involve more than
involve how s/ he behaves what s/ he P
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P believes, with whom s/he interacts,
and what s/he cares about. In fact,
physical characteristics are very poor
indicators of a person’s true self.

(U) A person’s real world and virtual
identities are defined by a number
of elements, including both internal
and external factors or concepts of
“self.”® As a person moves his or
her identity into virtual space, s/he
brings a number of the same sense-
of-self issues with them. However,
the online world, with its anonymous
element and its enabling technolo-
gies, also allows users to redefine
their identity in a number of ways.
Virtual worlds offer anonymity and
the false perception of anonymity.

(U) Both have significant implica-
tions for identity. From one avatar

to the next, and through the multiple
expressions of sell’ that the creator
generates, deceit, whether or not
nefarious, will likely enter into the
process. This may be aspirational: I
wish I looked better so I will make
my avatar attractive; or deceitful: I
will create a false avatar to view adult
content without revealing who I re-
ally am. Even in attempts to deceive,
an individual reveals traces of his

or her identity in the form of an
anamaya.

(U) The construction of identity and
culture in a virtual space is the result
of structure and environment played

out by virtual individuals, virtual
groups, and the larger virtual soci-
ety. Virtual identity is the product of
actions undertaken by virtual groups
as they shape and reshape their
self-definition and culture; moreover,
virtual identity is constructed by in-
world social and economic processes.
On the other hand, virtual identity is
also influenced by real world envi-
ronments. When people invest a vast
amount of energy, material and ideas
into virtual worlds they feel real pain
and loss when their virtual beings

are abused, harassed, and exploited.
Symbolic interactions that occur in
virtual worlds are no less real than
the ones in the real world.@

T m.% e
| ' Wﬂu@mﬂmx :
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(U) The Key Component: Social Interaction

(U) Virtual worlds, by combining 3D
virtual reality with social interactivity,
bring a new element to global and
internet communication. As these
communication tools evolved, so did
the behavior principles governing
virtual social interaction. Though
studies have shown that virtual social
interaction follows patterns similar to
real-world social interaction, virtual
worlds and online games may also
provide opportunities for role-play
and fantasy realization. Some users
may experiment with illegal or im-
moral behaviors that they would not
otherwise display in the real-world.

(U) Online to Offline Behavior.
Preliminary empirical research has
indicated that virtual world interac-
tions are subject to many of the same
physical “rules” of human real-world
communication, including notions

of “personal space” and the role of
non-verbal communication. While
the specific manifestations of these
rules may vary across cultures (just

as in the real world), these offline-to-
online parallels may also translate
within cultures.

(U) Virtual behaviors and experi-
ences are crossing-into the real-world
in multiple ways. Recent research
indicates that a range of real-world
nonverbal and visual influences
indicative of human relations car-
ries over into virtual world interac-
tions.? Critically, not only do these
visual mechanisms play out in virtual
worlds, but they can translate their
virtual world effects into real world
scenarios.

(U) The implication of cross-over

is that users are transferring their
real-world socio-cultural motiva-
tions into virtual worlds. Because the
expressive abilities of online entities
are now so advanced, it is simple to
code in behaviors that co-opt real
human beings who interact with
those worlds. At Stanford University,
for example, an avatar mimicked the
head nods and tilting of a human
being, who then judged the avatar to
be “friendlier” than one that did not
move in synchrony.

(U) Even more simply, imagine that
a group of online griefers in Second
Life might desecrate an online Ka’ba

. created by an Islamic group, thereby

inflaming Muslims in the real world,
prompting them to take violent ac-
tion, or encouraging recruitment for
real world jihadist groups.'® The
subtleties of these new virtual world
technologies will likely aid and abet
this sort of malfeasance.

(U) Beneficial Effects. Atthe
intuitive level, it seems clear that
computer-mediated games—{rom
single-player to massive multi-
player—can have beneficial effects
in helping players to cope with
work-related stress, overwhelming
responsibilities, social contact and
support, social anxiety, self-esteem
and empowerment issues, and real-
life trauma."!

(U) More generally, the field of “seri-
ous games” focuses on games that

These
include a broad spectrum of games
that are intended to overtly influence

X

player most typically forP
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. 4D some identified benefit—one that
is frequently health-related—like
quitting smoking, losing weight, or.
increasing exercise.'®

(U) Increasingly, however, such
games focus on social or political ob-
jectives, such as establishing rapport
or empathy between otherwise alien-
ated or at least non-communicative
groups. A good example is Peace-
maker, in which the game challenges
the player to “{e]xperience the joy
of bringing peace to the Middle East
or the agony of plunging the region
into disaster.”"?

(U) Ideology.

st il

ica’s Army are unabashed in their
influence objectives. Yet how suc-
cessful they are in achieving those
objectives is unclear. Other games
may be more circumspect about
their manipulative intentions. This
may be a particular issue in the mas-
sively multiplayer online role-playing
game (MMORPG) venues, since
they have a considerably greater po-
tential for influencing via traditional
social mechanisms.'® Achievement
in MMORPG:s is seductive because
the goals and journey are well-de-
fined and the rewards are social and
persistent. Ina MMORPG, a user
embodies his or her achievements in
a character that is part of a commu-

nity that recognizes the user’s power~ ’(b)(1 ) A
and competence. Players>éfforts and (b)(3)
achievements in MMORPGs take :
on arealism that other games do not
provide. "

(U) In general, the insertion of politi-
cal back stories in games—including

(U) Ideological “marketing” games
such as Special Force 2 and Amer-

. = g

pre-computer games—is not new.”
The concept has been given a whole
new life, however, with the arrival



of PC games and online multiplayer
games, given their significantly more
immersive and, therefore, more
innately influential characteristics.
The primary concern from an influ-
ence perspective is the prospect of
political or ideological objectives
hidden in game rule sets or play me-

2

chanics, where their elfect can be less

obvious. Just as cinematic spectacles
enrapture audiences, game play
captures the minds of users. Thus,
“games can communicate doctrine
by demonstration.?

(U) Some examples of computer
games with ideological objectives
include:

© Under Ash (Syria, 2001)

0 Ethnic Cleansing (US white su-
premacist, 2002)*

© America’s Army (US Army, 2002)
© Special Force 1 (Hizballah, 2003)
© Quest for Saddam (US, 2003)

© Kuma War (US, 2004)

© Under Siege (Syria, 2005)

© Night of Bush Capturing (AQ/
GIME, 2006)

© Special Force 2: Tale of the Truth-
ful Pledge (Hizballah, 2007)

© Special Operation 85: Hostage
Rescue (Iran, 2007)%

(U) None of the above is a MMOR-.
PG or social world; they are all
single- or limited multi-player games.
As ideologically-driven parties ex-
periment with large virtual worlds

as influence vehicles, however, their
practical utility for the purpose of
obtaining influence will become
clearer.

(U) MMORPG:s, in general, have
the further characteristic of present-
ing a values-neutral backdrop within
which a nefarious group might
conduct propaganda and recruit-
ment activities. Given the design
and operating costs, MMORPGs will
likely not be developed so much as

manipulated—at least by non-state
groups. State actors, though possess-
ing the resources to experiment with

inclined to be the passive recipients
of a set of divine game laws limit-
ing their options and forcing them

the development of , along specific
MMORPGsasin-  (U) Real relationships devel- pathways of
fluence mechanisms, 1, hatyyeen the real people P2y Rather
may likewise simply . gamers are
find it more efficient behind the avatars, even increasingly
to use already- though the individuals may re-defining
existing games. The never meet in real life. the structure
Chinese experience and intent

is perhaps the most of games

instructive in this regard.®

(U) Though the discussion above
may imply that game designers have
an insurmountable advantage over
players in terms of influence mecha-
nisms, this is not necessarily the case.
The extent to which any putative
ideological {or other manipulative
agenda) game designers and opera-
tors may have will be counterbal-

~ anced by the players themselves.

(U) The idea behind this thinking is,
broadly, that this increasingly sophis-
ticated and astute game-playing au-
dience will detect and either ignore
or subvert such influence attempts.
The ability of some game players to
identify, analyze, and characterize
seemingly unconnected or random
aspects of a game and then infer a
design agenda is well-known. This
reflects a designer-player tension that
has existed since the first generation
of computer games—one that is
clearly recognized by both contesting
parties.”® The industry perception is
that the advantage lies with the gam-
ers, who quickly probe, define, and
then breach intended design bound-
aries. Although this category of

- gamer activity is self-interested (and

sometimes has underlying criminal
objectives) rather than altruistic, this
proficiency ultimately benefits the
entire gamer community.

(U) Game and player sophistication

in highly individualistic ways, and
game operators who try too hard to
limit this type of activity risk losing
their playing audiences.

(U) The trend toward “open games”
and increasing player control can
inform observers’ understanding of
the real “threat” from games as in-
fluence mechanisms. Their ultimate
influence may be limited to two fun-
damental overt areas that have been
discussed above: individual empow-
erment and a reduction of negative
stereotyping.

(U) Other more sophisticated and
potentially more manipulative mech-
anisms may be unable to survive
elite gamers’ scrutiny and ridicule.
The process may be roughly akin

to what we have experienced in the
realm of mass marketing: while

the industry has some extremely
sophisticated and effective tools at its
disposal (most.famously, “subliminal
advertising™), attempts to employ
these techniques are high risk and
have a strong tendency to backfire.
Therefore, the advertising industry
focuses on the use of “accepted”
techniques in the most original and
entertaining way. It may well be that
virtual world influence techniques
will evolve similarly, but they have
not yet done so.

(U) Sexuality. Those
who are unfamiliar with
virtual worlds and pnline®
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P games sometimes have difficulty
grasping the depth of relationships
that can develop in these commu-
nities. Real relationships develop
between the real people behind the
avatars, even though the individuals
may never meet in real life. Avatars
in Second Life are often observed in
chat saying things like “I am not a
cartoon. Iam areal person.”

(U) Friendships can lead to love.

In some cases, the individuals may
agree to meet in real life, whereas in
other cases the individuals agree to
keep the relationships “virtual.” The
unfolding drama in these relation-
ships sometimes leads to jealousies
and accusations of cheating by
virtual lovers. Such scenarios may, in
turn, translate into real world actions
with real legal consequences.

(U) In Second Lile, one enterpris-
ing individual has set up a private
investigator (PI) service for hire. If
requested, the PI will go so far as
to follow and attempt to entrap a
virtual Jover in order to test his

or her fidelity® There are also
numerous stories of individu-

als who develop such strong
feelings for their virtual lover

that they are willing to divorce

a real-world spouse in order

to start a new relationship with the
person that they have met online.

(U) Some key trends in the pornog-
raphy industry have been noted that
have direct applicability to the virtual
world, such as the rise in user-gen-
erated content, the tendency to seek
greater levels of anonymity, and
the desire for more realistic but
sale experiences.” Analysts
predict that virtual reality
will host the next wave
of the pornography
business. Actors in
these underground

. will in turn make the experience

to be early adopt-
ers of new tech-
nologies, to improve
them, and thereby to
influence broader accep-
tances of the technology.®
Improvements in technology

even more realistic. The pornog-
raphy industry is actually driving or
adapting some of these uses—with

significant economic consequences.

(U) According to The Observer, the

~ once 13 billion US Dollar adult en-

tertainment industry is on the decline
because of free sites like youporn.
com and Pornotube.com, which
reportedly receive more internet hits
than CNN.com. The availability of
free pornography (either pirated or
created by amateurs) is now wide-

 spread and this affecting the adult

entertainment business the same
way that Napster affected the music
industry. A probable progression
of this trend is that consumers will
be looking for other expressions of

ticipating in virtual
activities that would
be illegal in the real
world (for example rape
and child pornography) is
similarly inconclusive.

(U) The question of harm must
be considered. What constitutes
harm? If one partner behind the
avatars is a minor, and the other is an
adult, does society judge this cyber-
sexual activity as unacceptable?

(U) What if the individuals behind
the avatars are both consenting
adults, but one is role-playing a child
avatar (“age play”)? German police
investigated a case of age play in
Second Life. In the United States,
such cases are extremely difficult to
prosecute.* Further discussion of
US laws regarding child pornogra-
phy can be found in the section on
Law Enforcement. In any case, vir-
tual world communities have begun
policing such behavior themselves,
regardless of national laws.?!

(U) There are also numerous stories of individuals who devel-
op such strong feelings for their virtual lover that they are
willing to divorce a real-world spouse in order to start a new

relationship with the person that they have met online.

pornography that they cannot get

" for free, such as virtual environments

and adult social networks that offer
more than a passive experience.?’

(U) If the individuals behind the
avatars are consenting adults, we are

" then left with the “so what?” ques-
© tion.

(U) As is discussed in the section
on Influence, the research on

the effect of violence in video
games bleeding over into real
life violence is inconclusive.
Thus far the literature
on the eflects of par-

» SRR A WM A

(U) In Brussels, an individual alleged
that she had been virtually raped in
Second Life.®? Does this constitute
harm? The case was ultimately
dismissed because the judge ruled
that the woman had the option of
turning off her computer, regardless
of the mental anguish she suffered’
or the damage to the reputation of
her virtual character. In the United
States, might this type of action be
prosecutable under obscenity laws?33
Laws will need to catch up with the
new behaviors that are possible and
the new norms that exist in these
virtual worlds.

TR
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(U) Group Behavior

(U) Technology continues to enable
new ways for individuals to connect
and relate to each other. Many of

earlier virtual communities and arti-
facts in their new worlds.*

to be a disruptive force, one that can
cause chaos and frustration in others.

(U) Griefers.
- Most tribes:

come together

for the enter-

the same driving forces that encour-
age people to group together in the
real world also exist in the digital
realm. These social groups are akin

to tribes. They coalesce around a tainment and
common interest or activity, or a enjoyment of
shared set of knowledge or beliefs playing the
because of the opportunities, sup- game; they
port, or protection that the tribe strive to gain
provides to the individual. their reputa-
tions and be-
(U) Some cohesive groups have come legends -
already been moving between vir- by excelling at
tual worlds. A group of “refugees”  the competition’

offered within

. the experience. Others, however,
are more interested in “griefing,” or
creating trouble. Such groups strive

nd L:fe»,:

moved en masse from the game
Uru into There.com and Second
Life, when the servers in Uru closed
down. The refugees recreated their

KU) 4 ) ya” _8: Group Idpntity in_Seco

. = oA e NI O
(U) Resudents of Second L|fe can custormze thelr avatars to be assocrated w:th various * -‘..
virtual groups, allowing members of those groups to remain organlzed .and providing'an
easuly recogmzabie symboi for |dent|fy|ng Irke-mmded individuals wuthln the world, Thls

their group, whether in obwous or subtle ways.

(U)The most obvnous method residents could use to associate themseives with a pamcu-

91 ;
also yield other benefits, such as accessmg parts of the worid open-only to certain group
_ |members. Tangible benefits such: as _access can help to reinforce group identity and the -

methods by whlch users can assocrate themselves wrth a particular group. Some reS|-
dents may not want to attract attention to themselves by having, for example, the phrase
*Hizballah Supporter* floating above their avatars, but could associate: themselves with...

the group by. creating and wearm a t-S_hll’t'Wlth the Hizballah Iogo or nt #fa t-shlrt with"
= ‘ol t

only to other group members). |dentlﬁes a resndent asa member of that group Aithough
these understated methods wouid not provide the techmcai beneﬁts of an official mem-.

(U) What is interesting to note is
that griefers (whether individuals or
tribes) tend to work inside the system
by following the rules of the worlds
they are disrupting. They then abuse
and exploit either the design or an
unintended flaw in the code to carry
out their chaotic actions. In short,
although they may be considered
“digital rebels,” they still accept the
electronic, artificial reality of the
world in which they operate. They
are rule breakers, not system break-
ers.

(U) Customs and Values. Obvi-
ously, a big element of any social
network 1s its shared sense of values
and morality. In virtual worlds such
as Second Life, this can lead to tribal
formation around both traditional
interests, like religion and hobbies,
and fringe pursuits, like fetishes

and radicalism. In a virtual world,
groups of disparate interests can live
in close virtual proximity to each
other.

(U) What makes virtual worlds like
Second Life unique is that
both can exist in the same
space and utilize the D

L) ¥:
o




D same tool to create and maintain a
community. Sometimes the more
extreme tribes in these worlds go to
virtual war against each other, cre-
ating a new form of conflict based
on disruption of the experience
and denial of access and service.
Such conflicts will often strengthen
the bonds of the digital tribes,
since they now have a sense of pur-
pose and an identifiable “enemy.”

(U) Ethereal Nature of Tribes.

(U) The ultimate, larger implica-
tions of digital tribes remain to be
seen, but they will likely continue
to grow. Connectivity is the linch-
pin of this expansion; broadband
penetration has lead historically

to virtual world expansion. Ac-
cording to Gartner, “worldwide,

17 countries will have broadband
penetration rates of 60 percent or
more by 2012, up from five coun-
tries in 2007.” Furthermore, “with
a projected 77 percent household
penetration rate, the United States
will be tied with Japan for the fifth-
highest broadband-penetration
rate in the world, trailing only
South Korea (97 percent), the
Netherlands (82 percent), Hong
Kong (81 percent), and Canada (79
percent).”%

Ag AL

(U){mdividua.ls continue to spend
more time in virtual worlds interacting
with their digital tribes, what is socially
acceptable in those worlds may strain
the bounds of traditional real-worid
norms. Community standards, and the
concepts of shared values and under-
standing that conventional communi-
ties provide, may be reinforced, or they
may be torn apart, but they will no
longer be static.

UJ R;h'gious Groups. Some

religious groups have already utilized
the gaming trend to send a positive
message about their religion. For
instance, Digital Praise, a company
specializing in Christian software, is
releasing Guitar Praise, which is based
on the same premise as the successful
Guitar Hero and Rock Band games.*
LB Games has produced Left Behind:
Tribulation Forces as an online multi-
player game based on the Left Behind
book series.”’ Other games promote
a particular religious-political point of
view, such as Special Force 2, which
recreates the 2006 war between Israel
and Hizballah forces in Lebanon, as

- seen [rom Hizballah’s point of view.®

Games may also incorporate religions
or pseudo-religions into the storyline in
order to make a game more compel-
ling. For example, in Halo 2, certain
actions may lead to the destruction of
life in the Halo universe, but provide
access to the gods.®

(U) Based on this history, it is likely
that religious groups will continue to
expand into virtual worlds to spread
their messages. Religious groups in
Second Life cover the spectrum.

(U) Religious leaders estimate that
more than 1000 avatars may visit
religious sites in Second Life on a
regular basis.** Individuals may
pray at virtual churches, synagogues,
or mosques. Some participate in
religious rites such as the Seder or
the Hajj. Second Li
built detailed and
sentations-of real
churches, cathedr
sites.

(U) Why have religions found a place
in virtual worlds and gamés? As ~
with most gther Social activities, the
spiritually-inclined jndividual may

“seek to find other like-minded indi-

viduals with whom they can network,
converse, and have [un. For some,
the virtual world may represent a
means to practice their religion in

a country that is intolerant of their
particular religious practices. These
environments also provide the capa-
bility to proselytize, give classes, and
distribute materials/in an anonymous
fashion, if need be.| The virtual
world can also provide an oppor-
tunity to see and learn about other
religious practices, thereby promot-
ing tolerance.

(U) All of this online activity provides
a positive opportunity for community
development, cohesion, the spread

of shared moral values, charity work,

" and support groups; On the negative

side, these environments also provide
the opportunity for [radicalization,
the exploitation of susceptible indi-

worlds and games
likely to follow the same path as it did
in the traditional 2ID web, albeit in a
possibly more accelerated fashion.

(U) Please see Appendix 3 for a de-
tailed description oi' demographics in
different virtual worlds. O

(b)(1)

(b)(3)



(U) PATTERN
RECOGNITION/
.SYSTEMS-THINKING

AND GRIEFING

(U) A digital game is a system of rules that a player
must manipulate to accomplish specific goals usually
framed in a narrative. Becoining a good player re-
quires an ability to “game the system,” which means
one must be able to recognize patterns and exploit
the system rules in order to reach the objectives of the

game.

(U) In the future, it is plausible that a critical mass of
people would be-extremely good at recognizing pat- .
terns and understanding complex systems because
they are being trained by game systems for this type of
thinking, People may even begin seeing reality itself as
a system to recogmze and explorc '

(U) The unphcatlons of this dcvclop ent would be
both negative and positive. A rise in gneﬁng may oc-
cur, since “griefers” are individuals that have learned to-
exploit system rules to disrupt the experiences of other
users. Some griefers may then begin
in pursuit of nefarious political and
On a more positive note, the increased number of
R people with the skill of recognizing patterns in complex '
: systems may mean that there will be a larger pool of
individuals from which to draw intelligence officers and
analysts.

[ . S cét;lw
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in virtual worlds, jurisdic-
tions with stable, balanced,
and progressive legal and
regulatory approaches to these
worlds—specifically ones that
take the “consent of the gov-
erned” into account—uwill
likely acquire a decisive ad-
vantage in crafting the culture,
form, and content of virtual

rn.nr
h‘ .

munity.

u'??

(U) Economies are necessary in virtual woric

ers from leaving. Users lose interest if there is runaway

real world value of their virtual creations—which took 3
time and effort

Discussion: Why Are
There Virtual World
Economies?

dictably.

stabilize virtual
ration power, support specialization, encourage interacti
users, and support economic role-playing. # In many i
economy is an extension of the publisher’s business m
nies make money by selling and facilitating the manufac
digital “items” so players can customize their avatars an

20 21

s to keep us-
flation or if the

great deal of

or investment of

real Dollars—behaves unpre-

(U) Internal economies help

worlds and

ons, motivate

tances, the

el where compa-
re and sale of
experience. 8
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(U) Technological Implications
Economics

or

(U) Hifting to Business. Despite the current popularity of gaming in

virtual worlds, its future appears to be in business. Advanc
mobile devices, sensors, and distributed design and product
combine with Millennial Generation user experience to rey
nomic affairs. When the Millennial Generation transitions
in 10 years, virtual worlds are likely to play a larger role in

(U) Fourth generation wireless services and devices will like

pear within the next five years. The high bandwidth demaj

es in high-speed
ion will likely
rolutionize eco-
to the workplace
the business com-

ly begin to ap-
nded by hyper-

realistic virtual worlds and virtual overlays will need this type of enabling
technology in order for businesses to see the large-scale productivity en-

hancements necessary for widespread adoption.*?

(U) Some form of “ubiquitous computing,” where a critical mass of every-
day devices and objects (such as buildings and microwave ovens) become
capable of regularly and inexpensively transmitting and receiving data via

the internet, is also likely within the next five to seven years
infrastructure is necessary to create realistic virtual worlds,
people), and virtual objects at a level of detail where busin
people who run them are comfortable basing decisions on
tions.¥

reality glasses appropriate for everyday business use capabl

| This sensor
virtual people (e-
sses and the real
ese virtualiza-

of alternating

(U) Mobile devices will likely become more business-friendg with virtual

between the real, virtual, or “mixed reality” worlds availab

within the next

seven to 10 years. Simple, user-friendly, open source-based|security applica-

tions are likely to appear in five to seven years.*

(U) Advances in distributed design and distributed production will likely

amplify the impact of blurring the virtual and real worlds.4 b
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23D (U) Collaborative Technology:
A Tool  for BusiI:sses. The
unstructured information provided
by social technologies is particularly
useful in business processes that are
not rigidly pre-defined, but where
people work together in an adaptive
way to innovate solutions. Business
-processes often rely on access to
structured data. This may be spread
across many applications, databases,
and directories. Social technologies
work to address such complexities.

(U) Blogs and wikis are collaboration
tools and useful mainly for sharing
unstructured information associated
with ad hoc or ongoing projects and
processes, but not for structured in-
formational retrieval. Yet some com-
panies, such as Shell, are converting
their official documentation to wikis
because this enables the company to
make documentation updates avail-

’ able in real time and enables non-ed-
] itors to contribute to the documenta-

1

h@ggs nayand.pal 8 ton. In this process, they restructure
f % the paper documents to a
set of online wiki pages.

(U) A company that uses
a wiki-based solution for
collabo+an'on will have
more success than a
traditional, highly permis-
sion-driven intranet tool.
Wikis
any posted information,
and require no special
privileges or knowledge
from contributors. If wiki
authorsjhave 2 compre-
hensive profile describing
their professional interests,
listing their previous posts
and thejr contact informa-
tion, an|atmosphere of
trust and familiarity arises,
and employees will be
more likely to collaborate
and share their personal
knowledge. D
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trend of participants on projects collaborating across different time zones,
work increasingly must be done asynchronously. Participants often resolve
time zone related discrepancies by exchanging e-mails or léaving messages on
~ physical Post-it notes. This problem is even more challenging in collaborative
virtual reality (VR) because VR is not particularly well-suited for the display
of text.

(U) Tools, collectively referred to as teleimmersion, have bgen developed to
create a virtual environment (VE) that supports asynchronous collaboration.
One of the advantages of design or scientific visualization Fn an immersive
environment is the ability to have participants in different geographic loca-
tions share space with each other and objects. This allows the participants to
engage in a physical dialogue—to point at specific objects in the scene or set
the parameters within the simulation—as a way to clarify verbal dialog. It
gives the users a common context for their discussions.

(U) In asynchronous collaboration, the ability to hand off work quickly and

" accurately is of great importance. A user arriving in an ongoing collabora-
tion in the virtual environment needs to know what work has been done
during his or her absence and what work still'may need to be done. Working
collaboratively, researchers at the University of Tokyo and the University of
llinois have developed three VR-enabled tools for this purpose: VR-mail,
VR-annotator, and VR-vcr. ®

| (U) Currency

(U) Virtual world currencies will security features on a 20 Dollar bill
1 likely continue to evolve to possess that make it hard to forge.
" more and more cash-like properties.
Gaming companies have powerful (U) QQ Coins, one virtual currency,

incentives to make virtual world cur-  gained such widespread real world

" rencies more suitable for micro-trans- use by March 2007 that 14 Chinese
actions and easier to use, acquire and government agencies were prompted
convert to or from real world cur- to issue statements;on the use of
rencies. These properties willopen  virtual world currencies in the real
up virtual-worlds operators’ markets, world. The People’s Bank of China
allow for new game-play possibili- subsequently assumed governance
ties, expand their potential revenue and enforcement power over game

- models, and reduce their credit risks.  operators’ issuance, in-game use, and
Virtual world operators will wantto ~ Renminbi (RMB) trade in virtual

- reduce their exposure to fraud by currencies.
moving to more secure and reputable

payment systems. The implications  (U) Prepaid game cards are currently

of these changes are that virtual a popular mechanism for players to
world currencies will move more purchase either game time or game

. toward retail distribution by cards currency, and can also be used to ac-
or other stored value mechanisms. quire digital items. Game cards are
Another trend will be to improve broadly distributed across

security with stronger authentication  the United States and
for the transfer of monies, and pos-  throughout much of the
ation similar to the _rest of the world. [These
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D cards.are mostly simple magnetic
strips or printed cards, and as such
are highly vulnerable to forgery and
fraud. :

(U) In the predominant mechanism,

these cards simply store a code which .

links to a ledger entry on the game
provider’s service. It is likely that in
some games these cards will move
to more secure mechanisms which
employ “smart card” technologies
and stored value.

(U) By using prepaid game cards,
gamers may be able to use virtual
currency to make real-world transac-
tions.”® The “Octopus card” is one
example of this; it is a mechanism
by which Hong Kong residents can
buy passage on mass transit. The
Octopus card became generally ten-
derable because it was broadly held,
has cash-like properties, and is used
to pay for a ubiquitous service; all
of these characteristics also apply to

" “World of Warcralt “gold.”

(U) As virtual worlds become in-
creasingly accessible via mobile
devices, it is inevitable that they will
become integrated with mobile-
based payment systems. This will be
hugely beneficial for game makers,
as integration will allow new revenue

models, and also for players, because
it will allow instant gratification and
new types of rewards. Moreover,
mobile-payment and virtual world
integration will make it dramatically
easier to use either in-world currency
or seamless server-side conversion

to purchase real world goods and
services. :

(U) Virtual Currency in the
Future. Itis likely that virtual
world-based currency will become a
widely tenderable and freely convert-
ible currency within the next five

to 10 years, and will function much
like traditional state-issued currency.
Market forces are pushing game and
virtual world operators to create
products which have real world cur-
rency properties. Their implemen-
tations may serve as a substitute for
real world currencies. In five to 10
years, virtual world currencies could
rival those of small nation-states in
stability, liquidity, and users’ faith.
Virtual world institutions may mirror
real world institutions, which can
provide depository services, credit,
securities, financial guarantees, credit
analysis, hedging mechanisms, and
other services similar to those found

in a robust real-world monetary
system.
(U) Nations may
see the emer-
gence of signifi-

currencies as
economic, polit-
A cal, and criminal
 threats. Like
B China, they may
enact legislation
or regulation to
il eliminate or con-
| trol virtual world
currencies.*
Virtual world
currencies and

cant virtual world -

structure may inhibit states’ ability to
tax, serve as money laundering ven-

ues, create inflation
be perceived as thre
Unilateral regulatio

pressure, or
ts to sovereignty.
is unlikely to be

effective, except to a limited degree

in authoritarian stat

like China

with tight currency controls. Even

in those states, re;
limited efficacy unl
sures are taken. O

tion will be of
extreme mea-

er nations are

likely to see the emergence of widely
convertible and tenderable virtual
world-based currencies as economic
opportunities, and are likely to pass
laws and create regulatory frame-
works that facilitate the growth and
domicile of virtual world enterprises

within their borders.

(U) Virtual world currencies will like-

ly continue to evolve

to possess ever

more cash-like properties. Game

companies have powerful incentives

to make virtual world currencies
more suitable for micro-transactions
and easier to use and acquire or con-
vert with real world currencies.

(U) These properties

will likely open

up virtual world operators’ markets,
allow for new game-play possibili-
ties, expand their patential revenue
models, and reduce their credit risks.

reduce their exposu

" Virtual world operators will want to

to fraud by

moving to more secyre and non-

reputable payment

(U) The implication

tems.

of these moti-

vations are that virtual world cur-
rencies will move more towards

retail distribution by,

cards or other

stored value mechanisms, strong

authentication, and
authentication in the
a 20 Dollar bill is hap
sel-authenticating, &

possibly self-

same sense that
d to forge and is




gray-market third parties.

rencies.

| (U) Money, Financial Markets,
Sovereignty: Toward a New “Gol

1 (U) Virtal worlds are implementing a system of value ex
those in the real world. Nearly all virtual worlds have ¢urrencies and in-
world exchanges for goods or services, and some have equi
ments. The currencies of today’s major virtual worlds are
real, hard US Dollars either through intrinsic world-based

activities, suc

are economigally importan

(U) It is highl
online games
to grow in pa
functionality,

d

¥ Standard?

ange that mirrors

and debt instru-
convertible into
changes or via

(U) Real world spillover into virtual worlds continues. Entrapia Universe has
chartered banks operating in-world and issued its own A
| matically converts in-world currency to US Dollars at a set
real-world ATMs. Due to inflation concerns, the People’s

card that auto-

China subsequently asserted governance and enforcement power over game
| operators’ issuance, in-game use, and Renminbi (RMB) tra

in virtual cur-

| (U) Game operators are now accountable to financial crime|laws, but the real
world use of QQ Coins and RMT markets has not been o
{ There also have not been any prosecutions despite there being numerous
examples of clear violations of government guidelines. Parties involved

in virtual worlds in China have suggested that the lack of
charges levied against virtual world operators violating government guide-
lines is because enforcement is extremely difficult and vi

rvably affected.

ancial crimes

worlds and their

as gold farming,
t.62

y likely that

will continue
pularity, gain
and compete

on favorable terms with other
forms of entertainment.®® It

is unlikely, hg
gaming asped

wever, that the
t, by itsell, will

fundamentally transform

economies or

the way in

which business is conducted.

For example,

the popularity

of virtual worlds has led the
Chinese government to of-
ficially sponsor a virtual world

as part of the
Recreation D
project featu
own currenc

an officially char-

tered bank.5

Beijing Cyber

istrict

ing its
and




(U) Regulatory Framework

(U) Countries that have stable and fair legal and regulatory frameworks for virtual worlds are likely to hold a decisive
advantage in crafting the culture, form, and content of virtual spaces. By nature, virtual worlds are inherently trans-
national. It is likely that there will be a cycle of national regulatory attempts which may cause virtuﬂ?.l world operators
to shop for friendly locales. Early examples of this can already be seen with IGE, one of the largest virtual goods and
currency exchanges, which has changed venue several times and is now domiciled in Vanuatu, a country where laws
have been enacted to attract this kind of enterprise.®

(U) It is likely that market forces will drive virtual
world creators and currency institutions to self-reg-
ulate and domicile in at least somewhat regulated
venues because virtual world currency users will -
require the liquidity and stability that arise from
transparency and the rule of law. For a detailed
discussion of market development drivers see Ap-
pendix 4.
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(U) Economic Threats

(U) Money Laundering. Trade via stored value card, implemented {(b)(1 )
in virtual currencies is likely to be a  as digital cash, and domiciled in ' (b)(3)- -
means of small-scale money launder-  secrecy-friendly venues. E
ing. There are numerous internet

sites that offer to trade large blocks (U) Sovereignty. If the ability to

of virtual world currencies “off ex- - issue currency and control conver- (U) Taxation. Taxation of eco-
change” for rates considerably worse  sion of currency is fundamental to nomic activity th;r virtual worlds
than those available at official sites. sovereignty, virtual world currencies  is in a state of flux, with only a few
The only advantage to accomplish- represent a significant threat. Itis countries addressing the issue at

ing conversions in this manner is likely that a major virtual world will  all. In April 2008, the Swedish Tax
that they are not tracked or reported  domicile in a venue which grants Agency issued regulations govern-
by the game operator.% Several its operator effective control over ing income earned in virtual worlds,
game operators and RMT sites, . its currency, much like a sovereign broadly stating that if activity in a

such as IGE, are operated by alleged  state, because the benefits to doing game results in financial gain—in-
criminals. Some, like MindArk, have  so could be very compelling to the cluding even in-world currency—it

connections with suspicious investors. game operator, and therefore to a is reportable and taxable income if

Existing digital currency systems like  small host nation. The successful the currency is convertible into real

eGold are possible money laundering sale of the control of internet top- world currency. The regulations do

platforms, as they allow instant inter-  level domains by small countries to not state whether the existence of a

national transfers over foreign and = private companies demonstrates this  third party secondary market is suffi-

domestic private networks without phenomenon. cient to allow for convertibility meet-

reporting requirements or oversight ing the definition in the regulations. _

associated with the mainstream funds If this is the case, in-world trading in (P)(1)

transfer networks. all major virtual worlds would likely (b)(3)
be subject to vahie added tax or

(U) As virtual world currencies income tax.” From the perspective

continue to.evolve and become more - of virtual world or game operators,

liquid, they will likely retain all of this situation is untenable and may

the properties of today’s digital cur- prompt companies to move to coun-

rencies with additional properties tries with more moderate tax laws.©

that make them desirable for money

laundering
A W

N




(U) WHY I BOUGHT
MONTENEGRO
BAack IN 2010

(U) The plausible future creaﬁvcly interpreted below dem-
-onstrates the potenual for the growth of businesses in virtual
worlds and the ulnmate impact that v1rtua.l worlds could

" have on global economics:

) It probably seems “obvious now, but back then pcople

' t.hought 1.was crazy. "Maybe some Stlll do, but ‘éven.they are’
using the Momenegm Virtual Gold piece. (Geeps) Inany
event, now thata very fast 10 years ‘have gone by I thought it
would-be useful to reflect a little, as much lbr my own benefit
as for that of any mterested readers

- .

(8)] Montenegro s GDP has increased rn'ore than 10-fold in

10 years, and we have gone from havmg one of the lowest -*

standards of llvmg in the western world to oneé of the hlgh-

est. We are still-a’small country, but we punch way:above our
" weight: we still do not produce much in the way ‘of natural

resources or tangible items, but we are.now- the center of the .

virtual world industry, a 50 bllllOﬂ Us Dollars/ yéar busmess
The Geep has become a reserve currency ‘as well, which | puts ‘
us in that select club-of economic gianis with populations

three orders of magmtude greater than ouis, and makes usa .
‘ spend money. With AltWorld, in contrast,

real player on the world stage. The ¢ Montenegro Mxracle
is a phenomenon that has been written about a lot, and it
has been attributed to a whole host of causes, but we can.
" . trace it back to one point in time, and one decision.

(U) As riearly everyone now knows, in 2009 I launched Alt-
‘World with:some frierids of ‘mine. At the time, it. looked hke ‘
just MMORPG riding the tide of the late aughts venture
capital-fueled MMORPG boom. Even though there were .
‘about 200 other games that came out that year, ours was fun.
enough to- attract a few million players in short order. Aside .
from being unbelievably fun, AltWorld was different because
it had a robust and manageable in-world economy from the

. sta.rl Other-games had-“econonﬁes_” before
" basically-either just back-fit onto old-school

thinly veiled cyber-Ponz1 schemes, or were i

. ‘ol'cha.nce -

(VU)40[' coursé,hlv've owe a lot to some of the
" before.us, so [ would hasten to applaud som
‘omy” games. Unlike our predecessors, hiowt

oure, but they were .
game designs, wére
undamentally games

garnes that came . »
e ol' ‘the old “econ- .
ever, we.had a mix - .

of game designers, economists, engineers, and businese people

~working together from the outset, and that

o “€CONOMICS gaps. We designed our game so_
‘want to perform services for and trade thh_

that it would be fun and sustainable without

et us close the

that players. would.
one another, and so
too much interven-

tion from us.” The reasons we did this-are now so obvious that _

| pc.ople.élo?'no't ‘even think about them any m
* it was a'pre‘tty new way ‘consider game-play

followmg factors spurred us to approach the i
in thls way KT

o aJ)Ium:me'h't vs. Spending: When.

 they thmk about itin two ways: spending or|

ore,- but at the ime
and revenue. The

in-game economy

players buy-a- game .
investing. Before

AltWorld every’ game (with few exceptlons) required users to

earn digital items that will almost-certainly

. va.lue in the future. Moreover, some ol tho.
" crease’in value. When people invest they tend to.be looser with

thelr wallets than when they spend

grades were just begxnmng to take off back

ayers can buy and'
ve some resale’
items might in-

o) Lower Cost of Enh:y MMORPG models that
i allowed users to play for free but required th

em to pay for.up-
in 2009. Having a’

zero cost of entry is a great way to-entice people to sample your

. product. Beyond that, if they know they c:

at least partlally, they.are much more hkely

_thelr entry as the net. P

cash out,
O-view

C
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P O ((U) Fairness: Before we introduced AltWorld, most
online games that used an itern-sales mechanism ténded to
have prices that were either created by the game operators-'
or were thinly ujajded on small markets and thus were highly
volatile and subject to manipulation. When we came out
with a large integrated world.and economy with good mar-.

. ket and price discovery mechanisms, players responded with
more trade, and a virtuous cycle ensued. Fair, transparent
pricingisa good basis l'or a currency, and vice versa:

O (U) Price Stabiligv Evetybody expects v1rtua1 world
economies to be stable now, but when we created AltWorld it
was not obvious why that was so important. Basically, when
people invest a lot of time ‘or money in somethmg, they do
not want that investment to.evaporate over time:* AltWorld -
has always had the most stable price levels in onlme games

o (w Liquidity and Depth. Havmg a large m-world
economy makes a currency more trustworthy because it
-gives use-value to it—if people always want to buy a new .’
set of armor in the game, money will always change hands.
The bigger the economy;, the better the ‘currency works.
Likewise, having a currency that is useful outside of the
game as a.real currency makes the currency more reliable
for in-game use. qumdlty and depth make for-a good (and ..
manageable) veloaty of money, whxch makes for a better .. -

'gamc

O (U) Interoperability: When we made AltWorld Gold
useable in our second éame, Pirates vs: Ninjas, people
thought we.were crazy. We did it out of pure expedience-
we wanted a lot of people to begin playing PVN as'soon as -
possible, and we wanted a liquid currency and llqu1d item |
markets. Of course, it turnéd out that having a deeper
meta-economy made it a lot easier 10 cross over into the real
world with our currency for the reasons I described above. .

O (U) Instant Grahﬁcahon When a game rewards play-
ers with somethmg tantamount to real money, nght on the
spot, they tend to respond better! When it is not tantamount
any more but is instead true exchangeable currency, the
rcward is that much better. :

-0 (U) C’onmience: This one seems ridiculously obvi-
ous now, but before the Geep Card people had'to use cash, -
clumsy debit/credit cards, or services like PayPal. They also. -
had to‘use the currency corresponding to their geographic

- location or that of a web merchant on the otlier side of - -

. the world. With Geeps people, could do small (and large)
transactions anywhere, with anyone, and could be confident
that they would get a fuiir trade. Noné of this occuried to

us when we came out with the.Geep'card
players to.be able to pay for stufl on AltWoild in a way that did

o (w Tax: In"2008 Sweden said they were

e just wanted our

not. requlre them to-jump through hoops or reveal their identity.
Of course we were also looking at using a stored-value smart
card as a way to reduce, our credit and fraud sures, but

the real power of. the model was not. appare 1o us when we

' decnded to.act on it.

(U) So now I guess. the game reasons for having a real economy
and real-ish currency ‘are pretty. clear, but what about business
reasons to go- from’ real-lsh to rea.l _and why ontenegro?

-] (U) Prwacy .Some of our players hve in| repressive states,
while others sunply do not want “thé Man” know their busi-

" ness. We wanted to have laws to protect thei privacy, and trans-
.action systems to ensure that- nobody intrud
e It isa fa1r cntu:lsm that our country ] secrec'  laws” facilitate il-

in thexr ‘business.

"ity, but that isa dlStll‘lCt line. The great s1de effect of: this policy

has been that Montenegro has become an inf ternational trade

-and. banking center, and that those mdustnes now rival virtual

worlds as the largest contnbutor to-our GDP

going to start
ons in games with

levying-value-added tax-on in-world transact

-convertible currencies, which was pretty much all of them if you

count third party exchanges {which you should). This would' )
have been an _indu_str,y killer. When we wer:rgetting ready to
launch AliWorld we were not confident that we could have
players in Sweden, or anywhere in the EU for that matter, and

 be safe from. this tax scheme. We needed a venue where there

were moderate laws and where we could be confident: that the

-

Il

 CONFIDENTIAL —




" -
. . .

.together was that people started using our worlds as a place

I

regulators understood and valued our indﬁstry. By the way;,
the United States did not meet those requirements at the

‘time. Back then, the choices were China or Vanuatu, neither. § 5 i

of which were good ideas for a lot of other reasons. So, we
decided to start talking with countries that might be willing
to negotiate.

© (U) Regulation & the Rule of Law: Contrary to
popular belief back then, we did not move to Montenegro
and cralt the laws that we did to escape regulation. In fact,
our intention was to be regulated with the force of law and
international treaty.so that participants in our worlds could
have confidence that our economic institutions would report
transparently, that we would enforce contracts among play-
ers, and that we would protect their property, free speech,
and free assembly rights. ‘

(U) Montenegro was a member of the IMF and the World
Bank, which was important to us, as was the country’s’
relationship with Europe. Montenegro was friendly with its
continental neighbors, but did not want to switch its cur-
rency to the Euro or be subject to the ECB. The country
had also applied for membership in the WTO. -

(U) A happy side effect of the regulatory scheme we put

to'transact business that had nothing to-do with the games
we offered. Moréover, Montenegro attracted other virtual
world and game operators—we essentially became the Dela-
ware of cyber-space overnight.

-Q (U) Sovereign Currency.= Convertibility: Having

the Geep become a real, state-issued currency made total
sense to us. We wanted our playérs to have the confidence
that comes from coin issued by a sovereign state as well as
the ability to freely convert their money. We also wanted

to have a diversified economy that had anchors outside the
game. Of course, it was not lost on us that there would be
second-order benefits of having control of a tenderable and
freely convertible currency, issued by a country with robust

privacy laws.

O (U) Size and Economy: Montenegro, back in 2010, '
had a GDP that was only a few times our company’s
revenues. Our company’s .'marl'cet cap exceeded the coun-
try;s foreign currency reserves, and the per capita GDP of
Montenegro was about what a good go_ld farmer could make
back then. Moreover, Montenegro lacks natural resources
and did not have a significant industrial base. What the
country did have was great geography, an educated popu-
lace, good telecommunications infra.structure and internet

connectivity, a forward-looking governmen 1 a healthy tourism
industry, and a supporting work culture. All of those attributes
are important for servicing virtual worlds.

- @ (U) Virtual Citizenship: Our worlds give users the abil-

ity to create, a platform on which to express themselves, and

a way to socialize and organize. We felt that it was important -
that they feel protected in all of these activities, both in terms
of their privacy and property rights, and from authoritaridn
governments that might wish to infringe on their rights of free
speech and free assembly. Of course, offering virtual citizenship
eclipsed what people normally thought of when they thought
about games, but we determined that-the more we could satisfy
basic human ncedé, the better a business we would have.

(U) Back in 2010 we did not realize that offering virtual citizen-
ship would make Montenegro a global center for the exchange
of ideas, that people would play our games just to be citizens

in a-country that protected their rights.. We also did not think
our sort of cyber-hippie statement would make Montenegro a -
world hub for commerce and trade in serviges. We just started
out with the idea that we should make our games a hospitable
environment for our players. Another happy accident!

.(U) So here we are today. My founding partners and I are all

pretty well off, and havé cool Minister of This and That titles.
When we come back to the United States we get to park wher-
ever we want (diplomatic plates!). Our cou try has become a

" .model for economic development. We lead one of this cen-
* tury’s most important industries-and our little Montenegro is

able to set technology standards for the rest of the world. The
people of Montenegro have become amon, the most prosper-
ous in Earope. Our little country on the Adriatic, just 700,000
people, sits side by side with the United States, the EU,
and China-on the world stage, with the Geep a reserve
currency as good as the Dollar, Euro, or RMB.3
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(V) This section begins by outlining the requirements and
possible paths for virtual world development and continyes by examin-
ing existing governance structures within virtual and gaming worlds to
determine whether there is an appropriate space for government inter-
vention. This is followed by an analysis of public expecﬂEtions regarding
government protections in the virtual world. Citizens may expect pro-
tections in virtual environments similar to those found in the real world,
especially as their online identities become extensions of| their real selves.
Lastly, governance is considered against the evolution of | virtual worlds.
How might governance address challenges posed by the Metaverse, the
Multiverse, and the concept 02 Reality+?

Technologlcal I.mphcatlons for Governance

(U) The path of technology will likely shape the parameters of government
response. In the Metaverse, one company’s virtual world will likely domi-
nate with a proprietary network, and governments will have to carefully
consider their relationships with that company. In the Multiverse, multiple
applications would compete for spheres of influence. In the third virtual
form, augmented reality (or Reality+) would build a layer of virtual infor-
mation attached to real people, places, and spaces.

(U) See Appendix 5 for implications for governance ol different virtual
world development paths.

synopsi:

(U) The Big Picture. Existing participation in graphically immersive,
multi-user environments currently constitutes only a minor|subset of the
world’s online behavior. However, the emergence of a common virtual
world interface has the potential to radically expand the internet’s impact.
Signs that it has reached maturation may include:

© People spending the majority of total time on the internet within virtual
environments.

© Total time on the internet increasing due to superior application of vir-
tual environments to more areas of human activity (from entertainment to
work).

© Commercial revenues derived from virtual environments beginning to
dwar( existing revenues from web-related sources of income.

(U) Thus far, virtual worlds have been relegated to the computer gaming
industry. Despite that limitation, games based on these worlds have at-
tracted a mass market measured in the tens of millions of participants and
billions of Dollars in revenue. Despite the early success of virtual worlds in
the marketplace, it is far from clear that they are a transformational tech-
nology that will replace the web as the interface for the int(%met. Itis even
unclear whether virtual worlds will rival the impact of web logs and peer-to-
peer technologies, which have had a profound impact on the pubhshmg and
music/film industries, respectively. However, if virtual worlds did '
become a transformational technology by developing into the new
interface for the internet ollowing would need to occu




D © Technological improvements in the ex-
perience. To reach a global audience,
virtual worlds will need technologi-
cal improvements that enable photo
realistic detail. Participants could
then become truly immersed in the
environment by moving from flat
screens to head mounted displays
{full three dimensional displays, 360
degree panoramas, and first person
visuals). Further, there may be a
need for new interface controls that
are better suited for virtual worlds
and environments than mouse and
keyboard combinations. Advances in
these areas will likely be sudden and
unexpected.

O Standards. 1In order to spread
rapidly and become truly univer-
sal, virtual world software will need
standards that enable developers to
build and interconnect these envi-
ronments. Further, there will likely
need to be common methods of
user interactions or conventions of
use (for example, how a link works
on the web). Proprietary systems
with patented conventions will face
stifl’ resistance and slower rates of
innovation, both of which are fatal
for global adoption. Virtual worlds
and environments that set or adopt
standards will grow faster than those
that avoid or resist them.

© A diverse ecosysiem. The develop-
ment of a Metaverse platform that
serves as a common environment for
the use of the internet will likely be
beyond the scope of any one com-
pany to build. Instead, a vibrant

and diverse ecosystem of partici-
pants (companies and organizations)
would need to be enlisted to speed
development. Measurements of the
health (rates of innovation, number
of participants, financial viability of
participants, and diversity of focus)
of Metaverse platforms is an excel-
lent way to determine potential win-
ners and losers in this competition.Q
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| (U) Existing Governance Fr

(U) The governance framework for
virtual worlds is somewhat different
from that which accompanies most
social interaction. In addition to
public law and potential regulatory
schemes, virtual worlds are also gov-

{ erned by a combination of End User
ﬁ License Agreements (EULA) and

community standards. This gives rise
to limited an inconsistent protection

| of identity, privacy, and property in

virtual worlds. Governments can
gain a competitive advantage by fill-
ing these protection gaps.

(U) Good governance requires an
evaluation of whether government
intervention is necessary at all.
Virtual worlds have strong self-reg-

| ulation; it may simply not be worth

|

a government’s effort to intervene.
This section analyzes the existing
governance structures within virtual
worlds, outlines conflicts between
those structures, and delineates a
space for limited government inter-

. law contracts have,

vention where

work

ting legal struc-

tures fail to protect citizens’ identity,
private information, and property.

(U) EULA as Social Contracts.
The basic legal document of virtual
worlds is the EULA, which acts as
a license to use software and may

serve as a terms o

use agreement to

establish community norms. EULAs
are the social contracts of virtual

worlds. For virtual

public law as the s
obligations. E
corporations, and
tain terms that pri
the drafter, and
without the infor
player. EULA ter
at any time by the
Enforcement of E

transgressions agai

also be inadequat{i&

worlds, private
largely replaced
urce of rights and
are drafted by
erefore con-
arily benefit
often imposed
ed consent of the
s can be changed
€ creator.
terms may
Even severe
st soctal codes,

such as racial or sexual harassment,

meet with relativel

mild penalties,




if any, from the game creator. EU- property rights within virtual worlds.  whether the concern is for events or
LAs do not meet all of the potential ~ If virtual property is stolen, little people. For law enforcement, the
governance needs of virtual world in the way of enforcement can be triger is generally a threat to persons
populations. expected. The EULA also permits or property. In virtual worlds, persons

the company to gather personally may be threatened through their per-

(U) Community Standards & identifiable In th ; le fo sonally
the Governance Gap. In virtual informa- (V) the ‘upcoming battle for the identifi-

worlds where EULAs do not cover tion or log hearts and minds-of virtual world POP- able

the entire needs of a community, allinstant  ulations, those worlds that supply the informa-
bottom-up governance develops messages  governance needs of their citizens will 8on °r
when users band together to enforce  users send . . . ) . theft of
their standards. Enforcement may while in a hkdy reap a S'gmﬁcant advant"ge N their
include blacklisting transgressors virtual world terms of population size and influence. online
from virtual property or expelling regardless of identity.
transgressors from basic social groups  user preferences. , Similarly, threats to virtual property
known as guilds. EULA terms often are real, because such property can
conlflict with bottom-up social norms  (U) If virtual world citizens check have monetary value.

in protection of virtual personhood, their real-world rights at the door
privacy, and property. In EULAs, when they enter virtual spaces, there - (U) This creates a framework for limit-

companies claim that the user-cre- is no role for governance. However,  ed government intervention in virtual
ated avatar is actually owned by the  even if they do not check those worlds. Where EULAs and commu-
company. This is akin to Microsoft rights at the door, it is not clear that  nity norms conflict, there may be a

claiming an intellectual property in-  the triggers for governance are the need for government to act to protect

terest in all documents created using  same in virtual worlds as they are in citizens’ identities, private informa-

their word-processing software. Most  real worlds. The IC is definitionally  ton, and property. |A government

virtual world creators do not enforce  concerned with national security, that meets these needs for virtual
ma  world populations may gain a com-

" petitive advantage over other govern-
ments that fail to do so. Populations
are likely to move away from regimes
that do not supply good governance,
and into worlds that benefit from good
governance. In the upcoming battle
for the hearts and :E:nds of virtual

world populations, those worlds that
supply the governance needs of their
citizens will likely reap a significant
advantage in terms of population size
and influence. Topidown governance
must be balanced with bottom-up so-
cial self-regulation i[ governments are
to be efficient and effective in virtual
worlds. Governments that obtain the
consent of the governed by providing
stable governance regimes are likely
to reap significant advantages in their
ability to act within|virtual worlds.
See Appendix 5 for|a discussion the
consent of the gove o
crowd-sourced Gowi




(D)Foundation for Governance inVirtualWorlds:The Virtual is Real

(U) Real Citizens, Real Expe-
riences. Technology exists that
enables individuals to create virtual
worlds and games that challenge the
question—is it digital or is it real?

If virtual world technology enters
the mainstream, the number of US
citizens affected by the technology

is likely to grow quickly, along with
their demands for stability and law
enforcement. This technology has
the potential to be an agent for trans-
formational change in our society,
our economy, and our efforts to safe-
guard the homeland. The transition-
ing of these technologies into main-
stream society, though, raises privacy,
identity, and criminal, jurisdictional,
and revenue questions.

(U) Death and Taxes: The Inevi-
tability of Government Involve-
ment in Revenue. A second in-
centive for a government to assert its
authority is the ability to levy taxes in
the virtual world. The “hands-off”
approach of the US Government

to taxing internet commerce for the
past decade is unlikely to survive the
simultaneous decline of real world
tax revenue and expansion of web
commerce. Indeed, the Congres-
sional Joint Economic Commission
and the Internal Revenue Service
have both closely examined the issue
of taxing real-Dollar economic gains
from virtual worlds.

(U) Once a government begins col-
lecting tax revenues, it may explore
its role in defending the stability and
continuity of operations in virtual
worlds to ensure its uninterrupt-
ed revenue stream. Govern-
ments are likely to establish
policies regulating the
use of virtual worlds to
enhance government
services for citizens.
This government

regulation over

the corporations
maintaining these
virtual worlds can take
two forms.

© Such governance would
hopefully enable the smooth,
predictable functioning of cor-
porations within the virtual world,
and government organs—the courts
and regulating officials—would share
an understanding of the complexi-
ties of virtual worlds. Corporations
are likely to be attracted to these

~ governance environments, creating a

clustering effect.

© Alternatively, governance might
be overbearing and impose overly
restrictive regulations and excessive
taxation on corporations operating

" in virtual worlds. The cost imposed

on corporations would likely reach a
tipping point and convince corpora-
tions to move their operations “off-
shore.” These corporations might be
able to escape the legal restrictions
and tax levies by incorporating and

- physically locating themselves to a

locality under a government that
would allow them to operate unregu-
lated or less regulated.

(U) The Enforcement Gap.
Policies, regulations and laws have
always lagged behind the develop-
ment and use of new technologies.
The lag is the result of a model of
top down governance and policy

formulation and bottom up tech-
nology development. This
relationship creates a gap. The
lack of explicit relevance and
applicability of the poli-
cies and laws and lack of
willingness by govern-

ing bodies to enforce
D, existing rules puts

T ——
S,

]

the security of
the homeland at
sk. A new model
be required to
KR address this gap and
4T the rapid pace of change

within the technologies.
This model would be appli-
cable to all forms of technol-

ogy, not just virtual worlds and
gaming technologies.

(U) Since virtual worlds in which

the immersive nature is extremely
compelling lead to a stronger emo-
tional attachment, more people will
be willing to file charges against
those they [eel are violating their
persona. In addition, many people
rely on their avatar’s reputation and
standing in the virtyal community
for status and economy. This could
lead to being able to prove real world
economic damages jin addition to
emotional distress [rom these cyber
crimes. Some US states and other
countries have decided that online
harassment and virtual crimes are
punishable under their current laws
and, as with other technologies, the
case law will be built around existing
laws.®  Still, in many cases existing
laws will not suffice] The fact that
policies and laws lag behind techno-
logical innovation is not new. This
will require policy makers and law-
maker to formulate new policies and
statutes, which will govern the virtual
and games worlds. '

(U) If virtual world technology enters
the mainstream, criminals and US
adversaries will find a way to exploit
this technology for illegal and errant
behavior. Furthermore, governments
will need to examine current law

and determine which rules apply to
virtual world behavior just as to real
world behavior; and which rules do

"\ individuals and

not apply i




(U) Rational Expectations of Privacy in Virtual Worlds
stealing the virtual currencies and
converting them to real world money.
The severity of the issue will likely
intensify as US citizens move from
using the internet as a tool to storing
more of their real assets in virtual

(U) US citizens in virtual worlds pos-
sess a rational expectation of privacy,
such that a search of their virtual
homes and property may be subject
to the warrant requirement of the
Fourth Amendment. In the real
world, street-corner conversations
are public, and bedroom conversa-
tions are private. Virtual worlds are
unique in that they recreate streets

and bedrooms, and humans broadly

treat these areas differently. Virtual
world technology has been intention-
ally designed to elicit responses from
humans. Virtual objects and land
are designed in order to make virtual

world citizens act as if they were real.

The ability to'buy or build virtual
homes or spaces, and form attach-
ments to thern, is real.

{U) Protecting US Citizens’
Personal Information in Virtual
Worlds. The issue of privacy also
presents an opportunity for govern-
ment to protect US citizens against

threats to and through their personal -

information. Congress has already
begun to move against the threat

of massive data collection on US
citizens by companies that do not
carefully protect that data.® Con-
gress recognizes that the true threat
to US citizens’ personal information
comes from private companies and
individuals that record, track, and
index the personal information of
US citizens.”® Spyware—computer
programs intended to follow the user
across the web or search the user’s
hard drive—are commonly used.
Companies routinely hide powerful
programs {ostensibly with the con-
sumers’ consent to legal clauses that
permit companies to search users’
computers).”! Companies.also often

lose control of the personal informa-
tion and credit card numbers of their
customers. The amount of data that
companies gather, combined with
the common loss or theft of that in-
[ormation, creates a security threat to
US citizens. For example, AOL col-
lected information on users’ searches.
That information was made available
to researchers, but was also uninten-
tionally made available to the general
public. This leak gave adversaries
the ability to find out what AOL us-
ers had searched for. Although the
search profiles were not identfied by
name, most were personally identifi-
able because of users’ tendency to
search for information about them-
selves. Within hours of the data
leak, real people were linked to the

search profiles.™

(U) In virtual worlds, the effect is
magnified because citizens have
moved significant portions of their
private lives online. Every detail can
be gathered and data-mined by the
game controller, or by other private
actors in the world.

(U) As more economic transactions
move into virtual worlds, the yield
from fraud will likely rise. And as
values in virtual property and as-
sets rises, the incentive to steal
directly from players within the
world will likely rise accord-
ingly. Unrestrained collection
and poor maintenance of
US citizens’ personal
information is already
a national security
threat.”™ Hackers may
subvert real world defenses
by hacking passwords for vir-
tual world currencies, then

T

; SRRF,

worlds. Eventually
and every gesture, may be tracked
and processed. A gavernment may
take the lead on the issue of privacy
by extending enforcement of laws

on data leaks to virtyal worlds, by
enforcing existing laws relating to
securing of informed consent prior
to the collection of personal infor-
mation, and by considering new laws

creating property ri%hts in personal

cry movement,

information so that consumers will
have adequate control when they
decide to sell their information.

(U) See Appendix 6 on international
relations in the virtual world.®
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(u)- FEDERAL
INFORMATION
SUPERHIGHWAY

B . ® . . K J — .
PROJECT ~ T | R o
C ' R B B(C) Onéplausible"future would include |a Federal In-
' - " formation Highway Act'to fund and build the best and: -
fastest digital “freeways” in the world This new Infor-
mation Highway would spur massive cg mmerce, speed .
up US military operations,-and create: any unforeseen
“benefits. Americans would become the most wired
8 nenzens on Earth with: the fastest conne ct1v1ty L

(U)_]ust like Elsenhower s Federal Ald ighway Act

_of 1956 (also referred to as the Nationa Interstate and
Defense nghways Act of 1956), the US government
‘would use this new, initiative to fund US$ digital infra-
structure with'its cmzens massive GNE, making Amer- . -
_ . S " ica the p}ace to be when “jacking” mto virtual worlds." .

.~ . - -.  Eisenhowerunderstood the advantage of “freedom "

a and speed of movement” for a society when he decided
that-‘America ne¢ded a faster road tran portation sys-

tem to connect.the country. :

1)
*0 0. 0 & 0 0 0 0

S e - ) By‘ dcfault,f.this massi\}e invc;stmentm' a new infor-
4 ' mation superhighway initiative would allow the United
States to lead in virtual world standards and protocols,
keep America in the forefront.of e-Cornmerce, advance
military technology, and free communi ications and
information exchange. for a brighter future. Never has
the phrase been truer, “If you build it, they will come!” -

-
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(U) Though virtual worlds originated in the nited States,
China and South Korea have capitalized on the emergent virtual world
technology. They are current industry leaders—with South Korea mar-
ginally ahead of China—and have reaped cultural benefits by launching
their virtual world strategies over a decade ago. They are interesting
cases to compare because they took two different approaches, yet in each
case elements of industrial policy are coupled with national purpose to
stimulate the industry. South Korea has taken the lead in establishing

a reliable cyber infrastructure while minimizing development and user
restrictions. China, in contrast, has lagged in adopting the infrastructure
primarily due to the size of its population, and has also established firm
regulations for industry. China has the potential to surpass South Korea,
" given China’s potential user growth and-firm approach tg governance.

See Table 1 for a comparison of China’s and South Korea’s virtual world
iiiled policies.n

———
(U) China

(U) Internet Penetration and Demographics. China’s

large popula-

tion and low but rapidly increasing broadband penetration

ground for growth. In June 2008, the total number of Chin

ers had reached 253 million, 19 percent of its total populati
China achieved miuch of this growth rate of 56.2 percent w

of 52.62 million rural Chinese to the population of internet

parison, the United States has 220 million internet users, wi
of its total population. Further, China has built a capable
infrastructure to support this growth. Approximately 214
or 85 percent of users, access the internet via broadband.
to only 168 million broadband users at the end of 2007.7*
users accessing from notebook computers and mobile devic
at 31 percent and 29 percent respectively. Home access to t
increased from 67 percent at the end of 2007 to 74 percent

(U) Currently, Chinese females account for 46.4 percent of

provide a fertile
ese internet us-
on (see Chart 1).
ith the addition
users. In com-
hich is 70 percent
ommunications
illion Chinese,

This compares

The number of
es is increasing,

the internet has

75

the total Chi-

. 77 The gender

nese netizen population and males account for 57.2 percent
difference in the number of male and female netizens aged
smallest, while the greatest gender disparity occurs beyond
2).

below 18 is the
e 50 (see Chart

(U) In general, young age, low education level, and low income are the three
prominent features of online gamers in China. Sixty-nine percent are age
30 or younger and those with a high school education or less represent the

* largest demographic, at 39 percent.”® While the education level of 71 per-

cent of online game players is below the elementary school

level, only 38.6

percent are educated at or above a postgraduate level.”® Chinese gamers

are also poorer than other internet users. Only 6.8 percem
netizens make over 500 Renminbi (RMB), or approximatel
lars, per month.® P

of non-student

y 733 US Dol-
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D (U) State of the Industry and
Governance. The Chinese online
game industry is large and growing
rapidly® By 2008, 60 percent of
all content in Chinese online game
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these restrictions as impediments to
the Chinese gaming industry, some
aspects of the regulatory regime
promote and protect the domestic
mdustry Chmese aut.hormes are

e eles
1
. Q)AIH' [

I TR

cHOTI O
SRR S

HERPISERTES

JeLSHARER008
vironment research jncludes virtu
reality, next-generation internet,
trusted computing platforms, and
trusted networks for|complex sys-

rancaie mdsory
P T T PSRN e
e e denanopment o the

Dhstcn o CRIDY

conv has ad-

Sl scpuade R
\!uf '~“~1“:H IDNISEETS
: :

‘iiuin l'i‘ Ppork

ClADY st d
Hon conearrent users aids
P hithion VIS Dotlio s
SCORCTee u!llllnh[_\,

whidd

(() Induslry Leaders.
: sk of Clhimess postiaapatsn

: :5‘13 [REDURN TR PO B P :11‘1 TOENES O ) L%l?z\'.




leading game firms are Shanda, versified portfolio of 14 MMORUPGs,
NetEase, and Giant. a collection of casual games, chess
and board games, games for mobile
(U) Shanda, China’s largest online devices, and an online literature
game operator 1s a Shanghm-based portal.® Shanda continues to grow

Q00 kny
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subscription-based business models.
Zhengtu lowers the barriers to entry
by allowing users to play for free, and
has implemented a system of pre-
paid cards, widely distributed and
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D law gain traction in the courts, and
Shanda acquired a controlling inter-
est in Actoz, the Korean firm that
served as the intermediary between
WeMade and Shanda. Actoz also
owned 40 percent of WeMade.
Shanda then emerged as the domi-
nant partner.

(U) Blizzard, the American firm

that developed World of Warcralt,
has had similar problems with their
Chinese partners, The9 Limited. In
2006, Chinese users threatened a
boycott in response to widespread
hour wait-times to log onto World of

Warcraft and sudden server outages.
The9 was slow to install updates, but
was also dependent on Blizzard to
solve technical problems.* Blizzard
also hinted that it might turn to an-
other Chinese partner [or subsequent
updates to World of Warcraft, which
had an impact on The9’s stock.
The9 remains Blizzard’s partner,
however, and in 2007 World of War-
craft was China’s third most popular
online game.%

U) Regulétions and Trade Bar-
riers. Chinese authorities operate
a dense and restrictive regulatory
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regime that both imposes extensive
content controls over media and
offers important advantages to do-
mestic media. The|post-Mao com-
mercialization of Chinese media and
the introduction of new media such
as the internet have changed the
nature of China’s media system but
have not weakened the state’s control
over the media. Instead, the Chinese
government is extending existing
regulations to ensure that the Chi-
nese state and Chinesc companies
will dominate Ching’s online game
markets and virtual worlds. While
the Chinese government’s restric-
tions on American firms’ access to
Chinese media markets is a clear
concern for the United States, the
more serious issue in the long term
is that success in China’s domestic
markets may well give Chinese firms
and Chinese models—including
government controls over media
content—advantages in many third
country markets.
The Chinese government’s controls
over media markets work at many
different levels including:

© Licensing requirements that often
hmit market access and require
firms in many strategic sectors to

be formally owned or controlled by
government agencies. The govern-
ment’s ability to suspend licenses
provides a powerful incentive [or all
firms to comply.

© Topical restrictions that limit the

{ portals are prohibited from report-
ing news and may only reprint news
previously printed by authorized
media.

© Extensive pre- and post-publica-
tion censorship that prevents distri-
bution of many important facts and
points of view. Laws, regulations,

n T n
. B o] Le .
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and directives prohibit discussion
of some topics and direct how to
spin other topics. Various agencies
including groups of retired cadres
and actively recruited citizen volun-
teers screen media for controversial
content and report “offenders” to
authorities.

© Campaigns to develop and distrib-
ute “regime-friendly” media contents
that ensure that media has a pro-gov-
ernment “spin.” The government
has eflectively fostered a climate of
vigorous nationalism in which con-
cern for human rights, among other
issues, is understood as treachery.

(U) New technologies like the in-
ternet offer users new freedoms,

but also offer the authorities new
means of control. Chinese authori-
ties maintain a firewall that pre-
vents users in China from accessing
designated foreign web pages, filters
that block the transmission of any
content that contains specified com-
binations of key words, and extensive

databases that track individual users.

!‘”; ?' A

game produ

(U) In 2002, Beijing promulgated
“Regulations on the Administration
of Business Sites of Access Services,”
which imposed restrictions on game
content. The regulations banned
content deemed obscene, harmful to
state security or territorial integrity,
inciting ethnic or religious divisions,
or disturbing social order. More
broadly, these regulations banned
“other content prohibited by laws or
administrative regulations.” Pursu-
ant to these strictures, for example,

~ World of Warcraft’s launch of “The

Burning Crusade” in China has
gone through several modifications,
including excising nearly 10,000
Chinese words and replacing offend-
ing slang and profanities with blank
spaces.

(U) Further complicating this regu-
latory environment is the fact that
management of online gaming
involves several government agen-
cies whose responsibilities overlap.
The priorities of these bureaucra-
cies vary—from sheltering domestic
cers from foreign com-

7
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Culture and
Identity. Despite the support the
Chinese government provides for the
virtual world and online game indus-
try, it and many of its citizens be-
lieve that online gaming creates the
special problem of internet addiction
among young people. A survey from
the China Youth Association for Net-
work Development found 13 percent
of young people with access to the
internet are online for more than

38 hours a week.®
found nearly 14 percent of teens in
China are vulnerable to becoming
addicted to the internet. According
to the Chinese Academy of Social
Sciences (CASS), the Chinese Gov-
ernment in 2006 blamed internet
addiction for the 80 percent of stu-
dents’ academic failure rate.® The
Chinese government has blamed
gaming and addiction for murder
cases over virtual property earned

in online games, a series of suicides,
and youths’ failures in their stud- P
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P ies.'® To combat these problems,
the Chinese Government launched
a nationwide campaign to stamp out
what the Communist Youth League
called a “grave social problem that
threatens the nation.”!!

(U) The Chinese Government
has joined South Korea, Thai-
land, and Vietnam in taking
measures to try to limit the
time teens spend online. For
China, a five-hour limitation
has been implemented on all
online games. With the explo-
sive growth in cyber addiction,
the Shanghai Sunshine Com-
munity Youth Affairs Centre
was the first shelter created for
internet addicts. A particular
onus has fallen on internet
cafes, as these are often young
people’s point of access to on-
line games, and campaigis to
restrict or close internet cafes
are now a regular feature of
Chinese politics.

(U) In the area of influencing
the culture of online games
and virtual worlds, the com-
munist regime has followed its
pattern of deliberately retreat-
ing from large sectors of social
life that it had penetrated
routinely and pervasively

in the Maoist era. It did so
based on the premise that, to
a significant degree, an active public

sphere of social and civic life contrib-

utes to the economic progress of the
country. At the same time, Beijing
insisted—under the “four basic prin-
ciples”—that such liberalized social
and cultural activities not challenge
the rule of the Chinese Communist
Party (CCP). This policy change au-
thorized the spectacular resurgence

forpamrmeny
RE

over the last two decades of China’s
civic, social, religious, and cultural
life. The “zone of indifference” also
allows space for a now lucrative en-
tertainment industry and the rise of
popular culture. Both the freedom

of entrepreneurship and the abil-
ity to select a lifestyle from the
many choices oflered by Chinese
popular culture offer a seductive
illusion of political freedom.

(U) At the same time, the regime
has retained the authority to
intervene when|activities in this
public sphere cross the bounds of
political sensitivity. The gov-
ernment has generally favored
promoting its version of events
in a firm declaratory approach
together with indirect tactics

in enforcing these boundar-
ies—such as promoting sel{-cen-
sorship through internalization’
of acceptable nprms, fostering
the appearance of omnipresent
monitoring, and making exam-
ples of violators to deter others
(“killing the chi
monkeys”). Chinese internet
users enjoy less anonymity than
they believe, and the government
takes advantage of its citizens’
perception of anonymity to
monitor those who criticize state
policy and promote liberal or
democratic values.

further enable the
trols. For example,
world akin to Secor
Chinese political standards. The
firm’s CEO Xu Hui states that Hi-
PiHi would design *in-world policies
and regulations according to the Chi-
nese culture” and that the company

government’s con-
HiPiHi, a virtual
d Life, maintains




“can make sure that pornography,
gambling, violence, or politically
sensitive material will be strictly for-
bidden.”'® These restrictions do not
limit the game’s international pros-
pects, however. The virtual world
targets a Chinese audience first, but
as Xu Hui explains, HiPiHi was
designed to be “an open platform
with global expansion potential from
day one.” Currently the general user
interface is available in Chinese, with
limited English translation, and regis-
tration is available in both languages,
with a 15 percent penetration of

international users.'® IBM has an-
nounced a relationship with HiPiHi
to optimize the technology platform
and promote the virtual world busi-
ness model.'*

(U) Chinese government policies also
affect the tone of internet users and
online gamers. In part due to the
regime’s fostering of nationalism to
replace Marxist ideology, hyper-na-
tionalism has emerged as a dominant
mode of thought on the Chinese
internet. In recent years, the state
has been more likely to find itself
under pressure from hyper-national-
ists critical of its dealings with other
states than from democrats and hu-
man rights activists.- Online games
have already been used to inspire
patriotic sentiments among their
participants. One such game, the

Communist Youth League-sponsored

Resistance War against Japan, plays
up the CCP’s purportedly heroic role
defending China against Japanese
aggression in World War II. Stirring
nationalistic sentiments is useful to
the regime only up to a point. In
the real world, violent anti-Japanese
demonstrations have embarrassed
the Chinese government. In the
virtual world, Chinese gamers have
ganged up to “kill” Korean players
in Chinese online games and the
Chinese government has banned
some expressions of anti-Japanese
nationalism.

(U) Some Chinese may find ways to
use virtual worlds and online games
to subvert the state, but the Chinese
government has demonstrated a
strong record of using new media
technologies to bolster its effective-
ness, legitimacy, and ability to control
new spaces. Virtual protests that are
organized in the virtual world but
take place in the real world will likely
be at most episodic and intermittent,
and will likely pose no serious chal-
lenge to the state.

(U) Military. The Chinese People’s
Liberation Army (PLA) employs 3D
virtual environments for both simula-
tion training and for public opinion
analysis relevant for political indoc-
trination of PLA troops. The PLA
General Political Department (GPD)
is directed to track “hot” di
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topics and assist in guiding popular
opinion.'® To accomplish this, the

PLA uses network ¢
tion technologies, si
used by commercial
marketing purposes
analyze the domest
ronment in China i
egorize and detect ]

ontent acquisi-
milar to those
companies for
to collect and
ic political envi-
n order to cat-
hemes popular

in populations in order to support or
counter those themes.

(U) The PLA has been directed
to improve integrated operations
training based on afvanced internet

platforths includ-
ing virtual simu-
lations.'® The
PLA currently
uses virtual envi-
ronments to train
traditional “Red”
and “Blue” exer-
cises.'? |

(U) Virtual Currencies. Chi-

nese firms have als
initiative in the con

shown creative
eption of at

least ten virtual currencies, including
QQ and Baidu coins. Altogether,

his amounts to bi
February 2007, (U)

ions in RMB. In

Chinese internet

companies issued aljoint statement

urging the governm
the game-credit and
erty trade.'®® The

virtual economies i

onstrated by the C

ent to regulate
virtual prop-
ize of
dem-
inese P



messag-
ing service
provider,
created QQ
Coins to allow cus-
tomers to pay for
online services. Since then, QQ
Coins have become very popular
for a range of uses. In 2006, more
than 22.4 million people used Ten-
cent’s QC) messaging service and
also regard QQ) Coins as a more
convenient than RMB for online
payments. QQ Coins appear
more sale and practical because
the Chinese do not commonly use
credit cards.'® Some internet

S
- *{'M

(U) Internet Penetration

nmographics.

online, compared with
86.4 percent of
those in
their

M 58.3
per-
cent in their
40s, and 27.6 percent
in their 50s (See Chart 3). Seventy-
four percent of internet users are
male, while 62 percent are female.
Approximately 70 percent of urban
dwellers use the internet, compared
to 46.2 percent in rural areas.!'?

(U) Approximately thirty-seven mil-
lion netizens go online every day
and 57 percent regularly visit gam-
ing sites."®  Six out of 10 South
Koreans aged nine to 39 consider
themselves “frequent online game
players.”!"*
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late 1990s. By late 2006, 60 percent
of South Korean households had
broadband connections. Fifteen mil-
lion South Koreans|had registered to
play on-line games, largely via sub-
scription, Five cable television chan-
nels were devoted to on-line gaming,
and a new small business sector of
ubiquitous internet cafes known as

“PC bangs” had emerged.

(U) In many ways, South Korea is
the world leader in adopting new
technologies. Though internet
penetration is nearing saturation, the
South Korean government is com-




~(U) Chart 3:

to provide an institutional and legal
framework to guide the industry in
order to facilitate national economic
competitiveness and to regulate the
social impact of the industry. In
1999, existing legislation govern-
ing the music and video industries
was revised to incorporate online
games. In the same year, the govern-
ment also created the Korea Game
Promotion Center (later renamed
the Korea Game Development
"and Promotion Institute) to extend
government and financial support,
to promote game exports, and to en-
able new gaming company start-ups.
They later established the Game
Culture Promotion Council to facili-
tate the gaming industry’s goals and
to foster a “healthy” online game
culture in society, and developed a
five year plan covering 2003-07 with
the goal of keeping South Korea one
of world’s top three game producers
through 2010. Finally, in April 2006,
the Mxmstxy of Culture and Tourism

15,000 000
3,000,000
600,000

28,000
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Internet Penetration

founded a Culture Industry Bu-
reau to promote and monitor game
industry and culture in collaboration
with the South Korean Ministries

of Commerce, Industry and Energy,
and Information and Communica-
tion.

(U) MMORPG and Virtual
World Industry Leaders. Asa
consequence of these policies, South
Korea’s game industry has seen the
emergence of several major and a
host of smaller companies, many of
which have an extensive internation-
al presence. Among these are:

© NCSoft. Founded in 1997, NC-
Soft pioneered MMORPGs in South
Korea and produced the country’s
first major success, Lineage and its
follow-ons.

© Nexon. Offering its first game
1996, Nexon pioneered the free-
to-play model that has extended

ours,ofam

Numbe
o) eans Reglstere d %onhne gaming

£ gaming sess
uth Korean, who‘%ed asar result
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throughout the East Asian market.
One of its games, QuizQuiz and

its subsequent variants has been
popular internationally, especially
in Japan, where NGSoft’s subsidiary
Nexon Japan has partnered with
Nintendo.

O Wizet. Merged with Nexon in
2003, Wizet produced the region-
ally popular entertainment game
MapleStory. As of 2006, the game
had over 14 million|international
subscribers. MapleStory uses the
free-to-play model, but items can be
found or bartered for in the game,

or purchased with a credit card or a
PayPal account. Micro transactions
from South Korea alone amounted
to 200 million US Dollars in revenue
in 2006. Wizet has|since licensed
MapleStory to Nintendo for Ma-
pleStory DS. Nexon is currently in
negotiations with Sony and Micro-
soft for further development of the
MapleStory MMORPG for consoles.
kS
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p O WeMade Entertainment. Found-
ed in 2000, WeMade Entertainment
produced the internationally popular
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© In August 2007, Shinsegae De-
partment Store opened a “virtual
reality i-Fashion shop” that offered

games Legend of Mir II and II1. shoppers the choice of trying on
clothing without actually coming to

© Gravity. the shop. Custom-

In 2002, this  (U) Korea has invested ina  ers input their body

company - : measurements onto

S future ready infrastructure it

Ragnarok in order to have the advan- . 11ed them to

Online, which tage... model clothes

has taken on personal-

off in several ized avatars

international markets.

© SK Communications. SK pro-
duced the massively popular social
networking platform Cyworld.

South Korea’s pervasive broadband
infrastructure has also enabled an
increasing array of virtual world
applications. These include uses by
the South Korean government and
military, as well as adaptations in
broader society:

© In April 2005, the South Korean
Army opened its Korean Combat
Training Center, which, modeled
after the US National Training
Center, uses virtual technology to
simulate combat. In “simulating
actual combat situations,” the Center
has improved soldier performance in
several areas, including reduction of
injuries from friendly fire, proficiency
with equipment, and dealing with
the stresses of real combat.''®

© In March 2007, the Won sect of
Korean Buddhism set up a temple
in Second Life and announced plans

" for a virtual ceremony to mark the
Buddha’s birthday. By such means,
the group hoped to evangelize
among both Koreans and foreign-
ers, describing its presence in Second
Life as “a good opportunity to reach
out to people beyond the barrier of
our own generation.”!!?

and then make decisions
about whether to buy
them.'®

© In September
2007, the Office
of the South Ko-
rean President began
offering a “virtual reality
tour” of the Blue House, the
president’s official residence and of-
fice compound, via the internet.'?

© In March 2008, Hana Bank
began offering a Second Life-like
virtual world to teach basic econom-
ics to teenagers. By participating
in economics classes on the bank’s
web site, teenagers earn cyber- -
cash in “virtual passbooks,”
which at the end of the
course is donated
to a non-profit
charity for needy
children.!?

(U) Regulation. Pres-
sure to regulate on-line
games in South Korea
largely proceeds from eco-
nomic concerns. The govern-
ment faces two conundrums:
how to regulate the gains made
in the virtual economy through the
trading of on-line game items, and
whether to allow the exchange of vir-
tual currency for its real-world coun-
terpart. The dilemma for the South
Korean government in responding to

than are

DT AR e B

and prospects for growth.
South Korea’s Game Industry Pro-
motion Law, passed by the National
Assembly in 2006, provides a regu-
latory foundation for the gaming
and virtual world industry. The law
provides a system of]| general rating
standards for games|and required
the formation of L committee
~ independent|of the industry
) to apply the standards.
s This legislation
?  has not resolved
V' all of the contro-
¥ versy, however. An
" editorialin the
¥y Seoul daily >
. JoongAng
Ilbo com-
plained,
for ex-
ample, that
the game
ratings
standards
are more
tolerant
of degrees
of violence

movie stan-

dards.

(U) The
. Ministry of
Culture and
Tourism began
another set of delib-
erations on how to
regulate the trading
of online game items for
both virtual and real-world
currencies—activities that by 2006
had, according to some estimates,
produced a market value approach-
ing 1 billion US Dollars. Ultimately,
the Ministry authorized the trade
of online items, but prohibited their
exchange for real-world currency.'®
New issues, however, have required
repeated rulings. Among these have

ST
BN aE -
Wil




been the problem of hackers—alleg-
edly Chinese—plundering on-line
trading sites, and the spectacular
growth of illegal online gambling
and “virtual black markets.”'?*

(U) South Korean Culture and
Identity. The South Korean IT in-
dustry reflects South Korean cultural
identity and history. Korea spent
30 years as a colony of the
Japanese empire dur-
ing which time the
Japanese colonizers
repressed Korean
culture and history.
The Korean
War then
) devastated .
" South Ko-
rea’s entire
infrastruc-
ture and iso-
lated it from
- the major-
ity of its
industrial
resources.

¥ . (U) South

/' Korea’s

" Toots,
hardened

by chal-

- lenges, have

in a hurry to stand

out amongst their peers.
Competition dominates the
culture. This is what drives par-
ents to push their children to study
hard to gain admittance to the best
schools and to gain advantages. This
is also what drives students to study
hard to honor the wishes of their
parents. It is not enough to be suc-
cessful; there is an enormous drive to
be the best.
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a vibrant culture

wherein much is ex-

pected and all are

(U) In the case of information
technology, the Korean govern-
ment has assumed the role of the
proud parent, doing all in its power
to foster and facilitate advancement
and growth. It has invested in a
future-ready infrastructure in order
for Korea to have the advantage and

ultimately maintain its distinction
of leading in the adoption of new
technologies.

(U) Before the advent of
a gaming culture in
South Korea, an aver-
age student would
have aspirations to
become a success-
ful businessman
or manager. Now
high school boys aspire
to become “professional
gamers.” In South Korea a suc-
cessful pro-gamer can make upwards
of ' $100,000 by competing in regular
league contests and gaining sponsor
agreements.

(U) The gaming scene has changed
the standard of what is socially ac-
ceptable. When PG games first
entered South Korea, par-
ents did not approve
of them because
y they perceived
, the activity to be
a distraction that
pulled students away
from their studies. For
that reason, gaming was
very much an underground
activity. With gaming mov-
ing mainstream, however, some
parents are
encouraging

...and maintain its distinc-
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ally playing their children’s online
characters while thejr children are in
class in order to give their children
the greatest possible advantage in the

gaming world.

(U) Even universities are beginning
to see opportunity in the emer-
gence of the garmn% culture. Korea
University is now offering a “global
games education” course in partner-
ship with a Korean game producer.
The class offers students internships
within the gaming industry as well
as a study abroad opportunity in the
United States for a Master’s degree
from Carnegie-Mellon University.

(U) Use of virtual worlds is another
activity that'is becoming more main-
stream in South Korea. In 2007
Linden Lab signed a deal with South
Korean company, T-entertainment,
to provide its services in Korea, tai-
lored for South Korean users. As of
fall of 2007, only 20,000 Second Life
users were openly identified as Kore-
ans. However, experts expect South
Korea’s presence in virtual worlds

‘including Second Life to increase

sharply, especially as the services and
interfaces improve to meet the high
standards that the majority of South
Korean users expect.'®

(U) Presently virtual worlds serve

as a global stage to advertize South
Korea’s identity to the world. For in-
stance, a true to life replica of Seoul’s
Kangnam district is/ being created in
Second Life by Acid Crebiz, a South
Sorean company.
Second Life also

their children to  tion of leading in the adop- played a partin

play games to
promote social
interaction.
The games are so widely played
that a child who does not play runs
the risk of being an outcast if’ he or
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tion of new technologies.
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b report tells of a Cyworld campaign
dedicated to maintaining sovereignty
over the Dokdo (Liancourt Rocks)
following a claim
made by the Japa-
nese government.
On the first day of
the site’s existence,
over 5,000 users
visited and signed
a virtual petition.
In the two days
that followed, over
250,000 users
signed the petition.
This sparked the
duplication of the
islands in Second
Life. Shortly there-
alter the South Ko-
rean flag that flew
over the islands
was mysteriously
replaced with a
Japanese flag, spur-
ring Second Life

to install a security
monitoring system
to regulate future
changes to the
islands.'%

(U) PC Bangs.
Even with a 90
percent satura-
tion of broadband
accessibility, many
South Koreans
prefer to do their
gaming in local internet cafes called
“PC bangs.” Currently over 27,000
separate locations offer member-
ships or pay-by-the-hour service. PG
bangs consist of dozens of comput-
ers pre-loaded with the most popular
games, all connected to high-speed
internet for lag free gaming. This
provides customers with an environ-
ment where they can go meet friends
both online and off; any time of

2

day, any day of the week. With the
nise of professional gamers in South
Korea, PC bangs also provide aspir-

ing gamers a place to practice and
an endless supply of competitors to
challenge.

(U) PC bangs have emerged as places
to learn about new popular games.
Web sites keep track of what games,
as well as which genre of games, PC
bang patrons play the most. Gen-
erally, Role Playing Games (RPG)
have dominated as the most popular

B 0
genre, capturing 33 percent, followed
by Real Time Strategy (RTS) and
First Person Shooter (FPS) genres.'?

W [} South’ Korea
3 \és as Our Future.

* The mainstream-
ing of the Korean
gaming culture _

nay ultimately
flect the United
States. Blizzard
Entertainment
eports that in
e decade since
e release of
Starcraft, South
{oreans have pur-
hased 4.5 million
of the more than
9.5 million cop-
ies of the game in
circulation. The
game has become
a sport, with
ajor corpora-
jons sponsoring
professional teams.
South Korea holds
international
Starcraft compe-
itions annually,
ith three cable
channels dedicated
to professional
Starcraft matches
d commentary,
including tips
rom the pros. A
handful of these professional play-
ers report annual incomes exceeding
the equivalent of $150,000. With
so much South Korean interest in
the game, Blizzard Entertainment
premiered its first demonstration of
Starcraft I in Seouyl in May 2007
to a crowd of 10,000 fans. Blizzard
will likely tailor the game to suit its
potential majority customer base of
South Koreans. South Korea’s game




culture would therefore likely affect consumers of
States.
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¢ game in the United

(U) South Korea’s homegrown gaming industry has also proven to be a force
to be reckoned with in the realm of MMORPGs. Though World of War-
craft has outsold all other MMORPG:s in history, NCSolt’s Lineage series has
achieved a strong second, outselling even Sony’s Everquest series, with a peak
of over three million global subscribers.'?

(U) Were American households to gain access to broadband internet with
speeds hundreds of times faster than present DSL connections at a fraction
of the cost, and were levels of such access to approach those of South Korea,
America’s future may well resemble South Korea’s present in significant re-
spects. Though some of the effects are lost in translation, there may be profit
in studying South Korea’s example. For a brief discussion of other Asian
states’ virtual world development, see Appendix 7.8
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(V) 1t is likely that the growth of virtual and gaming envi-
ronments will have far-reaching cultural, social, economic, and perhaps
even political implications. Some effects will be the result of intention-
ally nefarious actors; others may inadvertently result from technological
developments having unanticipated effects on human social interaction
and personal identification. '

(U) Virtual and gaming environments may have certain positive effects,
but one cannot ignore the possibility that they may also pose novel and
unpredictable security threats. One can alreacy observe real-world ac-
tors transferring their existing loyalties, beliefs, agendas, prejudices and
batreds into virtual and gaming worlds,

1)

(U) The growing number of global users, in conjunction with ongoing
technological changes, will likely increase the difficulty that the Intelli-
gence Community (IC) will encounter in its efforts to monitor the virtual
realni. Accordingly, outreach programs that enlist users as educated
observers and reporters will be required to survey current and emerging
systems more effectively. @

l." b in Ilu 11;111‘1/ world | : (U) scope Of the Virtua-l world Intelli-
platform. B gence, Counterintelligence, and

Law Enforcement Security Problem .--- " (b)(1)
(b)(3)

(U) When considering the hwnan scope of the potenfial security threats

posed and the opportunities prt-semeng)\f\if'tual world platformns, one must

first dlistinguish between threats ‘posed by intentionally nefarious actors and
inadvertent threats gerierated by technological dev -elopments in the virtual

world, Among these nefarious actors are nation stares and their intelligence
-sefvices, non-state actors of various types, and individual criminals,

(U} Nation-states can be categorized as hostile, neurral, or friendly. Hosnle
states are openly hostile toward, or consistently pursue policies that directly
challenge, the United States and its allies. Neutral states are not generally

openly hostile toward the United States, but nonetheless often pursue poli-
cies that negatively impact the United States and its allies. Friendly states

generally pursue policies that favor the United States, though they too may
occasionally diverge and pursue oppositional policies. Non-state actors fall
into several categories, including the following: P
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© Orgamzed cruninal groups
EEY grouy

© Extremist political and religious
groups

© Networks of hackers or griefers

0 Non-governmental organizations
(NGOs)

(U} Each of these various nation-
state and non-state actors may
attempt to exploit virtual worlds
depending on their motivations, in-
tenrions, aud objectves. The section

below will focus on extremist political }

and religious groups.

(U} In addition, new technologies
may have unanticipated effects on
patterns of hwnan social interaction .
and personal identification. Indeed,
it is likelv that virtual world fechnol-
ogy will eventually have far-reaching
cultural, social, economic, and
perhaps even political nnplications
that have nothing to do with the '
nefarions intentions of enemy actors.
For example, the formation of virtual

conmmnities in which people identify

more closely with their fictional ava-
tars and in-world communities than
with their offline selves or neighbors
may well have the eflect of weaken-
ing overall social soliclarity within
existing narion-states, undermin-
ing their sovereignty. Virtual world
technology may have certain positive
eflects as well, but one cannot ignore
the possibility that it may also pose
novel and

(U) peopleidentify ;predici-
more closely with  able security
their fictional threats. Of

course, it 1s
even more
likely that_
real-world
actors will simply transfer their exist-
ing hatredls, prejudices, agendlas,
beliefs, and lovalties into the virtual
world, which is already occurring 0

avatars ... than with
their ol ine selves

| and Terrorists

4 (U) Extremist groups are organiza-
{ tions that embrace a raclical politi-
cal or religious ideology that both

§ tion of existing political, social, or

# econoniic status.quo, and demands

i that their proclaimed constituencies

i take action to initiate this transfor-

 mation. An ideology is a coherent,

structured, and systematic worldvie

§ that purports to identify exactly

fl what is “wrong” with the existing

| world and o ilidicate precisely whar

i must be done in order to right those §

i percerved wrongs. Radical 1(1601031&

are normally characterized by moral

absolutisn, doctrinal ngidity and

i Puritanism, a Manichean division

of the world into “good™ and *evil,”

and an insistence thar those desig-

M nated as “evil” be fought ruthlessly,

{ decisively defeated, or even com-

f| pletely eliminated.

{

(U) From the perspective of ex-

¥ tremists, human acrors are viewed

| through a dualistic black-and-white

{ ideological and moral prism, one

N that ignores the multitude of shades

i of grey that actually characterize

 human life and behavior. Extremists

# perceive humans to exist on one of

1 two sides of this divide, either with

the forces of “righteousness” and

“progress™ on one side, or with the

i forces of “darkness” and “reaction™

H on the other. Extrermnists tend to be

{ hyper-moralistic “true believers” who

are moral “to a fault.” They gener-

ally cannot tolerate human flaws

and moral ambiguity of any kind.

H The intelligence and law enforce-

| ment communities should not ignore

i the proclaimed ideological agendas

of extremists or assume that they
are nothing more than superficial,

', “hxgh-mm(led” rationales (lCSlgllt’:d

by Political and Reli

i advocates a fundamental transforma-§

to conceal selfish underlying inotives
or baser human instincts. Extremists
take their ideologies very sertously;
they are such groups’ raison d’étre.

(U) Virtual Worlds: Havens
for Illicit Activity. Much of the
mformation in the public domain
about the alleged rerrorist exploi-
tation of virtual worlds has been
speculative rather than based upon
substantive evidence.'” Although’
there is reliable information available
concerning extremist and terror-

ist exploitation of the internet, for
example Web 1.0, the same cannot
be said of virtual world or Web 2.0.
The United States and other gov-
ernments, however, are increasingly
concerned about the possibility that
extrenusts ancl rerronsrs wﬂl ex )lmt )
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righr-wing political party headed by Jean-Marie Le Pen,established in
December 2006 a virtual headquarters in Second Life on a shopping island
called Porcupine. The FN issued a press release boasting that it was “the first
political party in France and in Europe to open an official and permanent
representation in Second Life.” ¥ Initially, resistance to the FN’s presence in
Second Life took the form of garden variety political protest. Leftist groups
suich as Anti-FN Second Life (antifn-sl) and Second Life Left Unity assem-
bled, bore placards, wore t-shirts, and set up hillboards on the lands of sym-
pathetic neighbors to demand that the FN remove itself from Second Life.
Soon after, both sides began shooting at each other and carrying out other
types of attacks. By carly January the headquarters and FN members had
cisappeared entirely from Porcupine. However, real-world FN spokesinen
claimed that the group would tighten security and return to Second Life.

(L) As of this report, there is little evidence that militant Islamist and jihad-
ist groups have begun extensively exploiting the opportunities presented by
virtual worlds. So far, most of the commentaries in the media on this subject
have been speculative and largely devoid of hard evidence.'”™ However,
Singaporean terrorismi researcher Rohan Gunaratna claimed that during the
summer of 2007 he monitored the activities of 12 jihadists, most of whom
were based.in America and Europe, who had “assumed identities™ in Second

Life. Some of these individuals had
selected innocuious monikers for their
avatars, whereas others used inten-
tionally provocative names.'®

i (Uj Indeed, as the dlustrative exam-
|- ples above suggest, it is only a mat-

ter of time before numerous other
radical political and religious groups
set up shop within Second Life and

i other virtual world environments. As

a result, real-world polirical conflicts
will undoubtedly continue ro spill
over into the virtual world, perhaps
at times with unanticipated and
potentially harinful consequences.

It remains to be seen whether these
activities end up having serious
national security implications. For
more examples of how extremist
groups have established a presence in

| virtual worlds, see Appendix 8.

(U) Emerging Environments
and Nefarious Intentions. It
has already been noted that as yet
most extremist groups do not appear
to have made extensive forays into
the virtual world. However, given
thar the more sophisticared groups
of this type, including al-Qa‘ida,
have exploited the iternet in very
refined ways, they will likely soon
seek to exploit newer virtual world
technologies for recruiting, raising
and transferring funds, training new
recruits, conducting reconnaissance
and surveillance, and planning at-
tacks by using virtual representa-
tions of prospective targets. As
virtual world technologies continue
to improve and diffuse to other parts
of the world, it is very likely that the
threat posed by extremist groups in
the virtual world will substantially
increase.

(U) The cuestion is how such groups
may use and exploit these platformus,
aud what the impact of
these developing rechnolo-
gies will be. There are two P’
5
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basic views on this matter. Those
who focus on rhe technical aspects
of virmal worlds generally believe
that the rapid development of this
technology will be “game-changing.”
It could have revolutionary effects -
on the formation of human identity,
patterns of social interaction, and
wliniately, on culture and society. In
short, their view is that the effects of
virtual worlds are likely to be analo-

- gous 1o the social, political, cultural,
and economic impact of the printing
press. In contrast, those who focus
on the human dimensions of virfual
worlds tend to be more pragmatic.
They believe that human beings will
remain more or less as they are, but
will simply seek to exploit these new
technologies to do the things thar
they are already inclined to do." In
the end it is hikely that the reahty will
fall somewhere between these nvo
contrasting perspectives.

To predict how extremists and ter-
rorists may exploit evolving virtual
world environmeuts, it 1s best to
consider how they have long made
use of the internet. Although many

S TYGCONEIDENTIA
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specialists had predicted that terror-
ists and other nefanous actors would

-regularly carry out highly disrup-

tive and perhaps destructive acts of
cvber-terrorism, cyber-sabotage, or
cyber-warfare against the network
mfrastructure and tangible physi-

cal targets, rhey have instead used

the internet much like other politi-
cal organizations and businesses.'>’
Terrorists have used the mternet
primarily for communicating to three
primary audiences—their supporrers,
the internatonal community, and
their enemies—in order to “present
their case, disseminate propagandla,
and recruitfollowers and supporters™
in a “direct and uncensored” way.!®
In acldition, they have emploved
the internet for several overlapping
mstrumental purposes, including:

© Information gathering and data
mining

0 Neunvorking

O Recruitment, spotting, and mobi-
lization

© Posting detailed instructions and
online manuals

© Planning and coordinanng specific
attacks

O Fund-raising

O Cirriticizing rival terrorist groups
and breakaway factions!*

(U) Ironically extremist groups with |
an anti-modernist ideology, including
global jihadist networks, liave often
been the most adept at exploiting
new technologies created by their
thoroughly modernist Western-en-
emies.'? So far, cyber-terrorism and
cyber-warfare have been overrated
threats, at least with respect to terror-
ist groups.'*!

(U} The authors of a Canadian
intelligence center report concluded
that thev could find no “definitive”
evidence that MMORPGs or “per-
sistent virtual worlds™ had been used
to facilitate real world terrorism or to
conumumnicate, propagandize, train,




(U) Intlligenc and te Vlrtual orld

(U) Informatwn Access.

(U1} Publicly posted information available through virwal worlds that pro-
vide for user-generated content is inclusive of iiifformation about individu-
als, shared interests, community-based organizations, academic institurions,
corporalte interests, aicl government. Virtual worlds that do not provide for
user generated content continue to facilitate social interaction and com-
nunication access. While this distinction between the two types of -
virtual worlds is important, both versions provide the IC with access ; ;
to user-prowdecl mformanon thar n'ught not be otherwise available. P’




P (U) Within these user-controlled
areas, individuals create nnlti-chi-
mensional renclerings of homes and
businesses. These virtual constructs
frequently display items of personal
significance, providing insight into
individual interests and passions. In
many instances, these user-created
objects provide hyperlink access to
traclitional web sites and blog sites, ,

 providing detailed information about
a topic that the creator found to be
of interest.

{U) As an example, within a Second
Lile Jewish-based commnunity called
Naessus, users have created billboards
depicting child victims of armed
conflicts. Visitors may access victim
and simational informaton
through interaction with the
user-created billboard. Homes
that users may rour in this
neighborhood, as in other
neighborhoodls, contain objects thar
the “homeowner” considered of
suflicient interest to place in their
personal space. Ultimately, these
personally “owned,” vet publicly ac-
cessible, artifacts provide background
and contextual information about
the individual in control of that par-
ticular portion of the virrual world.

(U} Adversarial Anonymity:
Future Challenges. 1t is impor-
tant to note the increasing likelihood
that adversaries may build or con-
trol these constructs. In the Dark
Web study titled “Ciyber Extremism
in Web 2.0. An Exploratory Study
of International Jihadist Groups,”
the authors “found examples of
buildings owned by groups with an
apparent extreme [sic] background.
"Those buildings (virtual headquar-
ters) seem to inclicate the groups’
wish for a long-term presence in the
virtual world. "

(U) The possibiliry for users to estab-
lish control within these virtual world

constrdcts can likely be actributed in
part to the interactions that transpire
benween individual avatars. Hiding
behind screen names and avatars,
virtual world users denionstrate a
willingness to engage and discuss

i1 manners that are rarely found in
non-intimate social situations.- These
iterpersonal communications can
take place in a number of venues
and recreated social settings, such as
virtual nightclubs, or in general areas
of congregation.

{U) Topics of cliscussion can be
personal, controversial, and de-
tailed. The perception of anonyin-
ity can decrease users’ inhibitions
and increase the likelihood that they

tlrese areas, detailed information
about the topic or links to related
web sites is commonplace and can
provide a visitor a jump-off-point
for locating additional resources or
persons related to the topic area.
Several of these sites and member
groups include community organiza-
tions, acadentic institutions, corpo- -
rate environments, and government
agencies.

(U) Conununiry-based and non-gov-
ernmental organizations are using
the virtual world to provide infor-
mation about their purposes, their
membership, and their efforts. Sites
such as “Camp Darfur” on Second
Life provide insight into organiza-

(U) Hiding behind screen names and avatars, virtual world users
demonstrate a willingness to engage and discuss in manners

that are rarely found in non-intimate social situations.

divulge personal information. In the
cyber extremism Dark Web report,
the authors state that “the virtual
enviromnent can help break down
inhibitions and make interaction
more realistic and lively.”*¥ While
somewhat similar information can be
found posted on traditional web and
blog sites, the virtual world provides
an immedliate platform to question,
explore, and expand upon the ideas
presented through real time couver-
sation, by voice or text chat.

(U) The creation of topical areas
of concern demonstrates shared
nterests in the virtual world ameng
like-minded individuals. Users have
developed sites and member groups
as a way to share conimon experi-
ences and interests. These areas are
typically available to the public at
large and offer relevant information
services to the visitor. In this vein,
Second Life areas devoted to such
diverse areas as auto racing, religion,
and literarure are easily located on
the virtual world platform. Within -

tional efforts, often tines serving as a
platform for fundraising. These sites
provide text, graplics, and videos
that the creators feel are supportive
of their positions, while allowing
external links to similarly themed
traditional web sites. These sites also
serve as links to groups, agencies, or
individuals thar the site creators feel
are compatible with their aimis. Sim-
ilarly, these sites frequendy  offer
the visitor the oppormu- i
nity to engage with the #§
organization in some
capacity outside of the
virtual world.

(L) Academic insti-
tutions in virtual
world environ-
ments offer ac-
cess to lectures,
presentations,
faculty mfor-
nation, vir-
tual student.
social activ-.
ity centers,
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libraries and school administrative
information. At present there are a
number of recognized colleges and
universities that have established a
presence in the virtual world, but

the number of institutions currently
online appears to be relatively small.
I many instances onlv portions of
the universities are represented in the
virrual platdform. In the case of San
Jose State University, only the School
of Library and Informaton Sciences
is represented at this time. This ap-
pears to be a growig, vet not fully
developed, avenue for information
chissemination and public inforia-
tion outreach by students and staff
involved in higher eclucation.

(U) Coorporate interests inundate the
virtual world, providing informa-

tion abour products, strategic alli-
ances, upcoming events, corporate
structure, and corporate governance.
The corporate world has provided

an interactive foruni to aflord global
customers information and training
relative to a company’s core comi-
petencies and product lines. Many
times, companies, both foreign and
domestic, host both public and pri-
vate areas in order 1o allow access to
information, while provicding spaces
lor peer-to-peer collaboration and
business clevelopment outside of
what is perceived to be
the public domamn.
Using the Second
Life site of Sony
BMG as an examiple,
portions of the public
space are used to
market newer artists
and product launches g
while pro- '

viding connections to traditional web
sites for e-commerce purposes.

Official governmental postings,

both US and foreign, currently ap-
pear limited i scope and number.
Those governnent agencies that do
maintain a virtual presence offer
inforination of educanonal interest.
Frequendy this information inclucles
updates on destination information
and legal requiretnents for travelers.
The Estonian Embassy on Second
Life, for example, provided informa-
tion about the easing of visa restric-
tons for travelers moving between
Estonia and Turkey.'* Other edu-
cational informaton afforded in the
virtual environment includes scien-
tific clata, as evidenced by the Second
Life interactive site sponsored by

the US Department of Conunerce’s
National Oceanographic and Atmo-
spheric Administration. :

" (U) Where virtual worlds differ from

standard web sites, however, is the
ability to access people online and
the interaction that ensues in the
virtual space. In each of the Sec-
ond Life examples cited previously,
the virtual worlds created by users
provide real-time access 1o persons
directly related to the subject matrer.
This immecdiare access allows con-
versations that expand upon content,
providing context and insight.
Personal interaction allows
£\ question and answer ses-
%ﬂ, sions, through text or voice
<hat. This significantly
increases the ability to

| gather informarion
beyond that of the
traditional web,

BB \where information
1s pushed out to
 the recipient and
there is a limited
R opportunity to

k question the ma-

R terial. Throughd
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P these discourses, information can be

developed far beyond the interactive

processes virmal spaces previously
olfered.

(U) Present Day Intelligence
Considerations.

(U) Upon examination, it appears -

‘that virtual spaces aflord adversar-

ies the opportunity to disseminate

propaganda and to inculcate oth-

. ers to their ways of thinking, Us-

ers are able to contact others and

. to engage in private conversation,
presenting rext and video in support

_of their ideals. Within this venue an
exchange of ideas can transpire and
indoctrination can occur.

(U) Future Intelligence Consid-

erations. The evolution of the
internet and technical changes to
virtual world plarforms will be of

'al?\iv‘o}td< "'
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concern. The information av: alable / (b)( )

in myriad ways in the virtual world,”
may be bevond the ability of rhe,]G
to addregq alone. The asslsnmec of
persons online should be a consl(ler-
ation. As lnghliglted by rlrc authors
of the DarL Welb cyber e\rrenusm
report, “as the wrtual/{vorkl plar- -
forms continue to e\folve and inature,
rlbe;re is also much
- iinknown about how
/" much-automated col-
lection and analysis
can be performed
in these environ-
ments.”* Y

U Virtual worlds
offer the opportunity
to observe technical
expertise in game
play and creative uses
of virtual “in-world”
tools. These observa-
tions may come in
real time during gam-
Ing or in retrospect
through analysis of
artifacts left behind on virtual world
platforms. Frequently the artifacts

~will identify the creator through as-

sociated metaclata. Users adept at
strategy, team coordination, object
creation, and use of these platforims
may present themselves as techni-
cal resources or furure employment
candidates,

(LN For a discussion of potential use
of virtual geospatial modeling, see

Appendl\ 9.8
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(U) The Technical Environment:

A Challenge and an Opportunity

(U) Incividuals or groups of indi-
vicluals could use voice communica-

. tion clients embedded within virtual
world or online gaming environ-
ments to make it difficult to monitor
and track their commmunicatons. For
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example, as of Seprember 2007 over
330,000 Second Life accounts were
using an integrated voice service to
communicate with each other [or an
average ol TLUUD conversanons ey
e TThe bty voiae serviee counld
ackcban addinonad laver of anonviin
Decnnse the service s
Servers o sl world covi-
romincat isclll Second Tate phone
hooths have the capabihy ol con-
mncatng with the Public Switched
Telephione Neovork PSTN allow-
g inchviduad to comneate
Frony withon the ciroead world o the
real world wond vise versa.
AU A the profiferation of virtal
world and onhine gaming environ-
Hchts contines, the tecimead
chatlenge aswell as the apporin-
(AR for it 1 and Ly x;ll“)l'::(:il}(:m
will continue to growe. Tiordorio
adddress these challenges and ke
achvintage of these opporamines i
aoway dhar s allow the TChand an
crloveciment to adapt to any fuure
variant of dhe cirrent virtuad world
and online cannng e Honnients
Srielure

artzd and acile solasons

will need o be considered g
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-(U) Virtual worlds are inherently so-

" cial communities. All communities,

whether physical or virtual, contain
denizens with a range of potentals
for criminal behionoor Crnnad acts
mevirensh worlds e either arnnes
HUDISL DOVSONE OF CUHEOS LGS
proverivs Sinee the hoeat prodictor of
frivee hehavior o olien past acoving
e relevant to conmdaer prior e
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(U)Law Enforcement

(U) Extension of Real World
Crime. Thore is‘l"lll<:(|li!\'(;<_‘:£! Cii-
pirical evidenca that crnnmal actvan
oecnrs inoariaal worlds: das oe-
v nereasing both movolone and
mrensity, Phe relevint coneern is the,
pomt at which virtial crimahiny e
comes 1 concern for (e nuiona se-
curity interests of the United States,
For the purpose of this sCCHon,
Cerpnnad bav enforcoment ssues are
defined as those actions prosecutable
under Tirle 18 (criminal} and Title
26 {tax) of United States Cade, along
with that which is commonly consid-
erecd criminal under state statutes.
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et

sprils over i et
real swortd or swhen real-wor]d Vol
fence Lealiates adesired onteonmee
i the virteal commuminsy T Angust
2008, a North Carolina woman at-
tempted to kidnap her “ex-virtual”
boyfriend.!®!
Secont Life and began a virtual
relationship, which ended shordy

after they met in the real world. The

The couple met in

woman is facing charges of atempt-
ed kidnapping, burglary, and aggra-
vated menacing;

N Addionadl there s end in
whrceh tsers ofler real-world oot
isatchas movwing e s, m
exchiange forvirtual workd bhenelies

T here s o reason (o bebieve that an-
fwtal exclrages do nor also oo
As immdividuals morease their viroal
world activities, both quantisivels
and qualianve i sl fawdul ol
vrdanetnl harter exchange agree-
mcnts cion be expected o merease i

number

(U One postutaie = thea these pilacs
forms allow these groups o sl
therr crmnal beliviors o comn-
nunnty of hke-nminded mdnadoals
while amnlianeonsly trading mthe
erial that satshios their crings

nal destres, There are severdd

recenthy cmergent viriaad worldse

that are strctared ‘o lie
paradign of visual chat. Two
exanples ol this ud v,
conn aned Ivelvcomy. ].n‘l)mli
vl worlds, nsersann oroat
aovistal avatar and o custom
soenmvrontaent. Users canhen
Tivite one oF more desired
gnes o the cnvironiment
cwhere they cannceschanae files
Candchat abont the fvdenad o
bemg traded e read tmes The
mherentdy social natare of these
visual chuon rooms makes thiem

niore siscepublo to exploiinion by

Stringeerpninad grodps, snelyas elold

“pornography oadersand hackers

wishing to frade in compromsed in-
formation files. Ty enforcement ex-
perience has shown lix;}( these groups
tend to wravitaie 1o |>L\‘l\i}.or1n.« bsing a
peer-to-peer design, due to an ofien
inaccurate perception that their com-
munication and file trading activity

is more secure from law

enforcement scrutiny when

it cloes not pass through a D
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third party server. For this reason,
specific attention should be given in
the future to those virtual chat plat-
fors that are structured to provide
peer-to-peer communicarion.

(U) Virtual worlds are not without
illicir drug activity and use, another
source of criminal activity with na-
tional security implications. Secli-
mine, for example, is a virtual drug

ence 1s with peer pressure in Red
Light Genter to try it, this actually
gives them an experience that they
can call on later as to whether they
want to trv it in the real-world, or
not, rather than just being carried
away by peer pressure....”*>

{U) Con-artistry in virtual worlds
demonstrates another implication
for law enforcement. Challenges of

(U) these platforms allow groups to justify their criminal
behaviorsin a community of like-minded individuals

available for sale in Second Life.
‘The web site aclvertising this and
other virtual drugs states that, “Secli-
mine is a virtual pharmaceutic {sic]

that is designed to be felt by the user. -

It is only found on Sccond Life and
developed by Owner Maltese. Secli-
nmine comes i a variety of stréngths
and soon also in different forms.”1%2
Two virtual environments, redlight-
center.com and virtual-vancouver.
com, encourage users to engage in
activities that include the virtual use
of illicit drugs.

{UD) Advertisements for these vir-

tal worlds feature the fact that

the virtual use of these real-world
illicir drugs is “complerelv legal” on
these platforms.'®® It is important
to note that both sites provide links
to a parent site, wwwutherverse.
com, which allows users to exchange
personal identifving information.
The three sites are interrelated such
that mdividuals can engage in activi-
ties via their avatars thar ultimately
lead o the users choosing to “con-
nect” in the real-world. When asked
in a media interview i he thought
this would lead to real life drug use,
Utherverse CEQ, Brian Shuster,

said, “My response would be, that if

someone has [not] tried marijuana in
the real-world, and their first experi-

anonymity involve both the olten in-
accnrate perception of anonymity by
actual and intended victims and the
real potential for anonymity for those
perpetrating the acts. The ability of
perpetrators to victimize an individ-
ual that is located in a different juris-
diction or different country in many
instances poses an insurmountable
challenge to law enforcement. The
technology and immersive nature

of virtual worlds allow criminals to
engage in trachtional fraud schemes
i innovative ways. As an example, it
1s now possible to “socially engineer”
victims with whom they would have
needecd to meert in the real-world.
Oue can describe social engineering
as a non-technical kind of intrusion
thas relies heavily on human interac-
tion and often involves tricking other
people to break normal security
procedures. There are numerous ex-
amples of victims providing personal
identifving and financial informa-
tion in virtual worlds through social
engineering rechnicques that mirror
real-world confidence {con) fraud
schemes. The evidentiary trail left by
these virtual cons, while it inay exist,
is markedly different rom that which
is commonly encountered in these
types of crumes, making it dithicult
for law enforcement to monitor.

(U) Future Challenges for Law
Enforcement in Virtual Worlds.
Policies, regulations and laws have al-
ways lagged behind the development
and use of new technologies, the -
result of a top-down model of gov-
ernance and policy formulation and
bottom-up technology development.
The lack of explicit relevance and
applicability of the policies and laws
and lack of willingness by govern-
ing bodies to enforce existing rules.
puts individuals and che securiry of
the homeland at risk. ‘A new model
is necessary ro acdress this gap and
the rapid pace of change within the
technologies. This model would be
applicable 1o all forms of technology,
not just virtual worlds

and gaming technologies.

(U) The population of users remains
geographically diverse within virtual
worlds although heavily used by US
citizens. This creates an additional
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concern to law enforcement because issues of jurisdictional boundaries and
logistical constraints on extradirion can.arise. Another concern is the gen-
eral lack of rraining for the domestic law enforcement community regarding
virtual property crimes. An individual reported the theft of Final Fantasy
XI MMORPG virtual property with an equivalent value of about 4,000 US
Dollars to the Blaine Police Departunent in Minnesota. Both law enforce-
ment olficers and prosecurors told the victin that virtual items “are devoid
of monetary value,” and thus no crimes had actually been conunitted.'
This is not au example of nusfeasance, but rather of a lack of understand-
ing on the part of local criminal justice authorities. While this example

had a materially insignificant menetary value for the national economy, it

1s scalable when one considers the number of potential US vicums that are
projected to participate in furure virtual worlds. ‘

(U) This 1s also a nanonal concern if US-based online service providers
are directly victimized. In January 2008, Tokyo police arrested a Japanese
teenager for stealing virtual property from Nexon, a Korean virtual world

service provider.®® Initial estumates of the direct theft equated to $340,000
USD, with the total value of this crime being much higher. In this instance,
the 16 vear-old suspect allegeclly used his avatar in Nexon’s Mabinogi virtual
world to obtain the private login name and password ol an emplovee of
Nexon's Tokyo branch through social engineering He subsequently used
this information to illegally access the company’s servers and sransfer the
in-world currency of exchange to his account.

BEH
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{U) There is significant potential for
‘organized criminal activiry in vir-
tual worlds, particularly those with
real-world economic equivalents and
conversions. An additional concern
for law enforcement is that the regu-
latory environments for companies
desi gning and mmplementing virtual
worlds and virtual economies are
murky at best. As an example, like
many other virtual worlds, Linden
Lab—the comipany with control over
Second Uf&nmintains significant .
amounts of customer money in trust.
These are not monies paid to the
company, but rather those that cus-
tomers maintain in the conpany’s in-
world currency of exchange so that
they can engage in virtual commerce.
Linden Lab voluntary disclosures
show that on August 1, 2008, cus-
tomers paid over 5,226,000,000 Lin-
den Dollars in trust. That equates to
almost 20 million US Dollars.'”’

(U) Most other companies that have
created virtual currencies with real-
world exchange rates do not make
similar disclosures. It is a reason-
able projection that several billion
US Dollars are similady held by the
companies controlling virtual woilds.
Many of these companies are locared
ourside the scope and authority of
US law enforcement. Those compa-
nies, such as Linden Lab and Bliz-
zard, which are US companies, are
structured such thar their require-
ments to comply with regulatory
measures, such as the Bank Secrecy
and Anti-Money Laundering Acts,
are ambiguous.

(U) Companies have chosen to
establish essentially unregulated
virtual banks, loan companies, and
other financial institutions within
virtual worlds. These are third party
enterprises that are neither contrac-,
tors nor employees of
the companies that own
virtual worlds. When P
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P looking across worlds, one can find
such companies accepting money in
interest-beartng accounts and offer-

ing loans at various rates of return

rencies. Some companies,
such as Blizzard,
which owns
World of

 take the
| position
that the
cur-
rencies
of exchange
for rheir platforms have
no real-world value or legitimare ex-

change. Untoriunately, since individ-
uals Aind it valuable to own these cur-

rencies, such as World of Warcralt

"in mvriad viral and real cur-

Warcraft,

30 percent for depositors.”®  Ginko
Financial collapsed in early August
and caused depositors to suffer an
unknown amount of loss.”™ Nu-
merotis online forums and bul-
letin boards reported this loss as
anecdotally significant. As a direct
result, Lincen Lab sropped allowing
unregulated banks to accept money
n interest bearing accounts. This
move may have a negligible effect,
because the global nature of virtual
world activity means that these
unregulated financial instwutions
now can charter in their pick of
couttries.

(U} For law enforcement, money
laundering is probably the largest
anricipated concern, due to the
known conditions in virtual worlds

Gold, there is a thriving black market  which make it possible. Sotne .

in the trade and conversion of these
currencies. This climate produces
an unprececlented challenge when
law enlorcement must investigate
the allegations of unlawful financial

activities either within a virtual world

or involving virtual currency.

(U1} Ginko Financial operated a vir-

tual bank in Second Life untl August

2007. Avatars could deposit and
withdraw Linden Dollars in miterest-
bearing accounts at several virtual
ATM locatons. About 18,000 ac-
counts are reported to have been es-
tablished at Ginko Financial, which
offered rates of return mm excess of

1)

Ny
e, I
—

companies, such as Linden Lab,
have enacted voluntary mnternal
measures to ensure that lannder-
g significant sums becomes an
impractical option in comparison
with traditional online money
laundering techniques. One easily
located Web 1.0 entiry traceable

to a residential structure i Mianti,
Flonda with servers in Moscow, of-
fers the exchange of large sums of
various virtual and game currencies
for varying rares. This entity offers
to convert berween US Dollars and
Linden Dollar for 89 perceut of the
value it rakes to exchange the Lin- -
dex, whicl is the legitimate Second

Life currency exchange. It seems
that an indiviclual would only use this
conversion system to thiwart internal
controls established by Linden Lab
or to obfuscate both the true narure
of the transaction and the source of
the funds.

(U} Those engaged in money laun-
dering seek ways to easily convert the
proceeds of untawlul activity back
ito a usable form after their true
nature has been concealed. Mind-
Ark, for example, offers a Project
Entropia cash card that can be used
at real-world ATMs worldiide (see
Figure 2). The acvertisement states
that “[b]y simply transferring your
PED to the Cash Card ising the
Transfer Center in the Enrropia
Universe, you can use the Cash Card
to pay for goods and services in retail
outlets, or to withdraw real cash from
millions of ATM miachines around
the worlcl, 18

(U) A final concern for law enforce-
ment is the law of nnmrtended conse-
quence. Gambling in virtual casinos
has traditionally been a significant
econonng activity in Second Life. In
July 2007 Linden Lab banned virtual
casinos and gambling activities.'®!
The effect was an inunechate and
material drop in user-to-user finan-
cial transactions from which Lin-
den Lab has not yet lully recovered
(Chart 4).'%

(U) There were two
less obvious




comes from this actiou. The
first was that users of Second

Life found ways to covertly
continue gambling activides.

For example, numerous bars and
other establishments have begun
holding “dance contests” that
avarars pay to enter. Avatars
dance with each other and win-
ners are selected randoinly, with
monetary prizes awarded. The
second outconie was that those
thar chose to engage in virtual
gambling activities found other
virtual world platforms whose
servers and business operations
were located outsicle the reaches
of United States criminal en-
forcement. Since July 2007 several
new virtual worlds have appeared
specifically to fill the void created
when Linden Lab decided o ban this
activity. The commonality among
these new businesses is that they do
not have a brick-and-mortar loca-
tion within US jurisdiction and thac
none ol their servers are located on
US soil. The challenge arises when
the US law enforcement commnunity
atremprs to enforce criminal law it
dlisplaces its activities to virtual plat-
{forms that
are nmore
cifhcult for
the US IC:
to moni-

tor. This
creates a
scenario

in which

the United
States law
enforcement
and intelh-
gence com-
munities are at odds, with opposing’
priorities.

{U) In addition to econonic implica-
tions for law enforcement, the global
expansion on virtual worlds imposes

Entropia Universe’s Real-World ATM Card

CChart B BiTecs ol the

User Transacuons”

several challenges on US law en-
forcement. The global nature of
virtual worlds means that state and
local US law enforcement, which are
designed and equipped to deal with
crimes located in geographically lim-
itec] jurisdictions, nust now navigate
a multi-national geopolitical and reg-
ularory environiment in order to ef-
fectively investigate comiplaints from
the real-world citizens they serve.
Federal and state criminal codes
leave police and prosecutors with
few tools to deal with the emerging
global na-
ture of vir-
tual crinie.
As more
US citizens
choose to
engage 1n
conunerce
within
virtual
worlds,
it is likely
that tradi-
tional law
enforcement agencies will increasing-
Iy find themselves ili-equipped to
deal with the inevitable allegations
of theft, fraud, and other criminal
financial activity.
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(U)Better than you.
(U)Oh, really?
(U)Hooray! »
(U)Please.
7y P A (U)Please, |implore you!
(U)Thank you, Sir.
(U)You were easily beaten.

(U)u roxord mah (U)You have easily beaten
boxors ~ me.

() ROFLCOPTERS: 1 (U)That was humorous
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" (U) User-created content. The scale of how much virtual worlds allow users to modify

thent varies from game to gaine. Certain games, such as Second Life, perinir users ro create
content for in-game use. In the middle of the spectrun, games like There.com do not allow
user created content to be placed in-world withour approval; to create content, a There.com
user has to go through a rather lengrhy process involving the operators of that virrual world. At

the far end of this continuum, World of Warcraft represents a game that does not allow any user created content:
the operator company, Blizzard Enterrainment, creates all content.

(U) Therefore, virtual worlds range from Second Life, in which users create almosr all content, to There.com, a mix
of user and company creared content, all the way to entirely company content, as in the case of World of Warcraft.

The ability to create content appeals to the hobbyist builders of the world, while operator creared content gives a user

less choice, but also eliminates the confusion and {often) paralysis associated with roo many choices. While the cre-
ation and modification of content by users ar their own pace causes the constant updating of applications like Second
life, the game landscape of World of Warcraft, however, never changes.
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(U) Number of players.. Another statistic that one can gradate amongst virtual worlds is the number of players
who participare. Games can range from only requiring a single player, to millions of players online concurrently.




(U} Age of players. Virtual worlds target players of every possible age, from children to adults, or a mixture. The
mechanisms for enforcing “Children Only” and *Adult Only™ rules in games or game areas have met with reasonable
suceess, with violations usually resulting in gjection from the game. Interestingly, often the players identify the “odd
‘man our” in rhese environments and report them to the game operators. For example, an acult can easily get an
account on the Teen section of Second Life prohibited to adults (except emiployees), and the reens themselves detect
and report the unusual behavior-of an adule trving to masquerade as a teen.'
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(U) Price. While some virtual worlds don’t cost anything, others require subscriptions, or even purchases in addition
to a subscription. Almaost all of the subscription games have “free to try” linited subscriptions or free accounts that
are somehow restricted. World of Warcraft has a ten day free trial; Second Life has unlimired duration accounts that

have slightly limited capabilities.




(U) Worlds versus Games. Some experts describe virtual world systems as platforis for creativity, while some
categorize them strictly as “games™. This label usually results from of the nature of the challenges presented to the
user. The unstructured world, like Second Life, presents no challenges, or quests, for the user to perform. The plat-
form nature of the world, user created content, and user generated “quests™ support all interest. For example, a user
can create a dark, gothic environment that others use in order to play eithér vampires or humans, conduct vampire
versus hunian hunting games, and fight battles. (This 1s an example of game created within a non-game). Inventors
design quest based games like World of Warcralt with questing challenges for the player to experience.

T :d':"g::f‘é At uf“'ﬂ}‘}»;:f.. R R T AT S A St % DN

(U} Persistence. Some worlds and games are “persistent,” which means thar even in the absence of uvsers, the en-
vironment exists. Second Life and World of Warcraft servers are always online, even if’ there no players connected to
them; thus rhe 3D environment worlds always exist. A console game, such as CounterSirike, is non-persistent since
the game or world exists only when the user turns the console on and plays the game.

CouNnTeRASTRIKE




(U) Dimensions. One can consider a game two dimensional (2D} if it appears flar; board games such as Scrabble
or Monopoly fall into this category. Flash gaes, such as Yahoo's Scrabble, also fit into this category, even multiplay-
_er ones. Some games give the illusion of three dimensions (3D), even thought they are in fact only two dimensions.

(U Virwal worlds, however, do not inevitably move in the direction of the three dimensional, for several reasous.
First, as graphics approach photorealism, humans begin to be disturbed. Experts call this the “uncanny valley™: the
concept that graphics can bie “too real” and that humans begin to feel revulsion when they encounter something thar
looks human, but s’ Even if verisimilituce doesn't canse the revulsion reaction, humans view highly realistic
settings us less forgiving—people are much less willing to maintain suspension of disheliel when confronted with
things that look real. Second, from a game design perspective, many types of ganie=play do not lend themselves

10 3D. In fact, for more abstract games like puzzles or geometry-hased games, a 3D interface can get in the way;
moreover, the simpler the graphics, the greater the number of computers that can operate the virtual world software.
To reach the largest possible audience, developers keep graphics to the sunplest level possible that can sull engage the
target demographic, Thus, the developers of children’s worlds generally do not use photorealistic graphics technol-
ogy—cven if they had the choice, this medium would not reach their target audience. Finally, photorealism consumes
rime and money. Proclucing high ¢ualiry 3D art, and the technology to support it, raises the costs of a gaime.
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(U) Platform. Virtual word experiences are not limited to the game console or the personal computer. Mobile de-
vices, such as cell phones, can contain games, and gamers increasingly use then for two player or multiplaver games
Many Astan users do not have the economic status to afford a high-end PC, so they preferentiall\' choose mabile
devices for gaming. Augmented Reality Games combine virtual and real objects and e\penences together and often
use mobile platforms such as PDAs and cell phones. @
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(V) Chart 3 1: Percentage of Second Life Users by Country
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(U) Chart 3.2:
Second Life User Hours per Month by Age
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World Content Creators

{Uj Most major games and virtual worlds ac-

tively manage their in-world economies with the

1 principal and explicit goal of maintaining their

{ currencies” values and price levels. This is because
one of ihe principal play mechanisins of most
-najor virtal worlds is the production and oade
of virtual goods.

he institutions that enable trade and cur-
rency exchange in-world and via third parties are

4 fairly primitive, bus are complex enough to include :

? business madels from simple subscriphions to vir-
tual item sales, “lind” sales, franchising, gambling,
and paid rournament play .

2 {(U) These nransactions require gane developers

to build extensive systems for fimancial authentica-
tion, exchange, conversion, and storage. Soon,
they will begin to match the efficiency of the real-
d woild financial imfinstucrure.
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(U)Chart 7.1: Percentage of Internet Penetration?'’
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{U) Figure 9.2. The Dolce Hayes Mansion aerial perspectives—Microsoft Visual
Earth“Birdseye” Imagery perspectives. {2008 Microsoft Corporation, 2008
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{U) Figure 9.3. The Dolce Hayes Mansion with StreetView Layer
activated—San Jose, (A—Google Earth (Google 2008)
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{U) Figure 9.5. A geo-tagged photo of the Dolce Hayes Mansion
discovered in Google Earth (Seer 2004, Google 2008} ‘

{U) Figure 9.6. A photo of a Dolce Hayes Mansion Conference Center
room, and the resulting “textures” {(hayesmansion.delce.com 2008)
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Apph(,auon Programmmg In terﬁce

¥ Augmented Reality

BS Bulletin Board System

, Collectible Card Game

PS’) First Person Shooter

{ Global Positioning Svstem

4 Human Computer Interface; Human Computer Interaction

. i Head Mounted Dlsplav

Instant Messaging

ﬁﬂ Massively Multiplayer Online Role Playing Game

w 06;_ MUD Object Oriented

R| Mixed Reality

‘K| Multi User Created Kingdom

Muld User Dungeon

H| Multi-User Shared Hack (or Hallucination)

(E{ Multi User Virtual Environment

13 Non-Governmental Organization

3C.| Non-Player Character

4 Passive Multiplayer Online Game

Public Switched Telephone Network

\ Real Money Trade

1 Role Plaving Character

*RSS: Really Simple Syndication; RDF Site Summary; Rich Site Summary

| Real-Time Simulation

A4 Second Life Liberation Army

$9 Short Messaging Service

. User Interface

fE4 Virtual Environment

P4 Voice over IP

v Vlrtual Rmhtv




(U) 2D Internet
(U} The traditional “Aat” Web page based [nternet derived from doctment formae pages.

(U) 3D virtual environment
(LY A user intesface and support infrastucuue that presents data in a 3D perspective to the user and often
stores and manipulates dara in 3 dimensions

(U) 4G Wireless
(U} 4G {also known as Bevond 3G), an abbreviation for Fourth-Generation, is a term used to describe the next complete evo-
lurion in wireless communications. A 4G system is intended to provide a solution where voice, data and streamed multime-
cia can be given ro users on an “anytinie, anvwhere” basis, and at higher data rates than previous generations. The interna-
tiohal telecommunications regulatory and standardization bodies are working for commenrcial deployment of 4G networks
roughiy in the 2012-2015 time scale There is no formal definition for what 4G is; however, there are certain ohjectives that
are projected for 4G. These objectives include: thar 4G will be a fully IP-based integrared system. 4G will be capable of -
veen 100 Mbit/s and | Gbit/s.

R R R L R T e A T N o IR o T I e h . e

(U) Active Subscription

(U} An enrollment to a VW or ganie that is regularly used by a player, as opposed to one that is acuvated,

then abandoned, but still counted by the operator as a subscription.

(U) Anamaya ‘

(U} “Anima™ is the Latin word for the Greek psykhe {psyche) or soul (spirit} of rthe individual. “Maya,” in

Indian religions, is the principal deity who creates, perpetuates and governs duality in both the spiritnal
andl physical space. Bringing these two concepts together to-describe a digital soul, 2 connnon thread that runs thwough
muliple expressions of self in the Virtual Wonld, produces the term “anamaya”. The anamaya represents the underlying
personality; morals, vitlues and beliefs that users impose on the avatars they create. The anamaya is the being and presence
of selfl that a user projects on his or her virtal activides and 1 virtual environments. ’

" (U) Artificial Intelligence
(LN John McCarthy, whe coined the: term in 1936, defines it as “... the science and engineering of making intelligent ma-
chines, especially intelligent compurer programs.” :

(U} Alternate Reality Game

U Ay alternate reality game (ARG) is an interactive narrative that uses the real wonld as a platforin, often involving mul-
tiple media and game elements, to tell a story that may he affected by participants’ ideas or actions. Fhe form is eypifiec by
intense player involvenient with a story that takes place in real-time and evolves according to participants’ responses, and
characters that are actively conrrolled by the game’s designers, as opposed to being controlled by artificial intelligence as in a
computer or console video game.

(U) Augmented Reality

(LN A field of computer research which deals with the combination of real-world and compurer-generated data. Ar pres-
ent, most AR research is concerned with the use of live video imagery which is digitally processed and “augmented™ by
the addition of computer-generated graphics. Advanced research includes the use of motion-tracking dara, fiducial marker
recognition using machine vision, and the construction of controlled environments conraining any number of sensors and
actuators.

(U} Authentication
(U} The means by which the authenticity of a user can be established.

(U) Avatar
(L1} The representation of a person in digital form in an interactive envirenmient. The “character” thar appears on
the screen in a VW or game. An avatar often has the appearance of a human being, cither realistic or comic.




(U} Bulletin Board System (BBS)
{U}) A Bullerin Board System, or BBS, is a computer system running software that allows users to connect
and login ro the system using a terminal program. Originally BBSes were accessed only over a phone line
using a modeu, but by the early 1990s some BBSes allowed access via a Telnet or packet radio conuecton.
Once a wer logged in, they could perforu functions such as downloading or uploading software and data,
reading news,"and t'\changmq messages with other users. Many BBSes also offered on-line games, in which
users could compete with each other, and BBSes with, multiple phonc lines often offered IRC-like chat

rooms, allowing users to meet each other. In recent years, the term BBS is someriines incorrectly used to refer to any onlme

- {forum or message hoard.

(U) Blog

{U} An online diary; meant 1o be read by users of the Internet.

{U) Botnets (bot network)
{U; A group of computers that is controlled by another computer; often without the owner’s consent.
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(U} Collectible Card Game
(13} Collectible card games (CCGs), also called mading card games, are played using specially designed sets
of cards. While tracling cards have been around for longer, CCGs combine the appeal of collecting with
strategic gameplay in different sewtings. For example, the game Magic: The Gathering is based on the fan-
sy genre, so many of the cards represent creatures and magical spells from that setting. CCGs are.dlistin-
e;mshcd from other genms of games hecause the card can dynamically reconfigure the rules during play.
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(U} Dark Web .
(U} The online anonvmity of the web that allows extremists and criminals to use it for content relared to
potentially dangerous or criminal activity. Such web content is often purposefully difficult to fincl.

(U} Digital Distribution ;
{U) The distribution of digital data by means of (lo“ulo.\da, as contrasted 1o the purchase of media on a
CD at a biick and monrtar store.

(U) Digital Tribe
(U Social groups that coalesce around a common interest or activity; or a shared set of Lnowledge or behefa because ol the
‘opportunities, support, or protection that the collective can provide to the individual

(U) Distributed Computing
{U) A general term to describe the use of many computers, often geographically dispersed, operating in unison to solve a
single or broad based probiem.
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(U7} A-web-based auction site.

(U} e-Gold
{U) A general term unsed to describe in-world currency. It is offen spcclhc:\llv referring to the gold of World-
of Warcraft, but can be used to describe the currency of other environments. Also a privare company.

(U) e-government
('U) The use of wi cb lechnolog) b} govermment botlxcs for pubhc oum cach. .md busmess to business or gover nment par menug.
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()] Free—to-Play
(U) A service that makes game play available without charge. Some free- to—pld) services Lhmge for the pro-
gram, others charge for game upgrades. This usnally refers to the lack of a periodic service charge.
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() Game God

{U) A corporation or person who creates, maintaing, and controls the game world.




(U) God Game

(L) A construction and numagement simulation that casts the plaver in the posidon of conawolling the gaine on a large scale,
as an enfity with divine/supernatural powers, as a powerful leader or with no specified character and places then in charge
of a game setting containing awonomous characters o guard and influence. '

(U) Gold Farmer

(L) A plaver who engages in deliberare activities to acquire {*farm™) items of value within a gaine by exploiting elements of
the game’s mechanics, usually for the purpose of selling these items for real money:

(U) GPS
{U) Global Positioning System; a widely used aid to navigation worldwide that uses a constellation of between 24 and 32
Medium Earth Ovbir satellites that nansmit precise microwave signals enabling GPS receivers to determine location, speed,

direction, and tme.

(U) Griefing
(U} A form of emergent gaime play where plavers engage in the act of harassing other members of an online comnunicy in a
manner that is consistent with the code of ‘the system, but which may violate the spirit or termis of service of the system.
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(U} Haptic Device

{{) A mechanical device thar mediates physical communication between the user and the computer. Haptic
devices allow nsers to touch, feel and manipulate three-dimensional objects in virtual environments and
tele-operated sysiems.
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(U} IGE
{U) A company based in the country of Vanuatu that deals in virtmal currencies and exchanging them for
real carrencies.

(U) IM
{U) Instant messaging; a service that allows two users to “chat™ with each other using text; very common in
virtual worlds, though not limited to them.

(U) Internet Café
{U) Ofien found in developing countries, it is usually a concentration of computers and online capabhilities that are rented to

users by the hour

(U) Interoperability
-l') Tlxe abiliry of one system to work with another.
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(U} Killer App
{0} A termi used ro describe a powerful and useful application, one that is in high demand because of its
fearures and drives adoption of an enabling technology or platforn.
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(U) Linden Dollar

{U) The currency used in the virtual world, Second Life.
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(U)  Malware

(U} Also known as Malicious Software, it is software designed to infiltrate or damage a computer system
without the owner’s informed consent.

(U) Manager Game
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(U) Massively Multiplayer

(U A oype of gmne thatis capable of supporting hundrecds or thousands of players sinltaneously.

(U) Massively Single Player
(U} A miarketing term enined for a new game that allows indireet, asynchronous, online interaction between players.

(U) Memes

(U} Denaotes any learned teeling, thought or behavior especially those that are easily passed from person ro person.

(U) Metaverse
(U} A virtual avorld, originally described in Neal Stephenson’s 1992 science fiction novel Snow Crash, where humans, as ava-
tas, mreract with each other and software agents, in a three-dimensional space that uses the metaphor of the real world.

(U) Mirror-World

(U} A representation of’ the real world in a virtual fashion including accents and details that provide a sheen of realiry

(U) Mobile Devices
(U7} Pocket size computer device, connected to a wireless nerwork, 1\]mallv having a display screen with touch input or minia-
ture kevboard. These devices can be telephony hased.

(U) MO0

{L; MUD Ohject Oriented; a text-based online virtual reality system to which multiple users (players) are connected at the
same time. The rertn MOO is used in two distinet, but related, senses. One is to refer (o those programs descended from the
original MOO server, and the other is 1o refer to any MUD tlml uses object ortented techniques to organize its database of
Ol)_]e(.‘tb. particularly if it does so in a similar fashion to the original MOO or its derivatives

(U) MUCK
{U) Multi User Created Kingdom; is a type of user-extendlible online text-based role playing game, dcsxgm‘d for role playing
and social interaction. Similar tn a MUD or MOO.

(U) MUD
{1 Muld User Dungeon; A forum for virtual role-playing. Can be conceived of as a (hcmanc(lllv charged chat-rootn with
a focus on role-plaving. Certain types - so-calledd MOOs - operate with objecrs that the ])la\'en/ users can interact with {and

sometimes alter/crente).

(U) Multiverse

{U) A fumire defined as a plethora of virmal worlds. Multiple virual geographies each of which may be proprietary and not
necessarily interoperable.

(U) MUSH

{U} Muli-User Shared Hack (or Hallucination); a text-based ouline social medium to \\]m.h multple users are conmected at
the same rime. Similar to a MUD or MOO.
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(U) Netizen
(U} “Net-citizen,” a_participant in an internet culture.
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(U) Passtve Multtplayer Game

{U) PMOG (Passively Multiplayer Online Game) is an online game which players "passively’ participare
while browsing wely pages. Players earn data points or acquire digital “icems™ by visiting unique domains,
which they can spend on various game items that can be attached to web pages to tigger events when
another plaver nexr visits that page.

(U) Pay-to-Play
{Uj Business moclel for online games in which players maiatain a subscription or pay on the basis of how long they ave in
world,
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(U) l’a_y-to-Upgrade ;
(L)) Business miodel lor ouline ganes in which players can play for free, but must pay for upgrades such as better weapons or
armon.

(U) PC Bang

(U} PC hang {“bang” approximately means “room’” in Korean) is a variation of LAN gaming center, where one can play
multiplayer compurer games with others. PC bangs are exsremely popular among voung South Koreans. It becaime extreme-
ly popular when Starcraft came out in 1997. Although computers and broadband penenation per capira were very high,
many young people went to PC bangs to play LAN-based muliplaver games, with others.

(U) Persona

(L) A persona, in the word's everyday nsage, is a social role or a chavacter played by an actor. The word derives from the
Latin for “mask™ or “character”, derived from the Etruscan word “phersu™, with the snme meaning. A person’s toral online
presence including einail, phone, chat, and web surfing:

(U) Phishing

(U} Tt is the criminally fraudulent process of attempting to acquire sensitive information such as usernames, passwords anc
credit card details, by masquerading as a trustworthy entity in an electronic communication. Connnunications purporting
1o be from PayPal, eBay, YouTube or online baunks are commonly used to lure the unsuspecting. Phishing is typically cartied
out by e-mail or instant messaging, and it often divects nsers to enter details at a web site. Phishing is an example of social
engincering techniques used to fool users. Attempis to deal with the growing munber of reported phishing incidents include
legislation, user oraining, public awareness, and technical security measures.

(U) Phreaking

(U3) A slang term coined to describe the activity of a subculture of people who studly, experiment with, or explore teleconunu-
nication systemns, like equipnient and systems connected to public relephone networks. The term “phreak™ is a portmanteau
of the words “phone™ and “freak.” It may also refer to the use of various audio frequencies to manipulate a phone system.
“Phreak,” “phreaker,” or “phone phreak™ are names used for and by individuals whe participate in phreaking. Additionally,
it is often associated with computer hacking. This is sometimes called the H/P culture (wnh H standing for Hacking and P
standing for Phreaking}.

(U) Pseudo-Photograph

(UY A pseudo-photograph is an image produced manually which is indistinguishable from a real photograph produced using
_a camera. Althongh the term psendo-photograph can be applied regardless of what it depicts, in law its meaning is especial-
ly relevant regarding child pornography. In the UK, the Ci umnaljusm.e and Public Order Act 1994 amended the Protec-
tion of Children Act 1978 s0 as to define the concept of an “indecent pseudo-photograph of a child.”

(U) Public Switched Telephone Network

(03) It is whe network of the world’s public drarit-switched relephone networks, in much the same way that the internet is
<33 the network of the world's public IP-based packet-switched networks. Originally a nenwork of fixed-line analog telephone
« -] systems, the PSTN is now alimost entirely digital, and now includes mobile as well as fixed telephones.
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(U) QO Coins

(U) The QQ Coin is a virtual currency nused by QQ Online, a popular set of online services in China and
South Africa, which users use ro “purchase™ QQ related itens for their avatar and blog. QQ Coins are
obtained either by purchase, one coin for one, for using the niobile phone service, or via prepaid, debir, or
credit cands. Due to the popularity of QQ in Chinese young population, QQ Coins are now accepted by
mere and more online stores and gaming sites in e’«:hange for “real” merchandise such as simall gifts, and
raised the concern of replacing {and thus “inflating™} real currency in these rransactions. They are also accepted in some real

world establishments.
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(U) Reality+

(U} Real-world geographies enhanced by virtual elements, data, and interactiviry

(U) Real-Time Slrategy

(L) Straregy game in which the action is plaved our continnously without breaks (as opposed to turn-based
strategy games).
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(U} Rhythm Games

(U Music based gatmes such as Guirir Hero and Rock Band.

(U) Real Money Trade

¥ - (U} The exchange of virtal items and airrency for real world currency or vice versa.

'(U) Role-Playing Game

(Li} A gaiue in which the participants assime the reles of ficrional characters and collaboratively create or follow stovies. Par-
ticipants determine the actions of their characters based on their characterization, and the actions succeed or fuil according
w # formadized systens of mles and guidelines. Widhin the rules, plavers can improvise fieely; their choices shape the divec-
ton and outeone of the games.

(U) RSS
{Ur A family of web feed formats used ro publish frequently updated content such as blog entries, news headlines, and pod-
casts in a standardized format.
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(U) Seclimine
(U3} A virtual dieug sold in Second Life.

(U) Second Life Liberation Army

(Ui} An experiment run by Roderick Jones to see how terrorist groups might form and operate in virmal
wwoilds. Jones was able to recruit real people to his cause and successfully demonstrated the possibiliry of
virtual world rerrorism.

(U) Simulations _
U A sed of rules, often embedded in a videogaine or computer program designed 1o mimic actions and operations in the
real world. Games, for example, are often simulations of real life activitw. Not all games, however, are sintlations and not all

simulations are games. -
g

(U) Smavrt Card .

(U} A card (usually the size of a crechic cavel} which contains embedded processing and secure data storage. They arve typically
used for authentication and stored value applications. Currently more resistant co forgery, fraud and hacking than magnetic
stripe cards they are being replaced with RFID cards.

(U) Spyware
{U} Software surreptitiously installed on a computer that reports back to the controlling entiry about the use of, and informa-
tion on and accessed by; that computer,
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;{gk (U) Telepresence
(L) A set of technologies which allow a person to feel as if they were present. to give the appearance that
they were present, or to have an eflect, at a location other than their true locacion. Telepresence requires
that the senses of the user, or users, are provided with such stimuli as o give the feeling of being in that
other location. Additionally, the user{s: may be given rhe ability to affect the remote location. In this case,
the user’s posttion, movements, actions, voice, etc. may be sensed, transmitted and cluplicated in the remote
location to bring about this effect. Thus information may be tavelling in both directions between the user
and the remote location.
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(U) Turn-Based Strategy
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(U} Ubiquitous Computing
(Uy A combination of widespread input and owput devices associated with everyday objects such that the
ability to make use of computer capabilities is emibedded in the enviromnent (rather than restiicted to spe-
cific tools such as a PC or cell phone).




(U) User ln‘tepj'ace
(U) The means by which the user commects 1o the virtual world; can be a variety of devices including but not limited o a

keyboard, gane c::mtrolle:r or hf.-nd moumcd display. Typically refers to the software configuration being usedl.
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(U) Vzrtual 3D Realm
{Li) A synonym lor virmual world.
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(U} Virtual Currency ]
(U} Currency used in a virtual world. Can often be exchanged for “real” cuirencies such as Dollars or
Euros. E\mnples are QQ Coins and World of Warcralt gold.

(U) Virtual Econom_y
(L} The cconomic environment ereated within a virtual world. Often has goals, such as game play balance, not usually at-
tribntted 16 real world cconomies.

(U) Virtual Environment

skl (U) A synonym for virtual world.
o 4
~‘
+1 (U) Virtual Property

{U) Property owned in a virtual world. The property is usually considered intellecrual property although there is a on-going

discussion concer ning the ownership of land and chattel in vir mal worlds {for instance should the law of real property or the

laws of intellectual pmpem apply?). /

: (U) Vishing
{U) The criminal practice of using social engineering and Voice over IP {VoIP) to gain access to private personal and finan-
cial informazion from the public for the purpose of financial reward.

.

(U) Virtieal world

{U} A commeon platform thar allows for multiple users to connect for entertainment or business, allowing each user to com-
municate or collaborare with one another in real time over a network infrastructure. Includes both gaines and non-game
pladorms.
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ekl (U) Web 1.0

{U} The early interner, characterized by static web page design and limired interacrivity.

(U) Web 2.0

(U} A set of rechnologies and applications that are intended to enable efficient interaction among people,
content, and data in support of collectively fostering new businesses, technology offerings, and social struc-
tures via the interner. The rerm is ofien used to desciibe the use of more dynamic and interactive internert techuologies.

(U) WiBro

{Uj} Wireless broadband; Korea's version of WiMax.

(U) Wiki
(1) A collection of web pages designed to enable anyone who accesses it to contribute or modify content using a simplified
markup Language.

(U) WiMax

(U) A wireless hroadband standard.

(U) World of Warcraft Gold ) ’ '
{(U) Money used in the online game, World of Warcraft. While forbidden by the creators of the game, World of Warcraft

Gold is freely raded on a number of unregulated markets and lmge numbers of Chinese and other non-US nationals make
a living * f'n‘mm * gold and selling it ta westerners. This practice is called real money wrade.
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