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: (U) Executnve Summary

v vmlatlons of Tltles 18 U S C 5 § 2511 (eretap Act) and 18 U S.C: §“«1030 (Computer Fraud and 2t
- -AbuseAct)" The: mvesngatmn was predtcated on mfonnanon obtamed(as pamo “an OIG review ':'
into, alleganons made by SSCI Chairman Dianne Feinstein | to Duector of the Centml Intelhgence :

Agency (D/CIA) John' Brennan that CIA personnel had “conducted oné: or more searcheetof the s

' _Jcomputer network at anioffsite facility that: the CIA had assigned exclusxvely to the staff of; the 3
~[SsCIj™ The%OIG mvesnganon was limited i in:scope'to revxew the conduct of Agency ofﬁcnals, o
and dld not examine the conduct of SSCI staff members . 5 :

. (U) The OIG mvesngatlon determmed the following:.

L (U) Fwe Agency:’ cmployees. two attorneys and three mformatmn technology (IT) staff e i

members unproperly accessed Sscr Majority staff shared dnves on the RDINeL ke

HeOk (U) The three IT staff members who accessed the SscI Majonty' ‘ared dnve " iy
dlsp]ayed a lack of candor about their acnvmes when interviewed by the OIG

2 “(U) The Agency: ‘filed a crimes report with the DOJ, repomng that SSCI staff members
-may have: nnproperly accessed Agency information on the’ RDINet The OIG i
. fmvesttgntmn determined that the factual basis for: ttnsweferral was unfounded and .the‘
' author of the letter had been prov1ded maccurate mformanon on whxch the letter was
B § (U) Subsequent to duectlve e by the D/CIA to halt thc Agency revxew of SSCI staff i
) access to the RDINet, T }Secunty[ JOS) conducted a limited-and - Lidihabn s

. vlncomplete mvesttgatson of SSCI activities on the RDINet that mcludedl» ' 5 ;& b
] _Jand areview of some of the emails of SSCI Majomy staff members on that

network : iy P ¥ e .~'

Agency’s rendmon, detentlon, and\mtetroganon activities.’ RDINet was. created (o allow, Agency
staff tos rev1ew documents for producnon to the SSCI and to provxde appropnate documents'to

(U) On 30 Apnl 2014 the DOJ advised thc CIA Inspector General that DOJ had completed 1ts revxew of the
5 nllegattons and had:no prosecutonal mterest S : : ‘

Wl
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_respectlve‘shared dnves

; ‘summarylanalytrcal documents were: conmdered and marked as mtemal and pnvﬂeged by-the
- Agency:: The Agency holds thatjthe‘documents were outsxde the s scope of the data- whlch e

() Whlle there w -_no stgned:memorandum of understandmg between
: regardmg access to the RDINet; correspondence between then D/CIA P

‘have no expectauon of pnvacy

- (U) Improper Agency Access to SSCI files on RDINet

(U) Onor before 9 Januaxy 2014 personnel from the Agency $ RDI team theonzed that SSCI b
U staffers. had unproperly obtained copies of the pnvxleged mtelhgence summaries created ,y;the it
+ Agency,and-that these documents were stored on the SSCI Majority s staff shared d_nve...; On'“ I
-9 January, membeérs of the RDI ‘team used the IT system ‘administrator acce sto'tl
- MaJonty shared dnve to prove this theory The' Ofﬁce ‘of General Counsel (OGC) attomey

“membersof , s
4 ‘i}pnvxleged documents A second OGC attomey,[— hasked three members of _the v

‘documentatxon The attomeys therefore beheved the SSCI staff had 1mproperly accessed :

_ 'mtelhgencc summanes onto: the SSCI Majonty staff shared dnve T

... JAPPRQVED FOR
L FRELEASE, PATE: |-
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i.t

of documents prov1ded to ,the SSCI xrev1ew ‘teams. Followmg revtew oftrelevant document by ' i . e :

the'RDE: team, responsive: documents ‘were then made: ava:lable to. SSCI staff members on thexr :

U). As part of the. Agency 8 efforts to review and provrde documents to the‘SSCI,qthen D/Cv AL B
Leon Panetta requested ‘summaries of the documents “being. provided: togthe SSC ‘Q.These

Agency: agreed to, provide, for the‘SSCI review. The cneatmn of such summan ,_f,; was: halted i (B
early 2010 when the DOJ:began : an mqulry (led»by Assxstant Umted Slates Attomey Jo n
Durham) into; RDI matters gt ;

Feinstein establrshed a common: understandmg between the parues that the SSCI shar dnves W R
would bea walled-off area:that-would only be accessible:to CIA IT adnumstrators for th sole Sl
purpose of: IT: network administration. In- addition to:the common understandmg, the. SSCI staff P '
were provxded a wammg at ,each logm that thelr “use: of this system may be: momtored and you i

jumlaterally concluded-tha{  had the: Tegal authonty.,to task e A
Jto -access the SSCI shared drive and conduct a: search for: copies’s i,

portions of the RDINet that were' restncted to Agency staff, and through thts access moved the APAY

(U) On 9 January, followmg thetr taskmg to. the IT team, the OGC attomeys. :

: Agency s mternal IT momtormg compon nt.thh obtammg fuxther mformatlon on the actlvmes B i W

OIG Case No. 2014:117184G . 50+
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of SSCI staffers on/ RDINet usmg data prevrously collected by the Agency on the system ‘Both .
:attomeys mformed the 'momtorrng tearn that the taskmg was dtrected *by'the 'D/CIA -however, the 17;,"
skin vas even aware of

’Chaxrman and che Charrman a jomt forensxc revrew of the activities of SSCI: staffers and

' .'Agency personnel on the SSCI shared dnve Thef [OS was then asked by the G)fﬁce of the o

. interested in a _]omt Teview, I 108 requested concurrence from the. DICIA's office to proc
_witha umlateral revrew of Agency-and SSCI activity on the SSCI. shared dnv'
~ for concurrence from D/CIAE l/OS ‘directed an investigation. b){

based, in part, on mfonnatton prevxously collected by the momtormg team

'ASSCI was on’ ‘standdown for any Jomt review.. Desptte tlus uotwe that SSCI was n‘ onger !

generatron of a report of SSCI actmty on the SSCI Majority. shared drive,: whrch mcluded i i‘f" .

(U) Agency Crunes Report. On Alleged Mrsconduct by SSCI Staff

(U)-OnT Febmary 2014 the then-Actmg General' Counsel who had«prevrously recused hxmself
~from RDI-related ‘matters and was therefore largely, unaware of programmatic details, ﬁled a
cnmes report with the DOJ, as reqmred by Executlve Order 12333 and the 1995 Cnmes

information provxded to hlm by, DS The crimes: report stated that SSCI staffers, may have

exploited a software vulnerabxhty on RDINet to obtain access to the mtelhgence summaries -
created by the Agency, in violation of the Computer Fraud and Abuse Act 18 U:S.Cs §-~l 030

The repoit was solely based. on inaccurate information provided by the two 0GC attomeys to. i
| |0S-and was not supported by, or consistent with, the results of the‘lumted m'vestrgatmn TR M e R
conducted by OS team. The OIG investigation determined that there was n fac bas1s for the R
allegatrons made in the CIA cnmes report i

OIG Case'No. 2014-11718:G "~ & SRS ke
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(U) Lack of Candor by Certain RDI Staff

(U) The OIG determmed ‘that RDINet IT officers responsible for assisting i
search of the SSCI Majorl shared dnve were not forthcommg in therr 1mt1

’ onductmg the:
nterv1ews wrth
t: the attorneys

du'ectJonnto access the SSEZI Majonty staff shared dnve When mtervrewed
confronted wnh ev1dence of their. acuons two of. the ofﬁcers adrrutted )
officer declmed a second interview.: ‘ P

OIG Cass No, 2014-1171846
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special’ review into the act1vmes of CIA personnel related to the access of Senate Sele ., oy
Comnuttce on Intelligence. (SSCI) files and records on the Rendition, Detentiori; ang LY
Interrogation network (RDINet) located at the|  |building, an Agency: facnhty in: lthe
JOn 30 January 014, OIG opened an investigation 'based on

information discovered in the: specnal review. In accordance with Title 50 U.S. L8

. reported the matter to.the Department of Justice (DOJ) on 30Jan C
' ;‘v1olatlons oletle 187US. 5 § 2511 (W:lretap Act) and 18 U. S C § 1030"(" 0 _.p
3 '*Abuse Act). s b : giebei

icerra ' and\ &

L 2 (UI/FOUQ) On. 23 January 2014 SSCI Chauman Dlannc Femstcm sent a‘letter to the ‘
Dmector ‘Central Intelligence Agency: (D/CIA) John Brennan' allcgmg that CIA- pcrsonnel had
“conducted one or more searches of the computer network atan offsite facﬂlty that the CIA had
assigned cxcluslvely to the staff of the [SSCI].”” The. letter detailed several questions -
Chamnan Feinstein had regarding the conduct of CIA personnel and alleged violations of the
4® Amendment. the Speech and Debate Clause of the Constntut.uon ‘the. Computer Fraud and
- Abuse Act, and Executive Order 12333 i , ¢oER s g s

s (U//FOEO) OIG mvesnganon was’ lmuted to the alleged access of»SSCI"data on:
RDINet by Agcncy pcrsonncl (Exhibit A)in January 2014 and' the subsequent acnons taken. -
- OIG mvebuganon covered the issues of. Agency personnel cngagmg in unauthonzed acccS%-or e S
exceedmg authorized access tothe RDINet, Agency momtonng of the RDINet, ‘and’ whether 8. s
formal agreement had been made. between the CIA and the, SSCI regarding. the use of. RDINet PR INAT
The activities of SSCI staff. mcmbers were dchbcrately cxcludcd from the mvcsngauon No. e Xl L
attempt was made to interview SSCI staff members; and dngual forensics on RDINet and:
_ assocxated] Tpcrfonned by OIG was limited in scope to avoid obtaining. mformauon j

‘\related to the actwmes of SSCI usets ‘beyond that provnded as. part of thc predxcauon for Lhe

Senate stai'f to be: conducted by the U.S. Senate Sergeant-at-Arms i
(U) POTENTIAL STATUTORY OR REGULATORY.»-VIOL '

& (U, ) thle 1 8 Umted States Code § 25 11 Interceptxon and Dzsclasure of Wire 0_ ( .l : or
- Electmmc Co ommumcanons Prohtbued ( Wtretap Act) o ;

_5 (U) Title 18 Umted States Code § 1 030 Fraud and Related Acttwty in Conne,' wn wtth
i f’:Computers { Computer F raud and Abuse Act)

OIG Case No 201 4-1 171 8-IG
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m (U BACKGROUND:{,“. i

(U) Review of the Rendmon Detentton and Interroganon Program

4, (UﬂFGBO) On 26 March 2009 the SSCI mformed the ClA that the SSCI planned to:,
conduct a thorough:review of the CIA’s RDI Program'. On.22 June 2009; the SSCIL staff began
their review. The review. necessrtated access by SSCl staff to.a. large volume of sensitive,
classified, and compartmented: CIA documents, In order to provxde the{'_ ocuments to the SSCI
staff and ensure pertinent information was. provrded the CIA established a review process

_ Initially, the SSCI staff provided search terms to the CIA' RDI Review Team (“RDI team” -to ¥ 1k
identify responsive documents* The RDI team tasked. Agency components with searchmg the i
databases for the requested material and collected the: potentially responsive. documents The tate :
CIA tasked components of the' ‘Agencyto conduct additional searches of their holdmgs for f"'-{;"_ S e wal
potentially responsive documents that were then provrdcd to the RDI team: The RDI team;, . o
‘reviewed the documents for responsiveness, : removed- mformauon desxgnated as: Executlve ; ’_ G
anrlege information; and provxded the SSCI staff w1th access: to the documents via the RDINet

.,._») 318

i (UIIFGl@) Inan effort to: understand thevmfo_ atlon t.he Agency had released and e
continued to-telease:to the SSCI'staff, the RDI Special Review Team (SRT) was created in: May b %
2009. The SRT created documents known as Weekly Case: Reports (WCRs), among other - AN
documents, at the.request of then D/CIA. Leon Panetta for: the purpose of summarizing for CIA-
management the mfonnatton bemg produced to the SSCI In appro:umately February or Maich
2010, WCR production was halted by members of the Agency staff i in response to a Depamncnt
of Justice investigation-led by Assistant U.S. Attorney John. Durham.* ~Agency: staff mtervrewed

by CIA OIG mterpretcd the “Panetta Revnew” (ak.a. P.metta Report) asa comptlauon of the
- WCRs.. R :

(U): RDINet Syrtem

6 (U//F\UQ) To facxhtate SSCI staff access to: the large number of released :
documents, the CIA.created a computer network called RDINet.. RDINet was. estabhshed ina
secure CIA vault in the( |of the CIA's ]burldmg. with separate physical -
locations for CIA analysts to review and redact responsive documents arid a physical “reading -
room” for SSCI staff to revrew responslve documents The SSCI Majonty and Mmonty staffs _

! (U//FOUQ)- The Senate has hnstoncally relerred to this as a study on the ClA's Dt,u,ntton and Interrogauon ‘; ‘ -.' : o
Program, The study was launched following then D/CIA-Michael Hayden's disclosure of the programi‘to the. QSCI
in ertember 2006. On 5 March 2009, the SSCI voted to initiate a comprehensive review of the program : &
? (U//FOYO) The RDI Review Team has had several historical names, including the Director’s Review Group. and
© the Office of Detwainee Affairs. The team- included attorneys from'the Office of General Counsel tha.t oversaw the =
RDI review performed by SSCI and an mfonnnt.ton lcchnology team. that supported the RDI'syste) 4used for revn,w
(U//PUBO) In January 2008, :,Xssrst,ant U.S: Attomey John Durham was appomted by. the:
mvesugauon mto the dcslrucuon of vtdcotapes of the mterrogdnon of dotmnees In mid- 200

: -Agoncy

- 0IG Case No. 2014-11718 IG
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were later. physrcally separated into two secure readmg rooms ‘atithe request of the SSC[ Each
of these offices.included secure CIA-provrded computer workstations for the: review.of matenals
released. by the' CIA and for the credtxon of individual work product

7. (U//FGILO) RDINet i is a standalone- network that hasa. hrmted connectron to: the
Agency.| Data Network (ADN) for adrmmstratlon purposes, mcludmg the mgestron of system

CIA were. provrded shared storage areas on RDINet. that physlcally res1de on the same fhard dnvc_:

~ array. Separate’ electromc storage drives were established for both the CIA and the SSCI to’ save DR
documents-and their respective reports. The SSCI was also provided. additional storage deives:;: 7, e
further segregated between the Majority and Minority staff, Access to; data was restricted- R e

: through the use of access control lists and logrcal rules assocrated with the software This vutual a Akt

separation was intended to control access’by the: various parttes to the RDINet e.gito prevent i

- general CIA RDINet users from observmg or accessing SSCI data, and to: prevent SSCI users
from observmg or accessmg CIA data that had not been released to. them “Lotus Notes was

allowed for commumcatlon among all RD[Net users, both CIA and SSCI ;
connectnvrty to the ADN. S &

8. (U/IFbHO) From mceptlon the Office of General Counsel (@GC) was charge
the Agency with overseeing and supporting the RDI Program review.|

I S

9. . (U/FOUQ)  In October 2013. when General Counsel:Stephen I Preston departed g
g was appomted the Acting General Counsel. Because™
f _'had previously.recused  from any RDI matters,

S [ Becauseof ~ frecusal regarding the:RDI - Y.
’fha’tter,l F as unsupervrsed by the Office ‘of General Counsel pertammg to. thrs matter

10. (U//Fb&O) On22 J une 2009, SSCI staff mernbers began therr revnew of RDI* i
matenals at t.he secure facrhty -

(U//FOHO) In November 2012 the RDI team learned ofa vulnerabxhty wrth the :'
Google apphance related to conﬁgurauon settings that had been in place since the mmal RAERI O e
installation in November 2009.-OIG reviewed an April 2013 email between meinbers of the
RDINet IT staff detailing the exrstmg settings, which indicated an access: control deﬁcrency for
search results. The RDI IT team updated the Google appliance in April 2013 toreflect this-
change. - Prior to this'update;:the settings: provrded to OIG showed that the' Googlesapphance was.
not conﬁgured to enforce access: nghts or search permxsslons within RDlNet ‘and.its holdmgs

OIG Case 'N_o; 2q_1;,4.-.1,,1 neiG




C06274838

“(U) Memorandum of Understandmg Regardmg the Operanon of RDINet

rcvncw mcludmg acocss controls dnd not exist. Nevenheless, tnulUple nitcmewee |
~the existence of a: ugncd MOU: In this regard, OIG found that that a series of written Jetters. .
“were exchanged between SSCI (Chatrman Feinstein, then Vice Chairman Bond[

the walled off network shared dﬁve will be hmxted to CIA mformatlon 'tcchnolo

. ' s . |PPPROVEDFOR. .
: .+ ¥ JRELEASE DATE:

: dan 2075

12 (U//FOUO) On 1:November 2012, sscx[

' cmalled[ Jof the RDI IT staff, and others'to inform them that thc
‘new Google appliance was. mdcxmg the Majority staff work product.on a- shamd drive.
:—requcsted that the IT staff: conﬁgurc the tool 1:10'stop. mdexmg the shared dnve‘-i OIG found that

the Agency. dld not takc action to addrcss‘ Jrequcst

bt DS 2

‘and then| \and CIA (then D/CIA Panctm

14 (U//FGUQ) The last letter OIG found on the toptc from then D/C A Panct a'ty
Chairman Feinstein, dated:12 June 2009, described that “an agreement was reached between CIA
and SSCI staff personncl negardmg opcratmg procedurcs for the. SSCI rcvmw ‘of materxal rclatcd »

product on a wa]led—off nctw share-dnve accessiblc only b'y t_h ‘ .
; wff except
as authorized by the'Committee of its staff.” Point eight stated that all Comtmttec staff granted
access to the Reading Room were required to receive a security briefin g ‘OIG revieweda -
document titled “Security. Bneﬁng," dated “May.2009,” but found no cvtdence that the bnettng
was ever. provtded to SSCI' staff participating in the RDI review. e

15: (U//FOBQ) A separate document, titled “Mcmorandum of Understandmg Senate

.~_Sclcct Committee on. Intelhgcncc $ Revxew of CIA’s Detention and’ Intcrrog‘ 100

(Exhibit C. a), dated 28 May. 2009 stated in pomt i BR that

A spccnally dcsngned share drive will:be: provxded on thc Agency S stand alone - SR
network. As SSCI requires, the share-drive can be segregated with. only SSCI e

-~ access and walled-off. CIA IT adnumstrators exccpt as: othenvlsc authonz,ed by TR

" SSCI [stc] ‘ ) . . it : :

(U) Author unknown The OIG did.not find evndencc that this document was, pmwded 10 the SS I
(U) Agcncy autho_ ~.Thc OIG did not find evtdcncc lhat thts docunient was provxded 10 the SSC

OlG Case No 2014 11718-IG
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OIG found no’ evidence that thxs document was: provtded to’ the SSCI staff mvolved in nithe review:
or signed by e cnher r party.  An email‘provided to OIG in relatmn to this- document from. then

4 Jto several CIA officersion 27 Mayﬁ200 : _ted' ;
that the document was a *proposed MOU that we will attempt to finalize with the: SSCI staff ik
The emarl ‘made reference to having SSCI staff signa Nondisclosure Agreement,_(NDA) as well
OIG was not able to find any documentation. that SSCI staffers sxgned an Agency NDA., ..

it U) Momtormg S

EbDY 1
) | OIG found no evrdence that SSCI members hadibréen bnefed on
o \momtonng specific to RDlNet : :

18 (UI/R)UG) The RDlNet wammg banner is the standard Agency warmng bann‘er‘" %
consistsiof an -advisement that all users are exposed to at the time of; each login; which mcluded'
any SSCI user who logged onto’ the RDINet: The warning is located ina dxalogue box that the
user has to acknowledge pnor to loggmg in: The- dialogue box conststs of the followmg text

Tlus isaU. S: Government system and shall be used for authonzed purposes,only All
‘mformatron on'this system is the property of the U.S. Govemment and maynotbeii. .

v -accessed wrthout prior. authonzatmn Your use of this system may be,momtor -\and‘you
.have no expectation of privacy. . Violation of system security regulations and gutdance
may result in discipline by the Agency,.and violators may be crunmally prosecuted

(U) Acting General Counsel Department of Jusuce Crimes. Report

= 419, (UI/FGU.O) On 7 February 2014, ClA Actmg General Counsel
rote to Attorney General, Eric Holder, to report the matter of potential violation of Title" 18
USC § 1030 (Fraud and Related Actmty in Connection WIt.h Computers) by members of the

0IG Case No: 2014-11718:1G BPRRECNId: - S R Ao
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- contain language regarding a walled-off network shared drive for exclusive SSCI use, xcept -
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SSCI'on'the RDlNet (Exhrblt E) The rcport detmled that in the No
member of the SSCI'staff conducted a: ‘search on the RDINet that. appeared i
part of the system to which the. member drd not have authonzed access e M s

(U) INVESTIGATIVE FINDINGS ol
(U) Execunve Summary ofInvestzganve Fmdmg.s ¥ | /

20 (U//FOUO) OIG mvestrgatron found: support for allegatmns that CIA staff
“intentionally‘accessed the SSCI shared:drive without authorization and exceed authonze
‘access. Additionally, three: members of the RDINet IT team were not-; andid: wrth OIG when*
interviewed and: mmally failed to disclose theirrecent investigative access to the:SSCI shared
drive: ‘The investigation did not find support for the allegation that CIA performed e4l-t1me %
interception of SSCI.communications for its review of the matter in- qucstlon howevcr, CIA did ;
review stored information that included and a Teview of some of th : g
emails of SSCI Majority staff mémbers on that network. The i mvesttgatron found that D/(ZI_A :
Brennan did not authorize the access or know the extent of the access, and- 0IG obt ‘

2 : TR

conﬂrctmg testimony regardmg ‘whether or not.D/CIA Brenmm had any: knowledg ».of a| J i -;i;;
review performed-on' ‘the SSCl-shared drive pntxl after it was: completed OIG s 3 ks
investigation further found that the Director of Security authorized a review: of the SSCI" - G

activities, including the reconstruction of the emails of. SSCI staffers, followmg a; stand down

. order by the D/CIA and a request to' withdraw authorization by the SSCI security ofﬁcer ,

 Finally, OIG investigation found that the CIA referral of criminal conduct by SSCI staffers wa: it
predlcated on fmaccurate mfonnauOn provided to the: thenvAcung General' Counsel

( U ) Absence of a Formal Memorandum of Understandmg Regardmg the Operanon of RDINet

(U//FOYQ) - OIG did not find evrdence that a ﬁnal document:was agreed: upon by
both the SSCI and CIA; nor any documentation that an agreement was: srgned by the CIA or the
SSCIL OIG did. ﬁnd however, that there was a common understanding reached between the CIA
and the SSCL.~ Several letters between SSCI Chairman Feinstein, then SSCI Vice Chatrman
Bond, and then D/CIA Panetta were exchanged in 2009 that contained enough sumlar ldnguage
to define a working agreement. The common understanding between the: SSCI anid [A'did

when IT staff required access for-maintenance or troubleshooting. In addition to the w rklng P D e
- agreement, the SSCI staff were ‘provided a warning at each: logm that their “use of th]s lgem ALY Se8
may be monitored and you have'nio expectation of privacy#:OIG found that. LheT B

|mstalled at the outset:of RDINet by CICL Wwas connectediin the: normal course of

) ‘busiiefss and{ llwas collected in a manner consrstent wnh the adrmmstranon of .

A

5.y Pursuant 1o %t.uon I 6(b) of bxecutlvc Onier 12333, as, nmended and Seeuons VIB, VILA4; and VHI A of.
the 1995 Crimes Reporting Memaorandum of Understanding beiween the: Depnrtmcnt of Justice and the' Inxclhgenoc
Community, the CIA is required to the report to the DOJ mfomlatton conccmmg federal crimes.. ;
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' ( U) Unauthonzed CIA Access to RDINet and Related T askmgs

the SSCI'side of. RDmet “These'z accesses were: not conducted as p

. copies of documents referred;to as WCRs i

i

; documents tozwhxc}{ }beheved the SSCTstaffen were not enmled {

14- Jan_2015 : "
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. *Agency«mfonnauon systems.. Addmonally, OIG did not find' documentauon that NDAssor
. security’ bneﬁngs were provxded to or'signed by the SSCI staff. - ;

122, (U/IFOUOL Dunng the course of the mvewgatlon OIG foun_d that m llanuary 2014, o
five Agency. ofﬁceré B

routine Agency monitoring, but as part of aCIA mvestngatnon mto how SSC ‘st

9 ,A(U//Fouow_ J :*‘_ T _|

 reason for' dclaymg Caroline Krass conﬂrmauon hearmg as CIA General Counscl‘ { ‘ [ ;
“ supposed that the: “Panetta Review” referred. to SRT documents or WCRS that were. created at: the. -

behest of then D/CIA Panetta. Asa result, ﬁkold 0IG [ [began to'consider the
circumstances of how SSCI could have obtained access to CIA documents “lconsidered to
be 1nappropnate e.: Between late Dcccmbcr 2013 and early January 2014, [ Expresscd

suspicions toﬂ Jand mformcd{ - lhat the RDIth 16gs should be

reviewed to detérmine!| inc:how SSCI obtained access to the \ WCR;* OIG reviewof

~“Memorandum for the Record re: partial timeline of events surrounding dxscovcry y.of SRT
- documents on RDI NET;” (“MFR™) (Exhlbll F) which contained a timeline of events ngl

perspective. ‘In this documanL B Lmla(crally reached the legal conclusionthat hadthe ' .-
legal authority to task- members: ofL ‘to access the SSCI shared dnve and look for A;zcnj' T

(U ) RDI'IT Team Rewew

24 jﬁﬂN@ On 9 January 2014, after a discussion wnh\ hu'ccted '
JRDINet IT, to-setup a us_e&ro_fjle on'RDINet that was"f

conngurcd with the same: pnvnleges as a SSCI Majority staff user. Trequested thxs

access in order to run Google queries with the same permissions as.a SSCI staffer to.see what

‘they were able to view in their sea:ch results f_— }1denuﬁed X

the presence of WCR reports.on 'the:SSCI Majority shared drive through-a review of t the GoogLe s
search results. After ldenuﬁlrm the documcnth }mapped to the folder where the': s tih

documents re51dcd andL Jused T‘dummy account” wuq j§SCI-hke penmssxons to

.1‘

lwas mmally interviewed by OIG prior to the dxscovcry _of lhe MFR.. Follnwmg' ,, :v_c:v,," ’
dnsuovery of the MFRI“ —Pcclmcd to be interviewed about its contents. s )

0IG Case No: SOVNITIBAG . o0 . e LTDA EE et 4
: ’\ .‘; ; %
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open the folder [[ Jrccogmzed the documents: as. llkely WCR repons bascd on'their
ﬁlenames and folder structure, and ‘opened iy few" of the documents to view. the first page

where pbserved a dlsclalmer and format similarto. the ' WCR documentsl - hnformed
' i o pftheﬂndmgm - bnefedl - -
~-and

fmmngs —— % o aT b n B

! 25 (UIIFOHG) On 10 January 2014 tasked\ }to search lthe,,RDINet
, databﬁaﬁsﬁe{t_o verify Whether the SSCI had beenprovided-access to the restricted "documents !
1 7 search of the database revealed that the documents'were not located in the d?tabase
and they concluded that they had therefore not -been produced by the CIA to the: SSCI"f revxew L
Following J search| ‘conducteda
search on the root of the RDINet shared: dnve, which contains all user proﬁles, user: acééunts R

and shares.used by both CIA and SSCl.users, L lsearch indicated that the restrlct_ 5
* documents were/located on the SSCI Majonty shared dnve and-one SSCI user’s person drive.

\ _havngated directly to the locations of i mterest on the SSCI Majonty shared nge as, well
- asto the SSCl user’s persondl dnve ' { % v X :

26. (UﬂFOHQ) During the course of the mvestrgatron OIG recexved conﬂlctmg
statements fromh B lregardmg additional accesses to the SSCI'shared. dnve :
-and subsequent screenshots taken during those accesses. Accordingid }followmg
confirmation that the restricted documents ' were present on the SSCI Majority shared drive,

l; 7 —lspemﬁcally requested access to the drive so tha(l )could look at the: documents go

i I granted this access, associating the drive as| Morkstauon,'for

“approximately 20 minutes.| Jstated that, during this time,|  [captured screenshots i
- of the SSCI Majomy shared drive file structure. I |emailed the screenshots to[
* requesting the screenshots be transferred to the ADN “According t however{

requested- that —lcome td lofﬁce whereL [p;ovxdc accessito. the SSCI

‘Majority shared drive fromq Iworkstauaxﬂ | when interviewed,; was: unsure of ..

the meLhods( Jused 10 grant the access and stated that jhclped take,screenshots of

folders:and: sub-folders of interest-on the SSCI'Majority shared dnve on }ehalf

27. (U//FOHQ) OIG review of activity’ assocxated w1thl i 'I&Q@et user’accoun
on 10 January 2014 showed attempts were made t0 access. . J‘ W
‘ j Next, activity showed usage of ] L
followed by-a Lotus Note to ~ ADN. A} review: of '
B ~ |personal storage dnve on the ADN found a folder named l lvhnch contamed

—

}'elaled to searches of the SSCI Majority shared dnve, home page, and no
authorized” messages. :

28, (UFOBQ) lpmwded the screenshots mF vf_,_ - }and mskeq e
determme if the restncted d documents had been accessed by SSCl staffers On 10 January.

OIGv'éase No’i“é(l1klil-1.1718-IG‘f ]
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\(j B [taskeL Jbv_cmmUantanl T R
L | The email acknowledged that this was 4 SSCI shared dnvc

29 (U//FDUQL) On12 January 2014, Jsem S osnita t thc}RDINet rr teams
rcqucmng new versions of the screenshots that t showed Q:\ as the mipped drive: Tetter vieeaY:\'" =50
SSCI usér access to the: drive was mapped Q Trcqucsted t}lesefupdated screenshe [ 3NN
in order to “provide the optic” (e.g. display more accurately ) that the fo]d_ d 855
SSCI Maijority shared drive: Bo# mplie ;
e,maile'd{ jrespons’es on -l'3 Tamﬁy 2014.

-30. {EHNE) At OIG’s reques _(L Tprovnded OlG an cmaﬂ and attachr ents'd
{3Janvary 2014 fromf |0 |andcopying  |The
~ email documented the RDINet IT team’s response to__ ~ [12 January taskingiand.
contained snapshots of the contents of the folder|
Rl , Wperﬂes and sccunty semngs or.
- a document titled “WCR MIJA,” and a capture of the virtual folder “My Compute sh wing the
drive Q:\labeled as “Share Ma]only Data.” Mso ) responded to a series of qucsuons
from ﬁii_jrcgardmg the number:of files i
and in its subfolders as well as mformanon regardmg SSCI pnvucges on’ ‘RDINe

3?._ j(_@‘fN‘F) Dun iring the course of the mvcstngamon OIG deter

- officery _ were not forthcoming in i :
with. rTG having failed to disclose the assistance: théy;provided td jn the: scamhes”"
RDINet between 9 and 13 January 2014. As aresult; OIG requested: second mterv WS Wi
officer. i Jcomphed with: the second interview: requests and

conduct whcn confrontcd with the. mformauon from Lhc crmulsi
mtcmew ”

‘(U//FOHQ) - W7* ‘_VﬁﬁlRewew 2

33, 0OIG mvestngatxon found that on-10° January 2014l ) ‘ | _
tasked\ lto condiict 4 review-of activity on the SSCI side of RDINet. A§:aip:

requcsted by }ran quencs agdmst prevmusly,,

OIG Case No. 2014-11718-G
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. less the D/CIAk
- mentioned consuleg with

range\of the re review focused on'the 2010 o 0] 3 time penod
{ 77777 ~asa partof any of the activities'in question during thé January

revnewed b{ at the request of the RDI team was hlStOl‘l 'ally logged inform

ry:2014°time frame.

34 '—(G#NF) ln'muIUple con_xmumcatxons wnh{
forreview were'being:made on behalf of D/CIA Brennan. On a1 anuary 201
dCIC LR ~|alerting
~ asked  [by emailion the moming/ofil0 Januarg ;
-F,’

lijct for the penod l March‘*2009 to 31 Decen

]ﬂﬁ‘é?"d R

~of this mformatwnl:

for the ’S’aﬁw fo]dcr and requestcd a: rcsponsc by: Monday.f' § Januan 201
- ith an Excel spreadshect of the rcqucstcd
moon of 13 Tanuary 2014, ed
, documcms contained in the aforcmenu
Brcnnan dlrcctcd that no further 0

4 355. - (U, ©) Despite represcntatlons byE o
__»_‘_jtﬁh t'_:D/CIA Brennan dxrected the aforementloncd taskmgs t¢

the mvcsugatlon OIG cohld not detemune whclher any- ‘of D/CIA Brcnnam
mself, approved-any of the taskings made’ loL In|
and and informing them‘that

jL Jto determine if
" recalled approvmg»" :
approvals '

37, (UIIFG‘HO) DICIA Arennaii"_'toldr OIG that
documents on. RDINet from on the evening 9.J:
he recalled Trcfcmng toa rcvit:woil_ﬂi
explained how anyone knew the location o ¢ dociments. Sub
spoketo]  Jond0and 11J anuary 2014 Accordmg to ,D/ '
gto “‘use'whatever means'

SS Isha:edfdnvc D/CLAB

drchltecturc

OIG Case No! 2014-11718:1G"
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38. (UIMOIG presented D/CIA Brefuian, with 4o excerpt from the “MFR* ’
document found on[ J D/CIA Brennan told:OIG that there appeared to
be a difference in emphasis between what he had told[j ]and whalf ldocumentcd
In response 1o, whether he told

; Brennan stated tha '

systems

39 (U//Fb’b‘@) A meetmg was held in the Director’s conference foom in thc aftemoon oy ‘

of 14 January 2014, attended by D/CIA Brennan, . pIC) |

Neal Higgins (ChneflOfﬁce of Congressional Affairs) L JExecuuve Dlrector N
"Meroe Park, and others. ' At this'meeting, D/CIA Brennan expressed surprise.and concern at the e
“presence of CIC ofﬁcers Several witnesses told OIG that D/CIA Brennan was upset that CIC

had been engaged in‘the inquiry, and was concerned about the optic of the countenntelhgence

‘arm of the Agency investigating the activity.of SSCI staffers. D/CIA Brennan stated he ‘was -

-surprised at the work that had already been performed, and exphcxtly told ¢ cveryone at the

meeting not to.do anythmg else on the “tech or forensxc sxde D/CIA Brenn y
did not: task thd’

LR
e

( U) Office of Serurzty Cyber Blue Team Rev:ew

40, (U//FOHO) During the- meetmg on 14 Jdnuary, D/CIA Brennan gave the order to’

- *stand down” on- -any further reviews until he could brief the SSCIon the Agency’s, concerns and " )
the actions taken to date.. On 15 January, D/CIA Brennan briefed the SSCI and ‘proposed a joint, " .
review between the-Agency and'SSCI Security ]D/CIA;Brennan stated that -
he did not think that Chairman Femstem explicitly agreed to a joint review that: day, but did not - :
explicitly. say no or or. dismiss the conversation, ‘D/CIA Brennan-thought that’ Chamnan Femstem
wanted to talk toL jabout it-and consider the idea further. D/CIA: Brennan stated thathe, ¢
did not task’ anyt}ung after.this meeting with the’ SSCI, and that it: should have»been‘ abundantly 3
clear after the meeting on 14 Janua.ry in his- conference room that all work should ha ik

(U/fFOBO) Between 16-and.17 January 2014, the CIA Office of Se" urity;
Blue Team conducted areview of the RD[Ne;E A]HIL _holdlng

* (UNFOYQ) The Cyber Blue Team, esmbhshcd in February 2013, identifies vulnerabrhnes and risks, quanm' jes -

impacts to make educaled deuslons and' partncrs with other orgamzatnons 1n order 0. mnugale nsks. among other
duties.’ . )

- OIG Case No. 2014-1"1:"7-1158-16 B T Tt Rt 2L
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- areport dated 17 January 014 ~ |office: of Secunty, told OIG
thatL b"lrst became aware of the SSCI events on 15 January 2014, whenfi B J:ontacted[r

-athometo’ mqurre ‘what it would take to-conduct a secunty) review. OIG confirmed that .

: { ~ wasnot present at the 14 January 2014 meetmg with D/CIA Brennan and was not
. -aware of the standdown order. ~ statedthal  spoke toL ]

| that'SSCI staff: accessed data they were: I{OLA_U_QIOHZG(J 40

- spoke’ to( }m 15 January 2014, and-tha was planﬁ | »g 0. work‘wnh
joint security review of the RDINet. On 16 January 2014 o }emmled
concurrence.on the plan of action developed by the Office- of Secunty “Also on.16 January. ‘

| Jrecelved an email fron stating that they.were on *stand down for 4 joint
security rev1ew ‘On 17 January. 2014{; }responded tcL ﬁj requ t for .
‘concurrence *...there has been a new evelopment” and requested, “If you-can'come to e i
‘Director’s: Ofﬁce around 8am that would be ldCdl o) (¢} drd not ﬁnd any response T PR Al ¥
] lrequest for concurrence. - -

42 (U//FOHON ' pem an email to Higgins and coprecL N 1011 16 January :
2014 and stated that SSCI Chairman Feinstein would be sendmg a letter to the D/CIA the .
followmg day requesting that no forensic examination of the SSCI “network’’ proceed On
17 January 2014, Chairman Feinstein wrote to D/CIA Brennan and requested suspensxon of
access to the computers and networks used by the SSCl.and any forensic investigation planned
+ by the CIA, Chairman Feinstein exphcntly stated in the letter that until she could consnder the
matter further, D/CIA Brennan did not have her agreement for any investi gatwe actrvnty

43. (U//FOH@;!  ltold OIG that on 16 January| hnstructed the: Cyber Blue i
~ Teamtoreviewthe  RDINet| stated that_|did iot val.
because it was CIA information'on a'CIA network:| —‘further staxed that this was a*
. normal function for the Cyber Blue Team ] L capable of:
perfonmng such areview. ir Jtated thal{ jdrd'ﬁ&fédﬂ@f as out of e
coordination with CIA leadership at any time. On 16 January 201{ mml
and advrsedj }that the SSCI Chairman was' draftmg a letter to the Director of' the CIA
requesting to stop the entire plan of action for the joint review, ?descnbcd the “ful]
plan of action™ to OIG as the imaging of RDINet and a full forensic review-and stated- lhatL :
interpreted this as‘a request to stop the joint t forensic investigation.|  [id.notbelieve -1+
that the request apphed to the revrew oL Lor that the Cyber BluerTeam PEVIeW thiz .
was akin to forensic activity, - ; v ;

et 44 —(SWF) On 17 January, the Cybcr Blue Team met wnd !to review t'.he forensrc

| jenerated by the SSCI staff, including reconstructed emails between '8SCI staff on the
SSCI side of RDINet. The Cyber Blue Team Report,r . ] detailed the
team’s evaluation of RDINet system data surrounding the documents in-question. The report
stated that a “Congressional user” was able to navigate directly to a “shared directory” and .
access documents never intended for dissemination to “Congressional users.” The: rcport stated

that the user first accessed the directory on 9 November 2010, and copled the data contamed

':,1275:\'

OIG Case No. 2014_—_11718-!6 L
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. Dcpartment of Justme a Cnmcs port (Exhlbxt E)~that detaxled a “lmuted sec rity -
- B : mvcstngatxon 1— —lwrote that a; ' ' ;

rbtc that the mf ‘

- accessed thc’document &repcatmg thls;processk«numcrous' i
mfonnanon provnded byf Twas the sole- source of i
'report - : '

B . source of: the documénts Thc souroe of the mfonnauon cned b
5 -provided: toT Jora]l o L

——-

: mformatwn prov ded’ byr - f6rTo revie

gtoF
Cyber Bluc Tcam chort In facq_ jold OIG that he d1d not rcad the Cyber Blue Team
niportat~ }w nication;; hmh de
[ ot
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VI, -

49 (U//FOU@) ‘This: rcport is the pmperty of the Ofﬁce of ! lnspector General and

should:be: lmuted to. CIA officials who have a need:to-know. Public. dxsclosum i8¢ ctcrmmed by
the Freedom f. ;{Informauon Act, Title 5, U, S:C: 552, and the ana(,y Act, Title 5 IC: 552a.
Thc report may-not be disclosed outside the CIA- wnt.hout pnor wntten dpproval\ e Ofﬁcc of

Inspector General; mcludmg dnmbutlon to.contractors.

OIG Case No.,2014-11718-1G *
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VII (U) EXHIBITS

A (U) Pcrsonncl background descnptxons % ,
: B (U ). Conceptual dlagram of RDINet Archltecture, undated

, Procedures, vanous dates , ;
£ 8 a : (U) "Memomndum,cf.Uudersiandiug'-(A'gehc);_;gz'i(thdt‘):;scuu’t.e“
-+ onIntelligence’s:Review of CIA's Detenuan and- Interrogat:o;

May 2009. : , ;

Intclhgence Agency Leon Panetta. dated 2 June 2009

U).Letter from then|
Jand thcnr

June 2009

d. (U) Letter fmm then Du'ector Central Intelhgence Age' cy .
Chau'man Feinstein, dated" 12 June 2009: 77 :

(U) Standard Operaung Proccdures for SSCI Rev1cw (author unlazown), undatnd
D. (U) ‘Other Related RDINet Events. : By

E...(U] TCnmes chort to the Dcparcment of § ustxcc
February :

‘F. (UIIFGHQ)L o | ]document, titled “Memorandum for the Record re:.:.. o
' partial timeline of events surroundmg dzscovery of SRT. documents on RDI NET = dated
- 17-27 January 2014 L " e :

OIG Case No. 2014-117181G
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E.. Xk i: .,'H: I:r A :.‘:: :

). John Brennan. Cuxrent
Wl _—_J Fonner

(

 (U) Neal Higgin (SIS). The Chic of the Office of Congressionsl Affsiss o June 20137
through the’ prcsent who reported to the D/CIA: and Deputy D/CIA 'y Ny

- )

ST : : . A

(W Leun Panetta. Former Duuctcrof the Central Intdhgence Agcncy ﬁ'om Fcbmary 2009 x il
through June 2011. Panctta negouated thc terms of thc RDI mvxew thh SSCI Chmrman FE AR L
Fe‘nstem' N & s K 3 s - {
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EXHIBIT C (a)

(U) Memorandum of Understanding (Agency auithor), Sente Select Committee on
Intelligence’s Review of CIA’s Detention and li;tgnogaﬁon Program, dated 28 May 2009.
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. Intelligonce
thorough review of the CIA's detesition and interrogation program. Included withthe
SSCI notification were detailed terms of reference and a document tequest. It is CIA’s"

PPROVED FOR
.. [|RELEASE DATE:
1

. ' ‘- ‘H4-dan-2015 -
s MunmndmoIUndashndlng '
msaucommummwmd

b & Detentic ST '1' ! !ll‘! i J ! - m‘

%sa\mzsmuzow m&msaoacm:mmmgm(ssa) o
mfonmddn(‘mml Agency (CIA o Ageacy) that it plans © conduct s :

sﬁmmwmﬂmmssa'smwwmmvommmmkmmm

zmmssanammmmwmmmmwu
geace sources, methods, personnel, and liaison relationships, CIA planned oo -

“intelli
redacting the names of our officers, cryptonyms, pseadonyms, liaison provided

mmmmwmmmwmmmmmm
Agency that this very information was

 identity of biacksite locations, SSC infirmed the

caitical o a number of SSCY tezms of reference and SSCT's overall review. ‘Accordingly,
SSQadwsedmmaymmapamdwxubpomdniuiamﬂmundaiymgm

pmpoeedradaeuons
3 (U/IFOUQ) In order 10 avoid pmuw(edﬂngatmnwumbpowasmdmﬂz

"‘;-demmwmmmwmmw T
. infarmation that we peeviously sought (o redact, under the following conditions: -

A (UlmﬂQ) Comnstentwﬁhoblmausufmhby&wntivem
and Ageacy policy, CIAwillmovidcxespumvemformnonmtbe
nnnnnmmmberofpeoplewhohvethenquimcneed-w-bowdz

information to perform the review. Acooxdingly.plmmtodhamms_f..z

between SSCI and CIA about SSCT's anticipated staffing requirements,

(HszﬂaﬁudupmlOSSﬂpuwdwmnmedwedmpmvcj LA

information.

‘mmm«umm;mwmmmmumm A.nhe
Ssamkwmwuovsmumdmdbmukhwmeuhm—
specuonheumw _
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Bl ?e) mwmmmmpmﬂvemfmuimw

: E.\tS)\ShouMSSC!pcmnndnqnwuo mnwoanyssagmmd

7 classification/redaction review.
“ R (UIRDYQ) ShmddSSGmuynom.donmﬁmdfmﬂ
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,,,,

Agwcydmwkadmgkoomﬁdmywhid:mupmtssa

'c tions,
_ odzamaaubgmuﬂedbysscmustbemedaxid'mmdmthc

. Reading Room on the CIA approved stand-alone computer sysem

provided, A:pedlﬂydwlgnedshmdmewdlbcpmvkhdon&t
Asmcy’:nnd-a!onenuwut AtSSClreqnlm.tbcdnm-dpvcmbc

mumeyssa GlwaﬂaIsommszSCI
mmmmmum !%mrk.mpw
; symmdmﬂxamﬂlbeanbodmdmbchwghtmmwng

G
“Di (UIIFGUQ}NoCIAgm:Mdamﬁedinfumaﬁonmybemoved

ﬁomﬂwkudingkoom.

notu,documms dm&andﬂmlmmmmdaﬁons.wpat,oromu S
mmmmnmmmmwam
: ‘nbovou&mudmgodnofmfomaﬂmﬁumﬁummk SSCT-
:.Awmumndﬁﬂdmeﬁuthndmiﬁwmmiewhlwﬁulp:m
~and thus requites sufficient time to perform accurately, Accordingly,
-ssawmuadwﬁuummmmmumwm :
+ will endeavor to expedite all such reviews. | SSCI and CIA will work out
fmthumamgmmofmym&ad,:hmghlﬁdyml o

'damﬁed.maleddspmd:mdnsamﬂtoﬂhubov&mfammd

 recommendations, reports, or other matezials outside of the secure -
Rudngoombuedonmfmnnﬂmmedintthudianoom.aﬂ

' Mmﬂmﬂsmhmwmﬁwmwmﬂsd ko
sysmandmnyﬂnhigheududﬂaﬁonofmyofdzundedymg
source. matezials. To the exteot that SSCT desires any such matesials (o L

. be produced outside of the approved TS/SCI system ~ o include o

; ""fpublmly—CIAchondwtachsmﬁmonmcwmdmﬂmdw

.appropriats information from the materials. Again, as noted sbove,
"SSClwﬂlbemmdfnlofdxeﬁunngofsuchchssiﬁaﬁmhedwuon

“reviews.

(U//R:BO) mwngkmmubemweﬁmnmoomsoo

i mmmmmmwwg If

"‘mmmmammum
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ampmusmbewdewiﬂnsuﬁwntadvmnowwd&
ideallywuhnolmthm%homnouce.v L7 R

H (UIIPBUO) madawavoxdmywnﬁmonaboutmesoopemdwmc
of any futire SSCI roquests related to this review, SSCIwill =
Wmmmmﬂngmdmwin__,, poad in writing:

L (W/POYO) AﬂSSdpmmndwmbamquadmmvomd
mednmmﬂwmmbmh« ‘

mvwwandwx!lbemqnuedtomizwandngnamdudw_ i

mfmaﬁm(scononmmlmwwﬂngw s A

clas:iﬁed information obligations.

L (&CIAMMWWM:MHMWM
that has been the subject of previous unauthotized disclosures. Dueto
SSCT's access to this classified official US govemment information. . -
SSCl persannel will be in 2 position to cither confirm or deay the
‘accuracy of those unanthorized disclosures. -Such confirmation or deniial
wouldiudfemsdmanunm!hmizeddwdmmdwou!d\dolmthm
agmanmandmnnon-dhdmagmmt.

4.78) Ssmpmmdwwm:mhwugmuowmdmmugh
execution of their non-disclosure agreement that the responsive information willbe
highly classified, compartmented, and is extremely sensitive in nature. Anydindosm:,
whether inteational or inadvertent, to unauthorized inidividuals — inchuding TS#SCT+
cleared but not compartment cleared individuals —is reasonsbly likely to canse -+ ’i?;~ i
exceptionally grave damage to national security. CIA anticipates that such disclosures
wuldﬁkzlyphymuyhatmﬁmaudlhurﬁmﬂiauwenascouldmdyhm
mmnommuwﬂnmxdaﬁm&hpsﬁﬂmwdemnalfmmnhﬂm
capabilitics to counterterrorism operations. Awordmgly.ssawinmkzandmgeut P

St ¢

'ﬁmmm"w&hm{mﬂm
SSC’IOﬂicq-. S;t-c---—-——--—
3
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3. 0K, DO
; SELECT COMMTTES ON BTLLIGDNCE

' SO VR, AT, €K O _; b ., :
T | Sine 2,009

; ’IheHonomblelzonPaneaa

- Director

‘Central Intelligence Agency

" . » Washington, D.C. 20505

| mqﬁxresacoesstounmdactadmatmalsihatmﬂmcludethemmesofmn— et 3

DearDireotorPanem. "

I letter dated Macch 26, 2009, i St b Gomnsiton &
Intelligence (the Committet) informed the Central Intelligence Ageucy (ClA) of i its
mtennontocondnaathomugbremwof&xecm‘sdetwhonandmtemganon

' program. . Theleﬂumchdedtennsofxefarmcesppmvedbythemminee as

well as'a document request. -
Toconductmnwn:kmacamehensiveandumalymam,ﬂw&mmiuec

supervisory CIA officers; lizisan partners, black-site locations, or contain e
cryptonyims or. pseudonyzus. WeappxeuateﬂmCIA’sconcemoverﬂzesensmwty ofie

of this information: ' Our staff hes had numerous discussions with-Agency: officials .~
mldennﬂappromntepmcedmbywhichwemnobminﬂmmfmmmonneeded

for the ‘study in a way that meets your security requirements. Weagxeelhatthe

- Committee, including its staff, will canduct the study of CIA’s detention and

interrogation program under thc following procedures and mdcrmndmgs

I PmsuantmdxswsslmsbetweentheCommiﬂeedeIAaboutanﬁapated gl
staffing requirements, the CIA will provide all Members of the Committee. -
and up to 15 Committee staff (in addition to our staff directors, deputy staff’
-dxmtms,mdwmsd)vaﬂxmmlmmdactedrspmwmﬁmaﬂnn In
addition, additipnal cleared staff may be given access to amall portions of _
the unredacted information for the purpose of reviewing specific documents ~
or conducting reviews of individual detainees. 'IheseCammmstaﬁ“have '
or will bave signed standard Sensitive lepamnented'(nfonnahon non-

dlsclomreagwamamsforclass:ﬁedmformatwnmﬂw - L it Lt

.compmunont.'
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" 'IheHonombleLeonPanem ~ : gk ER T
' Iunez 2009 . ; i

2‘;~“CIAwﬂlmalmunmdactedmsponsxve operanoual ﬁls;asdmttmmx
defined in Section 701(b) of the National Security Act of 1947 (0US.C.
431(b)), available ot a secure. Agency electraric Rahdmg Room atdlity

(Reading Room) which will permitCommmeestaﬁ'eIecnunicsemh, sort,
 filing, and print capability. . | _
Ifmmmsivedoammtsoﬁmthmﬂmseoammdmopmumﬂﬂles |

%
itlentify the names of non-supervisory CIA officers, lisison partness, or -

. ‘black-site locations, or contain cryptonyms or pseudenyms, CIA will
vpmvidelmmdacwdcoplaafthoscdooumwtsatdwwngkoam.

. Rmponsrvedocmncntsothadmﬂwsccontmnedmupem&omlﬁlestbstdo |

4,
not identify the names ofnon—mpervisoryCIAofﬁm,limsoan or’
black-site locations, or'contain cryptanyms or pseudonyms will be made
available to the Committoe in the Cormittee’s Sensitive Compartmamed

Information Fecility (SCIF), unless oﬂwramnganents are m
ClAWlﬂpmwdoa stand-alone oamputasystemmthekeadmgkoom with

- ametwork drive for Committos staff and Members. This notwork drive will

bosegmgatedﬁumClAnawo:ksmallowmonly:oCommimemﬂ' ‘
and Members. monlydAemployeesorconnworsmlhaccessmthis -
computer system will be CIA information technology personnel who will *
~not be permitted to copy or otherwise share information from the system
- with other personnel; exceptasoﬂmtwlsemnhcdmd byﬂlememmec

Anydocumemsgmmdonthgnetwuck drive referenced in paragraph 5, &s

' o
well as any other notes, documents, diaft and final recommendations, reports

orotﬁamz!enalsgmmtedbyCommuwcmfformebexs are the .
property ofthecommmeeandwﬂlbekmtatthekudmgkmmsolelyfor
secure safekeeping and ease of reference. These documents remain -
congressional records in their entirety and disposition and controf ovuthwe
records, ewnaﬁathemmpleﬁmofﬂ:ecmaeesmview,ﬁos :
exclusively with the Committee. As such, these records are not CIA records

under the Freedom of Information Aa or any otbcr law. The CIA may not. -
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mtegmtethesemordsmtmtsmootﬂs ﬁ!mgsystnms, mdmynnt
disseminate or copy them, or use them for any purpose without the prior .

| written suthorization of the Committes. ﬂm(ﬁ&wﬂl@mthcmcondsm'

ﬂxeComm:tmxmmedmdyupoanuestin amanner consistent with
peragraph 9. If the CIAxwdmanquuestwdemmdfnrmmdme
recards from outside the CIA under the Freedom of Information Act or any
other authority, the CIA will immedistely notify the Committee and will
mpandtoﬂmmqnestordammdbasednponthaundasmdmgdmmm

' ', nrecongmssinnal,notCiA,mcords

crAwm pmvlde the Cummiueewith lodmblecabmetsandsaks as ey

' ,mqmtedmthekmdingkoom.
» ;,.IfCommﬂnemﬂ‘:dmnﬁesCIA—gmuMdommmmMalsmada Felet
avmhblemﬁ:ekeadmgkoomthatstsﬁwouldlﬂmtohaveavmhblemthe |

 Committee SCIF, the Committes will request redacted versions af those
documents or materials in writing. Committee staff will not remove such

ClA-generated documents ormatmalsﬁ'mnﬂacelecu-omckaadmg Room :

+ facility without the : agx‘eemant of CIA

To the extent Committee staff secks to remove from theRaa:ﬁugRoommy o

- notes, documents, draft and final recommendations, reports.or other

materials generated byCommiﬂeeMambusormﬂ;Commmoestaﬂ'wﬂl o
unsumtbntthosonmdoammts.dmﬁandﬁnalmcammmdauons.mpom %

or other materials do hot identify the names of nan-supervisory: CIA qﬁicm, 3

liajson partners, or black-site locations, or contein cryptomyms or
pseudonyms, If those documents contain such information, Committee statf o

' mﬂrequestthntCIAconductaclamﬁcabonmvwwtomdaathcabove- i
 referenced categories of information from the materials or replace such ™~
mformanunwnhaltzmmvecodenamesasdctummed)ounlyﬁym

"Commtwacandthe(nA.
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Anydocument orotha-matma!mnwedﬁ'om tbereadmgroompm'suanttoy_ :

 paragraphs 8, 9, or 10'Will be stored in'the Comumittee SCIF or transferred

andmomdonComnuﬂeeTS//S(Hsystuns,mde:Commmmty
procadmm ;

- 10. Any notes; dommmts,dmﬁandﬁualmmmmmdanm rcpoxtsoroﬂm‘ SR

mamdsp:aparodbyCommzttee Members or Staff based on information

accessed in the Reading Roam will be prepared ‘and stored on TS/SCI

systems. Such materials will carry the highest classificationof any of the -

 underlying source materials. 1f the Committee seeks to produce & document
 that carries & different classification than the underlying source material,the =
Comm%emllsubxmtthatdommenttoﬂA.onfappmpnmmﬂmDNl,
for classification: mvww and, if necassry, redaction. ; N

: ll The Reading Room will beavailable from. 0700 to 1900 houm, oﬂicial

govemnment business days, Monday through Fnday If Committee staff
requires additional time or weekend work is reqmrad, Commitiee staffwill
mnkomngammwubCIApemnndmﬂa asmud\advmccnonceas T

L > ¢ IheCommueewmmumonahuwmqmtsﬁ)rdomncmsormfommnon' ,

mwrmugandC!Awﬂlmpondmthosemqucsmmwﬁdng

acknowledge :weipt of s CIA security bneﬁng pnor to rev:ewmg CIA
 documents at the Reading Room. :
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The Honorable Leon Panetm
Junez 2009
Page Five

- We anticipate that agveement to these conditions wxll address your concerns
about Committee aocess to unredscted materials responsive to the Committee’s
docmmnt request. We look forward to immediate staff access to thosc matcnals

Inaddrtwn,weexpeotthxtthodxmxunsandageemmﬁovcrmwthe
study information are & matter restricted to the Congress and the Executive branch..
As such, vieither this letter nor decivative documents maybepmvzded or presented

to CJA's halson partoers,
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$June 2009

FROM: - | ‘ 7 |

e hxefumeetoonrdxscussmnhstweek,weobwoux&ydmﬁeronafewmm, S
butonlyafew Twould like to: engagemanmﬁ)rmaldialoguethbyouroﬂioeman A

-~ effortito'try to resolve: thes¢ issues, Nothing in our: dialogue should-be considered the

official posmonofdxeAgencyunnlsuchnmeasyoureocwcxtm an official letter from_
‘our Director. For.now, this is an informal discussion between us. Ihavechosentoput ~

" this in writing so that you have something in front of you to work thh,notnotufroma

discussion that may or may not convey our position accurately. I think we will both-

agree that time is‘of the essence and I have no plans to draw this out in a lengthy: A
dialogue, 1 would like to come:up Wwith an agreemenit or an acknowledgement that weare -
axanxmpasse nolatcnhnnFndayofthxsweek(u Jun),pmfcrably sooner, nfpossxblc R

2. From omconfm'encecall lastweek,xtwasobwousthatthemostmpomnt '

issue appeared 1o be the followmgpassagc from paragraph three of our. Director’s 4. Ju

2009htter'

= “Fnst,gwcnﬂmtwemllbepmvxdmgtthomumtoewxﬂ:fuﬂ m-mdacted ;
amstomxlhonsofowmostscnsmveopemﬂonslmatmals,wemllmviewthcnom
draft, and final reports, and other material generated from the Committee’s review of the - -
matmals—whemerpnpnred pnonoremovmgthlsmatcmlfmmdxekudmgkoomy
or SSCI' secure spaces.”

3. meourdxscussxon.ﬂ:ctmmsofmostconcemtomSSCIwem,“whm
prepared” and “or SSCI secure spaces.” Forus,ﬂxcheanofthlslssuerwtsmﬂlﬂxedmﬁ:" e
and your final report, - Thatxsthepnmmyltmthazwnllbeueatedomdeofﬂwkeadmg
Room and likely to leave SSCI secure spaces. I nioticed inithe letter from Senator’
Feinstein dated 2 Jun 2009, themwasnopmvmionforallowmgtheCIAtomewthe

| ﬁnalSSCIrcportpnortopubhcanon. So I guess our first question is: Does the SSCI

plan to allow the CIA to review the SSCI final report before publication? 'I\l»xc.answer to

.tlusqlmt\onxsxmpomnttousandgowalongwaymhdpmgusaddrms ragraph th

of the D/CIA’s letter.

4. Ourposmomsthxs.wcmglvmgtthSCImpmcedenmdamsmour
operational material Wemawareofalloftheprevxoussmdmyouhavecnedasa
precedent; however, at no time has CIA ever provided the SSCI with the volumeof =
unredacted operational material as we have agreed to do in this case. Exposmufthc S T
names of CIA personnel involved in detentions and interrogations carries considerable

,coststoouroﬁicctspmfmwnallyandpcrsomny It is something we are. taking very - -
- seriously. Officers who have had their names exposed in the press have had theirlives
‘impacted significantly through constantmqumesfmmtthms,ﬂnwtx phonecal!sﬁ'om
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mtanauonalmgammuons,andhmmﬁonsonu:vel. Addiuonally,andmost
significantly, ﬂ:mxdmthumnuwknmmtoh&mcﬁmw&sbm&mnm& With

that in mind, we believe that it'is; /appropriate to review documents; regmdlm of where .
they are prepared before publication to ensure that' n exclndes the names of our officers.
Bythevaymtumofposmsingammtyckamnce,weeachbmtberwpombﬁtyof
protecting classified information; hn,etthsondof’dmday,ttusths :sponsibili 'ofClA
topmtectnsomcasﬁompotenna!hm » o

R ) Snnﬂnrly, ‘mhtlonslnps with foreign lmson services and agreemmts that "
wcmakewrﬂnhemarealsoofconccmtous In some instances, forelgnhmsonsa'vxces
‘have shared information with usandagreedto take action on things that they have not’
even discussed with their. own: governments. Additionally, we have agreements with

some liaison partners that specifically prohibit the release of intelligence information. -
outside our Executive Branch of government. - If any of this information becomes public,

it erodes our ability to do business with these services and they are: subsequently reluctant
to-do things for us and share information with us. ‘This too, is-why we feel it is necessary

to review a draft of your final report. . -

6. We realize that some issues involving Tialson services maybe duwtly relevant &
to the Terms of Reference and of importance to the canclusions and recommendations of

your final report. We do not wish to hinder or change this, butwedoexpectyoutowoxk
with us to convey what you wish to convey while at the same time protecting our .

relationship with our liaison parters. Perhaps not identifying the specific country being

referenced and rewording intelligence provided by foreign liaison serv:cessoﬂ:atnsull,;:‘_“
conveys your message while distorting where the informsation may hsve derived from .
may be the answer.. Agam,ourmtmtwnottochangethemeanmgortoneofyommport,’
just ensure that it is done in a way that protects our liaison equities. . We would expect

that both of us would be in agreement on this issue and partner with each other to ensure
thatyoucanconveywhatevcryouvnshmdwccanensmethatomhmsoneth&axc

protected.:
K InregmdtoourmdacnanofthudAgcncymfomauon,wewﬂlsxmplydmﬁa

letter from our Director informing the other agencies that we are providing the .
information to you. Anothasoltmanmaybetohaveﬂ:eDNIdmﬁaletmtotheUSG‘ i

. Agencies. The main pomt is, we can resolve thns issue without further dxscussxon or

debate.

] 8. Inregardtothcmsueofnomleawngthekeadmgkoom,l’malitﬂepuzzled
by this. Any notes that you take in the Reading Room are subject to review by our -
redactors if you want to remove them. If our building is one stop of several, and you
have notes from previous meetings, then perhaps you can'leave them in your vehicleor
take other simple practical measures to avoid commingling your notes. If you are taking
notamlanvctoxssuesnotpaunemmthxsrevxcwwh:lemmekwdngoom,puhaps
the solution is for us to remove all non-relevant material from theReadingRoomnnd ._

makeit- avaﬂable at OCA spaces.
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9. I think we are all in agreement on the computer issue. In a nutshell; you will
have a walled off hard drive on our network. No CIA personnel with the exception IT

- support will have access to the hard drive. The only reason for IT access to the hard
drive is for IT maintenance and support. This includes adding material to your hard drive

for your review. The SSCI retains ownership of anything created on this drive, it is SSCI
property and will be handled accordingly vis-&-vis the FOIA..
10. 1 think that covers the main issues of our discussion. Please get back to me as

soon as possible. I am interested in coming to & resolution, one way or another, as
quickly as we can. Please do not send me anything “official” until we can work this out

offline. '
Regards
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Chainman
Sdmwmmm&m
United States Senate

‘Washington, D.C. 20510
DeetMadam(himx.

ﬂJmUO)ImuonmﬁunnedbymymﬁMuoﬁomm An\"
‘wwdbuwommndssmmﬁmmdmﬂuopmﬁumm

, the SSCT review of material related to the CTA's detention aod interrogation programs.
- kammmmwwmmw
ycnr%MmhMmuut e
(UmHO)Wohvoqudmmdmbmﬁdwmmm
relsvant to the Terms of Reference as we are able to collect them. mﬁr.wehm SR
“maro than'100,000 pages of mredacted material available for roview. Per your yequest,
wcmmmmdammmnmmmmyuummmg;;v.,.;. o
M%mdmwwwmmmdm

Cmmwudmnmy I am grateful for the cooperation-of your staff in this
. important matter. Weloobﬁxwudwwﬂdngmmcunmimobudnhthe

’ ‘completion of your review.
@Anuddndofﬁshnrkbdngmm Viceanhmmnmd. P

Tey TPt g S gyt
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(U) Standard Operating Procedures for- SSCI ReviﬁJ (author unknown), undated.
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STANDARD OPERATING PROCEDURES FORSSC'!REvmw

-k mmwmpoﬂdcaﬂuwbmdtbmelowm
-taff in addition to ous staf divscior, depaty staff directocs, and counsel) with il
access 1o unredscted responsive information. - haddnion.addiﬁmﬂdamdmff
;mybemmwmanpaﬁomofmeum&wmﬁmfudw“ Rk
-pupweolmvlewhgq:edﬁcdwmuuumdwdnsmimofmw
detginecs. ‘These Commitice staff have or wil have signod standard Sensitive W
'WMmMﬁmwiaMﬁMmﬂm
in the ompartmeat (RefA) - I R

3 mmﬂmdcmdamdmpmdnq:mﬂmdﬂﬁ.umumkdaﬁmdh »
Section 701(b) of the National Security Act of 1947 (50 USC 431(b)), availabloat

amwwmmmmmmw
- -staffelectronic scarch, sort, filing, and print capability. (RefA) gk
3 'Uwcmmmmmmmcwmn
identify the names of son-supervisory CIA officers, ua!smpmnm.oruu'.kdtc
Mmam:w«mmwmmm
copies of those documents ot the Reading Room. (RefA)
4 wummmmmuwwmum&m ,
/ J ideatify the names of noa-supervisory CIA officers, iaison partners, or black site
. Jocations, or contain cryptonyms or pscudonyms will be made availsble to the
mem:mpwmmaﬂwmmy
* ‘-(Scm.unhsmmmmmmzm) g ok

& aAllmmonhstmemmasnwdwmmm«aM L
" network share-drive as discusted in paragraph § of your letter. Therefore, CIA.  * =~
‘access to the walled off network share drive will be limited to CIA information
* wchnology stafl; except s suthorized by the Commaitiee or its staff. CIA would:
like to clarify, boweves, that unlike the walled-off network share drive, the stand
: dmmmuwwmwmmmmwma 5
. variety of tasks, including, for example, loading and organizing the raw - - R
,-*ruponavedulnqmtedbyu:cmm!nnomdmkwumdﬂmofww
: mxhﬂubemowdﬁnmtb:!u&mgnmmda) ' .

6. Anydommumudonmewwmkdmbxdumdinms.uwdl
a5 any other noles, documents, draft and final recommendations, reports; or other
materials generated by the Committee staff or Members, are the property of the .
Cmmhxaﬂdﬂbehmuhku&ukmsddyfumnf&qing
and ease of reference. These documents remain congressional records in their - -
enumtymddlq:mdonndomuolovudammds.cmuﬁuwmphdmd“
the Committee's review, lies cxclusively with the Commitiee. As such, these
Mmmmmwmmdwmw«mym
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aw, mmmywmmmmmmmaymmm
'=vmwﬁmﬂmamﬂmammruuymv&mﬁeﬂ
- “written suthorization of the Committee. “The CIA will return the records to'the -
wwwymmm;wmwmuu
umwmmmamwmwmmmm
the CIA under the Rreedom of Information Act or asy other authority, the CIA -
vmwdynaﬂymmmmmdwmxspmdmhmwdmd

: MmhMMMnWmGAM&M :

m-ﬂm&wmmm&emmnhmmmm .
the Reading Room. (RefA)

£, ¥ Commitiee staff ideatifies m«mm ‘
aVﬁhblelntthagRoomlhumﬂwaﬂdﬁkemhnavMinm

Committee SCIF, the Comumitice, will request redactod versions of those 5
Omumiueemﬂwﬁlnamwuhm—

.~ documents or materials in writing.
~mm«mﬁmmmcwmmm
-’wimauthemofdA.(RJA) ;

9. minmimmpmdauopaw«uumenmm I
m«mwwmmdmwmﬁWmm

mewmmmwmqmommbymbuk.mdwwﬂlmtk
to accommodats yoor requirements. (Ref B) :

10. SSCIMembers of staff will ot remove from the lnym &
product, mﬁwﬂﬁhuo&adommummmwm S

pscudonyms of nop-supervisory CIA personned; Jocations of detention facilities or.
cryptonyms or information directly identifying:
- asets, coatacts, foreign government officials, orfaﬂpmtdbgmoﬂiuﬂsor
mvieu.(R:fC)

11 hwwlamg&akudingkmwnhmymwswnmninz ratioc i
wwmummm«w»mm
Coramittee staff will provide those maierials to CIA persannel] for redaction or -
mhmmtwﬂnddmafamsmdumm :
redaction or replscemecat. CIA's review of Committee information for redaction . -
mwvmuwmﬁwmmmmmmo

.lz.nwlnnotbetheCommlm‘sgwaﬂmmmmweMmﬁvc

Mmmwmgwu&ammhmh&mm:
‘office spaces or other locations. (Ref C) - R
umwwmmmmmmmmdm
.t the Reading Room to anyone not:a Meamber or cleared staffer of the Committee
Fi“bnwlﬁudmmtumwmemfwadaﬁﬁmmmkw No

such sites, or sames of individoal '~
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wmmmmmswwmupuuywm
mmqmmwwmnm.mwwumhb
, undluiﬁnd.(hlc) ,
- 14, Aqmdmm&mﬂndﬁndmﬂnhnmuwm ;
mmwmm«wwmmw
in the Reading Room will be prepared and stored'oo TS/SCT systems. Soch™ oy
mmwummmdmdmmm&m R
“materials, Kumwwmamummw
Wummmmmmmmcwawmmw;, oA
Mmmuuwwmmtxwm ndif

- pedessary, redaction. (Ref A)
I : 15.Emmﬁrmmmumcnn&ngkmmanddoeumuaumdw*'jim;m-
| the Committee based on information provided at the Reading Room will bestored.

‘ - h&W:S@WMWme ‘
facilities. (Ref C) , ' ‘

A

; lammmmummmmlmmm e
i 3 twmubmmays,umby&wghﬂldly I{Cmtiesmﬂ‘xupm
' additional time or weekend work is required, Committee staff will make

mmmmmomwhumummﬂuspaﬁﬂemd

A)

mwnnwmmmhﬂumymmf«m«mfmﬁmm
wddn;ndmvﬂlmdbtumhwdﬁng.&f& o

i8. AuComnﬂmaﬂ'pmdmmheRadmgnmdunmcde
mupmxdamwmyhoﬁummmmm
ltﬂ:cRndngm(RcfA) :
j AWMWMMM»MMMZJm o

2009
B. m«mnmpmmswmmmdww4m

2009 - . el
e Mumm ‘ru{ ™ daeusu
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. P (U//F‘OHQ)\ The' OIG leamed of several historical incidents: nelnted to. R.DlNet dunng the
course of this investigation. The incidents were cited by multlple mtervxeweee as demonstrating thnt -

‘SSCI users were previously aware of Agency monitoring of SSCI activity on RDINet.

2, (U/IFOH@) In Janusry 2010, the CIA RDI team removed 874 documents fmm the vmunl
Reading Room and an additional set of 52 documents on. 11 May 2010. TheCIAslaﬁ”mtervwwed bythe
OIG stated that these documents were “Executive Privilege” documents: that had been' umnwnnonally ,
comingled on the RDINet with documents mtended for production to the SSCI When n was. dxseovered
that these documents had been:added to the virtual Reading Room in error, the RDteam removedithe

}m 12 May 2010 stating that “Our: undexstnndmg of the. agreement

‘we reached with you last year was that the computer systems on- wluch the Committee would be workmg
“would only be accessed by CIA personnel for purely administrative, IT aetlons ClA’sactionsin: ~ * .

removing documents from our system are unequivocally not administrative.” The RDI leadershlp then

Room: pnor to consultmg with the SSCI staff.

:3. (U//Foee).lnnmmberzop the o
messcxqu

- ananunryZOlO dlesamemdwldualalsompoﬂedhawngaeamemmthesecme

o bmw -

.informed the relevant CIA employees that no further documents should be mmoved fmm the «Rendmg

facility to the facilnil;mte > guard but did not provide the camera.for review.  The individual was -
identified as\ }on RDINet in November and Deoember 2010. The mnner was

referred to the CIA- Countermtelhgence Cenﬁer’s Counmplomge Gmup (CEG), and the employee was

© removed from the team.

4, (U//FOY6) On 6. May 2010, a SSCI staffer requested 1 from the. Agency the nhlhty to pnnt a
sensitive document from the RDINet. The SSCI staff member attempted to bypass the print restriction by

[CIC]  reviewed the incident and reeomnwn&ed removing the possibility of SSCI .

staffers utlhzmﬂ Jbut because the. eapabnlny wasL

it could not be removed or disabled. The RDI team: discussed this i xssne ‘with the SSCI staff and remmded

them of the need for. secunty of the sensntwe documents

5.(U/FOU6) In 2013 a number of detainee videos not pmvxded to: the SSCI by the CIA were

requested by SSCI staff. The RDI review team evaluated the request and. determined the vudeos tobe

outside of the scope of the SSCI review. According tori the SSCI staffer asserted his: requwt,

saylnghehadadocumentthntdeﬂnedmelocanon ofthevndeosandtlmtﬂwywerehmresponswe PR,

detainee sites.. The staffer presented a hardcopy spreadsheet
produced by the'SRT team. 1

ized as:a workmg wp&

confirmed with the SRT analysts t that the requested vxdeos werenot

responsnve, and thnt all of the re responsrve videos from the spreadsheet: hnd already been provxded. The >

| UNCLASSI‘FIED/?EOUQ\ |

«documents. ‘On or:about 11 May 2010, the RDI team informed'SSCI that documents were: removed from - i
_ the virtual Reading Room. SSCI 1staffer ~ bentan email to‘ ] :

1 3

o
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RDILIT team reviewed ‘ways the SSCI staff could have accessed the spreadsheet-and hypothesized that -
there may have beeu a Google seamh appliance vulnerablhty The team dlsaovemd that the Google %
search applumcc was capable of searching both the SSCI side as well as the RDI team 's side of the
Spartan Gate: database The results of Google. searches showed documents from. both the SSCI and
Agency sides of: RDINet and mcluded a link to cached versxons of the documen" ' .:-When chcked,sthe
cache link’ prescmed the text of the document in questlon “The RDI IT Team‘ __plemented a fix for thxs
vulnerablhty in‘April 2013, "The CIA mquested that the document be destroyed m bath paper and :

‘electonic format and the SSCI staffer agreed to’ do s0.

UNCLASSIFIED/ /Fod6—
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CENTRAL»’INTELLIGENCE AGENCY:E in
VWEhhgmmJ)C 20805 - .u:.kf“»nk.ﬁ-

7 Febxﬁétyf:Olﬁ”

The Honorable Eric Holder
Attorney General :
Department. of “Justice. ' ‘ < i 'f RO
Washington, B.C. 20530 . . . STy Lo nyip

ATTENTION: Mr. George Toscas
' Deputy Assistant Attorney: General
ﬁNational Security Division A T

Re: - Crimes Refetraig - ‘U' ey g R A

Dear Mr. Attorney General:

(U/7FOB0) 1 am- writing to you pursuant to Sectionnﬂwi‘fi
©of Executive Order 12333, as amended, and Sections VI.B, AN
.VII.A.4, and VIII.A of. the 1995 Crimes Reporting Memorandum of.
Understanding between the Department of Justice and the v;»i
Intelligence Community pertaining to. the reporting of sy
information - concerning federal crimes (“the MOU”) T

: (U//FBUO) The Central Intelligence Agency (CIA) has
information relating to possible violations of .a. spec1fied )
Federal criminal law by one or more ‘individuals not. employed by _
the CIA. Since the computer system on which these possible - o
‘violations occurred contains:highly classified informntion, I am -
reporting in accordance ‘the procedure: set forth in* Section i ik

VIII.C of the MOU.

(U//FGBQl The following lnformation prov1des a reasonable :
basis to conclude that a violation of 18 U.S:.C."§ 1030(a)(2)(B),0 ‘
a spec;fied ‘Federal criminal law, has occurred. This'. = G
information derives from a limited security investigation that
was suspended before completion; only a completed. investigation
would determine whether or not a violation occurred.; There is a
computer system or network (“system”) located in a Cix faCility

~+ Certain non-employees»have authorized access to a: portion of
~ that system. A “firewall” exists between the. portion’ ‘to. whic
those non-employees have authorized: access and the. portion to
which they do-not - have authorized access. There is a search
tool. on the: system that allows the non-employees to conduct
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The»Honorable Eric ----- Holder,

searclies to retrieve documents on their portion of the system ?%&w;;

b . That search tool had:ia security vulnerability, now remedied<

‘ that could be . exploited to allow non-employees- ¢ '
firewall - and«retrieve documents on' the. part -of“the: system tog
which they were not ‘authorized .access.:' .An incomplete -audit -
indicates that at least one non-employee exploited that
vulnerability to. retrieve a number of CIAR documents: on the

- portionyof ‘the system to which he or she did:not havewauthorizedm

access.,

(U//FOGO) The information made available to me indicates
that in the: November 2010. timeframe, the non-employee conductedju
a search that:appeared intended to reach -into part of the: oL 20
computer system to which the non-employee did not have -
authorized access. . In such a circumstance, the system was‘-
designed to bring up on the workstation screena: page ‘that:
advised the: non-employee was not-authorized to access. that'
document . This page, however, had the: security vulnerability
that has since been discovered and remedied. The. security
vulnerability was that the page also contained a “URL" that
indicated where the document was located on the system and’ if ans"
individual copied the URL and pasted it ‘into the 'browser’ F A
address bar, the individual could gain:access to the document, ¥
copy it, bring that copy across the firewall, and paste ‘it into R
a folder on his or her:side of the firewall. The information AR
made’ available to me indicates the non-employee copied ‘the URL, "
pasted it directly into the browser’s address bar, and accessed,ﬁ"

the document.

(U//F089¥ The 1nformation made available to ‘me- further
indicates that this non-employee repeated this activity numerou
times~in order to access, ‘copy, and bring across the firewall "
CIA documents to which he or she.did not have authorized access..
If the system worked as designed, ‘on each occasion, the non= . :
‘employee would have received. on the workstation screenf ¢ .m;'
informing him ‘or her that he or she did was not authorized’to S R
access the document. This: non-employee copied all. of ‘these ' '
documents into a file or folder on the portion of the. system to
which: he or she:<had authorized access: Thereafter, at least. o,

« foux other non-employees accessed and printed these’ CIA". O
‘documents on multiple occasions. It is not clear. whether.any of
these other four non-employees may- also have explo;ted the

security vulnerability.

2
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Tneaﬁonorablemﬁric Holder,

(U//BSUO) Some or all ‘of the documents accessed by . o
exploiting the securlty vulnerability contained the’ following i

banner. ' . L e g

' (UVVTtEKv This classified document was prepared. Qy tbe CIA

- Director’s. Review Groqp for Rendition, Detention, and Interrogation
(DRG-RDI) for. DRG-RDI’s internal discussion purposes: -and..should not
be used for any other'purpase, nor may it be. distributed ‘without
express permission from DRG-RDI or CIA's Oﬁfice ‘of General € unsel
This" document contains classified intormation derived t!um o
-sensitive sources and methods, which may include, but ‘may not be
‘limited to, HUMINT, SIGINT, intelligence assets, other US . .
Government ‘agencies, and/or foreign governments and liaison s
services, and must be handled accordingly. This. document ‘a1so
contains material protécted by the attorney-client and attorney
workﬁprodbct privileges. ' Furthermore, this document constitutes
deliberative work product, protected by the deliberativefprocess
privilege, and is not -a final, conclusive, complete, or
comprehensive analysis of DRG-RDI or CIA. Rather, it was created
:to suit the .needs of DRG-RDI, in support of informing senior Agency
officers about broad policy issues. While every effort was made; to
ensure this document‘s ‘accuracy,. it may contain inadvertent errors.»
For: this reason,:and because this document: selectively summarizes,;'>
draws’ ‘inferences from, or ‘omits- information from the sources: 1t ¥
cites, it should not be relied upon by persons outside DRG—RDI. g

sy

(U/7FOB0) At the request of the Director of the: CIA, thev
CIA Inspector: General (IG) opened a review into the -actions, of
CIA employees' who discovered the above information. On.30
.January 2014, representatives of the IG discussed with the_
Criminal Division’s Computer Crimes and Intellectual Property
Section (CCIPS), information concerning possible violations of
Title 18 U.S.C. §§ 1030 and 2511 by CIA employees. 250) o B
3. February. 2014, the CIA IG’s office issued crimes ref'rral
2014-11718. to 'CCISP based in:part on those. discussions.] Th
did not include in his crime referral any information. regarding '
the potential criminal viclation by the non-employees, deferring
" to the Agency to determine whether the information available met
the standard to 1seue a crimes report on the non—employees.‘ n

(U//FOGQ)‘ As the Acting General Counsel, that e
determination was my responsibility under the MOU.. :As.noted - ..

above, I have determined there is a reasonable basisxto&conclﬁde s

3
'UNCLASSIFIED/FOUO_
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that a violation‘of 18 U.S.C. § 1030(a)(2) (B), a specified
Federal criminal law, has occurred.

LR q,_f_s;ncerf\el)'/

. v o]
3 1 e

copy to: Inspector: General

ing Genezal SopnaelN ™ )

4
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- January 15:27, 2014

The following is an‘outline,. and.docs noi purport to be. complete.

By Jan. 9, 2014, 1 had developed reason to believe that the SSCI saff perfoxmmg thc R.DI i
review. had obtained unauthorized access to classified, dmﬁ, pre-decisional, prmleged ;

‘documents resident on the Agency “side” of RDI Net. I'was-aware of explicit admissions [
- from staff that they “knew something” about the documents (including a comment made
- by:staff membe{ Lt Caroline Krass’ confirmation hearing to the effect that-he
“have seen [the Agency’s] real response” to the SSCI RDI Study), as well as' publ:c

statements by members of the SSCI to the effect that they had seen the documents,'
Moreover, I was reminded by my staff that there had once been'a “hole™ or breach in the h
firewall dividing the SSCI side from the CIA side of RDI Net (discovered in 2012). At.. 42
that time, when confronted with a document that should not have been in their =
possession, SSCI staff members had assured me that they did not mxppropnately access
any other documents on the Agency side. By January 9, my staff had conducted a check
of our logs that chronicle documents the Agency had appropriately provided to the SSCI- '
and found no SRT documents referenced within them. As a result, I had good mason to.
believe that Comnnttee staffs 2012 assurance was a misrepresentation. . iy

Iam ulumately responsible for ensuring the security of RDI Net system—a CIA. owncd 5

‘and operated system, located in a CIA facility and subject to CIA regulations and .

.applicable US laws regarding classified information—and for maintaining the safety of =

- sensitive CIA records placed upon it. As a consequence, I asked IT professnonals thhm el
. the Office of Detainee Affairs (ODA) to determine whether the SRT documents were

present on the SSCI side of the system. In so doing, I carefully considered what was:
known to me regarding the Agency’s historical representations to and agreements with -

the SSCI concerning the general principle of refraining from accessing the SSCI side of
the system. Those representations included an explicit reservation of authority for
Agency IT officers to access the: SSCI side to address precisely these sorts of situations. I
was aware that SSCI staff had been briefed on the fact that the Agency would conduct
security monitoring of the system. I also was aware that Agency IT officershad =

repeatedly utilized this authority to confirm that documents had been appropnately
;placed on the SSCI side of the system, a practice that SSCI had knowledge of and fuliy

and repeatedly consented to. | was mindful that Director Panetta, and others, had clearly
stated to the SSCI that our respect for their substantive privacy did not mean that we were
abandoning our right to ‘administrative access or an audit capability to ensure the security -
of the system and to protect CIA information, the latter an obligation imposed by statute.
As a:consequence, I did not interpret any representation to SSCI as requiring that we turn
a blind eye.to possible vxolauons of Agency regulations or federal law. To the contrary

! SSCI referred to the documems as the “Ptmetta Review,” but the Agcncy has lnstoncally referred to them ed
as WCRs (“weekly case reports”) or SRT (Stmtzg:c Review Team) documents.

4;.
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- 'Perhaps mostimportantly, 1t was'my. understandmg of: agxeemcnts f’betweenathe

~documents were mdwd Present on the SSCl side of the system. [immediately: mfo r

’ mformedﬂlem that we could take the inguirv into this matter one step ﬁn'ther by asking e x
~CIAS , _—which. under the direction:of CIC. - - i

" accessed by | ssc1 staffers

 Director, and the Director. had instructed that we needed to be “completely su
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‘my understandmg from my. first days with the Agency, whcn Iwas prov:ded with . i
briefings on the SSCI review process by Agency officers, including security. ofﬁcers, was

that I have an affirmative obligation to take stcps—-mcludmg | pf the system—to ol &

‘Committee.and the Agency that restrictions on/Agency access to ythe SSCL Slde wer
intended to: preciude the Agency from conducting: substantive: reviews.of the Commi
work product, not from cconducting normal administrative and secm'lty-related functxons

- Lensured that this particular administrative.action would be extremely narrow, hmxtcd to

a simple identification of the presence of particular CI4 documents, not SSCL matcnals %
explicitly directed that no.content was to be read, altéred, moved, or examined in any

fashion. [ gave-explicit directions that the officers were to search only for. the SRT
documents. They were not to search for or access any other documents, nor read o A
review the SRT documents, but simply to determine whether they. were present on the . i
system. The review was purely in the manner of an audit, with no: substantlvc review of ; 2 Kk
any document or Committee work product. ; P B

Later that day, | was mformed that our IT officers had determined the. Agency 8 v

} We discussed next steps, and I

}—-t(g} ’ }'egardmg whether the documcnts had bees
hey concurred, and I asked ODA to oontac{ p reques
cn'cumscnbed, and should mvolve only the 1dent1ﬁed documcnts No other documents ;
were to be accessed or reviewed and, again, no substantive review 1°f the: SRT docum"
was to occur. That admomhon was delivered via c-mml tor | '

On the same day,[ o Wmformed me that thad dlscussed this i issue. w1th th
re” that't

documcnts  on the SSCI.s snde of the system were actually the SRT documents.. ] asked m S

colleaguq to attempt to verify the nature-of the documents; and 'hmckly“ ‘ Bithit

reported thd  had looked at the first page of a handful of the documents and conﬁrmed -

that they were the pnvxlcgodegaﬁ documents in question, the documents SSCI had not -

been authorized to receive. Informed me that| |did not read any of the -

documents, but merely looked at the front | page format of a few to see if they poss&ssed

the same warning banner, draft designation, format, etc., as the SRT docmnents R

mformedt ]of this confirmation. - N R ot

Late in the afternoon of Jan. 10, 2014, I received a report of findings fromJ |.; .
mdlcatmg that five SSCI staff members had accessed the documents; begmmng in n the fall

of 2010 and concluding in the fall of 2012, about the time the “hole” in the RDI th L
firewall had been dxscovcred ‘The staff members. had accessed the documcnts thousands £ s 4
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of times. I reported this ﬁndmg ‘Jand the DCIA. IadwwdtheDn'ectorof
the importance of determining the full facts surrounding this matter before dxscussmg it
with the Committee or the WH, and he directed me to pursue all avaxlable options t0. .
determine how the documents came to be on the SSCI side of the system, as a necessary .
predicate to any broader discussions. I noted for him that I did not run-an mvesugahve
organization, but that I could ask the ODA team to try and cxplore how SSCI. could havc
achieved access to the documents. '

Saturday aﬁemoon, Jan. 11,1took a call at home from the Director, who mfo:med me
that he had discussed the possxblc security breach with WH COS. Dcms McDonough

The Director mterated his desire to inform the Hill of the breach as soon-as: possxblc, and -

emphasized that I was to use whatever means necessary to answer the question of how
the documents arrived on the SSCI side of the system so that his communication with the
Hill could occur. I viewed those instructions as authorizing me to. gather the necessary
Agency personnel and components who would normally be involved i in such.an eﬁ'oxt.
He also tasked me to generate a set of draft talking points for that meeting with
Committee leademhxp J-cautioned that dlscussmg this matter with the WH, at this stage,
was problematic, as it could later be viewed as WH interference in a potential cmmnal
investigation. He thanked me for my efforts, and reiterated that he wanted answers: as
soon as possxble meanmg days, not weeks. i

On the: mommg of Jan. 13 2014, after informing. elements of Agency leadershlp ofthe

fCIC ‘r D/OPA, D/OCA,.and others. \
httend?d briefly. Dunng he meeting I described the events to date and the
Director’s instructions. Iindicated that neither I nor ODA had any capablhty to conduct
the sort of forensic work necessary to answer the DCIA’s question concerning the ,
provenance of the SRT documents. fCIC explained how{ Lvould beableto .
perform the work. No one in attendance voiced. any objection to tnkmg on. the
assignment; indeed, there were unanimous expressions of support for thc proposmon that,
the Agency needed to determine whether the documents had been intentionally t taken or if
there was some more innocent explanauon for their pn:scncc on the SSCI side, prior.to:
discussing the matter with the SSCI. 1 advised that the matter should be placed under the
control of the Office of Security. I also stressed that this work should be done: w1thout ,
reference to the content of any documents on the SSCI side; that no substantive review of
any document had been performed, should not be performed, and need not be perfonned
in order to conduct this ~ activity. e

Later'that evening, the aforementioned group met with the Director to discuss status of
efforts to determine the provenance of the documents. Before we could begina
substannve discussion, the Director expressed irritation that CIC was mvolved inthe-
effort, stating that the “optic” of CﬁC performing the.  work was noor. Several
attendees attemnt to explain that

[ but the Director continued to focus on the “optics.” 1informed the ...
Uu‘ecwr ormy view that the conduct in question could be criminal, and that the ,
Agency—based solely on its current understandmg, that unauthorized documems existéd *
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~ on the SSCI side of the system and had been repeatedly accessed—had an obligation to
answer the question of whether there had been a security violation or a potential violation
of law that should be referred to the Department of Justice. Nevertheless, he ordered a
“pause”inthé  work being conducted b}{ and stated that it was necessary to
consult with the WH on next steps. Moreover, he expressed his intention to discuss the
matter with Committee leadership the next day.

I repeatedly counseled the Director, as well as _and D/OCA, that it was
unwise to ask the WH for direction as to a possible criminal investigation. If the WH
were to order the inquiry stopped, it could constitute an act in furtherance of obstruction
of justice. At the least, it could be interpreted that way by Congressional critics and the
press. Merely consulting with the WH would place the Director in a bad light, making it
appear that he was politicizing a potential criminal matter. I also repeatedly counseled
that informing Committee leadership of the potential breach at this stage would result in
the potential targets of the investigation—SSCI staff—being informed of the
investigation, and would permit them to “get their story straight” prior to being
interviewed by Agency security officers or law enforcement, a practice that would not be
viewed as appropnatc by criminal investigators. I again recommended that the matter be
placed under the auspices of the Office of Security and tha! pS determine next steps,
be they to continue the review or to refer the matter to the Dcpartment of Justice. '

Following these events, I received an e-mail on AIN ﬁ'mﬂ B Wbralsmg my
work, and asking me to come see the Director so he could tell me how muchhe
appreciated my efforts. I attempted to decline, noting that it wasn’t necessary, but{ W
insisted. -

At 5:30 on January 16, I was asked to come to the Director’s office. The Director said
he understood I was concerned about events relating to this matter. Referencing the
meeting on the evening of January 13, he said he could come off as “brusque” but that he
hoped he hadn’t offended me. He went on to say this was a difficult matter, but he was
the Director and had to make a decision about the proper way to proceed. He said he
appreciated my advice, fully supported all my actions in this matter, and urged me to be
proactive in coming to him with future concerns—directly if necessary, rather than
through staff. Ithanked him for his consideration in bringing me in, but noted that any
discomfort I had concerning this matter was not related to his demeanor at the January 13
meeting, but rather stemmed from a concern that I had not adequately or with sufficient
force conveyed what I perceived as the legal risks inherent in his chosen course of action.

He asked me what he should do going forward and I made three recommendations:
Provide DS with written instructions to carry out a review of this matter using all
available means at her disposal, and to arrive at a recommendation “without fear or
favor”; to refrain from further discussions with the WH until such time as the facts were
known; and to contact FBI to let them know of the potential breach—noting that the facts
are incomplete and that it could turn out to be a matter of little consequence—but to
inform the Bureau of the actions that had been taken and to accept help in conducting the
forensic work if offered. The Director thanked me and noted that these all seemed to be
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good ideas, and that he would pursue them. I again thanked him for his thoughtfulness.
The conversation was cordial throughout.

Addendum re Feinstein letter of January 23, 2014

I share a few thoughts about Sen. Feinstein’s letter—in particular, it’s most important
implicit assertion, that the Agency is not permitted to access the SSCI side of the CIA
system for purposes of security monitoring and to ensure the safety of classified
materials. _

That assertion is simply incorrect. Throughout the life of the SSCI review CIA has in
fact performed security monitoring and exerted compliance control over RDI Net,

. including on the SSCI side of the system. The Agency monitors the entire system as it

does all CIA systems, and SSCI awareness of this fact is reflected in the security
warnings and disclaimers that SSCI staffers see as they access their side of the system.
The security briefing provided to SSCI staffers makes it clear that such monitoring /

}was to be expected.

Of course, it must be so. After all, SSCI has never attempted to exert any sort of security
protocols or monitoring over the system. To my knowledge, no SSCI security officer has
ever accessed the system or requested permission to do so. If SSCI is right in claiming
that CIA lacks the authority to maintain security of the system and its compliance with
Agency regulations and applicable law, then we have created a system in which no one
has that responsibility. Even the Director lacks the authority to establish a system for
maintaining extremely sensitive, classified documents and exempt it from all security
monitoring and compliance. ’

In point of fact, of course, DCIA Panetta did not purport to do so here. While SSCI
asserted the right to complete hegemony over its side of the system, the Agency did not
accept that demand. The Committee cannot establish otherwise by repeatedly citing its
unacknowledged and unapproved assertion of complete control. Iam told that like many
issues of contention between the Agency and the Committee (such as the uitimate
ownership of the documents being provided to the SSCI, which the Committee still
claims should be given over for permanent storage on the Hill following conclusion of
the Review) Agency leadership at the time chose to defer “open warfare” over the issue
of security by not making it an explicit provision in letter exchanges between the Agency
and Sen. Feinstein. But at no point did the Agency abdicate its responsibility to maintain
security over the system—and my own view is that, in any event, it could not have
lawfully done so.

Finally, and perhaps of greatest significance, the "stand alone" nature of the system was
only important, as the letter from Sen. Feinstein explicitly admits, "because it was
recognized to contain SSCI work product." The preliminary audit conducted in this
instance, which took place because there was a reasonable basis to believe that a violation
of regulation or law had occurred, did not involve the review of any work product. It was
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solely focused on determining whether CIA documents—resident on a CIA owned and
operated system, housed in a CIA facility and entrusted to CIA officers for management
and security--which had not been authorized for passage to the Committee had been
accessed by the SSCI staff. No substance was reviewed, no documents were moved or
altered, and no substantive information was gained.
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