DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS

WASHINGTON, DC 20350-2000
IN REPLY REFER TO

OPNAVINST 5513.4E
NOSN2

JUL 21 2008

OPNAV INSTRUCTION 5513.4E

From: Chief of Naval Operations

Subj: DEPARTMENT OF THE NAVY LIST OF SECURITY CLASSIFICATION
GUIDES FOR GENERAL INTELLIGENCE, COVER AND DECEPTION,
SECURITY AND INVESTIGATIVE PROGRAMS

Ref: (a) OPNAVINST 5513.1F
(b) SECNAV M-5510.36
(c) CNO 1ltr 5510 Ser NO9N2/8U223000 of 7 Jan 08 (NOTAL)
(d) SECNAV memo of 21 Jun 07 (NOTAL)

Encl: (1) List of Active General Intelligence, Cover and
Deception, Security and Investigative Program Guides
(2) List of Cancelled General Intelligence, Cover and
Deception, Security and Investigative Program Guides

1. PurQose

a. Provide an updated list of the active and cancelled
General Intelligence, Cover and Deception, Security and
Investigative Program Security Classification Guides (SCGs),
inclusively listed in enclosures (1) and (2).

b. Advise that SCGs will no longer be included as separate
enclosures to the basic instruction. An active list of the SCGs
and separate lists, such as enclosure (2), will be included,
when applicable. This will permit Chief of Naval Operations
(Assistant for Information and Personnel Security) (CNO) (NOSN2))
to expeditiously issue updates to the basic instruction and put
forth the most current list of active SCGs, to better serve
derivative classifiers.

c. Advise of a change in the assignment of the
Identification (ID) number for each SCG. Specifically, the ID
number for each SCG will no longer include an alphabetic
designator that corresponds with the latest change to the Office
of the Chief of Naval Operations Instruction (OPNAVINST) 5513.4
series (i.e., ID number 04B-02 will now be 04-02). Revisions to
the SCG will still be inclusive with the ID number (i.e., 04-
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02.2, with .2 representing the second revision to that specific
SCG). The revision number is assigned by the Original
Classification Authority (OCA) and will not start over when an
update to the OPNAVINST 5513.4 series is issued, as in the past.
ID numbers will continue to be assigned through CNO (NO9N2), per
reference (a). Reference (a) will be updated to reflect the new
process for recording the ID number.

2. Cancellation. OPNAVINST S5513.4D.

3. Action

a. OCAs shall remove the alphabetic designator as part of
the ID number for each of their respective SCGs. This should
eliminate confusion when the instruction is updated and further
aid in expediting notification of updates to the list of SCGs in
the OPNAVINST 5513.4 series.

b. SCGs listed in enclosure (1) shall be disseminated by
the OCA, per reference (b), however, copies may also be obtained
from CNO(NO9N2) at (202) 433-8847, DSN 288-8847, or (202) 433-
8862, DSN 288-8862.

c. The SCGs listed in enclosure (2) have been cancelled or
incorporated in other classification guides and should be
destroyed.

d. Derivative classifiers shall ensure the SCGs listed in
enclosure (1) serve as the basis for the security classification
of those programs affected.

e. Derivative classifiers shall adhere to the guidance in
reference (c) for converting the duration of classification when
an active SCG prescribes “Originating Agency’s Determination
Required” or exemption categories X1 through X8.

f. OCAs shall review their respective SCGs to comply with
the duration of classification requirements of Executive Order
12958, as amended, and as directed by references (b) and (d).

In addition, OCAs shall consider classification by compilation
when updating SCGs due to the large volume of data transmitted
and stored on unclassified and classified Department of the Navy
(DON) networks and web sites.
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All records created by this instruction,
regardless of media, shall be managed in accordance with SECNAV

Manual 5210.1.

OMAS A. BETRO
Special Assistant for Naval
Investigative Matters and Security

4. Records Management.

Distribution:

Electronic only, via Department of the Navy Issuances Web site
http://doni.daps.dla.mil
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LIST OF ACTIVE GENERAL INTELLIGENCE, COVER AND DECEPTION,
SECURITY AND INVESTIGATIVE PROGRAM GUIDES

CLASS ID SUBJECT

U 04-02 Exercises Involving Penetration Deception

S 04-03 Integrated Cover and Deception System
(ICADS)

U 04-04 Intelligence, General Naval

U 04-05 DON Security and Investigative Matters

U 04-07 Operational Information Collection System
(oICS)

S 04-10 Deception, Military General

S 04-12 Operations Security (OPSEC)

U 04-13 Classic Wizard

U 04-14 Bullseye/Centerboard/Flaghoist System

U 04-15 Project Saucepan

C 04-17 DOD Counterintelligence (CI)

U 04-18 DOD Locks, Safes, Vaults, Containers and

Seals Program

S/NF . 04-19 USMC Counterintelligence Communication
System (CCS)

U 04-20 Waterside Security System (WSS)

U 04-21 Shipboard Physical Security (SPS) System

U 04-23 USMC Tactical Remote Sensor System (TRSS)

U 04-24 Shipboard Nuclear Weapon Security System
(SNWS)

Enclosure (1)




CLASS ID
S/NF 04-25
U 04-26
U 04-27
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SUBJECT
Trading Paint/Sentinel System

Insider Threat Countermeasures Toolkit
(ITCT)

National System Support for Over-The-Horizon
Targeting (LIMIT CENTURY)

2 Enclosure (1)
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LIST OF CANCELLED GENERAL INTELLIGENCE, COVER AND DECEPTION,

04-06

04-08

04-09

04-11

04-16

04-22

SECURITY AND INVESTIGATIVE PROGRAM GUIDES

SUBJECT
Naval Intelligence Processing System (NIPS)
Offboard Deception Devices (ODDs)

Continued Protection Guidance for 30 Year 0ld
DON Intelligence Information

NVN HAT-2 Underwater Mine

Integrated Automated Intelligence Processing
System (IAIPS)

Operational Characteristics of national ELINT
Systems

Enclosure (2)






