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DEPARTMENT OF THE NAVY OPNAVINST 5510.161

Office of the Chief of Naval Operations op-oo9P3

Washington, DC 20350-2000 Ser09/5U301221

OPNAV INSTRUCTION 5510.161

From:

To:

Subj:

Ref:

Encl:

Chief of Naval Operations

All Ships and Stations

WITHHOLDING OF UNCLASSIFIED TECH-

NICAL DATA FROM PUBLIC DISCLOSURE

(a)

(b)

(c)

(d)

(e)

(f 1

(g)

(1)

(21

(3)

(41

(5)

(6)

(7)

(8)

(9)

(lo)

DOD Directive 5230.25 of 6 Nov 84

(NOTALI

Executive Order 12470 (NOTAL)

Public Law 90-629, “Arms Export Control

Act” as amended (22 U.S.C. Section 275

et seq.) (NOTALl

fiAVl NST 5720.42C

OPNAVINST 551O.1G

Militarily Critical Technologies List of

Ott 84 (NOTAL)

SECNAVINST 5720.44

Extract from the Export Administration

Regulation (EAR)

Extract from the International Traffic I n

Arms Regulation (ITAR)

Definitions

Sample Denial Letter for FOIA Requests

Information Sheet on Qualified U.S. Con-

tractors

DD Form 2345

Sample Denial Letter to Qualified U.S.

Contractors - (Requests Unrelated to Certifi-

cation)

Notice to Accompany the Dissemination of

Export Controlled Technical Data

Sample Denial Letter to Qualified U.S. Con-

tractors - (Requests Unrelated to DOD

support)

Sample Denial Letter to persons not Qualified

U.S. Contractors

1. Purpose. To implement reference (a) within the Depart-

ment of the h’avy (DOhlj, to assign responsibilities, pre-
scribe procedures and issue policy concerning the control
of unclassified technical data by the DON.

2. Applicability and Scope. This instruction:

a. Applies to all unclassified! tcchnica] data that disclose
criliul teclln(llog~ willl (nilil~~:. (II >i~,l,”t’~pplication in

L
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the possession of or under the control of the DON which
may not be exported lawfully without an approval, author-
ization or license under references (b) or (c).

b. Does not introduce any additional controls on the
dissemination of technical data by private enterprises or
individuals beyond those specified by export cent rol laws
and regulations or in contracts or other mutual agree.
ments, including certillcations made pursuant to para-
graph k. Accordingly, the mere fact that the DON may
possess such data dots not in itself provide a basis for

control of these data pursuant to this instruction.

c. Does not introduce any controls on the dissemina-
tion of scientific, educatioml or other data that qualify
for General License GTDA under export control law.
Enclosures (1 I and (2) are pertinent extracts from these
kws; General License GTDA is defined in enclosure (1 ).

d. Does not alter the DON’s responsibility to protect
proprietary data of a private party in which the DON or
the Department of Defense has “limited rights” or
.’restricted rights” (see enclosure (3), Def~tions) or which
are authorized to be withheld from public disclosure
under the Freedpm of Information Act, reference (d).

e. Does not pertain to or affect the release of technicaf
data by the DON to foreign governments, international
organizations or their respective representatives or con-
tractors, pursuant to official agreements or formal arrange-
ments with the U.S. Government or pursuant to U.S.
Government-licensed transactions involving these entities
or individuals.

f. Does not apply to classified technical data. After
declassification, however, dissemination of such data that
are within the scope of paragraph 2a is governed by this
instruction. Reference (e) prescribes policy and procedures
for the protection of classified information. including
classified technical data.

3. Definitions. Terms used in this instruction are defined
in enclosure (3).

4. Policy

a. The DON may, pursuant to reference (a), withhold
from public disclosure, notwithstanding any other pro-
visiwrs of law, any technical data that disclose critical
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technology with military or space application in the
possession of or under the control of the DON, if such

data may not be exported lawfully without an approval,
authorization or license under reference (c). Regulations
issued under Executive Order or export control law (see
enclosures (1) and (2)) may, in certain cases, authorize
the export of technical data pursuant to a general un-
restricted license or exemption. In these cases, the tech-
nical data covered by license or exemption may not be
withheld.

b. Because public disclosure of techrdcal data subject
to this instruction is equivalent to providing uncontrolled
foreign access, withholdirtg these data from public dis-
closure, unle~ approved, authorized or licensed in ac-
cordance with export control law, is necessary and in the
national interest. Unclasstled technical data that are not
governed by this instruction, unless otherwise restricted,
shall continue to be made available to the public as well
as to state and local governments.

c. Notwithstanding the authority provided in para-
graph 4a, it is DON policy to provide technical data
governed by this instruction to individuals and enterprises
that are determined to be qualified U.S. contractors (see
enclosure (3), Definitions), when the data are requested
for a legitimate business purpose for which the contractor
is certified by the Defense Logistics Semites Center
(DLSC), Battle Creek, Michigan. These certifications are
valid for a period of 5 years. When the data are requested
for a purpose other than to permit the requester to bid or
perform on a contract with the DON, or other U.S. Govern-
ment agency, and its release for purposes other than direct

support of DON or other DOD activities may jeopardize
an important U.S. technological or operational advantage,
the data shall he withheld. NormalIv. this restrictirm will

apply only in the case of Naval Nuclear Propulsion lntor-
mation (NNPl) (as defined irr reference (e)), polymer
hydrophones/arrays related to submarine technology/
design and to structural acoustic applications to submarine
design. Commands desiring to have other classes of infor-

> mation included in this restriction against release may

request approval from CNO (Op-009P). Requests must
include a detaifed justificat ion and !o be considered
favorably, the technical data covered should provide a
significant military capability and its development for
commercial purposes would jeopardize the militury
advantage it provides. In the case of requcstsl’t)r large
numbers of documents or exte[is:ic compilations of d~t~
which would tax a commands ability !Q reply i]! a timely
fashion, the command concerned shall develi)p WIIh tl;e
reqi.iester a muluallv satisfaclo~ Jclii er} sthccluic, ;!

agreement cannot be reached, the matter shall be referred

to C’NO (Op-009P).

d. This instruction may not be used by DON commands
as authority to deny access to technical data to the Con-
gress, or to any Federal, State or local governmental agency
that requires the data for regulatory or other official
governmental purposes. Any such dissemination will include
a statelnent that the technical data are controlled by the
DON in accordance with this instruction.

e. The authority provided here may not be used to
withhold from public disclosure unclassified information

regarding DON operations. policies, activities or programs,
including the costs and evaluations of performance and
reliability of military and space equipment. When infor-
mation of this kind contains technical data subject to this
instruction, the technical data shall be excised prior to
any public disclosure.

f. This instruction may not be used as a basis for the
release of “limited rights” or “restricted rights” data as
defined in enclosure(3), or that authorized to be withheld
from public disclosure under the Freedom of Information

Act (FOIA), implemented in the DON by reference (d).

9. This instruction may not be used to provide pro-
tection for technical data that should be classified in ac-
cordance with reference (e).

h. This instruction provides authority to cite “5 U.S.C.
Sectirsn 552(b)(3)” (FOIA) as the basis for denials under
the FOIA (see reference (d)) of technical data determirted
to be subject to the provisions of this instruction. See
enclosure (4) for .s sample denial letter for requests made
under the FOIA.

5. Procedures

a. Requests for technical data shall be processed in
accordance with chapter 12 of reference (e). FOIA re-
quests for technical data subject to this irtstruction shall
be handled in accordance with reference (d). FOIA re-

quests for technical data determined to be subject to the
wjthhcddirtg authority effected by this instruction shall
he denied llnder 5 U.SC. Section 552(b) (3). and the
requester shall be referred [o the provisions of this instruc-
tion permitting Jccess by aualificd U.S. contractors. En-
[Insurc ~-1~)LJ sanlili, denial Ielter for requests for un-
cksssificd tecilnic Ql20!J IIndc: !he FOI.A. Enclosure (5)
is ~ SJIIIplL.il~l’er:ll~[il;n shec: pcrl~:]lulg lo qualified L.S,

.:ontractors u Iiid si]d! h funushed mch r~ques!er with
ic:lers {If (ie!liul.

.
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b. Upon receipt of a request for technical data in the
possessionof or under the control of the DON, the con-
trolling Navy or MaMc Corps command (see enclosure (3),
Deflnitiona) shall determine whether the data are governed
by this instruction. This determination sltrdlbe baaed on
the following:

(1) The command’s findings that the data would
require an approval, authorization or license for export
under references (b) or(c), and that the data may not be
exported pursuant to a genera!, unrestricted license (see
enclosure (l)) or exemption (see enclosure (2)). Corn.
mands may, in caseswhere such determinations cannot
readily be made locally, request guidance on spec~lc cases
from CNO(Op4X19P).It is not intended, however, that
all requests be referred routinely to CNO for decision.

(2) The command’sjudgment that the technical
data under consideration disclose critical technology with
military or space application. For purposes of making
these determinations, the Militarily Critical Technologies
L&t(MCTL), reference (f), shall be used as general guid.
ante. The controlling DON command may request assist-
ance in making these determinations from the Office of
the Under Secretary of Defense for Research and
Engineering (OUSDR&E) via CNO (Op-009P).

Q Rquests from foreign governments, organizations
or individwds for technicrd data shall be referred to CNO
(op42).

d. The controlling command shall ensure that technical
data determined to be governed by this instruction are
marked in accordance with chapter 12 of reference (e).
AUtechnical documents determined to be subject to the

withholding provisions of this instruction will be marked
with an export warning notice as follows: “WARNING.
This document contains technical data whose export is
restricted by the Arms Export Control Act (Title 22,
U.S.C.Section 2751 et sq.) or Executive Order 12470.
Violations of these export Iawsare subject to severe
criminal penalties.”

● . A controlling command shall release technical data
governed by this instruction only to a qualified U.S. con-
tractor, as evidenced by the contractor’s submission of a
completed DD 2345, enclosure (6), with each request for
unclassf:ed technical data subject to this instruction. The
certification process has been established to assist the
controlling Navy or Marine Corps command (see enclo.
sure (3), Defmitiom) in determining as efficiently as
possible whether the requester should receive tt,e technical

OPNAVINST 5510,161
29 July 1985

data requested. A certified requester is not autontaticaUy
qualified to receive all DON export controlled information.
The controlling command must ensure that the “qualiiled
contractor” is qtsalMedto receive the particular type of
information requested. Command release authority may
be exercised unless one of the following apply:

{1) The qualification of the US. contractor con.
txmed has been revoked temporarily in accordance with
paragraph 5i; or

(2) The requested data are judged to be unrelated
to the purpose for which the qualitled U.S. contractor is
certified. When release of technical data is denied in ac-
cordanrx with this paragraph, the controlling command
shall inform the U.S. contractor of the reasons for the
denial, i.e., the requested data are deemed to be unrelated
to the U.S. contractor’s certification. The letter of denial.
enclosure (7), is a sample of such a letter and shall advise
the U.S. contractor that application can be made to the
DLSCfor a new certification and request additional in-
formation which would describe intended use of the
requested data; or

(3) The technictd data are being requested for a
purpose other than to permit the requester to bid or
perform on a contract with the DON or other U.S. Govern-
ment agency. In these cases, the controlling command
shal!withhold the data if it has been determined by the
originating command (see enclosure (3), Definitions) that
the significanceof the data for military purposes precludes
its release for purposes other than direct support of DON
approved activities, because release could jeopardue an
important technical or operational military advantage of
the United States (normally applicable only to NNPI,
polymer hydrophores/arrays and structural acoustic appli-
cations to submarine design); or

(4) There is reason to question the validity of the
U.S. contractor’s qualification, in which case the Chief
of Naval Operations (Op409P) is to be notified immedi-
ately. Reasons for casting doubt upon the valitilty of a
U.S. contractor’s qualifkation could be, but are not limited
to, a certifkation date of more than 5 years from date of
issue;an apparent alteration of the submitted DD 2345;
the use of type faces, numbers, titles or other detail which
appear different from those previously observed on other
DD 2345; or the use crfforeign addresses or fms as
proposed recipients of controlled data.

f. Any release to qualified U.S. contractors of technical
data controlled by this instruction shall be accompanied by
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a notice to the recipient as set forth in enclosure (8). Docu-
ments being mailed to a qualifkd U.S. contractor shall be
sent to the address ahown for the data recipient in block 3
of the DD 234S regardlessof any rquest for mailing to a
different address. Commands shall deny requests from
qtiled US. contractors that specify the data be sent to
an address outside the United States.

g. Commands will deny fl non-FOIA requests for un-
classifkd technical data covered by this instruction which
are not accompanied by a completed DD Form 234S.
Commands may confm, when necessary, a rquester’s
qualifkation as a U.S. contractor by:

(1)Contacting the DISC at Autovon 369-9288/89
or FTS 372-9288/89 or commercial (616) 9624511, ex.
tension 9288, to ensure that the requester is listed by the
DISC as a qualiiled U.S. contractor; and

[2) Reviewing the listing published by CNO (Op
009P) of revocations and suspensionaof U.S, contractors’
qualifkations to ensure that requesters have not been
debarred from receitig such data.

h. If a request is denied because of use of an invalid
DD 2345, the matter shall be reported immediately to
CNO (Op-009P). Reports will contain, as a minimum, the
date of the request, the name and affiliation of the re-
quester, a copy of the DD 2345 and an explanation as to
why the form was deemed to be invalid.

i. Commands becoming aware of credible and sufficient
information that a qualMed U.S. contractor has (1) vio-
lated U.S. export control law, (2) violated its certification,
(3) made an application for @ratificationin bad faith or
(4) made an omission or misstatement of material fact will
report this information to CNO (Op4109P).CNO (Op-
009P) will, in coordimtion with the General Counsel of the
Navy and the Judge Advocate General of the Navy, revoke
temporarily the U.S. contractor’s quaMcation. Revocations
having the potential for compromising a U.S. Government
investigation may be delayed. Immediately upon a con-
tractor’s revocation, CNO (Op4109P) shall notify the
contractor, the OUSDR&Eand all DON commands on
distribution for receipt of contractor qualifhtion revoca-
tions or suspensions. The contractor concerned shall be
given an opportunity to respond in writing to the informa-
tion upon which the temporary revocation is based before
being disqualified. Any U.S. contractor whose qualifka-
tion has been revoked temporarily maybe reinstated by
CNO (Op4109P) upon presentation of sufficient informa-

tion showing that the basis for the revomtion was in error

or has been remedied.
—

j. When the basisfor a contractor’s temporary revoca-
tion cannot be removed within 20 working days, CNO
(Op4XNP) shall recommend to the OUSDIhkE that the
contractor be disqualified.

k. Charges forcopying,certifyingandseachhg
records provided to requesters shall be kvkd in accord-
ance with charges authorized by the NAVCOMPTMutual,
paragraph 035887. Norrnslly, only one copy of the same
record or document will be provided to each rquester.

f!.Technical documentsmarkedwithdistribution
limitation statements (see Exhibit 12B of reference(e))
which require originator approval prior to release may not

be rekased without such approval. In these cases, a re.
quester may be advised that his request requtres originator
approval and that the approval has been requested. In these
cases controlling commands will rquest the approvat of
the originating command prior to release of the requested
information. Originating commands shall approve release
of their controlled information if assuredby the con-
trolling command that the rquester is a quallfkd U.S.
contractor, urdess the request should be denkd for the
reasons permitted in paragraph Se. Unclassifiedtechnical
data pertaining to naval nuclear propulsion matters se. -

quires CNO (OP40N) approval prior to its release by any
controlling command. Unclas@led technical data per.
taining to submarine matters or operations requires CNO
(OP-02) approval prior to its release by any controlling
command. Requests for technical data requiring rekw
approval by other DOD or Government agenciesshall be
referred to those agencies.

m. Unless advised to the contmry, qualified U.S. con.
tractors who receive technical data governed by this in-
struction may disseminate the data for purpms consistent
with their cetiifiitions without the prior permksion of

the controlling Navy umrnand. QuaMed U.S. contractors

IIMy dSO dkseminate such data without prior permission to:

(1) Any foreign recipient for which the data are
approved, authorized or licensed under references(b)
or (c);

(2) Another qualified U.S. contractor, as defined in
enclosure (3), including existing or potential subcom
tractors, but only within the scope of the certlfkd legiti-
mate business purpose of the recipient;
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(3} The &partmcnts of State and Commerce, for\
purposesof applying for appropriate approvals, authoriza-
tions or licenses for export under references(b) or (c).
Any such application shall inciude a statement that the
technical data for which approval, authorbtion or license
is sought are controlled by the Department of the Navy
in accordance with this instruction;

(4j Congress or to any Federal, State or local govern.

mental agency for regulatory purposes, or otherwise as
may be required by law or court order. Dhseminations
shall include a statement that the technical data are con-
trolled by the DON in accordance with this instruction.

n. A qualified U.S. contractor desiring to disseminate
technical data subject to this instruction in a manner not
permitted expressly by the terms of this instruction shall
seek authority to do so from the controlling DON com-
mand. A command receivingsuch request from a qualified
U.S. contractor ahali refer the request to the command or
office which originated the information. If the originator
cannot be ascertained, the request shali be referred to
CNO (Op@9P). Unauthorized redissemination of technical
data subject to this instruction by a qualifled U.S. con-
tractor can take place by the publishing of articles in open
literature, in advertising or in promotional materials, in
conducting educational and training courses, and by

~ similar means where persons or entities not authorized by
this instruct ion to have access to the technical data can
obtain access.

o. Any requester denied technicai data or any qualified
U.S. contractor denied permission to redisseminate tech-
nical data pursuant to this instruction shall be provided a
written statement of reasons for that action within 15 days
of such denial and advised of the right to make a written
appeal to CNO (Op4109P).Appeals of denials made under
FOIA shali be handled in accordance with procedures
established by reference (d). Other appeals shall be

- processed as directed by CNO (Op4109P).Enclosure (9) is
a sample letter of denial to quaiified U.S. contractors. En-
closure (1O)is a sample denial letter used for denials to

> requesters who are not qual~led U.S. contractors.

p. Denials for other than FOIA requests shall cite” 10
U.S.C. Section 140c as implemented by DOD Directive,
5230.25 of 6 Nov 1984” (NOTAL). FOIA deniais shall
cite”5 U.S.C. Section 552(b)(3):’ reference (d). Denial
letters shall be modelled after the formats set out in
enclosures (4), (7), (9) and (10).

q. Requests for technical data from foreign individuals
or entities shall be forwarded to CNO (Op-62).

r. When disclosure of export+ontrolled technical data
is necessary to a procurement, the command concerned
must ensure that all who receive the data are qualifiid
U.S. contractors. Information for Bids and Requests for
Roposals may include notification that only contractors
certified under DOD procedures, reference (a), may receive
export-controlled technical data from the DON. Such
notification, if used, shall include information about the
qualified U.S. contractor program, enclosure (5).

6, Respors$ibilities

a. Under the Chief of Naval Operations:

(1) The Director, Security Policy Division(OpQ09P)
is responsible for the implementation of this instruction
and shall:

(a) Administer and monitor compliance with
this instruction.

(b) Receive and disseminate notiilcations of
temporary revocation in accordance with paragraph 5i.

(c) Receive recommendations from DON com-

mands for contractor disqualification and notify the
OUSDR&.Epursuant to paragraph 5i.

(d) ●[n coordination with the OASNRE&.Sand
the Director, Research Development, Test and Evacuation
(OP4398), issue guidance which identifies the technicai
&ta subject to this instruction.

(2) The Director, Technology Transfer Policy and
Control Dividon (Op452) is responsible for the release of
technical data covered by this instruction to foreign persons
or entities, except for that &ta covered in subparagraph
5m(l).

b. Commanding officers are responsible for ensuring
that technicsi data subject to this instruction in their
possessionor under their control are handled in accord.
ante with this instruction.

Q Persons in the naval establishment who have or
have had accessto technical data covered by this instruc-
tion are responsible for the safeguarding and control of
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the data in accordance with this instruction. Naval pcr-
somel, military and civilian, may not publicly disclose
such data without formal conuuaml approval. SCc refer
ence (g).

d. The Judge Advocate General and the General Counsel,
as appropriate, are responsible for cnsuri.ngthe proce-
dural sufficiency and substantive lawfulness of U.S. con-

tractor certification revocations. The General Counsel is
responsible for providing legal review of FOIA rccpiest
denials when requested.

7. Report. The report required by paragraph 5 is assigned _
Icport control symbol OPNAV 5510-23 and is approved for

3 years only from the date of this directive.

8. Form. DD 2345 (Rev Dec 85), S/NO 102-LF4M2-345O,
mny be ol~taincd through normal Navy supply charnels in
uccordancc wilh NAVSLJP P-2002.

RONALD J. HAYS
Vice Chief of Naval Operations

Distribution:

SNDL Parts 1 and 2

MA RCORPS Code DS

Commander

Naval Data Automation Command (Code 172)

Washington Navy Yard

Washington, D.C. 20374-1662 (200 copies)

Stocked:

CO, NAVPUBFORMCEN

5801 Tabor Avenue

Philadelphia, PA 19120-5099 (500 copies)
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EXTRACT FROM THE EXPORT ADMINISTRATION REGULATION (EAR)

The following pertinent section of the EAR is provided for the guidance of DON
personnel in determining the releasability of technical data under the authority of this
instruction.

Export Administration fiegulations Section 379.3—.

“General License GTDA: Technical Data Available to
All Destinations

A General License designated GTDA is hereby established authorizing
destinations of technical data described in 379.3(a), (b)) or (c)j below:

“(a) Data Generally Available

“Data that have been made generally available to the public in any
including -

the export to all

form,

“(l) Data released orally or visually at open conferences, lectures, trade shows, or
other media open to the public; and

“(2) Publications that may be purchased without restrictions tit a nominal cost, or
obtained without costs, or are reudily available at libraries open to the public.

‘The term ‘nominal cost’ as used in 379.3(a) (2), above, is intended to reflect realistically
only the cost of preparing and distributing the publication and not the intrinsic value of
the technical data. If the cost is such as to prevent the technical data from being
generally available to the public, General License G1’DAwould not be applicable.

“(b) Scientific or Educational Data

“(l) Dissemination of information not directly and significantly related to design,
production, or utilization in industrial processes, including such dissem inat ion by
correspondence, attendance at, or participation in, meetings; or

“(2) Instruction in academic institutions and academic laboratories, excluding
information that involves research under contract related directly and significantly to
design, production, or utilization in industrial processes.

“(c) Patent Applications

“Data contained in a patent application, prepared wholly from foreign-origin technical
data where such application is being sent to the foreign inventor to be executed and
returned to the United States for subsequent filing in the U.S. Patent and Trademark
Office. (No validated export license from the Office of Export Administration is
required for data contained in a patent application, or an arllendment, modification,
supplement, or division thereof for filing in a foreign country in accordance with the
regulations of the Patent and ‘1’rndemrk Office 37 CFR Part 5.”)

Enclosure (1)
L
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\ EXTRACT FROM THE INTERNATIONAL TRAFFIC IN ARMS
REGULATION (ITAR/

The following pertinent section of the ITARisprovided forthe guidance of DON
personnel in determining the releasability of technical data under the authority of this
instruction ‘.

International Traffic in Arms Remulations Part 125
“General Exemption

‘(a) Except tui provided in 126.1* district dmectors of customs and postal authorities
are authorized to permit the export without a license of unclassified technical data as
follows

‘(l) If it is in pubIishe# form and subject to public dissemination by beirqy

“(i) Sold at newsstands and bookstore%

“(ii) Available by subscription or purchase without restrictions to any
person or available without cost to any persow

“(iii) Granted second class mailing privileges by the U.S. Government
or

‘(iv) Freely available at public libraries.

Y2) If it has been approved for public release by any U.S. Government
department or agency having authority to classify information or material under
Executive Order (12356), as amended, and other applicable Executive Orders, and does
not disclose the details of desig~ production, or manufacture of any arms, ammunition,
or implements of war on the U.!%Munitions List.

‘(3) If the export is in furtherance of a manufacturing license or technical

assist-ante agreement approved by the Department of State in accordance with Part 124
● $*

of this subchapter.

“(4) If the export is in furtherance of a contract with an agency of the US.
Government or a contract between an agency of the US. Government and foreign
-n% protided the contract calls for the export of relevant unclassified technical
data, and such data are being exported only by the prime contractor. Such data shall not
disclose the details of development, engineering, design, production, or manufacture of
any arms, ammunition, or implements of war on the US. Munitions List. (This exemption
does not permit the prime contractor to enter into subsidiary technical assistance or
manufacturing license agree men@ or any arrangement which calls for the exportation of
technical data without compliance with Part 124 of this subchapter.)

‘(5) If it relates to firearms not in excess of caliber .50 and ammunition for
such weapo~ except technical data containing advanced designs, processes, and
manufacturing techniques.

Enclosure (2)



“(6) If it consists of technical data, other than desigw development, or
production information relating to equipment, the export of which has been previously
authorized to the same recipient.

“(7) If it consists of operations, maintenance and training manuals, and ds
Prelating to equipment, the export of which has been authorized to the same recipient. .

‘1(8)If it consists of additional copies of technical data previously approved for
export to the same recipien~ or if it consists of revised copies of technical data,
provided it pertains to the identical Munitions List article, and the revisions are solely
editorial and do not add to the content of technology previously approved for export to
the same recipient.

“(9) If it consists
source of import.

“(10) If the export

solely of technical data being reexported to the original

is by the prime contractor in direct support and within the
technical and/or product limitations of a ‘US. Government approv&i project’ and the
prime contractor so certifies The Office of Munitions ControJ Department of State,
will verify, upon request, those projects which are ‘U.S. Government approved; and
accord an exemption to the applicant who pplies for such verification and exemption,
where appropriate, under this subparagraph. t+

“[11) If the export is solely for the use of American citizen employees of US.
firms p?ovide$the US firm certifies its overseas employee is a U.S. citizen and has a
‘need to icnow.

‘(12) If the export is “directly related to classified information, the export of
which has been previously authorized to the same recipient, and does not disclcme the
detaiis of design, productio~ or manufacture of any arms, ammunition, or implements of
war on the US. Munitions List.

“(b) Plant visits. Except as restricted by the provisions of 126.1* of this
subchapter

“(l) No license shall be required for the oral and visual disclosure of
unclassified technical data during the coume of a plant visit by foreign nationals provided
the data (are) disclosed in connection with a classified plant visit or the visit has the
approval of a US. Government agency having authority for the classification of
information or material under Executive Order (12356), as amended, and other ap@icable
Executive Orders, and the requirements of section V, paragraph (41(d)) of the Indus~~
Security Manual are met. (See Section III, paragraph 3-103d, of the DOD Industrial
Security Regulation (DOD 5220.22-R) of 22 May 1984 which is equivalent to the citation
from the Defense Industrial Security Manual).

“(2) No license shall be required for the documentary disclosure of unclassified
technical data during the course of a plant visit by for$~n nationals provided the
document does not contain technical data as defined in 125.1 in excess of that released
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L. orally or visually during the visit) is within the terms of the approved visit request, and
the person in the United States assures that the technical data will not be used, adapted
for use, or disclosed to others for the purpose of manufacture or production without the
prior approval of the Department of State in accordance with Part 124 of this
subchapter.

“(3) No Department of State approval is required for the disclosure of oral and
visual classified information during the course of a plant visit by foreign nationals
provided the visit has been approved by the cognizant U.S. Defense agency and the
requirements of section Vj paragraph (41(d)) of the Defense Industrial Security Manu~
are met. “(See Section III, paragraph 3-10ld. of the DOD Industrial Security Regulation
(DOD 5220.22-R) of 22 May 1984 which is equivalent to the citation from the Industrial
Securi~ Manual.)

4 “The burden for obtaining appropriate Us. Govern~@ approval for the publication of
technical data falling within the definition in 125.1 , including such data as may be
developed under other than U.S. Government contract, is on the person or company
seeking publication.

5 “Not applicable to technical data relating to Category VI(d) and Category XVI.

6 “Classified information may also be transmitted in direct support of and within the
technical and/or product limitation of such verified U.S. Government approved projects
without prior Department of State approval provided the US. party so certifies and
complies with the requirements of the Department of Defense Industrial Security Manual
relating to the transmission of such classified information (and any other requirements of
cognizant U.S. Government departments or agencies).

7 ‘rClassified information may also be exported to such certified American citizen
. employees without prior Department of State approval provided the US. party complies

with the requirements of the Department of Defense Industrial Security Manual relating
to the transmission of such classified information (and any other requirements of

Y cognizant US. Government departments or agencies). Such technical data or
information (classified or unclassified) shall not be released by ora~ visua~ or
documentary means to any foreign person.
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* 126.1 Prohibited shipments to or from certain countrk%

“(a) Gm- It is the poficy of the United States to deny licenses and other approvals
with respect to defense articles and defense services destined for or originating in
certain countries or areas. This policy also applies to exports to and imports from these
countries or areas. This policy applies to Albania, Bulgaria, Cuba, Czechoslovakia, East
Germany, Estonia, Hungary, Kampuchea, Latvia, Lithuania, North Korea, Outer
Mongolia, Poland, Rumania, the Soviet Union and Vietnam. This policy also applies to
countries or areas with respect to which the United States maintains an arms embargo or
whenever an export would not otherwise be in furtherance of world peace and the
security and foreign policy of the United States. The exemptions provided in the
regulations in this subchapter, except 123.17 of this subchapter, do not apply with
respect to exports to or originating in any of such proscribed countries or areas.

“(b) Shipments. A defense article licensed for export under this subchapter may not be
shipped on a vessel, aircraft or other means of conveyance which is owned or operated
by, or leased to or from, any of the proscribed countries or areas.”

** 125.1 Exports subject to thisPart.

“(a) The export controls of this Part apply to the export of technical data and the
export of classified defense articles. Information which is in the “public domain” (see
120.18) is not subject to the controls of this subchapter.

“(b) A license for the export of technical data and the exemptions in 125.4 may be
used for foreign production purposes or for technical assistance unless the approval of
the Department of State has been obtained. $~$h approval is generally provided only
pursuant to the procedures specif ied in Part 124 of this subchapter.

“(c) Technical data authorized for export may not be diverted or transferred from the
country of ultimate end-use (as designated in the license or approval for export) or
disclosed to a national of another country without the prior written approval of the
Department of State.

“(d) The export controls of this Part apply to the exports referred to in paragraph (a)

of this section regardless of whether the person who intends to export the technical data
produces or manufactures defense articles if the technical data is determined by the
Office of Munitions Control to be subject to the controls of this subchapter.

—

“(e) The provisions of this subchapter do not apply to technical data related to articles
in Category VI(e) and Category XVI. The export of such data is controlled by the
Department of Energy and the Nuclear Regulatory Commission pursuant to the Atomic
Energy Act of 1954, as amended, and the Nuclear Non-Proliferation Act of 1978.”
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Controlling Navy Command. The Navy command which has possession of technical data
subject to this instruction and from which a qualified U. S. contractor requests such data.

Critical Technology. Technologies that consist of @) arrays of design and manufacturing
know-how (including technical data~x(b) keystone manufacturing, inspection and test
equipment; (c) keystone materials ; and (d) goods accompanied by sophisticated
operation, application or maintenance know-how that would make a significant contri-
bution to the military potential of any country or combination of countries and that may
prove detrimental to the security of the United States (also referred to as militarily
critical technology).

Limited Rights. Limited Rights means rights to use, duplicate or disclose technical data,
in whole or in part, by cr for the Government, with the express limitation that such
technical data shall not, without the written permission of the party furnishing such
technical data, be (1) released or disclosed in whole or in part outside the Government,
(2) used in whole or in part by the Government for manufacture, or in the case of
computer software documentation, for reproduction of the computer software or (3) used
by a party other than the Government, except fo~

a. Emergency repair or overhaul work only, by or for the Government, where the
item or process concerned is not otherwise reasonably available to enable timely
performance of the work, provided that the release or disclosure thereof outside the
Government shall be made subject to a prohibition against further use, release or
disclosure; or

b. Release to a foreign government, as the interest of the United States may
require, only for information or evaluation within such government or for emergency
repair or overhaul work by or for such government under the conditions of subparagraph
a above.

Originating Navy Command. The Navy command that sponsored or originated the work
that generated the technical data or received the technical data on behalf of the DON
and ~herefore has the responsibility for determining the distribution of a document
containing such technical data. In the case of joint sponsorship, the originating command
is determined by advance agreement.

●
Keystone equipment (including manufacturing, inspection or
test equipment) is the equipment specifically necessary for
the effective application of a significant array of technical
information and know-how.

● ☛
Keystone materials are materials specifically necessary for
the effective application of a significant array of technical
information and know-how.

Enclosure (3)
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Other Legitimate Business Purposes. Include:

a. Providing or seeking to provide equipment or technology to a foreign goverm
ment with the approval of the U. S. Government, i.e., through a licensed direct foreign
military sale.

b. Bidding, or preparing to bid, on a sale of surplus property.

c. Selling or producing products for the commercial domestic marketplace or for
the commercial foreign marketplace, providing that any required export license is
obtaine&

d. Engaging in scientific research in a professional capacity.

e. Acting as a subcontractor to a concern described in subparagraphs a through d
above, or

f. Selling technical data subject to this instruction in support of DOD contractors
or in support of the competitive process for DOD contractors, provided such sales are
limited solely to DOD contractors or potential DOD contractors who also are qualified U.
S. contractors and provided such technical data are related to the purpose for which the
qualified U. S. contractor is certified, or selling technical data to foreign contractors or
governments overseas after receiving the required export license or approval by the U. S.
Government.

Potential DOD Contractor. An individual or organization outside the Department of
Defense declared eligible for DOD information services by a sponsoring DOD activity on
the basis of participation in one of the following programx

a. The Department of the Army Qualitative Requirements Information Program.

b. The Department of the Navy Industry Cooperative Research and Development
Program.

c. The Department of the Air Force Potential Contractor Program.

d. The DOD Scientific and Technical Information Program; or

-e. Any similar program in use by other DOD components.

Public Disclosure. Making technical data available without restricting its dissemination
) or use. This is equivalent to foreign disclosure as no means to restrict access or further

dissemination is provided.

~ualified U. S. Contractor. A private individual or enterprise that has been certified by
the Defense Logistics Services Center (DLSC) to receive technical data subject to this
instruction in accordance with the provisions of DOD Directive 5230.25 of 6 November

Enclosure (3)
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1984 (NOTAL). The certification of a U*S. contractor is evidenced by the praentation
by the U. S. contractor of a DD 2345 on which Block 7a has been checked and a certi-
fication number entered, and on which Block 8 has been completed by a DLSC officiaL

Restricted R&hts Restricted Rights apply only to computer software, and include, as a
minimum, the right tcx

a. Use computer software with the computer for which or with which it was
acquired, including use at any Government installation to which the computer may be
transferred by the Government

. b. Use computer software with a backup computer if the computer for which or
with which it was acquired is inoperative;

c. Copy computer programs for safekeeping (archives) or backup purpose% and

d. Modify computer software, or combine it with other software, subject to the
provision that those portions of the derivative software incorporating restricted rights
software are subject to the same restricted rights.

And in addition, any other specific rights not inconsistent therewith listed or
described in a contract or described in a license or agreement made a part of a contract.

Technical Data with Military or Space Application or Technical Data. Any blueprints
drawings, plans, instructions, computer software and documentation, or other technical
information that can be used or be adapted for use to designs engineer? produce?
manufacture, operate, repair, overhaul or reproduce any military or space equipment or
technology concerning such equipment.

United State% For the purpose of this instruction, the United States is the 50 States, the
District of Columbia, and the territories and possessions of the United States.

Unlimited Rights. Unlimited Rights means rights to use, duplicate or disclose technical
data or computer software in whole or in part, in any manner and for any purpose
whatsoever and to have or permit others to do so.

Enclosure (3)
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Sample Denial Letter for FOIA Requests

Dear Mr. Jones:

Thank you for your recent letter seeking .

Your request has been considered carefully under the provisions of the Freedom of
Information Act, M amended (5 US.C. 552), and the implementing Navy directive,
Secretary of the Navy Instruction 5720.42C, Subj: Department of the Navy Freedom of
Information Act Program.

Your request must be denied because the data you requested are unclassified
technical data related to critical technologies with military and space applications which
may not be exported lawfully without an approv~ authorization or license under
Executive Order 12470 or the Arms Export Control Act. Such data are protected from
public disclosure pursuant to 10 UJ3.C. Section 140c and, thus, are exempt from
mandatory disclosure under the FOI.A pursuant to the third exemption (5 U.S.C.
552(b)(3)). The third exemption of the FOIA permits withholding from public disclosure
information which is protected by statute.

Under the FOIA and the Navy% implementing regulation (32 C.F.R. Section 701.8)
you may appeal this determination in writing to the designee of the Secretary of the
Navy within 45 days”of the date of this letter. Your appeal should be sent, with a copy of
this letter, to the General Counse~ Navy Department, Washington, D. C. 20360-5110. It
is recommended that you note “FREEDOIVIOF INFORMATION ACT APPEAL” on your
envelope.

The official(s) responsible for the denial of your request (is) (are):

(Name(s),ctitle(s), activity(ies)

The data you requested may be, under some circumstances, provided to individuals
or companies certified as Qualified U. S. Contractors by the Department of Defense.
Attached for your information is a description of this program.

If you have any questions concerning this response, please contact 9
telephone , who will be pleased to help you.

Sincerely,

Enclosure (4)
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Information Sheet on Qualified U.S. Contractors,

By Department of Defense (DOD) Directive 5230.25 of 6 Nov 1984, a program was
established to allow a private individual or enterprise, called a Qualified U. S.
Contractor, to obtain export - controlled technical data under certain conditions The
following definition of “Qualified U.S. Contractor” is extracted from that directive:

Qualified U. S. Contractor”l A private individual or enterprise (hereinafter
described as a “U. S. contractor”) that, in accordance with procedures established by the
Under Secretary of Defense for Research and Engineering, certifies, as a condition of
obtaining export-controlled technical data subject to this Directive from the Department
of Defense, thati

a. The individual who wiii act as recipient of the export-controlled technical data
on behalf of the U. S. contractor is a U. S. citizen or a person admitted lawfully into the
United States for permanent residence and is located in the United States

b. Such data are needed to bid or perform on a contract with the Departmen of
JDefense, or other U. S. Government agency, or for other legitimate business purpose in

which the U. S. contractor is engaged, or plans to engage. The purpose for which the
data are needed shall be described sufficiently in such certification to permit an
evaluation of whether subsequent requests for data are related properly to such business
purpose.

c. The U. S. contractor acknowledges its responsibilities under U. S. export control
laws and regulations (including the obligation, under certain circumstances, to obtain an
export license prior to the release of technical data within the United States) and agrees
that it will not disseminate any export-controlled technical data subject to this Directive
in a manner that would violate applicable export control laws and regulations.

d. The U. S. contractor also agrees that, unless dissemination is permitted by this
Directive, it wiil not provide access to export-controlled technical data subject to this
Directive to persons other than its employees or persons acting on its behalf, without the
permission of the DOD component that provided the technical data.

1 Canadian contractors may be qualified in accordance with this Directive for technical
data that do not require a iicense for export to Canada under section 125.12 of the ITAR
and sections 379.4(d) and 379.5(e) of the EAR by submitting an equivalent certification to
the U. S. Department of Defense.

2 This does not require a contract with or a grant from the U. S. Government.

Enclosure (5)
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e. To the best of its knowledge and belief~ the U. S. contractor knows of no person
employed by it, or acting on its behalf, who will have access to such data, who is
debarred, suspended or otherwise ineligible from performing on U. S. Government
contrac@ or has violated U. S. export control laws or a certification previously made to
the Depart ment of Defense under the provisions of this Directive.

f. The U. S. contractor itself is not debarred, suspended or otherwise determined
ineligible by any agency of the U. S. Government to perform on U. S. Government
contracts, has not been convicted of export control law violations, and has not been
disqualified under the provisions of this Directive.

Private individuals or enterprises are certified as Qualified U. S. Contractors by the
Defense Logistics Services Center (DLSC) in Battle Creek, Michigan. Persons or
companies desiring certification as Qualified U. S. Contractors should submit to DLSC a
DD Form 2345 (sample copy attached). Copies of these Forms may be obtained from the
Navy Publications and Forms Center, 5801 Tabor Avenue, Philadelphia, Pennsylvania
19120-5099. Questions about this program or DD Form 2345 maybe referred to DlJ3C.

—
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lNSTRU~lONS FOR COMPLETION OF DDFORM 2345
PRIVACY XT STATEMEN7

AtJTMORIW:

PRtNCSPAL WRPOSE:

QOtJTtNE USE:

pwaosuRg:
—

10 uSC, SutIon 140c. ●s ●dded by PL 98-94. Section 1217, September 24. 1983, ●nd
imphmemed by DoDD 5230 2S, ‘Wlthholdlng of Unclawflad Technlcd Data From public
D@osure.- November 6, 15W (32 CFR p~~ 2501

To identify mdwduds ●nd ●nterprises ●hgtbk to receive ●xport-controlled DoD technical
data.

To auppon deciuom regarding ditbamlmti~ or withholding of ●xport-controlled DoD
technical alma. Information provided on th!s form descrtb!ng your bus!nest may be
published from t~m~ to t)me for tha hnefit of other ‘quahfwd U S. contractott “

Voluntary; however, failure to provid~ the information may result in ● denial of ●ccess to
●xport.conwolled DoD techmcd data.

Mail the original, completed COPYof thit form ●nd ●ny ●ttachment to:

Commander, Defense Logistics Services Center
AlTN: DtiC-fBA
Federal Center
Battle Creek, Michigan 49017-3064

SPECIFIC INS U~ONS

1. Mark only one box Mark “RESUBMISSION= only if
your previous submlwon wm returned or rejected by
the DoD. Mark .REVISION- (of ● prevmusly ●cce tad

Rsubmission) to thow revised information, wc ●s
●ddresses or busines~ description. Mark ‘S-YEAR
RENEWAL- m response to ● rerr~al notice from DoD.
When ●ither the ‘REVISION” or ‘S-YEAR RENEWAL”
box is marked, ●nter your current Ceruficatton, Number
in Block78.

2. ●. For ●n individual, show full rwme (Lxst. Frost.
Middle Initial). For ●n ●nterprise, show full name of
corporate pwent; or institution.

b. Enter themdlwr sddrew of the individual or
7wtterprise making certI tcatlon. If ● P. O. SOZ IS u$acf

for mailmg purpo$es, include strwt address 8s well.

c. Exch corporate subsidiary or divismn that is to
receive ●xport-controlled DoD technical data must be
cwtified separatdy If not ●pplicable. so st4te.

d. Enter the Federal Supply Code for Manu.
futurers (fSCM] or fdon.Msnufacturors (FSCIIJM) or
Commercial ●nd Government Entity (CAGE) code
swiew to the indlvidud or w?terprwe making the
Cwtlftcation., If none, so State. If 8 sub~idtary or
division is co~fied. enter that organmxtion’s c@e.

●. Show telephone number of the cwtifyng oKlcid
identified in Blofk 6. Include the woa code.

3. Show the nam8, address, p@na number (including
●rea code) ●nd title of the mdwidud who will receive
●xport:controllod DoD technical data ●nd be
~ble for Its further diswminatmrt

4. Describe the busine$s ●ctivity of the ●ntit
identifmd m Block 2 in wffic!ent detail for DO 8
Components to d~termine whether the ●xport.
corrtrdlad DoD techmcd datx which you mty request
from time to time ●re I●asonably related to your *tad
businas ativity. For cxampie, stx~ Uut you design

and construct hqh-preswre, high-volume hydraulic
Pumpi for use in connection with ●rcraft control
surfaces; do not state simply ‘hydraulic pumps. ”
Provide concise statements within the space prowdad.

5 If certificatlom % ●d 5f cannot be made, provide
(on ● sepmate sheet) ● deunption of ●ny ●tenuating
cwcumstances t~t may g)w DoD sufficimt reason to
occept your cemflcatmn.

6. If Block 2 identifies ●n individud, that individual
must sign, If Block Z identifies ●n institution or t
corporate ●ntity, ● person who can Iegdly obligate the
enterpnsa to ●contrti must *gn.

7. Explanation of DoD Certification Action.

S. ACCEPTED. DoD has ●ssigned the individual or
anterprisa Identlfiad m Block 2 ● Certification Numb4r
which will identify the individual or ●nterpnsa ● a
‘quallfied U.S. contractor” ●s defined in DoDD
S230.25. The ●cceptance is valid for ● period of fiw
yQars from the●cceptance date unla$s sooner revoked
m ●ccordanm with DoDD S230.2S. If ●t ●ny time ●
qualified U. S. contractor is unable to adhere to the
conditions under tiich ● certification was ●ccepted by
DoD, the contractors cwtiflcation i$ considwed to be
vmd, ●nd the contractor will either submn ● revised
cctificstmn or surrender ●ll ●xport-controlled DoD
technical data obtained under this ●greement to the
controlling DoD officas specified on the documents.

b. RETURNED. Your submiwon did not conmin W
information r*quir4d to process your cortif ication.
Phase reviaw ●ny commonts provided with the
rxturrwd wbrnission ●nd resubmit in ●ccordance with
rha ●pdica~e mstructmns.

c. REJE~ED Reasons for rejection include, for
example, debarment, s business ●cmvit tht doss not
fall within tha scow of DoDD 5230.2~. w failure to
make ●ll of the required certiflmtion%

1

ASBREVtATIDNS: ‘DoD- IS Department of Defense ●nd ‘DoDD. IS Department of Defense Dlracuve

D Form 2MS Rewrsa. DEC U
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Sample Denial Letter to Qualified U. S. Contractors
(Requests Unrelated to Certification)

Dear Mr. Greem

Thank you for your recent letter for controlled unclassified technical data as a
Qualified U. S. Contractor. Unfortunately, your request must be denied pursuant to 10
U. S.C. 140c as implemented by DOD Directive 5230.25.

Your request has been considered carefully and from the information available to
us, we believe that the technical data you requested are unrelated to the purpose for
which you have been certified as a Qualified U. S. Contractor. Please provide us with
additional information sufficient to explain the intended use of the requested data.

You may request a new certification commensurate with the intended use of the
requested data from the Defense Logistics Services Center, Attn: DLSC-F, Federal
Center, Battle Creek, Michigan, 49016-3412, or you may appeal this denial to the
Director, Security Policy Division (Op-009P), Office of the Chief of Naval Operation%
Washington, D. C. 20350-2000.

If you elect to appe~ the appeal must be received by the Director, Security Policy
Division (Op-009P) within 45 days from the date of this letter. It is recommended that
the letter of appeal and the envelope bear the notation, ‘tUnclassified Technical Data
Request Appeal~’i A copy of this letter should be included with

If you have any questions concerning this response,
telephone , who will be pleased to help you.

your appeal.

please contact

Sincerely,

copy to:

CNO (Op-009P)

Enclosure (7)
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.-— NOTICE TO ACCOMPANY THE DBSEMINATION OF EXPOMT-CONTROLLED

TECHNICAL DATA

1. Export of information contained herein, which includes, in some circumstances,
release to foreign nationals within the United States, without first obtaining approval or
license from the Department of State for items controlled by the International Traffic in
Arms Regulations (ITAK), or the Department of Commerce for items controlled by the
Export Administration liegulations (EAK), may constitute a violation of law.

2. Under 22 U.S.C 2778, the penalty for unlawful export of items or information
controlled under the ITAR is up to two years imprisonment, a fine of $100,000, or both.
Under 50 U.S.C., Appendix 2410, the penalty for unlawful export of items or information
controlled under the EAR is a fine of up to $1,000,000, or five times the value of the
exports, whichever is greater; or for an individual, imprisonment of up to 10 years, a fine
of up to $250,000, or both.

3. In accordance with your certification that establishes you as a “qualified U. S.
contractor,” unauthorized dissemination of this ififormation is prohibited and may result
in your disqualif icat ion as a qualified U. S. contractor, and may be considered in deter-
mining your eligibility for future contracts with the Department of Defense. A qualified
U. S. contractor desiring to disseminate technical data received from a Navy command in
a manner not expressly permitted, shall seek authority to do so from the originator of the
technical data. If the originator cannot be determined, the qualified U. S. contractor
shall request this authority from the Chief of Naval Operations (Op-009P)~ Washington~
1). C. 20350-2000. Unauthorized dissemination of technical data by a qualified U. S.
contractor can take place by the publishing of articles in open literature, publishing

\ advertising or promotional materials, utilizing the technical data in conducting
educational and training courses, and by similar means whereby persons or entities not
authorized by the Department of the Navy to have access to the technical data can
obtain such access.

4. The U. S.
contributory patent

5. The U. S.

Government assumes no liability for direct patent infringement or
infringement or misuse of technical data.

Government does not warrant the adequacy, accuracy, currency or
completeness of the technical data.

6. ‘l’he U. S. Government assumes no liability for loss, damage or injury resulting
from manufacture or use for any purpose of any product, article, system, or material
involving reliance upon any or all technical data furnished in response to the request for
technical data.

7. If the technical data furnished by the Government will be used for commercial
manufacturing or other profit potential, a license for such use may be necessary. Any
payments made in support of the request for data do not include or involve any license
rights.

8. A copy of this notice shall be provided with any partial
of these data that are provided to qualified U. S. contractors.

or complete reproduction

Enclosure (8)
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Sample Denial Letter to Qualified U.S. Contractors

(Requests Unrelated to DOD Support) -

Dear Mr. Smith:

Thank you for your recent letter for controlled unclassified technical data as a
Qualified U. S. Contractor. Unfortunately, your request must be denied pursuant to 10
U. S.C. 140c as implemented by DOD Directive 5230.25.

Your request has been considered carefully and from the information available to
us, we have determined that the significance of the requested data for military purposes
is such that its release for purposes other than direct support of Department of the
Navy-approved activities may jeopardize an important technicai or operational military
advantage of the United States

You may appeal this denial of your request to

Director, Security Policy Division (Op-009P)
Office of the Chief of Naval Operations
Washington, D. C. 20350-2000

The appeal must be received in that office within 45 days from the date of this
letter. It is recommended that the letter of appeal and the envelope bear the notation,
“Unclassified Technical Data Request AppeaL” A copy of this letter should accompany
your appeaL

If you have any questions concerning this response, please contact *
telephone , who wiIl be pleased to help you.

Sincerely,

copy to:
CNO (Op-009P)

Enclosure (9) ,

.



,
.

); “.

A OPNAVINST5510~61
z 9 JUL MS

‘L

Sample Denial Letter to Persons not Qualified U.S. Contractors

Dear Mr. Brown:

Thank you for your recent letter seeking . Unfortunately,
your request must be denied because the requested information is controlled pursuant to
10 U.S. C. 140c as implemented by DOD Directive 5230.25.

Private individuals or enterprises can, in certain cases and if certified as Qualified
U. S. Contractors by the Department of Defense, receive controlled unclassified
technical data when such data relate to a legitimate business purpose for which the
certification is granted. Attached for your information is a sheet which describes the
Qualified U.S. Contractor certification process (see enclosure (5) for Information Sheet).

You may appeal this denial of your request to

Director, Security Policy Division (Op-009P)
Office of the Chief of Naval Operations
Washington, D. C. 20350-2000

The appeal must be received in that office within 45 days from the date of this
letter. It is recommended that the letter of appeal and the envelope bear the notation,
“Unclassified Technical Data &quest Appealn. A copy of this letter should accompany
your appeal.

If you have any questions concerning this response, please contact 9
telephone , who will be pleased to help you.

Sincerely,

copy tw
CNO (@-009P)

Enclosure (10)


