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7KLV�PXOWL�6HUYLFH�WDFWLFV��WHFKQLTXHV��DQG�SURFHGXUHV��0773��SXEOLFDWLRQ�LV�D�
SURMHFW�RI�WKH�$LU�/DQG�6HD�$SSOLFDWLRQ��$/6$��&HQWHU�LQ�DFFRUGDQFH�ZLWK�WKH�
PHPRUDQGXP�RI�DJUHHPHQW�EHWZHHQ�WKH�+HDGTXDUWHUV�RI�WKH�$UP\��0DULQH�
&RUSV��1DY\��DQG�$LU�)RUFH�GRFWULQH�FRPPDQGHUV�GLUHFWLQJ�$/6$�WR�GHYHORS�
0773�SXEOLFDWLRQV�WR�PHHW�WKH�LPPHGLDWH�QHHGV�RI�WKH�ZDUILJKWHU��
7KLV�0773�SXEOLFDWLRQ�KDV�EHHQ�SUHSDUHG�E\�$/6$�XQGHU�RXU�GLUHFWLRQ�IRU�
LPSOHPHQWDWLRQ�E\�RXU�UHVSHFWLYH�FRPPDQGV�DQG�IRU�XVH�E\�RWKHU�FRPPDQGV�DV�
DSSURSULDWH��

:,//$5'�0��%85/(621�,,,� 5��%��7851(5�-5�
%ULJDGLHU�*HQHUDO��86�$UP\� %ULJDGLHU�*HQHUDO��6HO���86�0DULQH�&RUSV�
'LUHFWRU� 'LUHFWRU�
0LVVLRQ�&RPPDQG�&HQWHU�RI� &DSDELOLWLHV�'HYHORSPHQW�'LUHFWRUDWH�
��([FHOOHQFH�

6��$��67($51(<� 7,027+<�-��/($+<�
5HDU�$GPLUDO��86�1DY\� 0DMRU�*HQHUDO��86�$LU�)RUFH�
&RPPDQGHU� &RPPDQGHU�
1DY\�:DUIDUH�'HYHORSPHQW� &XUWLV�(��/H0D\�&HQWHU�IRU�'RFWULQH�
��&RPPDQG� ��'HYHORSPHQW�DQG�(GXFDWLRQ�

'$9,'�*��7+5223�
5HDU�$GPLUDO��86�&RDVW�*XDUG�
&RPPDQGHU�
)RUFH�5HDGLQHVV�&RPPDQG�

7KLV�SXEOLFDWLRQ�LV�DYDLODEOH�WKURXJK�WKH�IROORZLQJ�ZHEVLWHV���
$/6$��KWWS���ZZZ�DOVD�PLO�����

86�$UP\��KWWSV���DUP\SXEV�XV�DUP\�PLO�GRFWULQH�LQGH[�KWPO����
86�0DULQH�&RUSV��KWWSV���ZZZ�GRFWULQH�XVPF�PLO����

86�1DY\�DW�1DY\�'RFWULQH�/LEUDU\�6\VWHP��KWWSV���QGOV�QZGF�QDY\�PLO����
86�$LU�)RUFH�DW�$LU�)RUFH�(�3XEOLVKLQJ�6\VWHP��KWWS���ZZZ�H�

SXEOLVKLQJ�DI�PLO�����
86�&RDVW�*XDUG�

�KWWSV���FJ�SRUWDO�XVFJ�PLO�FRPPXQLWLHV�KS�+3&HQWHU�773�'HIDXOW�DVS[DQG���
-RLQW�(OHFWURQLF�/LEUDU\�3OXV��KWWSV���MGHLV�MV�PLO�MGHLV�LQGH[�MVS"SLQGH[ ����
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���3XUSRVH�
7KLV�SXEOLFDWLRQ�SURYLGHV�IXQGDPHQWDO�WDFWLFV��WHFKQLTXHV��DQG�SURFHGXUHV��773��
IRU�SODQQLQJ��LQWHJUDWLQJ��DQG�HPSOR\LQJ�ELRPHWULFV�FDSDELOLWLHV�DW�WKH�WDFWLFDO�
OHYHO�LQ�VXSSRUW�RI�RSHUDWLRQV��,W�SURYLGHV�773�IRU�FROOHFWLQJ�IDFLDO�LPDJHV��
ILQJHUSULQWV��LULV�VFDQV��GHR[\ULERQXFOHLF�DFLG��'1$���SDOP�SULQWV��ELRJUDSKLF��DQG�
FRQWH[WXDO�GDWD��$GKHUHQFH�WR�SURFHGXUHV�LQ�WKLV�SXEOLFDWLRQ�ZLOO�LPSURYH�WKH�
HIILFLHQF\�DQG�HIIHFWLYHQHVV�RI�ELRPHWULF�VFUHHQLQJ�DQG�FROOHFWLRQ�GHQ\LQJ�HQHP\�
DQRQ\PLW\�DQG�UHGXFLQJ�WKH�ULVN�WR�IULHQGO\�IRUFHV��
���6FRSH�
7KLV�SXEOLFDWLRQ�SURYLGHV�D�VWDQGDUGL]HG�PXOWL�6HUYLFH�IUDPHZRUN�IRU�SODQQLQJ��
LQWHJUDWLQJ��DQG�HPSOR\LQJ�ELRPHWULFV�FDSDELOLWLHV��,W�SURYLGHV�OHDGHUV��VWDIIV��DQG�
RSHUDWRUV�D�IXQGDPHQWDO�XQGHUVWDQGLQJ�RI�WKH�LPSDFW�DFFXUDWH�DQG�YDOLG�GDWD�KDV�
RQ�WKH�RYHUDOO�ELRPHWULFV�SURFHVV��$OVR��LW�SURYLGHV�FRQVLGHUDWLRQV�IRU�HQUROOPHQW�
VLWH�VHOHFWLRQ�DQG�SURFHGXUHV�GHVLJQHG�WR�PD[LPL]H�GDWD�TXDOLW\��7KLV�
SXEOLFDWLRQ��

D���6XSSOHPHQWV�HVWDEOLVKHG�GRFWULQH�DQG�773��
E���'HVFULEHV�WKH�LPSDFW�RI�SURSHUO\�FROOHFWLQJ�ELRPHWULFV�RQ�RSHUDWLRQV��
F���3URYLGHV�D�GHWDLOHG�H[SODQDWLRQ�RI�SURFHGXUHV��
G���3URYLGHV�LQIRUPDWLRQ�WR�HIIHFWLYHO\�RUJDQL]H��SODQ��DQG�H[HFXWH�ELRPHWULFV�
FDSDELOLWLHV�LQ�D�PXOWL�6HUYLFH�HQYLURQPHQW��

���$SSOLFDELOLW\�
7KLV�PXOWL�6HUYLFH�WDFWLFV��WHFKQLTXHV��DQG�SURFHGXUHV�SXEOLFDWLRQ�DSSOLHV�WR�DOO�
FRPPDQGHUV��VWDIIV��DQG�RSHUDWRUV�XVLQJ�ELRPHWULF�FDSDELOLWLHV�LQ�D�SHUPLVVLYH�
HQYLURQPHQW��7KLV�SXEOLFDWLRQ�LV�XQFODVVLILHG�ZLWK�SXEOLF�UHOHDVH�DQG�XQOLPLWHG�
GLVWULEXWLRQ��LQ�DFFRUGDQFH�ZLWK�'HSDUWPHQW�RI�'HIHQVH�GLUHFWLYH����������
'LVWULEXWLRQ�6WDWHPHQWV�RQ�7HFKQLFDO�'RFXPHQWV��
���,PSOHPHQWDWLRQ�3ODQ�
3DUWLFLSDWLQJ�6HUYLFH�FRPPDQG�RIILFHV�RI�SULPDU\�UHVSRQVLELOLW\�ZLOO�UHYLHZ�WKLV�
SXEOLFDWLRQ��YDOLGDWH�WKH�LQIRUPDWLRQ��DQG��ZKHUH�DSSURSULDWH��UHIHUHQFH�DQG�
LQFRUSRUDWH�LW�LQ�6HUYLFH�PDQXDOV��UHJXODWLRQV��DQG�FXUULFXOD�DV�IROORZV��
� $UP\��8SRQ�DSSURYDO�DQG�DXWKHQWLFDWLRQ��WKH�773�FRQWDLQHG�KHUHLQ�ZLOO�EH�
LQFRUSRUDWHG�LQWR�WKH�8QLWHG�6WDWHV��86��$UP\�'RFWULQH�DQG�7UDLQLQJ�/LWHUDWXUH�
3URJUDP�DV�GLUHFWHG�E\�WKH�&RPPDQGHU��86�$UP\�7UDLQLQJ�DQG�'RFWULQH�
&RPPDQG��75$'2&���'LVWULEXWLRQ�LV�LQ�DFFRUGDQFH�ZLWK�DSSOLFDEOH�GLUHFWLYHV�
OLVWHG�RQ�WKH�DXWKHQWLFDWLRQ�SDJH��
� 0DULQH�&RUSV���7KH�0DULQH�&RUSV�ZLOO�LQFRUSRUDWH�WKH�SURFHGXUHV�LQ�WKLV�
SXEOLFDWLRQ�LQ�86�0DULQH�&RUSV�GRFWULQH�SXEOLFDWLRQV�DV�GLUHFWHG�E\�WKH�'HSXW\�
&RPPDQGDQW��&RPEDW�'HYHORSPHQW�DQG�,QWHJUDWLRQ��'&��&'	,���'LVWULEXWLRQ�LV�
LQ�DFFRUGDQFH�ZLWK�WKH�0DULQH�&RUSV�3XEOLFDWLRQ�'LVWULEXWLRQ�6\VWHP��

�����������������������������������������������������������������
��� 0DULQH�&RUSV�3&1����������������
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� 1DY\��7KH�1DY\�ZLOO�LQFRUSRUDWH�WKHVH�SURFHGXUHV�LQ�86�1DY\�WUDLQLQJ�DQG�
GRFWULQH�SXEOLFDWLRQV�DV�GLUHFWHG�E\�WKH�&RPPDQGHU��1DY\�:DUIDUH�'HYHORSPHQW�
&RPPDQG��1:'&��>1�@��'LVWULEXWLRQ�LV�LQ�DFFRUGDQFH�ZLWK�
MILSTRIP/MILSTRAP Desk Guide��1DYDO�6XSSO\�6\VWHPV�&RPPDQG�
3XEOLFDWLRQ������
� $LU�)RUFH��7KH�$LU�)RUFH�ZLOO�LQFRUSRUDWH�WKH�SURFHGXUHV�LQ�WKLV�SXEOLFDWLRQ�LQ�
DFFRUGDQFH�ZLWK�DSSOLFDEOH�JRYHUQLQJ�GLUHFWLYHV��'LVWULEXWLRQ�LV�LQ�DFFRUGDQFH�
ZLWK�$LU�)RUFH�,QVWUXFWLRQ���������Publications and Forms Management��
� &RDVW�*XDUG��7KH�86�&RDVW�*XDUG��86&*��ZLOO�LQFRUSRUDWH�WKH�SURFHGXUHV�
LQ�WKLV�SXEOLFDWLRQ�DV�GLUHFWHG�E\�WKH�&RPPDQGHU��)RUFH�5HDGLQHVV�&RPPDQG��
'LVWULEXWLRQ�LV�LQ�DFFRUGDQFH�ZLWK�WKH�&RDVW�*XDUG�'LUHFWLYHV�6\VWHP��7KH�&RDVW�
*XDUG�ZLOO�XWLOL]H�WKH�SURFHGXUHV�LQ�WKLV�SXEOLFDWLRQ�ZKHQ�RSHUDWLQJ�XQGHU�WKH�
WDFWLFDO�FRQWURO�RI�'HSDUWPHQW�RI�'HIHQVH��$W�DOO�RWKHU�WLPHV��WKH�&RDVW�*XDUG�ZLOO�
FRQGXFW�ELRPHWULFV�LQ�DFFRUGDQFH�ZLWK�86�&RDVW�*XDUG�VWDQGDUG�RSHUDWLQJ�
SURFHGXUHV��EXW�ZLOO�XVH�WR�WKLV�SXEOLFDWLRQ�IRU�D�UHIHUHQFH�RQ�EHVW�SUDFWLFHV��
�� 8VHU�,QIRUPDWLRQ

D� 86�$UP\�&RPELQHG�$UPV�&HQWHU��+40&��'&��&'	,��1:'&��&XUWLV�(�
/H0D\�&HQWHU�IRU�'RFWULQH�'HYHORSPHQW�DQG�(GXFDWLRQ��/H0D\�&HQWHU���
86&*�)RUFH�5HDGLQHVV�&RPPDQG��DQG�$LU�/DQG�6HD�$SSOLFDWLRQ��$/6$��
&HQWHU�GHYHORSHG�WKLV�SXEOLFDWLRQ�ZLWK�WKH�MRLQW�SDUWLFLSDWLRQ�RI�WKH�DSSURYLQJ�
6HUYLFH�FRPPDQGV��$/6$�ZLOO�UHYLHZ�DQG�XSGDWH�WKLV�SXEOLFDWLRQ�DV�
QHFHVVDU\��
E� 7KLV�SXEOLFDWLRQ�UHIOHFWV�FXUUHQW�MRLQW�DQG�6HUYLFH�GRFWULQH��FRPPDQG�DQG
FRQWURO�RUJDQL]DWLRQV��IDFLOLWLHV��SHUVRQQHO��UHVSRQVLELOLWLHV��DQG�SURFHGXUHV��
&KDQJHV�LQ�6HUYLFH�SURWRFRO��DSSURSULDWHO\�UHIOHFWHG�LQ�MRLQW�DQG�6HUYLFH�
SXEOLFDWLRQV��ZLOO�EH�LQFRUSRUDWHG�LQ�UHYLVLRQV�WR�WKLV�GRFXPHQW��
F� :H�HQFRXUDJH�UHFRPPHQGHG�FKDQJHV�IRU�LPSURYLQJ�WKLV�SXEOLFDWLRQ��.H\
\RXU�FRPPHQWV�WR�WKH�VSHFLILF�SDJH�DQG�SDUDJUDSK�DQG�SURYLGH�D�UDWLRQDOH�IRU�
HDFK�UHFRPPHQGDWLRQ��6HQG�FRPPHQWV�DQG�UHFRPPHQGDWLRQV�GLUHFWO\�WR��
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$UP\�
&RPPDQGHU��86�$UP\�&RPELQHG�$UPV�&HQWHU�
$771��$7=/�0&'�
)RUW�/HDYHQZRUWK�.6������������
'61����������&200����������������
(�PDLO��XVDUP\�OHDYHQZRUWK�PFFRH�PE[�FDGG�RUJ�PDLOER[#PDLO�PLO�

0DULQH�&RUSV�
'HSXW\�&RPPDQGDQW�IRU�&RPEDW�'HYHORSPHQW�DQG�,QWHJUDWLRQ�
$771��&����
�����5XVVHOO�5RDG��6XLWH�����
4XDQWLFR�9$������������
'61���������������&200���������������������
(�PDLO��GRFWULQH#XVPF�PLO�

1DY\�
&RPPDQGHU��1DY\�:DUIDUH�'HYHORSPHQW�&RPPDQG�
$771��1���
�����3LHUVH\�6W��%XLOGLQJ�2����
1RUIRON�9$������������
'61����������&200����������������
(�PDLO��DOVDSXEV#QZGF�QDY\�PLO�

$LU�)RUFH�
&RPPDQGHU��&XUWLV�(��/H0D\�&HQWHU�IRU�'RFWULQH�'HYHORSPHQW�DQG�(GXFDWLRQ�
$771��''-�
����&KHQQDXOW�&LUFOH�
0D[ZHOO�$)%�$/������������
'61���������������&200���������������������
(�PDLO��/H0D\&WU�''-�ZUNIOZ#XV�DI�PLO�

&RDVW�*XDUG�
&RPPDQGHU��)RUFH�5HDGLQHVV�86�&RDVW�*XDUG�
����(DVW�0DLQ�6WUHHW�6XLWH������
1RUIRON��9$�������
&RPP�����������������
(�PDLO��+46�6*�0�)25&(&20�773�$OO#XVFJ�PLO�

$/6$�
'LUHFWRU��$/6$�&HQWHU�
����$QGUHZV�6WUHHW�
-RLQW�%DVH�/DQJOH\�(XVWLV�9$������������
'61����������&200����������������
(�PDLO��DOVDGLUHFWRU#XV�DI�PLO�
�

�
� �
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$73���������0&53�������-�1773���������$)773��������&*773���������Multi-
Service Tactics, Techniques, and Procedures for Tactical Employment of 
Biometrics in Support of Operations��
7KLV�UHYLVLRQ��
8SGDWHV��

x /DQJXDJH�XVHG�LQ�FKDSWHU�,�DQG�HVWDEOLVKHV�GHILQLWLRQV�RI�FRPPRQ
ELRPHWULFV�WHUPV�

x ,QIRUPDWLRQ�E\�FRQVROLGDWLQJ�FKDSWHUV�,,�DQG�,,,�DQG�DSSHQGLFHV�&�DQG�'
LQWR�FKDSWHU�,,�

x 7KH�ELRPHWULFV�FROOHFWLRQ�FKHFNOLVW�ZLWK�D�QHZ�YHUVLRQ�
x &KDSWHU�,9��%LRPHWULFV�&ROOHFWLRQ��LW�LV�QRZ�FKDSWHU�,,,�
x $SSHQGL[�%��'HSDUWPHQW�RI�'HIHQVH�$SSURYHG�&ROOHFWLRQ�'HYLFHV��LW�LV�QRZ

DSSHQGL[�$�
x $SSHQGL[�(��%LRPHWULFV�&ROOHFWLRQ�&KHFNOLVW��LW�LV�QRZ�DSSHQGL[�&�

$GGV��
x &KDSWHU�,,��%LRPHWULFV�LQ�2SHUDWLRQV�
x $SSHQGL[�%��%LRPHWULFV�3ODQQLQJ�&KHFNOLVW�

'HOHWHV��
x $OO�PDWHULDO�DGGUHVVLQJ�WKH�+,,'(�DV�DQ�DSSURYHG�'HSDUWPHQW�RI�'HIHQVH

ELRPHWULF�V\VWHP�
x &KDSWHU�,,��7DFWLFDO�5ROHV�DQG�5HVSRQVLELOLWLHV�



YL� $73���������0&53�������-�1773���������$)773��������&*773�������� ��0$<�������

7KLV�SDJH�LQWHQWLRQDOO\�OHIW�EODQN��



',675,%87,21�67$7(0(17�$��$SSURYHG�IRU�SXEOLF�UHOHDVH��GLVWULEXWLRQ�LV�XQOLPLWHG��
6XSHUVHGHV�$73���������0&53�������-�1773���������$)773��������&*773���������GDWHG���$SULO�������
��0$<����� $73���������0&53�������-�1773���������$)773��������&*773�������� YLL�

$73���������

0&53�������-�

1773���������

$)773��������

&*773��������

$73���������
0&53�������-�
1773���������
$)773��������
&*773��������

86�$UP\�7UDLQLQJ�DQG�'RFWULQH�&RPPDQG�
-RLQW�%DVH�/DQJOH\�(XVWLV��9LUJLQLD�
86�$UP\�&RPELQHG�$UPV�&HQWHU�

� )RUW�/HDYHQZRUWK��.DQVDV�
+HDGTXDUWHUV��860&��'HSXW\�&RPPDQGDQW��&'	,�

4XDQWLFR��9LUJLQLD�
�1DY\�:DUIDUH�'HYHORSPHQW�&RPPDQG� �

1RUIRON��9LUJLQLD�
&XUWLV�(��/H0D\�&HQWHU�IRU�'RFWULQH�

'HYHORSPHQW�DQG�(GXFDWLRQ�
0D[ZHOO�$LU�)RUFH�%DVH��$ODEDPD�

�)RUFH�5HDGLQHVV�86�&RDVW�*XDUG�
1RUIRON��9LUJLQLD�
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�� 'HILQLWLRQV��������������������������������������������������������������������������������������������������
�� 7KH�%LRPHWULF�3URFHVV�������������������������������������������������������������������������������
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&+$37(5�,,�%,20(75,&6�,1�23(5$7,216�������������������������������������������������������
�� ,QWURGXFWLRQ������������������������������������������������������������������������������������������������
�� &RPPDQGHU�DQG�6WDII�7DVNV���������������������������������������������������������������������
�� '2'�%(:/����������������������������������������������������������������������������������������������
�� 1HWZRUNV��&RQQHFWLYLW\��DQG�'DWD�7UDQVPLVVLRQ���������������������������������������
�� 3ODQQLQJ�DQG�,QWHJUDWLQJ�%LRPHWULFV�&DSDELOLWLHV�LQ�2SHUDWLRQV�����������������
�� ,QFRUSRUDWLQJ�%LRPHWULFV�LQWR�7UDLQLQJ�������������������������������������������������������

&+$37(5�,,,�%,20(75,&6�&2//(&7,21����������������������������������������������������������
�� 0RGDOLWLHV�������������������������������������������������������������������������������������������������
�� %LRJUDSKLF�DQG�&RQWH[WXDO�'DWD���������������������������������������������������������������
�� $OWHUQDWLYH�%LRPHWULFV�&ROOHFWLRQ�0HWKRGV������������������������������������������������

$33(1',;�$�'(3$570(17�2)�'()(16(�$33529('�%,20(75,&�
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$33(1',;�&�%,20(75,&6�&2//(&7,21�&+(&./,67������������������������������������
5()(5(1&(6�����������������������������������������������������������������������������������������������������
*/266$5<����������������������������������������������������������������������������������������������������������

/LVW�RI�)LJXUHV�
)LJXUH��� 7KH�%LRPHWULF�3URFHVV��������������������������������������������������������������������������
)LJXUH��� %LRPHWULF�'DWD�)ORZ�����������������������������������������������������������������������������
)LJXUH��� 3URSHU�$OLJQPHQW�DQG�2ULHQWDWLRQ�RI�)DFLDO�,PDJHV�����������������������������
)LJXUH��� 3URSHU�)LQJHU�&RQWURO�IRU�D�7ZR�)LQJHU�6ODS����������������������������������������
)LJXUH��� 5ROOHG�3ULQW��)RXU�)LQJHU�6ODS�3ULQW��DQG�6LQJOH�)ODW����������������������������
)LJXUH��� ,QN�3DOP�&DSWXUH�$UHDV�����������������������������������������������������������������������
)LJXUH��� +DQG�ZLWK�%DVLF�,QN�5HJLRQV���������������������������������������������������������������
)LJXUH��� ,QN�3DOP�&DSWXUH���������������������������������������������������������������������������������
)LJXUH��� ,QN�6XSSOHPHQWDO�)LQJHU�DQG�3DOP�&DSWXUH�����������������������������������������
)LJXUH���� 3URSHU�,ULV�,PDJH���������������������������������������������������������������������������������
)LJXUH���� ,ULV�&DSWXUH�ZLWK�6((.�,,���������������������������������������������������������������������
)LJXUH���� &KHHN�6ZDE����������������������������������������������������������������������������������������
)LJXUH���� ,QN�3ULQW�&DSWXUH�&DUG�������������������������������������������������������������������������
)LJXUH���� 7DFWLFDO�7HQ�3ULQW�6ODS�&DUG����������������������������������������������������������������
)LJXUH���� 6((.�,,������������������������������������������������������������������������������������������������
)LJXUH���� %$7�$��������������������������������������������������������������������������������������������������
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(;(&87,9(�6800$5<�

%,20(75,&6�
0XOWL�6HUYLFH�7DFWLFV��7HFKQLTXHV��DQG�3URFHGXUHV��0773��IRU�7DFWLFDO�
(PSOR\PHQW�RI�%LRPHWULFV�LQ�6XSSRUW�RI�2SHUDWLRQV�HVWDEOLVKHV�WDFWLFV��
WHFKQLTXHV��DQG�SURFHGXUHV�IRU�SODQQLQJ��LQWHJUDWLQJ��DQG�HPSOR\LQJ�ELRPHWULF�
FDSDELOLWLHV�DQG�LPSURYLQJ�WKH�HIILFLHQF\�DQG�HIIHFWLYHQHVV�RI�ELRPHWULF�VFUHHQLQJ�
DQG�FROOHFWLRQ��

&KDSWHU�,�2YHUYLHZ�RI�%LRPHWULFV�
&KDSWHU�,�GHVFULEHV�WKH�ELRPHWULFV�SURFHVV��GHILQHV�NH\�ELRPHWULF�WHUPV��DQG�
IDPLOLDUL]HV�XVHUV�ZLWK�ELRPHWULFV�GDWDEDVHV��

&KDSWHU�,,�%LRPHWULFV�LQ�2SHUDWLRQV�
&KDSWHU�,,�SURYLGHV�WUDLQLQJ��SODQQLQJ��E\�IXQFWLRQ���DQG�HPSOR\PHQW�
FRQVLGHUDWLRQV�DW�WKH�WDFWLFDO�OHYHO��,W�DOVR�GHVFULEHV�WKH�'HSDUWPHQW�RI�'HIHQVH�
�'2'��%LRPHWULF�(QDEOHG�:DWFKOLVW��

&KDSWHU�,,,�%LRPHWULFV�&ROOHFWLRQ�
&KDSWHU�,,,�GHVFULEHV�WKH�SURFHGXUHV�WR�FROOHFW�ELRPHWULFV�VSHFLILF�PRGDOLWLHV�
HOHFWURQLFDOO\�DQG�XVLQJ�DOWHUQDWH�PHWKRGV���

$SSHQGL[�$�'HSDUWPHQW�RI�'HIHQVH�$SSURYHG�&ROOHFWLRQ�'HYLFHV�
$SSHQGL[�$�GHVFULEHV�WKH�FXUUHQW�ELRPHWULF�GHYLFHV�XVHG�E\�'2'��

$SSHQGL[�%�%LRPHWULFV�3ODQQLQJ�&KHFNOLVW�
$SSHQGL[�%�SURYLGHV�D�FKHFNOLVW�IRU�WDFWLFDO�OHYHO�SODQQHUV�WR�LQFRUSRUDWH�
ELRPHWULF�FDSDELOLWLHV�LQWR�RSHUDWLRQV��

$SSHQGL[�&�%LRPHWULFV�&ROOHFWLRQ�&KHFNOLVW�
$SSHQGL[�&�SURYLGHV�D�FKHFNOLVW�IRU�ELRPHWULF�GHYLFH�RSHUDWRUV���
�
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352*5$0�3$57,&,3$176�

7KH�IROORZLQJ�FRPPDQGV�DQG�DJHQFLHV�SDUWLFLSDWHG�LQ�FUHDWLQJ�WKLV�SXEOLFDWLRQ��

-RLQW�
-RLQW�([SORLWDWLRQ�7UDLQLQJ�&HQWHU��)RUW�%UDJJ��1RUWK�&DUROLQD�

$UP\�
86�$UP\�&RPELQHG�$UPV�&HQWHU��)RUW�/HDYHQZRUWK��.DQVDV�
86�$UP\�&HQWUDO�&RPPDQG��0DF'LOO�$LU�)RUFH�%DVH��)ORULGD�
86�$UP\�7UDLQLQJ�DQG�'RFWULQH�&RPPDQG��75$'2&���-RLQW�%DVH�/DQJOH\�

(XVWLV��9LUJLQLD�
,QWHOOLJHQFH�&HQWHU�RI�([FHOOHQFH��1HZ�6\VWHPV�7UDLQLQJ�DQG�,QWHJUDWLRQ�

'LYLVLRQ��)RUW�+XDFKXFD��$UL]RQD�

0DULQH�&RUSV�
'HSXW\�&RPPDQGDQW��&RPEDW�'HYHORSPHQW�DQG�,QWHJUDWLRQ��&DSDELOLWLHV�

'HYHORSPHQW�'LUHFWRUDWH��4XDQWLFR��9LUJLQLD�
&RPPDQG�DQG�&RQWURO�&HQWHU�IRU�([FHOOHQFH��4XDQWLFR��9LUJLQLD�
0DULQH�&RUSV�7DFWLFV�DQG�2SHUDWLRQV�*URXS��7ZHQW\QLQH�3DOPV��&DOLIRUQLD�

1DY\�
1DY\�:DUIDUH�'HYHORSPHQW�&RPPDQG��1RUIRON��9LUJLQLD�
&KLHI�RI�1DYDO�2SHUDWLRQV��231$9��&���:DVKLQJWRQ��'&�

$LU�)RUFH�
&XUWLV�(��/H0D\�&HQWHU�IRU�'RFWULQH�'HYHORSPHQW�DQG�(GXFDWLRQ��0D[ZHOO�$LU�

)RUFH�%DVH��$ODEDPD�
86�$LU�)RUFH�&HQWUDO�&RPPDQG��6KDZ�$LU�)RUFH�%DVH��6RXWK�&DUROLQD�

&RDVW�*XDUG�
)RUFH�5HDGLQHVV�&RPPDQG��86�&RDVW�*XDUG��1RUIRON��9LUJLQLD�
+HDGTXDUWHUV��0DULWLPH�/DZ�(QIRUFHPHQW��:DVKLQJWRQ��'&�

2WKHU�
'HIHQVH�)RUHQVLFV�DQG�%LRPHWULFV�$JHQF\��:DVKLQJWRQ��'&��
*OREDO�2SHUDWLRQV�6HFWLRQ��&-,6�'LYLVLRQ��)HGHUDO�%XUHDX�RI�,QYHVWLJDWLRQV��:HVW�

9LUJLQLD
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&KDSWHU�,��
29(59,(:�2)�%,20(75,&6�

����*HQHUDO�
%LRPHWULFV�DUH�WKH�PHDVXUDEOH�SK\VLFDO�DQG�EHKDYLRUDO�FKDUDFWHULVWLFV�WKDW�FDQ�
HVWDEOLVK�DQG�YHULI\�DQ�LQGLYLGXDO¶V�LGHQWLW\��7KHVH�FKDUDFWHULVWLFV�DOORZ�
FRPPDQGHUV�WR�GHWHUPLQH�LQGLYLGXDOV�ZKR�PD\�SRVH�D�WKUHDW�DQG�VHJUHJDWH�
WKHP�IURP�WKRVH�ZKR�GR�QRW�SRVH�D�WKUHDW��,QWHJUDWLQJ�ELRPHWULFV�FDSDELOLWLHV�
HQDEOHV�FRPPDQGHUV�WR�IRFXV�RQ�MRLQW�DQG�FRPELQHG�RSHUDWLRQV�E\�KHOSLQJ�WR�
LGHQWLI\�DGYHUVDULHV��DOOLHV��DQG�QHXWUDO�SHUVRQV�ZKLOH�GHJUDGLQJ�WKUHDW�QHWZRUNV��
2SHUDWRUV�FXUUHQWO\�FROOHFW�IDFLDO�LPDJHV��ILQJHUSULQWV��LULV�LPDJHV��
GHR[\ULERQXFOHLF�DFLG��'1$��VDPSOHV��SDOP�SULQWV��YRLFH�VDPSOHV�DQG�DVVRFLDWHG�
FRQWH[WXDO�GDWD��L�H���HOHPHQWV�RI�ELRJUDSKLF�GDWD�DQG�VLWXDWLRQDO�LQIRUPDWLRQ��
IURP�LQGLYLGXDOV�HQFRXQWHUHG�GXULQJ�RSHUDWLRQV��
����'HILQLWLRQV�
,W�LV�LPSHUDWLYH�WKDW�FRPPRQO\�DFFHSWHG�ELRPHWULF�WHUPV�DQG�GHILQLWLRQV�DUH�XVHG�
WR�HQVXUH�FODULW\�DQG�FRPPRQ�XQGHUVWDQGLQJ�DPRQJ�WKH�6HUYLFHV��7KH�IROORZLQJ�
DUH�EDVLF�ELRPHWULFV�WHUPV�DQG�GHILQLWLRQV�WDNHQ�IURP�WKH�'HIHQVH�)RUHQVLFV�DQG�
%LRPHWULFV�$JHQF\¶V�&RPPRQ�%LRPHWULFV�9RFDEXODU\�YHUVLRQ���GDWHG����$SULO�
�����DQG�$UP\�7DFWLFDO�3XEOLFDWLRQ���������GDWHG���1RYHPEHU��������6HH�WKH�
JORVVDU\�IRU�PRUH�WHUPV�DQG�GHILQLWLRQV���

D���$XWKRULWDWLYH�6RXUFH��7KH�SULPDU\�'HSDUWPHQW�RI�'HIHQVH��'2'��DSSURYHG�
UHSRVLWRU\�RI�ELRPHWULF�LQIRUPDWLRQ�RQ�D�ELRPHWULF�VXEMHFW��7KH�DXWKRULWDWLYH�
VRXUFH�SURYLGHV�D�VWUDWHJLF�FDSDELOLW\�IRU�DFFHVV�WR�VWDQGDUGL]HG��
FRPSUHKHQVLYH��DQG�FXUUHQW�ELRPHWULF�ILOHV�ZLWKLQ�WKH�'2'�DQG�IRU�VKDULQJ�
ELRPHWULF�ILOHV�ZLWK�MRLQW��LQWHUDJHQF\��DQG�GHVLJQDWHG�PXOWLQDWLRQDO�SDUWQHUV��
7KH�'2'�PD\�GHVLJQDWH�DXWKRULWDWLYH�VRXUFHV�IRU�YDULRXV�SRSXODWLRQV�
FRQVLVWHQW�ZLWK�DSSOLFDEOH�ODZ��SROLF\��DQG�GLUHFWLYHV���
E���%LRJUDSKLF�'DWD��'DWD�WKDW�GHVFULEHV�SK\VLFDO�DQG�QRQ�SK\VLFDO�DWWULEXWHV�
RI�D�ELRPHWULF�VXEMHFW�IURP�ZKRP�ELRPHWULF�VDPSOH�GDWD�KDV�EHHQ�FROOHFWHG��
7KHVH�LQFOXGH�IXOO�QDPH��DJH��KHLJKW��ZHLJKW��DGGUHVV��WHOHSKRQH�QXPEHU��
HPDLO�DGGUHVV��ELUWKSODFH��QDWLRQDOLW\��HGXFDWLRQ�OHYHO��DQG�JURXS�DIILOLDWLRQV��
$OVR��GDWD�FRYHUV�HPSOR\HU��VHFXULW\�FOHDUDQFHV��DQG�ILQDQFLDO�DQG�FUHGLW�
KLVWRU\��
F���%LRPHWULF�'DWD��&RPSXWHU�GDWD�DERXW�DQ�LQGLYLGXDO�FUHDWHG�E\�ELRPHWULF�
V\VWHPV�GXULQJ�DQ�HQUROOPHQW��YHULILFDWLRQ��RU�LGHQWLILFDWLRQ�SURFHVV��
G���%LRPHWULF�)LOH��7KH�VWDQGDUGL]HG�LQGLYLGXDO�GDWD�VHW�UHVXOWLQJ�IURP�RQH�RU�
PRUH�ELRPHWULF�HQUROOPHQWV��7KH�ELRPHWULF�ILOH�LV�FRPSRVHG�RI�WKH�ELRORJLFDO��
ELRJUDSKLFDO��DQG�EHKDYLRUDO�FKDUDFWHULVWLFV�DQG�FRQWH[WXDO�GDWD��
H���%LRPHWULF�,GHQWLILFDWLRQ��7KH�DXWRPDWHG�SURFHVV�RI�FRPSDULQJ�D�VXEPLWWHG�
ELRPHWULF�VDPSOH�DJDLQVW�DOO�ELRPHWULF�ILOHV��RQH�WR�PDQ\��WR�GHWHUPLQH�
ZKHWKHU�LW�PDWFKHV�DQ\�RI�WKH�WHPSODWHV�DQG��LI�VR��UHWXUQ�WKH�LGHQWLW\�RI�WKH�
LQGLYLGXDO�ZKRVH�ILOH�ZDV�PDWFKHG��
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I� &ROOHFW��7KH�FDSDELOLW\�DQG�RU�SURFHVV�WR�FDSWXUH�ELRPHWULF�VDPSOH�V��DQG
UHODWHG�FRQWH[WXDO�GDWD�IURP�D�VFHQH�DQG�RU�D�ELRPHWULF�VXEMHFW��ZLWK�RU�
ZLWKRXW�KLV�RU�KHU�NQRZOHGJH��
J� &RQWH[WXDO�'DWD��(OHPHQWV�RI�ELRJUDSKLF�GDWD�DQG�VLWXDWLRQDO�LQIRUPDWLRQ
�ZKR��ZKDW��ZKHQ��ZKHUH��KRZ��ZK\��HWF���DVVRFLDWHG�ZLWK�D�FROOHFWLRQ�HYHQW�
DQG�SHUPDQHQWO\�UHFRUGHG�DV�DQ�LQWHJUDO�FRPSRQHQW�RI�WKH�ELRPHWULF�ILOH��
K� (QUROOPHQW��7KH�SURFHVV�RI�FROOHFWLQJ�FRQWH[WXDO�GDWD�DQG�D�ELRPHWULF
VDPSOH�IURP�D�ELRPHWULF�VXEMHFW��FRQYHUWLQJ�WKH�VDPSOH�LQWR�D�ELRPHWULF�
UHIHUHQFH��DQG�VWRULQJ�WKH�GDWD�LQ�WKH�ELRPHWULF�V\VWHP¶V�GDWDEDVH�IRU�ODWHU�
FRPSDULVRQ���

1RWH��$�VWDQGDUG�HQUROOPHQW�FRQVLVWV�RI�D�WHQ�SULQW�VODS��WZR�LULV�LPDJHV��DQG�
IDFLDO�LPDJH�FDSWXUH��6RPH�HQUROOPHQWV��GHSHQGLQJ�XSRQ�WKH�PLVVLRQ��PD\�EH�
KDVW\�LQ�QDWXUH��,Q�WKHVH�FDVHV��HQUROOPHQWV�PXVW�LQFOXGH�DW�OHDVW�WZR�ILQJHUSULQWV�
�LQGH[HV���WZR�LULV�LPDJHV��DQG�UHTXLUHG�WH[W�ILHOGV��6HH�FKDSWHU�,,,�IRU�WKH�
UHTXLUHG�WH[W�ILHOGV���

L� 0RGDOLW\��$�W\SH�RU�FODVV�RI�ELRPHWULF�VDPSOH�RULJLQDWLQJ�IURP�D�ELRPHWULF
VXEMHFW��)RU�H[DPSOH��IDFH�UHFRJQLWLRQ��ILQJHUSULQW�UHFRJQLWLRQ��LULV�UHFRJQLWLRQ��
HWF��
M� 9HULILFDWLRQ��7KH�RQH�WR�RQH�SURFHVV�RI�PDWFKLQJ�D�ELRPHWULF�VXEMHFW¶V
ELRPHWULF�VDPSOH�DJDLQVW�KLV�KHU�VWRUHG�ELRPHWULF�ILOH��

�� 7KH�%LRPHWULF�3URFHVV
7KH�'2'�ELRPHWULF�SURFHVV�UHOLHV�RQ�ILYH�ELRPHWULF�DFWLRQV��L�H���FROOHFW��
QRUPDOL]H��PDWFK��VWRUH��DQG�VKDUH��DQG�WKUHH�DQDO\WLFDO�RSHUDWLRQDO�DFWLRQV��L�H���
DQDO\]H��SURYLGH��DQG�GHFLGH�DFW��WKDW��WRJHWKHU��SURYLGH�VSHFLILF�RXWSXWV�WR�
VXSSRUW�RSHUDWLRQV��7ZR�RI�WKHVH�DFWLRQV��FROOHFW�DQG�GHFLGH�DFW��UHTXLUH�RSHUDWRU�
LQSXWV�WR�DFFRPSOLVK�WKHP��ZKLOH�WKH�RWKHU�SURFHVVHV�DUH�DXWRPDWHG��%\�
FRPELQLQJ�WKHVH�DFWLRQV��WKH�UHVXOW�LV�D�PXFK�KLJKHU�GHJUHH�RI�FHUWDLQW\�ZKHQ�
LGHQWLI\LQJ�DQ�LQGLYLGXDO�RU�YHULI\LQJ�D�SHUVRQ¶V�LGHQWLW\��)LJXUH���GHSLFWV�WKH�'2'�
ELRPHWULF�SURFHVV��
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�
)LJXUH���� 7KH�%LRPHWULF�3URFHVV�

D���&ROOHFW��&ROOHFW�LV�WKH�FDSDELOLW\�RU�SURFHVV�WR�FDSWXUH�ELRPHWULF�VDPSOHV�
DQG�UHODWHG�FRQWH[WXDO�GDWD�IURP�D�VFHQH�RU�VXEMHFW��ZLWK�RU�ZLWKRXW�KLV�KHU�
NQRZOHGJH��7KH�FROOHFWLRQ�EHJLQV�ZLWK�DQ�RSHUDWRU�ZKR�FDSWXUHV�ELRPHWULF�
VDPSOHV��L�H���IDFLDO�LPDJH��ILQJHUSULQW��SDOP�SULQW��LULV�LPDJH��YRLFH�SULQW��RU�
'1$�VDPSOH��DQG�UHODWHG�FRQWH[WXDO�GDWD�IURP�DQ�LQGLYLGXDO��ZLWK�D�WDFWLFDO�
FROOHFWLRQ�GHYLFH��&ROOHFWLRQ�FDQ�RFFXU�DW�WKH�SRLQW�RI�DQ�HQFRXQWHU�RU�DV�WKH�
UHVXOW�RI�VKDULQJ�IURP�QRQ�'2'�SDUWQHUV��7KH�REMHFWLYH�LV�WR�FROOHFW�
VWDQGDUGL]HG��KLJK�TXDOLW\�ELRPHWULF�VDPSOHV�ZLWK�WKH�UHTXLUHG�ELRPHWULF�GDWD��
7KH�FROOHFWLRQ�PXVW�EH�VLPSOH�HQRXJK�WKDW�DQ\�RSHUDWRU�FDQ�FRPSOHWH�LW�ZLWK�
PLQLPDO�WUDLQLQJ�DQG�HTXLSPHQW��2QFH�WKH�RSHUDWRU�FROOHFWV�D�ELRPHWULF�
VDPSOH�DQG�FRQWH[WXDO�LQIRUPDWLRQ��DQG�SODFHV�WKHP�LQ�D�ILOH��WKH�ILOH�LV�
WUDQVPLWWHG�WR�WKH�DXWKRULWDWLYH�ELRPHWULF�GDWDEDVH�IRU�PDWFKLQJ��7KH�
DXWKRULWDWLYH�ELRPHWULF�GDWDEDVH�ZKLFK�UHFHLYHV�WKH�ELRPHWULF�ILOH�ZLOO�
DFNQRZOHGJH�UHFHLSW�RI�WKH�WUDQVPLWWHG�LQIRUPDWLRQ�DQG�QRWLI\�WKH�RSHUDWRU��
�6HH�FKDSWHU�,,,�IRU�PRUH�LQIRUPDWLRQ�RQ�ELRPHWULF�PRGDOLW\�FROOHFWLRQ�
WHFKQLTXHV���

�����)DFH�5HFRJQLWLRQ��$�ELRPHWULF�PRGDOLW\�WKDW�XVHV�DQ�LPDJH�RI�WKH�
YLVLEOH�SK\VLFDO�VWUXFWXUH�RI�D�ELRPHWULF�VXEMHFW¶V�IDFH�IRU�UHFRJQLWLRQ�
SXUSRVHV��

�D���)DFLDO�LPDJHV�DUH�FROOHFWHG�XVLQJ�D�FDPHUD�DQG�VSHFLDOL]HG�
VRIWZDUH��
�E���)DFLDO�LPDJHV�DUH�ODUJH�ILOHV�UHTXLULQJ�D�ODUJH�DPRXQW�RI�VWRUDJH�
VSDFH�DQG�KLJK�EDQGZLGWK�WR�WUDQVPLW�WKHP�LQ�D�WLPHO\�PDQQHU���
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�F���)DFLDO�UHFRJQLWLRQ�LV�QRW�UHOLHG�XSRQ�DV�D�PRGDOLW\�IRU�PDWFKLQJ�DW�
WKH�WDFWLFDO�OHYHO��EXW�PD\�SURYH�XVHIXO�ZKHQ�RWKHU�ELRPHWULF�DQG�
FRQWH[WXDO�GDWD�LV�DYDLODEOH���

�����)LQJHUSULQW�5HFRJQLWLRQ��$�ELRPHWULF��DQG�IRUHQVLF��PRGDOLW\�WKDW�XVHV�
WKH�SK\VLFDO�VWUXFWXUH�RI�D�ELRPHWULF�VXEMHFW
V�ILQJHUSULQW�IRU�UHFRJQLWLRQ�
SXUSRVHV��

�D���0RVW�RIWHQ��RSHUDWRUV�XVH�VSHFLDOL]HG��OLYH�VFDQ�KDUGZDUH�DQG�
VRIWZDUH�WR�FROOHFW�ILQJHUSULQW�LPDJHV�GLJLWDOO\��)LQJHUSULQW�LPDJHV�DOVR�
FDQ�EH�FROOHFWHG�PDQXDOO\��L�H���LQN�DQG�D����SULQW�ILQJHUSULQW�FDUG���
�E���&ROOHFWLQJ�WKH�KLJKHVW�TXDOLW\�ILQJHUSULQW�LPDJH�LV�FULWLFDO�DQG�
PLQXWLDH�SRLQWV�DUH�WKH�PRVW�LPSRUWDQW�IHDWXUHV�XVHG�LQ�ILQJHUSULQW�
UHFRJQLWLRQ���
�F���5ROOHG�ILQJHUSULQW�LPDJHV�DUH�SUHIHUUHG�EHFDXVH�WKH\�FDSWXUH�PRUH�
ILQJHUSULQW�VXUIDFH�DQG�PLQXWLDH�SRLQWV��DOORZLQJ�IRU�D�JUHDWHU�FKDQFH�
RI�D�PDWFK�EHLQJ�PDGH�DJDLQVW�D�SUHYLRXVO\�FROOHFWHG�DQG�VWRUHG�ODWHQW�
RU�OLYH�ILQJHUSULQW���
�G���,QGLYLGXDO�ILQJHUSULQW�LPDJHV�DUH�UHODWLYHO\�VPDOO�ILOHV�UHTXLULQJ�OHVV�
VWRUDJH�VSDFH�DQG�PHGLXP�EDQGZLGWK�WR�WUDQVPLW�LQ�D�WLPHO\�PDQQHU��
�H���)LQJHUSULQW�UHFRJQLWLRQ�LV�QRW�UHOLHG�XSRQ�DV�D�PRGDOLW\�IRU�
PDWFKLQJ�DW�WKH�WDFWLFDO�OHYHO��EXW�PD\�SURYH�XVHIXO�ZKHQ�RWKHU�
ELRPHWULF�DQG�FRQWH[WXDO�GDWD�LV�DYDLODEOH��

�����,ULV�5HFRJQLWLRQ��$�ELRPHWULF�PRGDOLW\�WKDW�XVHV�DQ�LPDJH�RI�WKH�
SK\VLFDO�VWUXFWXUH�RI�D�ELRPHWULF�VXEMHFW¶V�LULV�IRU�UHFRJQLWLRQ�SXUSRVHV��

�D���,ULV�LPDJHV�DUH�UHODWLYHO\�VPDOO�ILOHV�UHTXLULQJ�OLWWOH�VWRUDJH�VSDFH�
DQG�ORZ�EDQGZLGWK�WR�WUDQVPLW�LQ�D�WLPHO\�PDQQHU��
�E���,ULV�UHFRJQLWLRQ�LV�WKH�SULPDU\�PRGDOLW\�IRU�PDWFKLQJ�LQ�D�WDFWLFDO�
HQYLURQPHQW��

�����'1$�0DWFKLQJ��$�SURFHVV�XVHG�WR�LGHQWLI\�LQGLYLGXDOV�E\�FKDUDFWHULVWLFV�
RI�WKHLU�'1$��$OVR��'1$�PDWFKLQJ�LV�UHIHUUHG�WR�DV�'1$�SURILOLQJ��'1$�
WHVWLQJ��RU�'1$�W\SLQJ��

�D���'1$�VDPSOHV�FRQVLVW�RI�FROOHFWHG�'1$�PROHFXOHV�IRXQG�LQ�ERGLO\�
IOXLGV��H�J���VZHDW��EORRG��DQG�VDOLYD���ZKLFK�DUH�TXDQWLILHG��DPSOLILHG��
VHSDUDWHG��DQG�DQDO\]HG���
�E���'1$�VDPSOHV�DUH�JHQHUDOO\�FROOHFWHG�DQG�VKLSSHG�WR�DQ�DXWKRUL]HG�
ODERUDWRU\�IRU�DQDO\VLV��DV�'1$�FROOHFWLRQ�RIWHQ�UHTXLUHV�VSHFLDOL]HG�
HTXLSPHQW��
�F���$OWKRXJK�'1$�PDWFKLQJ�LV�YHU\�DFFXUDWH��LW�LV�QRW�XVHG�DV�D�
PRGDOLW\�IRU�PDWFKLQJ�DW�WKH�WDFWLFDO�OHYHO��

�����3DOP�3ULQW�5HFRJQLWLRQ��$�ELRPHWULF��DQG�IRUHQVLF��PRGDOLW\�WKDW�XVHV�
WKH�SK\VLFDO�VWUXFWXUH�RI�D�ELRPHWULF�VXEMHFW¶V�SDOP�SULQWV�IRU�UHFRJQLWLRQ�
SXUSRVHV��
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�D���3DOP�SULQW�LPDJHV�DUH�FROOHFWHG�WKURXJK�D�PDQXDO�SURFHVV��L�H���LQN�
DQG�SDOP�SULQW�FDUG��DQG�DVVLVW�LQ�ODWHQW�VDPSOH�PDWFKLQJ��0DQ\�ODWHQW�
VDPSOHV�DUH�QRW�ILQJHUSULQWV��EXW�SULQWV�IURP�WKH�VLGHV�RI�WKH�KDQG�RU�
SDOPV�GXH�WR�KROGLQJ�DQ�LWHP�RU�EXLOGLQJ�D�SDUWLFXODU�GHYLFH���
�E���3DOP�SULQW�LPDJHV�DUH�ODUJH�ILOHV�UHTXLULQJ�D�ODUJH�DPRXQW�RI�
VWRUDJH�VSDFH�DQG�KLJK�EDQGZLGWK�WR�WUDQVPLW�LQ�D�WLPHO\�PDQQHU���
�F���3DOP�SULQW�UHFRJQLWLRQ�LV�QRW�UHOLHG�XSRQ�DV�D�PRGDOLW\�IRU�PDWFKLQJ�
DW�WKH�WDFWLFDO�OHYHO��EXW�PD\�SURYH�XVHIXO�ZKHQ�RWKHU�ELRPHWULF�DQG�
FRQWH[WXDO�GDWD�LV�DYDLODEOH��

�����6SHDNHU�5HFRJQLWLRQ��$�ELRPHWULF�PRGDOLW\�WKDW�XVHV�D�ELRPHWULF�
VXEMHFW¶V�VSHHFK��D�IHDWXUH�LQIOXHQFHG�E\�WKH�SK\VLFDO�VWUXFWXUH�RI�D�
ELRPHWULF�VXEMHFW¶V�YRFDO�WUDFW�DQG�WKH�EHKDYLRUDO�FKDUDFWHULVWLFV�RI�WKH�
ELRPHWULF�VXEMHFW��IRU�UHFRJQLWLRQ�SXUSRVHV��6SHDNHU�UHFRJQLWLRQ�LV�
VRPHWLPHV�UHIHUUHG�WR�DV�YRLFH�UHFRJQLWLRQ�DQG�LV�QRW�WKH�VDPH�DV�VSHHFK�
UHFRJQLWLRQ��ZKLFK�UHFRJQL]HV�WKH�ZRUGV�EHLQJ�VDLG�DQG�LV�QRW�D�ELRPHWULF�
WHFKQRORJ\��

�D���9RLFH�VDPSOHV�DUH�GLJLWL]HG�UHFRUGLQJV�RI�DQ�LQGLYLGXDO¶V�VSHHFK�
SDWWHUQV�DQG�LQIOHFWLRQV���
�E���9RLFH�VDPSOH�ILOHV�DUH�ODUJH��UHTXLULQJ�D�ODUJH�DPRXQW�RI�VWRUDJH�
VSDFH�DQG�KLJK�EDQGZLGWK�WR�WUDQVPLW�LQ�D�WLPHO\�PDQQHU���
�F���9RLFH�VDPSOH�FROOHFWLRQ�UHTXLUHV�VSHFLDOL]HG�HTXLSPHQW�DQG��
JHQHUDOO\��LV�FROOHFWHG�LQ�D�FRQWUROOHG�HQYLURQPHQW�QRUPDOO\�QRW�
DYDLODEOH�LQ�WKH�WDFWLFDO�HQYLURQPHQW��
�G���9RLFH�UHFRJQLWLRQ�LV�QRW�XVHG�DV�D�PRGDOLW\�IRU�PDWFKLQJ�DW�WKH�
WDFWLFDO�OHYHO��

E���1RUPDOL]H��7KH�SURFHVV�RI�WUDQVIRUPLQJ�ELRPHWULF�ILOHV�VR�WKH\�DUH�LQ�D�
VWDQGDUG�IRUPDW�DQG�PHHW�D�VSHFLILHG�OHYHO�RI�TXDOLW\��7KLV�HQVXUHV�ELRPHWULF�
ILOHV�FDQ�EH�XVHG�E\�'2'�DQG�RWKHU�DXWRPDWHG�ELRPHWULF�V\VWHPV���

�����*HQHUDOO\��ELRPHWULF�V\VWHPV�FDQ�FUHDWH�QRUPDOL]HG�ELRPHWULF�ILOHV�DW�
WKH�SRLQW�RI�FROOHFWLRQ��7\SLFDOO\��QRUPDOL]DWLRQ�RI�D�ELRPHWULF�ILOH�LV�DQ�
DXWRPDWHG�DFWLRQ�RI�WKH�'2'�ELRPHWULFV�SURFHVV�UHTXLULQJ�OLWWOH�WR�QR�
KXPDQ�LQWHUYHQWLRQ��
�����%LRPHWULF�GDWD�LV�DXWRPDWLFDOO\�FRQYHUWHG�WR�D�VWDQGDUGL]HG�ELRPHWULF�
ILOH�XVHG�WR�PDWFK��VWRUH��RU�VKDUH�ZLWK�RWKHU�'2'�DQG�QRQ�'2'�SDUWQHUV��

F���0DWFK��7KH�PDWFK�DFWLRQ�EHJLQV�ZLWK�UHFHLSW�RI�WKH�FROOHFWHG�VWDQGDUGL]HG�
ELRPHWULF�ILOH��0DWFKLQJ�LV�WKH�FDSDELOLW\�DQG�RU�SURFHVV�WR�FRPSDUH�ELRPHWULF�
GDWD�WR�OLQN�SUHYLRXVO\�REWDLQHG�ELRPHWULFV�DQG�UHODWHG�FRQWH[WXDO�GDWD�WR�D�
SDUWLFXODU�LGHQWLW\�IRU�LGHQWLILFDWLRQ�RU�YHULILFDWLRQ��0DWFKLQJ�FRQVLVWV�RI�HLWKHU�D�
RQH�WR�RQH��YHULILFDWLRQ��RU�RQH�WR�PDQ\��LGHQWLILFDWLRQ��VHDUFK��8SRQ�UHFHLSW�
RI�D�SRVLWLYH�PDWFK��WKH�RSHUDWRU�PD\�UHFHLYH�SURPSW�IHHGEDFN�SURYLGLQJ�
DGGLWLRQDO�LQIRUPDWLRQ�RQ�DQ�LQGLYLGXDO�WR�DVVLVW�ZLWK�WKH�GHFLGH�DFW�DFWLRQ���

�����9HULILFDWLRQ��,Q�WKH�FDVH�RI�D�RQH�WR�RQH�PDWFK�WR�YHULI\�DQ�LQGLYLGXDO¶V�
FODLPHG�LGHQWLW\��WKH�UHVXOW�ZLOO�EH�LQ�WKH�IRUP�RI�D�³\HV´�RU�³QR´�GHFLVLRQ�
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DVVRFLDWHG�ZLWK�DQ�XQGHUO\LQJ�OHYHO�RI�FRQILGHQFH��$�³QR´�PHDQV�WKH�
FROOHFWHG�VDPSOH�FDQQRW�EH�PDWFKHG�WR�DQ\�RI�WKH�VWRUHG�VDPSOHV�ZLWKLQ�
WKH�ELRPHWULF�ILOHV��$�³\HV´�PHDQV�WKH�VDPSOH�PDWFKHV�RQH�RU�PRUH�VWRUHG�
ELRPHWULF�VDPSOHV�RQ�D�SDUWLFXODU�LQGLYLGXDO��7\SLFDOO\��D�YHULILFDWLRQ�
GHFLVLRQ�LV�SURYLGHG�E\�WKH�FROOHFWLRQ�GHYLFH��7KH�³\HV´�RU�³QR´�GHFLVLRQ�ZLOO�
EH�SURYLGHG�WR�WKH�XVHU�ZKR�LQLWLDWHG�WKH�FROOHFWLRQ�DQG�WUDQVPLWWHG�LW�IRU�
YHULILFDWLRQ��
�����,GHQWLILFDWLRQ��$Q�RSHUDWRU�RU�DQDO\VW�ORFDWHG�DW�WKH�DXWKRULWDWLYH�VRXUFH�
FDQ�PDNH�DQ�LGHQWLILFDWLRQ��,Q�WKH�FDVH�RI�D�RQH�WR�PDQ\�LGHQWLILFDWLRQ�
PDWFK��WKH�FROOHFWLRQ�GHYLFH�ZLOO�SURYLGH�D�³QR�PDWFK´��³PDWFK´��RU�³PXOWLSOH�
PDWFK´�UHVSRQVH��:LWK�D�³PXOWLSOH�PDWFK´�UHVSRQVH��WKH�ILQDO�GHFLVLRQ�LV�
OHIW�XS�WR�WKH�RSHUDWRU�RQ�WKH�JURXQG��WKH�RSHUDWRU¶V�LPPHGLDWH�VXSHUYLVRU��
WKH�WDFWLFDO�FRPPDQGHU��RU�RWKHUZLVH�GHWDLOHG�E\�WKH�XQLW¶V�VWDQGDUG�
RSHUDWLQJ�SURFHGXUHV��623V���
�����&RPSOHWHG�3URFHVV��2QFH�WKH�PDWFKLQJ�SURFHVV�LV�FRPSOHWH��WKH�
FROOHFWHG�ELRPHWULF�VDPSOH�DQG�FRQWH[WXDO�GDWD�ZLOO�EH�HQUROOHG�LQWR�D�
UHSRVLWRU\�DV�D�QHZ�ELRPHWULF�ILOH�RU�DV�DQ�XSGDWH�WR�DQ�H[LVWLQJ�ILOH��7KH�
HQUROO�VXEDFWLRQ�RFFXUV�HYHU\�WLPH�D�RQH�WR�PDQ\�PDWFK�UHVXOW�LV�QHJDWLYH��
H[FHSW�ZKHUH�UHVWULFWHG�E\�ODZ�RU�SROLF\��7KH�XSGDWH�VXEDFWLRQ�RFFXUV�
HYHU\�WLPH�DQ�³LGHQWLILFDWLRQ´�RU�³YHULILFDWLRQ´�PDWFK�UHVXOW�LV�SRVLWLYH��
H[FHSW�ZKHUH�OLPLWHG�E\�ODZ�RU�SROLF\���

G� 6WRUH��6WRUH�LV�WKH�FDSDELOLW\�DQG�RU�SURFHVV�RI�HQUROOLQJ��PDLQWDLQLQJ��DQG
XSGDWLQJ�ELRPHWULF�ILOHV�WR�PDNH�DYDLODEOH�VWDQGDUGL]HG��FXUUHQW�ELRPHWULF�
VDPSOHV�DQG�FRQWH[WXDO�GDWD�RQ�ELRPHWULF�VXEMHFWV��$OO�HQUROOPHQWV�DUH�VWRUHG�
RQ�D�FROOHFWLRQ�GHYLFH�DQG�QHHG�WR�EH�WUDQVPLWWHG�WR�WKH�DXWKRULWDWLYH�VRXUFH��
SHU�ORFDO�623��ZKHUH�WKH\�DUH�PDLQWDLQHG�DQG�XSGDWHG�IRU�IXWXUH�XVH��7KHUH�
DUH�WKUHH�W\SHV�RI�ELRPHWULF�VWRUDJH��DXWKRULWDWLYH��ORFDO�WUXVWHG��DQG�ORFDO�
XQWUXVWHG���

�����$XWKRULWDWLYH�6RXUFH��7KHUH�DUH�WKUHH�SULPDU\�8QLWHG�6WDWHV��86��
*RYHUQPHQW�DSSURYHG�UHSRVLWRULHV�IRU�ELRPHWULF�LQIRUPDWLRQ��'2'¶V�
$XWRPDWHG�%LRPHWULF�,GHQWLILFDWLRQ�6\VWHP��$%,6���'HSDUWPHQW�RI�
+RPHODQG�6HFXULW\¶V��'+6¶V��,'(17�DQG�WKH�'HSDUWPHQW�RI�-XVWLFH¶V�
�'2-¶V��1H[W�*HQHUDWLRQ�,GHQWLILFDWLRQ��1*,���$OWKRXJK�WKH�'2'�SULPDULO\�
XVHV�$%,6��DOO�WKUHH�UHSRVLWRULHV�VFUHHQ�ELRPHWULF�LQIRUPDWLRQ��7KHUH�PXVW�
EH�D�FRPPXQLFDWLRQ�SDWK�WR�DFFHVV�DQ\�RI�WKH�UHSRVLWRULHV��$OO�ELRPHWULF�
ILOHV�ZLOO�EH�HQUROOHG�ZLWKLQ�WKH�DSSURSULDWH�DXWKRULWDWLYH�VRXUFH�DW�WKH�
HDUOLHVW�SRVVLEOH�RSSRUWXQLW\��H[FHSW�ZKHUH�OLPLWHG�E\�ODZ��SROLF\��RU�
GLUHFWLYH���
�����/RFDO�7UXVWHG�6RXUFH��$�ORFDO�WUXVWHG�VRXUFH�LV�D�VXEVHW�RI�WKH�
DXWKRULWDWLYH�VRXUFH�DQG�LV�HVWDEOLVKHG�WR�DFFRPSOLVK�D�VSHFLILF�IXQFWLRQ�
ZLWKLQ�DQ�RSHUDWLRQDO�PLVVLRQ��5HDVRQV�IRU�HVWDEOLVKLQJ�D�ORFDO�WUXVWHG�
VRXUFH�PLJKW�LQFOXGH�LQVXIILFLHQW�QHWZRUN�FRQQHFWLYLW\�WR�SURYLGH�LPPHGLDWH�
DFFHVV�WR�WKH�DXWKRULWDWLYH�VRXUFH�RU�DQ�RSHUDWLRQDO�QHHG�IRU�FORVHG�ORRS�
DFFHVV��,I�D�PDWFK�LV�QRW�PDGH�DJDLQVW�D�ORFDO�WUXVWHG�VRXUFH��WKH�ILOH�
VKRXOG�EH�TXHULHG�DJDLQVW�WKH�DXWKRULWDWLYH�VRXUFH�IRU�D�PDWFK��
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�����/RFDO�8Q�WUXVWHG�6RXUFH��$�ORFDO�XQ�WUXVWHG�VRXUFH�LV�D�ORFDO�UHSRVLWRU\�
RI�ELRPHWULF�ILOHV�ZKLFK�KDYH�QRW�EHHQ�HQUROOHG�ZLWK�DQ�DXWKRULWDWLYH�RU�ORFDO�
WUXVWHG�VRXUFH��,Q�PDQ\�FDVHV��ORFDO�XQ�WUXVWHG�VRXUFHV�DUH�HVWDEOLVKHG�IRU�
PLVVLRQV�RI�VKRUW�GXUDWLRQ�RU�WR�VDWLVI\�SROLWLFDO��SROLF\��RU�OHJDO�UHVWULFWLRQV�
UHODWHG�WR�VKDULQJ�ELRPHWULF�LQIRUPDWLRQ��%HFDXVH�RI�WKH�SRWHQWLDO�
XQUHOLDELOLW\�RI�WKHLU�LQIRUPDWLRQ��ORFDO�XQWUXVWHG�VRXUFHV�VKRXOG�EH�XVHG�
RQO\�ZKHQ�DEVROXWHO\�QHFHVVDU\���

H���6KDUH��6KDUH�LV�WKH�FDSDELOLW\�DQG�RU�SURFHVV�WR�WUDQVIHU��VHQG�DQG�RU�
UHFHLYH��ELRPHWULF�VDPSOH�V���FRQWH[WXDO�GDWD��PDWFK�UHVXOW�DQG�RU�DVVRFLDWHG�
LQIRUPDWLRQ�ZLWKLQ�WKH�'2'�DQG�EHWZHHQ�'2'�DQG�RWKHU�QDWLRQDO��
LQWHUQDWLRQDO��DQG�QRQJRYHUQPHQWDO�RUJDQL]DWLRQV��1*2V��DV�DSSURSULDWH�DQG�
LQ�DFFRUGDQFH�ZLWK�DSSOLFDEOH�ODZV��SROLFLHV��DXWKRULWLHV�DQG�DJUHHPHQWV��)RU�
WKH�SXUSRVHV�RI�WKLV�SXEOLFDWLRQ��DXWKRUL]HG�VKDULQJ�RI�ELRPHWULF�ILOHV�LV�DSSOLHG�
DV�IROORZV��

�����$PRQJ�'2'�DSSURYHG�VRXUFHV�WR�HQVXUH�FRQVLVWHQF\�DFURVV�WKH�
HQWHUSULVH��
�����$PRQJ�WKH�'2'��LQWHUDJHQF\��DQG�PXOWLQDWLRQDO�SDUWQHUV�DV�
DSSURSULDWH���
�����%HWZHHQ�WKH�'2'�DQG�QRQ�'2'�SDUWQHUV��DV�DSSURSULDWH��

I���$QDO\]H��$QDO\VLV�FRQYHUWV�GDWD�WR�DFWLRQDEOH�LQIRUPDWLRQ�DQG�
UHFRPPHQGDWLRQV��DV�DSSOLFDEOH��WR�LQFUHDVH�VLWXDWLRQDO�DZDUHQHVV�DQG�EHWWHU�
XQGHUVWDQG�SRVVLEOH�FRXUVHV�RI�DFWLRQ��,W�LQWHJUDWHV�LQIRUPDWLRQ�REWDLQHG�IURP�
ELRPHWULF�HQUROOPHQWV�DQG�RSHUDWLRQDO�SURFHVVHV��$QDO\VLV�OHYHUDJHV�ERWK�
VRXUFHV�RI�GDWD�WR�VXSSRUW�WKH�GHFLVLRQ�PDNLQJ�SURFHVV��'XULQJ�DQDO\VLV��DQ�
LQGLYLGXDO¶V�ELRPHWULF�ILOH�LV�OLQNHG�WR�DVVRFLDWHG�LQIRUPDWLRQ�WR�UHYHDO�SDWWHUQV�
DQG�GHWHUPLQH�GLVSRVLWLRQ��6LPSO\�NQRZLQJ�DQ�LQGLYLGXDO¶V�HQUROOPHQW�PDWFKHV�
DQRWKHU�HQUROOPHQW�PD\�EH�RI�PLQLPDO�YDOXH��$QDO\VLV�LQFOXGHV�GHWHUPLQLQJ�
ZKHUH�WKH�LQGLYLGXDO�SUHYLRXVO\�FDPH�LQ�FRQWDFW�ZLWK�IULHQGO\�IRUFHV�DQG�DQ\�
DGGLWLRQDO�RSHQ�VRXUFH�LQIRUPDWLRQ�RU�LQWHOOLJHQFH�DERXW�WKH�LQGLYLGXDO��
J���3URYLGH��3URYLGH�LV�WKH�FDSDELOLW\�DQG�RU�SURFHVV�RI�TXHU\LQJ�YDULRXV�
UHSRVLWRULHV�RI�DVVRFLDWHG�LQIRUPDWLRQ�RQ�LQGLYLGXDOV��LQWHOOLJHQFH��PHGLFDO��
KXPDQ�UHVRXUFHV��ILQDQFLDO��VHFXULW\��HGXFDWLRQ��ODZ�HQIRUFHPHQW��HWF���IRU�
DQDO\VLV�SXUSRVHV���³3URYLGH´�LV�FRPPRQO\�UHIHUUHG�WR�DV�UHIHUHQFH���
K���'HFLGH�$FW��'HFLGH�DFW�SURPSWV�DFWLRQ�EDVHG�RQ�D�ELRPHWULF�ILOH¶V�PDWFK�
UHVXOWV�DQG�DQDO\VLV�RI�DVVRFLDWHG�LQIRUPDWLRQ��7KH�RSHUDWRU�LQLWLDOO\�
GHWHUPLQHV�ZKDW�WR�GR�ZLWK�WKH�LQGLYLGXDO�DW�WKH�HQUROOPHQW�VLWH��7KH�DQDO\WLFDO�
UHVSRQVH�HQDEOHV�WKH�IRUZDUG�FRPPDQGHU�WR�PDNH�DQ�LQIRUPHG�GHFLVLRQ�
UHJDUGLQJ�ZKDW�DFWLRQ�WR�WDNH��LI�DQ\��DJDLQVW�WKH�LQGLYLGXDO�LGHQWLILHG��7KH�
GHFLVLRQ�WR�UHOHDVH��GHWDLQ��RU�JUDQW�DFFHVV�WR�DQ�LQGLYLGXDO�LV�D�NH\�HOHPHQW�RI�
IRUFH�SURWHFWLRQ�DQG�FRXQWHULQVXUJHQF\�RSHUDWLRQV��7KH�REMHFWLYH�LV�WR�XVH�
ELRPHWULFV�WR�HQDEOH�LQIRUPHG�GHFLVLRQ�PDNLQJ�ZKHQ�LW�LV�FRPELQHG�ZLWK�RWKHU�
VRXUFHV�RI�LQIRUPDWLRQ��
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����'DWDEDVHV�
'2'�PDLQWDLQV�VHYHUDO�NH\�LQIRUPDWLRQ�V\VWHPV�ZKLFK�RUJDQL]H�DQG�VWRUH�
FROOHFWHG��SURFHVVHG��H[SORLWHG��DQG�DQDO\]HG�LQIRUPDWLRQ�DQG�PDWHULDOV�WR�
VXSSRUW�LGHQWLW\�DFWLYLWLHV�DQG�DQDO\VHV��7KH�WZR�PDLQ�V\VWHPV�DUH�$%,6�DQG�
ELRPHWULF�LGHQWLW\�LQWHOOLJHQFH�UHVRXUFH��%,�5���

D���'2'�$%,6��$%,6�LV�WKH�SULPDU\�DXWKRULWDWLYH�GDWDEDVH�IRU�ELRPHWULF�
LQIRUPDWLRQ�FROOHFWHG�RQ�QRQ�'2'�SHUVRQQHO�WKURXJKRXW�WKH�FRXUVH�RI�
RSHUDWLRQV��$%,6�FRQWDLQV�ILQJHUSULQWV��LULV�LPDJHV��IDFLDO�LPDJHV��DQG�SDOP�
SULQWV�FROOHFWHG�WKURXJK�GLUHFW�HQUROOPHQWV��VLWH�H[SORLWDWLRQ�DFWLYLWLHV��GLUHFW�
PXOWLQDWLRQDO�VXEPLVVLRQV��DQG�LQIRUPDWLRQ�VKDUHG�E\�LQWHUDJHQF\�DQG�IRUHLJQ�
SDUWQHUV��7KLV�GDWD�LV�VWRUHG�LQ�DQ�XQFODVVLILHG�UHSRVLWRU\�IRU�FRPSDULVRQ�
DJDLQVW�IXWXUH�ELRPHWULF�FROOHFWLRQV��,Q�DGGLWLRQ�WR�WKH�'2'�GDWD�VRXUFHV��WKHUH�
DUH�PXOWLSOH�DXWKRULWDWLYH�GDWDEDVHV�DYDLODEOH�WR�VXSSRUW�'2'�ELRPHWULF�
VFUHHQLQJ�DFWLYLWLHV��$%,6�FDQ�VKDUH�ELRPHWULF�ILOHV�DQG�DVVRFLDWHG�LQIRUPDWLRQ�
ZLWK�RWKHU�DXWKRULWDWLYH�LQWHUDJHQF\�GDWDEDVHV��H�J���'2-¶V�1*,�DQG�'+6¶V�
,'(17���
E���%,�5��%,�5�LV�DQ�DXWRPDWHG�GDWDEDVH�WKDW�VWRUHV�ELRPHWULF�DQG�DVVRFLDWHG�
LQWHOOLJHQFH�GDWD�IURP�'2'�FROOHFWLRQ�GHYLFHV��$QDO\VWV�XVH�WKH�%,�5�WRROVHW�
WR�FRQGXFW�DQDO\VHV�DQG�GHYHORS�LQWHOOLJHQFH�UHSRUWV�VXSSRUWLQJ�'2'�DQG�
QDWLRQDO�PLVVLRQV��7KH�V\VWHP�LV�GHVLJQHG�WR�SURYLGH�WKH�'2'��LQWHOOLJHQFH�
FRPPXQLW\��DQG�FRDOLWLRQ�FRPPXQLWLHV�ZLWK�DXWKRULWDWLYH��KLJK�SHGLJUHH��
ELRPHWULFDOO\�EDVH�OLQHG�LGHQWLWLHV��DQG�DGYDQFHG�WRROV�DQG�WHFKQRORJLHV�
QHFHVVDU\�WR�DQDO\]H��FROODERUDWH��SURGXFH��GLVVHPLQDWH��DQG�VKDUH�ELRPHWULF�
LGHQWLW\�LQWHOOLJHQFH��%,�5�LV�WKH�SULPDU\�PHFKDQLVP�XVHG�WR�GHYHORS�DQG�
PDLQWDLQ�WKH�'2'�ELRPHWULFDOO\�HQDEOHG�ZDWFKOLVW��%(:/���%LRPHWULF�
LQWHOOLJHQFH�DQDO\VLV�UHSRUWV��%,$5V��DUH�FUHDWHG�DQG�VWRUHG�RQ�%,�5��%,$5V�
UHSUHVHQW�DYDLODEOH�ELRPHWULF�DQG�DOO�VRXUFH�GDWD�IXVHG�LQWR�DQ�DQDO\]HG�
SDFNDJH�DYDLODEOH�IRU�DQDO\VWV�DQG�ZDUILJKWHUV�WR�DFFHVV�YLD�%,�5��
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&KDSWHU�,,��
%,20(75,&6�,1�23(5$7,216��

����,QWURGXFWLRQ�
/HDGHUV�SOD\�DQ�LQWHJUDO�SDUW�LQ�LPSOHPHQWLQJ�ELRPHWULF�FDSDELOLWLHV�E\�HQVXULQJ�
WKH\�DUH�OHYHUDJHG�DFURVV�WKH�FRQIOLFW�FRQWLQXXP��8QLWV�DQG�RUJDQL]DWLRQV�PXVW�
XQGHUVWDQG�KRZ�ELRPHWULF�GDWD�PD\�EH�XVHG�JOREDOO\��DFURVV�DOO�FRPSRQHQWV�RI�
WKH�86�*RYHUQPHQW��DQG�ZLWK�LQWHUQDWLRQDO�SDUWQHUV��/HDGHUV�PXVW�DOVR�HQVXUH�
ELRPHWULF�VXSSRUWHG�RSHUDWLRQV�DUH�QRW�WUHDWHG�DV�³FKHFN�WKH�EORFN´�DFWLYLWLHV��EXW�
DV�WRROV�WR�VDIHJXDUG�QDWLRQDO�VHFXULW\�LQWHUHVWV��3ODQQLQJ��LQWHJUDWLQJ��DQG�
HPSOR\LQJ�ELRPHWULFV�DW�WKH�WDFWLFDO�OHYHO�DUH�DFFRPSOLVKHG�LQ�D�GHOLEHUDWH�
PDQQHU��ZKLFK�UHTXLUHV�WDFWLFDO�VWDIIV�WR�FRQVLGHU�KRZ�DQG�ZKHQ�WR�HPSOR\�WKHVH�
FDSDELOLWLHV��
����&RPPDQGHU�DQG�6WDII�7DVNV�
7KH�IROORZLQJ�OHDGHU�DQG�VWDII�WDVN�FRQVLGHUDWLRQV�DUH�SUHVHQWHG�DV�PHWKRGV�IRU�
D�VWDII�WR�LQWHJUDWH�ELRPHWULF�FDSDELOLWLHV�LQWR�RSHUDWLRQV��'HSHQGLQJ�RQ�WKH�XQLW�
DQG�W\SH�RI�RSHUDWLRQ�EHLQJ�FRQGXFWHG��UHVSRQVLELOLW\�DQG�DVVLJQPHQW�RI�WDVNV�
ZLOO�EH�GHWHUPLQHG�E\�WKH�XQLW�FRPPDQGHU��

1RWH��$V�D�EHVW�SUDFWLFH��SDUWLFLSDWH�LQ�DSSOLFDEOH�ELRPHWULF�ZRUNLQJ�JURXSV�WR�
V\QFKURQL]H�RSHUDWLRQV��

D���&RPPDQGHU��
�����3URYLGHV�GLUHFWLRQ�RQ�WKH�LQWHQW�DQG�WKH�UHTXLUHPHQW�WR�LQWHJUDWH�
ELRPHWULF�FDSDELOLWLHV�LQWR�DSSOLFDEOH�RSHUDWLRQV��
�����0DNHV�ELRPHWULF�FROOHFWLRQ�D�NH\�WDVN�DQG�SDUW�RI�WKH�FRPPDQGHU¶V�
,QWHQW��
�����,VVXHV�JXLGDQFH�WR�WKH�VWDII�IRU�LQFOXVLRQ�RI�ELRPHWULFV�FDSDELOLWLHV�
GXULQJ�FRXUVH�RI�DFWLRQ�GHYHORSPHQW��
�����&RPSOLHV�ZLWK�DOO�ODZV�RU�HVWDEOLVKHG�SROLFLHV�RQ�WKH�FROOHFWLRQ��
VKDULQJ��DQG�XVLQJ�ELRPHWULFV��
�����([HUFLVHV�UHDOLVWLF�H[SHFWDWLRQ�PDQDJHPHQW�IRU�UHVXOWV�IURP�ELRPHWULF�
HQUROOPHQWV��L�H���WKH�UHVXOWV�IURP�FROOHFWLRQ�DQG�DQDO\VLV�WDNH�WLPH���

E���,QWHOOLJHQFH�6HFWLRQ��
�����$GYLVHV�FRPPDQGHUV�RQ�LQWHOOLJHQFH�UHTXLUHPHQWV�UHODWHG�WR�
ELRPHWULFV��
�����3URYLGHV�JXLGDQFH�RQ�XVLQJ�ELRPHWULFV�IRU�FRXQWHU�LQWHOOLJHQFH��IRUFH�
SURWHFWLRQ�DQG�VFUHHQLQJ��DQG�KXPDQ�LQWHOOLJHQFH�RSHUDWLRQV��
�����(QVXUHV�FROOHFWHG�ELRPHWULF�HQUROOPHQWV�DUH�WUDQVIHUUHG�WR�WKH�
DSSURSULDWH�GDWDEDVH�RQ�D�GDLO\�EDVLV���
�����/HYHUDJHV�%,�5�IRU�ELRPHWULFDOO\�EDVHOLQHG�LGHQWLW\�GDWD�WR�GHYHORS�
LQWHOOLJHQFH�SURGXFWV��
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�����0RQLWRUV�UHSRUWHG�KLWV�IURP�WKH�%(:/�DQG�HQVXUH�ZDWFKOLVW�
QRWLILFDWLRQV�DQG�XSGDWHV�DUH�GLVVHPLQDWHG�WR�KLJKHU�KHDGTXDUWHUV�DQG�
VXERUGLQDWH�XQLWV��
�����6\QFKURQL]HV�DGGLWLRQV��PRGLILFDWLRQV��DQG�GHOHWLRQV�RI�ZDWFKOLVW�
LGHQWLWLHV�ZLWK�WKH�DXWKRULWDWLYH�'2'�%(:/��
�����(QVXUHV�ELRPHWULF�FDSDELOLWLHV�DUH�LQFOXGHG�DV�SDUW�RI�WKH�XQLW¶V�
FROOHFWLRQ�SODQ��

F� 2SHUDWLRQV�6HFWLRQ�
�����'HYHORSV�DQG�FRRUGLQDWHV�XQLW�SROLFLHV�DQG�SURFHGXUHV��H�J���623V��WR
JXLGH�ELRPHWULFV�HQDEOHG�IRUFH�SURWHFWLRQ�PHDVXUHV�
�����(QVXUHV�ELRPHWULF�FROOHFWLRQ�WDVNV�DUH�LQFOXGHG�DV�SDUW�RI�DOO�SODQQHG
RSHUDWLRQV�
�����(QVXUHV�GLVVHPLQDWHG�'2'�%(:/�DQG�ORFDO�ZDWFKOLVWV�DUH�XSORDGHG
LQWR�WDFWLFDO�FROOHFWLRQ�GHYLFHV�E\�XQLWV��DFFRUGLQJ�WR�WKH�XQLW¶V�623V�
,GHDOO\��WKH�%(:/�VKRXOG�EH�XSGDWHG�RQ�GHYLFHV�GDLO\��EXW�PD\�EH
XSGDWHG�ZHHNO\�DV�WKH�PLQLPXP�VWDQGDUG�
�����,QFRUSRUDWHV�ELRPHWULFV�WDVNV�LQWR�WUDLQLQJ��VHH�3DUDJUDSK���
,QFRUSRUDWLQJ�%LRPHWULFV�LQWR�7UDLQLQJ��
�����&RRUGLQDWHV�WUDLQLQJ�WR�VXSSRUW�OHDGHU��VWDII��DQG�LQGLYLGXDO�ELRPHWULF
WUDLQLQJ�UHTXLUHPHQWV�

G� /RJLVWLFV�6HFWLRQ�
�����$GYLVHV�WKH�FRPPDQGHU�RQ�UHVRXUFLQJ�UHTXLUHPHQWV�ZLWK�UHJDUGV�WR
ELRPHWULFV�HTXLSPHQW�
�����(QVXUHV�UHTXLUHG�FRQVXPDEOH�LWHPV�DUH�RUGHUHG�RU�RQ�KDQG�WR�VXSSRUW
VXERUGLQDWH�XQLWV¶�ELRPHWULF�FROOHFWLRQ�HIIRUWV�
�����(QVXUHV�PDLQWHQDQFH�VXSSRUW�IRU�WDFWLFDO�FROOHFWLRQ�GHYLFHV�LV
HVWDEOLVKHG�
�����(QVXUHV�WKH�PDLQWHQDQFH�VWDWXV�IRU�WDFWLFDO�FROOHFWLRQ�GHYLFHV�LV
UHSRUWHG�LQ�VWDII�HVWLPDWHV�
�����,V�UHVSRQVLEOH�IRU�HTXLSPHQW�DFFRXQWDELOLW\��VHUYLFHDELOLW\��DQG
UHSODFHPHQW�

H� &RPPXQLFDWLRQV�6HFWLRQ�
�����(VWDEOLVKHV�DQG�PDLQWDLQV�D�FRPPXQLFDWLRQ�DUFKLWHFWXUH��H�J���SRUWDEOH
VDWHOOLWH�FRPPXQLFDWLRQV�FDSDELOLWLHV��1RQVHFXUH�,QWHUQHW�3URWRFRO�5RXWHU
1HWZRUN��6(&5(7�,QWHUQHW�3URWRFRO�5RXWHU�1HWZRUN��&RPELQHG�(QWHUSULVH
5HJLRQDO�,QIRUPDWLRQ�([FKDQJH�6\VWHP��&(175,;6���HWF���IRU�WKH�WDFWLFDO
FROOHFWLRQ�GHYLFHV�
�����,QFRUSRUDWHV�ELRPHWULFV�FROOHFWLRQ�GHYLFHV�LQWR�PLVVLRQ�DQDO\VLV�DQG
WKH�SULPDU\��DOWHUQDWH��FRQWLQJHQF\��DQG�HPHUJHQF\�FRPPXQLFDWLRQV�SODQ�
�����3ODQV�IRU�GHJUDGHG�RSHUDWLRQV�DQG�GDWD�WUDQVIHU�LQ�DXVWHUH
HQYLURQPHQWV�
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I���/HJDO�6HFWLRQ��
�����$GYLVHV�WKH�FRPPDQGHU�RI�WKH�OHJDO�FRQVLGHUDWLRQV�ZKHQ�XVLQJ�
ELRPHWULFV��
�����5HYLHZV�FULWHULD�IRU�QRPLQDWLRQV�WR�WKH�%(:/�DQG�WKH�DVVRFLDWHG�
SODQQHG�DFWLRQV�IRU�HQFRXQWHUV�WR�HQVXUH�FRPSOLDQFH�ZLWK�DSSOLFDEOH�ODZV��

1RWH��$Q�H[DPSOH�RI�D�OHJDO�FRQVWUDLQW�LV�WKH�UHFHQW�DGGLWLRQ�RI�ELRPHWULF�
FDSDELOLW\�XVH�LQ�FRXQWHU�GUXJ�RSHUDWLRQV�LQ�WKH�:HVWHUQ�KHPLVSKHUH��7KH�XVH�RI�
ELRPHWULF�GDWD�LV�UHVWULFWHG�WR�D�QDUURZ�VFRSH�RI�QRQ�86�SHUVRQV�DERDUG�YHVVHOV�
LQWHUGLFWHG�LQ�LQWHUQDWLRQDO�ZDWHUV�WKDW�DUH�WUHDWHG�ZLWKRXW�QDWLRQDOLW\�DQG�
VXVSHFWHG�RI��RU�HQJDJHG�LQ��LOOLFLW�DFWLYLWLHV��VHH�Biometrics-at-Sea: Business 
Rules for South Florida�IRU�PRUH�LQIRUPDWLRQ���

J���,QVWDOODWLRQ�%DVH�)RUZDUG�2SHUDWLQJ�%DVH�&RPPDQGHU��
�����(VWDEOLVKHV�DQG�H[HFXWHV�DQ�LQVWDOODWLRQ�DFFHVV�FRQWURO�SURJUDP�
VXSSRUWHG�ZLWK�ELRPHWULFV�DQG�%(:/�FDSDELOLWLHV��
�����(VWDEOLVKHV�WKH�DGMXGLFDWLRQ�DXWKRULW\�IRU�DFFHVV��

����'2'�%(:/�
D���7KH�'2'�%(:/�LV�D�FDWHJRULFDO�OLVWLQJ�RI�SHUVRQV�RI�LQWHUHVW�WKDW�ZHUH�
YHWWHG�WKURXJK�D�QRPLQDWLRQ�SURFHVV�PDQDJHG�E\�WKH�'2'�%(:/�PDQDJHU�
�$UP\�1DWLRQDO�*URXQG�,QWHOOLJHQFH�&HQWHU���7KH�FDWHJRULFDO�OLVWLQJ�SURYLGHV�
FRQWH[WXDO�GDWD�IRU�GHFLVLRQ�PDNLQJ�ZKHQ�HQFRXQWHULQJ�DQG�ELRPHWULFDOO\�
LGHQWLI\LQJ�DQ�LQGLYLGXDO�RQ�WKH�ZDWFKOLVW��7KHVH�FDWHJRULHV�DUH�JURXSHG�LQ�WKH�
IROORZLQJ�IRFXV�DUHDV��,QGLYLGXDOV�PD\�KDYH�PXOWLSOH�FDWHJRULHV�DVVRFLDWHG�
ZLWK�WKHP��

�����&ULPLQDO��
�����)RUFH�SURWHFWLRQ��
�����)RUHQVLFV��
�����-RLQW�WDVN�IRUFH��-7)��RU�FRPPDQG�VSHFLILF��
�����0LVVLRQ�DUHD�VSHFLILF��
�����1DWLRQDO�GLUHFWLYHV��
�����2UJDQL]DWLRQDO�SHUVRQV�RI�LQWHUHVW��
�����:DQWHG��

E���7KH�IRFXV�DUHD�PRVW�FRPPRQO\�VHHQ�E\�WKH�FROOHFWRU�RQ�WKH�JURXQG�LV�-7)�
RU�FRPPDQG�VSHFLILF��D�VXEVHW�OLVW�RI�FDWHJRULHV�IURP�WKH�'2'�%(:/��7KLV�
-7)�%(:/�SURYLGHV�FOHDU�GLUHFWLYHV�IRU�DFWLRQV�WDNHQ�ZKHQ�HQFRXQWHULQJ�DQG�
ELRPHWULFDOO\�LGHQWLI\LQJ�LQGLYLGXDOV��'XULQJ�WKH�HQUROOPHQW�RU�LGHQWLILFDWLRQ�
SURFHVV��WKH�FROOHFWLRQ�GHYLFH�SURYLGHV�QRWLILFDWLRQ�WR�WKH�RSHUDWRU�WKDW�WKH�
LQGLYLGXDO�LV�RQ�WKH�%(:/�DQG�GLUHFWV�DQ�DFWLRQ��7KH�SULPDU\�DFWLRQV�DUH�
GHWDLQ��TXHVWLRQ��GHQ\�DFFHVV�RU�SULYLOHJHV��RU�WUDFN�PRYHPHQW���
F���-7)�FRPPDQGHUV�ZLOO�GHWHUPLQH�FULWHULD�IRU�DSSO\LQJ�WKH�DFWLRQ�EDVHG�
FDWHJRULHV��WDNLQJ�LQWR�DFFRXQW�DSSOLFDEOH�UXOHV�RI�HQJDJHPHQW�DQG�KRVW�
QDWLRQ�ODZV��
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�����$W�D�PLQLPXP��QRPLQDWLRQV�WR�DOO�FDWHJRULHV�PXVW�KDYH�D�ELRPHWULF�
VDPSOH��L�H���ILQJHUSULQWV��LULV�LPDJHV��RU�IDFLDO�LPDJH����
�����1RPLQDWLRQ�RI�86�SHUVRQV�PXVW�PHHW�UHWHQWLRQ�UHTXLUHPHQWV�IRXQG�LQ�
([HFXWLYH�2UGHU��������United States Intelligence Activities��DV�DPHQGHG��

G���1RPLQDWLRQV�WR�WKH�'2'�%(:/�PXVW�PHHW�WKH�IROORZLQJ�PLQLPXP�FULWHULD�
IRU�WKH�VSHFLILF�FDWHJRULHV�WR�ZKLFK�WKH�LQGLYLGXDO�LV�QRPLQDWHG��

�����3UREDELOLW\�RI�WKUHDW��L�H���SODFHPHQW��FDSDELOLW\��PRWLYDWLRQ��HWF���
�����.QRZQ�RU�VXVSHFWHG�LQWHQW��H�J���FRPPHQWV��GHURJDWRU\�UHSRUWLQJ��HWF���
�����&LUFXPVWDQWLDO�IDFWRUV��H�J���DVVRFLDWLRQV��FULPLQDO�DFWLYLW\��PLVFRQGXFW��
HWF����
�����6XVSLFLRXV�DFWLYLW\��
�����0HGLFDO�UHDVRQV��

H���8SRQ�HQFRXQWHULQJ�DQ�LQGLYLGXDO��LQVWUXFWLRQV�IRU�DFWLRQV�DUH�SURYLGHG�E\�
WKH�LQIRUPDWLRQ�XSORDGHG�LQ�WKH�FROOHFWLRQ�GHYLFH��

����1HWZRUNV��&RQQHFWLYLW\��DQG�'DWD�7UDQVPLVVLRQ�
)RU�ELRPHWULF�FROOHFWLRQ�VFUHHQLQJ�DQG�HQUROOPHQW�WR�EH�VXFFHVVIXO��WKH�ELRPHWULF�
GDWD�PXVW�PRYH�IURP�WKH�SRLQW�RI�FROOHFWLRQ�WR�DQ�DXWKRULWDWLYH�VRXUFH�IRU�
SURFHVVLQJ��FRPSDULVRQ��DQG�VWRUDJH��VHH�)LJXUH����%LRPHWULFV�'DWD�)ORZ���7KH�
PHWKRG�RI�GDWD�PRYHPHQW�ZLOO�GHSHQG�RQ�PLVVLRQ�DQG�DYDLODELOLW\�RI�
FRPPXQLFDWLRQV��7KH�IROORZLQJ�DUH�WKH�WZR�SULPDU\�PHDQV�RI�GDWD�WUDQVPLVVLRQ��

D���:HE�%DVHG�3RUWDO��7KH�'2'�KDV�YDULRXV�ZHE�EDVHG�SRUWDOV�IRU�
WUDQVIHUULQJ�ELRPHWULF�GDWD�DQG�LQIRUPDWLRQ�WR�DSSURSULDWH�HQWLWLHV�IRU�
SURFHVVLQJ��FRPSDULVRQ��DQG�DQDO\VLV��7KHVH�SRUWDOV�DUH�DYDLODEOH�RQ�
XQFODVVLILHG�DQG�FODVVLILHG�QHWZRUNV��DQG�LQ�VRPH�LQVWDQFHV��WKH�1RUWK�$WODQWLF�
7UHDW\�2UJDQL]DWLRQ¶V�%DWWOHILHOG�,QIRUPDWLRQ�&ROOHFWLRQ�DQG�([SORLWDWLRQ�
6\VWHP��:KHQ�UHTXLUHG��WKH�SRUWDOV�FDQ�EH�DFFHVVHG�WKURXJK�DQ�RSHUDWLRQ�
VSHFLILF�QHWZRUN��H�J���&(175,;6���7KH�SRUWDOV�DUH�EURDGO\�DFFHVVLEOH�
WKURXJK�PXOWLSOH�FRPPXQLFDWLRQ�OLQNV��LQFOXGLQJ�ORFDO�DUHD�QHWZRUNV��/$1V��
DQG�%URDGEDQG�*OREDO�$UHD�1HWZRUNV��+RZHYHU��EDQGZLGWK�LVVXHV�FDQ�EH�
VLJQLILFDQW��OLPLWLQJ�IDFWRUV��HVSHFLDOO\�LQ�QRQ��DQG�VHPL�SHUPLVVLYH�DQG�
DXVWHUH�HQYLURQPHQWV��3ODQQHUV�VKRXOG�HQVXUH�WKH�XQLW�FRPPXQLFDWLRQV�
RIILFHU��JUDQWHG�WKH�DXWKRULW\�WR�RSHUDWH�RQH�RU�ERWK�RI�WKHVH�SRUWDOV�RQ�WKH�
WKHDWHU�EDVHG�QHWZRUN��DQG�WKH�DSSURSULDWH�6HUYLFH�OHYHO�DJUHHPHQWV�DUH�LQ�
SODFH�IRU�HDFK�RI�WKH�DXWKRULWDWLYH�UHSRVLWRU\�PDQDJHPHQW�RUJDQL]DWLRQV���
E���'HGLFDWHG�6HUYHU�$UFKLWHFWXUH��$�IHZ�SULPDU\�FROOHFWLRQ�V\VWHPV�ZLWKLQ�WKH�
'2'�RSHUDWH�HQWLUHO\�RII�WKHLU�V\VWHP�VSHFLILF�LQIUDVWUXFWXUH�RI�VHUYHUV��L�H���
%LRPHWULFV�$XWRPDWHG�7RROVHW���7KHVH�VHUYHUV�RSHUDWH�LQ�D�GLVWULEXWHG�IDVKLRQ�
IURP�D�FHQWUDO�KXE��HQVXULQJ�VWRUHG�GDWD�LV�FRQWLQXRXVO\�V\QFKURQL]HG��7KH�
FHQWUDO�KXE�SURYLGHV�WKH�FRQQHFWLRQ�WR�'2'¶V�DXWKRULWDWLYH�ELRPHWULFV�
UHSRVLWRULHV�ZKLFK��LQ�WXUQ��PDQDJH�DXWRPDWHG�LQIRUPDWLRQ�H[FKDQJHV�ZLWK�
LQWHUDJHQF\�UHSRVLWRULHV��7KHVH�V\VWHPV�FDQ�SURYLGH�UREXVW�VXSSRUW�LQ�
FRQILQHG�WKHDWHUV�ZLWK�D�ZHOO�GHYHORSHG�FRPPXQLFDWLRQV�QHWZRUN��KRZHYHU��
WKH\�FDQ�UHTXLUH�VLJQLILFDQW�PDQSRZHU�WR�PDLQWDLQ�DQG�VHUYLFH��
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�
)LJXUH���� %LRPHWULF�'DWD�)ORZ�

����3ODQQLQJ�DQG�,QWHJUDWLQJ�%LRPHWULFV�&DSDELOLWLHV�LQ�2SHUDWLRQV�
D���0LVVLRQ�7\SHV��

�����7KH�VSHFLILF�PLVVLRQ�W\SHV�GHVFULEHG�LQ�WKLV�FKDSWHU�DUH�127�DOO�
LQFOXVLYH�DV�VRPH�PLVVLRQV�PD\�IDOO�XQGHU�PXOWLSOH�RSHUDWLRQDO�FDWHJRULHV���
�����'HSHQGLQJ�RQ�WKH�PLVVLRQ��HPSOR\LQJ�ELRPHWULFV�FDSDELOLWLHV�FDQ�
HQKDQFH�WKH�FRPPDQGHU¶V�HIIHFWLYHQHVV�LQ�FRQGXFWLQJ�RSHUDWLRQV��7KH�ILYH�
IROORZLQJ�RSHUDWLRQDO�FDWHJRULHV�SURYLGH�ELRPHWULFV�LQWHJUDWLRQ�DVSHFWV�WKDW�
VWDII�PHPEHUV�VKRXOG�FRQVLGHU�DV�WKH\�FRQGXFW�WKHLU�SODQQLQJ���

�D���&RPEDW�2SHUDWLRQV��
x�&KHFNSRLQW�RU�&RUGRQ�DQG�6HDUFK��(QDEOHV�LGHQWLILFDWLRQ�RI�
LQGLYLGXDOV�DQG�HQUROOPHQW�RI�XQNQRZQ�LQGLYLGXDOV��
x�7DUJHWHG�RU�5DLG��3URYLGHV�LGHQWLW\�FRQILUPDWLRQ�RI�NQRZQ�
WDUJHWV��DVVRFLDWHV��DQG�FDVXDOWLHV��

�E���6XSSRUW�2SHUDWLRQV��
x�&RXQWHU�QDUFRWLFV��,GHQWLILHV�SHUVRQV�LQYROYHG�LQ�PDQXIDFWXULQJ��
WUDQVSRUWLQJ��DQG�GLVWULEXWLQJ�QDUFRWLFV��
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x &RXQWHU�SLUDF\��,GHQWLILHV�SDUWLHV�LQYROYHG�LQ�SLUDF\�DQG�WUDFNV
WKHLU�PRYHPHQW��
x 'HWDLQHH�2SHUDWLRQV��3URYLGHV�LGHQWLW\�YHULILFDWLRQ�DQG�WUDFNLQJ
WKURXJKRXW�WKH�GHWDLQHH�PDQDJHPHQW�SURFHVV��
x &HQVXV�2SHUDWLRQV��3URYLGHV�JHQHUDO�SRSXODWLRQ�HQUROOPHQW�LQ
FRPEDW�]RQHV�RU�DUHDV�RI�LQWHUHVW�WR�SRSXODWH�GDWDEDVHV��

�F���+XPDQLWDULDQ�$VVLVWDQFH��
x 0DQDJH�+XPDQLWDULDQ�$LG��(QVXUHV�WKH�ULJKW�LQGLYLGXDOV�UHFHLYH
WKH�ULJKW�DLG�DQG�GR�QRW�³GRXEOH�GLS´��
x 3RSXODWLRQ�0DQDJHPHQW��,GHQWLILHV�DQG�PRQLWRUV�ORFDO�SRSXODWLRQ
PRYHPHQW��
x 1RQ�FRPEDWDQW�(YDFXDWLRQ�2SHUDWLRQV��,GHQWLILHV��WUDFNV��DQG
UHORFDWHV�HYDFXHHV��
x 0HGLFDO�2SHUDWLRQV��,GHQWLILHV�SDWLHQWV�WR�SURSHUO\�DFFRXQW�IRU
UHVRXUFHV��HQVXUH�WKH\�UHFHLYH�DSSURSULDWH�WUHDWPHQW��DQG�IDPLOLHV�
DUH�UHXQLWHG�DIWHU�D�GLVDVWHU��

�G���%RUGHU�&RQWURO��
x 8QGRFXPHQWHG�,QGLYLGXDOV�,QWHUGLFWLRQ��%LRPHWULFV�HQUROOPHQW
DOORZV�LGHQWLILFDWLRQ�DQG�WUDFNLQJ�RI�XQNQRZQ�RU�ZDQWHG�SHUVRQV��
x (QWU\�&RQWURO��9HULILHV�WKH�LGHQWLW\�RI�LQGLYLGXDOV�FURVVLQJ
ERUGHUV��
x 0DULWLPH�$OLHQ�0LJUDQW�,QWHUGLFWLRQ�2SHUDWLRQV��&ROOHFWV
ELRPHWULFV�DW�VHD�WR�SURFHVV�LQGLYLGXDOV�DQG�PDNH�SURVHFXWLRQ�RU�
UHSDWULDWLRQ�GHFLVLRQV��

�H���)RUFH�3URWHFWLRQ��
x %DVH�$FFHVV��,GHQWLILHV�SHUVRQV�ZKR�GHVLUH�DFFHVV�WR�D�JLYHQ
IDFLOLW\��EDVH��RU�SRUW��WXUQV�DZD\�WKRVH�ZKR�KDYH�EHHQ�GHQLHG�
DFFHVV��DQG�GHWDLQV�SHUVRQV�ZKR�DUH�OLQNHG�WR�D�FULPLQDO�RU�
WHUURULVW�LQFLGHQW��
x 3HUVRQQHO�9HWWLQJ��6FUHHQV�HPSOR\HG�SHUVRQV�DQG�ORFDO
QDWLRQDOV�SURYLGLQJ�FRQWUDFW�VHUYLFHV��ZKLFK�DLGV�LQ�WKH�YHWWLQJ�
SURFHVV���HQKDQFHV�RSHUDWLRQDO�DUHD�VHFXULW\��DQG�GHQLHV�DFFHVV�
WR�XQGHVLUDEOH�SHUVRQQHO��DQG�OLPLWV�WKH�IORZ�RI�IXQGV�WR�LQVXUJHQW�
DQG�WHUURULVW�JURXSV��

�I���3HUVRQQHO�5HFRYHU\�2SHUDWLRQV��7KLV�LQFOXGHV�DXWKHQWLFDWLQJ�
LVRODWHG�SHUVRQQHO�GXULQJ�SHUVRQQHO�UHFRYHU\�RSHUDWLRQV��7KHVH�
LQFOXGH�WKH�IROORZLQJ�H[DPSOHV���

x %LRPHWULF�LQIRUPDWLRQ�RI�LVRODWHG�SHUVRQQHO�DQG�SHUSHWUDWRUV�RI
WKH�LVRODWLQJ�HYHQW��
x /DWHQW�VDPSOHV�



�
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x�&RPSXWHU�PHVVDJHV��
x�0HVVDJHV�OHIW�EHKLQG��
x�%HKDYLRUDO�DQDO\VLV�RI�WKH�ODVW�NQRZQ�ORFDWLRQ�RI�WKH�LVRODWHG�
SHUVRQQHO��L�H���VRLO�VDPSOHV��WRRO�PDUNV��RU�FDVWV�RI�LPSUHVVLRQV���

E���%LRPHWULFV�(PSOR\PHQW�&RQVLGHUDWLRQV��
�����%LRPHWULFV�FROOHFWLRQ�E\�WDFWLFDO�XQLWV�PD\�EH�VXEMHFW�WR�OHJDO�
SDUDPHWHUV��LQWHUQDWLRQDO�DJUHHPHQWV��RU�RWKHU�DUUDQJHPHQWV�EHWZHHQ�WKH�
86�DQG�RWKHU�FRXQWULHV��&RPPDQG�JXLGDQFH�ZLOO�GLUHFW�WKH�DSSURSULDWH�
LPSOHPHQWDWLRQ�RI�WKHVH�FDSDELOLWLHV��ZKLFK�PXVW�EH�FOHDUO\�DUWLFXODWHG�WR�
VXERUGLQDWH�XQLWV�WR�HQVXUH�RSHUDWLRQV�DUH�FRQGXFWHG�DFFRUGLQJ�WR�OHJDO�
JXLGHOLQHV��
�����5HPHPEHU��SURSHU�VLWH�VHOHFWLRQ�IRU�ELRPHWULFV�HQUROOPHQW�GXULQJ�
G\QDPLF�RSHUDWLRQV�FDQ�LPSDFW�WKH�PLVVLRQ��7LPH��SHUVRQQHO��DQG�
FRPPXQLFDWLRQ�UHTXLUHPHQWV�PXVW�EH�FRQVLGHUHG�WR�HQVXUH�SURSHU�
H[HFXWLRQ�DQG�FRPPLWPHQW�RI�UHVRXUFHV���
�����6HOHFW�D�ORFDWLRQ�WKDW�VXSSRUWV�WKH�IORZ�RI�SHUVRQQHO��W\SH�RI�RSHUDWLRQ��
VHFXULW\�ULVNV��ELRPHWULFV�WDVNV��H[SHFWHG�QXPEHU�RI�RSHUDWRUV�DQG�
HQUROOHHV��XVHU�FLUFXPVWDQFHV��H[LVWLQJ�GDWD��DQG�W\SH�DQG�DPRXQW�RI�
HTXLSPHQW���
�����6HOHFW�D�ORFDWLRQ�WKDW�UHGXFHV�WKH�HQYLURQPHQWDO�LPSDFWV�RI�GXVW��
VXQOLJKW��DQG�RWKHU�IDFWRUV�WKDW�FDQ�OLPLW�RU�SUHYHQW�WKH�VXFFHVVIXO�
ELRPHWULFV�FROOHFWLRQ�EHFDXVH�WKH\�PD\�LQWHUIHUH�ZLWK�WKH�HTXLSPHQW
V�
DELOLW\�WR�DFFXUDWHO\�UHFRUG�GDWD��
�����:RUN�FORVHO\�ZLWK�ORFDO�OHDGHUV�LQ�WKH�DUHD�RI�RSHUDWLRQV�DQG�JDLQ�
DFFHSWDQFH�DQG�VXSSRUW�RI�ELRPHWULFV�HQUROOPHQW�RSHUDWLRQV��,I�SRVVLEOH��
HQVXUH�D�WUDLQHG�IHPDOH�RSHUDWRU�LV�DYDLODEOH�WR�IDFLOLWDWH�ZRUNLQJ�ZLWK�
IHPDOH�HQUROOHHV��
�����5HIHU�WR�&KDSWHU�,,,��%LRPHWULF�&ROOHFWLRQ��DQG�DSSHQGLFHV�IRU�
DGGLWLRQDO�LQIRUPDWLRQ��

����,QFRUSRUDWLQJ�%LRPHWULFV�LQWR�7UDLQLQJ�
8QLWV�VKRXOG�FRQGXFW�WUDLQLQJ�DFFRUGLQJ�WR�6HUYLFH�VSHFLILF�UHTXLUHPHQWV��
HQVXULQJ�DOO�PHPEHUV�RI�WKH�FRPPDQG�XQGHUVWDQGV�WKHLU�UROHV�DQG�
UHVSRQVLELOLWLHV�LQ�WKH�ELRPHWULFV�SURFHVV��7KH�IROORZLQJ�DUH�WUDLQLQJ�
FRQVLGHUDWLRQV���

D���/HDGHU�7UDLQLQJ��'RFWULQH�DQG�WDFWLFV�WUDLQLQJ�IRU�OHDGHUV�DQG�NH\�
SHUVRQQHO�LQFOXGH��

�����%LRPHWULFV�FDSDELOLWLHV�DV�IRUFH�PXOWLSOLHUV�DQG�WKH�LPSDFW�RQ�
RSHUDWLRQV�DQG�IRUFH�SURWHFWLRQ��
�����6SHFLILF�WDVNV�WKDW�PD[LPL]H�WKH�XVH�RI�ELRPHWULF�FDSDELOLWLHV�WR�
HQKDQFH�PLVVLRQV���
�����%LRPHWULFV�FDSDELOLWLHV�DQG�LQFRUSRUDWLQJ�WKHLU�XVH�GXULQJ�
DVVHVVPHQWV��SODQQLQJ��DQG�RSHUDWLRQV��
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�����,QIUDVWUXFWXUH�UHTXLUHPHQWV��H�J���FRPPXQLFDWLRQV��IDFLOLWLHV��HWF���DQG�
ORJLVWLFDO�VXSSRUW��
�����3ULQFLSOHV�WR�XQGHUVWDQG�WKH�'2'�%(:/�FDWHJRULHV�DQG�QRPLQDWLRQ�
SURFHGXUHV��

E� ,QGLYLGXDO�7UDLQLQJ��0RVW�RSHUDWLRQV�SURYLGH�WKH�RSSRUWXQLW\�WR�FROOHFW
ELRPHWULFV��:KHQ�RSHUDWRUV�DUH�WUDLQHG�RQ�ELRPHWULFV�FROOHFWLRQ�HTXLSPHQW��
WKH\�EHFRPH�IDVWHU�DQG�PRUH�HIILFLHQW��7KLV�HTXDWHV�WR�D�KLJK�TXDOLW\��DQG�
TXDQWLW\��RI�HQUROOPHQWV��7DVNV�IRU�LQLWLDO�DQG�VXVWDLQPHQW�WUDLQLQJ�LQFOXGH���

�����3UHSDULQJ�WKH�FROOHFWLRQ�GHYLFH�IRU�RSHUDWLRQ��
�����&ROOHFWLQJ�ELRPHWULFV��
�����$FWLQJ�RQ�LGHQWLILFDWLRQ�DQG�ZDWFKOLVW�DOHUWV��
�����7UDQVIHUULQJ�GDWD�IRU�HQUROOPHQWV�DQG�ZDWFKOLVWV��

1RWH��)RU�WKH�ODWHVW�WUDLQLQJ�PDWHULDOV��YLVLW�WKH�PLO6XLWH�%LRPHWULFV�7UDLQLQJ�
PLO:LNL�DW�KWWSV���ZZZ�PLOVXLWH�PLO�ZLNL�%LRPHWULFVB7UDLQLQJ���$�&RPPRQ�$FFHVV�
&DUG�LV�UHTXLUHG���

F� &ROOHFWLYH�7UDLQLQJ��,QWHJUDWH�ELRPHWULFV�FDSDELOLWLHV�LQWR�FROOHFWLYH�WUDLQLQJ
HYHQWV�WKDW�LQFOXGH�UROH�SOD\HUV�DQG�SURYLGH�RSSRUWXQLWLHV�IRU�FROOHFWLRQV��
LGHQWLILFDWLRQV��YHULILFDWLRQV��DQG�HQUROOPHQWV��
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&KDSWHU�,,,�
%,20(75,&6�&2//(&7,21�

����0RGDOLWLHV�
1RWH��2SHUDWRUV�FDQ�FROOHFW�ELRPHWULF�GDWD�IURP�GHFHDVHG�SHUVRQQHO�WR�YHULI\�
WKHLU�LGHQWLW\��7KLV�PD\�SUHVHQW�FHUWDLQ�FKDOOHQJHV�EDVHG�RQ�ZKDW�HTXLSPHQW�VHWV�
DUH�DYDLODEOH�DQG�WKH�FRQGLWLRQ�RI�WKH�UHPDLQV��

D���)DFLDO�,PDJHV��
7KLV�LV�WKH�ILUVW�RI�IRXU�SULPDU\�ELRPHWULF�PRGDOLWLHV�FROOHFWHG�LQ�VXSSRUW�RI�
RSHUDWLRQV��7KH�IROORZLQJ�LV�UHTXLUHG�WR�HQVXUH�IDFLDO�LPDJHV�DUH�SURSHUO\�
FROOHFWHG��

�����8VH�D�FOHDQ�DQG�QHXWUDO�EDFNJURXQG�ZLWKRXW�DGGLWLRQDO�SHUVRQQHO��
PDSV��HTXLSPHQW��YHKLFOHV��YHVVHOV��HWF��
�����'R�QRW�DOORZ�WKH�SHUVRQ�WR�ZHDU�JODVVHV�RU�DQ\�RWKHU�LWHPV�REVFXULQJ�
WKH�DUHD�EHLQJ�SKRWRJUDSKHG��7KH�SHUVRQ�PD\�FKRRVH�WR�H[SRVH�RQO\�WKH�
DUHD�IURP�HDU�WR�HDU�DQG�KDLUOLQH�WR�FKLQ��L�H���WKH\�GR�QRW�KDYH�WR�UHPRYH�D�
KHDGGUHVV���7KHUH�DUH�QR�FRQVWUDLQWV�RQ�FRVPHWLFV��
�����,QFOXGH�WKH�VXEMHFW¶V�LPDJH�IURP�WKH�WRS�RI�WKH�KHDG�WR�WKH�ERWWRP�RI�
WKH�QHFN��LQFOXGLQJ�WKH�HDUV��H�J���SDVVSRUW�RU�LGHQWLILFDWLRQ�FDUG�VL]HG�
SKRWRV���6HH�ILJXUH���IRU�SURSHU�DOLJQPHQW�DQG�RULHQWDWLRQ�RI�IDFLDO�LPDJHV��
&ULPLQDO�HQUROOPHQW�UHTXLUHV�SKRWRV�WKDW�LQFOXGH�IURQW��ULJKW�DQG�OHIW�
SURILOHV��DQG�ULJKW�DQG�OHIW����GHJUHH��DQJOHG�LPDJHV��

�
)LJXUH���� 3URSHU�$OLJQPHQW�DQG�2ULHQWDWLRQ�RI�)DFLDO�,PDJHV�
�����(QVXUH�WKH�VXEMHFW¶V�IDFH�LV�IUHH�RI�VKDGRZV�DQG�LV�QRW�LQ�GLUHFW�OLJKW��
,PSURSHU�OLJKWLQJ�ZLOO�FUHDWH�VKDGRZV��DQG�GLUHFW�OLJKW�ZLOO�FUHDWH�D�VKLQH�RQ�
WKH�VXEMHFW¶V�IDFH��
�����(QVXUH�WKH�FDPHUD�LV�OHYHO�DQG�WKH�VXEMHFW¶V�IDFH�LV�SRVLWLRQHG�VWUDLJKW�
DQG�SRVWXUHG�WRZDUG�WKH�FDPHUD�WR�HQVXUH�D�XVHIXO�IURQW�IDFLQJ�
SKRWRJUDSK��*HQHUDOO\��KDYH�WKH�FDPHUD�OHQV�DW�WKH�VXEMHFW¶V�QRVH�KHLJKW�
WR�SUHYHQW�GLVWRUWLRQ��
�����&DSWXUH�SURILOH�SLFWXUHV�ZLWK�WKH�VXEMHFW¶V�KHDG�IDFLQJ�LQ�WKH�GLUHFWLRQ�
RI�WKH�ERG\��
�����7R�FDSWXUH�D�VXEMHFW¶V�IDFLDO�LPDJH�GXULQJ�ORZ�OLJKW�FRQGLWLRQV�RU�DW�
QLJKW��VXSSOHPHQWDO�OLJKW�VRXUFHV�VKRXOG�EH�SODFHG�DSSUR[LPDWHO\����
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GHJUHHV�RII�WKH�FHQWHU�RI�WKH�VXEMHFW¶V�IDFH�DQG�SRLQWHG�DW�WKH�VXEMHFW¶V�
FKHVW���

E� (OHFWURQLF�)LQJHUSULQW�&ROOHFWLRQ��$�SURSHU�ILQJHUSULQW�VKRXOG�EH�FRPSOHWH�
IUHH�RI�VPHDUV��DQG�VKRZ�IULFWLRQ�ULGJHV��6HH�ILJXUH���IRU�DQ�H[DPSOH�RI�D�
SURSHU�UROOHG�DQG�VODS�ILQJHUSULQW��7KH�IROORZLQJ�LV�UHTXLUHG�WR�HQVXUH�SURSHU�
ILQJHUSULQW�FROOHFWLRQ��

1RWH��$�WDFWLFDO�HQUROOPHQW�LV�D�'2'�)ODW�3ULQW�5DS�6KHHW�6HDUFK�UHTXLULQJ�D�IXOO�
WHQ�SULQW�FROOHFWLRQ�DQG�FRQWH[WXDO�GDWD��

�����(QVXUH�WKH�VXEMHFW¶V�ILQJHUV�DQG�FROOHFWLRQ�VXUIDFH�DUH�FOHDQ�SULRU�WR�
FROOHFWLRQ��([FHVVLYH�GLUW��JUHDVH��DQG�GU\QHVV�RI�WKH�SULQW�DUHD�ZLOO�OLNHO\�
UHVXOW�LQ�DQ�XQUHDGDEOH�ILQJHUSULQW�FDSWXUH��7KH�IROORZLQJ�LV�LQIRUPDWLRQ�
DERXW�WKH�VLOLFRQH�SODWHQ��

�D���&OHDQ�WKH�ILQJHUSULQW�FDSWXUH�GHYLFH�WR�UHPRYH�UHVLGXDO�ILQJHUSULQW�
LPDJHV��GLUW��RLOV��DQG�RWKHU�GHEULV��8VH�WKH�DSSURSULDWH�PHWKRG�IRU�WKH�
GHYLFH��
�E���7KH�VLOLFRQH�SODWHQ�LQFUHDVHV�WKH�LQWLPDWH�FRQWDFW�DUHD�IRU�IULFWLRQ�
ULGJH�LPDJH�FDSWXUH��7KH�VLOLFRQH�VXUIDFH�HQDEOHV�HDVLO\�DQG�UDSLGO\�
FDSWXULQJ�ILQH��ZRUQ��DQG�GU\�ILQJHU�ULGJH�GHWDLO��

�����0DLQWDLQ�FRQWURO�RI�WKH�VXEMHFW¶V�ILQJHU�XVLQJ�VOLJKW�DQG�FRQVLVWHQW�
SUHVVXUH�IRU�D�VODS�RU�UROOHG�ILQJHUSULQW��/RRN�DW�WKH�SULQW�RQ�VFUHHQ�WR�
HQVXUH�LW�LV�FOHDU��6HH�ILJXUH���IRU�D�PHWKRG�WR�FRQWURO�WKH�VXEMHFW��DQG�
ILJXUH���IRU�D�SURSHU�GLVSOD\�XVLQJ�WKH�6HFXUH�(OHFWURQLF�(QUROOPHQW�.LW�,,�
�6((.�,,���

)LJXUH���� 3URSHU�)LQJHU�&RQWURO�IRU�D�7ZR�)LQJHU�6ODS�
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�
)LJXUH���� 5ROOHG�3ULQW��)RXU�)LQJHU�6ODS�3ULQW��DQG�6LQJOH�)ODW�
�����:KHQ�FROOHFWLQJ�UROOHG�ILQJHUSULQWV��UROO�WKH�VXEMHFW¶V�ILQJHU�IURP�
NQXFNOH�LQ�WR�NQXFNOH�RXW�DQG�IURP�QDLO�LQ�WR�QDLO�RXW��L�H���IURP�WKH�VXEMHFW¶V�
XQFRPIRUWDEOH�SRVLWLRQ�WR�FRPIRUWDEOH�SRVLWLRQ���7KXPEV�DUH�UROOHG�WRZDUGV�
WKH�VXEMHFW¶V�ERG\��ZKLOH�ILQJHUV�DUH�UROOHG�DZD\�IURP�VXEMHFW¶V�ERG\��
5ROOHG�SULQWV�DUH�DOZD\V�SUHIHUUHG�DQG�VKRXOG�EH�FROOHFWHG�ZKHQHYHU�
SRVVLEOH��

F���,QN�3DOP�3ULQW�&DSWXUH��7KH�SDOP�SULQW�FDUG�LV�D�VXSSOHPHQW�WR�WKH�FULPLQDO�
RU�FLYLO�ILQJHUSULQW�FDUG�DQG�LV�QRW�LQWHQGHG�WR�VWDQG�DORQH�IURP�WKH�DFWXDO�
ILQJHUSULQW�FDUG��3DOP�SULQWV�VKRXOG�EH�FRPSOHWH��IUHH�RI�VPHDUV��DQG�VKRZ�
IULFWLRQ�ULGJHV��)LJXUHV��±��GHPRQVWUDWH�WKH�SURSHU�ORFDWLRQV�WR�LQN�WKH�SDOP�
DQG�SURSHU�SDOP�FDSWXUHV�RQ�WKH�SDOP�SULQW�DQG�VXSSOHPHQWDO�SDOP�SULQW�
FDUGV��

1RWH��7KLV�PRGDOLW\�LV�SULPDULO\�FROOHFWHG�DW�GHWHQWLRQ�IDFLOLWLHV��5HIHU�WR�WKH�
IDFLOLW\¶V 623�IRU�PRUH�SURFHGXUHV�RQ�XVLQJ�WKLV�PHWKRG�

�����&ROOHFW�SDOP�SULQWV�XVLQJ�EODFN�UROOHU�LQN��DQ�)%,�)RUP�)'������3DOP�
3ULQW�&DUG���DQG�DQ�)%,�)RUP�)'����D��6WDQGDUG�6XSSOHPHQWDO�)LQJHUSULQW�
)LQJHU�DQG�3DOP�3ULQW�&DUG���(DFK�SDOP�ZLOO�UHTXLUH�LWV�RZQ�VHW�RI�FDUGV��

1RWH��2SHUDWRUV�PXVW�EH�WUDLQHG�DQG�SURILFLHQW�LQ�FROOHFWLQJ�ZHW�LQN�ILQJHUSULQWLQJ�
IRU�WKLV�WR�EH�D�YLDEOH�RSWLRQ��

�����(QVXUH�WKH�VXEMHFW¶V�ILQJHUV�DQG�FROOHFWLRQ�VXUIDFH�DUH�FOHDQ�SULRU�WR�
FROOHFWLQJ�SDOP�SULQWV��([FHVVLYH�GLUW��JUHDVH��RU�GU\QHVV�RI�WKH�SULQW�DUHD�
PD\�UHVXOW�LQ�DQ�XQUHDGDEOH�SULQW��
�����&RPSOHWH�D�SDOP�SULQW�FDUG�DV�IROORZV��

�D���5ROO�D�FRDW�RI�EODFN�LQN�DORQJ�WKH�ZULWHU¶V�SDOP�RI�WKH�KDQG��DOVR�
FDOOHG�WKH�XOQDU�VLGH��DV�LQ�ILJXUH����IURP�WKH�EDVH�RI�WKH�ZULVW�WR�WKH�
ILQJHUWLS�DQG�UROO�ZULWHU¶V�SDOP�LPSUHVVLRQ�ZLWKLQ�WKH�FDSWXUH�EORFN��
�E���5ROO�D�FRDW�RI�LQN�RQ�WKH�LQGH[�ILQJHU�DQG�FDSWXUH�D�SULQW�LQ�WKH�
DSSURSULDWH�EORFN��7KLV�SULQW�ZLOO�PDWFK�DQG�YHULI\�WKH�SDOP�SULQW�ZLWK�
WKH�WHQ�SULQW�ILQJHUSULQW�FDUG��
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�F���5ROO�D�FRDW�RI�LQN�RQ�WKH�HQWLUH�SDOP�DQG�ILQJHUV��IURP�WKH�EDVH�RI�
ZULVW�WR�WKH�ILQJHU�WLSV���FDSWXULQJ�D�SULQW�LQ�WKH�DSSURSULDWH�ER[��(QVXUH�
WKH�FDSWXUHG�SULQW�PLUURUV�WKH�SDOP�LOOXVWUDWLRQ�LQ�WKH�FDSWXUH�ER[��
�G���&RPSOHWH�WKH�EDFN�RI�WKH�FDUG�E\�UROOLQJ�ILQJHUV�LQ�WKH�VDPH�
PDQQHU�XVHG�RQ�WHQ�SULQW�FDUGV��
�H���5HSHDW�IRU�WKH�RWKHU�SDOP��

1RWH��7R�DYRLG�VPXGJLQJ��FRPSOHWH�SDOP�SULQWV�RQ�ERWK�KDQGV��RQ�WKH�VDPH�VLGH�
RI�WKH�FDUGV�SULRU�WR�UROOLQJ�SULQWV�RQ�WKH�UHYHUVH�VLGH�RI�HDFK�FDUG��

)LJXUH���� ,QN�3DOP�&DSWXUH�$UHDV�

)LJXUH���� +DQG�ZLWK�%DVLF�,QN�5HJLRQV�
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�
)LJXUH���� ,QN�3DOP�&DSWXUH�

�����&RPSOHWH�WKH�VXSSOHPHQWDO�ILQJHU�DQG�SDOP�SULQW�FDUGV�DV�IROORZV��
�D���6HOHFW�WKH�OHIW�RU�ULJKW�KDQG�DQG�FKHFN�DSSURSULDWH�ER[��
�E���,QN�WKH�DSSURSULDWH�SRUWLRQ�RI�WKH�SDOP��
�F���&DSWXUH�WKH�SULQW�RULHQWHG�LQ�WKH�GLUHFWLRQ�RI�WKH�WH[W��DQG�KDQG�
LPDJH��ZLWKLQ�HDFK�FDSWXUH�EORFN��(DFK�LPSUHVVLRQ�PXVW�EH�FDSWXUHG�
IXOO\�ZLWKLQ�WKH�ER[�SURYLGHG��LQ�D�YHUWLFDO��XSULJKW�SRVLWLRQ��
�G���&DSWXUH�WKH�LPSUHVVLRQV�IRU�HDFK�GLJLW��IXOO\�UROOHG��OHIW�HGJH��IODW��
DQG�ULJKW�HGJH��

1RWH��$OO�GLJLWV�PXVW�EH�FDSWXUHG�LQ�WKH�IROORZLQJ�VHTXHQFH��IXOO\�UROOHG��OHIW�HGJH��
IODW��ULJKW�HGJH��FRQWDLQ�LPSUHVVLRQV�RI�WKH�GLVWDO��PHGLDO��DQG�SUR[LPDO�SRUWLRQV�RI�
HDFK�ILQJHU��

�����5HSHDW�WKH�SURFHVV�IRU�RSSRVLWH�KDQG��
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)LJXUH���� ,QN�6XSSOHPHQWDO�)LQJHU�DQG�3DOP�&DSWXUH�
G� ,ULV��7KH�LULV�LV�WKH�FRORUHG�DUHD�RI�WKH�H\H��7KH�FDSWXUHG�LPDJH�VKRXOG
VKRZ�WKH�LULV�DQG�SXSLO�WR�WKH�PD[LPXP�H[WHQW�SRVVLEOH�ZLWK�QR�JODUH�
REVFXULQJ�DQ\�SDUW�RI�WKH�LULV��6HH�ILJXUH����IRU�DQ�H[DPSOH�RI�D�SURSHU�LULV�
LPDJH��7KH�IROORZLQJ�DUH�UHTXLUHG�WR�HQVXUH�SURSHU�FROOHFWLRQ�RI�DQ�LULV�
FDSWXUH��

)LJXUH����� 3URSHU�,ULV�,PDJH�
�����5HPRYH�DQ\�REVWUXFWLRQV�IURP�WKH�VXEMHFW¶V�LULV��LQFOXGLQJ�JODVVHV��
FRQWDFW�OHQVHV��H\HODVKHV��KDLU��HWF��
�����3ODFH�WKH�VXEMHFW�VR�\RX�FDQ�YLHZ�WKH�GLVSOD\�RQ�D�LULV�FDSWXUH�GHYLFH�
DQG�HQVXUH�WKH�LPDJH�FDSWXUHV�DW�OHDVW�����RI�WKH�LULV��6HH�ILJXUH����IRU�
SURSHU�SRVLWLRQ�IRU�6((.�,,�LULV�FDSWXUHV��
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�
)LJXUH����� ,ULV�&DSWXUH�ZLWK�6((.�,,�

�����(QVXUH�WKH�VXEMHFW¶V�H\HOLGV�DUH�RSHQ��WR�WKH�PD[LPXP�H[WHQW�
SRVVLEOH��
�����+DYH�VXEMHFWV�RSHQ�WKHLU�H\HV�ZLGH�DQG�UHPDLQ�VWLOO�WR�DYRLG�H[FHVVLYH�
H\H�PRYHPHQW��
�����$YRLG�GLUHFW�OLJKW�WKDW�PD\�SODFH�D�JODUH�RYHU�WKH�LULV��

H���9RLFH�6DPSOH�&ROOHFWLRQ��
�����9RLFH�LV�D�ELRPHWULF�PRGDOLW\�EDVHG�RQ�WKH�PHDVXUDEOH�SK\VLFDO�
FKDUDFWHULVWLFV�RI�DQ�LQGLYLGXDO¶V�YRLFH�DQG�FDQ�YHULI\�RU�UHIXWH�DQ�LGHQWLW\��
�����9RLFH�,GHQWLW\�%LRPHWULFV�([SORLWDWLRQ�6HUYLFHV�9,%(6���9,%(6�LV�D�
PHDQV�RI�SURYLGLQJ�WDFWLFDO�VSHDNHU�LGHQWLILFDWLRQ�DQG�H[SORLWDWLRQ�RI�
FROOHFWHG�YRLFH�VDPSOHV��,W�SURYLGHV�ZHE�EDVHG�DQG�PRELOH�GHYLFH�
DSSOLFDWLRQV�WKDW�VXSSRUW�WKH�FROOHFWLRQ�DQG�VXEPLVVLRQ�RI�YRLFH�VDPSOHV�WR�
WKH�9,%(6�VHUYHU�IRU�ELRPHWULF�YRLFH�PDWFKLQJ��9,%(6�FDQ�SURYLGH�LQVLJKW�
LQWR��ZKR�LV�FRPPXQLFDWLQJ�ZLWK�ZKRP��ZKHUH�LQGLYLGXDOV�DQG�JURXSV�DUH�
DQG�KDYH�EHHQ�RYHU�WLPH��DQG�DVVRFLDWLRQV�DPRQJ�LQGLYLGXDOV�DQG�VSHFLILF�
DFWLYLWLHV�RU�HYHQWV��9,%(6�FDQ�EH�XVHG�LQ�FRRSHUDWLYH��QRQ�FRRSHUDWLYH�RU�
VWDQG�RII�PRGHV�WR�UHFRJQL]H�LQGLYLGXDOV�ZLWKRXW�UHJDUG�IRU�WKH�
FRPPXQLFDWLRQV�FKDQQHO�XVHG��WKH�ODQJXDJH�VSRNHQ��RU�WKH�WUXWKIXOQHVV�RI�
VSHDNHU�GLDORJ�WR�TXLFNO\�LGHQWLI\�LQGLYLGXDOV���
�����9RLFH�UHFRJQLWLRQ�FDQ�VXSSRUW�SHUVRQQHO�UHFRYHU\��IRUFH�SURWHFWLRQ��
VLWH�H[SORLWDWLRQ��DQG�FLYLO�HQJDJHPHQW�PLVVLRQV��

I���'1$��'1$�PD\�EH�REWDLQHG�IURP�DQ�LQQHU�FKHHN�RU�ERGLO\�IOXLGV��'1$�LV�
YHU\�VHQVLWLYH�WR�FRQWDPLQDWLRQ��ZKLFK�ZRXOG�PDNH�WKH�VDPSOHV�XVHOHVV��,I�
SRVVLEOH��VHFXUH�'1$�VDPSOHV�LQ�FOHDQ��VWHULOH�FRQWDLQHU�LPPHGLDWHO\�DIWHU�
FROOHFWLRQ��7KH�FROOHFWRU�VKRXOG�HQVXUH�'1$�LV�SURSHUO\�FROOHFWHG�E\�XVLQJ�WKH�
IROORZLQJ�GLUHFWLRQV��
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�����:HDU�ODWH[�JORYHV�WR�DYRLG�FRQWDFW�ZLWK�WKH�VDPSOH��'R�QRW�OHW�VDPSOHV�
FRPH�LQ�FRQWDFW�ZLWK�HDFK�RWKHU�DQG�FKDQJH�JORYHV�DIWHU�HDFK�LQGLYLGXDO�
VDPSOH��
�����8VH�D�VWHULOH�EXFFDO��FKHHN��VZDE�WR�FROOHFW�D�VDPSOH�IURP�WKH�
VXEMHFW¶V�LQQHU�FKHHN�RU�RWKHU�VRXUFH�IRU�ERGLO\�IOXLGV��H�J���EORRG���8VH�WKH�
VZDE�RQ�RQO\�RQH�SHUVRQ��,I�VZDEELQJ�WKH�FKHHN��WHDU�RII�RQH�HQG�RI�WKH�
SDFNDJLQJ��UHPRYH�WKH�VZDE��DQG�NHHS�WKH�SDFNDJLQJ��,QVHUW�WKH�VZDE�
DJDLQVW�WKH�LQVLGH�RI�WKH�LQGLYLGXDO¶V�FKHHN��0RYH�WKH�VZDE�XS�DQG�GRZQ�
ZKLOH�JHQWO\�UROOLQJ�WKH�VZDE�DJDLQVW�WKH�FKHHN�IRU�DW�OHDVW����VHFRQGV��
&ROOHFW�PLQLPDO�VDOLYD��6HH�ILJXUH�����

)LJXUH����� &KHHN�6ZDE�
�����7U\�WR�FROOHFW�ERGLO\�IOXLGV�IURP�DQ�XQFRQWDPLQDWHG�DUHD�RQ�WKH�
VXEMHFW¶V�ERG\��
�����,I�WLPH�SHUPLWV��DOORZ�WKH�VDPSOH�WR�GU\�LQ�RSHQ�DLU�IRU�RQH�PLQXWH�
EHIRUH�SODFLQJ�LW�LQ�D�FRQWDLQHU��$YRLG�SXWWLQJ�WKH�VDPSOH�LQWR�D�SODVWLF�EDJ�
RU�UHWXUQLQJ�WKH�VZDE�WR�D�FXOWXUH�PHGLD�WXEH�WR�SUHYHQW�GHJUDGDWLRQ�GXH�WR�
PRLVWXUH�ZKLFK�H[DFHUEDWHV�PROG��IXQJXV��RU�EDFWHULDO�JURZWK��,QVWHDG��SXW�
WKH�HYLGHQFH�LQWR�D�FOHDQ�SDSHU�EDJ��HQYHORSH��RU�WKH�RULJLQDO�SDSHU�VZDE�
SDFNDJLQJ��/LQH�WKH�FRQWDLQHU�ZLWK�D�EODQN�VKHHW�RI�SDSHU�WR�SUHYHQW�IOXLGV�
IURP�OHDNLQJ�WKURXJK�RQWR�RWKHU�VDPSOHV��3ODFH�RQO\�RQH�LQGLYLGXDO¶V�
VDPSOH�LQ�D�FRQWDLQHU�WR�DYRLG�FURVV�FRQWDPLQDWLRQ��8VH�WDSH��QRW�VWDSOHV��
WR�VHFXUH�WKH�FRQWDLQHU��6WRUH�'1$�VDPSOHV�LQ�D�FRRO��GDUN��GU\�SODFH�XQWLO�
VKLSSHG��:KHQ�VHQGLQJ�'1$�VDPSOHV�WR�D�ODE��DOZD\V�XVH�SDSHU�SURGXFWV�
WR�VKLS�WKH�VDPSOHV��7KLV�DOORZV�FRQWLQXHG�GU\LQJ�RI�WKH�VDPSOH��)ROORZ�WKH�
XQLW¶V�623�IRU�VKLSSLQJ�'1$�VDPSOHV�WR�D�ODE��

�� %LRJUDSKLF�DQG�&RQWH[WXDO�'DWD
D� 7KH�FROOHFWRU�VKRXOG�HQWHU�DFFXUDWH�DQG�FRPSOHWH�LQIRUPDWLRQ�
E� 1DPHV�DQG�SODFHV�VKRXOG�EH�VSHOOHG�RXW�SKRQHWLFDOO\�DQG�ZULWWHQ�LQ�WKH
PRVW�DFFHSWHG�PDQQHU�RU�EDVHG�RQ�D�WUDQVOLWHUDWLRQ�JXLGH��$GKHUHQFH�WR�D�
WUDQVOLWHUDWLRQ�JXLGH�LV�FUXFLDO�DV�LW�HQDEOHV�QDPH�VHDUFKLQJ�ZLWKLQ�LQWHOOLJHQFH�
GDWDEDVHV��
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F���0DQGDWRU\�HQWULHV�IRU�WKH�ELRJUDSKLF�DQG�FRQWH[WXDO�GDWD�DUH�LQGLFDWHG�LQ�
WKH�IROORZLQJ�OLVW��$V�WKH�VLWXDWLRQ�DQG�JXLGDQFH�GLFWDWH��DGG�WKH�LQIRUPDWLRQ�LQ�
WKH�RSWLRQDO�ILHOGV�EDVHG�RQ�WKH�W\SH�RI�HQUROOPHQW�FRQGXFWHG��

�����0DQGDWRU\�HQWULHV��
�D���1DPH��
�E���3HUVRQ�W\SH��H�J���HQHP\�SULVRQHU�RI�ZDU��KRVW�QDWLRQ�KLUH��HWF����
�F���5HDVRQ�SULQWHG��H�J���GHWDLQHH��GHWDLQHH�YLVLWRU��EDGJH��HWF����
�G���'DWH�SULQWHG��
�H���&RXQWU\�RI�ELUWK��
�I���'DWH�RI�ELUWK��
�J���*HQGHU��
�K���5DFH��
�L���+HLJKW��
�M���:HLJKW��
�N���+DLU�FRORU��
�O���(\H�FRORU��
�P���'DWH�RI�DUUHVW��RQO\�PDQGDWRU\�LI�FRPSOHWLQJ�D�FULPLQDO�
HQUROOPHQW���

�����2SWLRQDO�(QWULHV��
�D���,GHQWLILFDWLRQ�QXPEHU��H�J���SDVVSRUW��QDWLRQDO�LGHQWLILFDWLRQ��
GHWDLQHH�QXPEHU��HWF����
�E���3KRQH�QXPEHU��
�F���2FFXSDWLRQ��
�G���3ODFH�RI�UHVLGHQFH��
�H���)DPLO\�PHPEHUV¶�QDPHV��
�I���0DULWDO�VWDWXV��
�J���2UJDQL]DWLRQ�PHPEHUVKLSV��
�K���2WKHU�QDPHV�XVHG��
�L���/RFDWLRQ�RI�HQFRXQWHU��H�J���*OREDO�3RVLWLRQLQJ�6\VWHP�FRRUGLQDWHV��
PLOLWDU\�JULG�UHIHUHQFH�V\VWHP��JULG�ORFDWLRQ��RU�GHVFULSWLRQ�RI�
HQUROOPHQW�VLWH��

����$OWHUQDWLYH�%LRPHWULFV�&ROOHFWLRQ�0HWKRGV�
,Q�WKH�HYHQW�RI�HOHFWURQLF�ELRPHWULFV�FROOHFWLRQ�GHYLFH�IDLOXUH��FRQVLGHU�WKH�
IROORZLQJ�PHWKRGV�IRU�ELRPHWULFV�FROOHFWLRQ��

D���)DFLDO�,PDJH�&DSWXUH��
�����$�VWDQGDUG�GLJLWDO�FDPHUD�FDQ�FDSWXUH�D�KLJK�TXDOLW\�IDFLDO�LPDJH��L�H���
JUHDWHU�WKDQ�����PHJDSL[HOV���
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�����7LSV�IRU�VXFFHVVIXOO\�WDNLQJ�IDFLDO�UHFRJQLWLRQ�LPDJHV�LQFOXGH�WKH�
IROORZLQJ��

�D���8VH�D�IODVK��
�E���8VH�D�PLG�UDQJH�]RRP�VHWWLQJ�WR�DYRLG�RSWLFDO�GLVWRUWLRQ��
�F���6KRZ�D�FDSWXUH�WDJ�RU�QDPH��
�G���6KRZ�HDUV�FOHDUO\��
�H���5HPRYH�JODVVHV��
�I���3RVLWLRQ�WKH�FDPHUD�DW�WKH�VXEMHFW¶V�QRVH�KHLJKW�IRU�$//�LPDJHV��
�J���$YRLG�FDXVLQJ�WKH�VXEMHFW�WR�VTXLQW��XVH�D�ILOO�IODVK��LI�QHFHVVDU\��

1RWH��8VLQJ�D�SHUVRQDO�GLJLWDO�FDPHUD�PD\�EH�SURKLELWHG�LQ�WKH�DUHD�RI�RSHUDWLRQ��

E� )LQJHUSULQWV�
�����)LQJHUSULQWV�FDQ�EH�FROOHFWHG�XVLQJ�D�EODFN�LQN�SDG�DQG�D�WHQ�SULQW�FDUG
�L�H���D�FDUG�VSHFLILFDOO\�GHVLJQHG�IRU�FDSWXULQJ�LQNHG�ILQJHUSULQWV��D�)HGHUDO
%XUHDX�RI�,QYHVWLJDWLRQ�FDUG��VXFK�DV�)%,�)RUP�)'������$UUHVW�DQG
,QVWLWXWLRQ�)LQJHUSULQW�&DUG���RU�D�WDFWLFDO�WHQ�SULQW�VODS�FDUG���6HH�ILJXUHV
���DQG����IRU�DQ�H[DPSOH�RI�D�ZHW�LQN�FDSWXUH�VHW�DQG�D�VODS�FDUG�
UHVSHFWLYHO\��5HIHU�WR�FKDSWHU�,,,��SDUDJUDSK���E���IRU�ILQJHUSULQW�FROOHFWLRQ
WHFKQLTXHV�DQG�LOOXVWUDWLRQV

1RWH��2SHUDWRUV�VKRXOG�EH�WUDLQHG�DQG�SURILFLHQW�LQ�FROOHFWLQJ�LQN�ILQJHUSULQWV�IRU�
WKLV�WR�EH�D�YLDEOH�RSWLRQ��
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)LJXUH����� ,QN�3ULQW�&DSWXUH�&DUG�
1RWH��2QO\�IROG�ILQJHU�SULQW�FDUGV�DORQJ�WKH�OLQHV�WR�SUHYHQW�VPXGJLQJ�SULQWV��
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)LJXUH����� 7DFWLFDO�7HQ�3ULQW�6ODS�&DUG�
�����:KHQ�HOHFWURQLF�DQG�LQN�PHWKRGV�DUH�XQDYDLODEOH��D�SODLQ�ILQJHUSULQW�
LPSUHVVLRQ�FDQ�EH�REWDLQHG�E\�SHUIRUPLQJ�WKH�IROORZLQJ�VWHSV��

�D���5HFRUG��RQ�D�ZKLWH�SLHFH�RI�SDSHU��WKH�QDPH�RI�WKH�VXEMHFW��WLPH��
DQG�GDWH�ZLWK�WKH�JULG�ORFDWLRQ�RQ�HLWKHU�ERWWRP�FRUQHU�RI�WKH�SDSHU��
�E���)ROG�WKH�SDSHU�LQ�KDOI��
�F���+DYH�WKH�VXEMHFWV�ZLSH�WKHLU�ILQJHUV�OLJKWO\�DFURVV�WKH�VLGH�RI�WKHLU�
QRVH�ZLWK�ERWK�KDQGV�DW�OHDVW�WKUHH�WLPHV�WR�SLFN�XS�WKH�RLO�RQ�WKH�VNLQ��
�G���+DYH�WKH�VXEMHFWV�UXQ�WKHLU�KDQGV�WKURXJK�WKHLU�KDLU�WKUHH�WLPHV�WR�
SLFN�XS�WKH�RLO�LQ�WKH�KDLU��
�H���+ROG�WKH�IROGHG�SDSHU�DQG�KDYH�WKH�VXEMHFWV�SUHVV�WKHLU�ILQJHUWLSV�
IURP�ERWK�KDQGV�RQWR�WKH�SDSHU��PDNLQJ�VXUH�WR�JHW�WKH�WLSV�RI�WKH�
ILQJHUV��L�H���RQH�IRXUWK�LQFK�EHORZ�WKH�ILUVW�MRLQW���

F� ,ULV��7KHUH�LV�QR�DSSURYHG�DOWHUQDWLYH�FROOHFWLRQ�PHWKRG�IRU�DQ�LULV�LPDJH�
G� '1$�

�����,I�VWHULOH�EXFFDO�VZDEV�DUH�XQDYDLODEOH��XVH�D�VPDOO��VWHULOH�JDX]H�SDG
RU�VWHULOH��FRPPHUFLDO�FRWWRQ�VZDE�WR�VZDE�WKH�LQVLGH�RI�WKH�PRXWK�WR
FDSWXUH�D�YLDEOH�'1$�VDPSOH�
�����,I�XVLQJ�D�VWHULOH��FRWWRQ�VZDE��HLWKHU�VZDE�WKH�LQGLYLGXDO�ZLWK�ERWK�HQGV
RI�LW�RU�LQGLFDWH�RQ�WKH�SDFNDJLQJ�RU�VZDE�ZKLFK�HQG�ZDV�XVHG�WR�FROOHFW
WKH�VDPSOH�
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�����7KH�FROOHFWLRQ�VRXUFH�VKRXOG�EH�SODFHG�EDFN�LQ�LWV�SDFNDJLQJ�RU�VHDOHG�
LQ�D�QRQ�SODVWLF�FRQWDLQHU�IRU�WUDQVSRUW��6HH�FKDSWHU�,,,��SDUDJUDSK���I���IRU�
PRUH�LQIRUPDWLRQ��

1RWH��7KHUH�LV�QR�DOWHUQDWH�FROOHFWLRQ�IRU�D�YRLFH�VDPSOH��

H���&RQWH[WXDO�'DWD�
�����,I�WKHUH�DUH�DQ\�ELRPHWULFV�FROOHFWHG�XVLQJ�WKH�DOWHUQDWLYH�PHWKRGV��
SURSHUO\�OLQN�WKH�FRQWH[WXDO�LQIRUPDWLRQ�DQG�ELRPHWULFV�UHFRUG��
�����6HH�FKDSWHU�,,,��SDUDJUDSK���F���IRU�VSHFLILF�H[DPSOHV�RI�LPSRUWDQW�
FRQWH[WXDO�GDWD�QHHGHG�WR�VXSSRUW�D�FRPSOHWH�ELRPHWULFV�HQUROOPHQW��

� �
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7KLV�SDJH�LQWHQWLRQDOO\�OHIW�EODQN��
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$SSHQGL[�$
'(3$570(17�2)�'()(16(�$33529('�%,20(75,&�6<67(06�

����6HFXUH�(OHFWURQLF�(QUROOPHQW�.LW�,,��6((.�,,��
D���)XQFWLRQ��6((.�,,��SLFWXUHG�LQ�ILJXUH�����FROOHFWV�ILQJHUSULQWV��LULV�LPDJHV��
IDFLDO�SKRWRV��DQG�ELRJUDSKLFDO�DQG�FRQWH[WXDO�GDWD�RI�SHUVRQV�RI�LQWHUHVW�DQG�
PDWFKHV�ILQJHUSULQWV�DQG�LULV�LPDJHV�DJDLQVW�DQ�LQWHUQDO��ELRPHWULFDOO\�HQDEOHG�
ZDWFKOLVW��
E���'HVFULSWLRQ��,W�LV�D�OLJKWZHLJKW��PXOWLPRGDO�FROOHFWLRQ�DQG�PDWFKLQJ�GHYLFH��
FRPSDWLEOH�ZLWK�WKH�'HSDUWPHQW�RI�'HIHQVH�$XWRPDWHG�%LRPHWULF�,GHQWLILFDWLRQ�
6\VWHP��FRPSOLDQW�ZLWK�FXUUHQW�VRIWZDUH�VWDQGDUGV��DQG�IXOO\�RSHUDWLRQDO�LQ�
GLUHFW�VXQOLJKW��

�
)LJXUH����� 6((.�,,�

F���(TXLSPHQW�'DWD��
�����'LPHQVLRQV����LQFKHV��LQ�������PLOOLPHWHUV��PP���E\���LQ������PP��E\�
��LQ�����PP���
�����:HLJKW����SRXQGV��OEV��������NLORJUDP���
�����2SHUDWLQJ�7HPSHUDWXUH�5DQJH�����GHJUHHV�)DKUHQKHLW��)��WR�����
GHJUHHV�)����GHJUHHV�&HOVLXV��&��WR����GHJUHHV�&���
�����7ZR�JLJDE\WHV��*%V��RI�G\QDPLF�UDQGRP�DFFHVV�PHPRU\��'5$0���
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�����6L[W\�IRXU�*%�VROLG�VWDWH�IODVK�GULYH��UHPRYDEOH�ZLWK�WRROV��
�����%DFN�OLW��IXOO�4:(57<�NH\ERDUG�ZLWK�ULJKW�DQG�OHIW�PRXVH�EXWWRQV�DQG�
WRXFK�SDG�FXUVRU�FRQWURO��
�����0LFURSKRQH�DQG�VSHDNHU��
�����7ZR�KRW�VZDSSDEOH�����YROW������$K��DPSHUH�KRXU��UHFKDUJHDEOH�
/LWKLXP�LRQ�EDWWHULHV�ZLWK���KRXUV�RI�RSHUDWLRQ�IRU�HDFK�EDWWHU\��ZKLFK�KDYH�
D�SXVK�EXWWRQ�FKDUJH�LQGLFDWRU���
�����:L�)L�������%�*��%OXHWRRWK���*��RSWLRQDO���
������(WKHUQHW��5-������
������'XDO�LULV�FDSWXUH��
������$�����PHJD�SL[HO�������;�������0XJ�6KRW�&DPHUD�ZLWK�/('�
LOOXPLQDWLRQ��WRUFK�DQG�IODVK��
������)LQJHUSULQW�VFDQQHU�ZLWK�WZR�ILQJHU�VFDQ�DQG�UROOHG�ILQJHUSULQW�
FROOHFWLRQ��

�� %LRPHWULFV�$XWRPDWHG�7RROVHW±$UP\��%$7�$�
D� )XQFWLRQ��7KH�%$7�$��ILJXUH�����FROOHFWV�ILQJHUSULQWV��LULV�VFDQV��IDFLDO
SKRWRV��DQG�ELRJUDSKLFDO�LQIRUPDWLRQ�IURP�SHUVRQV�RI�LQWHUHVW�IRU�HQWU\�LQWR�D�
VHDUFKDEOH�GDWDEDVH��
E� 'HVFULSWLRQ��7KH�%$7�$�FRQVLVWV�RI�D�ODSWRS�FRPSXWHU�DQG�VHSDUDWH
SHULSKHUDOV�IRU�FROOHFWLQJ�ELRPHWULFV��7KH�WRROVHW�FRQQHFWV�WR�DQ\�FRPSXWHU�
VHUYHU�JHRJUDSKLFDOO\�GLVWULEXWHG�DFURVV�DQ�DUHD�RI�RSHUDWLRQV�WKDW�VWRUH�
ELRPHWULFV�GDWD��7KH�WRROVHW�V\VWHP�LV�XVHG�WR�LGHQWLI\�DQG�WUDFN�SHUVRQV�RI�
LQWHUHVW�DQG�WR�GRFXPHQW�DQG�VWRUH�LQIRUPDWLRQ�DERXW�WKHP��VXFK�DV�
LQWHUURJDWLRQ�UHSRUWV��,W�LV�FRPSDWLEOH�ZLWK�WKH�6((.�,,�GHYLFH��
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�
)LJXUH����� %$7�$�

F���(TXLSPHQW�'DWD���
�����:HLJKW��8S�WR����OEV���
�����2SHUDWLQJ�7HPSHUDWXUH�5DQJH�����GHJUHHV�)�WR�����GHJUHHV�)����
GHJUHHV�&�WR����GHJUHHV�&���
�����8S�WR���*%�RI�'5$0��
���������*%�KDUG�GULYH��
�����0LFURSKRQH�DQG�VSHDNHU�ZLWK�YRLFH�FDSWXUH�FDSDELOLW\��
�����:L�)L�������%�*��%OXHWRRWK��
�����(WKHUQHW��5-������
�����'XDO��DQG�VLQJOH�LULV�FDSWXUH��
�����7KUHH�PHJD�SL[HOV�������;�������FRPELQDWLRQ�FDPHUD�DQG�LULV�LPDJH�
FROOHFWLRQ��
������)LQJHUSULQW�VFDQQHU�ZLWK�IRXU�ILQJHU�VODS�DQG�UROOHG�ILQJHUSULQW�
FROOHFWLRQ��

�
� �
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7KLV�SDJH�LQWHQWLRQDOO\�OHIW�EDQN� �
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$SSHQGL[�%�
%,20(75,&6�3/$11,1*�&+(&./,67�

�� ,GHQWLI\�WKH�DPRXQW�RI�HTXLSPHQW�QHHGHG�IRU�XQLW�RU�EDVH�RSHUDWLRQV��
R� 3DWURO� � � BBBBBBBB�
R� 7UDIILF�&RQWURO�3RLQW�� BBBBBBBB�
R� (QWU\�&RQWURO�3RLQW� � BBBBBBBB�
R� 4XLFN�5HDFWLRQ�)RUFH� BBBBBBBB�

�
�� 8QLW��ORFDWLRQ��DQG�SHUVRQQHO�WR�PDLQWDLQ�WKH�ELRPHWULFV�GHYLFHV��LQFOXGLQJ�

XVHUQDPH�DQG�SDVVZRUG���
�� :DWFKOLVW�XSGDWHG�E\�ZKRP�DQG�ZKHQ�
�� 7KH�GHYLFH�LV�IXOO\�IXQFWLRQDO�ZLWK�D�IXOO�EDWWHU\�FKDUJH�DQG�FKHFNHG�DV�SDUW�RI�

WKH�PLVVLRQ�SUH�EULHI��
�� :LWKLQ�WKH�3UH�EULHI��

R� 9HULI\�WKH�WHDP�KDV�DSSURSULDWH�XVHUQDPH�DQG�SDVVZRUGV��
R� 9HULI\�WKH�WHDP�FDQ�RSHUDWH�WKH�GHYLFH���
R� 3URYLGH�D�UHFRPPHQGDWLRQ�RI�ZKHQ�WR�HPSOR\�WKH�GHYLFH�EDVHG�RQ�WKH�

WDVN��L�H���HQWU\�FRQWURO�SRLQW��SDWURO��TXLFN�UHDFWLRQ�IRUFH��
R� (VWDEOLVK�FULWHULD�IRU�LQGLYLGXDOV�\RX�FDQ�HQUROO�LGHQWLI\��
R� 3URYLGH�H[DPSOHV�RI�DQ�LQFLGHQW�UHSRUW��
R� ,GHQWLI\�DFWLRQV�WKDW�VKRXOG�EH�WDNHQ�DIWHU�ZDWFKOLVW�PDWFK�QRWLILFDWLRQ��

�� &ROOHFW�WKH�ELRPHWULFV�GHYLFHV�DV�D�SDUW�RI�WKH�GHEULHILQJ�SURFHVV��
R� ,GHQWLI\�KRZ�PDQ\�HQUROOPHQWV�ZHUH�FRPSOHWHG��
R� ,GHQWLI\�KRZ�PDQ\�LQFLGHQW�UHSRUWV�ZHUH�FRPSOHWHG��
R� ([SRUW�GDWD�DQG�WUDQVIHU�LW�WR�D�VHUYHU�RU�SRUWDO��
R� &KDUJH�EDWWHULHV��

�� &KHFN�WKH�TXDOLW\�RI�ELRPHWULF�HQUROOPHQWV��
� �
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$SSHQGL[�&�
%,20(75,&6�&2//(&7,21�&+(&./,67�

�� 7KH�WDFWLFDO�FROOHFWLRQ�GHYLFH��7&'��EDWWHULHV�DUH�IXOO\�FKDUJHG��
�� 7KH�7&'�LV�IXOO\�RSHUDWLRQDO��
�� $W�OHDVW�WZR�6HUYLFH�PHPEHUV�DUH�WUDLQHG�RQ�WKH�GHYLFH�DQG�KDYH�

DFFHVV��H�J���FXUUHQW�XVHUQDPHV�DQG�SDVVZRUGV���
�� 7KH�7&'�KDV�WKH�FXUUHQW�ELRPHWULFDOO\�HQDEOHG�ZDWFKOLVW��%(:/���
�� $FWLRQV�XSRQ�HQFRXQWHULQJ�D�%(:/�KLW��
�� $OO�GHFHDVHG�LQGLYLGXDOV��LI�SRVVLEOH��PD\�EH�LGHQWLILHG��,I�WKHUH�LV�D�

SRVLWLYH�PDWFK�RQ�WKH�%(:/�RU�D�SUHYLRXV�HQUROOPHQW�DSSHDUV��LQGLFDWH�
GHFHDVHG�ZLWKLQ�WKH�LQFLGHQW�UHSRUW��

�� 5HWXUQ�WKH�7&'�DQG�QRWLI\�OHDGHUVKLS�RI�%(:/�KLWV�DQG�WKH�QXPEHU�RI�
HQUROOPHQWV��

� �
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5()(5(1&(6�

$50<�
$73����������Biometrics-Enabled Intelligence�����1RYHPEHU������

&2$67�*8$5'�
USCG Biometrics-at-Sea: Business Rules for South Florida, 9HUVLRQ����0DUFK�

�������)282��
USCG Maritime Law Enforcement Manual��&20'7,167�0���������VHULHV���

-2,17�38%/,&$7,216�
-3�������Department of Defense Dictionary of Military and Associated Terms����

1RYHPEHU�������$V�$PHQGHG�7KURXJK����)HEUXDU\�������
-3�����Joint Intelligence, ���2FWREHU������
27+(5�38%/,&$7,216�
$PHULFDQ�1DWLRQDO�6WDQGDUGV�,QVWLWXWH�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�

7HFKQRORJ\�$16,�1,67�,7/���������KWWS���ZZZ�QLVW�JRY�LWO�DQVL�XSORDG�VS����
����D���SGI��ODVW�DFFHVVHG�RQ���$35������

'2'�%LRPHWULFV�(QWHUSULVH�$UFKLWHFWXUH��,QWHJUDWHG��Y�����&RPPRQ�%LRPHWULF�
9RFDEXODU\�&%9�Y�����'HIHQVH�)RUHQVLFV�DQG�%LRPHWULF�$JHQF\�3URJUDPV�
'LYLVLRQ��$SULO�������
KWWS���ZZZ�GIED�PLO�)LOHV�'RFXPHQWV�5HIHUHQFHV�FRPPRQ���ELRPHWULF���Y
RFDEXODU\�SGI��ODVW�DFFHVVHG�RQ���$35�������

'2'�&DSVWRQH�&RQFHSW�RI�2SHUDWLRQV�IRU�(PSOR\LQJ�%LRPHWULFV�LQ�0LOLWDU\�
2SHUDWLRQV�����-XQH�������
KWWS���ZZZ�ELRPHWULFV�GRG�PLO�)LOHV�'RFXPHQWV�&ROODERUDWLRQV�'2'���&DSVW
RQH���&RQFHSW���RI���2SHUDWLRQV���IRU���(PSOR\LQJ���%LRPHWULFV�
��LQ���0LOLWDU\���2SHUDWLRQV���$SSURYHG��������-XQ������SGI��ODVW�
DFFHVVHG�RQ���$35������

'2''��������(��Department of Defense Biometrics�����)(%�������
KWWS���GWLF�PLO�ZKV�GLUHFWLYHV�FRUUHV�SGI�������S�SGI��DFFHVVHG���$35������

([HFXWLYH�2UGHU��������DV�DPHQGHG���United States Intelligence Activities����'HF�
������KWWS���ZZZ�DUFKLYHV�JRY�IHGHUDO�UHJLVWHU�FRGLILFDWLRQ�H[HFXWLYH�
RUGHU�������KWPO��ODVW�DFFHVVHG�RQ���$35������

)%,�)RUP�)'������$UUHVW�DQG�,QVWLWXWLRQ�)LQJHUSULQW�&DUG���
KWWSV���ZZZ�IEL�JRY�DERXW�XV�FMLV�IRUPV�GHVFULSWLRQ�IG�����ODVW�DFFHVVHG�RQ�
��$35������

)%,�)RUP�)'������3DOP�3ULQW�&DUG���KWWSV���ZZZ�IEL�JRY�DERXW�
XV�FMLV�IRUPV�GHVFULSWLRQ�IG����ODVW�DFFHVVHG�RQ���$35������
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)%,�)RUP�)'����D��6WDQGDUG�6XSSOHPHQWDO�)LQJHUSULQW�)LQJHU�DQG�3DOP�3ULQW�
&DUG���KWWSV���ZZZ�IEL�JRY�DERXW�XV�FMLV�IRUPV�GHVFULSWLRQ�IG���D��ODVW�
DFFHVVHG�RQ���$35������

+RPHODQG�6HFXULW\�3UHVLGHQWLDO�'LUHFWLYH����,QWHJUDWLRQ�DQG�8VH�RI�6FUHHQLQJ�
,QIRUPDWLRQ�����6HS�������KWWSV���ZZZ�JSR�JRY�IGV\V�SNJ�333������
ERRN��SGI�333������ERRN��GRF�SJ�����SGI��ODVW�DFFHVVHG�RQ���$35������

+RPHODQG�6HFXULW\�3UHVLGHQWLDO�'LUHFWLYH�����&RPSUHKHQVLYH�7HUURULVW�5HODWHG�
6FUHHQLQJ�3URFHGXUHV�����$XJ�������KWWS���JHRUJHZEXVK�
ZKLWHKRXVH�DUFKLYHV�JRY�QHZV�UHOHDVHV��������������������KWPO��ODVW�
DFFHVVHG�RQ���$35������

1DWLRQDO�*URXQG�,QWHOOLJHQFH�&HQWHU��'HSDUWPHQW�RI�'HIHQVH�%LRPHWULFDOO\�
(QDEOHG�:DWFKOLVW�&DWHJRULFDO�*ORVVDU\��9HUVLRQ������$XJXVW������

1DWLRQDO�6HFXULW\�3UHVLGHQWLDO�'LUHFWLYH����+RPHODQG�6HFXULW\�3UHVLGHQWLDO�
'LUHFWLYH�����%LRPHWULFV�IRU�,GHQWLILFDWLRQ�DQG�6FUHHQLQJ�WR�(QKDQFH�1DWLRQDO�
6HFXULW\����-XQ�������
KWWS���ZZZ�ELRPHWULFV�JRY�3UHVLGHQWLDO'LUHFWLYHV�'HIDXOW�DVS[��ODVW�DFFHVVHG�
RQ���$35������

1$72�67$1$*�������%LRPHWULFV�'DWD��,QWHUFKDQJH��:DWFKOLVWLQJ�$QG�
5HSRUWLQJ��(GLWLRQ�������2FWREHU�������
KWWS���QVR�QDWR�LQW�QVR�QVGG�VWDQDJGHWDLOV�KWPO"LG&RYHU ����	/$ (1��ODVW�
DFFHVVHG�RQ���$35������

1$72�67$1$*������$('3�����%LRPHWULFV�'DWD��,QWHUFKDQJH��:DWFKOLVWLQJ�$QG�
5HSRUWLQJ��(GLWLRQ�$�9HUVLRQ������2FWREHU�������
KWWS���QVR�QDWR�LQW�QVR�QVGG�$3GHWDLOV�KWPO"$31R ����	/$ (1��ODVW�
DFFHVVHG�RQ���$35������

:(%6,7(6�
³%LRPHWULFV�7UDLQLQJ´��KWWSV���ZZZ�PLOVXLWH�PLO�ZLNL�%LRPHWULFVB7UDLQLQJ��ODVW�

DFFHVVHG�RQ���$53������
'HIHQVH�)RUHQVLFV�	�%LRPHWULF�$JHQF\��ZZZ�ERPHWULFV�GRG�PLO��FRQILUPHG�RQ����

$35������



�

��0$<������ $73���������0&53�������-�1773���������$)773��������&*773�������� �����

*/266$5<�

3$57�,�±�$%%5(9,$7,216�$1'�$&521<06�

$�
$%,6� DXWRPDWHG�ELRPHWULF�LGHQWLILFDWLRQ�V\VWHP�
$K� DPSHUH�KRXU�
$/6$� $LU�/DQG�6HD�$SSOLFDWLRQ�

%�
%$7�$� %LRPHWULFV�$XWRPDWHG�7RROVHW���$UP\�
%(:/� ELRPHWULFDOO\�HQDEOHG�ZDWFKOLVW�
%,�5� ELRPHWULF�LGHQWLW\�LQWHOOLJHQFH�UHVRXUFH�
%,$5� ELRPHWULF�LQWHOOLJHQFH�DQDO\VLV�UHSRUW�

&�
� �
&� &HOVLXV�
&'	,� &RPEDW�'HYHORSPHQW�DQG�,QWHJUDWLRQ�
&(175,;6� &RPELQHG�(QWHUSULVH�5HJLRQDO�,QIRUPDWLRQ�([FKDQJH�

6\VWHP�
'��(�

'+6� 'HSDUWPHQW�RI�+RPHODQG�6HFXULW\�
'1$� GHR[\ULERQXFOHLF�DFLG�
'2'� 'HSDUWPHQW�RI�'HIHQVH�
'2-� 'HSDUWPHQW�RI�-XVWLFH�
'5$0� G\QDPLF�UDQGRP�DFFHVV�PHPRU\�

)�
)� )DKUHQKHLW��

*�
*%� JLJDE\WH�

+�
+40&� +HDGTXDUWHUV��0DULQH�&RUSV�

,�
LQ� LQFK�

-��.�
-7)� MRLQW�WDVN�IRUFH�

/�
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OE� SRXQG�

0�
PP� PLOOLPHWHU�
0773� PXOWL�6HUYLFH�WDFWLFV��WHFKQLTXHV��DQG�SURFHGXUHV�

1��2��3��4��5�
1$72� 1RUWK�$WODQWLF�7UHDW\�2UJDQL]DWLRQ�
1*,� 1H[W�*HQHUDWLRQ�,GHQWLILFDWLRQ�
1*2� QRQJRYHUQPHQWDO�RUJDQL]DWLRQ�
1:'&� 1DY\�:DUIDUH�'HYHORSPHQW�&RPPDQG�

6�
6((.�,,� 6HFXUH�(OHFWURQLF�(QUROOPHQW�.LW�,,�
623� VWDQGDUG�RSHUDWLQJ�SURFHGXUH�

7�
7&'� WDFWLFDO�FROOHFWLRQ�GHYLFH�
75$'2&� 8QLWHV�6WDWHV�$UP\�7UDLQLQJ�DQG�'RFWULQH�&RPPDQG�
773� WDFWLFV��WHFKQLTXHV��DQG�SURFHGXUHV�

8�
86� 8QLWHG�6WDWHV�
86&*� 8QLWHG�6WDWHV�&RDVW�*XDUG�

9��:��;��<��=�
9,%(6� 9RLFH�,GHQWLW\�%LRPHWULFV�([SORLWDWLRQ�6HUYLFHV�

3$57�,,�±�7(506�$1'�'(),1,7,216�
DUFK²$�IULFWLRQ�ULGJH�SDWWHUQ�LQ�ZKLFK�WKH�IULFWLRQ�ULGJHV�HQWHU�IURP�RQH�VLGH��

PDNH�D�ULVH�LQ�WKH�FHQWHU��DQG�H[LW�RQ�WKH�RSSRVLWH�VLGH��7KH�SDWWHUQ�ZLOO�
FRQWDLQ�QR�WUXH�GHOWD�SRLQW���6RXUFH��'2'�%LRPHWULFV�(QWHUSULVH�$UFKLWHFWXUH�
�,QWHJUDWHG��Y�����&RPPRQ�%LRPHWULF�9RFDEXODU\��&%9��Y�����

DXWRPDWHG�ELRPHWULF�LGHQWLILFDWLRQ�V\VWHP²*HQHULF�WHUP�IRU�DQ\�DXWRPDWHG�
ELRPHWULF�LGHQWLILFDWLRQ�V\VWHP��$OVR�FDOOHG�$%,6���6RXUFH��&%9�Y�����

ELRJUDSKLF�GDWD²'DWD�WKDW�GHVFULEHV�SK\VLFDO�DQG�QRQ�SK\VLFDO�DWWULEXWHV�RI�D�
ELRPHWULF�VXEMHFW�IURP�ZKRP�ELRPHWULF�VDPSOH�GDWD�KDV�EHHQ�FROOHFWHG��)RU�
H[DPSOH��IXOO�QDPH��DJH��KHLJKW��ZHLJKW��DGGUHVV��HPSOR\HUV��WHOHSKRQH�
QXPEHU��HPDLO�DGGUHVV��ELUWKSODFH��QDWLRQDOLW\��HGXFDWLRQ�OHYHO��JURXS�
DIILOLDWLRQV��DOVR�GDWD�VXFK�DV�HPSOR\HU��VHFXULW\�FOHDUDQFHV�ILQDQFLDO�DQG�
FUHGLW�KLVWRU\���6RXUFH��&%9�Y�����
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ELRPHWULFV²$�JHQHUDO�WHUP�XVHG�DOWHUQDWLYHO\�WR�GHVFULEH�D�FKDUDFWHULVWLF�RU�D�
SURFHVV��$V�D�FKDUDFWHULVWLF��WKH�PHDVXUH�RI�D�ELRORJLFDO��DQDWRPLFDO�DQG�
SK\VLRORJLFDO��DQG�RU�EHKDYLRUDO�ELRPHWULF�FKDUDFWHULVWLF�WKDW�FDQ�EH�XVHG�IRU�
DXWRPDWHG�UHFRJQLWLRQ��$V�D�SURFHVV��$XWRPDWHG�PHWKRGV�RI�UHFRJQL]LQJ�DQ�
LQGLYLGXDO�EDVHG�RQ�WKH�PHDVXUH�RI�ELRORJLFDO��DQDWRPLFDO�DQG�SK\VLRORJLFDO��
DQG�RU�EHKDYLRUDO�ELRPHWULF�FKDUDFWHULVWLFV���6RXUFH��&%9�Y�����

%LRPHWULF�$XWRPDWHG�7RROVHW²$�PXOWLPRGDO�ELRPHWULF�V\VWHP�WKDW�FROOHFWV��
VWRUHV��DQG�VKDUHV�ILQJHUSULQWV��LULV�LPDJHV��DQG�IDFLDO�SKRWRJUDSK\��,W�LV�
XVHG�WR�HQUROO��LGHQWLI\��DQG�WUDFN�SHUVRQV�RI�LQWHUHVW��EXLOG�GLJLWDO�GRVVLHUV�
RQ�LQGLYLGXDOV�WKDW�FDQ�LQFOXGH�DWWDFKHG�GLJLWDO�LPDJHV��GRFXPHQWV��DQG�D�
ZLGH�YDULHW\�RI�UHSRUWV�VXFK�DV��ELRJUDSKLF��FRQWH[WXDO��UHODWLRQVKLS��DQG�
LQWHUURJDWLRQ�UHSRUWV��%$7�$�KDV�DQ�LQWHUQDO�ELRPHWULF�VLJQDWXUH�
VHDUFK�PDWFK�FDSDELOLW\�DQG�FDQ�EH�FRQILJXUHG�LQWR�HLWKHU�D�PRELOH�RU�
KDQGKHOG�FRQILJXUDWLRQ��$OVR�FDOOHG�%$7�$���6RXUFH��&%9�Y�����

ELRPHWULF�FDSWXUH�GHYLFH²$�GHYLFH�WKDW�FROOHFWV�D�VLJQDO�IURP�D�ELRPHWULF�
FKDUDFWHULVWLF�DQG�FRQYHUWV�LW�WR�D�FDSWXUHG�ELRPHWULF�VDPSOH���6RXUFH��&%9�
Y�����

ELRPHWULF�FDSWXUH�SURFHVV²�3URFHVV�RI�FROOHFWLQJ�RU�DWWHPSWLQJ�WR�FROOHFW�
VLJQDOV�IURP�D�ELRPHWULF�FKDUDFWHULVWLF�DQG�FRQYHUWLQJ�WKHP�WR�D�FDSWXUHG�
ELRPHWULF�VDPSOH���6RXUFH��&%9�Y�����

ELRPHWULF�FKDUDFWHULVWLF²�$�ELRORJLFDO�DQG�RU�EHKDYLRUDO�FKDUDFWHULVWLF�RI�D�
ELRPHWULF�VXEMHFW�WKDW�FDQ�EH�GHWHFWHG�DQG�IURP�ZKLFK�GLVWLQJXLVKLQJ��
UHSHDWDEOH�ELRPHWULF�IHDWXUHV�FDQ�EH�H[WUDFWHG�IRU�WKH�SXUSRVH�RI�DXWRPDWHG�
UHFRJQLWLRQ�RI�ELRPHWULF�VXEMHFWV���6RXUFH��&%9�Y�����

ELRPHWULF�GDWD²&RPSXWHU�GDWD�DERXW�DQ�LQGLYLGXDO�FUHDWHG�E\�ELRPHWULF�
V\VWHPV�GXULQJ�DQ�HQUROOPHQW��YHULILFDWLRQ��RU�LGHQWLILFDWLRQ�SURFHVV��
�6RXUFH��$73����������

ELRPHWULF�GDWDEDVH²$�FROOHFWLRQ�RI�RQH�RU�PRUH�FRPSXWHU�ILOHV��)RU�ELRPHWULF�
V\VWHPV��WKHVH�ILOHV�FRXOG�FRQVLVW�RI�ELRPHWULF�VHQVRU�UHDGLQJV��WHPSODWHV��
PDWFK�UHVXOWV��UHODWHG�ELRPHWULF�VXEMHFW�LQIRUPDWLRQ��HWF���6RXUFH��&%9�Y�����

ELRPHWULF�LGHQWLILFDWLRQ²7KH�DXWRPDWHG�SURFHVV�RI�FRPSDULQJ�D�VXEPLWWHG�
ELRPHWULF�VDPSOH�DJDLQVW�DOO�ELRPHWULF�ILOHV��RQH�WR�PDQ\��WR�GHWHUPLQH�
ZKHWKHU�LW�PDWFKHV�DQ\�RI�WKH�WHPSODWHV�DQG��LI�VR��UHWXUQ�WKH�LGHQWLW\�RI�WKH�
LQGLYLGXDO�ZKRVH�ILOH�ZDV�PDWFKHG���6RXUFH��$73����������

ELRPHWULF�LGHQWLW\²$�ELRPHWULF�LGHQWLW\�LV�HVWDEOLVKHG�ZKHQ�D�ELRPHWULF�
VDPSOH�V��LV�XVHG�LQVWHDG�RI�D�QDPH�WR�LGHQWLI\�D�3HUVRQ�RI�,QWHUHVW��32,���
7KH�ELRPHWULF�LGHQWLW\�PD\�FRQVLVW�RI�WKH�UHVXOWV�RI�RQH�RU�PRUH�ELRPHWULF�
HQFRXQWHUV�IRU�WKH�VDPH�LQGLYLGXDO���6RXUFH��&%9�Y�����

ELRPHWULF�LGHQWLW\�LQWHOOLJHQFH�UHVRXUFH²$Q�DXWRPDWHG�GDWDEDVH�WKDW�VWRUHV�
ELRPHWULF�DQG�DVVRFLDWHG�LQWHOOLJHQFH�GDWD�IURP�'2'�FROOHFWLRQ�GHYLFHV��
$QDO\VWV�XVH�WKH�%,�5�WRROVHW�WR�FRQGXFW�DQDO\VHV�DQG�GHYHORS�LQWHOOLJHQFH�
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UHSRUWV�VXSSRUWLQJ�'2'�DQG�QDWLRQDO�PLVVLRQV��7KH�V\VWHP�LV�GHVLJQHG�WR�
SURYLGH�WKH�'2'��LQWHOOLJHQFH�FRPPXQLW\��DQG�FRDOLWLRQ�FRPPXQLWLHV�ZLWK�
DXWKRULWDWLYH��KLJK�SHGLJUHH��ELRPHWULFDOO\�EDVH�OLQHG�LGHQWLWLHV��DQG�
DGYDQFHG�WRROV�DQG�WHFKQRORJLHV�QHFHVVDU\�WR�DQDO\]H��FROODERUDWH��
SURGXFH��GLVVHPLQDWH��DQG�VKDUH�ELRPHWULF�LGHQWLW\�LQWHOOLJHQFH��$OVR�FDOOHG�
%,�5���6RXUFH��&%9�Y�����

ELRPHWULF�LQIRUPDWLRQ²3URYLGHV�D�SDUW�RI�WKH�RYHUDOO�LQWHOOLJHQFH�SLFWXUH�DQG�
KHOSV�WR�FRQILUP�RU�GHQ\�LGHQWLWLHV�RI�FRPEDWDQWV�DQG�QRQFRPEDWDQWV�LQ�WKH�
DUHD�RI�RSHUDWLRQV��%LRPHWULF�LQIRUPDWLRQ�LV�IXVHG�ZLWK�RWKHU�LQIRUPDWLRQ�DQG�
LQWHOOLJHQFH�WR�GHYHORS�DOO�VRXUFH�LQWHOOLJHQFH���6RXUFH��$73����������

ELRPHWULFV�HQDEOHG�LQWHOOLJHQFH²7KH�LQWHOOLJHQFH�GHULYHG�IURP�SURFHVVLQJ�
ELRORJLF�LGHQWLW\�GDWD�DQG�RWKHU�DOO�VRXUFH�IRU�LQIRUPDWLRQ�FRQFHUQLQJ�
SHUVRQV�RI�LQWHUHVW��$OVR�FDOOHG�%(,���-3������

ELRPHWULFDOO\�HQDEOHG�ZDWFKOLVW²�$Q\�OLVW�RI�SHUVRQ�RI�LQWHUHVWV��ZLWK�
LQGLYLGXDOV�LGHQWLILHG�E\�ELRPHWULF�VDPSOH�LQVWHDG�RI�E\�QDPH�DQG�WKH�
GHVLUHG�UHFRPPHQGHG�GLVSRVLWLRQ�LQVWUXFWLRQV�IRU�HDFK�LQGLYLGXDO���6RXUFH��
&%9�Y�����

ELRPHWULF�VDPSOH²$�ELRORJLFDO�VSHFLPHQ�RU�D�UHSUHVHQWDWLRQ��H�J���GLJLWDO��
DQDORJ��HWF���RI�ELRPHWULF�FKDUDFWHULVWLFV�SULRU�WR�ELRPHWULF�IHDWXUH�H[WUDFWLRQ��
�6RXUFH��&%9�Y�����

ELRPHWULF�VXEMHFW²$Q�LQGLYLGXDO�IURP�ZKLFK�ELRPHWULF�VDPSOHV�ZHUH�FROOHFWHG��
�6RXUFH��&%9�Y�����

FROOHFW²7KH�FDSDELOLW\�DQG�RU�SURFHVV�WR�FDSWXUH�ELRPHWULF�VDPSOHV�DQG�UHODWHG�
FRQWH[WXDO�GDWD�IURP�D�ELRPHWULF�VXEMHFW��ZLWK�RU�ZLWKRXW�KLV�RU�KHU�
NQRZOHGJH���6RXUFH��&%9�Y�����

FRQWH[WXDO�GDWD²�(OHPHQWV�RI�ELRJUDSKLF�GDWD�DQG�VLWXDWLRQDO�LQIRUPDWLRQ��ZKR��
ZKDW��ZKHQ��ZKHUH��KRZ��ZK\��HWF���DVVRFLDWHG�ZLWK�D�FROOHFWLRQ�HYHQW�DQG�
SHUPDQHQWO\��6RXUFH��&%9�Y�����

'HIHQVH�)RUHQVLFV�DQG�%LRPHWULFV�$JHQF\²>7KLV�DJHQF\@�OHDGV��
FRQVROLGDWHV��DQG�FRRUGLQDWHV�IRUHQVLFV�DQG�ELRPHWULFV�DFWLYLWLHV�DQG�
RSHUDWLRQV�IRU�WKH�'HSDUWPHQW�RI�'HIHQVH�LQ�VXSSRUW�RI�LGHQWLW\�RSHUDWLRQV��
�6RXUFH��KWWS���ZZZ�ELRPHWULFV�GRG�PLO�$ERXW�PLVVLRQ�DVS[��

GHOWD�SRLQW²�7KH�SDUW�RI�D�ILQJHUSULQW�SDWWHUQ�WKDW�ORRNV�VLPLODU�WR�WKH�*UHHN�
OHWWHU�GHOWD��7HFKQLFDOO\��LW�LV�WKH�SRLQW�RQ�D�IULFWLRQ�ULGJH�DW�RU�QHDUHVW�WR�WKH�
SRLQW�RI�GLYHUJHQFH�RI�WZR�W\SH�OLQHV��DQG�ORFDWHG�DW�RU�GLUHFWO\�LQ�IURQW�RI�WKH�
SRLQW�RI�GLYHUJHQFH���6RXUFH��&%9�Y�����

'2'�HOHFWURQLF�ELRPHWULF�WUDQVPLVVLRQ�VSHFLILFDWLRQ²�7KH�'2'�HOHFWURQLF�
ELRPHWULF�WUDQVPLVVLRQ�VSHFLILFDWLRQ��(%76��LV�D�WUDQVPLVVLRQ�VSHFLILFDWLRQ�
WR�EH�XVHG�EHWZHHQ�'2'�V\VWHPV�WKDW�FDSWXUH�ELRPHWULF�GDWD�DQG�
UHSRVLWRULHV�RI�ELRPHWULF�GDWD��7KH�'2'�(%76�GRHV�QRW�DWWHPSW�WR�VSHFLI\�
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DOO�GDWD�XVHG�LQ�DOO�ELRPHWULF�HQDEOHG�DSSOLFDWLRQV��,W�GRHV�DOORZ�IRU�WKH�
GHILQLWLRQ�RI�DSSOLFDWLRQ�VSHFLILF�GDWD�HOHPHQWV�DQG�WUDQVDFWLRQV���6RXUFH��
&%9�Y�����

HQUROOPHQW²�7KH�SURFHVV�RI�FROOHFWLQJ�FRQWH[WXDO�GDWD�DQG�D�ELRPHWULF�VDPSOH�
IURP�D�ELRPHWULF�VXEMHFW��FRQYHUWLQJ�WKH�VDPSOH�LQWR�D�ELRPHWULF�UHIHUHQFH��
DQG�VWRULQJ�WKH�GDWD�LQ�WKH�ELRPHWULF�V\VWHP¶V�GDWDEDVH�IRU�ODWHU�
FRPSDULVRQ���6RXUFH��&%9�Y�����

IDFH�UHFRJQLWLRQ²�$�ELRPHWULF�PRGDOLW\�WKDW�XVHV�DQ�LPDJH�RI�WKH�YLVLEOH�
SK\VLFDO�VWUXFWXUH�RI�D�ELRPHWULF�VXEMHFW
V�IDFH�IRU�UHFRJQLWLRQ�SXUSRVHV��
�6RXUFH��&%9�Y�����

ILQJHUSULQW²�$Q�LPSUHVVLRQ�RI�WKH�IULFWLRQ�ULGJHV�RI�DOO�RU�DQ\�SDUW�RI�WKH�ILQJHU��
�6RXUFH��&%9�Y�����

IODW�ILQJHUSULQW²�)LQJHUSULQW�WDNHQ�LQ�ZKLFK�WKH�ILQJHU�LV�SUHVVHG�GRZQ�RQ�D�IODW�
VXUIDFH�EXW�QRW�UROOHG��$OVR�NQRZQ�DV�3ODLQ�)LQJHUSULQW���6RXUFH��&%9�Y�����

IULFWLRQ�ULGJH²�7KH�ULGJHV�SUHVHQW�RQ�WKH�VNLQ�RI�WKH�ILQJHUV�DQG�WRHV��DQG�RQ�
WKH�SDOPV�DQG�VROHV�RI�WKH�IHHW��ZKLFK�PDNH�FRQWDFW�ZLWK�DQ�LQFLGHQW�VXUIDFH�
XQGHU�QRUPDO�WRXFK��2Q�WKH�ILQJHUV��WKH�GLVWLQFWLYH�SDWWHUQV�IRUPHG�E\�WKH�
IULFWLRQ�ULGJHV�WKDW�PDNH�XS�WKH�ILQJHUSULQWV���6RXUFH��&%9�Y�����

LGHQWLW\�LQWHOOLJHQFH²�7KH�LQWHOOLJHQFH�UHVXOWLQJ�IURP�WKH�SURFHVVLQJ�RI�LGHQWLW\�
DWWULEXWHV�FRQFHUQLQJ�LQGLYLGXDOV��JURXSV��QHWZRUNV��RU�SRSXODWLRQV�RI�
LQWHUHVW��$OVR�FDOOHG�,����6RXUFH��-3������

LULV�UHFRJQLWLRQ²�$�ELRPHWULF�PRGDOLW\�WKDW�XVHV�DQ�LPDJH�RI�WKH�SK\VLFDO�
VWUXFWXUH�RI�D�ELRPHWULF�VXEMHFW
V�LULV�IRU�UHFRJQLWLRQ�SXUSRVHV���6RXUFH��&%9�
Y�����

ODWHQW�ILQJHUSULQW²�$�ILQJHUSULQW�³LPDJH´�OHIW�RQ�D�VXUIDFH�WKDW�LV�GRUPDQW�RU�
KLGGHQ�XQWLO�FLUFXPVWDQFHV�DUH�VXLWDEOH�IRU�GHYHORSPHQW�RU�PDQLIHVWDWLRQ��
�H�J���WKH�WUDQVIHUUHG�LPSUHVVLRQ�LV�OHIW�E\�WKH�VXUIDFH�FRQWDFW�ZLWK�WKH�
IULFWLRQ�ULGJHV��XVXDOO\�FDXVHG�E\�WKH�RLO\�UHVLGXHV�SURGXFHG�E\�WKH�VZHDW�
JODQGV�LQ�WKH�ILQJHU����6RXUFH��&%9�Y�����

ODWHQW�VDPSOH²�$�ELRORJLFDO�UHVLGXH�WKDW�LV�GRUPDQW��LQDFWLYH��RU�QRQ�HYLGHQW�EXW�
FDQ�EH�FDSWXUHG��PHDVXUHG�DQG�VWRUHG���6RXUFH��&%9�Y�����

ORRS²$�IULFWLRQ�ULGJH�SDWWHUQ�LQ�ZKLFK�WKH�IULFWLRQ�ULGJHV�HQWHU�IURP�HLWKHU�VLGH��
FXUYH�VKDUSO\�DQG�SDVV�RXW�QHDU�WKH�VDPH�VLGH�WKH\�HQWHUHG��7KLV�SDWWHUQ�
ZLOO�FRQWDLQ�RQH�FRUH�DQG�RQH�GHOWD���6RXUFH��&%9�Y�����

PRGDOLW\²�$�W\SH�RU�FODVV�RI�ELRPHWULF�VDPSOH�RULJLQDWLQJ�IURP�D�ELRPHWULF�
VXEMHFW��H�J���IDFH�UHFRJQLWLRQ��ILQJHUSULQW�UHFRJQLWLRQ��LULV�UHFRJQLWLRQ��HWF����
�6RXUFH��&%9�Y�����

SDOP�SULQW²�$Q�LPSUHVVLRQ�RI�WKH�IULFWLRQ�ULGJHV�RI�DOO�RU�DQ\�SDUW�RI�WKH�SDOPDU�
VXUIDFH�RI�WKH�KDQG���6RXUFH��&%9�Y�����
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SDOP�SULQW�UHFRJQLWLRQ²�$�ELRPHWULF�DQG�IRUHQVLF�PRGDOLW\�WKDW�XVHV�WKH�
SK\VLFDO�VWUXFWXUH�RI�D�ELRPHWULF�VXEMHFW
V�SDOP�SULQW�IRU�UHFRJQLWLRQ�
SXUSRVHV���6RXUFH��&%9�Y�����

SHUVRQ�RI�LQWHUHVW²$Q�LQGLYLGXDO�IRU�ZKRP�LQIRUPDWLRQ�QHHGV�RU�GLVFRYHU\�
REMHFWLYHV�H[LVW���6RXUFH��&%9�Y�����

SODLQ�ILQJHUSULQW²�)LQJHUSULQW�WDNHQ�LQ�ZKLFK�WKH�ILQJHU�LV�SUHVVHG�GRZQ�RQ�D�
IODW�VXUIDFH�EXW�QRW�UROOHG��$OVR�NQRZQ�DV�)ODW�)LQJHUSULQW���6RXUFH��&%9�
Y�����

SODWHQ²�7KH�VXUIDFH�RQ�ZKLFK�WKH�ILQJHUV��WRHV��SDOPV��RU�VROHV�RI�WKH�IHHW�DUH�
SODFHG�GXULQJ�RSWLFDO�LPDJH�FDSWXUH��3ODWHQV�DUH�DOVR�XVHG�E\�RWKHU�W\SHV�RI�
HOHFWURQLF�ILQJHUSULQW�GHYLFHV��L�H���FDSDFLWLYH��RSWLFDO��HOHFWUR�RSWLFDO��HWF����
�6RXUFH��&%9�Y�����

UROOHG�ILQJHUSULQW²�$Q�LPDJH�WKDW�LQFOXGHV�ILQJHUSULQW�GDWD�IURP�QDLO�WR�QDLO��
REWDLQHG�E\�³UROOLQJ´�WKH�ILQJHU�DFURVV�D�FDSWXUH�VXUIDFH���6RXUFH��&%9�Y�����

6HFXUH�(OHFWURQLF�(QUROOPHQW�.LW�,,²$�WDFWLFDO�KDQGKHOG�ELRPHWULF�FROOHFWLRQ�
GHYLFH�FDSDEOH�RI�FRPSUHKHQVLYH��PXOWLPRGDO�LGHQWLILFDWLRQ�DQG�HQUROOPHQW��
,W�FRPELQHV�IRUHQVLF�TXDOLW\�ILQJHUSULQW�FDSWXUH��UDSLG�GXDO�LULV�LPDJH�
FDSDELOLW\��DQG�IDFLDO�FDSWXUH�WHFKQRORJ\��7KH�GHYLFH�DXWRPDWLFDOO\�FDSWXUHV�
DQG�IRUPDWV�VWDQGDUGV�EDVHG�IODW�DQG�UROOHG�ILQJHUSULQWV�DQG�LULV�DQG�IDFLDO�
LPDJHV���6RXUFH��$73����������

VODS�ILQJHUSULQW²�)LQJHUSULQWV�WDNHQ�E\�VLPXOWDQHRXVO\�SUHVVLQJ�WKH�IRXU�ILQJHUV�
RI�RQH�KDQG�RQWR�D�FDSWXUH�VXUIDFH��6ODSV�DUH�NQRZQ�DV�IRXU�ILQJHU�
VLPXOWDQHRXV�SODLQ�LPSUHVVLRQV���6RXUFH��&%9�Y�����

WHQ������SULQW�PDWFK�RU�LGHQWLILFDWLRQ²�$�SRVLWLYH�LGHQWLILFDWLRQ�RI�D�ELRPHWULF�
VXEMHFW�WKDW�LV�REWDLQHG�E\�FRPSDULQJ�HDFK�RI�KLV�RU�KHU����ILQJHUSULQWV�WR�
WKRVH�LQ�D�V\VWHP�RI�UHFRUG��,W�LV�XVXDOO\�SHUIRUPHG�E\�DQ�DXWRPDWHG�
ILQJHUSULQW�LGHQWLILFDWLRQ�V\VWHP�DQG�YHULILHG�PDQXDOO\�E\�D�KXPDQ�ILQJHUSULQW�
H[DPLQHU���6RXUFH��&%9�Y�����

YDOOH\²�$�ORZHUHG�SRUWLRQ�RI�WKH�HSLGHUPLV�RQ�WKH�SDOPDU�RU�SODQWDU�VNLQ��
FRQVLVWLQJ�RI�WKRVH�DUHDV�EHWZHHQ�ULGJHV���6RXUFH��&%9�Y�����

9HULILFDWLRQ²7KH�RQH�WR�RQH�SURFHVV�RI�PDWFKLQJ�D�ELRPHWULF�VXEMHFW
V�
ELRPHWULF�VDPSOH�DJDLQVW�KLV�VWRUHG�ELRPHWULF�ILOH��$OVR�NQRZQ�DV�
$XWKHQWLFDWLRQ���6RXUFH��&%9�Y�����

:KRUO²�$�IULFWLRQ�ULGJH�SDWWHUQ�LQ�ZKLFK�WKH�ULGJHV�DUH�FLUFXODU�RU�QHDUO\�FLUFXODU��
7KH�SDWWHUQ�ZLOO�FRQWDLQ���RU�PRUH�GHOWDV���6RXUFH��&%9�Y�����
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