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SUMMARY of CHANGE

AR 381-20
The Army Counterintelligence Program

This revision--

o Expands investigative responsibilities to all Army counterintelligence units
(CI), and specifies investigative jurisdictions (chap 2).

o Establishes the CI control office system (chap 3).
o Clarifies collection authority (chap 6).

o Requires CI analysis and production at all levels with staff capability (chap
7).

o Permanently issues badges and credentials to CI personnel serving in
designated assignments (para 9-4).

o Provides authority for conducting intelligence polygraphs (para 10-2).
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History. This UPDATE printing
publishes a revision of this publication.
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Summary. This regulation implements
Department of Defense (DOD) Directives
4640.6, 5210.48, 5210.48-R, 5210.84,
5240.2, 5240.4, 5240.8, 5240.10; DOD
memorandum of 28 December 1989, sub-
ject: Counterintelligence Collection and
Production Policy; the Agreement Gover-
ning the Conduct of Defense Department
Counterintelligence Activities in Conjunc-
tion with the Federal Bureau of Investiga-
tion, 5 April, 1979; and the Attorney
General Guidelines for FBI Supervision or
Conduct of Espionage Investigations of U.
S. Diplomatic Missions Personnel Abroad,
17 April, 1990. It establishes authority
and responsibility for the Army Coun-
terintelligence Program, and includes
guidance on the conduct of and jurisdic-
tion over counterintelligence investiga-
tions, operations, collection, analysis, and
production.

Applicability. This regulation applies to
the Active Army, the Army National
Guard, and the U.S. Army Reserve. This

regulation also applies to al Army intelli-
gence components, other military person-
nel and civilian personnel of the
Department of the Army when they en-
gage in counterintelligence activities, and
members of the U.S. Army Reserve and
the Army National Guard when they per-
form Federa counterintelligence duties.
During mobilization or national ermer-
gency this regulation remains in effect
without change.

Proponent and exception authority.
The proponent of this regulation is the
Deputy Chief of Staff for Intelligence
(DCSINT). Subject to the reservations set
out below, the DCSINT has the authority
to approve exceptions to this regulation
that are consistent with controlling law
and regulation. The DCSINT may dele-
gate this approva authority, in writing, to
a division chief under their supervision
within the proponent agency in the grade
of colonel or the civilian equivalent.

Recordkeeping Requirements

This regulation requires the creation,
maintenance, and use of the following
specific records. (See app B of AR
25-400-2 for file numbers (FNs), descrip-
tions, and dispositions.)

FN 380-13b, Non-DOD affiliated person-
nel and organizations

FN 380-13c, Counterintelligence special
operations

FN 381-20b, Captured information

FN 381-20c, Credentials and badge con-
trols

FN 381-20d, Counterintelligence collec-
tion files

FN 381-20e, Counterintelligence
production files

FN 381-20f, Counterintelligence informa-
tion request

FN 381-20g, Counterintelligence spot
reports

FN 381-20i, Foreign personnel and or-
ganizations

FN 381-20I, Counterintelligence surveys
and inspections

FN 381-20m, Local intelligence, coun-
terintelligence, and security files

FN 381-45c, DOD-affiliated personnel
and incident investigations

FN 381-45d, Intelligence/counterintel-
ligence source

Army management control process.
Following a review of guidance in AR
11-2, it is determined that this regulation
does not contain management control
provisions.

Supplementation. Supplementation of
this regulation and establishment of com-
mand and local forms are prohibited with-
out prior approval from HQDA
(DAMI-CIC), WASH DC 20310-1054.

Interim changes. Interim changes to
this regulation are not official unless they
are authenticated by the Administrative
Assistant to the Secretary of the Army.
Users will destroy interim changes on
their expiration dates unless sooner super-
seded or rescinded.

Suggested Improvements. Users are
invited to send comments and suggested
improvements on DA Form 2028 (Recom-
mended Changes to Publications and
Blank Forms) directly to HQDA
(DAMI-CIC), Washington, DC
20310-1054.

Distribution. Distribution of this publi-
cation is made in accordance with the re-
quirements on DA Form 12-09-E, block
number 2410, intended for command lev-
els A,B,C,D, and E for the Active Army,
the Army National Guard, and the U.S.
Army Reserve.

Distribution Restriction Statement.

This regulation contains operational information for official Government use only. Distribution is limited to U.S.
Government agencies. Requests from outside the U.S. Government for release of this regulation under the Freedom of
Information Act or Foreign Military Sales Program must be made to HQDA (DAMI-CIC), Washington, DC 20310-1054.
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Destroy by any method that will prevent disclosure of contents or reconstruction of the document.
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Chapter 1
General

1-1. Purpose
This regulation sets forth the policy, responsibilities, jurisdictions and procedures for the Army Counterintelligence
(Cl) Program.

1-2. References
Required and related publications and prescribed and referenced forms are listed in appendix A.

1-3. Explanation of abbreviations and terms
Abbreviations and special terms used in this regulation are explained in the glossary.

1-4. Authority
Army CI authority is derived from the following:

a. Executive Order 12333, United States Intelligence Activities.

b. 18 USC 801940, The Uniform Code of Military Justice (UCMJ).

c. Section 1801, title 50, United States Code (50 USC 401), The Nationa Security Act of 1947.

d. Section 401, title 50, United States Code (50 USC 1801), The Foreign Intelligence Surveillance Act of 1978.

e. Public Law 100-180, Defense Authorization Act for Fiscal Years 1988 and 1989.

f. Agreement Governing the Conduct of Defense Department Counterintelligence Activities in Conjunction with the
Federal Bureau of Investigation (FBI), 5 April, 1979.

g. Attorney General Guideines for FBI Supervision or Conduct of Espionage Investigations of U.S. Diplomatic
Missions Personnel Abroad, 17 April, 1990.

h. Department of Defense (DOD) Directive 4640.6, Communications Security Monitoring.

i. DOD Directive 5210.48, DOD Polygraph Program.

j- DOD Directive 5240.2, DOD Counterintelligence.

k. DOD Instruction 5240.10, DOD Counterintelligence Support to Unified and Specified Commands.

|. DOD memorandum of 28 December 1989, subject: Counterintelligence Collection and Production Policy.

1-5. Mission and policy

a. Mission. The Army will conduct aggressive, comprehensive, and coordinated counterintelligence activities world-
wide, to detect, identify, assess, and counter, neutralize, or exploit the intelligence collection efforts, other intelligence
activities, sabotage, subversion, sedition, terrorist activities, and assassination efforts of foreign powers, organizations,
or persons directed against Department of the Army (DA) or DOD personnel, information, materiel, and activities. This
mission will be accomplished during peacetime and &l levels of conflict.

b. Palicy.

(1) The Army will maintain a Cl program and a professional Cl force, which will be trained and equipped to carry
out its mission of opposing foreign intelligence and security services (FIS) activities. FIS activities include both those
identifiable as intelligence collection (Human Intelligence [HUMINT], Signals Intelligence [SIGINT], Imagery Intelli-
gence [IMINT]) and FIS activities that have other objectives (analysis and production, assassination, counterintel-
ligence, deception, disinformation, propaganda, sabotage, sedition, subversion).

(2) Army CI elements will execute the ClI mission in concert and coordination with other DOD and non-DOD
members of the foreign counterintelligence community to ensure overall effectiveness of the national Cl effort.

(3) Counterintelligence, under the authority cited in paragraphs 1-4a, 1-4j and 14k, excludes the management and
execution of security countermeasures for personnel, physical, document or communications security programs; opera-
tions security; or counterimagery.

(4) The Army CI Program will be conducted pursuant to executive orders, statutes, DOD directives, Army regula-
tions and guidance, and interagency agreements governing Cl activities.

(5) Refer al questions of legal interpretation and intelligence oversight to the supporting staff judge advocate office.
Forward questions involving operational interpretation of this regulation to Headquarters, Department of the Army
(HQDA) (DAMI-CIC). Forward, through command channels, to HQDA (DAMI-O), Washington, DC 20310-1001,
requests for interpretation of policy concerning intelligence oversight (AR 381-10) which cannot be resolved locally.

(6) This regulation is the basis for al Army CI policy. If conflicts are discovered between this regulation and other
Army CI regulations, this document takes precedence.
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Chapter 2
Responsibilities

2-1. Army General Counsel (AGC)
The AGC is the legal counsel to the Secretary of the Army and the chief legal officer of the Department of the Army.
The AGC's responsibility extends to any subject of law and other matters as directed by the Secretary. The AGC
will—

a. Exercise the Secretary’s oversight of intelligence activities, and monitor sensitive Army intelligence, criminal
investigative, and special activities for legality and propriety.

b. Review issues relating to intelligence activities prior to a decision by any Secretariat official.

¢. Conduct al formal Army coordination with Department of Justice senior officials on intelligence matters.

2-2. The Inspector General (TIG)

TIG will exercise oversight of intelligence activities as prescribed by AR 381-10, prepare the DA Quarterly Intelli-
gence Oversight Activities Report, and maintain liaison with the Assistant to the Secretary of Defense (Intelligence
Oversight) concerning DOD intelligence matters.

2-3. The Judge Advocate General (TJAG)

By statute, TJAG is the legal advisor to the Secretary and all officers and agencies of the Department of the Army.
TJAG will provide legal advice directly to the Chief of Staff of the Army (CSA) and members of the Army Staff; and
legal advice to the Secretary and other officials of the Office of the Secretary of the Army in coordination with the
AGC.

2-4. Deputy Chief of Staff for Intelligence (DCSINT)
The DCSINT will—

a. As the Army senior officia of the intelligence community, exercise Army staff responsibility for the Army Cl
Program, as directed by the Secretary of the Army and the CSA, under provisions of (UP) AR 10-5.

b. Implement DOD and higher CI policy, develop Army policy and procedures, and provide interpretation as
required.

c. Exercise Army staff responsibility for Cl training.

d. Represent DA to DOD and other Federal departments and agencies concerned with ClI policy, activities, issues of
magjor significance, and oversight of intelligence programs.

e. Provide information and reports as required to DOD and other departments and agencies concerned with Cl
activities and the Intelligence Oversight Program.

f. Coordinate DA or higher level approvals of Cl activities when required.

g. Ensure that Army CI activities comply with established guidelines and restrictions and that all matters specified
by AR 381-10 are referred, as appropriate, to the Army leadership.

h. Exercise general staff supervision over and establish policies regarding the procurement, manufacture, issue, use,
control, and disposition of U.S. Army Intelligence (USAI) badges and credentials, representative credentials, and
associated items.

2-5. The Deputy Chief of Staff for Personnel (DCSPER); the Commanding General, U.S. Army
Personnel Command (CG, PERSCOM); and the Commanding General, U.S. Army Reserve Personnel
Center (CG, ARPERCEN)

These commanders will—

a. Administer and supervise the personnel management aspects of the Army Cl Program, in accordance with DOD
5210.48, DOD 5240.5, AR 1956, AR 381-14(S), this regulation, and applicable personnel policy, including a
probationary program for newly trained Cl officers, agents, assistants, and civilians.

b. Evaluate Cl candidates and assigned personnel whose applications or files indicate they may be unsuitable for the
Army Cl Program and accordingly approve or disapprove their assignment or continuation in the program.

c. Provide the DCSINT, DA with statistical data as required for the development of Cl policy and programs.

2-6. Commanding General, U.S. Army Training and Doctrine Command (CG, TRADOC)
The CG, TRADOC will—

a. Develop doctrinal literature and training programs for the Army Cl Program.

b. Conduct formal CI training for officers, warrant officers, and enlisted personnel accepted into the CI program.
Train civilian Cl personnel in established military Cl courses.

c. Ensure the quality, timeliness, and relevance of forma Cl training programs.
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d. Serve as combat developer for Cl collection and analysis systems, specialized intelligence materiel to support Cl
investigations and operations, and COMSEC monitoring equipment.

2-7. Commanding General, U.S. Army Materiel Command (CG, AMC)
The CG, AMC will—

a. Provide materiel and related logistics services for Cl collection and analysis systems, specialized intelligence
materiel, and COMSEC monitoring equipment.

b. Coordinate with CG, INSCOM in establishing Counter-SIGINT support to friendly communications-electronics
(C-E) systems during the Research, Development, Test, and Evaluation (RDTE) process.

2-8. Commander in Chief, U.S. Army, Europe (CINCUSAREUR); Commanding General, U.S. Army
Forces Command (CG, FORSCOM); Commanding General, Eighth U.S. Army (CG, EUSA);
Commanding General, U.S. Army Pacific Command (CG, USARPAC); and Commanding General, U.S.
Army South (CG, USARSO)

These commanders will—

a. Conduct CI operations and investigations in their respective areas of responsibility (AOR), in coordination with
the technical control of the appropriate sub-control office, pursuant to the policy set forth in this regulation and
applicable memoranda of understanding (MOU).

b. Collect and report ClI information in response to approved intelligence collection requirements and general
HUMINT tasking for which ClI elements have a capability.

¢. Perform Cl analysis and production to satisfy needs within the AOR.

d. Conduct Cl-related liaison with host and other foreign country agencies and representatives of other U.S. agencies
as outlined in chapter 5.

e. Ensure the Unified Command is kept fully apprised of and expeditiously informed of Army Cl activities that
could jeopardize life, involve foreign policy, embarrass the U.S. Government, or have other significant conseguences.
At the minimum, provide a semiannual briefing on investigations, offensive Cl operations, collection activities, and
production that are relevant to the command or occur within the command’s area of responsibility.

f. In coordination with the theater sub-control office, immediately pass to the U.S. Army Criminal Investigation
Command (USACIDC) any information developed in the course of Cl activities that is subject to USACIDC criminal
investigative jurisdiction per AR 195-2.

g. Provide immediately to the installation provost marshal, nearest USACIDC office, and all affected activities,
information on terrorism and other threats to physical safety developed during the course of Cl activities, and report
this information to the U.S. Army Intelligence and Threat Analysis Center (USAITAC) and the U.S. Army Antiter-
rorism Operations and Intelligence Cell (ATOIC).

h. In overseas AOR, conduct personnel security investigations (PSl) in coordination with the Defense Investigative
Service (DIS) and the U.S. Army Intelligence and Security Command.

2-9. Commanding General, Third U.S. Army (CG, TUSA)
The CG, TUSA will—

a. Perform Cl analysis and production to satisfy needs prior to and upon deployment of forces.

b. Collect and report Cl information in response to approved intelligence collection requirements and genera
HUMINT tasking for which Cl elements have the capability.

¢. Ensure the unified command is kept fully and expeditiously informed of Army CI activities that could jeopardize
life, involve foreign policy, embarrass the U.S. Government, or have other significant consequences. At the minimum,
provide a semiannual briefing on investigations, offensive Cl operations, collection activities, and production that are
relevant to the command or occur within the command’s area of responsibility.

d. In coordination with the theater sub-control office, immediately pass to the USACIDC any information developed
in the course of Cl activities that is subject to USACIDC crimina investigative jurisdiction.

e. Provide immediately to the installation provost marshal, nearest USACIDC office, and all affected activities,
information on terrorism and other threats to physical safety developed during the course of Cl activities, and report
this information to USAITAC and ATOIC.

f. Upon deployment of forces, conduct Cl operations and investigations in accordance with the policy set forth in
this regulation.

g. Upon deployment of forces, conduct Cl-related liaison with host and other foreign country agencies and repre-
sentatives of other U.S. agencies as outlined in chapter 5.

h. In overseas AOR, conduct PSI in coordination with DIS and the U.S. Army Intelligence and Security Command.

2-10. Commanding General, U.S. Army Special Operations Command (CG, USASOC)
The CG, USASOC will—
a. Perform Cl analysis and production to satisfy command requirements.
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b. Collect and report Cl information in response to approved intelligence collection requirements and genera
HUMINT tasking for which CI elements have the capability.

c¢. Ensure the Unified Command is kept fully and expeditiously informed of Army CI activities that could jeopardize
life, involve foreign policy, embarrass the U.S. Government, or have other significant consequences. At the minimum,
provide a semiannual briefing on investigations, collection activities, and production that are relevant to the command
or occur within the command's area of responsibility.

d. In coordination with the appropriate theater sub-control office, immediately pass to the USACIDC any informa:
tion developed in the course of Cl activities that is subject to USACIDC criminal investigative jurisdiction.

e. Provide immediately to the installation provost marshal, nearest USACIDC office, and al affected activities,
information on terrorism and other threats to physical safety developed during the course of Cl activities; and report
this information to USAITAC and ATOIC.

f. When elements or units are deployed for training or operations on Joint Chiefs of Staff directive, conduct ClI
operations and investigations in direct support of the deployment, IAW the policy set forth in this regulation.

g. Conduct Cl-related liaison with host and other foreign country agencies and representatives of other U.S. agencies
as outlined in chapter 5.

2-11. Commanding General, U.S. Army Intelligence and Security Command (CG, INSCOM)
The CG, INSCOM will—

a. Conduct theater and strategic Cl activities in accordance with the policy set forth in this regulation and AR
10-87.

b. Establish and operate a central control system for all Army CI controlled activities.

c. Establish and operate the Army Central Control Office (ACCO) and sub-control offices (SCO) in coordination
with the appropriate theater Army component commander, UP chapter 3. Establish one SCO in each theater with
forward-deployed Army forces, except as stated in paragraph 2—12b. Upon deployment of Army elements into other
areas, establish SCO as required.

d. Collect and report Cl information in response to approved intelligence collection requirements and general
HUMINT tasking for which Cl has a capability.

e. Ensure that the DCSINT is provided details of significant Cl controlled activities so that Army leadership may be
informed, especially incidents which meet the criteria in AR 381-12, AR 38147 (S), or any HQDA supplementing
guidance.

f. Periodically disseminate products on closed Cl cases, in support of the Subversion and Espionage Directed
Against the Army (SAEDA) Program (AR 381-12).

g. Assist CG, TRADOC in developing concepts, architecture, techniques, tactics, and procedures for conducting
Counter-SIGINT vulnerability assessments and COMSEC monitoring activities.

h. Assist CG, TRADOC in developing CI collection and analysis systems and specialized intelligence materiel to
support Cl investigations and operations.

i. Manage the intelligence polygraph and TSCM programs, including command and control and certification of
intelligence polygraph examiners, certification of TSCM personnel, and the acquisition of intelligence polygraph and
TSCM equipment (see AR 1956 and AR 381-14 (S)).

j. Conduct liaison with the Federal Bureau of Investigation (FBI), Central Intelligence Agency (CIA), host and other
foreign country agencies, and other federal and local agencies on Cl operations and investigations, as outlined in
chapter 5.

k. Immediately pass to the USACIDC any information developed in the course of Cl activities which is subject to
USACIDC crimina investigative jurisdiction per AR 195-2.

I. Provide immediately to the installation provost marshal, nearest USACIDC office, and al affected activities,
information on terrorism and other threats to physical safety developed during the course of Cl activities; and report
this information to USAITAC and ATOIC.

m. Manage the USAI Badge and Credential Program. (See chap 9 for specific program functions.)

n. Assist the Navy and Army Military Police in the Port Security Program in accordance with DOD Dir 5100.78,
FM 19-30, and applicable MOU.

0. Provide Cl support to the Defense Mapping Agency and the Defense Nuclear Agency, in fulfillment of the
Army’s executive agent responsibilities assigned by DOD.

p. Provide Cl and threat assessment support to selected DOD and DA special access programs (SAP) and Army
acquisition programs, and Cl support to treaty verification.

g. Implement the DA Automated Information Systems Security Assessment Program and the Computer Security
Technical Vulnerability Reporting Program.

r. Upon request, brief unified commanders on INSCOM CI activities that are relevant to the command or occur
within the command's area of responsibility.
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s. Manage and conduct overseas PSI, in coordination with DIS and overseas commands, except as stated in
paragraph 2-12.

2-12. Commander, 650th MI Group
The Commander, 650th Ml Group will—

a. Under the command and control of the Supreme Allied Command Europe, provide Cl support to Allied
Command Europe (ACE) in accordance with applicable NATO/ACE policy and this regulation.

b. As an exception to paragraph 2-11c, establish and operate a Cl sub-control office, UP paragraph 3-3.

¢. Conduct liaison with host and other foreign country agencies and representatives of other U.S. and NATO
agencies, in compliance with ACE and NATO directives.

d. Conduct Cl analysis and production to support ACE requirements.

e. Operate and maintain a TSCM program, in compliance with ACE directives and AR 381-14 (S).

f. Manage and conduct PSI for U.S. personnel assigned to ACE, in coordination with DIS.

2-13. Commanding General, U.S. Army Criminal Investigation Command (CG, USACIDC) and
Commander, U.S. Army Military Police Operations Agency (Cdr, USAMPOA)
These commanders will—

a. Immediately provide to the supporting Army Cl component any information developed during the course of
criminal investigations that meet the criteria of national security crimes, as described in chapter 4, and information of
Cl interest as defined in AR 381-12.

b. Provide support, when requested, to Cl investigations.

c. Provide to the supporting Army Cl component the identity of subjects of criminal investigative activity who
possess a security clearance.

d. Report terrorist-related information to the supporting Army CI component, USAITAC and ATOIC.

2-14. Commanders of all major Army commands (MACOMSs), major subordinate commands, chiefs/
executives of HQDA and field operating agencies/activities
These officiads will—

a. Establish procedures to ensure that information of Cl interest, especially known or suspected acts of espionage, is
expeditiously reported to the supporting ClI component.

b. Facilitate the conduct of intelligence polygraphs, Cl investigative, operational, collection, and analysis and
production activities, as they affect the organization.

¢. Conduct such Cl analysis and production as is required by the element, within its capability. Provide copies of
MACOM CI production to USAITAC.

2-15. Chief, U.S. Army Reserve; Commander, U.S. Army Reserve Command; and Chief, National
Guard Bureau
These officials will—

a. Implement appropriate Cl activities upon unit mobilization or call to active Federal service.

b. Develop annua training and inactive duty training programs for Reserve Components (RC) Cl personnel to
promote technical proficiency and enhance the development of individual and unit Cl skills.

2-16. U.S. Army Intelligence and Threat Analysis Center (USAITAC)
USAITAC will provide strategic counterintelligence analysis and production to satisfy validated intelligence production
requirements, under the operational control of DCSINT.

2-17. All commanders with assigned or attached CI personnel
These commanders will—

a. Ensure that assigned/attached Cl personnel are employed in accordance with this regulation.

b. Ensure that Cl personne meet the standards of performance, conduct, and suitability prescribed in personnel
regulations and chapter 8.

¢. Ensure that Cl personnel are fully aware of and comply with their individual responsibilities as outlined in AR
381-10.
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Chapter 3
Control Offices

3-1. General

a. A network of control offices exercises centralized technical direction, control, coordination, and oversight of
Army CI controlled activities. This network is designed to—

(1) Centraize technical control and decentralize execution.

(2) Ensure integration and full coordination.

(3) Provide an objective system of technical review, which ensures complete and proper accounting of activities;
compliance with established policies; opening, scoping and closing cases; interagency coordination; analysis of reports;
and archiving.

b. All Army CI controlled activities will be conducted or monitored under this control office system.

¢. Report conflicts between control offices concerning opening, scoping, conduct, suspension, termination, or closing
of cases, to HQDA and INSCOM. HQ, INSCOM will resolve the conflict or forward to HQDA if required.

3-2. Army Central Control Office

The Army Central Control Office (ACCO) exercises technical control, review, coordination and oversight of Cl
controlled activities. The ACCO will be staffed by personnel experienced in Cl controlled activities, especidly in
investigation. The ACCO will—

a. Provide an objective system of technical review which will ensure complete and proper accounting of Cl
controlled activities, and compliance with established policy.

b. Open CI investigations and assign all case control numbers; monitor low level source operations, CE projects, and
OFCO; and ensure that al initial SAEDA reports are reviewed for exploitation UP AR 38147 (S).

¢. Retain the authority to assume direct control of an investigation or reassign it to another sub-control office when
necessary. Direct case control includes imparting operational or investigative guidance, direct tasking and investigative
plan approval.

d. Establish a suspense system for timely completion of priority investigations.

e. Ensure that information within the purview of other intelligence, security, or law enforcement agencies is properly
referred to them, and accept and process referrals from other agencies.

f. Ensure that case files and other records/reports are properly processed and transferred to the U.S. Army Investiga
tive Records Repository (IRR) UP AR 381-45. Close al investigations only upon files transfer to the IRR.

0. Review investigative reports for quality assurance and provide direction to the SCO for necessary corrective
action.

h. Monitor the status of investigations which have been suspended or have been transferred to other agencies, but
for which Army must continue an active interest.

i. Approve or disapprove requests for Cl case summaries and declassification of classified case summaries, and
declassify case information classified by AR 381-47(S). Coordinate with other service Cl agencies and the FBI when
non-Army case summaries are reguested.

j. Conduct additional activities as stated in AR 381-47(S).

3-3. Sub-control offices
The SCOs are responsible for the day-to-day management of Cl controlled activities conducted in overseas theaters.
The SCO will be staffed by experienced Cl investigative personnel. The SCO will—

a. Serve as the central focal point for and monitor the conduct of Cl controlled activities within its AOR.

b. Open investigations, determine their direction and scope (except those directly controlled by the ACCO) through
development and approval of investigative plans, and task investigative elements accordingly.

¢. Respond to and coordinate technical direction and tasking from the ACCO.

d. Immediately report to the ACCO all incidents which meet the criteria in AR 381-12 or AR 381-47 (S).

e. Ensure that all reports have been properly addressed and disseminated based upon the content.

f. Review al Cl reporting to ensure it is accurate, complete, and in compliance with CI policy and intelligence
oversight.

g. Coordinate activities with legal and intelligence oversight officials, as required.

h. Refer information within the purview of other intelligence, security, or law enforcment agencies in the AOR as
required.

i. Coordinate briefings to commanders and senior intelligence officials.

j. Pass lateral leads to other SCO when required, with information copies to the ACCO.

k. Complete and terminate activities and transmit fina reports to the ACCO for case closure. Provide ACCO-
approved summaries of information, when required, to the concerned commander and/or other agencies in the theater.
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|. Forward requests for Cl case summaries, non-Army case summaries, and requests for declassification to the
ACCO.

m. Ensure appropriate coordination with and keep the respective senior intelligence officer informed of ClI controlled
activities affecting theater security.

n. Conduct additional activities as stated in AR 38147 (S).

Chapter 4
Counterintelligence Investigations

4-1. General

a. All CI investigations will be technically controlled by one of the control offices as stated in chapter 3.

b. Conduct al investigations UP AR 381-10 and this regulation, AR 1956, AR 381-12, AR 381-14(S) or AR
381-47(S), as applicable.

c. Coordinate investigations with other intelligence and law enforcement agencies as required.

d. Continue investigations until allegations are resolved; adequate information is provided to responsible officials for
determining judicial, nonjudicial, administrative, or policy actions; or the ACCO decides that the investigation may be
suspended, terminated, or closed.

e. Cl investigations will be conducted only by personnel assigned/attached to units with a Cl investigative mission,
who have been school-trained in and hold specialty skill identifier (SSI) 35E, or military occupational specialty (MOS)
351B or 97B, and have been issued badges and credentials; or by Army civilian employees in career field 0132 who
are assigned to Cl investigative duties, have been school-trained, and are issued badges and credentials.

f. Loca national investigators employed by an overseas Army Cl unit, who have been issued Military Intelligence
(M1) representative credentials, may conduct investigative leads. They will not be the primary or sole investigators.

4-2. Investigations under Army CI jurisdiction

a. Cl investigative jurisdiction is derived from national, DOD, and Army policy that defines the types of incidents
and personnel who are subject to investigation by Army Cl components.

b. Army CI jurisdiction includes the following:

(1) Treason.

(2) Espionage and spying.

(3) Subversion.

(4) Sedition.

(5) FIS-directed sabotage.

(6) Cl aspects of terrorist activities directed against the Army.

(7) CI aspects of assassination or incapacitation of Army personnel by terrorists or by agents of a foreign power.

(8) Invedtigation of the circumstances surrounding the defection of military personnel, and DA civilians overseas,
and debriefing of the individua upon return to U.S. control.

(9) Investigation of the circumstances surrounding the detention of DA personnel by a government or hostile force
with interests inimical to those of the United States.

(10) Investigation of the circumstances surrounding military members, and DA civilians overseas, declared absent
without leave (AWOL), missing or deserters, who had access within the last year to TOP SECRET national defense
information or sensitive compartmented information (specia category absentees) (SCA); who were in a special mission
unit (SMU); who had access to one or more special access programs; or were in the DA Cryptographic Access
Program (DACAP); and debriefing of these personnel upon return to U.S. control.

(11) CI aspects of security violations;, known or suspected acts of unauthorized disclosure of classified information
or material; unauthorized access to DA computer systems, and COMSEC insecurities. These Cl investigations may
occur simultaneously with the command's own responsibilities under AR 380-5.

(12) ClI aspects of incidents in which DA personnel with a SECRET or higher security clearance, access to a SAP or
sensitive compartmented information, or in the DACAP or an SMU, commit or attempt to commit suicide.

(13) CI aspects of unofficial travel to designated countries, or contacts with foreign diplomatic facilities or official
representatives, by military personnel or by DA civilians oversess.

(14) CI investigations of Cl scope polygraph examinations and refusals as specified in appendix E.

c. Within the United States, Army Cl has investigative jurisdiction over the following persons:

(1) U.S. Army personnel on active duty.

(2) Retired Army military personnel when the act(s) under investigation took place while the individual was on
active duty.

AR 381-20 ¢ 15 November 1993 7



(3) Active and inactive members of the U.S. Army Reserve Components, when the act(s) under investigation took
place while the individual was in military duty status.

(4) Active, retired, and Reserve Components personnel of other services, where DOD has given Army CI
geographic jurisdiction.

d. Outside the United States, Army CI has investigative jurisdiction over the following persons (unless responsibility
is otherwise assigned by U.S. law, executive directive, or agreement with the host government):

(1) Army personnel on active duty and their family members.

(2) Current DA civilian employees, including foreign national employees, and their family members.

(3) Army contractors and their family members, subject to coordination with the FBI, CIA, and host government
agencies.

(4) Retired Army personnel, Reserve Components personnel, and other U.S. persons, subject to coordination with
the FBI, CIA, and host government agencies.

(5) Foreign nationals who are applicants for Army employment, are Army employees, or are former Army employ-
ees, no matter whether they have, require, or had access to U.S. classified information, unless responsibility is
otherwise assigned by U.S. law, executive directive, or agreement with the host government.

(6) Foreign nationals not affiliated with the Army, subject to coordination with the CIA and agreements with the
FBI, other DOD intelligence components and host nation governments. These investigations are under the auspices of
SOFA agreements and are bilateral investigations.

(7) Active, retired, and Reserve Components personnel of other services, DOD civilian employees and family
members, and DOD foreign nationals, where DOD has given Army Cl geographic jurisdiction.

e. In any case, Army Cl may take investigative actions necessary to—

(1) Establish the basis for administrative or nonjudicial action.

(2) Protect the security of DA personnel, information, functions, activities, and installations.

(3) Provide Army, DOD, and Department of Justice (DOJ) officials with information to help them in determining
whether further investigation for prosecutorial action is warranted.

(4) Provide assistance to the FBI or security service of a host government, in support of Cl investigations for which
DOD is not assigned investigative responsibility.

f. Army CI jurisdiction includes both the investigation of known or suspected acts (incident investigations), and the
investigation of personnel believed to be involved in those acts (personal subject investigations). Before a Cl investiga-
tion can be opened, the control office must determine first, that the incident, and second, that the subject, are under
Army Cl investigative jurisdiction. When the subject is not known, an Army incident investigation will be conducted,
in coordination with other Cl investigative agencies, until the subject is identified. If the subject is under Army CI
jurisdiction, it will continue as a persona subject investigation. If not, the investigation will be referred to the
appropriate agency.

4-3. Personnel security investigations

a. Army Cl elements will conduct personnel security investigations (PSI) overseas. PSI will be conducted under DIS
direction and control.

b. All personnel conducting PSI will be evaluated under the DIS courtesy letter program, as implemented in
appendix D.

4-4. Reporting requirements

a. Cl elements will report to the ACCO and theater SCO all incidents which fall under the criteria of paragraph 4-2
above, AR 381-12, AR 381-14(S) or AR 381-47(S), within 72 hours of receipt of the initia information.

b. Cl personnel will report immediately to the appropriate law enforcement agency all incidents which come to their
attention regarding possible violations of non-national security statutes or information that suggests an immediate threat
to life or property.

¢. Overseas SCO will advise, and coordinate investigative activities with the appropriate FBI legal attache when an
investigation is opened on a U.S. person not subject to the UCMJ.

4-5. Shared investigative responsibility and joint investigations

a. Certain national security crimes investigations may present situations where Ml and USACIDC have concurrent
responsibilities. MI's responsibility is to investigate such incidents for violation of national security; USACIDC's
responsihility is to investigate crime within the Army. Ml and USACIDC, with USACIDC as the lead agency, will
share investigative responsibilities for actual or suspected incidents of sabotage and terrorism, until FIS involvement is
ruled out. MI and USACIDC will jointly investigate computer intrusions until FIS involvement is ruled out. Violations
of the Intelligence Identities Protection Act, section 421, title 50, United States Code (50 USC 421) may require M| as
the lead agency (for example, sdlling identities to benefit a foreign power) or USACIDC, depending upon the
circumstances. The lead agency will keep the other informed of the case progress, but will continue the investigation
until it is resolved. The lead agency will turn over the case if it is later determined to be in the other’s jurisdiction.
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Should disputes arise, or should security considerations preclude local coordination, refer the matter to HQDA
(DAMI-CIC) and HQ, USACIDC (CIDC-OP) for resolution.

b. Installation provost marshals (PM) are responsible for non-Cl aspects of special category absentee investigations
(para 4-2b(10)). Army CI will assist the PM’s investigative task force to determine if there is evidence of FIS
involvement or evidence of actual or potential defection; and assist the commander in determining whether there was
loss or compromise of classified information/materiel. Upon return of the SCA to military control, Cl will conduct a
debriefing to find out if the SCA visited or entered any foreign diplomatic establishment, traveled to a country other
than the one in which the SCA was stationed, had any contact with FIS, or provided sensitive or classified information
or materiel to an unauthorized person. If the SCA was a defector, conduct the debriefing as outlined in paragraph 6-6.

c. Where Army CI has geographic jurisdiction, it will be the lead agency. The ACCO and SCO will ensure the
parent service Cl agency and/or the FBI, as appropriate, are kept informed of the case status. Investigative leads
outside the geographic area will be referred to the appropriate parent service Cl agency or the FBI.

d. When Army interests are involved, but subject jurisdiction rests with another agency, Army Cl may request a
joint investigation. Otherwise, activity will normally consist of liaison with the primary agency, providing assistance as
required and authorized, and acquiring copies of reports collectable under AR 381-10. Should agencies with subject
jurisdiction request assistance or a joint investigation, Army Cl elements will forward the request through the
responsible SCO to the ACCO for validation and coordination with appropriate legal and intelligence oversight
personnel. Upon ACCO validation, Army case control procedures will reflect an Army Cl investigation.

4—6. Jurisdiction over Army personnel at U.S. missions abroad
The FBI has overall responsibility for the conduct of espionage investigations at U.S. embassies and other diplomatic
establishments outside the United States.

a. The FBI will either supervise the conduct of, or actually conduct such investigations. Army CI will ensure that
the FBI is informed of Army interests when Army personnel are the subjects or Army information is involved.

b. The FBI may choose to establish an investigative team which includes Army Cl, or may choose to use Army ClI
assets rather than send an FBI team overseas. In either case, Army case control procedures will reflect an Army Cl
investigation.

c. If the FBI decides to terminate or not to open an investigation where Army personnel are involved, Army Cl may
investigate, as stated in paragraph 4-2d. The investigation will be conducted in consultation with the FBI, and the FBI
will be advised if possible violations of espionage statutes are uncovered.

4-7. Impersonation of DA military intelligence personnel or the fabrication, unauthorized possession
or use of military intelligence documentation

a. Impersonation of military intelligence personnel, fabrication of intelligence badges and credentials, and un-
authorized possession or use of actual badges and credentials are violations of section 701, title 18, United States Code
(18 USC 701), section 912, title 18, United States Code (18 USC 912), and Article 134, UCMJ. Investigations of such
allegations are the responsibility of USACIDC or the FBI.

b. Cl will maintain an active interest in the investigation, as stated in paragraph 4-5d. Should evidence of FIS
involvement surface, a joint investigation will be requested.

4-8. Use of the National Crime Information Center (NCIC)

a. All ClI investigative elements will use the NCIC wherever possible. On military installations, these terminals are
under the control of the installation provost marshal or security officer.

b. Use of the NCIC will be in accordance with AR 190-27, 190-30, FBI operating instructions, and loca PM/
security officer procedures.

c. Overseas Cl elements may request NCIC checks through a lead to ACCO, if an NCIC terminal is not available.

d. Information obtained from NCIC checks will be handled in accordance with AR 381-10.

4-9. Release of investigative information

a. Investigative information may be released to other Cl or law enforcement agencies when the information is within
their jurisdictions. Release of investigative information to other agencies will occur only upon approval by the ACCO.

b. The information will be provided in a Summary of Information (SOI) report. SOl will summarize only the
information relevant to the receiving agency. SOI will not include internal Army taskings, coordinations, or comments;
source identifying data; or Army CI modus operandi.

c. The SCO or ACCO will produce or direct production of SOI, as appropriate.
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Chapter 5
Counterintelligence Operations and Techniques

Section |
Counterintelligence Special Operations

5-1. General
Cl special operations are those which are generally carried out under the auspices of the National Foreign Counterintel-
ligence Program, and involve direct or indirect engagement with FIS through human source or technical efforts. Cl
special operations are governed by AR 381-47(S), and consist of—

a. Offensive counterintelligence operations.

b. Counterespionage projects.

c. Defensive source programs.

5-2. Operations

a. Offensive counterintelligence operations will be conducted only by INSCOM and the 650th MI Group.

b. Defensive source program operations, designed to protect designated Army activities against a confirmed
HUMINT threat, are conducted only by those agencies approved by HQDA in classified implementing memoranda.

Section I
Counterintelligence General Operations

5-3. General
General operations are essentially defensive in nature and are aimed at supporting the force protection programs and
formal security programs of Army commanders at al levels.

5-4. CI support to force protection

a. Force protection is a command responsibility. To carry out force protection responsibilities, the commander
requires support from several sources, one of which is the intelligence community.

b. Cl support to force protection will be tailored to the sensitivity of the supported organization and its vulnerability
to FIS callection and hostile attack. This support can be tailored from a combination of Cl activities as described in
this and other Cl publications, and may include—

(1) ClI support to mobilization security, including ports and major records repositories.

(2) Cl support to combatting terrorism.

(3) CI support to rear operations.

(4) Cl support to civil-military affairs.

(5) CI support to psychological operations.

(6) CI support to battlefield deception.

(7) ClI support to operations security.

(8) ClI support to friendly communications-electronics (C-SIGINT).

¢. Countermeasures recommendations by supporting Cl elements are not directive in nature, unless provided for in
other regulations or endorsed as such by the supported commander. The priority, risks, and resource allocation
decisions to implement countermeasures are the supported commander’s responsibility.

5-5. Low level source operations (LLSO)
Low level source operations support force protection of deployed U.S. forces. LLSO are governed by classified HQDA
implementing memoranda.

5-6. Advice and assistance
Cl advice and assistance are technical consultations aimed at improving or sustaining force protection and formal
security programs. These consultations aid the security manager in developing or improving security plans and standard
operating procedures. Such assistance can be programmed or unprogrammed. It can include, but is not limited to—

a. Advice concerning the conduct of inspections, security planning, the resolution of security problems, or develop-
ment of classification guides;

b. Conduct of CI surveys, technical inspections, and preconstruction technical assistance;

¢. Conducting SAEDA training, providing SAEDA materials, and training security managers (“train the trainer”) in
the SAEDA program;

d. Providing investigative advice to the command’s security investigations under AR 156 and AR 380-5.
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5-7. Counterintelligence technical support activities

a. Technical support activities are specialized subdisciplines of counterintelligence. They are governed by separate
regulations as listed below:

(1) Technical Surveillance Countermeasures (TSCM), AR 381-14(S).

(2) Intelligence polygraphs, AR 1956 and this regulation.

b. Although TSCM are specialized investigations and polygraph is an investigative technique, they also have
applications in general operations. INSCOM and the 650th M1 Group conduct TSCM. INSCOM conducts intelligence
polygraphs.

5-8. Cl support to acquisition and special access programs

a. INSCOM conducts Cl support to Army RDTE and acquisition elements through the Acquisition Systems
Protection Program (ASPP). The ASPP assesses FIS technical options for countering U.S. weapons systems. The
program’s goal is to protect the U.S. technical lead by conducting counterintelligence support throughout the acquisi-
tion process.

b. SAPs generaly involve either military acquisition, a military operation, or intelligence activity. Cl support to
SAPs will extend, as applicable, to Government and industrial security enhancements; to DOD contractors and their
facilities, in coordination with DIS as appropriate; and to the full range of sensitive RDTE activities, military
operations, and intelligence activities for which DA is the proponent or executive agent.

c. INSCOM is responsible for providing life cycle Cl support to approved SAPs and for maintaining the capability
and expertise to meet Army needs for Cl support to SAPs. Cl support will automatically be provided to Secretary of
the Army approved category | and Il SAPs, and selected DOD and category |1 SAPs as approved by HQDA (AR
380-381).

5-9. CI support to HUMINT

Cl support to HUMINT ensures the integration of the two disciplines. CG, INSCOM will ensure HUMINT and CI
staffs review each other’s plans for possible compromise, passing a source from one to the other, or investigative
requirements.

5-10. Cl support to treaty verification

a. Arms control treaties have resulted in an overt FIS presence at U.S. facilities. Cl is primarily concerned with non-
treaty related aspects of overt FIS visits to Army installations, to protect installation activities and facilities not subject
to treaty verification. Cl personnel provide advice and assistance to installation commanders, and debrief Army
personnel who may have come in contact with inspectors.

b. Within CONUS, INSCOM is responsible for ClI support to treaty verification, with FORSCOM support. Liaison
with other U.S. agencies involved in the treaties will be in accordance with paragraph 5-11a.

¢. Outside CONUS, dl CI elements will provide Cl support to treaty verification, as directed by the affected unified,
specified, or alied command CINC.

5-11. Liaison

a. Liaison is used to exchange information, obtain assistance, and prevent duplication of effort. It includes overt
collection of intelligence information. Collection, use or dissemination of information gathered through liaison will
comply with AR 381-10.

b. Within the United States—

(1) The ODCSINT is responsible for liaison with the national headquarters of al Intelligence Community and other
agencies on Cl policy matters or commitments. Except as provided in this regulation, or as otherwise authorized,
communications with those national agency headquarters will be handled only through ODCSINT.

(2) The CG, INSCOM will provide a single point of contact liaison with the national headquarters of FBI and other
federal agencies for coordinating Cl operational and investigative matters. INSCOM CI elements will conduct continu-
ing liaison with federal regional offices, other military intelligence services, state and local authorities as essential to
support Cl activities.

(3) CI elements of non-INSCOM MI units located in the United States will conduct on-post liaison activities and
off-post liaison with local authorities as necessary to accomplish their assigned Cl responsibilities. Prior to conducting
off-post liaison, coordination will be made with the nearest INSCOM Cl element, to determine if the desired
information is aready available, to avoid duplication of effort, and to facilitate information sharing. If appropriate,
memoranda of understanding may be developed between INSCOM and the affected MACOM, which will formalize
information exchange and include limits of liaison activities.

c. In overseas areas, MACOM commanders will establish ClI liaison programs with other U.S. and foreign agencies,
consistent with the following:

(1) To avoid confusion and duplication, intelligence components that desire Cl liaison with foreign agencies will
first determine if another element is performing the needed liaison. If so, attempts should be made to obtain the desired
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data through agencies with existing liaison. If new arrangements or changes to existing arrangements with foreign
agencies are required, coordinate them UP AR 381-171.

(2) Operational and strategic Cl units, and CI elements of SMU and Special Operations Forces units, will conduct
continuing liaison with the United States, host and other foreign government intelligence agencies, and law enforce-
ment agencies as essential to support Cl activities.

(3) Tactical CI units will conduct continuing liaison with military law enforcement elements, and liaison with
appropriate police and security agencies as required for wartime planning. In coordination with the theater M1 unit,
they will conduct the latter liaison often enough to ensure a smooth transition to full wartime liaison. Conduct
continuing liaison with theater M1 units to obtain Cl information that may impact upon the command.

5-12. Cl support to domestic civil disturbances

At the direction of the supported CINC, military personnel may be deployed to support civilian law enforcement
agencies (LEA) during domestic civil disturbances. Since EO 12333 and AR 381-10 do not apply to law enforcement
activities, any activity by Cl personne must comply with the following:

a. The primary CI function is to support unit force protection efforts, through close and continuous liaison with
civilian LEA. Civilian LEA are the primary information collectors and files retention agencies. With certain narrow
exceptions, Cl personnel may conduct collection activities only after Secretary or Under Secretary of the Army
approval. The activities must comply with DOD 5200.27 and AR 380-13.

b. Cl personnel may provide additional support only after coordination with the task force senior intelligence officer
and legal advisor, and have prior approval by the task force commander’s designated law enforcement representative.
This support may include investigative skills, analysis of criminal information, and situation development.

c. All CI personnel involved will be in uniform, and M| badges and credentials will not be used.

d. All CI personnel alerted for possible deployment must understand the sensitivities concerned with past deploy-
ments of Army Cl assets in domestic civil disturbance situations. Take every precaution to ensure Cl personnel do not
conduct any activities without prior approval, and do not collect or maintain information on U.S. persons beyond that
specifically authorized for the deployment duration.

5-13. CI support to natural disaster operations

At the direction of the supported CINC, Cl personnel may be deployed to assist in natural disaster operations. They
remain under the provisions of EO 12333 and AR 381-10. Without an identifiable threat to U.S. security interests,
however, use of Cl personnel is not recommended.

Section Il
Counter-Signals Intelligence (C-SIGINT)

5-14. General

a. C-SIGINT systematically examines friendly C-E signals and systems to determine their susceptibility to electronic
exploitation.

b. C-SIGINT may be employed as an independent service, or in conjunction with other operations to provide an all-
source multidisciplined vulnerability assessment.

5-15. Counter-SIGINT support

a. C-SIGINT collection and analysis, including COMSEC monitoring (AR 380-53), will be performed at opera-
tional and theater levels to enhance force protection, survivability, mobility and training; and to provide empirical data
to identify friendly C-E vulnerabilities and provide the basis for countermeasures recommendations.

b. Theater C-SIGINT resources will provide service to acquisition and SAPs; special operations forces; the Army
component of joint, unified, and specified command exercises and operations; and other DOD activities as required.
Emphasis should be placed on the following:

(1) Developing and maintaining detailed databases on FIS eectronic collection and targeting capabilities.

(2) Collecting, analyzing, and maintaining data, in fixed and mobile environments, on critical C-E nodes that
directly support a unit's command, control, communications and intelligence system; and systems that exhibit unique
external signal parameters, signal structures, and modulation schemes that could allow FIS to identify, track, or target
friendly elements.

(3) Collecting operational signals to measure the degree of security achieved by U.S. codes and cryptog