
Mr. Steven Aftergood 

Office of the Director of National Intelligence 
Washington, DC 20511 

Federation of American Scientists 
1725 DeSales Street NW, Suite 600 
Washington, DC 20036 

NOV 2 0 2013 

Reference: ODNI Case# DF-2013-00128 

Dear Mr. Aftergood: 

This is in response to your email dated 12 June 2013, received in the Information Management Division 
of the Office of the Director of National Intelligence (ODNI) on 14 June 2013. Pursuant to the Freedom of 
Information Act (FOIA), you are requesting a copy of ''the latest Semi-Annual or Annual Report of the 
Intelligence Community Inspector General." 

Your request was processed in accordance with the FOIA, 5 U.S.C. § 552, as amended. A thorough 
search of our records and databases located one document responsive to your request. Upon review, it is 
determined that the document may be released in segregable form with deletions made pursuant to FOIA 
exemptions (b)(l), (b)(3), (b)(5) and (b)(6). 

Exemption (b)(l) applies to information properly classified under Executive Order 13526, Section 1.4(g). 
Exemption (b )(3) applies to information exempt from disclosure by statute. The relevant withholding statutes are 
the National Security Act of 1947, as amended, 50 U.S.C. § 3024(i)(l), which protects information pertaining to 
intelligence sources and methods and 50 U.S.C. § 3024(m)(l), which protects, among other things, the names and 
identifying information of ODNI personnel. Exemption (b)( 6) applies to records which, if released, would 
constitute a clearly unwarranted invasion of the personal privacy of individuals. 

You have the right to appeal this determination within 45 days of the date of this letter to: 

Office of the Director of National Intelligence 
Information Management Office 
Washington, DC 20511 

Should you decide to do this, please explain the basis of your appeal. If you have any questions, please call the 
Requester Service Center at (703) 874-8500. 

smU~-Ju~ 
'-t Jennifer Hudson 

Director, Information Management Division 
Enclosure 



s~ 

. -
( u) 1 J tl h,. 2 ~...; ~ ;~ ~ 3 1 r"1 cl rr: t- 2 t;: 5 

(U) SEMIANNUAL REPORT 
TO THE DIRECTOR OF 
NATIONAL INTELLIGENCE 
(U) OFFICE OF THE INSPECTOR GENERAL 
OF THE INTELLIGENCE COMMUNITY 

I. Charles McCullough, Ill 

Inspector General of the Intelligence Community 

b3 50 usc 3024 
(m)(1 ),b6 

CLASSIFIED BY: ••• 

DERIVED FROM: ODNI CG v2.03 JULY 2012 

DECLASSIFY ON: 20380430 



0 (U) Mission 
{Ul We conduct Independent and objective audits, inspections, investigations, 
and reviews to promote economy, efficiency, effectiveness. and inteeration 
across the lntellipnce Community. 

0 (U)Vision 
(U) Speak truth; enable excellence in man111111ment and accountability. 

0 CU) Core Values 
(U) "**JifY: We are honest, trustworthy, accountable for our actions, 
and committed to fulfillilll our mission. 

(Ul l'nlleuitllulU: we hold ourseiWIS to the hi&hest standards of technical 
proficiency and treat others with courtesy and respect. 

(U) ,,.,.,.._ We conduct our mission free of external influence and 
provide objective assessments, advice, and conclusions reprdless of political 
or personal consequence. 

0 CU) Diversity 
(U) The IC IG promotes divarsity In all aspects of our mission as a key to our 
success. Our prOfessional and innovative culture demonstrates the value we 
place in havinl a diverse workforce. This is true with our hirilll and piOII'IOtion 
practices, as well as our efforts to support current IC IG staff who wish to 
develop or enhance their currant skill sets by l•nifll a new IG discipline or 
participatine in a Joint Duty assi&nment. Our commitment to divarsity ensures 
that we maintain an equitable working environment and can fully levera&e the 
varied IG expertise and IC baclqpounds of our staff. 



(U) A Message from the Inspector General 

CUI~) I am piiiiSIId 
to ~de this summilfY 
of the activities of the 
Office of the Inspector 
General of the 
Intelligence Community 
(IC IG) for the period 
of 1 July 2012 through 
31 March 2013. 
This report covers an 
extended reporting 
period due to a recent 

statutory change in our semiannual reporting cycle. 
This report is submitted pursuant to Section 1 03H 
of the National Security Act of 1947, as amended. 

CUI~) During this reporting period we: 

• solidified our foundation by completing 
our Concept of Operations, Strateaic Plan, 
and Workplan for CY 2013; 

issued our first compilation of IC-wide 
Management Challenges; 

completed three audits: the Audit 
of Intelligence Cornmuney Security 
Clearance Reciprocey, the FY2012 
ODNI FISMA Review, and the FY 2012 
FISMA Capstone; 

• completed four inspections of ODNI 
components: the Office of Partner 
E~nt, the Office of Legislative 
Affairs, the National Counterterrorism 
Center, and the Office of the Chief 
Rnancial Officer; 

• completed work on 46 investigative 
matters, 16 of which were substantiated; 
and 

initiated an anti-fraud program focusing on 
contract labor mischarging. 

(UIJFOud) We are currently performing the 
OD~I;;;proper Payments Elimination and 
Recovery Act audit, a study of Electronic Waste 
Disposal Practices in the IC, an evaluation of the 
implementation of the Reducing Over-classifiCition 

Act at the ODNI, an audit of the ODNI's payroll 
systems, and a follow-up study on audit readiness 
across the IC. In addition, we are also performing 
an inspection of the Office of the Information 
Sharing Environment and evaluating the NCTC 
Tl DE Program and the criminal ref«ral aspect of 
the National Reconnaissance Office's poiYifllph 
program. 

CU//F.or(o) We continue to foster integration and 
col~tion among the IC Offices of Inspector 
General CIC OIGs) by: 

• leading the statutO!")' IC IG Forum and the 
Forum's Audit, Inspections, lnvestiaations, 
and Counsel committees; 

pursuing the implementation of 
Presidential Policy Directive-19, 
Protecli"fl Whistle~ with Access to 
CI/JSSified lnfonnation; 

hiring a Special Advisor for IG Community 
Standards to create and implement 
a Peer Review procram among and in 
coordination with the IC OIGs; 

hosting an IC-wide trainina seminar for IG 
professionals on FOIA and Privacy Act 
matters; and 

liaising with the Council of Inspectors 
General on lntearlty and EffiCiency 
CCIGIE), co-hosting the 14th Annual CIGIE 
Awards Caremony. 

CU/JFOri'O) I credit our hard-working personnel 
for ·ure; accomplishments and ongoing efforts. 
I very much appreciate the steadfast support I 
have received from the ON I, the Administration, 
and the Congressional Intelligence Committees 
and remain committed to the highest standards of 
professionalism, objectivey, independence, 
and integrity. 

l -~ ~ 

6~ ;_Z > .- f:e~ ?!£' 

I. Charles McCullouJh, Ill 
Inspector General of the lntellflence Community 
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I. (U) Statutory Reporting Requirements 

!Ul On January 14, 2013, the President sianecl into 
law the lntellieance Authorization Act for Fiscal 
Year (FY) 2013. Sa:tion 309 ol this Act chanead 
the IC IG 's semiannual reporting schedule from the 
calendar year ICY) to the FY. In viaw of that change, 
this semiannual report c:owrs a 9 month period (l 
July to 31 March), rather than 6. 

A. (U) Standards 

(U) All audits are carried out in accordance with 
generally accepted government auditing standards. 
All inspection and investiption activities conform to 
standards adopted by the Council of the Inspectors 
General on lnte&rity and Efficiency (CIGIE). 

B. (U) Celtilication of Full 
and Direct Access 

(U) The IC IG has had full and din!Ct access to 
.all information relevant to the performance of 
his duties. 

C. (U) Subpoena Authority 
(U) During this reporting period the IC IG issued 
one subpoena. 

D. (U) l.elislative Proposals 
(U) During this reporting period, the IG reviewed 
several proposals for enhancema'lt to the IC IG 
statutory authorities including personnel authorities, 
budget authorities, and protection of IG materials. 
Those proposals are being relined and may be 
included in legislation under the current eorvess. 

S~AN 

E. (U) Status of Recommendations 
(U) Appendix C provides an update on the status 
of IC IG recommendations.' Each recommendation 
listed outlines the OffiCe of the Director of National 
Intelligence !ODNil component or lntellieance 
Community (IC) element responsible for the 
necessary corrective actions and whether or not 
the corrective action has been fully implemented. 
Where corrective action has been completed, a 
description of that corrective action is provided. 

F. (U) IC-Wide Manapment Cballenps 
(U) In accordance with the Reports Consolidation 
Act of 2000, the IC IG assessed the most serious 
management and performance challenges impacting 
the DNI's manaaement of the IC enterprise. We 
reviewed IG management challenges reports from 
each IC element, as well as our own recent IC IG 
Capstones, to identify the following four broad and 
systemic challenges: 

Financial Manaeament and Auditability 

Acquisitions and Contract Management 

Information Assurance 

Continuity of Operations 

Those challenges are detailed in Appendix F. 



II. (U) Overview 

A. (U) Orpnizatlcm 
(Ul The lntelli&eflce Authorization Act IIAAl for 
FY 2010 established the IC IG with the authority 
to initiate and conduct independent audits, 
inspections, investiptions, and reviews of pqrams 
and activities within the responsibility and authority 
of the ON I. IC IG promotes economy, efficiency, 
and effectiveness in the administration and 
implementation of such programs and activities 
and prevents and detects fraud, waste, and abuse. 
The broad authority of the IAA allows the IC IG to 
Identify and Investigate systemic IC Issues that 
impact the DNI's ability to achieve intelligence 
inteanJtion. In addition, the IC IG provides 
leadership and coordination to other IC Inspectors 
General through the Jntelliaence Community 

2 
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Inspectors General Forum <IC IG Forum), which 
was also established by the IAA for FY 2010. 

(U//~The IC IG is composed of the IG, the 
Deputy IG, the COunsel to the IG, and the Assistant 
Inspectors General !AIGs) for Audit, Investigations, 
Inspections, Manl8llfiMIIlt and Administration 
(M&Al, and a Senior Advisor on Intelligence 
Oversight (10). The office's principal operating 
divisions .-e Audit, Inspections, and Investigations. 
The Senior Advisor on 10 provides reviews of 
intelligence activities, either within the ODN I 
or across IC organizations, to ensure that such 
activities are authorized and conducted lawfully. 
The M&A Division and the COunsel's Office provide 
enabling support to the operational divisions and 
the IC IG Front Office. 
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B. (U) Personnel 
!UJPuO> The IC IG is authorized a total 
staffine complement of. with. appropriated. 
Those positions consist d full-time and part-time 
civilian positions. The table below shows positions 
by division and ofriC8. Filled positions, as of 
31 March 2013, reflect. full-time, I part-time, 
I contractors, and I vacancies. 

FIIII-IIIII 

l'lrt-11111 
Tabl ,..... 

CIIIIJICiar 
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I 
I 
I 
I 
I 

........... 
I 
I 
I 
I 
I 

(l.i /~) Fi~urc A: Current TC JG Mcmbcrshjp 

tUJIRJCIOi The IC IG is composed of a mixture 
of DNJ cadre, rotational employees on Joint Duty 
Assisnments, and contractors who provide subject 
matter expertise. The followine f~gures summarize 
the breakdown of the IC IG staff by cati!IIOfY. 

(\.i /F~) JC IG Pusition Allocation 

,....._ 18 

I. I 

I I 
I I 
I I 

IIU 

I 

I 
I 
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I 
I 
I 
I 
I 

Llldlnlllll 
I 
I 
I 
I 
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1illll 

I 
I-
I 
I 

~----~--~~--~----~----~----~--~~ 

Cadle 

Nominative 

Ratatlonal 

Cantracbn 

,l','t-7')1 Figure B: Rot::~tiona.i :Oetailc(· Or~anization 

Cenlrallnlellipm:e Aaency (CIA) 

Natianal Recunnaissance Office (NRO) 

National Sa:uritJ Apncy 01SA1 

~ORN 
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C. (U) Fundinl 
(U/IFOtfOl The ODNI provided adequate funding 
for ~ IC IG mission during this reporting period. 
Our budget covered personnel services and general 
support requirements such as travel, training, 
equipment, supplies, information technology 
support, and office automation requirements. 

4 

(~ IC 18 EmploJee Spotljpt 

Name: 

Position: 

Years with IC: 

a 

Senior Investigator 

27-

November 2011 she as a Senior 
Investigator on a rotational assignment with the 
IC IG.- unwavering dedication to the 
IC IG mission is integral to our success and 
sreatly contributed to the stable transition from 
an administrative IG, serving only the ODNI, to a 
statutory IG, serving the entire IC. 

(~) Slanlllcut AccomplisllmeiiiS 

(U//FQdol- led a cross-agency effort to ensure 
inter6al coordination and information-sharing related 
to Unauthorized Disclosures of information that 
could be detrimental to national security .• went 
on to identify and implement strategies that led to 
• successfully working with multiple agencies and 
conductins follow-up investigations. 

(UtiFad'Ol- also took on a significant caseload 
of 1alo; ~ischarging investigations.. conducted 
multiple interviews and reviewed hundreds of paps 

of data over a Sl!'llll"al month period to identify 
false billings of over- hours, representing 
approximately -in potential recoveries for 
the Government 

(U//FOtf"Ol-- accomplishments and 
professionalism reflect the highest credit upon 
-and the IC .• personifies the standard for 
cross-agency integration. 

SrFORN 



A. (U) Stratllic Plannint 
(U) The IC IG has three strategic pis: 

1. To establish an 011111nizational 
foundation. 

2. To implement and fuffill the 
ODNI mission. 

3. To implement our IC-wide mission. 

!Ul Those pis and associated objectiws 
reflect our mission, vision, and core values of 
promoting economy, efficiency, effectiveness, 
and integration across the IC, while enabling 
excellence in management and accountability. We 
have established timelines to achieve those goals, 
updated our work planning process to ensure the 
most efficient and effective allocation ol IC IG 
resources to best meet mission requirements. and 
required all IC IG officers to create performance 
plans to meet the needs of both the individual 
and the IC IG. 

~RN 

Ill. (U) Planning 

B. (U) Annual Plannina 
!Ul We published our work plan for Audits and 
Inspections for CY 2013. The plan provides for 
broad cowrage of issues of continuing importance 
to the ON I and IC as a whole. 

(U) To identify topics that were both relevant and 
timely, we obtained input from ODN I leadership 
and senior staff as well as fellow IGs from the IC IG 
Forum. We also considered the National Intelligence 
Strategy, congressional reports, and the results of 
our IC-wide and component efforts. 

!Ul In CY 2013, we are focusing our efforts on 
improving efficiency and effectiveness in critical 
areas for the ODNI and the IC, such as: 

• Continuity ol Operations 

Financial Management and Administration 

Procurement and Contract! ng 

• Information Management and Technology 
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IV. {U) Congressional Engagements 

A. (U) Briefin1s 
(U) Pui$Wint to section 103H of the National 
Security Act of 1947, as amended, the IG has a 
statutory obliption to ensure that the conaressional 
oversight committees are kept fully and currently 
informed of siiiJ'Iificant problems and deficiencies 
within the programs and activities of the DNI. 
During this reporting period, the IC IG Counsel, 
through the Legislative Counsel, facilitated 
several congressional enpgements with the IG, 
Deputy IG, and each of the AIGs on a variety of 
topics of interest to the congressional oversight 
committees. The IC IG staff provided staff briefings 
on congressionally directed actions CCDAs), 
IC IG initiatives on performing administrative 
investigations with regard to leaks of classified 
information, the IC IG's Joint Accountability Review, 
IC IG budget and resource planning, and recent 
IC IG investigations of congressional interest. 

6 

B. (U) Lelislation Jmpactin1 the IC IG 
CUI~ During this reporting period, the 
IC ir~ several proposals for the Intelligence 
Authorization Act for FY 2014, to include proposals 
relating to IC IG personnel authorities, law 
enforcement retirement benefits, budget authorities, 
and protections for sensitive IG materials. The IC IG 
will ensure that any such proposals are submitted to 
the congressional committees for consideration in the 
IAA FY 2014 bill. 

CUI~n addition, the IC IG engaged with 
congressional committees on enacted legislation 
and other reviews of interest, including the Improper 
Payments Elimination and Recovery Act of 2010, 
the ForeiiP'I Intelligence Surveillance Act of 1978 
Amendments Act of 2008, and the Reducing Over­
Classification Act of 2010. 
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(U) The IC IG Audit Division (Audit) conducts 
program, compliance, and financial audits and 
evaluations of ODNIIII!d IC programs related to 
information technology, procurement, acquisitions, 
internal controls, financial statements, and 
financial management. 

(U) During this reporting period, Audit 
completed 3 projects and issued naports 
containing 12 recommendations to strengthen 
internal controls CMil' information technology 
and 2 recommendations to standardize reciprocity 
of security clearances within the IC. As of 
31 March 2013, the Audit staff had six 
on;Png audits. 

A. (U) Completed Audits 

1. ru!JRiffOJ Fiscal Year 2012 Consolidated 
Federal Information Security Management 
Act (FISMAJ of 2002 Capstone Report for the 
Intelligence Community Elements' Inspectors 
General (AU0-2013-002, November 2012). 
(UI/Fgucll The objective of this evaluation was 
to c:611ect and summarize the FY 2012 FISMA 
report submissions from the IC element OIGs 
operating or exercising control of National Security 
Systems. Based on those submissions, all OIGs 
noted that a Risk 111nq1m11nt program had been 
established that met the FY 2012 IG FISMA metric 
requirements. Of the remaining 11 information 
security program (ISPJ areas, 10 OIGs noted that 
the Incident Response and Reportinc and Sptem 
IIMIII1IIJ programs also met the FY 2012 IG FISMA 
metric requirements. 

CU/IF~IGs identified weaknesses in all 
ISP" areas. The majority of weaknesses were in: 
Conti..-~ Plans Ill Action and 
Miles1Dnes, ConlillpncJ ....... and Security 
Capital Pllnniq. The causes for the program 
weaknesses or the lack of a program -led by 
security program area but some of the most 
commonly noted reasons included: assessments of 
security controls; identifying costs for remediating 
weaknesses; development and documentation 
of information technology infrastructure 
recovery strategies, plans, and procedures; and 
documentation of policies and procedures for a 

V. (U) Audit Division 

~ (U)-- is the Assistant Inspection 
General for Audits, a position I has held since 
the inception of the IC IG. I joined the ODNI DIG, 

Audit Division in Feb.iirujaryiijofli2.001i7ll. Pr.iolr.toijo.in!ling 
DONI DIG, he served I! 
for 20 years in several leadership roles, from Team 
Leader to Audit Program Director for Financial and 
Accounting Systems. As a member of the DoD IGI 
managed large DoD-wide multi-faceted program and 
operational audits and directed large and complex 
audits of financial and accounting systems. I 
holds a Master of Science in Information 

a Bachelors 
and is a 

security capital planning and investment control 
process. 

2. (UJ Fiscal Year 2012/ndependent Evaluation 
of OONI Compliance with the Federal Information 
Security Management Act (FISMA) of 2002 
(AU0-2012-008, December 2012). 

CUI~ The objective of this evaluation was 
to provide an independent review of the ODNI's 
information security program and practices as 
required by FISMA. Specifically, the purpose was 
to determine the adequacy of the ISPs for the 
Mission Support Division (MSDJ and the IC Chief 
Information Officer (IC CIO). 

(UIIF01J(J5' Two metric ISP areas. Identity and 
~ 11an11pment and SecuritJ Tralninc, were 
not applicable to our evaluation because ODN I 
followed the Central Intelligence Agency (CIAJ 
processes and those metrics -. reviewed during 
the CIA IG's evaluation. A third metric category, 
Remallt Access MaJIIIIIIMftl, was not evaluated 
because ODN I did not have a remote access 
requirement in FY 2012. Of the remaining 9 metric 
categories, Incident Response and Reportlna: and 
Cantradar $Jdlms had an established program that 
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met the Department of Homeland Security IDHSJ 
prosram attribute requirements. 

(U/IFOUOJ Consequently, for the remaini1111 7 metric 
categories, Audit identified areas for improvement 
and produced 12 recommendations for ODNI ISPs 
as follows: 

1. Continuous Monitoring Management 

2. Security Confisuration Manaaement 

3. Risk Manaaement 

4. Plan of Action and Milestones 

5. Continaency Planning 

6. Security Capital Planning 

7. Systems lnventoly 

3. (UJ Audit of Intelligence Community Security 
Clearance Reciprocity (AUD-2012-005, 
December 012). 
(U/1 ) The IC IG initiated this audit iii response 
to a DA in the IAA for FY 2010. This audit 
examined whether there were policies and processes 
within the IC that facilitated timely reciprocity of 
personnel security clearances. SpecifiCally, Audit 
assessed the time required to obtain a reciprocal 
security clearance for three cateaories of 
IC personnel: 

1. An employee of the IC who was detailed 
or assigned to another element of the IC 
(detailees and assignees); 

2. An employee of the IC who was seekina 
permanent employment with another 
element of the IC IGIM!mment transfelsl; 
and 

3. A contractor seekina permanent 
employment with an element of the 
IC (contractor conversions). 

(U) Suitability considerations are critical for 
employment decisions within the IC. Therefore, 
Audit also examined the impact of suitability on 
hiring actions for those personnel. 

8 
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(UJ The report contained two recommendations 
addressed to the ODNI Assistant Director for 
the Special Security Directorate (SSO). The 
recommendations focused on developina policies 
to ensure security clearance reciprocity occurred 
in a timely manner and that IC elements followed 
consistent practices when requirina applicants to 
complete or update the Questionnaire for National 
Security Positions. The Assistant Director for SSO 
concurred with the recommendations. 

B. (U) Dnpint Audits 

1. (U) Review of the Office of the Director 
of National Intelligence's Fiscal Year 2012 
Compliance with the Improper Payments 
Elimination and Recovery Act (IPfRAJ of 2010. 

(UJ IPERA requires aaencies to identify and 
estimate improper payments and to take into 
account those risk factors that are likely to 
contribute to sianificant improper payments. In 
addition, IPERA requires aaencies to conduct 
payment recapture audits with respect to each 
prcllll'atn and activity that expends $1 million or 
more annually, if conducting such audits would be 
cost-41ffective, and it requires aaencies to report on 
the actions taken to I1!COIIel' improper payments. 

lUI IPERA requires the IG of the agency to perform 
an annual "compliance review" to determine 
whether or not the agency is in compliance with 
IPERA. Pursuant to this statutory requirement, 
Audit is conducting the lPERA review for OONt. To 
that end, Audit is followina Office of Management 
and Budget (OMBl Circular No. A-123 guidance 
to review the OONI's improper payment reportina 
contained in the FY 2012 Annual Financial Report 
and accompanyine materials to determine if ODNI 
is in compliance with IPERA. 

(Ul This report will be issued in April 2013. 

2. (UJ Study of Electronic Waste Dis(JOS81 
Practices in the Intelligence Community. 
(UJIFJXfol Pursuant to section 340 of the lAA for 
FY~OlO, Audit initiated a study of the electronic 
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waste disposal practices of the laraest IC elements 
with exclusively intelligence-related missions. This 
study is a joint effort with participation from CIA, 
DIA, NGA, NRO, and NSA OIGs. The study has two 
objectives: 

1. To identify and assess the security of 
electronic waste disposal practices in 
the IC, including the potential for 
counterintelligence exploitation; and 

2. To identify methods to improve the 
security of disposal practices, including 
steps to prevent the forensic exploitation 
of electronic waste. 

Audit will submit its study to the Intelligence 
Oversight Committees in May 2013. 

3. (UJ Evaluation Df the Implementation of the 
"Reducing Over-Classification Acr by the ODNL 
(U) The Reducing Over-classifiCation Act (the Act) 
of 2010 requires the IG of each U.S. Government 
department or agency with an offiCBI' or employee 
who is authorized to make original classification 
decisions to conduct two evaluations of that 
department, agency, or component. The first 
evaluation is due by 30 September 2013, and 
the second is due in 2016. Specific objectives 
identified by the Act are to: 

Assess whether applicable classification 
policies, procedures, rules, and regulations 
have been adopted, followed, and 
effectively administered; and 

• Identify policies, procedures, rules, 
regulations, or rnanaaement practices 
that may be contributing to persistent 
misclassification of material. 

(Ul Audit is conducting this evaluation in 
conjunction with a Government-wide effort led 
by the DoD OIG. The evaluation focuses on 
implementation of the Act by the ODNI. 

(U) Audit will issue its report by the end of 
FY 2013. 

4. (U) Fiscal Year 20131ndependent Evaluation 
of ODNI Compliance with the Federal Information 
Security Management Act (FISMAJ of 2002. 
(Ul FISMA, which is Title Ill of the E-Government 
Act of 2002, requires the agency or an independent 
external auditor to perform an annual independent 
evaluation of the agency's ISP and practices. 2 

(Ul The objective of this evaluation is to determine 
the adequacy of the ISP and practices for DONI 
intemal operations. In addition, Audit will follow­
up on steps taken to address the recommendations 
made in the FY 2012 FISMA Report. 

(Ul Audit will issue its report by the end of 
FY 2013. 

5. (UJ 2013 Congressionally Directed Action 
(CDAJ to Perform a Follow-up Assessment of 
the Auditability Plans for CIA, DIA, NSA, NGA, 
andODNI. 
!Ul The IC IG initiated this assessment in response 
to a COA in the Classified Annex of the Intelligence 
Authorization Act for FY 2013 that required the 
IC IG to perform a follow-up review using the 
same terms of reference required in the FY 2011 
Act for an auditability strategy review. The IC IG 
reviewed IC elements' FY 2011 plans and provided 
recommended improvements in a report delivered to 
the committees in February 2012. 

(U/IF~Ol This follow-up review has the following 
obj~i~: 

a) to assess whether recommended 
Improvements from the 2012 Auditability 
Review were implemented; 

b) to determine if the IC Chief Financial 
Officer completed the steps to improve 
agencies' corrective action plans as 
outlined in the 12 February 2012 
Management Response letter; 

c) to assess whether current auditability 
plans address known agency audit 
impediments and implement appropriate 
internal controls; 
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d) to evaluate resources allocated by the 
apncies to Implement their auditability 
plans; and 

e) to assess the likelihood that the 
auditability plans can be uacuted 
whereby an lndependant Auditor 
can render an unqualified opinion on 
the FY 2016 Financial Statements. 

!Ul Audit will submit its report to the ccmmittees 
by July 2013. 

6. (UJ Audit of the Internal Controls over the 
Office of the Director of National Intelligence's 
Payroll 
(U) The IC IG initiated this audit in response to the 
ODNI Chief Management OffiCer's (CMOl request 
for the IC IG to conduct financial-related audits 
in preparation for audits of the DONI's financial 
statements. The internal controls over payroll are 
key in the preparation of the ODNI's financial 
statements and related nate disclosures. 

(U/~) This audit has the followin& objectives: 

al to determine whether the ODNI has 
designed and implemented internal 
controls to provide reasmable assurance 
that payroll activity is completely and 
accurately recorded in the accountinc 
system. 

b) to determine whether the ODNI has 
desiined and implemented internal 
controls to provide 181150111ble assurance 
that payroll activity and related disclosures 
are presanted in the DONI's fiiiiiiCial 
statements in acc«dance with Depatment 
of Treasury and OMB form and content 
requirements. 

c) to determine whether the ODNI has 
designed and implemented internal 
controls to provide reasonable assurance 
that the ODNI is in compliance with 
relevant laws and reaulations. 

(Ul Audit will submit its report in september 2013. 

10 
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~FORN 
VI. (U) Inspections Division 

(U/~) The IC IG Inspections Division (INSP) 
conducts inspections, reviews. and evaluations 
to improve ODNI and IC-wide performance and 
inlllgration. The division examines information 
access. collaboration, collection, and analysis; 
IC programs and issues; and compliance with 
laws and regulations. 

!U/~1 INSP also encourages the use of the 
IC IG Complaint Intake Process, or Hotline, as a 
confidential and reliable source for IC employees 
and contractors to report fraud, waste, and abuse. 

(U/JF0.1J()l' During this reporting period, INSP 
cornJSieted one Component Inspection and three 
Special Reviews. The Component Inspection covered 
four priiTII!Y areas: 

1. Mission performance 

2. Management effectiveness 

3. Resource ma1li11181118nt 

4. Enterprise oversiafrt 

!U/JFrum) During this reporting period INSP 
initi~ -Special Review inspections. Special 
Reviews are accelerated assessments that use 
questionnaires and data call responses with limited 
interviews of component staff. 

(UIJFooQI As of 31 March 2013, INSP had one 
one6'ina Special Review and one CDA-related issue 
inspection that was being planned concurrently with 
five partner OIG offices, contingent upon passep of 
the FY 2013 Defense Appropriations bill. 

A. (U) Completed Inspections 

1. (UJ Office of Partner Engagement (Pf) 
(INS-2012-002, August 2012). 

(UI/F~ This Special Review occurred during 
June and July 2012. It was conducted to support 
the transition of PE office leadership to ensure 
timely and relevant input to the incoming Director. 

~RN 

(Ul--currently serves as Assistant 
Inspector General for Inspections. ln.16 years 
as a CIA officer in the Directorate of Intelligence, 
• performed and managed a variety 
of activities ranging from all-source intelligence 
analysis and targeting to imagefY analysis. In 2005,·- joined the Office of the Deputy 
Director of National Intelligence for Collection as a 
senior Advisor on multi-source collection 

(U/~Ol As part of this review, we noted 
observational challenges in the following areas: 
personnel concerns regarding organizational 
structure and PE direction; morale; PE leadership 
effectiveness. communications, and transparency; 
human capital policy; and professional development 
issues. 

(U/¢1 We noted the following commendables: 
workforce perception of effective mission fulfillment; 
immediate supervisor's effectiveness; quality work­
life balance; and PE compliance with Executive 
Orders, 1811Uiations, statutory requirements, and 
directives. 

2. (UJ Office of Legislative Affairs (OLAJ 
(INS-2012-003, October 2012). 

~This Component Inspection occurred 
'" May thfOUIIh September 2012. Completion 
coincided with a change in OLA office leadership, 
therebY affording timely and relevant input to the 
incoming Director. We validated challenges in the 
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(U/~ We noted the following comrnendables: 
;;?e'".d~dicatlon and COIIIIfi!SSional response 
coordination, responsiwness facilitated by 
immediate access to the DNI and ODNI leadership, 
and OONI staff Senate confirmation support. 

noted comrnendables In the followina 
misslor1-fo~uS41d workforce, measurement of 
performance, and NCTC's int.nal 

training program. 

4. (U} Office of the Chief Financial Officer (CFOJ 
of the IC (INS-2013-001, March 2013). 
~ This Special Review was conducted during 
January and March 2013. Completion of the 
review coincided with a planned succession in 
CFO leadership. We validated in the 
following areas: 
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(Ul We noted the following cornrnendables: 
workforce morale and skills and ODNIIntelligence 
Ptannine, l'rollrammina, Budaetine. and Evaluation 
collaboration. 

B. (U) Dnpin1lnspections 

(U) Information Sharing Environment Office (/Sf) 
{/NS-2013-003, March 2013). 
(U/IFOUO) INSP is currently conductina a Special 
Review of the ODNI ISE Office. We will issue our 
report by the end of FY 2013. 

C. (U) Other Inspection Activity 

(UJ Management Referral 
{U/~ At the end of the previous reportina 
period, we issued a 1'1111l1!118111t referral to the 
IC CIO reprding an alleption of potential conflict or 
an unnecessary redundancy between two information 
technoloBY initiatives-CIA's QUANTUM LEAP and 
NCTC's INITIATE prowams. During the current 
reportina period, the IC CIO assessed the two 
systl!mS and determined that redundant capabilities 
and data existed. According to the IC CIO, that 
redundancy was warranted in order to satisfy the 
mission needs of both CIA and NCTC and their 
differing lepl authorities to collect, process, exploit, 
and store U.S. Persons and law enforcement-related 
data. The IC CIO endorsed this finding to the IC IG 
in December. 
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= ' 
( The IC IG lnvestiptions Division (I NV) 
i ptes allegations of violations of criminal 
laws and administrative regulations arising from the 
conduct of IC and ODNI employees and contractors. 
INV has unique authority to investigate programs 
and activities aaoss the IC within the responsibility 
and authority of the ON I. I NV also plays a 
principal role in conducting IC-wide administrative 
investigations into unauthorized disclosures of 
classified information. 

lllllr:~ Duri!1l this reporting period, INV 
~ed75 investigations (67 new and 8 legacy 
ODNI OIG) of which 46 were closed. Of the 46 
closed investlptions, 26 were substantiated and 
involved violations, such as labor mischargi!1l, 
employee misconduct, and misuse of Government 
equipment. Of the 26 substantiated investigations, 
23 were labor mischargins cases that resulted in an 
estimated $1,007,532 in potential recoveries for 
the Government. As of 31 March 2013, INV had 29 
open investigations. 

A. (U) Select Completed lnvestiptions 

IUJJF006) INV investigated the following cases and 
~~-declinations of criminal prosecution from 
the U.S. Attorney's Office, Eastem District 
of Virsinia. 

1. (UIIFOHhJ Improper Use of Government 
Resouk,;s-itNV-2012-0001, November 2012). 
!U//Fnr(o) An CONI Senior Official aiJesedly 
mis~-Govemment resources for personal 
benefit, enpaed in unauthorized contacts with 
foreisn nationals. and attempted to improperly 
obtain a security clearance for a private citizen 
throush the use of a no-cost contract. The employee 
resisned for reasons unrelated to the investigation 
before it was completed. INV substantiated the 
allegations and referred the completed investigation 
to ODN I Security. 

2. (U) Misuse of Government Equipment, 
Violation of OONI and CIA Policy 
(/NV-2012-0006, October 2012). 
(U/,mi'(O) An CONI Government employee allesedly 
~f~ise claims; misused Government equipment; 

(U)-is the Assistant IG for Investigations 
for the IC IG. I has almost three decades of 
Federal and military service that include a wide 
range of operational and legal duties. I served at 
various times as an attorney in three independent 
IC agencies for over 10 years before joining the IC 
IG in November 2011.1 has also deployed to serve 
in combat as a mobilized Reserve 

and violated CONI resulatlons soveminB 
prepublication review, outside activities, and media 
contacts. 1 nvestisators discovered that the subject 
was operatins a personal website on Government 
time usins Government systems throush which he 
solicited and received donations. In addition, the 
subject used Government systems to contact several 
media outlets for personal pin and to communicate 
with foreisn nationals. INV substantiated the 
allesations and referred the completed investigation 
to ODNI Security and ODNI's CMO. The employee's 
management issued him a letter of reprimand that 
restricts him from receivins a promotion, bonus, 
award, or step increase for three years. 

3. (UJ Labor Mischarging 
{/NV-2012-0051, November 2012). 
(U1/FOt16) INV substantiated allegations that a 
co*'actor allesadly billed the Government for 
over 700 hours of labor that was not performed 
durins a 14-month period. In addition to billing the 
Government for hours the contractor was not present 
at the principal place of performance, investiptors 
discovered that the subject used Government 
systems for personal use 4 to 6 hours 
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VII. (U) Investigations Division 

per day, to include the administration of a distance 
education course beilll tauaht for a local university. 
INV referred the matter to the Head of Contracting 
Activity for appropriate recovery. 

4. (UIIFOH6J Labor Mischarging 
(INV-idJ.l:0044, November 2012). 
(U//F,sx{o) INV substantiated alleptions that a 
contractor billed the Government over 200 hours of 
labor performed outside of the scope of the contract 
during a 5-month period. In addition to mischaliing. 
INV determined that the experience documented 
in the subject's resume did not meet the minimum 
requirements of the task order of the contract and 
that the subject was using Government systems and 
billed time to write a IIOWII. INV referred the matter 
to the Head of contracting Activity for appropriate 
recovery. 

5. (U) Labor Mischarging 
(INV-2012-0060, March 2013). 
(UIIFodO) INV substantiated allegations that a 
c~~ billed the Government for nearly 300 
hours of labor performed outside of the scope of 
the contract during a 5-month period. Investigators 
discovered that the subject routinely took extended 
lunches and worked from home without COTR 
approval. INV referred the matter to the Head of 
Contractina Activity for appropriate recovery. 

6. (U) Labor Mischarging 
(INV-2012-0065, March 2013). 

IUIIF..¢6) INV substantiated alleptions that a 
contractor billed the Government for over 400 hours 
of labor that was performed outside of the scope of 
the contract lworkin& from home) during a l.,ear 
period. INV referred the matter to the Head of 
Contracting Activity for appropriate recovery. 

7. (UJ Labor Mischarging 
(INV-2012-0068 and /NV-2012-0069, 
March 2013). 
(UIIFpUO) I NV substantiated allegations that two 
em(loyees who are the owners and only employees 
of a subcontracting firm mischarged 1,691 hours 
combined. The subjects admitted to all of the hours 
in question. The subjects engaged in a business 
enterprise while charging the Government for non-
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work related matters to include running a business 
for horse saddle padding. Further review found 
several questionable financial practices by the 
subjects and their company to include leasing three 
BMWs for personal use and thousands of dOllars 
in artwork. After the case was closed, the matter 
was referred to the Head of Contracting Activity for 
appropriate recCMJry and to the IRS. 

B. (U) Other lnvestiptive Activities 

1. (UJ Unauthorized Disclosure Cases. 

(U) INV performed a cursory review of a JVOUP 
of "cold" ONCIX unauthorized disclosure files 
dating from 2004 to 2012. The purpose of this 
review was to identify the character, scope, and 
common procedures used in the former cases 
to determine where any supplemental IC IG 
administrative inquiries might be incorporated into 
existing processes. On the basis of that review, INV 
established internal standard operating procedures 
for the administration of any supplemental inquiries. 
While conducting that file review, IC IG investigators 
noted two recent cases that warranted further 
inquiry. Neither case was substantiated. 

2. (UJ Joint IC IG/DoD IG Accountability Review. 
(U) In response to the Senate 5elect Committee 
on Intelligence concerns regarding employee 
accountability for misconduct, we partnered 
with DoD IG to conduct a joint review on the 
disciplinary actions taken in response to misconduct 
substantiated bY the IG. This review commenced 
in July 2012 and the report is in final draft. 

3. (UJ IC IG Counter Fraud 
Investigations Program. 
(U) INV undertook an initiative to proactively identify 
false billings by ODNI contractors. This imllllved 
running a data interrogation program and conducting 
investigations to identify and address falsely billed 
costs. INV successfully orchestrated a substantial 
increase in the scope and amount of recurrina data 
available for analysis through this program. An 
added benefit was the establishment of a single 
source for the information, thereby achieving 
significant process improvement. 



4. (U) IC IG Hotline. 
(U) The IC IG Hotline and intake process provides 
a confidential means for IC employees, contractors, 
and the public to report fraud, waste, and abuse. 
The intake process includes secure and commercial 
Hotline phone numbers, U.S. mail, anonymous 
secure Web application submissions, and walk-ins. 

!U> Ouri111 tltis reportine period, the IC IG internal 
Hotline received 70 contacts from IC personnel. The 
IC IG external Hotline received 77 contacts from the 
general public. 

5. (U) Subpoena Use. 
(U) INV obtained extensive corporate records, using 
its newly acquirad administrative subpoena power, 
from an ODNI sub-contractor whose employees 
engapd in labor mischarging. 

~------·---......... -'"--'----:-·--··-;::>-....,...t:."'-----------
~:N 

15 



s~ 
VIII. (U) IC IG Counsel b3 50 usc 3024 

(m)(1 ), b6 

(Uif~ In accordance with Section 103H of the 
N~;I-Security Act of 1947,as amended, the 
IC IG has a separate Counsel who reports directly 
to the IG. The IC IG Counsel provides Independent, 
objective, and confidential lepl advice on a 
variety of lepl end policy issues that Impact the 
IC IG mission. The Counsel manases three main 
portfolios: Lepl and Policy Reviews, LeaislathiB 
Reviews, and Congressional E~~P~~~ments. 

A. (UI~ L~t~al and Policy Reviews 
(U) Durin& this reportin& period, the Counsel 
continued outreach efforts to the IC IG staff, DONI 
components, and other IG Counsel counterparts to 
educate them on the estlblishment of the IC IG. 
Because the IC IG has broad statutory authority to 
identify and review It-wide issues, the IC IG Counsel 
continued to foster working relationships with the 
Counsels to other IC IGs on CIOSS-jurisdictional 
issues arising from IC IG projects. including the 
Security Clearance Reciprocity Review, the Study of 
IC Elements Electronic-Waste Disposal Practices, 
and the Review of IC Discipline and Accountability 
Practices. 

(Ut/Fauof Counsel also worked closely with DONI's 
Off& of General Counsel (OGCl on pertinent 
Freedom of Information Act and Privacy Act 
litigation Involving IC IG investigative materials. 
This close collaboration all~ DGC to present a 
balanced litigation strale&Y that protected sensitive 
IG sources while ensurina that public-interest 
equities were considered. Counsel worked closely 
with the Office of Civil Liberties and Privacy on 
developina records manapment policies for IC IG 
records to ensure that Privacy Act systems of records 
were updated. 

(W~D ) To ensure legal sufficiency, the IC IG 
Cou I worked with the IG, the Deputy IG, and the 
A to review plans, projects, and reports. 

B.(~ Lltlislative Reviews 
(U) The IC IG has a statutory obligation to make 
appropriate recommendations for ll!lislation that 
promote economy, efficiency, and effectiveness in 
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!Ul has served as the Counsel to the IC 
IG since it was established in 2011. Prior to that, she 
served as a Senior Advisor to the former ODNI OIG and 
worked on the legislation establishing the Office of 
the IC IG. As Counsel, conducts 
legal and policy reviews, provides legal guidance 
on pertinent IG matters, serves as liaison to 
congressional staff and members, and chairs the IC IG 
Forum Counsels Committee. In addition •• supports 
CIGIE efforts by representing the IC IG on the Council 
of Counsels to IGs, as well as teaching legal classes 
for the Federal Law Enforcement Training Center .• 
- has served in the IC since 2000 in several 
support and advisory positions including the NCTC, 
where. analyzed the legal and regulatory aspects 
of strategic counterterrorism plans and the CIA, where 
• served as an Assistant General Counsel, assisting 
with the stand-up of the ODNI. ·-
has expertise in National Security Law, as well as 
laws impacting the mission of IGs, including the 
Inspector General Act of 1978, the Inspector General 
Reform Act of 2008, and the Intelligence Community 
Whistleblower Protection Act. 

the administration and implementation of proerams 
and activities within the responsibility and authority 
of the DNI. To meet that obligation, IC IG Counsel 
oversees a dedicated Legislative Counsel that works 
with the DONI OGC and the DLA to review ll!lislative 
PfOPOSIIIS that impact the DN I.'s mission. Moreover, 
the Legislative Counsel wa-ks with the Council of 
Counsels to Inspectors General (CCIG) as well as the 
CIGI E Legislative Committee to ensure that the IC IG · 
and staff are aware of legislatiw PfOPOSIIIs impacting 
the Federal IG mission. 

{U//FOIJti("Durin& this reporting period, the IC IG 
rev~-~ral proposals for the IAA for FY 2014. 
Those proposals included enhancements to the 
IC IG statutory authorities that included protection 
of IG materials and IC employees. Workin1 throulh 
the IC IG lalislative Counsel, the IC IG Counsel was 



able to ensure that IC IG equities were considered 
in proposed legislation as well as other critical 
congressional enpeements such as the Freedom 
of Information Amendments Act of 2012 and 
the manner by which oversight committees bring 
potential investigative matters to the attention of 
the IC IG. 

C. (UI-) Conaressional Enppments 
(Ul The IC IG has an obligation to ensure that the 
congressional oversight committees are kept fully 
and currently informed of signifJCant problems and 
deficiencies within the programs and activities of 
the OONI. Accordingly, the IG tasked the IC IG 
Counsel to create a robust congressional outreach 
program. Section IV of this report, highlights 
several engagements with congressional oversight 
committees during this reporting period. 

D. (IJI~ Special Counsel Projects 
(U) During this reporting period, the President 
tasked the DNI with implementing Presidential 
Policy Oirective-19 IPPD-19), Protecting 
Whist/eblowets with Access to Classified lnfolmation 
(10 October 2012), which protects IC and Federal 
Government employees with access to classified 
information from reprisal actions for making 
protected disclosures. Given the investigati~~e 
expertise and experience with whisUeblower 
issues, the ONI asked the IC IG to 5eM as the 
point-of-contact for IC elements and Federal 
agencies throughout the PPD-19 implementation 
process. The IC IG has tasked the Counsel to hold 
information sessions, work with IC IG Counsel 
Committee members, and CCIG members to ensure 
that all elements and agencies are aware of the 
PPD-19 requirements. The IC IG Counsel is working 
with ODNI internal stakeholders, including the OGC, 
Human Resources, and security, to ensure that 
IG equities are protected in the implementation 
process. The IC IG Counsel's efforts will assist the 
ONI in certifying to the President that all 
IC elements and agencies ha'4e whlstleblower 
policies and processes that are consistent With 
PPD-19 requirements. 
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(U/~l The IC IG has established a position 
of Senior Advisor on lntelliaence Oversight (10) to 
assess the need for expandi111 the IC IG 10 portfolio. 
1b further this assessment, the Senior Advisor on 
10 Will serve as the principal advisor to the 
IC IG for the independent cwersi&ht of intelligence, 
counterintelligence, and intelligence related 
activities in the IC; represent the IC IG, With the 
assistance of Counsel, to the President's Intelligence 
OVersight Boen:J (108); provide advice and guidance 
on 10 to other IC element OIGs and ensure that 
intelligence activities performed by IC elements 
are conducted In compliance with Executive Order 
12333, as amended, and other related Federal 
laws, Executive Orders, and policies or directives. 
The Senior Advisor on 10 will accomplish these 
objectives by maintainina liaison and coordination 
with appropriate IC oversight 011111nizations and 
1111818ill8 in IC Wide or ODNI specifiC 10 projects 
and evaluations. 

(U/~ Pursuant to Executive Order 13462, the 
ONI designated the IC IG as a responsible offoce 
for reportina 10 matters arisinc Within the ODNI to 
the lOB. During this reportina period, the 10 staff 
submitted two quarterly reports to the lOB. As of 
31 March 2013, 10 had two onaoinc evaluations. 

A. (U) Comple18d Reports 

1. {U) Third Quarter Calendar Year 2012 
Report to the JOB. 

(Ul For the third quarter of CY 2012, 10 had 
no reports from within the ODNI of intelligence 
activities that we had reason to believe were 
unlawful or contri!Y to ExecutiWI Order or 
Presidential Directive. 

2. {UJ Fourth Quarter Calendar year 2012 
Report to the JOB. 
(U) For the fourth quarter of calendar year 2012, 
10 had no reports from within the ODNI of 
intelligence activities that we had reason to believe 
were unlawful or conlrlfY to Executive Order or 
Presidential Directive. 
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(U) is the Senior Advisor to the IC IG on 

l
lnllte.llig.enllcei!IJOvers.ight. On a Joint Duty Assignment 

is establishing a capability to 
evaluate whether intelligence data is handled in 
accordance with Executive Order 12333 restrictions 
designed to protect privacy .• has 30 years of 
IC experience in analytic, staff, and management 
assignments, including work on National Intelligence 
Estimates, an American Political Science Association 

B. (U) OnJOiRI Evaluations 

1. tiV!RffloJ Evaluation of the National 
Counterterrorism Center Quality Assurance 
Process to Nominate U.S. Persons to YO£ 
(10-2013,.(){)1). 

(U/~1 As a follow-up to the 2012 IC IG 
Inspection of the NCTC, 10 is conducting a limited, 
focused evaluation of the NCTC quality assurance 
process to ascertain whether nominations contained 
sufficient i~ for watchlisti111 of u.s. Persons. 

2. (IVtpJ(foJ Special Review of NRO Crimes 
Reporting Process. (10.2013-002). 

(U//~0) On behalf of the NRO OIG, 10 is 
conducting a special review of NRO compliance 
with laws, policies, and procedures to identify 
and report admissions of crimes mede by NRO 
contractors, GINernment civilians, and military 
personnel during polygraph sessions. The NRO OIG 
recused themselves due to their role in the crimes 
reporti111 process. 
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X. (U) IC Inspectors General Activities 

A. (U) IC IG Forum 
(UIIFOool The statutory IC IG Forum was 
~~by the IAA for FY 2010. The IG 
chairs the Forum, which is composed of IGs with 
oversight responsibilities for IC elements. The IC IG 
Assistant Inspectors General (AIGsl chair the Forum 
committees. Forum members collaborate on IC-wide 
projects; share information and best practices; 
resolve jurisdictional issues; and facilitate access 
to employees, contractors, and other materials that 
may be of assistance to Forum members. The IG 
uses the Forum to understand and prioritize 
IC-wide projects, to seek key IG stakeholder buy-in 
on projects, and to develop strategies on how to best 
leveraee limited IG resources across the community. 

(U/~l IC IG senior m~ lead the IC I~ 
Forum Committees. The Committees engaged 1n the 
following activities during this reporting period: 

• .._. c-IIIH. The Deputies met 
to collaborate on issues impacting the 
IGs from both an IG and an IC perspective. 
The Deputies focused on CIGIE standards, 
data calls, training opportunities, IC IG 
Conference planning, and the IC IG Awards 
Program. 

AuM Cllnallla The Audit Committee met 
three times and members discussed 
on-going auc:tit projects, the development of 
work plans, status of IC-wide COAs, and 
preparation for auditability. Of. Ron Ross 
briefed committee members on 
Managing Information Security Risk. 

lnvwllipliHs CGiuiiiL The Investigations 
Committee met to discuss investigative 
best practices, joint investigation 
procedures, retirement benefits for criminal 
investigators, and training opportunities 
for investigators. Substantive discussions 
relative to the Counter Fraud Investigations 
and Recoveries Program revealed that 
severaiiC OIG's Mn! running similar 
prOIP'ams. prompting the creation of 
a subcommittee that is exploring 
opportunities for information sharing 
(common database), consistent policies, 
and joint investigations. 

illpllctl- c..III8L The Inspections 
Committee met and discussed work plans; 
agreed to establish a community of interest 
site for inspector training opportunities; 
planned for a possible FY 2013 
CDA-related Inspection of Conferences; 
discussed IG qualitative data 
analysis tools; and discussed 2012 
rnanaeement challenses. 

Colmllls ~-The Counsels 
Committee met several times and 
discussed jurisdictional issues for 
IC-wide projects, legislative impacts to 
the IC IG community mission, 
congressional correspondence, 
and training opportunities to better 
educate the IG workforce. 

B. (U) Tile Council of the Inspectors 
General On lnte1rity and Efficiency (CIGIE) 
(Ul The IC IG is a statutory member of the 
CIGIE. The IC IG actively participates in CIGIE 
meetings and has representatives who materially 
participate in each of the six CIGIE committees: 
Information Technology, Inspections and 
Evaluations, Investigations, Legislation, Professional 
Development, and Audit. 

(UJ The IC IG co-hosted this year's 14th Annual 
CIGIE Awards Ceremony, which recognized the work 
of OIG employees across the Federal Government. 

c. (U) Conferences and Awards 
(UIIFO.IfOJ The IC IG hosts an Annual IC IG 
Confthnce and /!Niards program to provide an 
opportunity for members of the IC IG community 
to collaborate on pressing IC-wide issues, discuss 
common concerns, share best practices to improve 
IG operations across the community, and recognize 
JG professionals throughout the IC who have made 
extraordinary contributions to the missions and 
objectives set forth in the U.S. National Intelligence 
Strategy and those of their respective IG offiCes. 
This year's conference and awards PfOIP'am was 
scheduled for 30 October, but was cancelled due to 

--------------------~~------··--------~--------
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hurricane San 

IC IG Lifetime Achievement Award-

IC IG Leadership Award-

• IC IG Audit Award -
Rules of Engagement Team (CIA) 

IC IG Inspections Award-
Assessmflnt of Security Within the Department 
of Defense Team (DoDl 

• ~~~IGiillnvestiiiii·iptiiilionsliiiAwflijd-

IC IG Collaboration Award -
IC DIG Collaboration Team (multiple agencies) 

D. (U) lc-Wide Trainin1 
(Ul The IC IG actively participated in a wide range 
of coordination and collaboration activities designed 
to increase its knowled1111 of and contribution to 
IG oversz;·g within the Federal Government. 

(U/IFD ) The IC IG hosted an IC-wide training 
semi • for IG professionals on FDIA and Privacy 
Act. This one-day training featured briefings from 
the Department of Justice Office of Information 
Policy and DONI's Civil Liberties and Privacy Office. 
Those brlefinas were tailored for IG Investigators, 
attorneys, and Information manapment 
professionals. Participants lwned how basic FOIA 
and Privacy Act principles Impact the IG mission in 
an IC environment. 

(U/~ The IC IG and his Counsel provided 
lepl training to criminal and edmisitrative 
investiptors at CIGIE's IG Academy. That training 
covered workplace searches, employee rights, and 
administrative investiptions. 

(UI/FooOl The Investigations Division is leading a 
joinfinitiative with CIGIE to examine the feasibility 
of conducting an IC centric Basic Non-Criminal 
Investigator Training Plqp'am. CIGIE would tailor the 
course for investiptors from IC DIGs. 

20 

E. (U) IC IG Peer Review Activities 

(U/~ Durin& this reporting period, the 
NRD DIG Inspections Division completed a peer 
review tJ the NGA DIG Inspections DiviSion. 

(UI!FJ{UD)-- joined the IC IG as the 
Executive Director for IG Community Standards. • 
- brinas tMr three decades of intelligence 
experience to the IC I G •• primary role is to work 
closely with the IC IG Forum, the DoD IG, and CIGIE 
to establish and implement a comprehensive peer 
review program for members of the IC IG forum. 

S~RN 



(U) Appendix A: Statistical Overview 

(U) Au~ Staff 
(U//F¢0> The Audit Staff completed three projects 
and issued reports containing 12 recommendations 
to strengthen internal controls over information 
technology and 2 recommendations to standardize 
reciprocity of security clearances within the IC. At 
the end of the reporting period, the Audit staff had 
six on-taing audits. 

(U) lns~on Staff 
(UJIF))d(il The Inspection Staff completed four 
inspections. At the end of the reporting period, 
the inspection staff had two onaoing inspections. 

(U) lnvestiptions Staff 
(UIIF_9U(Si The Investigations Division completed 
work on 46 cases. At the end of the reporting 
period, the lnvestiptions Division had 29 
open cases. 

(U) lntellipnce Oversilht Staff 
(UI~ The Intelligence OWrsight staff 
completed two reports to the Intelligence Oversight 
Board. At the end of the reportins period, 10 had 
two oniiOing special evaluations. 
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SErRN 
(U) Appendix 8: Summary of Audits 
1 JULY 2012-31 March 2013 

,u, Completeil Aull1ts 

22 

U I 4. It 1 tie 

(U) Fltcll Yur 2012 ........... Evalullian of .. Cnlplllncl wlllllll FllllrllfllfllrUiilll 
SlcllrllJ , ... .-Act(FISMA) of 2002 

(U) Fltcll Yw 2012 Clllllolklltlll...,.. .......... SlcllitJ ......... Act of 2002 Caplllllll 
Rlport far 1111.......-. Apns'IRiplclllrs &IIWal 

M IIIII• 111111 Office lflllllllnciDr., Natlllnallltlllipnce's n 2012 CGIIIplilncl Willi Ill• 
lllpnplr ...,_ Elilllnllllln IIIII a.-ry Act (I'EJIA) If 2010 

~dy., Ellclnllllc w.tiiMspGIIII'rlellcllll lllllallllipncl c:-tiiiiJ 

(U) EWIIIIIdalllf 1111 ....... .. .. 111111 "RRIIIICCq llvlr~ Act" by 11111101'1 

(U) Fiscal Y• 2013fndlllll-.r EYIIutlan If IIDNI CIIIIIPIIIKI with._ Fldlrat lnfarllllllan 
s-a, ••..-t Act (fiSMA)., 2002 

(U) AudlllllllllJ fDIIDw.up: 2013 Clllllflalonll Dlrlct.l ~- (CDA) lD PlrfDnn I fDIIIIIHJI 
~If 1111 AllllllllllllJ Plln far CIA, lilA, NSA, N8A, IIIIIIIIDNI 

(U) Allllillf lllllllllnlll Clllllnlls IMr ._lllflclllf ._ DlrlclDr If NlltiGIIII .... .._ ... Plynlll 



SEC~RN 

(U) Appendix C: Summary of Inspections 
1 JULY 2012-31 March 2013 

INSP 2012-0112 MOitlcelllhrtii•E....-

INSP 2012-003 (U) Olllce "' Llllllalivl AtfliJS 

1NSP 2012-1104 

1NSP 2013-001 M lllllce Ill 111e Clilf Finalc:ill 011iC1r Ill IRIC 

CIIIIIPDIIIIllll~ INSP2013-002 

------·-·-------- • " , _____ • • ... ..:.. 23 



(U) Appendix D: Summary of Investigations 
1 JULY 2012-31 March 2013 

ll c l ·" ' Nud''ll'l •U Cllbllllr It' 'r· ,, .•,, 

2011-11021 
U...UIIIallzld c-nlllllntof llnll..-1 Finds 
(SIIIstaaliiiM) 

2012.Q053 Lllbor IIIICIIII!Iiq (Un............_.) 

2012-G054 Lllbor llilciiiiJini(S .............. ) 
2011-00311 CDIIIrKI frqd (U.IIbltllllil1811) 

20124155 Llllar MilcllariiRI (Subsllntlltld) 

2011-11052 lilldlcal LIIVI Abila (llllllllltanll) 

2012-G0511 1.1111111' lllllcUrlini(S ........ ) 
2012-GOOl ...... oflannl.at....._ <SIIbslaatlltldl 

2012-G058 Lallar llllc:lllqlna (Sulaltllllillldl 

2012-0005 
Rltlflc:allall. A£qulslllan ............... 
~) 2012-G051 LIIIDr MiscllalaiRI (UIIIIIIItlllllal8d) 

2012-0008 
Mil-of&nlmlllllt Equl ....... TU ,.._. 
($ ............... 

2012-11060 Lallor Mllcllll&lll (Sa ......... ) 

2012-0061 LallarllbciiiiJiiii(S~ 
2012-0010 Canact frqd (UIIs*""'ll8dl 

20124185 Lllbor lllscllqln& ~) 
2012-0018 ll8prlul~ 

2012-01166 Labar lilllcJIIrllnl ~) 
2012-11011 

2012-0067 Lllbarllilclllrlinl IS•..........., 
2012-11030 UlaldllariDd llilclalul'll (lin ............ ) 

2012-GOII Lllbarlllclllqiq~ 
2012-0033 Unllllllarlad Jliii:IDiul1l (UIIIIIIIItlnlillll 

2012-0068 Lllbor llilclllrlilll (Sulllbntlllld) 
2012-00311 UR811111ar1Dd ~ (URiullltanlilll) 

2013-GIIOII Lllllar Mlsclllralnl (lnUslllltia1811) 
2012.Q039 ........ CIOvlrsiptM.alr(UIIIII ........... ) 

2013-11012 ...... lllsclllrPI (blergl) 
2012-0043 ...,_ Mlscllqiq ISubllllltlmdl 

2013-11013 Lllllar ~ (ReferqQ 
2012-0044 Ullor MllclllqiqiStdllllldilled) 

2013-11017 Lllllar llliscbrliRII (SIIbiURI!md) 
2012-GIMS Lallor Mllclllqlq (IMubsllnliltld) 

2013-11018 I.IIIDr MlscUrlllll (Snmntllledl 
201M048 lMDrMIIc.._...(.,..bst.nllmd) 

2013-11018 Llllar llisclllr&lnl (SUSII111111811) 
2012-0047 Lallor MlscllarPI (Unsu.........., 

2013-11020 Llllar llilclllrllnl (Substlnllal8d) 
2012.Q048 ........ lilllciiiiJIIII (SIIIIstRIII8d) 

2013-11021 LMor ....... (SubUdfatld) 
2012-11041 Lllbor lilllclllrPII (~) 

2013-11022 Lllllar r.llcllqlq (Subltlllliltld) 
2012-CIO!IO Lllbor lolsl:lllrPw ~ 

2013-0023 Lllllar Mllcllartinl ~) 
2012-G051 lallar lllscllar&lal (SIIIIStanlllled) 
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(U) Appendix E: Ongoing Investigations 
As of 31 March 2013 

1 U NttlltlJet o' C.1ses 

,u, Cr mtnJ' ancl Ptollil'tetl Acts 

25 

2 

29 

25 
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(U·) Appendix F: Management Challenges 
(U) The follawln& lnlimtatlon is taken from the IC IG 
Rljl(lrt No. ICIG-MA-2013-001, 20l2 .,.,..,_, 
ltld Ffltfr1trnlnce CMIIfllllll$ frJr tile /ntllllijenc:e 
CDmmunlty. To identify IC challenps, the IC IG 
reviewed each IC element's specific management 
challenges, as identified by their respective OIG. 

1U FINANCIAl '/ANAL>Er,'fNT 

The tables below reflect the categories those 
OIGs cited, as well as those categories supported 
by our office's previously published Capstone 
Reports, including the Federal Information Security 
Manaaement Act of 2002 (FISMA) and Continuity of 
Operations (COOP) Capstone reports. 

\ C:,/NF · S11ec 1f1l.., Ctu 1 et'f,e 

• 
• • • 
• 
• 
• • 
• 
• 
-
• 

28 
_ .. ___ ... _ 

lb1.4g 



I iNfOR\1r\liO'< A:OSUflANCl 

IS "~'F 1 Spec1f c Clu lel'gP 

• 
• • 
• 
• lb1.4g I 
• 
• • • • • -



U1 ACQUISITIONS AND COWRAC ·;;,~,Ai;ft,'EW 

Age11cy 

• • • • • • • • • • 

AP,P!ICy 

• • • • • 
28 

jb1.4g 



1 U, Lf AllERS HIP 'i M<AGE',lEN 1 AND ACC[)UN~ABILI T Y 

Agency 

• • • • • • • 
U1 INFRASTRUCTURE 

Agen-:y 

• • 
• 
• • 

': 1NF Spec1f1c Chdllenge 

S;;Nfi Spec1f:c Cl1allenge 

·---------..... --·-·-·---··--- ·-------~ .... -... 29 



• 
• 
• • • 

Ul HU',1M1 CAP I! AL 

Agency ,::;,;NF) Spec1flc CIJJllenge 

• • • 
I!' NUCll Afl 

Agency 

• 
• 

30 

'S, NF: Spec1f1c CliJIIenge 
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{U) Appendix G: Status of Recommendations 

U fiSCAl YEAR .!011 INDU'ENDEtH ~\ALUATION OF ODN1 C0\1Pli•\NCE ~dTH FISMA ISSUfD DtC ;'UI1 

..... lb3 50 usc 3024(i)(1 ), b5l 



~RN 

l' f 1\1 i\1 r f M\ /11 1 1 INDf Pf NlJf •r t VALUAT IUN OF DONI CUr,'PIIANCE \'.ITH FIS\1A ISSUED Dl C /ll'l , , ,·:11 t t'd 

SLtlilll'.IIY of CLOSED Recomrne Hi,ltiOilS 

32 

lb3 50 usc 3024(i)(1), b5l 



SE~ 

1U fiSCM YEAR 2011 lNllEPENDlNT l\iALUAfiON OF ODNI Cor.~PLIANCE '1\ITH f1sr,1A 1SSUlD DEC 2011 ,or•trn•rer! 

Sumri'Jry of CIOStD ReconrmPIIC'Jtror,s 

b3 50 usc 3024(i) 
(1 ), b5 



.. ~ ... 

iU CAPSTONE Rlf'OHT PhASf I IWElLIGENCl Cu':'."UNifY CONTINUITY Ot OPERATIONS 1COOP, PLANNING 
1ISSUlD JAN .'1'1" 

Summ,Jry of CLOSED Rel umllll!>lrl.,tlor' 

34 

Reel 

b3 50 usc 3024(i) 
(1 ), b5 



·U• RlPlJRT OF INSf'tCIION INTflllf,lr•Cl CIJr,",'UNIT\ OfFICE OF tGUAL l\1PLOYMlNl 
OPPORTUf'.iiTY AND DIVFR~1TY EfDO• 
I' SUED JAN.\, 1/ 

Sun IITJJY of CLOSED ReClllllllleiHI.ltto, •, 

··--·~·····---~--- ------····-···---·-------·---"·-·---~--· ·-·-·--- 35 

b3 50 usc 3024(i) 
(1 ), b5 
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36 -·-----

'"b-=3,.-:5=-=o:--:-:u-=s-=c=-3=-o=-2=-4""'(""'i)' ~N 
(1 ), b5 



1U REHJRT OF INSPECliO~, IN 1 HliGENCE cor.H;,u>,lfY OfFICE OF EQUAl H,lPLOYMENl 
OPPOR~UNI-Y AND DIVERSIT! FEOD , or f,· .'f'' 
,ISSl!fD JAN 21l'7 

Reel 

----

I 

Responsible CCimlclive Action 
Office 

• 

• 

37 



II RfVIhV 0' THf DffiCf OF THE OIRtCT(JR OF ~r,TIONAL INTELLIGENCES COr/PliANCE WITH THf IMPROPER 
f'AY\lfNlS tllr.11NAllliN AND RLCOVERY "-CT C' .'ll'~l, ,',''• i•''·' 

I'>Slllll rnn .lll<' 

Silll•lli.HY of ClOSfD RPcorn••wrH',•t on•, 

38 

b3 50 usc 3024(i) 
(1 ), b5 ----· ________ ...!;:;i:,--!,;._ _____ ___, 



,u REPORT OF INS 0 ECTIDN OFFICE OF THe CHIEF F''•ANCIAL OFFICER OF TH£ IC 
ISSUfO M/,RCH ,'UP 

Sumn>ary of OPEN RPCOillllleiHLJt 01'~ 

Riel Responsible Cllrrective Action 
Dfflce 

,U REf'ORl OF INSPLCIION NAfiONAL COUNltR TERROR1sr,1 CENTER 
,ISSUED NoverniJP' 20'2 

SumrnJry of OPfN Recornrnel'riJtrons 

b3 50 usc 3024(i) 
(1 ), b5 

39 



U r!EPUR! Of INSPECTION 2FF1Cl OF LtGISLATIJE AffAIRS 
f)SUUJ Uctll•e lUI.' 

Sunwr,ny of OPEN Reconrrllerlf',lt o11s 

Surnrddry of Cl OStD RPcOilllliPrHLJt:orrs 

Riel 

40 

• 
• 
• 
• 
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b3 50 usc 3024(i) 
(1 ), b5 



lJ I RFPORT Of IN' Pf C T ION IJFFICF Of I [ G'SLATI\i [ AI fAIRS • •"I ,., "I' 
ISSUED O.to'·''l 21J1), 

Surn11ury o· CLOSED Recommend.lt 011s L cnt,nucc! 

·----~-------

b3 50 usc 3024(i) 
(1 ), b5 

Reel 

--------~·-·----------
41 



,u f0Ul1 AUDIT Rl~ORT llf INfEl,IGf 'iCt C0','"•1U~WI SECUR'TY CLEARANCE RECIPROCITY 
tl\ 'll 1f n Dt ( t'rl 1

)( r ... l1 1 
.. ) 

SunlllLlrV of OPEN RPl OllllllPntL•t,ulh 

42 

Reel 

b3 50 usc 3024(i) 
(1 ), b5 
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SEr-ORN 

U 'fc_•U fiSCAL fEAR ..'111, INDEPENDlN- t JI\LIJ,~'IO\ OF ODNI CO"N'LIAt~Cl VWII THE fEDERAL l'<fOR',11\T!ON 
Sf r:uRIT r ri'At.r,l.l ·,11 NT ,~u LF ;·,II') I')SUf IJ o,, ,, Ill·" :'Ill:'• 

Sum111.1r y of OPtN RPI ollllliPIHI.ll Ol", 

----;;::;::~~~~·:=;---·•·-~--···, _ _..~-·-•-r----------· 
b3 50 usc 3024(i) 
(1 ), b5 

SEC~RN 
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U f 1'u0 fiSCM YEAR .'Ill< INDlPfNlltW E\,ALUA'ION OF ODNI C0',1PLIANC[ \',iTH 1HE FEDERAL INFORMAl ION 
SfCLJf-L1Y ~~1AN:-~GU/f:o.~i Al'r 0~ ,J,.J .... 'J)UEO OP l ',,,, ._()'"' lU~'tJ!IJ·1 , 1 

Suntrtury of CLOSED Recornrnenl!Jt or~:. 

44 --· 

b3 50 usc 3024(i) 
(1 ), b5 



IU,,FGUD• fiSCAl YlAR 20121NDEPE'<DENT EvALUATION Of ODNI COfv1PL\ANCf. 1\lTH THE fEDERAL INFOR\11\TION 
StCURilY 1,1/\NAGI:J,JEI'.,T ACT OF ::OLi2 ISSUED D• tt''liiH'r 2012, cU'i/"'l,t'd 

Sdllllldf)i o1 ClOSfD RPCOIIll11f'IHLltri11 ,, C1n/d',Jf'l! 

Reel Responsible CGrreclivll Action 
Office 

lb3 50 usc 3024(i)(1 ), b5l 

---- ·-----------·····--···~-·--·---·---·----------- .... 4!5 
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(U) Strategic Goals and Objectives 

41 

0 {U) GOAL # 1 : Establish IC IG Foundation 
• (Ul Develop policy, staffing, and train ins documentation. 

(Ul Publish an IC IG Strategic Plan and a Concept of Operations. 

0 {U) GOAL #2: Implement and FuH'ill IC IG's CONI Mission 
• (U) Prepare, plan, develop, and implement a solid foundation for the sustainment of ODNI 

focused inspections, audits, and investisations 

(Ul Develop a communication and outreach plan. 

• (U) Incorporate continuous impriM!ITient of economy, efficiency, effectiveness, 
and intewation into ODNI operations. 

0 {U) GOAL #3: Implement IC IG's IC-Wide Mission 
(U) Lead and leverage the IC IG Forum to develop a foundation and the procedures 
for IC-wide inspections, audits, and investigations. 

• (Ul Establish a comprehensive IC-wide peer review prosram. 

• (Ul Develop a communication and outreach plan for IC-wide efforts. 
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