Office of the Director of National Intelligence
Washington, DC 20511

v *

Mr. Steven Aftergood

Federation of American Scientists
1725 Desales Street NW

Suite 600

Washington, DC 20036

Reference: ODNI Case # DF-2012-00068
Dear Mr. Aftergood:

This is in response to your email dated 19 April 2012, received in the Information Management Division of
the Office of the Director of National Intelligence (ODNI) on 24 April 2012. Pursuant to the Freedom of
Information Act (FOIA), you are requesting, ... a copy of the 2009 report of the ODNI Office of Inspector
General entitled ‘Review on the Use of the Whistleblower Protection Act ICWPA) in the Intelligence
Community.”

Your request was processed in accordance with the FOIA, 5 U.S.C. § 552, as amended. A thorough search
of our records and databases located ten documents responsive to your request. Upon review, it has been determined
that the information responsive to your request may be released in segregable form with deletions made pursuant
FOIA exemptions (b)(3), and (b)(6).

Exemption (b)(3) applies to information exempt from disclosure by statute. The relevant withholding
statutes are the National Security Act of 1947, as amended, 50 U.S.C. § 3024(m)(1), which protects, among other
things, the names and identifying information of ODNI personnel. Exemption (b)(6) applies to records which, if
released, would constitute a clearly unwarranted invasion of the personal privacy of individuals.

You have the right to appeal this determination within 45 days of the date of this letter to:
Office of the Director of National Intelligence
Information Management Office
Washington, DC 20511
Should you decide to do this, please explain the basis of your appeal. If you have any questions, please call
the Requester Service Center at (703) 874-8500.

Sincere]

i ey e

Director, Information Management Division
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OFFICK O JHE PEEECTOROF NAHIONAD INTFILIGENCE
NAPFCTOR GENBRAL
WASHINGTOM, 1n 20511

19 October 2009

‘The Honorable Silvestre Reyes

Chairmun

Permanem Select Committee on Intelligence
House of Representatives

Washington, D.C. 20515

The Honorable Peter Hoekstra

Ranking Member

Permanent Select Committee on Intelligence
House of Representaives '
Washington, D.C. 20515

Deur Mr. Chairmian und Runking Mernher Hockstra:

' U1 The House Permanent Select Committee on latelligence (HPSCD) asked the Office of
1he Dircctor of National Intetligence (ODNI) Office of the Inspector General (OlGy 10
provide information on the usc of the Intelligence Community Whistieblower Protection
Act ICWPA) within the Intclligence Community (1C).

{11 ln response 1o this request, the OIG issued a questionnaire 10 the Inspectors General
for the following Offices of Inspector General:

Central Intelligence Agency (CIADL
Detense Intclligence Ageney (DIA).
Department of Defense (DOD).
Depunment of Encrgy (DOE),
Department of Homeland Security (DHS),
Department of Justice (DOJ).

Department of State {DOS).

Department of Treasury (DOT).

National Geospatial-Intelligence Agency ( NGA),
National Reconnaissance Office (NRO),
National Security Agency (NSA). and
ODNL.

o & o ® & & 0 9 0 & & 0@

171 The questionnaire sought informativn on the ICWPA complaints the OIGs had
received between 1 January 1999 (the clfective date of the ICWPA) and 14 Scptember
2009. After reviewing the responses. the ODNE OIG also contacted several of the IC
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OIGs vor more specitic information. This letter summaneaes the results of the responses
tw the questtonnaire and provides our additional comments.

(U1 The ICWPA requires that, upon receipt of a4 complaint. an agency OIG must
determine within 14 days whether the complaint appears to be a credible “urgent
concern.” as defined by the statute. 11 so, the OIG must report the matter (o the ageney
head. who must transinit it o the intclligence committees. Ap allegation that does not
fall within the ICWPA's criteria for un “urgent concern™ may still be a credible complaint
that is investigated by an OIG, but it would not invoke the specific requirements of the
ICWPA. including comgressional notiftcation,

{U) According to the questionnaire responsces we received, since | Junuary1999, 4 1C
OIGn received a totad o 10 ICWPA complaints.” The CEA and DOD? OIGs received four
complaints, and the QIGs for DOJ amd QODNI cach received one complaint. Of the 10
complaints, 3 were deemed by the CIA and DOD OIGs to be “urgent concerns,” as
defined by the ICWPA, and all X were found to he credible. The CLA and DOD OIG~
nutificd Congress of the three complaints, as requiced by the staruge, Congress also
received direct notification of a fourth complaint independently by an individual who had
filed the complaint with the ODNI OIG. Although this complaint was | of the 10
complainis received during the reporting period, the ODNI OIG determined this
complaint did not qualily ax an “urgent concem’™ is defined by the ICWPA.

{U#FOU0) O the remaining vix complaints, all of which were deemed “not credible™ by
the respective OIGs. four complainants expressed an intent to netify Congress
independently of the complaint. burt they did not do so. The CIA OIG received three
complaints (all by the same complainant), in which the vomplainunt originally expressed
an tatent to contact Congress, bt did nat do so. The DOJ OIG received # complaint in
2006 by a Federal Burcau of Investigation (FBI) employee who capressed an intent
furnish information t a particular Senator's stoff and o the Senate Judiciary and
Commerce Committees, not to the intelligence committees, as required by the ICWPA,
The DOJ OIG has no information that the complainam provided the information to
Congress,

(UHFOUO) Of the 10 complainis received by the 1C OIGx during the 10-yeur repo{ting
penteil. 3 of them - 2 from CIA and 1 from DOJ - included allegations of reprisal.

While 2 of the 1O complaints - from DLA and NRO « were determiscd 10 a0t et the statvtory definision
of s “urgent ameemn.” DOD OIG metheless provessed them as ICW PA alicganions because the
complumants asseried the JCWPA when initially communicating them w the OIGs. We include thew here.
hus istinguish them from e other cught complnnts that were determined 1o alfege "urgent concers.” as
defined tn the TOWPA,
= A OUO) Cunplaats secerved by DOD OIGS were forwarded by the OIGs of DIA, NRO, amd NSA
" The DODOIG recived an additional seprisal complaiat from an NSA employee that is st included
this taily because. upon review. 1 was determned that the reprisal allepation did not pertain o a reposal for
affeging an “urgeat concern.” They, tw UDOD OIG bebies oo 1t Joos not 11110 3 tally of ICWPA reprsal
sllegations. Althuugh the DOUD OLG did vot Juterimne thse repnisal aspect 10 be paet of the ICWPA claim,
the DX OIG invesigated the reprisal aspect separately amsd cventually tsansmitted the sepanite neprisal
sepen ef snvestigation FROD b Congress 2lung with the JICWPA ROJ
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Howcver, the ClA OIG found no evidence of reprisal when it investigated these
allegations. The DOJ OIG referred the complaint to the DOJ Oifice of Professional
Responsibility, which investigated the matter and found no evidence of reprisal. The
OIGs ulso reposted that none of the complaints submitted 1o the IC OIGs was decmed
fraudulent or made in “had faith

{1}) In sum, bused on the guestionnaire responses. the IC OIGs notified Congress of

every allegation of an “urgent concem” that wis deemed by them to be credible. The
data developed 1x summanized below,

Summary of IC OIG Responses to ODNI OIG ICWPA Questionnaire

NUMBER 0OF
AGENCY M 'MBER OF CREDIBLY. CONGRFSS NOTIFIED of CRFDIBLE
COMPLAINTS “LRGENT URGENT CONCERNS

CONCERNS"
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iUy In reviewing responses io the questionnaire, it is evident that IC agencies differ in the
manncr in which they inake infurmation about JCWPA available to the workforce. For
example, seven agency OIGs place bavic information about the ICWPA and the
whistiehlower process i an on-line formut on agency websites. Four agency OIGs wold
us thai they provide briefings v the workforce, and three OIGs told us they provide
hardvopy infunnation in addition to providing the information in other venues.

(L) Bused on the results of the qucstionnaire, we have initiated the developent of a
special website to inform IC employees abowt the provisions and suthoritics of the
ICWPA. the process for Nhing « whisticblower complaint. and links to agency points of
contact. ‘The website. which will be hosted on the ODNI OIG webpage. also would serve
as ¢ portad 1o other 1C OGs. We have begun work on this website on the classified
network. where the ODN| website resides, and will also casmine the feasibility of
creating « similar website on the agencies’ unclassitied networks.
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(U} I you have any questions regarding this report, please contact me or Deputy
Inspector General Scolt Dah! gy D)

Respectiully,

) ,
| ‘n’bﬂ\« C(/%ar"‘
Roslyn AY Muzer

faspector General

Enclosure
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ODNWIG Questionnaire Relaled to the Intelligence Community
Whistleblower Protection Act of 1998 (IC\WPA)

The Houwe Permanent Sclect Commitice on Iniclligence has asked ODNVIG co
callect some hasie data from reponting the Inwclligence Conmununity Whistleblower
Protection Act of 1998 (ICWPA), We are seeking information concering civilian or
scontrsctor personnel for which the ICWPA applics. While the ICWPA covers all
personnel frain the CIA, NSA, DIA. NRO, NGA, an ihe National Sceurity Branch of the
FBI. other IC elements need only provide information relevant ta employeces of. or
contracters to. umits having a principal function of comlucting torcign intcligence or
counterintelligence.

“The deadline to suhmit reaponscs is 34 Seplember 2009,

The project manager for this quesuonnace is S Scvior Advisor
for Oversight and Poficy. Please contact Il if you have aay questions.

B)G) ®)3)
b)e) | (b)6)

aGeses o0iieenarere s stteesnsnt est et aes b an < eraeans o [renp e

AGENCY:

NAME OF PERSON PROVIDING RESPONSES: ____

CONTACT INFORMATION:
ICE EMAIL:

UNCLASS EMAIL. ___

UNCLASS PHONE: _

L. Heaw inany complaints or allegations, by yeusr. has sour agency o department
received since Janvary 1999 pursuant 10 the ICWPA?
!B&':pﬂtl\n‘t

2. OF the sumber identified in Quention 1, please providde the following, by year:

{As How nuay did e Invpecior General find credible?

[Rcsmsc:
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‘B: How many did the [nvpector General find NOT crodible’? —_
‘Response: |
«C)  How many included ai exprons allegation of reprisal?
[Response: ~ !
(D) How many did the heud of your agency or Jepartment ranamit t0 Congresa?
[ Respunse:

(E)  For bow many did the complainant exercise the provision of the ICWPA
allowing direct submission 1o Congress in cuses where che 1G dues not tranyvunit
the complaint nr information, ar docs nat transmit it in accuratc fonm, (0 the

Agency or depurtment head? : —_—
i Response:

‘Fr For how many did the complainant, if reconds exist. express a desire to exercise
the ICWPA provizion allowing direct submission of the complaint or
information to Congress, but 0 your knowledye did not in fact cubmit the
wformation directly ke Conyress?

[Respansc:

3. Inany ICWPA case reeeived by your agency or depanment since | Januasy 1999, has
vour department or agency head ever put any restrictions on the information that
couhl be shared with Congres?® I yes, pleuse dexcribe. —
{Respomse: .. R

4. What officets i your agency or depanment is aotharized W apen or conduct an
ICWPA invexligation”
Respanse:

& What standarct i< used by cach agency or depaniment in deciding whether 1o upen an
ICWPA invesugation”
6. How does your agemy o depaniment Jefine a4 “whistlehiower™ for purposes of the
ewbar o _ .
Respome:
7. Does your agemcy or depastment limit ICWPA cases only 1o thase thit involve an
Jurgem concern” ax defined by the ICWPA? )
| Responae: ] ] §

-
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8. Please provide a copy of your agency’s written ICWPA-relaicd policies, guidance,
and procedurcs. Indicate the tidevidates of the dacuinients you are providing m your
PESINNE. .
'Respunse: .

9. Arc all of the materials idenufied in Question 7 aviulable 10 your intelligence
Communny (1C) workforee? How are they inade availablc?

-Response: -

10. Please idemtily snd Jescribe (t ICWPA training provided by your agency or
depanment. includinge virtual smmag, writicu guidance and in-penon trainiug. .
[Response: . :

1. Please provide a copy of any mastenals used in your ugency o departnieni’s ICWPA
training or guidonce. Indrcate the ritles/dates of the documents you are providing in
Your respoine. e, .
{Respome: ]

12, 1 'neder your provedurcs, hiw does your agency protest the identity of an ICWPA
_complainant?
Response

- — s Sa— S o———ate . Su— avemi -

13, Has your agency ever subuantiated u reprisal against somenac who hus subnutied 9
complaint or allegation punuaat o the ICWPA or fuund esidence of miscomduct
reluted w an IOWPA complaint e alicgation? 17 you. please identity the date,
summiirize the matter, and deseribe how the reprisal er misconduct was addressed by

oo apency o depanment, R .
Rerpunse: |

14, 1t your agency of department were o find an ICWPA allegation io have been made in
hind fuith, what palisos spd procedures does your agency or depurtment follow in
wddressing this misconduct” Please provide a copy of any guidance or instructions
~with vaut response

{Rexpunse: ) - o ")

I8 Hax your agency or depariment ever detesmincd that an ICWPA allegation was made
in bod fuith”? If yex_ please identify the dote, wnimarize the matter, and describe how
the had faith deiermination was address by your agency of department,
Rexponse: ;

— e —— ——— " - St— bova——
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