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ANNEXA 

Dissemination of Congl'essionalldentity Information 

AUTHORITY: The National Security Act of 1947, as amended; the Intelligence כA. (U 
. Reform and Terrorism Prevention Act of 2004; and other applicable provisions of law 

: APPLICABlLITY כB. (U 

as defined by the כ,This guidance applies to the Intelligence COlllinunity (IC 1כ. (U 
National Sccurity Act of 1947, and to elemcnts of any other department 01' agency as 

ay be designated by the President, or designated jointly by lhe Director of National תI 
Intelligcnce (DNI) and the head of the department 01' agency concerned, as an element 

. of the IC 

2. (UfIf'OUO, This guidance establishcs IC policy for when an IC element seeks to 
ate unmasked or masked congressional identity information within the מdisserni 

Executive BI'anch, regardless of the source of the information, with the exception of 
. those circumstances specifically described below 

3. f\J,','fOUO, For PU1'poses of this guidancc, dissernination refers to the comlnu11ication 
by an IC element of ul1masked 01' lnasked congressional identity intormation as 
accomplished through its original issuance, outside of internal communications within 

ent that has lawful1y acquired such information (hereinafter "originating ןןthe IC elel 
IC element"), to Executive Branch recipients in accordance with that IC c[cment's 

. policies and Attorney General-approved guidelines 

4. (U,;~OUO, This guidance applies to intelligence reporting containing unmasked or 
masked congressional identity information. For the purposes of this guidance, 
"congressional identity information" refers to information that the originating IC 
element knows idcntifies Membcrs of Congress or congressional staff by name or by 
individuaJ Jy identifying titles or char(1cteristics. I Masked congression(11 identity 
information constitutes the use of phrases or terms which replace the individually 
identifying in formation of a member of Congress or congressional staff with a 
commonly identifiable term such as " Member of U.S. Congress." 

' 01 I (U) "Menlbers ot· Congress or Congrcssional staft" refers to any currcnt Mcmbcr ot' thc Scnatc or the HOLlse 
Rcprcsenlatives; any currt::nl s lafr officcr of any Senator or Reprcscnlative. whcthcr paid or unpaid; and any current 

e Vice ןוer paid or unpaid. For purpOSCS of thi:o rcpor!ing t ןstaff officer of any Senale or I-lousc committee. whett 
. Prcsidcnt is excluded 
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S. (U) This guidance js an annex to the requirements of Intelligence Community 
Directive 112, Congres.s'ional Notification, and replaces and rescinds the procedures 
contained in E/S 00176, Dissemination ()j' Congf'essionalldentity lnjormation wit/~in 
the Executive Branch (commonly known as the "Gates Procedures"). 

C. (U) CONGRESSIONAL IDENTITY INFORMATION IN JNTELLIGENCE 
REPORTING: 

: General Provisions 1ג. (U 

a. (U) As with all U.S. Person information, all congressional identity int'ormation 
acquired and identified as such by an IC element shall be reviewed by the 
acquiring IC element to determine whether the information is appropriate for 
retention and dissemination under applicable law. Congressional identity 
information that does not satisfy such requirements shall be handled in 
accordance with that IC element's policies and guidelines, 

'fOUo, Notwithstanding IC eiement procedures permitting the dissemination \Uנ( . b 
of unmasked U.S. pel'son infol'mation t'or enumerated purposes, unless it has 
received approval to disseminare unmasked congressional identity int'ormation 
pursuant to these procedures, or an exception to prior approval applies, an IC 
element seeking to disseminate intelligence reporting that identifies a Member of 
Congress or congressional staff shall mask or delete thc congressional identity 
infol'mation before it is disseminated outside of that element within the Executive 

. Branch 

: Scope of the Procedures 2ג. (U 

elnoranduln do not apply to the ןThe pl'ocedural requirements described in this n כU ( 
: dissemination of congressional identity information in the following circumstances 

that has כa. (U,','FOUO, The dissemination of congressional identity int'ormation (a 
been collected overtly or through publicly available sources; (b) that relates to the 
public activities or public statements of Members of Congress or congressional 
staff, conducted or delivered in their official capacities, where there are no 
indications that foreign powers or agents of foreign powers intend to inf:luence 
those activities or statements; or (c) where the Member ot' Congress or 

. congressional staff has provided consent t'or that dissemination 

b. (Uh'f'OUO, The dissemination of congressional identity information when the 
originating element and the organization to which the information is disseminated 

The dissemination of .כare both within the Department of Det'ense (DoD 
congressional identity int'ormation in these circumstances must be approved by 

ee, with a tilnely notification of such ךthe Secretary of Defense, or his desigl 
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appl-oval to tl1e Office of the Director of National Intelligence (ODNI) Office of 
General Counsel (OGC). 

c. (U;';'FOUO) The dissemination of congressional identity information for law 
enforcement purposes, when l-equired by law or when such dissemination is 
necessary for an IC element to fully satisfy its obJigation to report possible 
violations of federal criminallaw, consistent with applicable policies and 
procedures_ 

d_ (~;'J'F8~8) The dissemination of congl-essional identity information to any IC 
inspector general, general counsel, or official responsible for privacy or cjvil 
liberties protection when that information is necessary to perform their official 
duties_ 

3. (U;';'fOUO, Requests for Approval to Disseminate Unmasked Congressional Identity 
Int'ormation: 

FOUO) Requests t'or the Dissemination of Unmasked Congressional Identity ';לa. (U 
: Information May Be Made in Two Circumstances 

F8U8) A recipient of intelligence containing masked congressional ';1ל. (U 
identity information believes that the identity of· the Member of' Congress 
or congressional staft' is necessary to understand and assess the associated 
intelligence and to further a lawful activity of the recipient's agency, and 
the recipient requests the congressional identity information f[om the 

. originating IC element 

8"U8) The originating IC element wishes to disseminate unmasked (ילזפרy:. 11 

congl'essionaI identity information in the absence of a request because the 
originating IC element believes that the identity of the Member of 
Congress or congressional staff is necessary for a proposed recipient to 
understand and assess the associated intelligence and further a lawful 

. activity of the proposed recipient's agency 

b. (U) Requests for Approval: 

f48U8) Requests for approval shaIl be submitted by the originating IC ';1ל. (U 
element to the ODNI OGC. In most cases, IC elements should submit 
requests for approval in writing (including via electronic means). In 
certain time-sensitive cases where a written request is impractical, IC 
elements may submit oral requests for approval, provided the request is 

. memorialized in writing as soon as practicable 

4'}20YO, Requests for approvaI shall include, at a minimum, thc ,זJ'( . 11 

intelligence report containing the congressional identity information at 
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issue; the congl'essionaI identity information that the IC element seek.<; to 
unmask and disseminate; the ot'ficials to whom the element would 
disseminate that unmasked information; the IC element's reasons for 
doing so; and any other information that the IC element rea.'sonably 

, NI OGC's review סbelieves would assist the O 

NI סBoth the IC element submitting the request t'or approval and the O 111כ, (U 
, OGC shall maintain records of all such requests and thcir disposition 

FOUO) Requests to Disseminate Unmasked Cc)ngressional Tdentity '(וUל, c 
: nformation May Be Approved By ז

'FOUO) The DNI, upon the recommendation of the ODNI General ;1ל, (U 
Counsel, fOl' requests involving sensitive matters, Requests involving 

s involving: (1) possible violatjons of זsensitive matters are those reques 
law by Members or staff other than disseminations exempted by Section 
C,2,c; (2) credible threats of' physical harm to the Member or staff other 
than disseminations made undcr Scction C,3,d,iii,1,; or (3) where there are 
indications of a foreign power's attelnpt to taI'get the Member or staff for 

, intelligence collection or recfuitment 

The ODNI General Counsel, for requests not involving sensitive 11כ, (U 
matters, If the General Counsel is unavailable, thc ODNI Principal 

eputy General Counsel may approve requests not involving sensitive ס

, matters 

: Exceptions to the Requirement for Prior Approval כd, (u 

1, (U,','POUO, Special Requests: A speciall'equest for dissemination is any 
request to disseminate unmasked congressional identity information 
directly to the Pl'esident, Vice President, Secretary of' State, Secretary of 
Defense, Assistant to the President for National Security Affairs, or 
Director of National Intelligence,2 The senior deputies and senior advisors 
for these named principals may also submit a special request to originating 
IC elements if and only if the seniof deputies or senior advisors are acting 
on behalf of their named principals, The unmasking of congressional 
identities to these named principals pursuant to a special request does not 
authorize t'urther dissemination of that information within the principal's 

ay r'equest congressional identity information in ךcipals n ןrir כPOUO) IndividuaJs brieJing one of these I ';2ל (U 
casonable anticipation that the principal willl'cquest that identity information, [or the nar'row and exclusive purpose ', 

of providing that information dircctly to the principal in response to such a request, If a principal listcd above in "act 
for'lnation, the brieter then may providc the l'cquested information, provided ןrequests the Congressional idcntity iI 

Both the briet'er's reqLlest and the ז,C element l)f' that t'ac זthat the briefer subsequcntly notities the originating 
uest, if any, shall be treated as speciaJ requests undcr the procedu,'es outlined ןbl'iefer's ,'esponse 10 the principal's rel 

. in this guidance 
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sional ~ department or agency 01' otherwise.3 The unmasking of congre 
identity information in response to special requests may be approved by 

C element. While specia} requests זofficials designated by the originating 
ust רdo not require prior ODNI approval, the originating IC element n 

promptly provide to the ODNI OGC a description of the request and the 
. unmasked congressionaJ identity information disseminated 

11. (U,','fOUO) Exclusive Disseminations to Congrcss: The procedures 
describcd in this memorandum do not apply to the dissemination of 
congressional identity in[ormation to Congress when there is no 
dissemination of the congressional identity information within the 
Executive Branch or through intelligence channels. In those rare cases, IC 

approval before di sserninating זelements are not required to scek ODN 
e cases, the IC ~ conp;rcssional identity inforlnation to Congl·ess. In the 
Office of זelelnent shall provide advance notification to the ODN 

.) Legislative Affairs (OLA 

111. (U,w=OUO) Exigent Circumstances: IC elcments may, without seeking 
Jnasked congressional identity וprior approval from ODNI, disseminate UJ 

in[ormation within the Executive Branch or through intelligence channels 
when cxigent circumstances preclude fo llowing these procedures. lt' an lC 
eJement disseminates unmasked congressional identity information under 
exigent circumstances, thc element shall provide timely notification to 
ODNI OGC that includes an explanation of the exigent circumstance and 
the underlying intelligence report. The procedures in this section do not 
supersede or alter an IC element's reporting obligations reJe J'enced in 

. Section C.2.c 

: Exigent circumstances include כU ( 

: nent Danger to Life or Physical Saf'ety Jנnmj ) 8 {!; 'F8 ל{'!jJ ~ 1. 
CongressionaJ identity information may be provided directly to 
appJ'opriate Exccutive Branch or othcr officials for action if the 
Director, Deputy Director, chief of the originating IC element's 
wa(ch office (or equivalent), or any senior official designated by 
the Director of the ori ginating IC elcment determines that there is a 

to believe that a person 's life or phys ical safety is ~ reasonable basi 
in imminent danger and that thc congressional identity intormation 

.· is l'elevant to help obviate the dangel 

2. (U,'/FOUO) Time-Critical Need: Congressional idenLity 
information may be provided directly [0 appropriate Executive 

6) A 1·t:qUC:;1 for f·ul·thel· unlnasked dissenlinalion shall be submillcd l() Ihc Ol'iginating !C clcrncnl for any וt;זJ'J'F 3 );ז 

. n fo llow the appt'oval proccdures outlinccl in this guidancc !.;ו t ll ~ alion which mu וscmil ~ f'urthel' di 
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cials i[ the Director, Deputy Director, chief of וfBranch or otber of 
the originating JC element's watch office (or equivalent), or any 
senior official designated by the Director of the originating IC 
element determines that there is a reasonable basis to believc that 

formation to these o[ficials poses a ךe il ךוdclay in disseminating t 
-significant risk to important U.S. interests. Examples of time 

critical needs that satisfy this requirement include cil'cumstances 
: wherein 

a. Jnformation concerning a tenorist or [oreign intelligence 
threat if the congressional identity in[ormation is 
imrnediately necessary for the recipient to take timely 

ize, or warn about נaction in order to defend against, neutra 
. the threat 

rity threat or ןb. Jnformation concerning a cybersecl 
vulnerability (e.g., spear-phishing or malicious code) if the 
congressional identity infonnation is immcdiately 

y action in order to נnecessary for the recipient to take time 
defend against, neutralize, or warn about the (hreat. For 
example, an originating IC element may disseminate 
congressional identity information to appropriate computer 
network defense personnel so that they m,lY take 

. appl'opriate time-sensitive mitigation measures 
Jnformation concerning a cybersecuI'ity threat may also 
indicate possible violations of federal crirninallaw. IC 

, elements should consider the provisions of Section C.2.c 
. as appropriate 

D. (U) CONGRESSIONAL NOTIFICATIONS: 

f4E9Ue) Notification of the Dissemination of Unmasked Congressional Identity 1ל;י. (U 

Inforlnation: The dissernination of unmaskcd congressional identity inf'ormation shall 
be documentcd and recorded by IC elements and notifications shall be pI'ovided in 

. is guidance ןaccord(1nce with tl 

~\';'fO@JO) The ODNI OLA will notify appropriate congressional staff that a 
dissemination of unmasked congressional identity information has takcn place as 
follows: 

at: All notifications regarding the dissemination of llnmasked רוa. fU;';'FOUO) Forl 
congl'essional identity information shalJ be provided in writing in coordination 
with the originating IC element. Oral notifications, provided in thc intcrest of 
timeliness, will be reduced to writi ng. All notifications will be made consistent 

ating {o sensitive נwith due regard [or the protection of classified infonnation re 
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intelligence sources and methods or other exceptionally sensitive matters. For a 
notification of a dissemination by an IC element within the 000, a copy of the 
notification will be simultaneously provided to the Under Secretary of Oefense 
for Intelligence (USO[I]). 

b. (U) Possible Violations of Law: For notjfications of the dissemination involving 
misconduct or possible violation of'law by a Member or staff person, oral and 
written notifications will be provided, when practicable, to the congressional 
leadership staff. The provisions for written notifications does not supersede or 
(ilter (in IC element's responsibility to report possible violations of federal 
criminallaw, as provided in Section C.2.c. 

'f'OUo, Other Oisseminations: For all other disseminations of unmasked ;'Uנ( . c 
gl'essional identity information. written notifications \vill be pl'ovided to the ךcOI 

, congressionalle(idership staff and to the intelligence committees' staff directors 

2. (U;';'FOUO) Notitlcation ot' Masked Congressional Identity lnformation: The 
dissemination of intelligence reportjng containing masked congressional identity 
infol'mation that is identifiable as such shall be dOCulnented al1d recorded by rc 
elements and notifications shall be made available in accordance with this guidance. 

(U,','f'OUO, The OONI OLA will notify congressional leadership staff and the staff 
directors of the intelligence committees of the existence of masked congI'essional 
identity infol'mation that is identitiable as such in intelligence reporting as follows: 

a, (W,','FOUO, Recol'ding: IC elements covered under this guidance shall biannually 
provide to the ODNI OLA infol'mation concerning the dissemination of 
intelligence reporting known to contain masked congressional identity 
infol'mation, The fust l'eport due under this guidance will occur after the second 
quarter of calendar year (CY) 2017, 

8U8) Format: Notifications of masked congressional identity information ;ץb, (t9;f 
in intelligence reporting shall be provided in writing by the ODNI OLA to 

, congressional leadel'ship staff and the intelligence cOlnmittees' staff directors 
Such notices will provide the number, type ofintell igence report 
finished/unfinished), and topic area of the intelligence report as derived from the ( 

National Intelligence Priorities Framework, For a notification of a disselnination 
by an IC element within the 000, a copy of the notification will be 

,) simultaneously provided to the USO(I 

c, (U;','FOUO, Frequency: Notifications of known masked congressional identity 
ly by the OONI נinformation in intelligence reporting shall be provided biannua 

OLA, in accordance with this guidance, to congressionalleadership staff and the 
intelligence comrnittees' staff directors, The first report due under this guidance 

. 2017 will occur after the second quarter of CY 

7 

UNCLASSIFIED;' ;' POUO 



UNCLASSIFIED;' ;' POUO 

ICD 112 

fOUO) ROLES AND RESPONSIBIL[TIES ל;יE, (U 

1, The DNI shall serve as approval authority for requests for approval of the dissemination 
of congrcssional identity information involving sensitive matters, 

2, The ODNIIOGC shall: (1) serve as approval authority for requests for approval 
involving non-sensitive matters; (2) advise the DNI on requests for approval involving 
scnsitive matters; and (3) provide notification of the contcnts of this guidancc to IC 
elements and training to IC c]ements 00 this guidance as appropriate, 

3, The ODNIIOLA shall: (1) provide written notifications of the dissemination of 
unJnasked congressional identity information to congressional leadership staff and/or the 
staff dircctors ot' the intelligence commjttees in accordancc with this guidancc; (2) 
providc wl'itten notitications of masked congl'cssional identity information in intelligence 
l'epol-ting congressional leadership st<lff and the staff directors of the intelligence 
committees in accordance with this guidance; and (3) maintain records of written 
notifications provided in accordance with this guidance, 

4, IC Elcment heads shal l: (1) ensure that alJ disseminations of unmasked congressionaJ 
; tity infol-lnation in intelligence I'eporting meet the standards outlined in this policy ןidel 

, 2) retain and report disseminated inteJligcnce reporting, (:lS required by this guidance ( 
) 3 ( known to contain unmasked, and masked congressional identity information; and 

ensure that all employees who may encounter congressionai identity information are 
, traincd on the contents of this guidance 

Date 
rו-(j JA!J 7rJ I \ 
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