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Harndbook for the Warfighter

1. The MASINT Handbook for the Warfighter is des;gned to
demystify the world of MASINT and provide focused information on
how MASINT does and can support the warfighter now and in the
future. The Handbook will be an effective companion document to
the new MASINT Users Guide, DIAM 58-8 now in production.

2. MASINT is not just sclentific and technical intelligenge. I
perceive MASINT as *Intelligence for the Puturd Battlefield.t
MASINT is the absolutely esgential threst, performance,
signature, and profile infoymation xequired to support force
modernization and the effective employment of our ivcreasing
array of smart, brilliant, hlgh techuwlogy weapons. Inm the
future, the gatherxng of this information will require stronyg
xntellmgence and operational partnerships to include cooperative
uge and integration of collection yesources.

3. The MASINT Handbook for the Warfighter wag prepared jointly
- by INCR and members of my staff in the Central MASINT Office. I
-~ and my staff reguest that you carefully perusge anébsak Fox
information of wvalue to-you and your mission.:
candld, explicit feedback about what in theé Hah ¥
diglike, or would like to know mors about. Our primes objeﬁtzves
are improved communication with and support to the warfighter.
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MASINT Handbook for the
warfighter, November 1994 //
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PREFACE

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(U) “We interrupt this broadcast to bring you an
mmportant announcement. At 2:00 a.m. eastern stan-
dard time, December 21, 1997, Libania launched an
all-out air and ground altack against Kurzenstien.
U.S. forces stationed in Kurzenstien are engaged.
Updates will be provided as they become available. To
repeat. .. .7

(b)}(1),1.4 (c),1.4 (e),1.4 (9)
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(11 The MASINT Handbook {or the Warlighter was
prepared under the dircction of the fntelligence and
Communications Architectures (INCA) Project Office.,
Intefligence Program Support Group (IPSG), OASD

{ Cfsi), in coordination with the Contral MASINT
Office. The principal mission of the INCA Project
Office is the development of an overall Intefligence
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Architecture with plaoning and technical guidance for
each theater of operation and command area of
responsibility. This handbook was developed 10 edu-
cite and familiurize the warfighter with MASINT
capabilities and provide technical planning informa-
tion in support of the development of architectures and
associated requirement statements.
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CHAPTER 1

THE MASINT HANDBOOK FOR THE
WARFIGHTER OVERVIEW

(U) PURPOSE

(1) The MASINT Handbook for the Warfighter
(MHW) is designed to create a greater understanding
by a military user of the refevant MASINT systems,
capabilities, and infrastructure that support, or could
support, military operations. Some MASINT capabili-
ties have been utilized for vears by the warfighter.

(b)(3):10 USC 424

pithehetssons learned from DESERT
5 and DESERT STORM, a general lack of
3 zmding and awareness of how existing (or
ey MASINT capabilities could be applicd in sup-
port of military operations prevails. There are numer-
ous MASINT collection and exploitation systems, but
few have been directly employed in the support of tac-

UNCLASSIFIED

tical operations. In some cases, Service or Unified
Command MASINT capabilitics have not been recog-
nized as MASINT. These MASINT capabilitics have
evolved over time to support particular combat or
operational information needs. Many of these sensors
:an provide intelligence information without interfer-
ence with thelr primary missions,

(U} Theater and Tower echelon commuand and staff ele-
ments may not be familiar with MASINT resources or
with their uiility to specific tactical problems. This
document will provide a basic understanding of MAS-
INT including applications of MASINT capabilities
and techmologies for possible solutions to a broad
range of intelligence and combat information needs. It
is also intended fo assist in the development of MAS-
INT statements of need for future required operational
capabifity.

s docament is designed 10 increasc operator's
unner’s awareness of MASINT capabilities and
Reir effectiveness in applying MASINT to military
perations. It also provides information on how 1
Fresearch and request MASINT support.

(U) SCOPE

(U) The MHW serves as a tutorial for the non-techni-
-al military planner or collection manager. It is pub-
lished at the Jowest possible classification to permit
distribution (o the widest possible audience and to cre-
ale an understanding and appreciation of MASINT
capabilities that support the tactical commander’s
needs.

(U Fundamental MASINT disciplines and technigues,
trends, collection requirements and operations man-
agement, tasking, data processing, exploitation, dis-
semination, systems, technologies, and research and
development are discussed. The Handbook explains




bX1.14(c)14 (e} 14 ()

Figore 1-1. The MASINT Influence

MASINT capabilities and distinguishes between cus-
rent and potential MASINT contributions to warfight-
ing information needs.

(L) The Defense Inelligence Agency (DIA) Central
MASINT Office (CMO) is the authoritative source for
information on MASINT management, policies, and
processes including existing and programmed MAS-
INT assets, planned modifications or improvements,
and Rescarch, Development, Test and Evaluation
{(RDT&E) uctivities.

(U) READER’S GUIDE

(U) This book is a primer describing basic MASINT
concepts, processes, and sysiems. While the focus is
on current and near-term capabilities, programmed

:apabilities will also be identified. '

(U) Chapter 2 presents an overview of the MASINT
fundamentals by defining MASINT and introducing
the MASINT disciplines. techniques, and terminology.
Potential applications and functions are identified in
the context of support to the warfighter.

(U} Chapter 3 wdentifics the principle structure of the
MASINT system, its place in the Intelligence Commu-
nity and Defense Department, and the associated col-
lection, processing, exploitation, und disscmination

management authorities and activitics. An overview
of the MASINT process to acquire support is dis-
cussed from collection requircnent origination
through dissemination of information to the originator.

(U1) Chapter 4 describes the tactical. strategic, and
technical MASINT relationships that support a mili-
tary commander’s information needs. The experience
in DESERT STORM provided recognition of current
and future MASINT contributions to the warfighter’s
arsenal of capabilities. There is also a realization that
tactical MASINT sensors can provide valuable com-
phimentary intetligence.

(U) Chapter 5 contains a description of MASINT sys-
tems and capabilities, These collection and processing
systems are described (o facilitate assessment of appli-
cation to particular operational information needs.
Each system is described in termas of collection plat-
form, type of information collected, general applica-
tions, and timeliness of information. A MASINT
Applications for Military Support 1able {(Appendix A)
is provided to assist in situation analysic and MASINT
collection capability selection,

() Chapter 6 contains a description of key advanced
technologics that may facilitate and enhance the appli-
cability of MASINT to the warfighter needs. The
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intent is to (acilitate the submission of statements of

need and requirements that support the implementa-

tion or acquisition of high payolf MASINT warfight-
ing capabilities.

(U) Chapter 7 describes the uniguc contributions of
MASINT information to the warfighter, the intelli-

gence planner, and the decision maker to assistin their

assessment of MASINT requirements in support of
tactical missions.

UNCLASSIFIED

(U) Chapter § contains the appendices of the hand-
book.

(U) The fast two scctions of the book is an annotated
glossary of terms and acronyms ands a comprehensive
index enabling the reader to locate topical information
more eastly.
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CHAPTER 2

FUNDAMENTALS OF MASINT
(U) WHAT IS MASINT?
7 Definition

(b)(1),1.4 (¢),1.4 (),1.4 (Q)

net pi(e_{:ti_s{g aij,ﬁecgmbo{ 199__2_ o .

(L) A MASINT sensor coflects cpergy emitied by or
reficcted from an object or event of interest for the
purpose of identification and characterization. Enemy
weapon systems have physical characteristics and,
more importantly, a characteristic performance when
it is used. A weapon system in use constitutes a
dynamic source or an event changing in time.
Dynamic targets and events are primary candidates for
MASINT exploitation. These dynamic sources pro-
duce energy emissions across the clectromugnetic
spectrum, carrying information about its characteris-
tics and performance via waves or particles. This
information is the signature collected by MASINT
sensors which are optimized for specific target and
cvent interactions with the physical environment.

(L) MASINT is like using sensory perceptions in
addition to eyes and ears to provide valuable (in some
cases unique) information about a target or event of
interest. A helicopter flying nearby is heard by a
neman and is also detected by a MASINT sensor, The
ear, similar in concept 1o a MASINT acoustic sensor,
detects the sound waves generated by the helicopter.
A human interprets the sound waves and ideatifies the
distinctive rotor beating sound as associated with a




helicopter without having observed it. The MASINT
collected sound waves are processed to not only iden-
tify the source as a helicopter, but to classify the spe-

_ caific type of helicopter based on comparison of the
scoustic signature to a database.

{U) The human eye and a MASINT sensor can
observe the fight from a shooting star. The human cye
detects and identifies this point source of light as 2
shooting star. MASINT infrared collection of the star
light provides the same information, howcever process-
ing and analysis can also provide the temperature of
the shooting star and identification of its burning mate-
rials. As a warfighting application, missile launches
appear to be shooting stars 10 MASINT sensors which
can defect, identify, locate and track these point
sources of energy in order to provide warming (o speci-
fied users,

(b)(1),1.4 (c),1.4 (e),1.4 (9)

Figure 2-2. Observation Through Multi-basing
Collection Platforms

(U) Observation of the planet Saturn through a high
power telescope reveals a definable shape, complete
with rings, identifiuble by the human eye (i.e., literal
image). If not observed with a high power telescope,
only a point source of light from the planet is visible to
the human cye. MASINT analysis of this point source
of light requires processing prior to interpretation.

—SECRET—

The light is broken into separate color components
(wavelengths), similar to fight passing through a
prism, and into brightness or intensity profiles. Data
explottation is applied to determine what materials
nake up Saturn. In a similar way, the performance of
a rocket motor is determined through the identification
of the class andfor type of fuel materials used. The
practical significance of knowing a missile's (or other
weapoft systems) performance is to delermine how to
intercept or counter the threat.

Figure 2-3. Prism Spreading a Light Source into its
Spectral Component

(U} A final example of MASINT data is a radar return
from & combat or air traflic control radar - reflection
from an observed target. The radar operator visually
detects the blip or reflection und determines the targels
relative position and direction of Hight on his display
scope. 1 the radar is designed properly, MASINT
analysis of this blip can be used to provide size, shape,
and flight path of the observed target. A primary nse
of radar in the tactical rolc is for surveillance, detec-
tion, warning, and targeting based on (arget signature
(c.g., radar cross section. jet engine modulation) rec-
ognition.

(b)(1),1.4 (c),1.4 (e),1.4 (9)

2-3




(b)}(1),1.4 (c),1.4 (e),1.4 (0)

Nuclear
fadiation

Figure 2-4. MASINT Discipline Taxenomy

plines: 1} Electro-Optical, 2) Radar, 3) Radio-fre-
quency, 4) Geophysical, 5) Materials and 6)
Nuclear Radiation. Each discipline and its associated
exploitation techniques will be described in relation o
the type(s) of information provided and the curvent or
potential support provided to a warfighter.

(U) MASINT DISCIPLINES

{U) MASINT is comprised of six primary disci-

e
VISIBLE
LIGHT

ARDIC WAVES

(b)(1),1.4 (c),1.4 (e),1.4 (9)
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(U) Electro-Optical (EQ) (Uy Another type of EO data is spectral data, previ-

ously described as data provided by a prisim that sepa-
~1 rates light from the target into component colors.,
Spectra or spectral (sometimes referred fo as spectro-
radiomeltric) data 1s a higher resolution information
source which permits the assessment of detailed target
characteristics such as a chemical composition of the
target to determine materials used in the weapon sys-
tem.

bj(1).14 ()14 (e).14 (g) (U) Electro-Optical Sensor Classification
I

(bXN14(c)1.4(e).14(9)

Definition of MASINT Electro-Optical Intelligence

(L) Electro-Optical intelligence is the collection, processing, exploitation, and analysis, of emitted or reflected
energy across the optical porion {uliraviolet, visible, near infrared, and infrared) of the electromagnetic spec-
wrum. MASINT EO may provide detailed information on the radiant intensities, dynamic motion, spectral and
spatial characteristics, and the materials composition of fargeted objectives. Electro-optical dala collection pro-
vides broad applications to a variety of military, civil, economic, and environmental issues. Data may be col-
lected by a variety of optically sensitive devices, such as radiometers, spectrometers, non-literal imaging
systems, lasers, or laser radar (LADARS). The MASINT discipline does not include the collection, processing,
and interpretationfanalysis, of literal imagery products (IMINT), commumcat;ons (COM|NT) eiectromc (ELINT)
or forgign instrumentation signals (FISINT) intelligence. el T

[Note: COMINT, ELINT, and FISINT are subdiscipiines of SIGINT.]

(U) Infrared inteliigence (IRINT) is a subcategory of electro-optical that includes data collection across the infra-
rect portion of the slectromagnetic spactrum (short - long wave infrared}. :

{U) Opitical Intelfigence (OPTINT) is a subcategory of electro-optical that includes dala collection across the. )
ultraviolet, visible, and near-infrared portion of the electromagnetic spectrum.

{U) LASER Intelligence {LASINT) is the integration and specialized application of MASINT EQ, materials, and
other collections techniques 1o gather data on laser systems. The focus of the collection Is on detection of a
laser, laser threat warning, and/or precise measurement of the frequencies, power levels, wave propagation,
determination of power source, and other technical and operating characteristics associated with laser systems

- strategic and tactical weapons, rangefinders, and illuminators. (This definition should not be confused with the .
broader usage of the term LASINT which includes an overatf knowieclge about Easers and !aser Gevetopments
derived from multiple data or coi!ectson sources. ) : : S _ ..

MASINT Definitions 17 Dacember 1650




—SECRET — PAGE 2-7 1S DENIED IN FULL

(b)(1),1.4 (c),1.4 (e),1.4 (9)

OAN14(c) 14 (el 14 (9) OX14(014 ()14 (g)

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(U) MASINT EO Information Products

(b)(1),1.4 (c),1.4 (e),1.4 (9)
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(U} Radar track radars are representative military applications of
the radar technique. In some cases, military radar sys-
{ems such as the U.S, Space Comumand Spacetrack
(U) ??f'mtw“ of MASINT Radar - Network provide data on ballistic missiles and space
intelligence launch vehicles to complement dedicated MASINT

. . . radar collection for intelligence exploitation.
{U)_Radar Intelligence is the collection, process-
ing, exploitation, and analysis of radar energy
reflected from a farget or objective. Instruments
for active target illumination may include mono-
static or bistatic, phased array, synthetic apetture
radar (SAR), and over-the-horizon radar systems,
RADINT collection provides information on radar
cross sections, tracking, precise spatial measure-
ments of components, motion and radar reflec-
tance, and absorption charactensﬂcs for dynamxc ;
targets and objectives. :

MASINT Definitions 17 December 1950

(U) MASINT vollected by radar is the result of ilumi-
nating a target wilh a radar signal and collecting the
radar energy reflected (actually reradiated) by the tar-
get. The target reflects radar energy in a unique radia-
tion patiern or radar cross section (signature) that is a
function of the shape and material propertics of the
target. Different types of obfects produce different but
definable patterns or signatures which can be mea-
sured {0 determine shape and size, and used o identify
and classify targets of interest. Battlefield and space-

RADIO WAVES

RADAR

55 2 i YISlatE
RADIO WAVES Y 4 LIGHT

(b)(1),1.4 (€),1.4 (e),1.4 (9)




{U) Radar Sensor Classification

“{U) Radar systems can be classified in multiple ways -
by the radio-frequency used (HF, UHF, VHF, C, X, §-
bands, ctc.). by a collection geometry (monostatic,
bistatic, over-the-horizon, line-of-sight), by an antenna
type (dish, phased array, synthetic aperture) and by the
data collected (metric. signature). Radars typically
provide threc dimensional target tocation, cross-sec-
tion or signature measurements. and motion of
dynamic targets.

(U} Radar systems are primarily active monostatic
systems (collocated transmitter and receiver) that are
mechanically or electrically steerable 1 provide line-
of-sight coverage from horizon to horizon.

3”( 5
"

7
X%
e
e L

. .
R R e
e e

Figure 2-18. Radar Collection Techniques

L,

(b)(1),1.4 (c),1.4 (e),1.4 (9)
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(b)(1),1.4 (c),1.4 (e),1.4 (9)

{U} The type of antenna vsed by a radar varies with
mission and application. Phased array antennas with
electrically steered beams are used (o detect and (rack
hundreds of targets at a time, Mechanically steered
dish radars are used to detect and track only a few tar-

gets at a time. The size and mobility of the collection
platform is also a primary consideration for battlefield
type radar systems, Airborne systems such as JOINT
STARS and AWACS arc state-of-the art tactical appli-
cations of radar to support the warfighter's needs.

(U) Synthetic aperturc radar (SAR) creates a larger
apparent antenna than is actually used by congistently
adding together (coherently integrating) the radar
returns as the bost platform moves along a track with
respeet to the target. The length of the ground track
during the integration is the length of the synthetic
aperture, and the more returns added together, the bet-
ter the resolution. A SAR system provides high reso-
lution, day/night collection capability which is
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exploitable by advanced MASINT processing meth-
ods for change detection, terraln mapping, underwater
obstacle detection, dynamic imaging of moving tar-
gets, and radar cross-scction signature measurcments.

(U) MASINT Radar Information Products

(U} The primary radar contributions are surveil-
lance, detection, tracking, identification, and size
and shape characterization of moving targets. Tar-
get position (range, azimuth and clevation,} as a func-
tion of time, provides accurate targel rajectory {fight
path) prediction and reconstruction inputs that are erit-
ical to combat operations, Tactical warning und target
intercept of a hostile aircralt in the theater of opera-
tions is routinely accomplished by radar technique
applications ssing a network of ground and airhorne
sensors. Signature data, the radar cross-section or jet
engine modulation profiles developed from techni cald
collection and threat assessments, aids in the identifi-
cation and classification of hostile targets. From
tracking data; speed, dircction. and location are
derived 1o help dircet aireraft or point ground based
weapons at the target. Stmilarly, missiles, ships. vehi-
cles, artillery shells, spacecraft, and other targets are
iltuminated for both tactical operations and threat
assessments, The body of knowledge represented by
the technical and tactical collection supports force/
strategy planning and decision making as well as the
WeApon SYstent acquisition process.

oo s

(U For example, {rom reflected radar targel returns.
an experienced radar analyst cun reconstruct the size.
shape, and focation of the observed target. including
length, diameter, divection and speed. This informa-
tion is critical in the determination of target perfor-
mance assessments for missiles. Currently.
Intclligence Community radars like COBRA DANE
and COBRA SHOE, U.S. Space Command early
warning and space track radars such as the FPS 17/79,
and other Service/organization colfectors such as the
Army Kwajalein radars, provide the butk of radar
information for intelligence exploitation on missiles
and space objects. There are tactical radar systems
such as the Navy's AEGIS radar that are capable of
providing intclligence data. The proliferation of deliv-
ery systems for weapons of mass destruction necessi-
tates the exploitation of all poiential collectors (o
provide sufficient data to characterize the threat (o
combat oporations,

(b)(1),1.4 (c),1.4 (e),1.4 (9)

varicty of MASINT problems. The nature of the prob-
lom, availability of assets, and the collection geomeiry
will affect how well bistatic systems perform. In gen-
eral, bistatic radar systems can perlorm many of the
MASINT functions: detection, location, and identifi-
sation of targets. [(0)Y1),1.4(c),1.4(e),1.4(0) |
tracking data on aireraft and missile Jaunches, and
therefore, provide a tipolT to other sensors or defenscs.
Because of the separate Jocation of the receiver and
the transtnitter, a bistatic system has some immunity 10
jamming countermeasures and the ability 1 operale
under conditions that would negate monostatic sen-
SOTS. Pariicuimiyi(b)(1), 1.4 (c),1.4 (e),1.4 (9) ]
rapid information on tracking of targets; however,
non-real-time analysis may be needed for identifica-
tion, classification. and characterization of the target.

(b)(1),1.4 (c),1.4 (e),1.4 (9)
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L 14146140 J (U) Radio-Frequency (RF) MASINT

{(U) Definition of Radio-Frequency (RF) - -
o MASINT )

Uy . Radio-Frequeney/Eleciro-Magnetic  Puise
Intelligence {(RE/EMP) is the collection, process-
ing, and exploitation of radio-frequency electro-
magnetic pulse emissions associated with nuclear
testing or other high energy events for purposes
of determining power levels, operating character-
istics and signatures of advanced technology
weapons, power, or propuision systems. MASINT
applications specifically exclude the collection of
COMINT and ELINT intelligence which are func:
tions encompassed under SIGINT. '

{U) Unintentional Radiation Intelligence (RINT) is
the integration and specialized application of mul-
tiple MASINT collection, processing, and exploita-
tion subdisciplines and fechniques against
unintentional radiation sources that are incidental
1o the design propagation and operating charac-
teristics of military and civil propulsion units,
power sources, weapons systems, electronic sys-
tems, machinery, equipment, or instruments.
These techniques may be valuable in detecting,
tracking, and monitoring a variety of activities of
interast.

(6)(3):10 USC 424

MASINT Definitions 17 December 1890

<57 A rupid change in 2 material or medium, resulting
in an cxplosive force, produces radio-frequency emis-
sions. [(0Y(1),1.4 (¢),1.4 (€),1.4 (Q)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

characterize, and target threats. A primary objective of
RF MASINT collection has been to diagnose the tech-
nical parameters of a target device for purposes of
determining its power levels, operating characteristics,
and signatures,

(b)(1),1.4 (c),1.4 (e),1.4 (9)
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Figure 2-13. High-power Microwave Weapons System

(b)(1),1.4 (c),1.4 (e),1.4 (9)

est include ships, submarines, aireraft, fand vehicles,
and mobile/fixed instaliations; for cxample, signals

emanating from helicopters may have unigue modula-
tions because of rotor blade interference. [(0)(1),1.4 |

l(b)(1),1.4 (c),1.4 (e)},1.4(9)

[(0)(1),1.4 (c),1.4 (e),1.4 (@) [~Another
example of RINT is the unique resonant audio modu-
{ations overlakd on communication signuls that are
characteristic of the platform'’s internal structure,
Electrical power equipment also produces unique sig-
nal modulations that can he identified by RINT coliec-
tion,

(U) Radio-Frequency MASINT Sensor
Classification

(b)(1),1.4(c),1.4 (e),1.4 (9)

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(U) MASINT Radio-Frequency Information
Products

(b)(1),1.4 (c),1.4 (e),1.4 (9)

2-12




susprise, to produce effective countermeasures,
and to warn the warfighter, will be required.

(b)(1),1.4 (c),1.4 (e),1.4 (g)

(b)}(1),1.4 (c),1.4 (e),1.4 (9)

(b)(3):10 USC 424
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(U} Geophysical MASINT

Definition of Geophysical MASINT

(U} Acoustic intelligence is the collection, pro-
cessing, and exploitation of emitted or reflected
sounds, pressure waves, or vibrations, in the
atmosphere (ACOUSTINT), in water (ACINT), or
in the earth's surface, (SEISMIC). Acoustic and
seismic sensors may be valuable in measuring
aircraft and ship periormance characleristics,
detecting weapons testing and large military
movements, and gathering data on naturat and
environmental issues. MASINT applications spe-
cifically exclude comrnunications intelligence.

MASINT Definitions 17 December 1998

(U} Geophysical Sensor Classification

(L) The primary means of classification of geophysi-
cal MASINT is by the medium through which the sig-
nal is transmitted. and by the type of geophysical
process exploited.  ACOUSTINT, the collection of
sound waves. is divided into three categories: 1under-
water acoustics - uniptentional or intentional sound
from submarines, ships, underwater weapons, and
hydro-acoustic systems; 2) atmosphetic acoustics -
sounds produced by artillery ground ranging and air-
craft or helicopter operation and overflight; and 3)
seismic (anderground acoustics) - subsurface vibra-
tions resulting from weapons, vehicular movements,
detonations and testing--particularly nuclear weapons-
-or carthquakes.

55 Geophysical MASINT is the collection, process-
ing, and exploitation of earth-atmospheric transmitted
events including emitted or reflected sounds, prossure
waves, vibrations, magpetism, or ionospheric cistur-
hances in the Barth's atmosphere, water, surface, or

~ sub-surface; for example. an underground nuclear test
will result in both seismic and acoustical emanations
that can be detected by MASINT sensors.

(b)(1),1.4 (c),1.4 (e),1.4 (9)

ik

AL

RADIO WAVES

GEOPHYSIC
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mic/hydroacoustic monitoring of subsurface nuclear
testing.

(U) MASINT Geophysical Information
Products

L (b)(13.14(c). 14 (e}, 14(9)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

2-15
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(U) Materials MASINT

(U) Definition of Materials MASINT

{U) Materials Intelligencs is the physical collec-
tion, processing, and exploitation analysis of

atmospheric trace elements; gaseous, liquid, or
solid particulates; effluents or debris. Malerials
intelligence has specific applications o nuclear,
chemical, biological warfare, military and civil pro-
duction, economic and environmental problems.
Data ray be acquired by a variety of airborne,

shipborne, or ground-based collectors and sam-

pling stations.

MASINT Definitions 17 December 1990

{U) MASINT Material Information Products

(U) From any given sample, various information can
be derived based on the sample and the analytic/foren-
sic techniques used; for example, the type of material
can be determined and characterized by its specific
chemical or physical propertics and the capability or
vulnerability of the matertal can be determined. The
vuinerability of a material in a weapon system can
indicate an exploitable weakness or defect. Character-
istics of the sample aiso allow weapon system design-
ers to compensate for or redesign to maintain
technological advantage over the adversary's weapon
S¥siom,

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(U) Materials Collection Classification

PR—

(b} 1).1.4(c),14(e)14(q)

(b)(1),1.4 (c),1.4 (e),1.4 (Q)
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(b)(1),1.4 (c),1.4 (e),1.4 (9)

& Determine composition of cloud obscurants
“and smoke or chaff,

(b}3).10 USC 424

m. Determine materials effectiveness against U.S.
-weapons guidance and reponnaissance sen-
80183,

(U} Nuclear Radiation

-(U) Definition of Nuclear Radiation

{U) Nuclear Intelligence is information derived
from the nuclear radiation and physical phenom-
ena associated with nuclear weapons, processes,
materials, devices, or facilities. Nuclear monitor-
ing includes nuclear radiation detection, identifica-
tion, and characterization of sources and events.

Data exploitation results in nucfear agnature of
weapons or materials. :

MASINT Definitions 17 December 1990

(b)(1),1.4 (c),1.4 (e),1.4 (9)




{BX11.14(c).1.4 (e).14 ()

(B)1.1.41(c).14 (e).14 (g)

(U} Nuclear Radiation Sensor Classification

-

(U) MASINT Nuclear Information Products

(b)1).1.4(c).14 ()14 (g)

b)(1).14 (c).14 (e),14 ()

NUCLEAR

RARIO WAVES

{b¥1).14(c)14(e}14 (g)
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CHAPTER 3

MASINT ORGANIZATIONS AND
SERVICES

(U) MASINT STRUCTURE

{(b)(1),1.4 (c),1.4 (),1.4 (9) {b)(3)10 USC 424
(b)(3):10 USC 424
(b)(3):10 USC 424

X

(b)3):10 USC 424
(b)3):10 USC 424
T I wmewmews e e
3-2
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(b)(33:10 USC 424

UNCLASSIFIED




(b)(3):10 USC 424

Do MASINT activities and performs resource man-
agement responsibitities for MASINT coliection, pro-
cessing, exploitation, disseminalion, and research and
development to support the operational commands and
defense policymukers. OASD/C?] is an associate
member of the MASINT Commities.

{b)(3):10USC 424

(U} Defense Intelligence Agency (DIA)

(U) MASINT COMMUNITY PARTICIPANTS

(U) Assistant Secretary of Defense/C

(U) The Assistant Secretary of Defense (Command,
Control, Communications, and Intelligence) provides
oversight of MASINT affuirs of the Department of

Defense. The OASD/C’T provides broad guidance for

(b)(1),1.4 (c),1.4 (e),1.4 (9)




(bX1).14{c)14(e),14(9)

{U) Central Inteiligence Agency

(b)(1),1.4 (c),1.4 (e),1.4 (9)

{U) Department of Energy

b)Y N.1.4(c)1.4{e)14(9)

{U) State Department

{b)(1).14{c), 14 (e),14(g)

(U) National Security Agency

(b)1).1.4(c).14 (e} 14(qg)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(U) Bailistic Missile Defense Organization

(b)(1),1.4 (c),1.4 (e),1.4 (9)

{U) U.S. Air Force

§.

b)i1).14 ()14 (e)14 (g}

3-5
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(b)(1),1.4 (c),1.4 (e),1.4 (@)
{U) Defense Special Missile and Astronautics

Center

(U) U.S. Army Y14 ()14 ()14 (g)

{U) Unified Commands

biN14(c)14(e)14(g)

(U) U.S. Navy

BNN.14 ()14 (e)14(9)
PN 4 ()14 ()14 (g

{U) U.S. Marine Corps

{fk—"/’—’——j

{b)}1).14(c). 14 (e).1.4 (9}
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theater and command collection management process

primarily a user of MASINT inlormation to support ’ ; CHHERE P
can develop dynamic collection plans. MASINT con-

their airltft, aerial refueling, and sealift missions.

= e .
(U} MASINT SERVICES
. §
(U) The Requirements Process exploitation -y
S8 AT Tk %
(U MASINT encompasses the full ranges of collee- §°/ “‘% :
fion requirements and operations management: data i A ‘

processing, analysis, and exploitation; and reporting o
and product dissemination activities. The variety of
technigues has resulled in a distributed network of
MASINT capabilities with tailored reporting and dis-
semination to interested users.

——
»

GHagtion

C-. .

(L) The MASINT collection requirenents meaage-
ment system provides the warfighter a (ull range of
standing. change, time-senstive, amplification, and ad
hoc requirement formats to express his information

needs with their associated timeliness for his mission.

Collection managers from a deployed area through the Figure 3-5. MASINT Requirements Process

o/'

oD 3
I
e IHIMERINGRIE £

il
U

(1) Requirement Submission Definitions

Standing Requirement (MASINT-SN): A MASINT requirerent demanding confinuing, long-term, collection actions. The MASINT-SN is sub-
ject 1o a mandatory review and revalidation by the originator at a miniznum of every 3 years: otherwise, requirements will be automaticalty
inactivated. The originator may simply affirm that the requirement is valid as written or propose specific changes (see MASINT-CH below) to
update the requirement. The MASINT-SN revalidation process requires the same approvais and MASINT requirements subcommittes
(MRSC) review as the original validation process. if requirements are kept cusrent, the review/revalidation process can be considerably
shartenad. The CMQ will provide periodic messages identifying requirements subject to review within the following 180 days. Standing
requirements may become subject to review at any time if their continued validity or currency of collection obiectives are chalienged.

(i) .Change Requirement (MASINT-CH): A complete or partial change to a MASINT standing requirement. The MASINT-CH is a mechanism
to facilitate permanentfy updating or modifying portions of a MASINT-SN without resubmitting the enire requirement. The MASINT-CH is
applicabie to standing requirements orly. it may be used to propose additions to, modifications to. or deletions from porlions of a MASINT-
SN, Approvalivaiidation of the MASINT-CH remains subject to MRSC review.

{U) Time-Sensitive Requirement (MASINT-TR): A MASINT requirement requiring the initiation of collection actions immediately to within 72
hours of receipt. The MASINT-TR must be rejustifiedfrevalidated at 7-day intervals 1o continue collection. The MASINT-TR may be a totally
unique requirement or the ampfification of an existing MASINT standing requirement (MASINT-SN).

{U Ampliicatiors (MASINT-AM]: A MASINT requirement {other than the MASINT-TR above) requiring a temporary or short-duralion ampiifi-
cation or modification to an existing MASINT standing requirement. The MASINT-AM may be used to request intiation of collection actions
from 72 hours o 6 weeks after recsipt (Reminder: a time-sensitive requirement may be extended up to 10 weeks on request of the con-
sumer. Further exiensions at 10-week intervals must be rejustified on the basis of requirement non-satisfaction and/or continuing activity of
interast. Concurrent with the second 10-week extension, a permaneni change to the MASINT-SN must be submitted unless the consumer
can provide strong rationale to justify continuation of the MASINT-AM).

{U1 Ad Hoc Beguirament (MASINT-AH): A totally new, shor-duration, MASINT requirement for which there is not an existing MASINT stand-
ing requirement. The MASINT-AH may request initiation of collaction actions from 72 hours to 6 wesks after receipt. Like the MASINT-AM,
after the initial 6-week colfection period, the MASINT-AH may be extended up 0 10 weeks on request of the consumer; further extensions at
10-week intervals must be rejustified on the basis of requirement non-satisfaction and/or continuing activities. Goncurrent with the second
10-week extension, a MASINT-SN must be submitted unless the consumer can provide strong justification for continuation of coflection on ™+

an ad hoc basis.

Nationai and Defense Measurements and Signature intefligence Hegquiremens Structure, Procedures. and Formal, CMO-1 Message 8 June 1993
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wibutions by organic, theater, and national assets can
provide information on the enemy target, such as
warntng, location, heading, type, and number.

Stending

Change NRSCAMO-1 Camplete or partial nodification of g standing requiremsnt

Fime Sensitve | CRO-3 Colection initialion requlved within 7 hawrs. Extendable

Ampiification | CMO3 T y modification ot hasig of a siznding
roquireinenk. Extendable

AdHoc CHMO3 New shorl 4 ¢ tor

MASC/CMO-t [+ need.

g kong
1edilived minimally every 3 years

Jrosh 72 hobrs 10 6 weeks. Exfendable

Figure 3-6. Requirements Types

MASINT requirements arc handled in two primary
categories: time critical (Le., time-sensitive, ad hoc,
amplhifications) and routine (i.e., standing, change).
For time-critical requireiments, the originator pro-
cesses his requirement through his organization vali-
dation process with submission to Central MASINT
Operations Center for tasking. An originator submits
routine requircments through his organizational vali-
dation process to DIA/CMO-I for national validation
and tasking. A detailed description and guide to
MASINT requirements submission can be found ia the

Time-Sensitive +1C (nn»DoD)

Ad Hoc
Amplification

Standing
Change
Ad Hoce

Figure 3-7. Requirements Submission Procedures

MASINT User's Guide (new DIAM 38-5 to be com-
pleted in FY 95).

{U) Collection

(L) The warfighter's requirements are primarily for
current information: however, long-term information
needs are captured in standing requirements submitted
by general mifitary intelligence or scicntific and tech-
nical intelligence production agencies, but directly
retated (0 a warfighter’s planning, preparation. and
execution of his operational mission.

£5F Many collection sensors organic to the Services
and U.S. Commands use MASINT disciplines and
technigues and have a fong history of performing tacti-

-al missions. [(bY(1).1.4 (€).1.4 (€).1.4 () |
@)(1),1.4 (c),1.4(e),1.4 (9) [The
MASINT process does not degrade these traditional
uses, but extends “information” on a non-interference
basis 10 other users that have a similar nced. The
MASINT Requirements System provides the mecha-
nisms for users to reguest information from all sensors
that use MASINT techmques.

- Natlonal - )

3-8




(S/NF) The coordination of dedicated und non-dedi-
cated MASINT collection capabilities is the responsi-
bitity of the CMO, in particular CMO-1, CMOC
{CMO-3), DIA/CL-1B (for DoD and Unified Com-
mand Submissions) and the MASINT Requirements
Subcommittee. Their responsibilities include receiv-
ing, reviewing, validating, and priontizing user
requirements and tasking them to the National, JCS,
Service or Unified Command eatity with operational

(b)(1),1.4 (c),1.4 (e),1.4 (9)

—SECRET/NOFORN—

Processing/Exploitation/Fusion

(U) MASINT tends (o be a processing intensive col-
fection discipline. It requires the translation of observ-
ables into recognizable turget features (¢.g. location,
type of target). The evolution of computer, communi-
cations, data fusion, and display processing technolo-
gies makes near-read-time MASINT support to a
warfighter feasible. The collection requirements man-
agement process will be in place Lo support a robust,
effective application of MASINT to the warfighting
functions of the present and future. MASINT collec-
tion, processing, cxploitation, reporting. and dissemi-
nation infrastructure will also evolve to ride along on
the information highway being developed for the warl-
ighters.

(b)(1),1.4 (c),1.4 (e),1.4 (@)
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(b)(1),1.4 (¢),1.4 (&),1.4 (9)

identification of nominality) to a quick-look screening
of the raw data for feedback in near-realtime for opera-
tional reporting, for Hmited wdentification new or
unusual activities and for sensor maintenance.

(U} Dissemination

651 Reporting by MASINT sensors has cvolved based
on Service, Unificd Command, and organization oper-
ational directives for command and control. and for
intelligence collection management: in addition,
ageressive users working with the collection opera-
tions community and specific user groups have created
taifored infrastructores to ensure the reccipt of their
information.  MASINT reporting must be Incorpo-
rated into the existing infrastructure and accommodate
a diversity of data sources. applications, and user inter-

ests. [(0)(1),1-4(c),1.4 (€),1.4 (9)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(L) U.S. Space Command could be a model for Joint
Intelligence Centers or Fusion Centers for tactical
exploitation of MASINT combat information (i.e.,
raw, unevaluated MASINT data) or MASINT contri-
bution to tactical mtelligence products. The Service
§&T Centers still provide a critical role in the overall
processing, analysis, and exploitation of MASINT
data. They develop the initial processing techniques
or algorithms, validate thelr performance and accu-
racy, create signature profifes, and facilitate wanslation
into reliable field sensors which the warfighiors can
use organically to satisty their information nceds.

(U} Collection ground sites play varying roles in
MASINT data processing, The range is from a full-up
or preliminary data processing capability (i.¢., pro-
vides data for TACREP reporting or in standard engi-
neering terms ready for data exploitation/analysis and

(L9 Product dissemination by the primary MASINT
processors support a variety of users based on specific
agreements. To the extent possible, processed MAS-
INT data is standardized for further data analysis pro-
cessing, correlation, and fusion. These users have
heen primarily technical data analysts or all-source
system analysts who develop performance or threat
asscssments for a weapon system. Their products are
typically handbooks. studies, reports, and briefings
which the warfighter uses in mission planning. Elec-
tronic media products are becoming more available: in
particular, products such as models and signature data
used by the weapons acquisition community o
develop new systems or counlermeasurcs are available
in computer compatible formats. Likewise, the war-
fighter can be integrated into product distribution
based on his specific needs.




(b)(1),1.4 (c),1.4 (e),1.4 (9)

(U The connectivity of collection, processing, and
exploitation through communication must be devel-
oped o disseminate MASINT products to meet the
warfighter’s timelines. MASINT collection manage-
menl is being improved through enhanced electronic

-SECRET™

connectivity to support timely submission of informa-
tion needs, Currently electronic messages, E-Mail,
telephone, and fax make it possible Lo submit time-
sensitive, ad hoc, and amplification requirements Lo
meet time critical conditions. Submission of standing
requirements and changes by electronic message. E-
Mail, and hardcopy by courier are timely enough in
most circumstances. A CMO local area network with
a MASINT requirements processing capability is
being implemented in 1994 and 1995, By 1996, con-
nectivity through the Department of Defense hvelli-
gence Information System (DODIIS) wide-area
network is planned. Users, collectors, processors, and
exploiters will, as the DODHS wide arca network with
multi-level scourity progresses, have the capability to
snhance their connectivity, to reduce the timelines for
praducts, and {o increase dissemination of MASINT
data.
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CHAPTER 4
MASINT TACTICAL APPLICATIONS

R

(U) Warfighter Information

L

(b)}(1),1.4 (c),1.4 (e),1.4(9)

A

(b)(1),1.4(c),1.4 (e),1.4 (9)

commander can cnhance his offensive and defensive
options with MASINT, because it is ncarly impossible
to employ countermeasures to deny all MASINT
collcctions against threat targets. MASINT's technical
collection capabilitics are used in a strategic sense (o
develop target signatures or profiles to detect threats.
in the tactical covironment, these target signaturcs are
used for mission planming; precision guided missile
target recognition: hostile targel detection, warning,
and interception (c.g., theater missile defense); and

hatie damage assessment.

(Uy Obtaining timely, accurate information aboul the
encmy and preventing him from gaining an advantage
on the friendly forces is the essence of militry
intelligence. As defined in JCS Pub-1 therc are
several types of intelligence or information that exist.
each with its own chamacteristics. MASINT, like the
other intelligence disciplines, contributes to combat
information. tactical intelligence, and strategic
intelligence.

(b)(1),1.4 (c),1.4 (e),1.4 (Q)




(U} Definitions of Combat Information, Tac-

tical intelligence, and Strategic Intelligence .

(U} Combat Information: Unevaluated data,
gathered by or provided directly to the tactical
commander which, because of its highly perishable
nature or the criticality of the situation, cannot be

processed into tactical intelligence in time to satisfy

the user's tactical intelligence requirements.

{U} Tactical Intelligence: Intelfigence required for
the planning and conduct of tactical operations.
Tactical and strategic intelligence differ primarily in
tevel of application, but may also vary in terms of
scope and detail, - ' o

{U) Strategic Intefligence: Intelligence required for
the formation of policy and military plans at national
and international levels. Strategic and tactical
intelligence differ primarily in level of application, but
tnay also vary in terms of scope and detall, -

JCS Pub-1

(L1} In reality, these definitions are arbitrary
distinctions for information continuum. A warfighter
under fire or preparing {or a mission docs nat
distinguish between a tactical or strategic attack. To
him, the time and related distance to a target or threat
establishes an iwamediate versus a longer term
intelligence need. MASINT supporis the entire
continuum of information needs. MASINT
information, technique development, and target
stgnatures are dertved across the information spectrum
in tesponse to user stated needs.

(U} Because of the chunging nature of conflicr and
advanced technology data handling capabilities, the
distinction between strategic and tactical intelligence
has blurred. MASINT contributions to threat
assessments, orders of battle, IPB, and targeting
materials are likely to he both strategic and
tactical intelligence missions on today's complex
battlefield. The primary difference may be only the
timeliness factor--the update of tactical MASINT
information from continvous tracking to several times
a day, compared to update of strategic MASINT
information only a few times a day or weekly: for

example, targert signature changes or denial and
deception are capable of negating the advantage of
smart weapons if not identified in time for
reprogramnung. In this scenario, near-real-time
MASINT target signature collection and
dissemination can be crifical

(b)(1),1.4(c),1.4 (e),1.4 (Q)

(U) MASINT APPLICATIONS TO
MILITARY PROBLEMS

(U} Tactical Applications

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(0)(1),1.4(c),1.4 (e),1.'4 (9) IThe future for

MASINT support 1o the warfighter is ever expanding
as the complexity of weapon systems increase and
tcchnology provides the capability (o deny traditional
intelligence capabilities.
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(U) Land Warfare

(bY(3):10 USC 424

{b)(1),14(c).14 ()14 (9)

AR

(b)(1),1.4 (c),1.4 (e),1.4 (9)

{U) Intelligence Preparation of the Battlefield

oY 114 ()14 {e),14(g)




(b)(1),1.4 (c),1.4 (e),1.4 (9)

{b){3)10 USC-424

45
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{U) Currcntly the only capability to address IPB
requircments for terrain features/conditions, obstacle
detection, or vegetative stress indications through
MASINT multispectral techniques is Landsat
however, cnhanced spectral data processing and
analysis capabilitics and applications shouid be
understood, developed, and implemented based on the
tactical operators needs.

(b)(1),1.4 (c),1.4 (e),1.4 (9)

Fig 4-3. Chemical Monitoring Using a Laser
(U} Chemical/Biological Warfare

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(bY(3): 10 USC 424

(b)(3):10 USC 424

(b)}N.14(c)1.4{e)14{0)




(b)(1),1.4 (c),1.4 (e),1.4 (9)

(U) Battle Damage Assessment (BDA)

4-7

(b)(3):10 USC 424

(b)(1),1.4 (c),1.4 (e),1.4 (9)
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(U} Air Warfare

{b)(3):10 USC 424

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(L) Non-Cooperative Target Recognition (NCTR)

-(U} Representative NCTR Requirement "
{Specified by Unified Command) .

m Positive identification of target
oD OPMASINT Requirements Survey

(b)}{1),1.4 (c),1.4 (e),1.4 (9)




(U) Naval Warfare

(b)(3):10 USC 424

(U) Beyond-the-Horizon Surveillance

(b)(1),1.4 (c),1.4 (e),1.4 (9)

{4 Ahibious Oper.

(U} Unconventional Warfare

{U) Representative Unconventional Warfare
Requirements (Specified by Unified .-
Commands) :

B Detect enemy activity and movements
Dol OPMASINT Requirements Survey

(U} Unconventional Wartare iy identified as Low
Intensity Contdlict (LIC) and Special Operations. Low
Intensity conflicts are often localized, generally in the
Third World, but contain regional and global security
implications. Special Operations are conducted by
specially trained, cquipped, and organized forces
against strategic or tactical targels in pursuit of

4.9
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Flii
nat:mn:ai military, political. cconomiic, or psychological N1 4014 (6).1410)
objectives.

(b)(1),1.4(c),1.4 (e),1.4 (9) (U) Nuclear Explosions

(U} Strategic Applications

(U} Tactical Warning/Attack Assessment

(0)(1),1.4 (), 1.4 (€),1.4 (Q)

{(b}1.14(c)14(e)14(g)
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(b)(1),1.4 (c),1.4 (e),1.4 (9)

(U) Target tdontification, classification, and
characterization are significantly improved when
sensors detecting dilferent phenomena collect data on
the same target; an example is an IR scnsor detecting

thermal emussions and an optical sensor collecting
data that provides the composition of materials. Such
combinations produce significantly more reliable
target characterization: additonally, scenurio
generation typically requires data {usion from several
$ensors since a single sensor can not provide all the
dala required.

{U) Target Signature Profiles/Templates

(b)(1),1.4 (c),1.4 (e),1.4 (9)

4-13

(U) Tactical Sensor Support

(U} Tactical sensor developraent is driven by both the
targel signature parameters and needs specified by the
military operator. As data collected against threat
weapons. systems is exploited and critical analysis
performed, the criteria for design of tactical collcction
systems in support of specific military missions is
ascertained. The support of the military operator in
the field to identify current and {uture nceds is the
linchpin o future tactical sensor development.

{U) Whether support to the warfighter is provided
by national systems via tactical information
networks or by theater systems operated by the
warfighter, MASINT has contributions to be
made. The timeliness requirements for both
information needs are nearly the same. Technology s
shrinking the globe, turning previous strategic
MASINT applications into tactical necessities to meet
the warfighter’s nceds,
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CHAPTER 5

MASINT SENSORS
(U) INTRODUCTION

(1) This chapter provides a brief summary of the
major MASINT collection systems. A listing of key
MASINT applications for military operators is pro-
vided for familiarization. Chapter 3 of this handbook
provided & guide to request infrared, radar, or other
MASINT sensors to address military operational sup-
port nceds. This chaprer assists in understanding
which MASINT capability is applicable to support a
particular need.

(U) MASINT SYSTEMS
(U) COBRA BALL (RC-1358)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(b)(1),1.4 (c),1.4 (e),1.4 (9)
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Figure 5-2. COBRA BALL Aircraft
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SECRET

(U} Defense Support Program (DSP)
(b)(1),1.4 (c),1.4 (e),1.4 ()




(b)(1),1.4 (c),1.4 (e),1.4 (9) ——‘

(U} The primary mission of the TECRAS class of
MASINT sensors is to collect target signafures to sup-
port development and targeting of “smart” weapons.
Collection capabilities consist mostly of man portable
sensors that provide thermal signatures of combat
vehicles, aireraft, and equipment: spectral signatures
of wctical aircraft; IR signatures of ground combut
vehicles and atreraft: and materials stignatures of CW
effluents at production and storage sites. The sensors
are operated by USA INSCOM personncl with data
processing and exploitation accomplished predomi-
nately by Army NGIC.

(b} 1).14{c).14 (e}, 14 {0}

p)1).14 ()14 (e).14(9)
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(U} United States Atomic Energy Detection
System (US AEDS)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

D)1 4{c) 14 (e} 14{g}

(U} Hydroacoustic

BiN14(c)14(e)14(q)

() Seismic

(LY The seismic system is used for teleseismic detee-
tion and analysis of forcign nuclear detonations. Ten
seisnic field arrays strategically located wortdwide
continually collect data and tansmit it 1o AFTAC Tor
analysis. Specific tasking of this system is for the
detection of foreign nuclear detonations. Also under-
way Is rescarch and training into regional detection
and analysis of scismic activity focusing on the ability
toy detect local activities such as vehicolar movements.
This capability is ltmited to within severul hundred
meters of the actual instruments beeause of natural
attenuation of seismic waves and the tuning of the
istriments.

(bX 1,14 (c).14 ()14 (g}




{U) Saieilites

(U} Nuclear Detonation (NUDET} Detection System |

{U) The satcliite portion of thc USAEDS network
comprises sensors onboard the DSP satellites and the
GPS/NDS satcHites to provide coverage for surface,
ammospheric, and space nuclear detonations. These
assets or their variants will largely satisty the profifer-
ation mission for atmospheric explosions in the fore-
sccable luture. DSP and GPS/NDS provide
complementary coverage from the surface to the upper
atmosphere. Beyond this range only DSP’s unique
instraments can provide detection of deep-space
events. The OPS/NDS system consists of 21 opera-
tional satellites with 3 operational spares; al least 4
operational satellites will be above the horizon from
any point on carth at all times for continaous world-
wide coverage.

L DPIW
Figure 5-13. GPS NDS Sensor Breakout




-SECRET/NOFORNARININTEL

(U} Air Samplers
(BY1).14 ()14 (6).14(9)

{U) Ground Filter Unit {GFU)
e

b1 1.4(c}14(e)14(9)

{U} Automatic Cryogenic Rectifier (ACR

BY1).1.4(C).1.4 (e).14(g)

(b)(1),1.4 (c),1.4 (e),1.4 (9)




(U) WC-135 Air Sampler
(b)(1),1.4 (c),1.4 (e),1.4 (9)

s
e t;érgffﬁ /;2( KL

Figure 5-17. WC-135 Aircraft with Air Sampier Pod
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ALCOR/Maystack

@1).1 4(c)14(e)14(g) J

(b)(1),1.4 (c),1.4 (e),1.4 (9)

Figure 5-18. ALCOR at Kwajelien

1314 (c) .14 (e} 14(9)

igur 5-19, Haystak at Bedford
O)13.74 (¢} 14 (e).141(0)

(U} Airborne Synthetic Aperiure Radar
System (ASARS)

(b)(1).1.4 (c).14 ()14 (g)




(b)(1),1.4 (c),1.4 (e),1.4 (9) DOREICKEICREIG

{U) COBRA DANE
X144 ()14 Q)

{U) COBRA JUDY

(b)(13.1.4{c).14 (e),14{0)

{U) COBRA SHOE
X114, 14 (6114 ()

5-11
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(U) JSTARS OREICKEICREIC)
(b)(1),1.4 (c),1.4 (e),1.4 (9)

{U) Princlik Radar
(b)(1).14(c),14 (e} 14 (q)
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CHAPTER 6

TECHNOLOGY TRENDS
(U) MASINT AND THE FUTURE

(L) The thrust for the development of new MASINT
technologics is aceelerated support to military opera-
tors. Technologies applicable to MASINT collection,
processing, near-real-time fused data exploitation. and
dissemination are considered. The goal is (o provide
new of improved. user-friendly, actionable intelligence
information in ncar-realtime.

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

e e s i

{L}) Technology trends and their impact on MASINT
operational intelligence are discussed in the context of
representative land, air, maval, and unconventional
warlare missions,




b)(1.14(c).T4(e).14(g)

(U) Transportet/Erector Launchers

(U} LAND WARFARE

(U) Theater Ballistic Missile Defense
(b)(1),1.4 (¢),1.4 (e),1.4 (9)

(b)(1).14 ()14 (e} 14 (g)
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(b)(1),1.4 (€),1.4 (e),1.4 (9)

BN 14 )14 (e).14(g)

(U) Chemical/Biological Warfare
O)(1),14(c} 14 (e) 14 (g)

(U) Battle Damage Assessment {(BDA)
(b}(1).14 ()14 (e).14(g)

(U) Underground Targets
)1, 14 ()14 ()14 (g)




(U) intelligence Preparation of the (U) NAVAL WARFARE
Battlefield (iPB) (U) B d-the-hori (BTH)
eyond-the-horizon
(b)(1),1.4 (c),1.4 (e),1.4 (9) Surveillance

(b)(1),1.4 (c).1.4 (e),1.4 (9)

(U) Directed Energy Weapons
BOKEICKEIOREIG)

(U} Amphibious Operations
b)(1).14(c).14(e),14(9)

(U) AIR DEFENSE
(U) Aircratt Movements (U) UNCONVENTIONAL WARFARE

(b)(1).141c)14(e).14(q)

(U} Low Intensity Conflict Activity
Indications

(b)(1).14 (c).1.4 (e}.14{0)

g-5
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(U) INFRASTRUCTURE b)1).14(c)14(e).14{q)

(U) Processing/Exploitation/Analysis
(b)(1),1.4 (¢),1.4 (e),1.4 (9)

{U) Communications
BN 14 (c).14{e)14(9)

(U) Simulation and Modeling
OXEIGEETCREIC)
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CHAPTER?7

CONTRIBUTIONS OF MASINT

Performance
aterials Type/Composition
Radar Cross Section,
: i Uure.

(U) THE THIRD DIMENSION

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(b)(1),1.4 (c),1.4 (e),1.4 (9)




(b)(1),1.4 (c),1.4 (e),1.4 (9)
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APPENDIX A (U)

(U) MASINT APPLICATIONS FOR MILITARY SUPPORT
(b)(1),1.4 (c),1.4 (e),1.4 (9)

8-2




(b)(1),1.4 (c),1.4 (e),1.4 (Q)
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APPENDIX B (U)

MASINT SUPPORT DIRECTORY
(b)(3):10 USC 424
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(b)(3):10 USC 424

MASINT Cammittee Staff and Members

UNCLASSIFIED

(b)(3):10 USC 424

(b)(3).10 USC 424

Chairman, Subcommitiees and Working Groups

(b)(3):10 USC 424

(b)(3):10 USC 424
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(b)(3):10 USC 424

(b)(3):10 USC 424

SpectroradiometricWorking Group (SPRAWG)
Chairperson TBD

Geophysical Working Group
Chairperson TBD

(b)(3):10 USC 424

Nonproliferation Working Group
Chairperson TBD

MASINT Collection Managers

(b)(3):10 USC 424

(P)(3):10 USC 424

(b)(3):10 USC 424

UNCLASSIFIED
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ABBREVIATIONS

COMM - Commercial (umsecure) Telephone

DISTS - Defense Intelligence Secure Telephone System (gray phone)
DSN - Defense Suittand Network (formerly AUTOVON)

FAX - Facsimile

STU 11 - Secure Telephone Unit HI
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APPENDIX C (U)

(U) MASINT: A BRIEF HISTORY

(U) The term MASINT was coined in the mid 1970s. Previously, all radar intelligence data was referred to
as RADINT (radar intelligence) and data collected by COBRA BALL was called OPTINT (optical intelli-
gence). DIA placed these data types and others under an umbrelia called MASINT to facilitate collection
and programimatic management for these one or two of a kind sensor systems which responded to unique
requirements that were not part of the other (raditional collection disciplines. There was also NUCINT
(nuclear intelligence), ACOUSTINT (acoustic intelligence} and IRINT (infrared intelligence).

(U} Prior w the formalization of the MASINT Commitiee, each Service and the CIA had their own MAS-
INT- related cfforts including developraent of collection systems. DIA formed a MASINT Division to
provide centralized guidance for DoD MASINT collection requirements and systems, and w coordinate
with other Intelligence Commumity organizations. The Director of Central Intelligence (DCI) formed a
MASINT Subcommittee under the SIGINT Committee in 1983 as an initial step toward recognition us a
nutionat collection discipline. In 1986, the DCE created the MASINT Committee and rasked i to provide
policy and guidance for development of MASINT collection capabilities and to validate collection require-
ments. The most recont reorganization of the Intelligence Community in 1992 resulted in the formation of
the Central MASINT Office (CMOj under YA, The CMO, a joint Department of Defense and Intelli-
gence Community organization, has oversight of all MASINT activities including administrative support
tor the MASINT Commiltec.

(b)(1),1.4 (c),1.4 (e),1.4 (9)




(b)(1),1.4 (¢),1.4 (e),1.4 (9)

(1) Radar, infrared. acoustic, seismic, nuclear radiation detection, and materials sampling are the core
MASINT eollection techniques which have a long history of use whether recognized as MASINT or not.

8-9
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GLOSSARY OF TERMS AND ACRONYMS
A

ABM: Anti-Ballistic Missile

ACINT: Acoustic Intelligence (Emitted or reflected
sounds, pressure waves, or vibrations in water or fu-

ids)

Acoustic: Information source for MASINT achieved
by exploiting sound (Passive or active collection of
acoustic radiation in atmospheric, land, or ocean envi-
ronments)

ACOUSTINT: Acoustic Intelligence (Emitted or
reflected sounds, pressure waves or vibrations in air)

ACR: Automatic Cryogenic Rectifier

Active EO: The use of a laser (0 illuminate a target 1o
provide ranging, tracking. and signature information

AEDS: Alomic Energy Detection System
AEGIS: Naval radar with capability 0 provide MAS-

INT data on theater ballistic missiles within their
range and field of view

(b)(1),1.4 (c),1.4 (e),1.4 (9)

AH: Ad Hoc Reguirement

ALCOR: U.5. Army radar located on Kwajalein (Pro-
vides radar imaging of low to medium altitude satel-
lites)

AM: Amplification Requirement

AQA: Amphibious Objective Area

ASAR: Airborne Synthetic Aperture Radar (B)(1),1.

bility with potential to provide MASINT phase history
data) ‘

SECRET/NOFORN

ASAT: Antisatclhite
ATGM: Antitank Guided Missile
ASW: Anti-submurine Warlarce

AWACS: Airborne Warning and Control System (Tac-
tical radar with potential MASINT capability)

Azimuth: Horizontal direction on the earth surface

(Key clement for target location description relative to
a collection sensor)

B

BDA: Battle Damage Assessment (High priority mili-
tary mission to determine status ol a previous target)

Bistatic: System in which the receiver is some distance
from the transmitter, with separate antennas for cach
{For example, a bistatic radar)

BMD: Ballistic Missile Defense

BMDO: Batlistic Missile Defense Organization
BMEWS: Ballistic Missile Early Warning System
Broadband Radiometric Signature: Primarily associ-
ated with the infrared intensity versus time profile of a
targel and used f{or target template generation for
object identification

BTH: Beyond the Horizon

BW: Biological Weapons

C

C31: Command, Control, Communications and Inteli-
gence

C*1: Command, Control, Communication, and Com-
puters and Intelligence

CBJB: Congressional Budget Justification Book

Glossary 1
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CBW: Chemical and Biological Warlare
CENTCOM: U.S. Central Command

CH: Change Reqguirement

CINC: Commander-in-Chief

CMT: Critical Mobile Target

CMO: Central MASINT Office

CMOC: Central MASINT Opcrations Center

CMTCO: Central MASINT Technology Coordination
Oftfice

COBRA BALL: RC-1358 airborne collector of infra-
red target signatures of misstle reentries and experi-
mental testbed for TBM collection demonstrations

COBRA DANE: Large phased array radar located on
Shemya Istund, AK for collection on Russian 1ICBM

and space launches

COBRA EYE: Airborne only wuve infrared collector
(RC-135X) providing target signatures for BMDO

COBRA JUDY: ‘Séabascd S and X-land radar collec-
tors. operated by BMDO

COBRA SHOE: Ground-based HF over-the-horizon
radar, providing range, range rate, and relative azi-
muth on target at Russian test ranges and in fraqi
COMINT: Communications Intelligence

CPB: Charged Particle Beam

CREEK CHART: Ground-based S-and phased array
which monitors Russian airborne, missile and space

activity in the Barents Sea

CW: Chemical Weapons

D

DCCC: Defense Collection Coordination Center
DCE Divector of Central [ntelligence
DCHY: Director of Ceatral {nteligence Directive

DEFSMAC: Defense Special Missile and Astronautics

Cenler

{b)(3):10 USC 424

DEW: Dirccted Encrgy Weapon
DIA: Defense Intclligence Agency

DODIS: Department of Defense Intelligence Infor-
mation System

DSP: Defense Support Program

E

Electromagnetic Spectrum: The total range of wave
lengths or frequencies of electromagnetic radiation
extending from the longest radio waves to the shortest
COSHHC rays

Electro-Optical: Passive electro-optical, or optical
collection in witraviolet, visible, or infrared (short-
mid-, and long-wave) portions of the electromagnetic
spectrum

Electro-Optical Intelligence: A primary MASINT dis-
cipline that provides radiant intensities, dyparmic
motion, spectral/spatial characteristics and materials

composition of targets of interest

Elevation: Vertical distance to a target (or point) from
sea level or some other reference point

ELINT: Electronic Intelligence
EMP: Electromagnetic Pulse

Ex: Electro-Optical

Glossary 2




F

FISINT: Foreign Instrumentation Signal Intelligence
FLIR: Forward Looking Infrared

FPS-17/79: Ground based radar in Turkey providing
spacetrack and also has the capability 1o monitor some
Middle East military activity (e.g.. Iragi)

FSU: Former Soviet Union

Fusion Center: Location where multi-discipline infor-

mation sources are correlated to provide a combined
display or representation of a situation

G

Gamma-rays: High energy radiation produced in a
nuclear explosion

Geophysical: MASINT discipline category that
includes acoustic, seismic, hydroacoustic, magnetic,
and ionospheric disturbances in the earth's atmo-
sphere, water. surface, or subsurface

GPS: Global Positioning Satcllite

H

Haystack: Long-range imaging radar at MTT/LL for
collection on geosynchronous satellite systems

HF: High Frequency

HPM: High Power Microwave

HYDICE: Hyperspectral optical system in develop-
ment by the Navy to support spectroradiometric exper-

iments and utility analysis

Hydroacoustic: Sound, pressure waves, or vibrations
transmitted or reflected in the water

I

1CBM: Intercontinental Ballistic Missile

~SECRET/NOFORN—

IMINT: Imagery Intelligence

Intelligence and Communications Architectores
(INCA) Project Office

IR (Infrared): A primary radiation source exploited by
MASINT for target signatures. measurements, and

tracking

INR: Bureau of Intelligence and Rescarch (State
Department)

INSCOM: ULS. Afm_x,-‘ Intelligence and Security Com-
mand

IPB: Intelligence Preparation of the Barttleficld

IPSG: intelligence Program Support Group

IRINT: Infrarcd Intelligence

J

JCS: Joint Chiefs of Stalf

JEM: Jet Engine Modulation

;FIC: Joint Intelligence Center

JSTARS: Joint Surveillance and Target Radar System
JTIDS: Joint Tactical Information Distribution System

JWICS: Joint Worldwide Intelligence Communica-
tions System

KEW: Kinetic Encrgy Weapon
LLADAR: Laser radar. Laser detection and ranging

Landsat: Spaccbased multi-spectral collection sensor

Glossary 3




Easer: Active or passive collcetion by a light infrared
detection and ranging system (LIDAR) or laser detec-
tion and ranging system (LADAR) (Includes usc of
active lasers in combination with passive EO collee-
tion devices: ¢.9.. spectromeicrs, to stimulate/excite
targets or air parcels and thus enhance the potential of
passive EQ sensors)

LASINT: faser Intelligence
LIC: Low Intensity Conflict
LIDAR: Light detection and ranging

Line-of-Sight: The straight unobstructed path or line
between two points, as between a scnsor location and
a target

L. WIR: Long-Wave Infrared

MASINT: Measurement and Signature Intclligence

MASINT Committee: Measurcment and Signature
Intelligence Committee responsible for national MAS-
INT management and policy

MASINT Disciplines: Consists of electro-optical,
radar, radio frequency. geophysical, matertals sam-
pling. and nuclear radiation techniques and capabili-
ties

Materials: The physical collection of gases, effluents,
and Hiquids particulates, to determine target attributes
OT PrOCEsses

Materials, Effiuent, and Debeis Sampling: The active
or passive collection of gases, airbome solid or liguid
particulate. fiquids, or biological. chemical, mineral,
soil, or vegetative samples

Mensurement: The gathering of precise technical data
such as radar eross section, radiant intensity or tem-
perature to identify military operations, assess weapon
system performance, or to understand other natu ally
oceurring events

MHW: MASINT Handbook for the Warfighter

MIRYV: Multiple Independently-Targetable Reentry
Vehicle

MODS: Multipte Optical Data System

Monostatic: Conventional radar where transmitter and
receiver are at the same location and share the same
antenna

MRDBS: MASINT Requirements Database System
MRSC: MASINT Reguirements Subcommities

MTT: Moving Target Indicator

Multi-band: Refer to a collection device with several
10105 of bands of operation

Multi-spectral: Primarily used to refer to imaging sys-
tem with a few bands of operation (¢.g., Luandsat)

N

NAIC: National Air Inteliigence Center
NBC: Nuclear, Biotogical, Chemical

NCTR: Non-Cooperative Target Recognition
NDS: NUDET Detection System

NETCAP: National Exploitation of Tactical Capabili-
ties

Neutrons: A particle of radiation associated with
nuclear materials and their detection

NFIP: Nationa! Foreign Intclligence Program
NGIC: National Ground Intetligence Center
NPB: Neutral Particle Beam Weapon

NRI.: Naval Research Laboraiory

Glossary 4




NRT: Near-Realtime

NUCINT: Nuclear Intelligence

Nuclear Radiation: A major MASINT disciplineftech-
nique for characterizing nuclear testing and material
production

Nuclear Radiation Detection: Passive or active detec-
uon, collection, and measurement of gamma, neutron,
x-ray, or other radiation from nuclear sources
NUDET: Nuclear Detonation

OASD: Gffice of the Assistant Secretary of Defense
ONI: Office of Naval Intelligence

OPINT: Optical Intelligence

Optical: The use of visible or near visible light (UV or
tar IR) to provide MASINT targets signatures

OTH: Over the Horizon

Other Geophysical: Use of magnetic and gravimetric
collection techniques

PHD: Phase History Data
Polarization: The orientation of electromagnetic

waves that are transmitted or received {e.g., horizon-
tal, vertical)

R&D: Research and Development

Radar: Active or passive collection by line-of-sight,
bi~static, or over-the-horizon radar systems

Radar Cross Section: The reflected target signature of
an object of interest

—SECRET/NOFORN—

Radiation Detection: The collection of x-ray, gamma-
rays, newtrons etc., to characterize nuclear testing and
material production/transportation

RADINT: Radar Intelligence

Radio Frequency: A major MASINT rechnique
exploiting electro-magnetic pulse (EMP), other wide-
band RF emanations, and unintentional radiation
SOurees

Radio-Frequency/Electro-Magnctic Pulse Intelli-
gence: Passive collection of high-intensity radio-fre-
quency or electro-magnetic pulse data from weapon

sourees

Radiometry: The detection and measurement of radi-
ant electromagnetic energy

Range: The distance from a sensor 1o a target of inter-
est

RDT&E: Research, Development, Test, and Evalua-
tion

RF/EMP: Radio Frequency/Electro-magnetic Pulse
Intcliigence

RE MASINT: Radio Frequency MASINT
RINT: Unintentional Radiation Intelligence
RMS: Requirements Management System
ROW: Rest of the World

RTOS: Real Time Optics System

S

S&T: Scientific and Technical

SAM: Surface-to-air Missile

SAR: Synthetic Apeture Radar

Glossary 5
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Seismic: Passive collection and measurement of seis-
mic waves

SIGINT: Signals Intelligence

Signature: The product of multiple measurements col-
lected over lime and under varying circumstances.
{Persistent, characteristics which are consistently rep-
licated over multiple observations of similar targets)

SLOW WALKER: Program which detects high per-
formance aircraft by DSP

SLOW JOGGER: Program which detects high perfor-
mance aireraft by DSP-A

SMO: Support to Military Operations
SN: Standing Reguirement

SNM: Special Nuclear Materials
SOCOM: Spectal Operations Command

Sonar: A sensor that uses underwater ground to deteot
and locate objects in the sca (Sound navigation and
ranging)

SOSUS: Sound Surveillance System

Spectral Data: The wavclength at related information
from a MASINT collcction sensor

Spectroradiometric: Passive EO collection and appli-
cation of MASINT tcchnigues to derive data from
multi/hyper/ultra-spectral and radiometric collection
systems

SRBM: Short Range Ballistic Missile

SAR (Synthetic Aperture Radar): PHD (phase History
Data): Active collection and exploitation of phase and
amplitude histories from coherent synthetic aperture
radar systems, {(may also include the use of traditional
and developmental radar exploitation technigues with
data derived from SAR imaging systems)

T

TACREP: Factical Report (Man machine rcadable for-
mat used to report perishable information of tactical
significance for the immediate attention of a tactical
Hser)

Tactical Warning: Warning after initiation of a hostile
or threatening act based on an evaluation of informa-
tion from all available sources

Target Trajectory: The path of the object or target of
interest

TBM: Theater Ballistic Missile
TECRAS: Technical Reconnaissance and Surveiflance
TEL: Transporter-Erector-Launcher

Temporal History: Time history of a MASINT data
product

TENCAP: Tactical Exploitation of National Capabili-
lies

TIARA: Tactical Intelligence and Related Activities
TIBS: Tactical Information Broadcast Service

TR: Time Scnsitive Requirement

Tracking: Following the movement ol an object over

its course of flight by plotting its bearing and distance
at frequent intervals

UAV: Unmanned airborne vehicle.
UMS: Unattended MASINT Sensor
Uninteational Radiation: Passive collection of unin-

tentional radio-frequency/other radiation sources ema-
nating from targets of interest

Glossary 6




USAEDS: United States Atomic Energy Detection W
Sysiem
Wavelength: Refers to operating range of an optical
LV: Ultra-violet svstem
UWRB: Ultra Wideband X
A" . X-ray: Nuclear particle of interest for characterizing

nuclear explosions and materials production
Visible: Refers to the wavelengths of Hght observable
by the human eve

WSE-0679/64 Glossary 7
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