















































Because we face an adaptable and evolving terrorist threat, we must use all tools at our disposal
to detect and disrupt that threat. This includes using the public safety exception to Miranda in
order to gather intelligence and to identify any imminent threat posed by that individual or
others with whom they may be working. If I am confirmed, | would make it a priority to ensure
that we bring all tools to the table to detect and disrupt national security threats — including
prosecution in the civilian justice system, and military, intelligence, and diplomatic tools.

QUESTION 22: Please describe your view on the efficacy of debriefings after the issuance
of Miranda warnings. Pleasc describe the efficacy of debriefings after detainees are charged
in the criminal justice system, including the role of proffer agreements and plea bargaining
negotiations in eliciting additional information,

Answer: We have had great success in obtaining intelligence information from terrorists even
after they have been read their Miranda rights. Similarly, proffer agreements and plea
bargaining, with the assistance of defense counsel, can also be an important incentive in
obtaining intelligence information from criminal defendants.

QUESTION 23: What role should the HIG or the NSD play with regard to the debriefings of
individuals who have been charged in the criminal justice system and the dissemination of
information obtained from those debriefings?

Answer: The HIG has the capability to elicit intelligence information domestically or overseas
from persons charged in the criminal justice system in connection with our counterterrorism
efforts. The HIG also has the ability to disseminate information obtained in questioning
conducted by its personnel. NSD plays an important role in making sure that those debriefings
and any disseminations are handled appropriately and in a way that is consistent with the
government’s national security interests, including in intelligence collection and criminal
prosecution.

Counterterrorism Prosecutions

QUESTION 24: 28 C.F.R. §0.72(a)(8) assigns to the Assistant Attorney General for
National Security the responsibility to prosecute and coordinate prosecutions and
investigations targeting individuals and organizations involved in terrorist acts at home or
against U.S. persons or interests abroad, or that assist in the financing of or providing
support to those acts.

a. Describe the personnel resources, both attorneys and others, within the NSD that
are devoted to the prosecution of terrorism cases.

Answer: NSD's Counterterrorism Section (CTS) supervises a coordinated national
counterterrorism enforcement program through close collaboration with Justice
Department leadership, the National Security Branch of the FBI, the Intelligence
Community and the 93 U.S. Attorneys” Offices around the country. Currently, the
CTS has 46 attorneys and 12 non-attorneys on staff.
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b. Please provide up-to-date information on the status of major terrorism
prosecutions during the last two years.

Answer: Below are examples of major public terrorism prosecutions during the past
two years:

Ahmed Abdulkadir Warsame: On December 21, 2011, Warsame pleaded guilty,
pursuant to a cooperation agreement, to a nine-count indictment charging him
with providing material support to al Shabaab and al Qaeda in the Arabian
Peninsula (AQAP), as well as conspiring to teach and demonstrate the making of
explosives, possessing firearms and explosives in furtherance of crimes of
violence, and other violations. The guilty plea was unsealed on March 25,

2013. This prosecution remains pending.

Mustafa Kamel Mustafa: On October 5, 2012, Mustafa (a/k/a Abu Hamza al
Masri) was extradited to the Southern District of New York from the United
Kingdom on an indictment charging multiple crimes, including conspiracy to
take hostages and hostage-taking, and conspiracy to provide and providing
material support to terrorists and al Qaeda. Mustafa is charged in connection
with his alleged role in a hostage-taking in Yemen in 1998 that resulted in four
deaths; a conspiracy to establish a terrorist training camp in Bly, Oregon; and
supporting violent jihad in Afghanistan and 2000 and 2001. This prosecution
remains pending.

1998 Embassy Bombing: Three defendants — Adel Abdel Bary, Khaled al
Fawwaz, and Anas al Liby — are being prosecuted in the Southern District of
New York in connection with the 1998 bombings of the U.S, Embassies in
Kenya and Tanzania, which caused the deaths of 224 individuals and injured
thousands more. Fawwaz and Bary were extradited from the United Kingdom
on October 5, 2012. On October 12, 2013, Anas Al-Liby was arrested by the
FBI on the indictment after his overseas transfer of custody from the Department
of Defense. Since 2001, five other co-conspirators have been convicted of
various offenses in connection with their roles in the al Qaeda conspiracies that
culminated in the Embassy bombings and sentenced to life imprisonment. This
prosecution remains pending.

Sulaiman Abu Ghayth: Abu Ghayth has been charged with conspiracy to kill
U.S. nationals and conspiracy to provide and providing material support to
terrorists. According to court documents, from at least May 2001 up to around
2002, Abu Ghayth allegedly served alongside Usama bin Laden, appearing with
bin Laden and his then-deputy Ayman al-Zawahiri, speaking on behalf of the
terrorist organization and in support of his mission, and warmning that attacks
similar to those of September 11, 2001, would continue. This prosecution
remains pending.

Ibrahim Harun: On October 4, 2012, Harun was extradited from Italy to the
Eastern District of New York on an indictment charging several terrorism-related
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crimes, including conspiracy to murder American military personnel in
Afghanistan, conspiracy to bomb American diplomatic facilities in Nigeria,
conspiracy to provide and providing material support to al Qaeda, and related
firearms and explosives counts. According to court documents, he allegedly
arrived in Afghanistan shortly before the September 11, 2001 attacks. He then
joined al Qaeda, received military-type training at al Qaeda training camps, and
ultimately fought against United States and Coalition forces in Afghanistan with
an al Qaeda fighting group based in Pakistan. In 2003, Harun traveled to Africa
with the intent to conduct attacks on U.S. diplomatic facilities in Nigeria. Afier
the arrest of a co-conspirator, Harun traveled to Libya, en route to Europe, but
was apprehended in early 2005. He remained in Libyan custody until June 2011,
when he was released and then arrested by Italian authorities. This prosecution
remains pending.

Dzhokhar Tsarnaev: On April 19, 2013, Tsarnaev was arrested in the District of
Massachusetts in connection with his alleged role in the bombing attack on the
Boston Marathon on April 15, 2013, the murder of MIT police officer Sean
Collier, and the carjacking of a vehicle in Watertown, Massachusetts. On June
27, 2013, a federal grand jury subsequently returned a 30-count indictment that
includes use of a weapon of mass destruction resulting in death and conspiracy,
use of a firearm in during and in relation to a crime of violence causing death,
and carjacking resulting in serious bodily injury. On January 30, 2014, the
Attorney General determined that the United States would seek the death penalty
in this matter. This prosecution remains pending.

What is your view of the effectiveness of the Classified Information Procedures
Act (CIPA) and the federal courts generally in protecting classified information
while prosecuting terrorist suspects?

Answer: CIPA has proven to be a useful tool in the prosecution of national security
cases and provides a carefully crafted balance between the Government’s need to
protect classified information and the rights of the accused to mount a full, vigorous
defense. CIPA has been used extensively in the last thirty years in a variety of
criminal cases; and while unauthorized disclosure cases present particular challenges,
without CIPA the Government simply could not obtain criminal convictions in certain
cases involving national security matters while simultaneously protecting the
classified information necessarily involved in such matters.

Counterespionage Prosecutions

QUESTION 25: 28 C.F.R. §0.72(a)(7) assigns to the Assistant Attommey General for
National Security the responsibility to prosecute federal crimes involving national security,
foreign relations and terrorism, including espionage statutes.

a. Describe the personnel resources, both attorneys and others, within the NSD that

are devoted to the prosecution of espionage cases.
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Answer: As noted in response to question 14, NSD’s Counterespionage Section
supervises the investigation and prosecution of espionage and related statutes.
Currently, the Counterespionage Section is composed of 21 attorneys and 11 non-
attorneys.

. Please provide up-to-date information on the status of major counterespionage and
related prosecutions during the last two years.

Answer: Below are examples of major public counterespionage and related
prosecutions during the past two years:

* United States v. Underwood, in which the defendant pleaded guilty to
attempting to communicate national defense information in violation of 18
U.S.C. § 794 and was sentenced to 9 years;

¢ United States v. Soueid, in which the defendant was convicted at trial of
violating 18 U.S.C. § 951 and was sentenced to 18 months;

e United States v. Mascheroni, in which the defendant pleaded guilty to
numerous violations, including 42 U.S.C. § 2274 and 18 U.S.C. § 793, and

has not yet been sentenced:

e United States v. Hofiiman. in which the defendant was convicted of
attempting to commumnicate national defense information in violation of 18
U.S.C. § 794 and has not yet been sentenced:

« United States v. Liew, in which the defendant was charged with numerous
violations, including 18 U.S.C. § 1831, and the trial is ongoing;

o United States v. Corezing et al., in which numerous defendants were charged
with conspiracy to defraud the United States through the illegal shipment of
military antennas to the People’s Republic. Defendants Hia Soo Gan Benson,
also known as “Benson Hia,” and Lim Kow Seng, also known as “Eric Lim.”
pleaded guilty to conspiracy to defraud the United States by dishonest means,
in violation of 18 U.S.C. § 371, and were sentenced to 37 and 34 months
respectively.

e United States v. Pratt & Whitney Canada, in which Pratt & Whitney Canada
Corp. (PWC), a Canadian subsidiary of the Connecticut-based defense
contractor United Technologies Corporation (UTC), pleaded guilty to
violating the Arms Export Control Act and making false statements in
connection with its illegal export to China of U.S.-origin military software
used in the development of China’s first modern military attack helicopter.
the Z-10. In addition, UTC, its U.S.-based subsidiary Hamilton Sundstrand
Corporation (HSC), and PWC agreed to pay more than §75 million as part of
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a deferred prosecution agreement in connection with the China arms export
violations and for making false and belated disclosures to the U.S.
government about these illegal exports.

s United States v. Ming Suan Zhang, in which Zhang pleaded guilty to
violating the International Emergency Economic Powers Act by attempting to
llegally export massive quantities of aerospace-grade carbon fiber from the
United States to China and was sentenced to 57 months.

e United States v. Fishenko, in which 11 defendants were charged in a
conspiracy to illegally ship high-tech microelectronics components to Russia.
Defendants are pending trial.

OLC Opinions on Matters Within the Responsibility of the National Security Division

QUESTION 26: With respect to OLC opinions on matters related to the responsibilities
of the NSD, or, ifpreceding the establishment of the NSD, were related to such matters as
electronic surveillance, physical searches, or other methods of national security
investigations that would now be of interest to the NSD, will you, if confirmed, undertake
to do the following;

a. Provide to the Committee a comprehensive list and description of OLC opinions
on these subjects, particularly opinions that remain in force or are of significant
historical value in understanding the development of the Government's legal
theories;

b. Provide to the Committee copies of those opinions, for handling in accordance with
their classification, which are identified by or on behalf of the Committee as useful
to it in the performance of its legislative and oversight responsibilities; and

c. Promptly update the list and description as new opinions are issued and provide
such new opinions to the Committee on request?

d. If your answer to any part of Question 26 is no, or is qualified, please describe the
basis, if any, for the Department of Justice to decline to provide information or
material requested by the Committee under sections 502 or 503 of the National
Security Act of 1947 for the purpose of being fully and currently informed about
the legal basis for intelligenice activities or covert actions. Please identify in any
such description the level of authorization in the Executive Branch required for
any such refusal.

Answer: [ appreciate the importance of the Committee’s oversight role and its
interest in the legal basis for intelligence activities or covert actions. However, [ am
not in a position to offer commmitments as to how the Department may respond to
particular requests for docurnents created by another Department component. I
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understand that it is important for the Committee to receive information on the legal
basis for intelligence activities or covert actions. If confirmed, I will consider it my
responsibility to ensure that requests to the National Security Division for
information over which it has control receive a timely and respectful response.

State Secrets

QUESTION 27: The Attorney General’s September 23, 2009 memorandum on state secrets
states, “[t]he Department will provide periodic reports to appropriate oversight committees of
Congress with respect to all cases in which the Department invokes the privilege on behalf of
departments or agencies in litigation, explaining the basis for invoking the privilege.” Do you
agree to fully comply with this obligation, including with regard to pending litigation?

Answer: [understand that the Department’s policy remains to provide periodic reports to
appropriate oversight committees of Congress regarding invocations of the State Secrets Privilege in
litigation, and the Department provided its initial report to Congress on April 29, 2011. Ibelieve that
the Department plans to submit another report in the near firture.
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