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REAUTHORIZATION OF THE PATRIOT ACT

WEDNESDAY, MARCH 9, 2011

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CRIME, TERRORISM,
AND HOMELAND SECURITY,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 1:30 p.m., in room
2141, Rayburn Office Building, the Honorable F. James Sensen-
brenner, Jr. (Chairman of the Subcommittee) presiding.

Present: Representatives Sensenbrenner, Smith, Gohmert, Lun-
gren, Poe, Chaffetz, Griffin, Marino, Gowdy, Adams, Quayle, Scott,
Conyers, Johnson, Chu, Wasserman Schultz, and Quigley.

Staff present: (Majority) Caroline Lynch, Subcommittee Chief
Counsel; Sarah Allen, Counsel; Arthur Radford Baker, Counsel,;
Sam Ramer, Counsel; Lindsay Hamilton, Clerk; (Minority) Bobby
Vassar, Subcommittee Chief Counsel; Sam Sokol, Counsel; and
Veronica Eligan, Professional Staff Member.

Mr. SENSENBRENNER. The Subcommittee will come to order.

And welcome to today’s hearing on the reauthorization of the PA-
TRIOT Act. I would like to especially welcome our witnesses and
thank you for joining us today.

Presently I am joined by the distinguished Ranking Member and
Chairman emeritus of the Subcommittee, Bobby Scott of Virginia.
There will be more Members that will be coming later on.

I yield myself 5 minutes for an opening statement.

Today’s hearing on the reauthorization of the PATRIOT Act will
focus on three provisions set to expire May 27th: section 206, rov-
ing authority; section 215, business records; and the “lone wolf”
definition.

Last month, Congress approved a 90-day extension of these pro-
visions to ensure their continued use by the intelligence commu-
nity. The extension also affords this Committee the opportunity to
review how these provisions are used and how to assist our na-
tional security investigations and to ensure that they are not being
misused. The Committee plans to hold an additional hearing later
this month on the permanent provisions of the PATRIOT Act.

As the then Chairman of the House Judiciary Committee, I
oversaw the enactment of the USA PATRIOT Act in response to
the 9/11 terrorist attacks. Title 2 of the act addressed enhanced for-
eign intelligence and law enforcement surveillance authority. 14 of
the 16 sections of that title were made permanent by the 2005 PA-
TRIOT Act reauthorization. The roving wiretap and business
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records provisions were extended to December 31st, 2009. Also set
to expire on that date was section 6001 of the Intelligence Reform
and Terrorist Prevention Act of 2004, which we call IRTPA, the
lone wolf definition. Congress did not enact a reauthorization in
2009. Instead the expiring provisions were extended three times,
first for 60 days, then for a year, and now for 90 days, and it is
time for Congress to reauthorize this law.

Congress should make permanent the lone wolf definition. This
provision closes a gap in FISA that if allowed to expire could per-
mit an additional terrorist to slip through the cracks and carry out
his plot undetected. It has nothing to do whatsoever with any type
of surveillance on these people. That is in other parts of the act.

When FISA was originally enacted in 1978, America was con-
cerned largely with collecting intelligence from foreign nations such
as the Soviet Union or terrorist groups like the FARC in Colombia.
Therefore, the law authorized intelligence gathering to foreign pow-
ers and their agents.

The intelligence landscape has changed dramatically in the last
30 years. Today we are confronted with threats from individuals
who may subscribe to certain beliefs but do not belong to a specific
terrorist group. Without the lone wolf definition, our surveillance
tools will be powerless against this growing threat to America’s se-
curity.

Section 206 of the PATRIOT Act authorizes the use of roving or
multi-point wiretaps for national security and intelligence inves-
tigation. This allows the Government to use a single wiretap order
to cover any communications device that the target is using or
about to use. Without roving wiretap authority, investigators are
required to seek a new court order each time a terrorist or spy
changes cell phones or computers.

Section 215 of the act allows FISA Courts to issue orders grant-
ing the Government access to business records and foreign intel-
ligence, international terrorism, and clandestine intelligence cases.
The 2005 reauthorization expanded congressional oversight and
added additional procedural requirements and judicial review.

Since the PATRIOT Act was enacted, these provisions have been
scrutinized by Congress and have been either unchallenged or
found constitutional. The lone wolf definition has never been chal-
lenged. Section 206 roving authority has never been challenged.
The criminal roving wiretap authority was upheld under the
Fourth Amendment to the Constitution by the Ninth Circuit in
1992. Section 215 business records was challenged, but after Con-
gress made changes to that provision in the 2005 reauthorization,
the lawsuit was withdrawn. Each of these provisions is integral to
defending America against enemy nations, terrorist groups, and in-
dividual terrorists and must be kept intact.

I wish to welcome our witnesses and thank you for joining us
today.

And now I would like to recognize for his opening statement the
gentleman from Virginia, Mr. Scott, who is the Ranking Member
of the Subcommittee.

Mr. ScorT. Thank you, Mr. Chairman. I thank you for holding
this hearing on the reauthorization of the expiring provisions of the
USA PATRIOT Act. We are here on a temporary 3-month exten-



3

sion. The House passed a much longer extension. I am pleased that
it was shorter extension, but I remain opposed to the extension of
these provisions without changes to them to better ensure the
rights of innocent Americans are not trampled upon.

Three sections scheduled to sunset are deeply troubling. Section
215 of the PATRIOT Act authorizes the Government to secretly ob-
tain any tangible thing so long as it provides, in an ex parte pro-
ceeding, a statement of facts showing that there is reasonable
grounds to believe that the tangible things are relevant to a foreign
intelligence, international terrorism, or espionage investigation. No
showing of probable cause, no direct connection to a foreign power
or agent is needed, and any tangible thing includes business
records, library records, tax records, educational records, medical
records, or anything else.

Before the enactment of section 215, only specific types of records
were subject to such orders and the Government had to show spe-
cific and articulable facts giving reason to believe that the person
to whom the records pertain is a foreign power or an agent of a
foreign power. While these extraordinary powers were authorized
and defended under the rubric that they are necessary to protect
us from patriotism, the secret dragnet style approach allows the
Government to review personal records even if there is no specific
and articulable facts giving reason to believe that the individual
targeted had anything to do with terrorism. The justification of
these extraordinary powers is to protect us from terrorism. Con-
gress should either ensure that things collected with this power
have a meaningful connection to at least suspected terrorism or the
provision should expire.

Section 206 provides for roving wiretaps, including a John Doe
roving wiretap, which permit the Government to secretly tap
phones it believes a non-U.S. person may use. The order may be
against any phone, including a phone of a neighbor if the person
has visited before and used the phone whether or not he is deter-
mined to be using the phone again or if the officials represent to
a judge, on an ex parte basis, that the person is evasive in the use
of phones.

Section 6001, the so-called “lone wolf” provision, permits secret
intelligence gathering of non-U.S. persons in the U.S. even if they
are not affiliated with a foreign government or terrorist organiza-
tion. We have traditionally limited this kind of Government power
to situations that involve agents of foreign governments or foreign
terrorist organizations. With the necessity for business people to
operate in a global economy and the frequency with which Amer-
ican citizens interact with people from around the world, the risk
that this provision poses for ordinary activities of such Americans
to be subject to spying is unacceptable, especially since the Govern-
ment testimony indicates that the lone wolf provision is rarely, if
ever, used. And even if there was a case where there was good
cause for the Government to keep tabs on such people, there is no
reason to jeopardize the safeguards that protect the traditional
rights and freedoms of Americans when we can pursue such per-
sons under existing authorities which allow emergency warrants
and just about any other Government action that is reasonably
based on pursuing a suspect.
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It is encouraging that there was significant bipartisan opposition
to the extension of these PATRIOT Act provisions. It shows a
healthy skepticism of unrestrained Government power to spy on
people in the United States. We need to restore our traditional re-
spect for the right of every individual to be secure from unchecked
Government intrusion. I hope that we can arrive at ways of doing
so in our review of these authorities. We did so before under your
leadership, Mr. Chairman, when we arrived at a version of the PA-
TRIOT Act when it was originally passed that every Member of the
House Judiciary Committee voted for, and I am confident that we
can again under your leadership do the same thing.

Thank you and I yield back.

Mr. SENSENBRENNER. The time of the gentleman has expired.

The Chair now recognizes the Chairman of the Committee, the
gentleman from Texas, Mr. Smith.

Mr. SMITH. Thank you, Mr. Chairman.

The September 11th attack—and this September 11th marks the
10-year anniversary of the worst terrorist attack in U.S. history.
America is fortunate not to have suffered another attack of such
magnitude and devastation in the past decade. This does not mean
that the terrorists have given up their plot to destroy America or
that we should no longer be prepared for another large-scale at-
tack. As we have seen in recent years, the absence of a major at-
tack does not mean that America is secure.

To avoid detection, terrorists have shifted their tactics away from
complex, coordinated attacks by a group of terrorists to smaller, in-
dividualized plots by rogue terrorists.

On Christmas Day 2009, a foreign terrorist from Nigeria at-
tempted to detonate a bomb hidden under his clothes on a plane
on the way to Detroit.

Last spring, a radicalized American citizen from Pakistan tried
to explode a car bomb in Times Square.

Plots to attack both the Washington, D.C. Metro and New York
subway systems have also been thwarted.

And just 2 weeks ago, a 20-year-old student from Saudi Arabia
was arrested in my home State of Texas for attempting to use
weapons of mass destruction. Khalid Aldawasari entered the
United States in 2008 on a student visa to complete English lan-
guage training, but in reality, he came to the United States to
carry out violent jihad on innocent Americans. Aldawasari had
been planning his bombing plot for years, even seeking out a par-
ticular scholarship to attend school in the U.S. while carrying out
this plot. According to prosecutors, Aldawasari obtained two of the
three chemicals needed for a bomb over the last 3 months and had
attempted to buy the third. He had also researched potential tar-
gets, including the Dallas residence of former President George W.
Bush, several dams in Colorado and California, and the homes of
three former military guards who served in Iragq.

The PATRIOT Act was enacted to prevent both large-scale at-
tacks and terrorist plots by individual terrorists acting alone like
the one in Dallas. Unfortunately, the myths surrounding the PA-
TRIOT Act often overshadow the truth, but this is not “Law and
Order” or some criminal justice show painting the PATRIOT Act as
a tool of “Big Brother” just for their ratings. This is the real world
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where we must address the real threat from foreign terrorists. As
we review these expiring provisions, Congress must set aside fic-
tion and focus on the facts.

The three expiring national security provisions that Congress
will consider this year are both constitutional and common sense.
For example, the roving wiretap provision allows intelligence offi-
cials, after receiving approval from a Federal court, to conduct sur-
veillance on terrorist suspects regardless of how many communica-
tion devices they use. We know terrorists use many forms of com-
munication to conceal their plots, including disposable cell phones.

Roving wiretaps are nothing new. Domestic law enforcement
agencies have had roving authority for criminal investigations
since 1986. If we can use this authority to track down a drug lord,
why shouldn’t we also use it to prevent a terrorist attack?

The business records provision allows the FBI to access tangible
items, including business records in foreign intelligence, inter-
national terrorism, and espionage cases. Again, this provision re-
quires the approval of a Federal judge. That means the FBI must
prove to a Federal judge that the documents are needed as part of
a legitimate national security investigation.

The third provision amends the legal definition of an agent of a
foreign power to include a lone wolf provision. National security
laws allow intelligence gathering on foreign governments, terrorist
groups, and their agents. But what about a foreign terrorist who
either acts alone or cannot be immediately tied to a terrorist orga-
nization? The lone wolf definition simply brings our national secu-
rity laws into the 21st century to allow our intelligence officials to
answer the modern day terrorist threat.

We cannot fight terror in this century with the tools of the last
century. Congress must reauthorize these important national secu-
rity laws. We simply cannot afford to leave our intelligence commu-
nity without the resources it needs to dismantle terrorist organiza-
tions, identify threats from both groups and individuals, and inter-
rupt terrorist plots of all sizes.

Mr. Chairman, let me say in conclusion that I personally appre-
ciate all the work that you have done on the PATRIOT Act. You
were the Chairman of this Committee when it first passed. You
have conducted oversight of the PATRIOT Act in the past. You are
continuing to do so today. And I hope the results of all of our ef-
forts will be to reassure individuals that these three provisions
need to be extended and that they are doing a lot to protect the
lives of Americans today.

I yield back.

Mr. SENSENBRENNER. The Chair recognizes the most recent
Chairman emeritus of the Committee, the gentleman from Michi-
gan, Mr. Conyers.

Mr. CONYERS. I want to thank the most senior Chairman emer-
itus for recognizing me and to let you know that I do not know if
you are, as our present Chairman, about to move the discussion of
the PATRIOT Act from the Constitution Subcommittee to the
Crime Subcommittee. That is your prerogative. And I noticed that
is what the senior Chairman emeritus did when he was Chair. And
here we are doing it again.
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Now, it is my understanding that many Members in the Sub-
committee opposed this 3-month extension. They wanted it longer.
I am satisfied with 3 months and apparently so is the other body.

So we are here today. And I guess no one else has to recount all
the horror stories of terrorism, incidents of terrorists, people ar-
rested for terrorism and not yet prosecuted. That has all been done.
But I am not sure if that is the main issue that surrounds us today
because the most basic questions raised to me are what intrusions
on our freedom and privacy will we accept, how much will we ac-
cept in this fight against terrorism. I noticed that the Chairmen of
the Subcommittee and the full Committee have failed to even com-
ment on that, which I consider to be the crux of us coming to-
gether. It is commented on by one of the witnesses here from the
Cato Institute.

What we are trying to do here today is reach a balance between
protection and our liberties. I just want to read you what came
from a former Senator from Minnesota—Wisconsin: “Of course,
there is no doubt that if we lived in a police state, it would be easi-
er to catch terrorists. If we lived in a country that allowed the po-
lice to search your home at any time for any reason, if we lived in
a country that allowed the Government to open your mail, eaves-
drop on your conversations, intercept your email, if we lived in a
country that allowed the Government to hold people in jail indefi-
nitely based on what they write or think or based on mere sus-
picion that they are up to no good, then the Government would, no
doubt, discover and arrest more terrorists. But that is not a coun-
try which we would want to live in and that would not be a country
for which we could, in good conscience, ask our young people to
fight and die for. In short, it would not be America.” And so it is
that set of concerns that to me bring us here today.

And for all of us, I keep remembering that the Chairman’s origi-
nal PATRIOT bill was passed unanimously out of this Committee,
and then not so mysteriously substituted in the Rules Committee
for a bill that no one had ever seen before. And so it is against that
backdrop that I join in welcoming all of the witnesses today for this
discussion.

Thank you.

Mr. SENSENBRENNER. The time of the gentleman has expired.

Without objection, Members’ opening statements will be made a
part of the record.

And also without objection, the Chair will be authorized to de-
clare recesses during votes on the House floor.

It is now my pleasure to introduce today’s witnesses.

Todd Hinnen is the Acting Assistant Attorney General for Na-
tional Security at the Department of Justice. Prior to assuming this
position, Mr. Hinnen was the Deputy Assistant Attorney General
for Law and Policy at the National Security Division of the Depart-
ment of Justice. He also has previously served as chief counsel to
then Senator Joseph Biden, Jr., and as a director in the National
Security Council’s Combating Terrorism Directorate and as a trial
attorney in the Department of Justice’s Computer Crime and Intel-
lectual Property Section.
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Mr. Hinnen clerked for Judge Richard Tallman on the Ninth Cir-
cuit Court of Appeals and he is a graduate of Amherst College and
Harvard Law School.

Robert Litt is the General Counsel in the Office of the Director
of National Intelligence. Before joining ODNI, Mr. Litt was a part-
ner with the law firm of Arnold & Porter, LLP. He served as a
member of the governing body of the American Bar Association’s
Criminal Justice Section and is a member of the advisory com-
mittee to the standing Committee on Law and National Security.

From 1993 to 1999, Mr. Litt worked at the Department of Justice
where he served as the Deputy Assistant Attorney General in the
Criminal Division and then as the Principal Associate Deputy At-
torney General. His duties at DOJ included FISA applications, cov-
ert action reviews, computer security, and other national security
matters.

He started his legal career as a clerk for Judge Edward Weinfeld
of the Southern District of New York and Justice Potter Stewart
of the United States Supreme Court. From 1978 to 1984, he was
an assistant U.S. attorney for the Southern District of New York.
He also spent 1 year as a special advisor to the Assistant Secretary
of State for European and Canadian Affairs.

He holds a B.A. from Harvard college and an M.A. and J.D. from
Yale University.

Nathan Sales is an Assistant Professor of Law at the George
Mason University School of Law where he teaches national security
and administrative law. Prior to coming to George Mason, he was
a Deputy Assistant Secretary for Policy Development at the U.S.
Department of Homeland Security.

He has previously served as counsel and then senior counsel in
the Office of Legal Policy at the U.S. Department of Justice. In
2002, he received the Attorney General’s Award for exceptional
service for his role in drafting the USA PATRIOT Act.

He graduated from Duke Law School magna cum laude where he
joined the Order of the Coif and was research editor of the Duke
Law Journal.

He clerked for the Honorable David B. Sentelle of the U.S. Court
of appeals for the D.C. Circuit, and from 2003 to 2005, he practiced
at the Washington, D.C. law firm of Wiley, Rein & Fielding. He
was the John N. Olin Fellow at Georgetown University Law Center
in 2005 and 2006.

Julian Sanchez is a research fellow at the Cato Institute who
studies the intersection of privacy, technology, and public policy.
He has written extensively about surveillance and the intelligence
community for publishers across the political spectrum, from Na-
tional Review to Newsweek and The Nation. As a journalist,
Sanchez has covered these same issues as Washington editor of the
technology site, Ars Technica, a blogger for the Economist, and an
editor for Reason magazine. He studied philosophy and political
science at New York University.

Without objection, the witnesses’ statements will appear in the
record in their entirety. Each witness will be recognized for 5 min-
utes to summarize their written statement, and the Chair now rec-
ognizes Mr. Hinnen.
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TESTIMONY OF TODD M. HINNEN, ACTING ASSISTANT ATTOR-
NEY GENERAL, NATIONAL SECURITY DIVISION, DEPART-
MENT OF JUSTICE

Mr. HINNEN. Thank you, Mr. Chairman.

Mr. SENSENBRENNER. The Chair may withdraw his recognition of
Mr. Hinnen, seeing if we have some votes on the floor. We have
three votes on the floor. We will wait until the votes are over with
and then I will recognize you for 5 minutes.

The Committee is recessed. Would Members please come back
here promptly following the last vote?

[Recess.|

Mr. SENSENBRENNER. The Subcommittee will be in order, and the
Chair will re-recognize Mr. Hinnen for 5 minutes.

Mr. HINNEN. Thank you, Mr. Chairman.

Chairman Sensenbrenner, Ranking Member Scott, Ranking
Member Conyers, and Members of the Subcommittee, thank you for
inviting me to testify today concerning the three provisions of the
Foreign Intelligence Surveillance Act currently scheduled to sunset
in May: the roving wiretap provision, the lone wolf definition, and
the business records provision.

I will make four general observations about these provisions and
then discussion each of them briefly.

First, these provisions are constitutional. Two of them, the roving
wiretap provision and the business records provision have close
analogues in criminal law: Title III roving wiretaps, and grand jury
subpoenas. The courts have upheld each of these criminal ana-
logues as constitutional. The lone wolf definition is simply a spe-
cific application of FISA surveillance authority which the courts
have also upheld as constitutional.

Second, they are important to our ability to conduct effective na-
tional security investigations. Allowing them to expire even for a
brief time would make America less safe from international ter-
rorism and other foreign threats.

Third, they are subject to robust protections for privacy and civil
liberties that involve all three branches of Government. Each re-
quires the Government to make certain showings to an inde-
pendent court, the FISA Court. Each imposes strict rules governing
how the Government handles information regarding United States
persons. Each is subject to extensive executive branch oversight,
and each is subject to congressional reporting requirements.

Fourth, these authorities have been subject to extensive discus-
sions between Congress and the executive branch, and Congress
has already renewed them several times.

My written testimony sets forth a detailed explanation of how
each of them works. Let me summarize it briefly.

First, the roving wiretap provision. Ordinarily when the Govern-
ment demonstrates probable cause that a subject is an agent of a
foreign power and is using a facility such as a telephone number,
the FISA Court issues two orders. One order is to the Government
authorizing the surveillance, and the second order is to the pro-
vider, the telephone company, directing it to assist the Govern-
ment. When we demonstrate to the court that the subject may take
steps to thwart surveillance, such as by switching telephone compa-
nies, the court can issue a roving order, directing any telephone
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company to assist the Government. When the Government identi-
fies the new phone number that the subject is using and initiates
surveillance, it must notify the court within 10 days and provide
the facts indicating that the subject is using that phone number.

As courts have repeatedly held in the criminal context, a roving
order is not a general warrant. The Government may use roving
surveillance only against that specific agent of a foreign power and
on a specific phone number that person is using. The Government
obtains roving authority about 20 times a year on average, gen-
erally where the subject is a highly trained foreign intelligence offi-
cer or a terrorist with particularly sophisticated tradecraft.

Second, the lone wolf definition permits surveillance when the
Government demonstrates probable cause that a subject is engaged
in international terrorism, even if the Government does not dem-
onstrate a connection to a terrorist organization. The Government
may not use this authority against a United States citizen or law-
ful permanent resident. Although we have not used this authority
to date, it fills an important gap in our collection capabilities. It al-
lows us to collect on an individual engaged in terrorist activity who
is inspired by but not a member of a terrorist group.

Third, the business records provision allows the Government to
apply to the FISA Court for an order directing the production of
tangible things that are relevant to an authorized national security
investigation. This authority is analogous to grand jury subpoena
authority in criminal cases. In fact, the Government can only ob-
tain records that could be obtained by subpoena in criminal cases.
But this authority imposes more demanding requirements on the
Government than a criminal subpoena. The Government must
demonstrate relevance and obtain an order from an independent
court. This provision is used about 40 times per year on average.
It has never been used to obtain library circulation records or the
titles of books borrowed.

In closing, Mr. Chairman, it is appropriate to discuss these au-
thorities which are so important to our national security and to
Americans’ privacy and civil liberties, and we appreciate the oppor-
tunity to do so. Congress based these provisions on well-estab-
lished, time-tested authorities in the criminal context and has re-
fined them since they were enacted. All three are on solid constitu-
tional footing. All three are important to protect this country from
international terrorism and other foreign threats, and all three are
subject to robust protections for privacy and civil liberties. The De-
partment urges Congress to renew them.

I look forward to the Subcommittee’s questions.

[The statement of Mr. Hinnen follows:]
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Chairman Sensenbrenner, Ranking Member Scott, and members of the House
Judiciary Subcommittee on Crime, Terrorism and Homeland Security, thank you for
inviting me to testify today concerning the three provisions of the Foreign Intelligence
Surveillance Act (“FISA”) that were recently reauthorized but are scheduled to sunset
again in May. Two of these provisions have been part of FISA since the USA PATRIOT
Act was enacted nearly a decade ago, and the third has been in FISA since 2004. They
have all been reauthorized several times since enactment. As you know, we continue to
believe these are critical tools for national security investigations that facilitate the
collection of vital foreign intelligence and counterintelligence information.
Consequently, we strongly support their continued reauthorization. The Attorney
General and Director of National Intelligence have written to the leadership of both
houses of Congress urging that Congress grant a reauthorization of sufficient duration to
provide those charged with protecting our nation with reasonable certainty and
predictability.

Today T will briefly describe the three expiring provisions (the “roving”
surveillance provision, the “lone wolf” definition, and the “business records™ provision),
explain how they have typically been used in practice, and identify some of the
safeguards that ensure that these authorities are used responsibly.

Roving Surveillance

FISA’s “roving” electronic surveillance provision allows the Government to
continue surveillance where the target of the surveillance switches from a facility (e.g., a
telephone) associated with one service provider (e.g., a telephone company) to a different
facility associated with a different provider. This provision, now codified at S0 U.S.C. §
1805(c)(2)(B), was enacted in the USA PATRIOT Act to correspond to roving authority
that has applied to law-enforcement surveillance since 1986. See 18 U.S.C. § 2518(11).

To explain the significance of FISA’s roving surveillance provision, 1 need first to
describe how FISA functions in ordinary, non-roving cases, and then highlight the
differences in roving cases. In an ordinary FISA surveillance case, the Government must
demonstrate to the FISA Court probable cause that the target of the surveillance is a
foreign power or an agent of a foreign power, and that he is using, or about to use, a
facility, such as a telephone. See 50 U.S.C. §1805(a)(2).
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If it finds probable cause and approves the Government’s application, the FISA
Court then issues two separate orders. One order goes to the Government, and actually
authorizes the surveillance. The other, referred to as a “secondary” order, goes to the
provider — the telephone company — and directs it to assist the Government in conducting
the surveillance. See 50 U.S.C. § 1805(c)(1)-(2). The secondary order is necessary
because, in most cases, we need the affirmative assistance of the phone company to
implement the surveillance. Tn an ordinary case, if the target switches to a new provider
the Government must submit a new application and obtain a new set of FISA orders,
because the new provider will — rightly — refuse to honor a secondary order directed at
another company. However, where the Government can demonstrate in advance to the
FISA Court that the target's actions may have the effect of thwarting surveillance, such
as by changing providers, FISA’s roving surveillance provision allows the FISA Court to
issue a generic secondary order that we can serve on the new provider to commence
surveillance without first going back to Court. The Government’s probable cause
showing that the target is an agent of a foreign power remains the same, and the
Government must also demonstrate to the FISA Court, normally within 10 days of
initiating surveillance of the new facility, probable cause that that specific agent is using,
or is about to use, that new facility.

This provision is, as noted above, modeled on similar “roving” authority that has
applied to law enforcement wiretaps since 1986 and has repeatedly been upheld in the
courts. See, e.g., United States v. Jackson, 207 F.3d 910, 914 (7™ Cir. 2000), vacated on
other grounds, 531 U.S. 933 (2000); United States v. Gaytan, 74 F.3d 545, 553 (5" Cir.
1996); United States v. Bianco, 998 F.2d 1112, 1122-1123 (2d Cir. 1993); United States
v. Petti, 973 F.2d 1441, 1445 (9" Cir. 1992). These courts have expressly rejected the
argument that roving surveillance violates the Fourth Amendment’s “particularity”
requirement.

In sum, there are three key points with respect to roving authority: first, in a
roving case, just as in an ordinary case, the Government must establish (and the Court
must find) probable cause that the target of the surveillance is a foreign power or an agent
of a foreign power, and only that particular target’s use of a new facility will justify a
roving wire tap. See 50 U.S.C.

§ 1805(a)(2). Even where we do not know the target’s name, we must provide the court
sufficient detail to identify him with particularity. Second, we can obtain roving
authority only where the FISA Court “finds, based upon specific facts in the application,”
that the actions of the target “may have the effect of thwarting” our ability to conduct
surveillance with the aid of a specified provider or other third party. See 50 U.S.C. §
1805(c)(2)(B). Third, whenever we implement roving authority, we must report to the
FISA Court, normally within 10 days, with the probable cause that ties the target to the
new facility. See 50 U.S.C. § 1805(c)(3).

The authority to conduct roving electronic surveillance under FISA has proven
operationally useful in a small but steady number of national security investigations each
year. Typically, these situations involve highly-trained foreign intelligence officers
operating in the United States, or other investigative subjects who have already shown an
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apparent propensity to evade electronic surveillance. Between 2001 and 2010, the
Government has sought roving surveillance authority in about 20 cases per year, on
average.

Lone Wolf

The next expiring provision is the so-called “lone-wolf” definition, contained in
section 1801(b)(1)(C) of Title 50. This definition allows us to conduct surveillance and
physical search of non-U/.S. persons engaged in international terrorism without
demonstrating that they are aftiliated with a particular international terrorist group.

There are two key points to understand about this provision. First, it applies only
to non-U.S. persons (not to American citizens or green-card holders), see 50 U.S.C. §
1801(b)(1)(C), and only when they engage or prepare to engage in “international
terrorism.” See 50 U.S.C.

§ 1801(c). In practice, the Government must know a great deal about the target,
including the target’s purpose and plans for terrorist activity (in order to satisfy the
definition of “international terrorism”), but need not establish probable cause to believe
the target is engaging in those activities for or on behalf of a foreign power..

Second, although we have not used this authority to date, it is designed to fill an
important gap in our collection capabilities by allowing us to collect on an individual
foreign terrorist who is inspired by — but not a member of — a terrorist group. For
example, it might allow surveillance when an individual acts based upon international
terrorist recruitment and training on the internet without establishing a connection to any
terrorist group. It might also be used when a member of an international terrorist group,
perhaps dispatched to the United States to form an operational cell, breaks with the group
but nonetheless continues to plot or prepare for acts of international terrorism. If such
cases arise, which seems increasingly likely given the trend toward independent extremist
actors who “self-radicalize,” we might have difficulty obtaining FISA collection
authority without the lone-wolf provision.

Business Records

The third expiring provision is the so-called “business records” provision, enacted
in section 215 of the USA PATRIOT Act. This part of the statute allows the Government
to apply to the FISA Court for an order directing the production of business records or
tangible things that are relevant to an authorized national security investigation. See 50
U.S.C. § 1861. This authority allows the Government to obtain under FISA in a national
security investigation the same types of records that can be obtained by a grand jury
subpoena in an ordinary criminal investigation, though unlike a grand jury subpoena, it
requires an order from the FISA Court. See 50 U.S.C. § 1861(c)2)(D).

Section 215 has been used to obtain driver’s license records, hotel records, car
rental records, apartment leasing records, credit card records, and the like. It has never
been used against a library to obtain circulation records. Some orders have also been
used to support important and highly sensitive intelligence collection operations, on
which this committee and others have been separately briefed. On average, we seek and
obtain section 215 orders less than 40 times per year. Many of these are cases where FBI
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investigators need to obtain information that does not fall within the scope of authorities
relating to national security letters and are operating in an environment that precludes the
use of less secure criminal authorities.

To obtain a business records order from the Court, the Government generally
must show three main things. First, the Government must show that it is seeking the
information in certain authorized national security investigations conducted pursuant to
guidelines approved by the Attorney General. See 50 U.S.C. § 1861(a)(2)(A). Second,
where the investigative target is a U.S. person, the Government must show that the
investigation is not based solely on activities protected by the First Amendment. See 50
U.S.C. § 1861(a)(1), (a)(2)¥B). Third, the Government must show that the information
sought is relevant to the authorized investigation. See 50 U.S.C. § 1861(b)(2)(A). In
addition, under the language of section 215, the Government must adhere to minimization
procedures that limit the retention and dissemination of the information that is obtained
concerning U.S. persons. See 50 U.S.C. § 1861(b)(2)(B) and (g).

The business records provision also bars the recipient of a business records order
from disclosing it. However, the recipient of the order may challenge its legality, as well
as any non-disclosure requirement, in court. To date, no recipient of a FISA business
records order has challenged the validity of the order or a non-disclosure requirement.

Some have argued that section 215 runs afoul of the Fourth Amendment because
it allows the Government to obtain records upon a showing of “relevance” to an
authorized investigation rather than “probable cause.” However, for constitutional
purposes, a business records order is not a “search” within the meaning of the Fourth
Amendment. It does not authorize the Government to enter premises and seize records or
other tangible things. Instead, like a grand jury subpoena or administrative subpoena, it
requires the recipient to identify the responsive items and provide them to the
Government. Therefore, the probable cause requirement is inapplicable in this context.
Cf. Zurcher v. Stanford Daily, 436 U.S. 547 (1978) (grand jury subpoenas “do not
require proof of probable cause”™); Oklahoma Press Pub. Co. v. Walling, 327 U.S. 186
(1946) (orders for the production of records “present no question of actual search and
seizure”). The “relevance” standard for business records orders under FISA parallels the
standards that Congress has authorized for administrative subpoenas in health care fraud.
See 18 U.S.C. §3486; 21 U.S.C. § 876. In addressing administrative subpoenas, the
Supreme Court has explained that “[i]t is not necessary, as in the case of a warrant, that a
specific charge or complaint of violation of law be pending or that the order be made
pursuant to one. Tt is enough that the investigation be for a lawfully authorized purpose,
within the power of Congress to command.” Oklahoma Press Pub. Co., 327 U.S. at 208-
09.

In closing, we continue to believe that these three authorities are critical to
national security investigations and should be reauthorized for a period that will provide
our intelligence professionals confidence that these important tools will continue to be
available to protect national security. Robust substantive standards and procedural
protections are in place to ensure that these tools are used responsibly and in a manner
that safeguards Americans’ privacy and civil liberties. All three authorities require
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approval of the FISA Court before they can be used. If Congress feels that there are ways
that those protections can be further enhanced while maintaining the effectiveness of
these and other intelligence tools, we remain open to such measures.

Thank you again for inviting me to this hearing and I am happy to answer any
questions you may have.
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Mr. SENSENBRENNER. Thank you, Mr. Hinnen.
Mr. Litt?

TESTIMONY OF ROBERT S. LITT, GENERAL COUNSEL,
OFFICE OF THE DIRECTOR OF NATIONAL INTELLILGENCE

Mr. LitT. Thank you, Mr. Chairman. Chairman Sensenbrenner,
Ranking Member Scott, Ranking Member Conyers, Members of the
Subcommittee, thank you for inviting me here to testify today
about the three expiring provisions of the Foreign Intelligence Sur-
veillance Act.

Mr. Chairman, I particularly want to thank you for your leader-
ship on PATRIOT Act issues since 2001 which have been so helpful
for the intelligence community.

I want to start by making clear that the three expiring provisions
are tools that are critical to help us defend our national security
and they must be reauthorized. At the same time, I want to say
that I think the distinguished Ranking Member of the full Com-
mittee correctly identified the issue which is what is the proper
balance to strike between the tools to protect national security and
the protection of civil liberties. I think our position is—and I hope
to be able to persuade you—that these tools in fact do that.

I do want to begin by giving you a couple of unclassified exam-
ples of how these tools have been used.

For roving taps, I can tell you that we are currently using one
against a foreign agent who changes cellular phones frequently.
Without roving surveillance, there would be a gap in collection each
time this agent switched phones because of the time we would need
to get a new court order.

The business records provision is also important. For example,
recently a business record order was used to obtain information
that was essential in the investigation of Khalid Aldawasari, which
Chairman Smith referred to earlier, who was subsequently ar-
rested in Texas.

In another case, hotel records that we obtained under a business
records order showed that over a number of years a suspected spy
had arranged lodging for other suspected intelligence officers.
These records provided information about the subject that helped
the FBI ultimately to get full FISA coverage.

As you know, many uses of the authorities under FISA are clas-
sified and we cannot discuss them publicly. This has led to some
myths and misconceptions about FISA and the PATRIOT Act, and
I want to take a couple of minutes to dispel some of those.

First, although the lone wolf definition has not been used, it is
nonetheless an important tool to have in our toolbox in light of the
constantly evolving terrorism threat that we face. Michael Leiter,
the Director of the National Counterterrorism Center, has testified
that the availability of sophisticated extremist propaganda on the
Internet means that terrorist organizations can reach out and in-
cite individual extremists to attack us even when those extremists
may not actually be agents of the terrorist organization. This is the
kind of situation that the lone wolf definition applies to, and I want
to reiterate what Todd Hinnen just said, which is that this applies
only to foreigners, not to U.S. citizens or lawful permanent resi-
dents.
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Second, criminal law authorities are not always an adequate sub-
stitute for FISA authorities. In particular, criminal wiretaps under
Title III have to be disclosed to the target which may make it im-
possible to protect critical intelligence sources and methods. And in
some cases, for example, in many instances when we are tracking
foreign spies, we may not have a criminal predicate to support a
Title III wiretap.

Third, despite what some claim, we cannot get a roving wiretap
without identifying the target. The statute requires that we provide
the identity, if known, or a description of the specific target of
FISA electronic surveillance.

Finally, it is critical that the public understand that these are
not unchecked or unrestrained authorities. We recognize that effec-
tive oversight of the intelligence community is essential both be-
cause of the powers the intelligence community has and because
those powers are often exercised in secret. And we welcome that
oversight. There is, in fact, extensive and effective oversight of
these provisions by all three branches of Government. The legal
framework requires that we can’t predicate investigations on activ-
ity that is protected by the First Amendment, that information we
collect under these authorities has to be minimized in accordance
with procedures that are approved by the court, and intelligence
agencies are governed by rules that limit the collection, retention,
and dissemination of information about U.S. persons.

Each of these authorities, as Todd said, requires prior approval
by the FISA Court, and I can say from my experience in a year and
a half on this job, that the FISA Court is not a rubber stamp but
gives a searching review to each application that comes before it
and often requires changes and modifications. In addition, FISA
applications get extensive high-level review within the executive
branch even before they are submitted to the court. Agents and an-
alysts who work in this area get regular training in the require-
ments of the law, and use of these authorities is subject to over-
sight by inspectors general, by the National Security Division of
the Department of Justice, and by my office, the Office of the Direc-
tor of National Intelligence.

And finally, the use of these authorities, including classified de-
tails that we can’t disclose publicly, is regularly reported to the ap-
propriate committees of Congress in a variety of ways. So there is
really an extensive oversight framework.

And I just want to close by reiterating that, first, as the Attorney
General and the DNI have said, we are prepared to consider appro-
priate additional protections for civil liberties that don’t com-
promise the operational utility of these provisions, but it is impor-
tant that these provisions be reauthorized and reauthorized for as
long a period as possible.

Thank you.

[The statement of Mr. Litt follows:]
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The Honorable Robert S. Litt
General Counsel
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March 9, 2011

Chairman Sensenbrenner, Ranking Member Scott and members of the House Judiciary
Subcommittee on Crime, Terrorism and Homeland Security, thank you for inviting me to testify
today concerning the three provisions of the Foreign Intelligence Surveillance Act (FISA) that
are scheduled to sunset again on May 27, 2011. The Department of Justice has provided a brief
overview of the three expiring provisions (the “roving” surveillance provision, the “lone wolf”
definition, and the “business records” provision) and has explained in general terms how these
authorities have been used in practice. 1 will focus on two things: (1) the Intelligence
Community’s need for these authorities to keep the Homeland safe and (2) the safeguards that
are in place to ensure that the authorities are used responsibly, in a manner consistent with the
law and with appropriate protections for Americans’ privacy and civil liberties.

The threat to the Homeland from violent extremists is growing. As Director of National
Intelligence Clapper testified recently, counterterrorism is the Intelligence Community’s top
priority. Since 9/11, the Intelligence Community has helped thwart many potentially
devastating attacks, apprehend numerous known and suspected terrorist throughout the world
and greatly weaken much of al-Qa’ida’s core capabilities. The nature of the terrorism threat that
we face is evolving. Our adversaries are constantly adapting their strategies and communication
techniques. As Mr. Hinnen noted in his testimony, the provisions that are expiring — the roving
wiretap provision, the “lone wolf” definition, and the business records authority — along with
other critical intelligence tools, provide valuable tools needed to help us detect and disrupt plots
directed against the United States.

One aspect of this evolution that is particularly relevant to the “lone wolf” definition is
the growing threat from individuals, both at home and abroad, whose affiliation with foreign
terrorist organizations, if any, is often vague. Although such violent extremists come in many
forms, they often operate independent of one another and largely independent of any organized
terrorist group overseas such as al-Qa’ida.

Increasingly sophisticated propaganda that is easily accessible and downloaded through
the Internet and social media can quickly shape the views of extremists and provide them
guidance, inspiration or justification to carry out attacks, even when they may not have received
direct instruction or assistance from foreign terrorist organizations. Indeed, some al-Qa’ida
organizations — in particular al-Qa’ida in the Arabian Peninsula (AQAP) — have actually

2
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sought to encourage and “virtually” recruit such actors through their propaganda.

In some instances, these individuals come to our attention when they take direction or get
training and equipment from international terrorists, whether in Pakistan, Yemen or elsewhere.
But we may encounter some potential terrorists about whom we know only that they are inspired
by the foreign terrorist organizations, and perhaps seek guidance from them, but we have
insufficient intelligence to conclude that they are acting for or on behalf of an international
terrorist organization. This would include violent extremists who are inspired by the
international terrorist organizations — who seek to further their objectives — but who may not
be agents of those organizations.

It is this situation — one which the Intelligence Community believes is a realistic
possibility — the “lone wolf” definition can provide us critical intelligence capabilities. As Mr.
Hinnen explained, absent the “lone wolf” definition, the United States Govemment is required to
establish probable cause to show that a person is acting as an agent of a specific foreign power,
which could include an international terrorist organization, before the United States can initiate
electronic surveillance in the United States against the person for foreign intelligence purposes.
In certain cases, we might encounter a non-United States person within this country, have
information that indicates he is planning a terrorist attack, using the aims and means of
international terrorism, but not have information sufficient to establish probable cause that he is
acting “for or on behalf of” an international terrorist organization. In some cases, the United
States Government may be able to nonetheless proceed with criminal electronic surveillance
under Title ITI and thereby be able to monitor and ultimately thwart the subject’s terrorist plans.
But in other cases, Title 111 coverage might not be available and the Government would be forced
to delay the institution of electronic surveillance until further information can be acquired from
other sources. In the face of an active terrorist threat, such a delay could have profound
consequences. Moreover, while Title Il coverage might be available in some such cases, it may
be impossible to use that tool and still protect critical intelligence sources and methods. In this
case, the “lone wolt” definition may provide the only opportunity to track a potential terrorist
and prevent a damaging attack on the homeland.

Over the years, a number of myths have developed about these authorities. At times,
these myths have overshadowed the truth. It is easy to understand how some of these myths
have developed. Iwill be the first to admit that FISA is a complicated statute. In addition, while
transparency is important to the functioning of our government, so is the ability to conduct
certain activities in secret so that our adversaries will not be able to take countermeasures and
avoid detection. Therefore, certain uses of these authorities have remained classified, and
although they have been fully briefed to the appropriate committees of Congress, this has made it
more difficult to understand the complexities of FISA. Therefore, I think it is important to try to
clarify some of the common misunderstandings regarding the expiring provisions.

o First, I want to reiterate what the Department of Justice has told the Committee and re-
emphasize that contrary to some public reports, none of the provisions up for renewal
provide the Intelligence Community with unchecked authority. Each of these provisions
— the “lone wolf” definition, the roving wire tap provision and the FISA Business
Records provision — requires that before the Intelligence Community undertakes
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collection, a federal court must review the matter and issue an order authorizing
collection. The requirement of independent judicial review helps ensure that the balance
is appropriately struck in each case between the government’s need to acquire
information to protect the country from potential threats and the need to safeguard the
constitutional rights and civil liberties of U.S. persons.

e Second, these are critical tools that help the Intelligence Community disrupt terrorist
plots and without these authorities we hamper our ability to keep America safe by
detecting and disrupting the next attack before it happens.

e Third, although Title III wiretaps, grand jury subpoenas and criminal search warrants are
important tools, they cannot substitute for the FISA. Most notably, the procedural
requirements associated with Title IIT wiretap, including disclosure to the target and full
discovery of the basis for the surveillance may make it impossible to protect critical
intelligence sources and methods.

e Fourth, the concerns about “Roving John Doe” wiretaps are misplaced. While the
government may not always have the name of the person to be targeted, we must always
be able to provide the FISA Court sufficient detail to identify the person with
particularity. If we are not able to do that, we have failed to meet the statutory
requirements and the FISA Court will not authorize the use of the authority.

e Fifth, the roving authority is not, and cannot, be used to, for example, wiretap an entire
neighborhood in the hopes of acquiring intelligence information. Even when the FISA
Court has granted authority for a roving wiretap, we can only conduct surveillance on a
phone if we believe the target of the surveillance is using it.

e Sixth, Congress, though the appropriate oversight committees, is aware of how the FISA
authorities are used.

e Seventh, the FISA Court is not a “rubber stamp” for the government. It is true the Court
operates in secret and on an ex parte basis since it is almost always necessary to keep the
identities of the targets and the intelligence used to identify the targets secret. But the
Judges and staff of that Court give a searching review to every application that comes
betore them, and frequently require changes or limitations on proposed orders.

1 want to take that last point, and place it in the broader context of the oversight process
that exists to ensure that the expiring authorities and FISA in general, are used in compliance
with the Constitution and the law.

The Executive Branch understands its obligation to ensure that it exercises the powers
granted it in accordance with the law and in a manner that protects civil liberty and privacy rights.
We believe that vigorous and effective oversight — by all three branches of government — is
essential to help ensure that the American people have confidence in our ability to protect both
their civil liberties and their security. The public has entrusted the Intelligence Community with
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important powers and it is our collective duty to ensure that those powers are exercised
responsibly.

The legal framework we operate under is founded on the Constitution and in particular
the First and Fourth Amendments. It includes the FISA itself, which prescribes specific and
detailed requirements that must be met for the exercise of these authorities. It also includes
Executive Orders governing the Intelligence Community which limit the collection, retention and
dissemination of information concerning U.S. persons. Taken together, these provide an
extensive legal framework protecting individual privacy and liberty. This framework is overseen
by all three branches of the government.

First, the judiciary. The FISA Court is composed of eleven Article I11 judges selected
from districts around the country and appointed by the Chief Justice of the United States for
seven-year terms. As noted above, the judges of the FISA Court engage in a thorough and
searching review of every FISA application to ensure that the application complies with the
statutory standards. Moreover, the FISA Court not only approves the use of these authorities, it
also takes an active role in ensuring that the government is complying with the FISA Court
orders, by regularly reviewing the activities approved, prescribing procedures that agencies must
follow in executing their orders and by requiring that violations of these procedures be reported.

In addition to the oversight by the FISA Court, the Executive Branch has developed its
own robust oversight regime. First, FISA applications, which require a high level of approval
within the Executive Branch, receive extensive and detailed review before the application is
submitted to the FISA Court. In fact, FISA applications receive far more extensive review than
criminal search warrants or electronic surveillance orders. Moreover, the National Security
Division of the Department of Justice conducts regular training and oversight to ensure that FISA
Court orders are properly implemented. In addition, agencies that use these authorities require
personnel to participate in comprehensive training programs to ensure that they understand what
is permissible under the law, and are implementing automated systems to help ensure that the
authorities are properly used. Finally, the use of these FISA authorities is subject to oversight by
the appropriate Offices of General Counsel, Inspectors General, and intelligence oversight
offices. The Office of the Director of National Intelligence, (including the ODNTI’s Civil
Liberties Protection Officer and his office) has statutory responsibility to ensure that the
elements of the Intelligence Community comply with the Constitution and laws of the United
States. It works closely with the National Security Division of the Department of Justice to
provide oversight of FISA activities.

Finally, Congress is an active player in FISA oversight. Starting with our confirmation
hearings, the DNI and I have steadfastly committed to keeping Congress, through the appropriate
committees, informed of intelligence activities. This includes keeping Congress fully informed
of how these FISA authorities are being used, including classified activities. In addition to the
requirements to provide Congress several reports each year on the use of these collection
authorities and copies of significant FISA Court opinions, the Congress regularly receives
information concerning the use of these authorities to ensure that the authorities are used in
compliance with the law and in a manner that protects privacy and civil liberties.
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In closing, I would stress that these three authorities are critical to national security
investigations and the protection of our nation. They should be reauthorized. Robust substantive
standards and procedural protections are in place to ensure that these tools are used responsibly,
in a manner consistent with the law, and in a manner that safeguards Americans’ privacy and
civil liberties. We are committed to working with Congress to obtain reauthorization. We think
it is essential that the extension be long enough to provide our intelligence professionals
confidence that these important tools will continue to be available to protect national security.

Thank you again for inviting me to this hearing and we are happy to answer any
questions you may have.
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Mr. SENSENBRENNER. Mr. Sales?

TESTIMONY OF NATHAN A. SALES, ASSISTANT PROFESSOR
OF LAW, GEORGE MASON UNIVERSITY

Mr. SALES. Thank you, Mr. Chairman. Chairman Sensenbrenner,
Ranking Member Scott, Ranking Member Conyers, thank you for
your time. Members of the Subcommittee, thank you for your time.

My name is Nathan Sales. I am a law professor at George Mason
Law School.

My testimony today is that the three provisions that are up for
renewal, roving wiretaps, business records, and lone wolf, are actu-
ally quite modest. Generally speaking, these tools simply let
counter-terrorism investigators use some of the same investigative
methods that ordinary cops have been using for decades, tools in
fact that the Federal courts repeatedly have upheld. Plus, the law
contains elaborate safeguards. In several respects, these safeguards
under the PATRIOT Act are even stronger than the laws that
apply in the ordinary criminal context.

Take, for instance, roving wiretaps. Sophisticated criminals like
drug dealers and mobsters sometimes try to evade surveillance by
using burner cell phones or swapping out their SIM cards. The re-
sult is a drawn-out game of cat and mouse. Investigators get a
court order to tap a particular phone, only to find out that he al-
ready switched to an even newer one. So it is back to the court-
house for a fresh warrant.

Now, in 1986, Congress solved this problem for criminal inves-
tigators by letting them use roving wiretaps, basically a wiretap—
a court order that applies to particular people rather than to par-
ticular devices. Agents, thus, can monitor a cell phone—a suspect
regardless of what cell phone he happens to be using without first
heading back to court for yet another order.

Now, roving wiretaps have been upheld by no fewer than three
Federal appellate courts, the Ninth, the Fifth, and the Second Cir-
cuits. To my knowledge, no appellate court has disagreed.

So what the PATRIOT Act did was allow the same sort of inves-
tigative technique in terrorism cases. The basic idea is to level the
playing field. If a roving wiretap is good enough for Tony Soprano,
it is good enough for Mohamed Atta.

In addition, the law contains strict safeguards. A court order is
necessary. FBI agents can’t unilaterally eavesdrop on every phone
a person uses. They have to convince a judge that there is probable
cause first. Agents also have to follow minimization procedures.
That means they have to follow rules that limit their collection, re-
tention, and sharing of information about innocent Americans, in-
formation that is inadvertently collected.

Now, there may be cases where agents don’t yet know the precise
name of a terrorist. Indeed, that’s one of the reasons why you in-
vestigate the terrorist. But even then, the law requires agents to
provide the FISA Court with—and I am quoting now—a description
of the specific target. They cannot just run a dragnet under the
law.

Second, let us focus on the business records provision. In crimi-
nal cases, grand juries routinely subpoena documents from entities
like online retailers and banks. The PATRIOT Act lets investiga-
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tors do the same sort of thing in national security cases, but only
if they persuade the FISA Court that the documents they seek are
relevant to an ongoing and authorized investigation. This provision
isn’t aimed at libraries, though it conceivably might be applied to
them, although as we have heard, it has not yet been so. Still, that
is not unusual. Grand juries sometimes demand business records
from libraries in ordinary criminal investigations. Indeed, the Iowa
Supreme Court once upheld a library subpoena in a case involving
cattle mutilation. If we can investigate cattle mutilators, hopefully
we can investigate international terrorists using the same tech-
nique.

In fact, the PATRIOT Act’s protections are even stronger than
the protections that apply to grand jury rules. Federal prosecutors
can issue grand jury subpoenas more or less on their own, but PA-
TRIOT requires the FBI to get a court’s approval first. In addition,
PATRIOT expressly bars investigators from investigating Ameri-
cans based on their First Amendment protected activities. It also
imposes special limits when investigators seek sensitive records
such as medical records or library records. Grand jury rules offer
no such guarantees.

Finally, there is lone wolf, which wasn’t in the PATRIOT Act but
which Congress adopted in 2004. Sometimes it is difficult to prove
that a suspect is formally linked to a terrorist organization over-
seas. The FBI faced a similar problem just before 9/11. It was sus-
pected that Zacarias Moussaoui was up to no good, but agents
hadn’t yet connected him to any foreign terrorists. As a result, it
was unclear whether they had legal authority under FISA to
search his apartment or search his laptop. The 9/11 Commission
would go on to speculate later that if agents had been able to inves-
tigate Moussaoui, they might have unraveled the entire 9/11 plot.

There is another reason for lone wolf: the growing danger of
what might be called “entrepreneurial terrorism.” Solitary actors
who are inspired by al Qaeda are on the rise, and they are capable
of causing just as much death and just as much destruction as
those who are formally members of that group.

PATRIOT fixes these problems. Now investigators can get a
court order to monitor any target who is engaging in international
terrorism. There is no need to make the additional showing that he
is engaging in international terrorism on behalf of a foreign power.
Again, PATRIOT provides robust protection for civil liberties, per-
haps the most important of which is that investigators can’t start
monitoring a lone wolf who is engaging in domestic terrorism.
There is still a foreign nexus. Investigators can only investigate
international terrorism.

Thank you, Mr. Chairman. Thank you, Members of the Sub-
committee. I would be happy to answer any questions.

[The statement of Mr. Sales follows:]
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Chairman Sensenbrenner, Ranking Member Scott, and Members of the Subcommittee,
thank you for inviting me to testify on this important issue. My name is Nathan Sales, and I am a
law professor at George Mason University School of Law, where | teach national security law,
administrative law, and criminal law. Previously, I was Deputy Assistant Secretary in the Office
of Policy at the U.S. Department of Homeland Security. I also served in the Office of Legal
Policy at the U.S. Department of Justice, where | was a member of the team that helped draft the
USA PATRIOT Act' after the terrorist attacks of September 11, 2001. The views I will express
in this hearing are mine alone, and should not be ascribed to any past or present employer or
client.

The gist of my testimony is as follows. The USA PATRIOT Act is a vital set of tools in
our ongoing struggle against al Qaeda and like-minded terrorists. This is especially true of the
three authorities that are up for renewal this year: “roving wiretaps,” “business records,” and
“lone wolf.” Notwithstanding the PATRIOT Act’s controversial reputation, these three
provisions are actually quite modest. In many cases, they simply let counterterrorism agents use
some of the same techniques that ordinary criminal investigators have been using for decades —
techniques that the federal courts repeatedly have upheld. Plus, each of these authorities contains
elaborate safeguards — including prior judicial review — to help prevent abuses from taking place.
Indeed, some of the PATRIOT Act’s protections are even stronger than the ones from the world
of ordinary law enforcement.

L Roving Wiretaps

The policy rationale for “roving wiretaps” — in essence, court orders that apply to
particular people, rather than particular devices — is fairly straightforward. Sophisticated targets
like drug kingpins, mob bosses, spies, and terrorists are trained to thwart electronic surveillance
by constantly switching communications devices or methods. They might use “burner” cell
phones, for instance, or they might repeatedly swap out their phones’ SIM cards. The result is a
drawn-out game of cat and mouse.” Investigators obtain a court order to tap a suspect’s new

! Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism
Acl ol 2001, Pub. L. No. 107-56, 115 Stat. 272 (2001).

2'S. Rep. No. 99-541, at 31, reprinted in 1986 U.S.C.C.A.N. 3555, 3585 (“|L|aw enforcement officials may not
know. until shortly before the communication, which telephone line will be used by the person under surveillance.™).
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phone only to discover that he has already switched to an even newer one. So it’s back to the
judge for a fresh warrant. Not only is this cycle a waste of investigators’ scarce time and
resources, it also runs the risk that agents will miss critical communications in the gap before the
court can issue an updated order.

Congress largely solved this problem for criminal investigators two and a half decades
ago. The Electronic Communications Privacy Act of 1986 (ECPA) amended the federal wiretap
statute — Title III of the Omnibus Crime Control and Safe Streets Act of 1968 (Title III) — to
allow investigators to conduct electronic surveillance when they cannot meet the ordinary
statutory requirement of specifying “the facilities from which or the place where the
communication is to be intercepted.™ Instead, investigators may obtain a court order to operate
a roving wiretap if, among various other things, they establish “probable cause to believe that the
person’s actions could have the effect of thwarting interception from a specified facility.”* In
effect, a single court order permits surveillance regardless of what device the target might be
using.” Investigators may continue to monitor a suspect even if he switches phones, without first
heading back to court to obtain further judicial approval.

Of course, terrorists and spies can be just as adept at evading surveillance as drug dealers
and mobsters. Maybe even more so. And so the PATRIOT Act allows national security
investigators to use the same sort of technique as their law enforcement counterparts. Section
206 of the law permits roving wiretaps under the Foreign Intelligence Surveillance Act of 1978
(FISA) where “the actions of the target of the application may have the effect of thwarting the
identification of a specified person.” The basic idea here is to level the playing field between
criminal cases and terrorism cases. If a roving wiretap is good enough for Tony Soprano,
Congress concluded, it’s good enough for Mohamed Atta.

Significantly, the PATRIOT Act’s roving wiretaps authority contains exacting safeguards
to protect privacy and civil liberties. As in the criminal context, a prior court order is necessary.
FBI agents can’t unilaterally decide to eavesdrop on every phone a person uses. They have to
appear before the Foreign Intelligence Surveillance Court and convince a federal judge that there
is probable cause to believe that the target is a “foreign power” (such as a foreign country or a
foreign terrorist organization) or an “agent of a foreign power” (such as a spy or a terrorist).” In
other words, Congress has interposed a “neutral and detached magistrate™ between investigators
and targets — the same sort of protection that we have long trusted to strike the right balance
between security and privacy in the law enforcement context. Agents also must demonstrate
probable cause to believe that “each of the facilities or places at which the electronic surveillance
is directed is being used, or is about to be used, by a foreign power or an agent of a foreign

P18 US.C. § 2518(1)(b)(ii).

T Id. § 2518(11)(b)(ii).

> United States v. Hermanck, 289 F.3d 1076, 1087 (9th Cir. 2002).
©50 U.S.C. § 1805(c)(2)(B).

T Id. § 1805(2)(2)(A).

* Johnson v. United States. 333 U.S. 10. 14 (1948).
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power.” The govemment has to adopt “minimization procedures” — i.e., procedures to ensure
that private information about innocent Americans is not collected, retained, or disseminated."
(To be precise, this requirement applies to any “United States person” — i.e., a citizen or lawful
permanent resident alien."! For simplicity’s sake, this testimony will use the term “American” as
a shorthand for “United States person.”) And, again, roving wiretaps aren’t available in every
national security case as a routine matter. They may only be used where the FISA court finds,
“based upon specific facts provided in the [government’s] application, that the actions of the
target ofl‘jthe application may have the effect of thwarting the identification of a specified
person.”"”

Federal courts agree that Title III’s roving wiretaps authority is constitutional, and that
consensus provides strong support for the constitutionality of roving wiretaps under the
PATRIOT Act. For instance, in United States v. Petti”® the Ninth Circuit held that roving
wiretaps are perfectly consistent with the Fourth Amendment’s particularity requirement.’* The
court went on to emphasize that Title 111 presents “virtually no possibility of abuse or mistake.”"*
This is so, it explained, because the statute only allows monitoring of telephones that the suspect
is using, it requires minimization, and it only applies when the suspect is trying to evade
surveillance.”® (Roving wiretaps under PATRIOT feature virtually identical safeguards.) The
Fifth Circuit expressly adopted the Petfi court’s reasoning a few years later, ' and the Second
Circuit likewise has upheld the use of roving wiretaps."® To my knowledge, no appellate court
has reached a contrary conclusion. In short, there is a broad judicial consensus that, as the Ninth
Circuit put it in another case, “[rJoving wiretaps are an appropriate tool to investigate individuals
... who use cloned cellular phone numbers and change numbers frequently to avoid detection.”"’

Finally, let me say a few words about “John Doe” roving wiretaps — surveillance in which
the FISA court order describes the target but does not indicate his precise name or the precise
facilities to be tapped. The risk of misuse under the PATRIOT Act seems to me fairly low.
There may be times when investigators don’t yet know the specific identity of the terrorist in
question.”® (Indeed, the need to learn more about the target is precisely why one conducts

750 US.C. § 1805(a)(2)(B).

4§ 1801 (h).

U 4d § 1801(1).

12 Jd. § 1805(c)(2)(B) (cmphasis added).
13973 F.2d 1441 (9th Cir. 1992).

" U.S. CoxsT. amend. 1V (“|N|o warrants shall issue, but upon probable cause, supported by oath or affirmation,
and particularly describing the place to be searched.” (emphasis added)).

'3 Petti, 973 F.2d at 1445.

16 Id

'" United States v. Gaytan, 74 F.3d 545, 553 (5th Cir. 1996).

'8 United States v. Piggott, 141 F.3d 394 (2d. Cir. 1997).

' United States v. Hermanck, 289 F.3d 1076, 1087 (9th Cir. 2002).

50 U.S.C. § 1803(c)(1)(A), (B) (dirccling the FISA courl lo specily the targel’s identity “if known,” and (he
facilities to be surveilled “if known™).
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surveillance in the first place.) In these circumstances, investigators need not indicate his name,
but they still must provide the FISA court with a “description of the specific target,”>' which
might include the names of his terrorist associates, his age, his country of origin, or other
biographical details. (This was true even before the PATRIOT Act became law, incidentally.)
Second, investigators still must comply with the bedrock requirement that they establish, to the
satisfaction of the FISA court, probable cause to believe that the person to be surveilled is a
foreign power or an agent of a foreign power.?? They also must demonstrate probable cause that
each of the “facilities or places” to be monitored “is being used, or is about to be used,” by a
foreign power or agent.”® Nothing in PATRIOT did away with these basic rules.

Third, any risk of overcollection — i.e, the possibility that investigators might
inadvertently intercept communications involving innocent third parties — is mitigated by FISA’s
minimization requirement: Investigators must follow a rigorous set of procedures that “minimize
the acquisition and retention, and prohibit the dissemination,” of Americans’ private data.?*
Fourth, the active involvement of the FISA court stands as a significant bulwark against any
misuse. Not only does the court provide oversight before any surveillance is approved, in the
form of ex ante judicial review. It also provides ongoing oversight while the surveillance is
taking place: Investigators who operate a roving wiretap must alert the FISA court no more than
ten days after they begin monitoring any new facility, and they must explain the “facts and
circumstances” that justify their “belief that each new facility or place at which the electronic
surveillance is directed is or was being used, or is about to be used, by the target””** The
combination of these safeguards should adequately ensure that roving wiretaps do not infringe
upon important privacy interests.

I1. Business Records

Section 215 of the PATRIOT Act — the so-called “business records” provision —
authorizes the national security equivalent of grand jury subpoenas. Criminals often leave
behind trails of evidence in their everyday interactions with banks, credit card companies and
other businesses. Federal grand juries routinely issue subpoenas to these entities in
investigations that range from narcotics crimes to health care fraud. When a subpoena is issued,
the recipient is required to turn over “any books, papers, documents, data, or other objects the
subpoena designates.” The recipient must do so whenever there is a “reasonable possibility
that the category of materials the Government seeks will produce information relevant to the
general subject of the grand jury’s investi gation.””’

21§ 1804(2)2).

2 7d§ 1805(2)(2)(A).

B 1d. § 1805(a)(2)(B).

2 1d § 1801 (h).

® 1d. § 1805(¢)(3).

* Fed. R. Crim. Pro. 17(¢)(1).

% United States v. R. Enterprises. Inc., 498 U.S. 292. 301 (1991).
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The PATRIOT Act amended FISA to establish a comparable mechanism for national
security investigators to obtain the same sorts of materials. In particular, the FISA court may
issue an order that directs a third party to produce “any tangible things (including books, records,
papers, documents, and other items).”?® To obtain such an order, the government must establish
“reasonable grounds to believe that the tangible things sought are relevant to an authorized
investigation.”? (This is virtually identical to the standard that applies in the grand jury context,
the Supreme Court has held that a subpoena is valid if there is a “reasonable possibility” that it
will result in relevant information.*®) In addition, agents must comply with a detailed set of
minimization procedures that restrict the retention and distribution of private data about innocent
Americans.™ Once again, the basic idea behind this provision is to level the playing field. If
officials investigating drug dealers and crooked insurance companies can subpoena business
records, then officials investigating international terrorists should be able to as well *2

Like other parts of the PATRIOT Act, the business records provision features an
extensive set of protections. In fact, there are several respects in which section 215’s safeguards
are even stricter than those that apply in the grand jury context:

e First, the PATRIOT Act has a narrower scope. Section 215 may only be used in
national security investigations,>> whereas a grand jury can issue a subpoena “merely
on suspicion that the law is being violated, or even just because it wants assurance
that it is not.”™

e Second, PATRIOT provides for ex ante judicial review, investigators cannot acquire
business records unless they first appear before the FISA court and convince it that
they are entitled to them.*® Grand jury practice is very different. Although subpoenas
in theory are issued in the name of the grand jury and the overseeing court, in
practice they are issued more or less unilaterally by Assistant U.S. Attorneys; judicial
review does not occur until after the subpoena has issued, if at all. ¥

®50U.S.C. § 1861(a)(1).
1d. § 1861(b)(2)A).
3 R. FEnterprises, 498 U.S. at 301(cmphasis added); see id. at 297 (stressing that “thc Government cannot be

required to justily the issuance of a grand jury subpocna by presenting cvidence sulficient to cstablish probable
cause because the very purpose of requesting the information is to ascertain whether probable cause exists™).

T 50US.C.§ 1861(g)

3 The pre-PATRIOT version of FISA's business records authority was considerably narrower than the grand jury
rules. It only applicd to certain types of entilics (such as airlines, hotcls, and car rental companics), and it was only
available when investigators established “specific and articulable facts giving reason to believe that the person to
whom the records pertain is a forcign power or an agent of a forcign power.” Intclligence Authorization Act for
Fiscal Year 1999, Pub. L. No. 105-272 § 602, 112 Stat. 2396, 2410-12 (1998). The PATRIOT Act brought FISA
closer in linc with grand jury practices.

350 U.8.C. § 1861(a)(1).
1 Uniled States v. Morton Sall, 338 U.S. 632, 642-43 (1950).
50 U.S.C. § 1861(c).

* Fed. R. Crim. Pro. 17(c)(2) (“On motion made promplly, the court may quash or modily the subpocna il
compliance would be unreasonable or oppressive.”).
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e Third, the PATRIOT Act requires minimization, thereby protecting the privacy of
innocent Americans’’; the grand jury rules do not.

¢ Fourth, the PATRIOT Act forbids the government from investigating an American
“solely upon the basis of activities protected by the first amendment to the
Constitution.™® The grand jury rules offer no such guarantee.

e Fifth, PATRIOT offers heightened protections when investigators seek materials that
are especially sensitive, such as medical records and records from libraries or
bookstores.® (This provision was added in 2006.*") The grand jury rules lack any
comparable restrictions.

e Finally, PATRIOT provides for robust congressional oversight: The govemment
must “fully inform” the House and Senate Intelligence Committees, as well as the
Senate Judiciary Committee, concerning “a/l” uses of this provision.“ The grand
jury rules contain no such notification requirement.

The constitutional principles concerning government access to third party records have
been settled for decades, and these precedents strongly support the PATRIOT Act’s business
records authority. A long line of Supreme Court case law confirms that there is no “reasonable
expectation of privacy”" in the information a person conveys to businesses and other third
parties. As a result, the government’s efforts to acquire such data — as with grand jury
subpoenas, for example — do not amount to “searches” within the meaning of the Fourth
Amendment. Investigators therefore need not secure a warrant or demonstrate probable cause.
For instance, in the 1979 case Smith v. Maryland,*” the Supreme Court ruled that police officers’
use of a pen register — which records the numbers dialed by a particular telephone, but not the
content of the resulting conversations — did not require a warrant or probable cause. “This Court
consistently has held that a person has no legitimate expectation of privacy in information he
voluntarily turns over to third parties.”44 A few years earlier, in United States v. Miller,” the
Court similarly ruled that police could obtain a person’s financial records from a bank without a
warrant or probable cause. According to the Court, “the Fourth Amendment does not prohibit
the obtaining of information revealed to a third party and conveyed by him to Government

¥50U.S.C. §1861(2)
F1d § 1861(a)(1).
*1d. § 1861(a)(3).

4 USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. No. 109-177 § 106(a)(2), 120 Stat. 192,
196 (2006).

150 U.S.C. § 1862(a) (cmphasis added).

"2 Katz v. United States, 389 U.S. 347, 360 (1967) (Harlan, J., concurring).
442 U.S. 735 (1979).

“1d. at 743-44.

42508, 435 (1976).
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authorities, even if the information is revealed on the assumption that it will be used only for a
limited purpose and the confidence placed in the third party will not be betrayed.”*® If mere
relevance is all that’s required to obtain business records in ordinary criminal investigations, it is
not readily apparent why something more than that should be required to obtain the same
materials in national security investigations

Section 215 isn’t just known as the “business records” provision, of course. It’s also
known, unflatteringly, as the “libraries” provision. Section 215 isn’t aimed at libraries, and the
Justice Department has indicated to Congress that the provision has never been used to obtain
library or bookstore records.*” While section 215 conceivably might be applied to libraries or
bookstores, it isn’t unique in that respect: It’s not unusual for grand juries to demand library
records in regular criminal cases. For instance, during the Unabomber investigation, grand juries
issued subpoenas to a half dozen university libraries; investigators wanted to know who had
checked out various works that were cited in the “Unabomber Manifesto.”** In the 1990 Zodiac
gunman investigation, a New York grand jury subpoenaed records from a Manhattan library.
Investigators believed that the gunman was inspired by a Scottish occult poet, and wanted to
learn who had checked out his books.® In the 1997 Gianni Versace murder case, a Florida grand
jury subpoenaed records from public libraries in Miami Beach.** The Towa Supreme Court even
upheld the use of library subpoenas in an investigation of cattle mutilations.”" If libraries and
bookstores aren’t exempt from grand jury subpoenas in ordinary criminal cases, there is no
obvious reason to exempt them trom business records orders in terrorism cases — especially since
the PATRIOT Act offers even more robust protections than the grand jury rules.

III. Lone Wolf

The third provision that is up for renewal this year is known as the “lone wolf” fix. (Note
that lone wolf wasn’t part of the PATRIOT Act. Congress adopted it in the Intelligence Reform
and Terrorism Prevention Act of 2004 (IRTPA), and also subjected it to PATRIOT’s sunset
provision.”®) As a result of this measure, counterterrorism investigators may obtain the FISA
court’s approval to conduct electronic surveillance of certain intemational terrorists even if there
is not yet enough evidence to formally link them to a foreign terrorist organization.

Two distinct yet related policy considerations suggest a need for lone wolf surveillance.
First, there’s the evidentiary problem. It may be difficult for investigators to establish that a
given suspect is a member of, or otherwise has ties to, a foreign terrorist organization. The

“ 1d. at 443.

" CRS Report lor Congress, (/SA PATRIOT improvement and Reauthovization Act of 2005: A Legal Analysis 4-5
n.18 (Dec. 21, 2006).

“® Library Records Led to Break in Unabomber Case. NPR, June 2. 2005.
“ Eric Lichtblau, Libraries Say Yes, Officials Do Quiz Them About Users, N.Y. TIMES, June 20, 2005.

Al Baker & Soraya Sarhaddi Nelson, Death & Drama / Cops: Body on Fla. Houseboat FLooks Similar to Cunanan,
NEWSDAY, July 24, 1997,

*' Brown v. Johnston, 328 N.W.2d 510 (lowa 1983).

*Pub. L. No. 108-458 § G001(a). (b), 118 Stat. 3638, 3742 (2004).
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problem is likely to be especially acute during the early stages of an investigation, when agents
are just beginning to assemble a picture of the target’s intentions. According to the 9/11
Commission, the FBI faced this predicament in the weeks before 9/11. Agents believed that
Zacarias Moussaoui — then in federal custody on immigration charges — was a terrorist.”> Among
other reasons for their suspicions, Moussaoui had paid cash at a flight school to learn how to fly
a Boeing 747 jumbo jet, but he had no interest in becoming a commercial pilot. Investigators
hadn’t yet connected Moussaoui to any foreign terrorists, so it was unclear whether they could
use FISA to search his apartment or laptop.”* The 9/11 Commission later speculated that, if
agents had investigated Moussaoui more fully, they might have unraveled the entire September
11 plot.™

Second, there’s the growing danger of entrepreneurial terrorism. As Homeland Security
Secretary Janet Napolitano warned last month, “[t]he terrorist threat facing our country has
evolved significantly in the last 10 years — and continues to evolve”, we now “face a threat
environment where violent extremism is not defined or contained by international borders.”
Solitary actors who are inspired by foreign terrorist organizations like al Qaeda, or radical clerics
like Anwar al-Awlaki, are capable of causing just as much death and destruction as those who
are formally members of such networks. Indeed, some of the most chilling terrorist plots to
emerge in recent years have involved operatives who may have been acting on their own, not at
the direction of an overseas group. In November 2009, U.S.-born Army physician Nidal Malik
Hasan opened fire on dozens of unarmed soldiers at Fort Hood, Texas, wounding 32 and killing
thirteen.”” In late February, a Saudi student named Khalid Aldawsari was arrested after planning
to bomb the homes of former president George W. Bush and several soldiers who had served at
Abu Ghraib prison in Iraq.*® This trend toward entrepreneurial terrorism is on the rise and shows
no signs of abating. (Candidly, the lone wolf provision could not be used to investigate all of
these plots. A number of solitary terrorists are U.S. citizens or lawful permanent resident aliens,
and the present version of lone wolf does not apply to them.*®)

The lone wolf fix helps investigators overcome these evidentiary difficulties, and meet
this evolving terrorist threat, through a simple change to the Foreign Intelligence Surveillance
Act. In particular, FISA provides that agents may not conduct surveillance unless they persuade
the FISA court that there is grobab]e cause to believe that the target is a “foreign power” or an
“agent of a foreign power.”®" Lone wolf tweaked the latter definition. The term “agent of a

= NATIONAT. COMMISSION ON TERRORIST ATTACKS UPON TIE UNITED STATES, TIIE 9/1 1 COMMISSION RTPORT 273
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foreign power” has always included a non-American who is a “member” of “a group engaged in
international terrorism or activities in preparation therefor.”®' Now, the term also includes a non-
American who “engages in intemational terrorism or activities in preparation therefor.? As a
result of this change, investigators may obtain a FISA court order to monitor any target who is
engaging in international terrorism. There is no longer any need to make the additional showing
that he is acting on behalf of a foreign terrorist organization. Note that this authority has a
critical restriction: It does not apply to United States persons — i.e., persons who are either U.S.
citizens or lawful permanent resident aliens. Americans cannot be surveilled under the lone wolf
provision as it currently stands.®*

As with the other two authorities that are up for reauthorization, lone wolf features
important protections for privacy and civil liberties. Chief among them is the requirement of ex
ante judicial approval. FBI agents cannot start monitoring a suspected lone wolf on their own;
they must appear before the FISA court and convince it to authorize the surveillance.** Second,
lone wolf still requires investigators to establish that a given target has a foreign nexus. The tool
can only be used to investigate people who are engaging in “/nternational terrorism.”®  This
means it must be shown, among other things, that the suspects’ activities involve “violent acts or
acts dangerous to human life” that either “occur totally outside the United States” or “transcend
national boundaries in terms of the means by which they are accomplished, the persons they
appear intended to coerce or intimidate, or the locale in which their perpetrators operate.”®
Lone wolf thus cannot be used to investigate persons suspected of engaging in domestic
terrorism.%’” Finally, FISA’s minimization requirement applies to lone wolf surveillance, offering
protection to the innocent Americans with whom the lone wolves come into contact.®*

* ok %

The terrorist threat isn’t going away anytime soon. Al Qaeda and its followers are still
mortal dangers to Americans at home and abroad, and Congress should make sure that our
counterterrorism agents have the tools they need to detect and disrupt our enemies’ bloody plots.
This is no time to dismantle the USA PATRIOT Act. The three provisions that are on the verge
of expiring — roving wiretaps, business records, and lone wolf — have been on the statute books
for years without compromising vital privacy interests or civil liberties. Not only does the
PATRIOT Act let counterterrorism agents use some of the same investigative techniques that
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regular cops and prosecutors have had in their arsenal for years. The act’s safeguards and
protections are at least as robust as — and in some cases are even more robust than — their law

enforcement counterparts. Congress should promptly reauthorize these authorities before they
sunset later this year.

Al Qaeda hasn’t given up. We can’t afford to either.

Mr. SENSENBRENNER. Thank you, Mr. Sales.
Mr. Sanchez?
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TESTIMONY OF JULIAN SANCHEZ, RESEARCH FELLOW,
CATO INSTITUTE

Mr. SANCHEZ. Thank you, Mr. Chairman, and thanks again to
the Committee for soliciting Cato’s perspective on these important
issues.

I am drawing in my remarks today on a forthcoming Cato paper
focusing on these issues, which I hope to be able to make available
within the next few days. I just want to pull out a few important
issues about each provision here.

With respect to lone wolf, I think it is important to recall that
prior to the passage of this provision, the architecture of FISA
tracked the constitutionally salient distinction made by a unani-
mous Supreme Court in the Keith case between ordinary national
security investigations and those involving foreign powers which
present special challenges and obstacles to investigations. In the
absence of those special needs, which may justify the extraordinary
breadth and secrecy of FISA surveillance, I think the criminal au-
thority that a bipartisan Senate report found would have been
available and, indeed, was used on 9/11 to obtain records and the
laptop of Zacarias Moussaoui should be the norm. It is just hard
to see why that authority is justified when we are dealing with per-
soni who don’t have access to the resources of a global terror net-
work.

With respect to roving wiretaps, I think it is important to empha-
size that everyone agrees that roving authority should be available
to intelligence investigators as it is in criminal cases, but that the
same requirement of identifying a named target that the Ninth
Circuit emphasized was crucial to allowing that criminal authority
to meet the particularity requirements of the Fourth Amendment
and limit the discretion of investigators so that, as the Ninth Cir-
cuit put it, there was virtually no possibility of error or abuse, be
added on this side to match.

Now, again, the roving surveillance constitutes about 22 of the
FISA warrants issued every year, which is a tiny fraction of FISA
surveillance. Most of those cases we have to assume do, in fact, in-
volve a named target. So closing this loophole would affect a rel-
atively tiny percentage of FISA warrants issued.

I think it is also important to recognize that on the criminal side,
there are important structural differences between the way surveil-
lance is subject to scrutiny after the fact. The FISA Court may be
informed about the nature of roving surveillance, but what we don’t
have on the FISA side is the assumption that surveillance collec-
tion is for the purpose of criminal trial where the parties will learn
that they have been targeted by surveillance, where defense coun-
sel will have an opportunity to seek disclosure and have an incen-
tive to impose that kind of distributed surveillance of the enormous
volume of collection. Again, recall, we are talking about surveil-
lance that takes in essentially hundreds of years’ worth of audio
every year, millions of digital files. Without that kind of distributed
scrutiny, there is much greater need for checks on the front end
limiting the discretion of agents, especially in the context of online
surveillance where I think, again, we are not in the situation at all
where there is, as the Ninth Circuit put it, virtually no possibility
of error or abuse.
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Finally, with respect to section 215—and I want to suggest that
215 orders and national security letters be grouped together. These
are complementary orders, and so changes to one authority are
likely to affect the scope of the other. The Inspector General found
that it is the extraordinary breadth of national security letters that
account for the relatively sparing use that has been made of section
215.

I would like to see greater use made of 215 insofar as that would
replace essentially agency fiat with judicial scrutiny. I don’t need
to recount for the Committee the widespread and serious abuse
that the Inspector General has found in the case of national secu-
rity letters. I do want to mention that former Senator Russ Fein-
gold believes that 215 has been misused but was unable to specify
in an unclassified setting what that might consist of.

But I think it may actually be a mistake to focus too much on
formal misuses of authorities that are already so broad and that
after the PATRIOT Act permit records to be acquired that pertain
to people who have no even suspected connection to the target of
a terror investigation. This creates a situation where we have enor-
mous and ever-growing databases consisting of billions of records
about Americans who again are not under suspicion. These third
party records are generally subject to less Fourth Amendment scru-
tiny which is why the probable cause standard here as a general
rule doesn’t apply. But in the last decade, we have seen courts in-
creasingly finding that certain categories of third party records like
location information do, in fact, merit Fourth Amendment protec-
tion in a way that has previously been assumed not to obtain. And
there are other First Amendment interests often implicated by, in
particular, telecommunication records. And so I would suggest that
the analogy between these criminal side authorities is not always
appropriate.

[The statement Mr. Sanchez follows:]
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[tis nearly a decade now since Congress responded to the terror attacks of
September 11th by passing the USA PATRIOT Act, a sprawling piece of legislation
comprising hundreds of amendments to an array of complex intelligence and law
enforcement statutes. As The Washington Post noted at the time, “members of both
parties complained they had no idea what they were voting on, were fearful that
aspects of the ... bill went too far—yet voted for it anyway.”

[n recognition of the great haste with which that legislation had been approved,
Congress wisely established sunset provisions designed to force review of several of
the most controversial elements of Patriot and its successors. While a number of
judicious improvements to the original statue have already been made, these
emergency powers should not be made permanent until they are further tailored to
ensure that the tools employed to investigate and apprehend terrorists are
consistent with our Constitutional tradition of respect for the privacy and civil
liberties of innocent Americans.

My testimony today is based on a forthcoming Cato policy paper that examines
these provisions in much greater detail, and with the indulgence of the chair, |
request that it be included in the record.

Lone Wolf

The extraordinary tools available to investigators under the Foreign Intelligence
Surveillance Act (FISA), passed over 30 years ago in response to revelations of
endemic executive abuse of spying powers, were originally designed to cover only
“agents of foreign powers.” The Lone Wolf provision severed that necessary link for
the first time, authorizing FISA spying within the United States on any “non-U.S.
person” who “engages in international terrorism or activities in preparation
therefor,” and allowing the statute's definition of an “agent of a foreign power” to
apply to suspects who, bluntly put, are not in fact agents of any foreign power. As of
late 2009, the Justice Department indicated that it had not had a need to invoke
Lone Wolf authority.

The original impetus for Lone Wolf was the concern that the absence of such
authority had prevented the FBI from obtaining a FISA warrant to search the laptop
of so-called "20th Hijacker" Zacarias Moussaui. But as with so many of the
intelligence gaps that preceded 9/11, it now appears that the real problem was a
failure to connect the dots, not an inability to collect enough dots. A bipartisan 2003
report from the Senate Judiciary Committee notes that on 9/11, investigators were
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able to obtain a conventional warrant on Moussaui using evidence already in their
possession. More importantly, the report concluded that a FISA warrant could, in
fact, have been sought earlier, but supervisors at FBI Headquarters had failed to link
related reports from different field offices, or to pass those reports on to the lawyers
in charge of processing FISA applications.

That it had not been used at the time of the last reauthorization debate suggests that
the provision remedied no dire gap in existing surveillance authorities. Lone Wolf
does, however, threaten to blur the vital and traditional distinction in American law
between domestic national security investigations and foreign intelligence, where
courts have always extended greater deference to the executive branch. In the
seminal "Keith" case, holding that the Fourth Amendment's warrant requirement
applied with full force to domestic national security investigations, the Supreme
Court stressed that there was no "evidence of any involvement, directly or
indirectly, of a foreign power," suggesting that this was the key factor separating
two constitutionally distinct realms.

While the statutory definition of “international terrorism” does still require some
international nexus, a recent analysis by the Transactional Records Access
Clearinghouse at Syracuse University suggests that government entities apply this
classification inconsistently—with a substantial percentage of cases categorized as
“terror related” by the Justice Department not identified that way by courts or
federal prosecutors. It is not unreasonable to worry that, without the anchor of a
demonstrable connection to a foreign power, it may be used in the future to invoke
the sweeping powers of FISA for investigations involving non-citizens that would
more properly be classified as ordinary criminal inquiries.

Once someone is designated an “agent of a foreign power,” as the FISA court has
explained, information collection is “heavily weighted toward the government's
need for foreign intelligence information,” meaning "acquisition of nearly all
information from a monitored facility or a searched location,” with the result that
"large amounts of information are collected by automatic recording to be minimized
after the fact.” This is in sharp contrast to the more narrowly targeted surveillance
authorized under the aegis of title Title III's criminal wiretap provisions.

These significant differences may make sense in the context of spying aimed at
targets who have the resources of a global terror network to draw upon, and who
will often be trained to employ sophisticated countersurveillance protocols in their
communications with each other. But they also necessarily entail that any
investigation authorized under FISA will tend to sweep quite broadly, collecting a
more substantial volume of information about innocent Americans than would be
the norm in the criminal context. While this may be necessary in light of the special
challenges of investigating the heightened threat posed by sophisticated teams of Al
Qaeda-trained terrorists, there is little reason to think the FBI cannot deal with
loners radicalized by watching foreign YouTube videos using more conventional
investigative tools.
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By its own terms, Lone Wolf authority would only be available in circumstances
where the standard for Title Il surveillance has already been met. In the absence of
the special needs created by the involvement of foreign powers, therefore, reliance
on that authority should be the norm.

Roving Wiretaps

Section 206 of the Patriot Act established authority for “multipoint” or “roving”
wiretaps under the auspices of the Foreign Intelligence Surveillance Act. In 2009,
FBI Director Robert Mueller testified that roving authority under FISA had been
used 147 times.

Roving wiretaps have existed for criminal investigations since 1986, and even the
staunchest civil libertarians agree that similar authority should be available for
terror investigations conducted under the supervision of the Foreign Intelligence
Surveillance Court.

But in order to meet the "particularity” requirements of the Fourth Amendment,
criminal roving wiretaps are required to name an identified target. As the Ninth
Circuit explained in upholding that authority:

The statute does not permit a “wide-ranging exploratory search,” and there is
virtually no possibility of abuse or mistake. Only telephone facilities actually
used by an identified speaker may be subjected to surveillance, and the
government must use standard minimization procedures to ensure that only
conversations relating to a crime in which the speaker is a suspected
participant are intercepted.

The Patriot Act’s roving wiretap provision, however, includes no parallel
requirement that an individual target be named in a FISA warrant application,
giving rise to concerns about what have been dubbed “John Doe” warrants that
specify neither a particular interception facility nor a particular, named target. Even
with the safeguards imposed during the previous reauthorization, this is
disturbingly close to the sort of “general warrant” the Founders were so concerned
to prohibit when they crafted our Bill of Rights.

The breadth of FISA surveillance makes inadvertent overcollection especially likely
when a description of an unknown target initially linked to a particular “facility” is
used as the basis for interception across an ever-growing variety of diverse online
services. With criminal roving wiretaps, the discretion of the investigator is
generally limited to one inferential leap—that this same known person is making
use of a new facility—limiting the probability of error. But since same username,
account, or IP address will often—sometimes unwittingly—be used by multiple
people at different times or places, that inferential gap is dramatically widened
without the anchor of a named target.

Moreover, intelligence wiretaps lack an important type of distributed after-the-fact
safeguard that exists in the criminal context, where the purpose of surveillance is
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generally to produce admissible evidence at trial. Investigators know that their
targets will eventually be notified of the wiretap, and defense attorneys armed with
a right of discovery will have an incentive to uncover any improprieties. FISA
surveillance normally remains covert, and post-hoc scrutiny by the FISA Court or
sporadic Inspector General audits cannot realistically provide a substitute. Bear in
mind that, in fiscal 2008 alone, the FBI collected 878,383 hours (or just over 100
years) of audio, much of it in foreign languages; 1,610,091 pages of text; and
28,795,212 electronic files—the bulk of it pursuant to FISA warrants. The Inspector
General has found that much of that material cannot be reviewed in a timely fashion
by the Bureau itself—never mind independent overseers.

At the very least, then, the absence of these systemic “back-end” safeguards entails
that the “front-end” checks on the scope of interception need to be as strong under
FISA as they are under the parallel criminal authority.

§215 Orders and National Security Letters

Unlike the enhanced authority to obtain business records and other “tangible
things” under section 215 of the Patriot Act, expanded National Security Letters are
not currently scheduled to sunset. But [ believe it is important to consider these two
complimentary powers together. As the Inspector General has made clear, the use of
judicially authorized 215 orders has been limited by both internal awareness of the
continuing political controversy surrounding them and—more importantly—the
extraordinary breadth of National Security Letters.

There would be little point in tightening the requirements on a tool used a few
dozen times per year with judicial supervision without also reforming the authority
invoked tens of thousands of times annually, at the discretion of FBI supervisors, to
acquire the sensitive financial and telecommunications records of Americans who
are not even suspected of involvement in terrorism. Conversely, whatever changes
to NSL authority may be contemplated in light of the “widespread and serious
misuse” of that authority uncovered by the Inspector General, it is important to bear
in mind that limitations on NSLs are likely to increase reliance on §215. That would
be welcome development insofar as it would substitute judicial approval for
administrative fiat, but may reduce what currently appears to be a high level of
engagement by the FISC in narrowing overbroad applications.

While both powers have been expanded along multiple dimensions since 9/11, the
main cause for concern in both cases has been the removal of the requirement that
there be some evidence—not “probable cause,” but some evidence—linking the
people whose records are sought to terrorism or espionage. Now records need only
be “relevant” to an investigation, and in the case of §215 orders the court is required
to deem records “relevant” if they pertain to someone connected, however
tenuously, to a suspect under investigation. As the Justice Department readily
acknowledges, these tools are used in the early phases of an investigation to broadly
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sweep in large amounts of data, mostly about innocent people, which is then stored
indefinitely in classified government databases.

Here, again, we should bear in mind that while the easiest and most obvious
response to any intelligence failure is always to grant more power to collect more
information, the evidence is very thin that the problem before 9/11 was a lack of
raw data. On the contrary, reflexively expanding collection authorities can
exacerbate what has been colorfully characterized as the problem of “drinking from
a firehose.” This can even lead to a vicious cycle, where it comes to seem that more
and more data is needed to close down all the dead-end leads generated by
indiscriminate data collection.

Since these powers are often compared by their proponents to administrative or
grand jury subpoenas—on the premise that they only provide “the same”
authorities already available to criminal investigators—some crucial distinctions
should be borne in mind. First, those tools are generally focused on either the
activities of heavily regulated corporate entities (in the first case) or on some
specific crime that already has been or is being committed, and in the latter case, the
grand jury is meant to serve—in theory if not always in practice—as a “buffer or
referee between the government and the people,” to borrow the words of Justice
Scalia.

Second, it is impossible to overstate the significance of the transparency that
normally surrounds the acquisition of documents by those means. Thisactsasa
powerful check on government overreach in itself, but also creates a vital incentive
to challenge improper demands. The recent case of Google v. Gonzales is illuminating
here: In an effort to gather information for litigation over the Child Online
Protection Act, the government served Google with a subpoena for a sample of the
search queries entered by users in a particular time period. Google moved to quash
the subpoena on the grounds that it would lose the trust of users if it were publicly
seen to comply with such a broad request. The court—emphasizing its independent
concern for the privacy of those users more than the potential harm to Google’s
reputation—agreed.

By contrast, the widespread misuse of National Security Letter authority described
by the Inspector General took place with not just the compliance, but often the
enthusiastic encouragement of the telecommunications companies. Many of the
violations of these powers that have been reported involve the overproduction of
records by custodians who have every incentive to err on the side of turning over
the maximum amount of information.

Finally, the last decade has seen the courts beginning, however belatedly, to
recognize the need for exceptions to the so-called “Third Party Doctrine” established
in the very different technological context of the 1970s, according to which people
lack a Fourth Amendment “reasonable expectation of privacy” in records
maintained by third parties. This was the basis for the federal statute recently
invalidated by the Sixth Circuit, which allowed e-mail to be obtained withouta
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probable cause warrant under some circumstances. Similarly, a growing number of
courts are concluding that the information about people’s physical location
contained in cell phone records is subject to Fourth Amendment protection.

There are also important First Amendment interests implicated by monitoring of
communications records in particular. The Supreme Court has long held that the
rights of free expression protected by the First Amendment encompass a right to
anonymous political speech—and I should point out here that the Cato Institute
itself is named for a famous series of pseudonymous political pamphlets defending
individual liberty against government power—a right to “receive information and
ideas,” and a right to “expressive association” without state scrutiny into the
membership lists of the political organizations through which itis exercise,
especially when those organizations are unpopular. Here, too, courts are
increasingly recognizing the need for heightened standards when subpoenas would
burden these vital interests.

In the intelligence context, associational interests would appear to be implicated by
the routine use of business record authorities to map “communities of interest” or
conduct “link analysis” using telecommunications records at two or three removes
from the actual target of investigations. Judicial scrutiny can mitigate these concerns
somewhat: Thanks again to the Inspector General, we know of at least one case in
which the FISA court rejected a §215 application on the grounds that it targeted
protected speech. Undeterred, however, the FBI went ahead and obtained the same
information using National Security Letters.

Of special concern here is a “sensitive collection program” involving §215 alluded to
by Acting Assistant Attorney General Hinnen last year in his testimony on these
authorities. Though the Senate had previously unanimously approved an
amendment limiting §215 authority to records pertaining to the activities of terror
suspects or their associates, a similar reform appears to have been abandoned last
year following claims by the Justice Department that such a change would hamper
that secret program. Soon afterward, Sen. Russ Feingold purported to have
knowledge of clear misuse of §215 unknown to the general public.

[f nothing else, [ would urge those with access to the relevant details to take a long,
hard look at that. But I would also suggest that we should be highly skeptical of any
intelligence program that cannot function within even those very modest
limitations. The United States was able to observe the time-tested principle of
individualized suspicion in a decades-long conflict with a hostile empire armed with
nuclear weapons. We should not assume it is an insuperable handicap against
scattered bands of religious fanatics.

Conclusion

As a final observation, I want to suggest that formal improprieties at the acquisition
stage—while certainly very serious, especially in the case of National Security
Letters—are not the sole cause for concern about these broad surveillance powers.
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[t would be more worrying, after all, if standards were lowered and safeguards
weakened so far that nothing counted as a “misuse.” The real danger is that the
formally lawful collection of records is giving rise to a set of ever-growing
databases—the FBI's comprising billions of records at last count—overflowing with
potentially sensitive information about innocent Americans and their
constitutionally protected activities.

As the recent publication of classified military and State Department records by
Wikileaks demonstrates all too clearly, just one of the thousands of people with
access to a database—whether inspired by misguided idealism or more sinister
motives—can compromise an enormous amount of information. When that
information is published on the Internet for all to see, however, it's at least possible
to assess the extent of the harm and seek to identify the responsible parties.
Similarly, when information obtained for intelligence purposes, subject to
intelligence rules, is passed on to criminal prosecutors, we at least know that the
safeguards of the criminal justice system remain in place.

But the ugly history of American intelligence abuses suggests that the gravest threat
in this sphere involves the secret deployment of information for political purposes—
the most notoroious example being the attempt to exploit recordings of Martin
Luther King’s extramarital liaisons to drive the civil rights leader to suicide. It wasa
commonplace, in my former life as a journalist, to say that fact-checking will catch a
sloppy reporter, but not one intent upon deception, By the same token, internal
oversight and auditing are reasonably good at catching honest mistakes. But under
the veil of secrecy surrounding intelligence, the only sure way to prevent willful
misuse of information about innocent Americans is to

You sometimes hear it said that civil libertarians are trapped ina “pre-9/11
mindset,” stubbornly refusing to adapt to the demands of a world where non-state
adversaries wield terrifying destructive capabilities. [ would like to believe that's
not true: With at respect to at least two of the three authorities under consideration
today, | would not question whether the government should have these tools to
investigate terrorists—but only how they should be tailored to ensure that they are
focused on terrorists without intruding on the privacy of innocent Americans any
further than is necessary to safeguard national security.

But I think it would be an equally serious mistake to lapse into what we might call a
“pre-Church Committee mindset”, to forget why we established a series of
safeguards against overbroad surveillance, and to assume that abuse of intelligence
powers can only happen in places like Egypt or China or Iran. As our Founders
understood, and as the history of the 20th century teaches us, it can—and indeed
did—happen here. If we lose sight of that historical lesson, history suggests it may
be decades more before we know our mistake.

Mr. SENSENBRENNER. Thank you very much.

The Chair will now recognize the Members alternatively by sides
in the order in which they appear after Mr. Scott and I are able
to question the witnesses. And I yield myself 5 minutes.
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Mr. Sanchez, you really haven’t complained very much about the
section 215 orders and have taken off after the national security
letters to a much greater extent. Are you aware that the national
security letters were authorized in 1986 legislation sponsored by
Senator Leahy?

Mr. SANCHEZ. I am, of course. But I believe it is important——

Mr. SENSENBRENNER. No, no. Okay. You know that that was not
a part of the original PATRIOT Act.

Are you aware that there were civil liberties protections that
were put into the national security letter statute at the time of the
2006 reauthorization?

Mr. SANCHEZ. Certainly.

Mr. SENSENBRENNER. What is wrong with those protections?

Mr. SANCHEZ. Well, I think the problem here is that as, for ex-
ample, the recent WikiLeaks disclosures have made clear, when
databases, however protected or classified they may be, are allowed
to contain so many records about so many different people without
the requirement of some sort of individualized suspicion, it takes
only really one bad actor to enable enormous disclosure of:

Mr. SENSENBRENNER. But does that mean that the tools of sec-
tion 215 and the national security letters should be completely
thrown out the window because of one bad actor?

Mr. SANCHEZ. No. What I would suggest, however——

Mr. SENSENBRENNER. Okay. Well, then when the reauthorization
was done, section 215 was declared unconstitutional by a Federal
court. I believe it was in Michigan. And after the Congress did the
reauthorization that many of my friends opposed, the plaintiffs
withdrew their lawsuit. Now, were the changes that caused the
plaintiffs to withdraw their lawsuit inadequate in any respect, and
if so, how?

Mr. SANCHEZ. Well, I would suggest, again to return to what I
alluded to——

Mr. SENSENBRENNER. Answer the question if they were inad-
equate in any respect.

Mr. SANCHEZ. I believe that one the changes that was considered
by not implemented ultimately but that was approved by the Sen-
ate unanimously creating a requirement that there be at least a
one-removed nexus to a terror suspect would have narrowed that
authority in a way that——

Mr. SENSENBRENNER. But section 215 is directed at people who
hold business records, and the courts have already determined that
they are not subject to the protections of the Fourth Amendment
because the potential criminal defendant or terrorist, if you would,
was not in possession of those records. And there is a pretty signifi-
cant difference that the courts have recognized.

Now, you know, again I am asking if the protections were inad-
equate.

Mr. SANCHEZ. Well, let me suggest two differences.

Mr. SENSENBRENNER. No. Just tell me how they were inadequate
because there hasn’t been a ruling of unconstitutionality.

Mr. SANCHEZ. Nor, of course, covert authorities and so——

Mr. SENSENBRENNER. You know, yes, they are, but in the amend-
ments, we gave anybody who got a section 215 FISA Court order
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the opportunity to go to court and to get it quashed or cancelled,
and to my knowledge, there has been no court that has done that.

Mr. SANCHEZ. Well, if you look at what the Inspector General has
found about——

Mr. SENSENBRENNER. No. I am looking at what the courts have
been saying, sir. You know, the Inspector General has got an opin-
ion just as the Attorney General has an opinion. I don’t know that
since the changes in 2006 were made there has been any finding
by a court that there is unconstitutionality.

Mr. SANCHEZ. One problem is that in the criminal context
where

Mr. SENSENBRENNER. But we are not talking about the criminal
context. We are talking about FISA here.

Mr. SANCHEZ. But I wanted to suggest a contrast in that——

Mr. SENSENBRENNER. No. There is no need for a contrast because
we are talking about either extending a provision of FISA or letting
a provision of FISA drop.

Mr. SANCHEZ. The third option, though, would be to extend it
suitably narrowed to compensate for the fact that third party
record custodians, where the acquisition of records does not ulti-
mately become public, lack the incentive that they have on the
criminal side and we see frequently in challenges to subpoenas for
records that——

Mr. SENSENBRENNER. Well, just because they don’t have the in-
centive doesn’t take away their right to go to court to get it
quashed.

Okay. Let me talk about roving wiretaps. You know, we have
heard from the previous witnesses that if roving wiretaps are okay
for the Sopranos, you know, why not for Mohamed Atta. Why not
for Mohamed Atta?

Mr. SANCHEZ. I do not oppose these roving wiretaps in intel-
ligence investigations.

Mr. SENSENBRENNER. Okay, thank you very much.

My time has expired.

The gentleman from Virginia, Mr. Scott?

Mr. Scort. Thank you, Mr. Chairman.

Mr. Hinnen, on the lone wolf provision, it is my understanding
that these cannot be used against U.S. persons. Is that right?

Mr. HINNEN. That is correct.

Mr. SCOTT. Are they limited to terrorism as opposed to routine
foreign intelligence?

Mr. HINNEN. Yes. The statutory definition requires that the indi-
vidual be engaged in or preparing for international terrorism.

Mr. ScorT. And what do you need to represent to a court to get
a lone wolf——

Mr. HINNEN. You need to demonstrate to the court probable
cause that the individual is engaged in or preparing for inter-
national terrorism and probable cause that he is using or is about
to use the telephone that you want to surveil.

Mr. ScorT. The information that you have to show that—would
that not be sufficient to get a Title III normal criminal warrant?

Mr. HINNEN. It might in some cases.

Mr. ScotT. How can you have that information and it not be suf-
ficient? How could it not be sufficient?
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Mr. HINNEN. It may in most cases be sufficient. I think that be-
cause the criminal statute requires proof of probable cause that a
crime is being committed, whereas the FISA statute requires prob-
able cause that the individual be engaged in or preparing to engage
in international terrorism, there is a possibility that there might be
some slight difference, but I will certainly grant the Congressman’s
point——

Mr. ScoTtT. International terrorism is a crime.

Mr. HINNEN [continuing]. That they are very similar.

Mr. ScOTT. International terrorism is a crime. Is that right?

Mr. HINNEN. There are jurisdictional elements to criminal stat-
utes as well, and we need to ensure that those are satisfied.

Mr. ScotrT. On 215, you are entitled to get information relevant
to foreign intelligence. Is that right?

Mr. HINNEN. That is correct.

Mr. ScortT. Is that limited to terrorism?

Mr. HINNEN. No, that is not limited to terrorism. That includes
counter-intelligence as well and information regarding the national
defense or foreign affairs.

Mr. ScotT. Foreign affairs, diplomacy.

Mr. HINNEN. Correct.

Mr. ScoTT. What was done before the USA PATRIOT Act in get-
ting information? What do you get under the PATRIOT Act that
you couldn’t get otherwise?

Mr. HINNEN. Under these specific authorities?

Mr. Scortt. Right.

Mr. HINNEN. I think these authorities provide an opportunity for
the intelligence community to obtain in a secure way, while at the
same time protecting classified information and sources and meth-
ods, records that are relevant to national security investigations.

Mr. ScoTT. You couldn’t get that before USA PATRIOT Act?

Mr. HINNEN. We could get it before the USA PATRIOT Act. Cer-
tainly the grand jury subpoena authority was available then. Of
course, the——

Mr. ScorT. What about just FISA?

Mr. HINNEN. You know, I don’t know the answer to that ques-
tion. I wasn’t practicing in this area before the PATRIOT Act.

Mr. Scort. Mr. Litt, were you practicing then?

Mr. LiTT. I am going out on a limb here. I have a recollection
that there may have been some authority prior to the PATRIOT
Act that was expanded in the PATRIOT Act, but I am not certain
of that. I wouldn’t want to be quoted on that. There certainly was
NSL authority.

Mr. Scort. But, Mr. Hinnen, what you get is information rel-
evant to foreign intelligence. Do you need to show any probable
cause of any crime or speculation or terrorism?

Mr. HINNEN. You don’t for a business records order. As with the
grand jury subpoena:

Mr. ScorT. Do you have show that the records are connected to
a foreign agent?

Mr. HINNEN. Collected through a foreign agent?

Mr. ScotT. Connected to a foreign agent.

Mr. HINNEN. You need to show that they are relevant to a na-
tional security investigation.
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Mr. ScorT. Which includes foreign intelligence, not just ter-
rorism.

Mr. HINNEN. Correct.

Mr. ScorT. When people hear of national security, they think ter-
rorism, but you are talking just normal diplomacy kind of stuff.

Mr. HINNEN. No. It includes spies and espionage and that sort
of thing as well.

Mr. ScorTt. Now, on the roving wiretap, how is the standard to
get a roving wiretap different from the normal Title III warrant?

Mr. HINNEN. The difference with respect to a roving wiretap is
that the Government has to demonstrate, in addition to probable
cause, that the individual is an agent of a foreign power and is
using or is about to use a telephone number. The Government also
has to demonstrate to the court that the individual may take steps
to thwart the surveillance.

Mr. ScorT. Now, is the roving wiretap under this authority lim-
ited to terrorism as opposed to 215 which is any kind of spying?

Mr. HINNEN. No.

Mr. ScoTT. Is the roving wiretap limited to

Mr. HINNEN. Excuse me. It too permits the collection of foreign
intelligence information.

Mr. ScorT. Which

Mr. HINNEN. Which is the broad definition that we have been
discussing, Congressman.

Mr. ScoTT. And the minimization. You said collection, dissemina-
tion, and retention. Does the minimization include collection?

Mr. HINNEN. It does for surveillance, yes, Congressman.

Mr. SENSENBRENNER. The time of the gentleman has expired.

The gentleman from South Carolina, Mr. Gowdy.

Mr. Gowpy. Thank you.

Mr. Sanchez, you cited the Ninth Circuit which from my perspec-
tive is the most reversed, least likely to be correct circuit in the
country. Can you cite any other authority for your concerns?

Mr. SANCHEZ. As Mr. Sales mentioned, there are three Federal
appellate courts that have examined roving wiretaps in the crimi-
nal context, and I think—back me up—that all three have stressed
the additional requirement in the case of roving taps that a named
target be identified as important to allowing those taps to meet the
particularity standard.

Mr. Gowpy. Would you agree with me that the United States can
indict Fnu Lnu?

Mr. SANCHEZ. Yes.

Mr. GowDy. Well, then why can’t they investigate Fnu Lnu?

Mr. SANCHEZ. I am not opposed to investigation and certainly of
persons who are reliably believed to be connected to terror groups.
The issue is not whether the investigation should happen but what
constraints should exist to narrow the investigation to ensure that
the information pertaining to innocent people is not swept up espe-
cially given the relative lack of the kind of back-end constraints
that exist in the criminal context.

Mr. Gowpy. Well, if you don’t know the name of the person, if
his first name is unknown and his last name is unknown, how are
you going to investigate him under your recommendations?
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Mr. SANCHEZ. Well, if his first name is unknown and the last
name unknown, how are you sure you are investigating that per-
son?

Mr. GowDY. There are lots of people in the criminal context that
you know a crime was committed. You don’t have any idea what
their first name or last name is. Trust me from 16 years of doing
it. A name is sometimes the last piece of information that you get.

Mr. SANCHEZ. And what can be done in that context is to target
a facility. Again, both FISA and criminal warrants permit a facility
where there is an evidentiary nexus connecting it to a crime or in
this case an agent of a foreign power can be specified. The question
is whether the agent in a case where the target is not known,
where there isn’t that anchor, has discretion to choose new facili-
ties not

Mr. GowDy. When you say the target is not known, there is a
diffe;?rence between not being known and not being identified. Cor-
rect?

Mr. SANCHEZ. It borders on metaphysics, but yes.

Mr. Gowpy. Well, it doesn’t border on metaphysics. It is a fact.
You can not know the identity of someone and still know that that
person exists. Correct?

Mr. SANCHEZ. Certainly.

Mr. GowDY. So there is a difference between being identified and
being known.

Mr. SANCHEZ. And when a target is known by description, which
will often be connected to the facility which is originally monitored,
I think that anchor should limit the extent of the warrant until
identification of information about the identity of that person can
be obtained.

Mr. GowbDY. You don’t have serious concerns about the roving
wiretap. Correct? If I understood your testimony correctly.

Mr. SANCHEZ. If it is narrowed to match the criminal authority,
no.
Mr. GowDY. You are upset about national security letters, but
that is not part of what we are doing.

Mr. SANCHEZ. I was tying those with.

Mr. GowDY. But that is not part of this reauthorization.

Mr. SANCHEZ. That is true.

Mr. GowDy. So roving wiretaps, not that much of an issue with
roving wiretaps.

Lone wolf——

Mr. SANCHEZ. There is potential for roving—for these John Doe
warrants, but I think that is, again, a very narrow set of cases.
And so closing that loophole would

Mr. Gowpy. We have Fnu Lnu indictments. That would even be
worse than a Fnu Lnu warrant. Wouldn’t it? I mean, we indict un-
known people.

Mr. SANCHEZ. In the context of a criminal investigation where
the point is, of course, to identify that person and to have trial in
a public fashion.

Mr. GowDY. Business records. A Federal prosecutor can send a
subpoena without going to any Article III judge and getting permis-
sion, without getting any permission from anyone, can do it on be-
half of a grand jury anytime she or he wants to. Correct?
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Mr. SANCHEZ. Yes.

Mr. GowDY. So you would agree that there is an additional layer
of protection in these cases that doesn’t even exist in drug cases
or child pornography cases or carjacking cases or bank robbery
cases.

Mr. SANCHEZ. But there is an absent layer of protection insofar
as there is no independent grand jury in these cases and also inso-
far as the secrecy removes

Mr. GowDpy. Wait a second. What do you mean there is an ab-
sence? You think an Article III judge who has a job for life is less
independent than a grand jury?

Mr. SANCHEZ. Well, there is a difference in terms of the nature
of the scope of the investigation. Again, on the criminal side, we
are talking about in most cases some kind of nexus to a crime that
has been or is being committed. And then again

Mr. Gowpy. But you would concede we cannot wait in these
cases until a crime is committed. So that analogy falls. I mean, the
goal is not to wait until a crime has been committed in these cases
and then do a really good job prosecuting it. Correct?

Mr. SANCHEZ. But to the extent that scope difference creates
more discretion, additional protections I think are appropriate.

Mr. SENSENBRENNER. The gentleman’s time has expired.

The junior Chairman emeritus of the Committee, the gentleman
from Michigan, Mr. Conyers?

Mr. CONYERS. Thank you, Mr. Chairman.

Mr. Hinnen and Mr. Litt, I understand that the Judiciary Com-
mittee in the other body is considering a bill that would make some
changes in some of this law that we are discussing, S. 290. Do any
of you have any operational concerns about anything in this bill
that you would like to bring to our attention this afternoon?

Mr. HINNEN. Mr. Ranking Member, I am not sure exactly which
bill S. 290 is. Who is the sponsoring Senator, please?

Mr. CoNYERS. Chairman Leahy.

Mr. HINNEN. Congressman, Mr. Ranking Member, with the ca-
veat that that bill is currently going through markup or at least
was until very recently and we may not have reviewed the most
recent set of changes, the Administration had reached a point
where it was supporting a very similar bill to that at the end of
the last Congress when these provisions were set to expire. So
without knowing every jot and title that may have been changed
in the recent markup, we are prepared to support a bill that is
similar to the one that was considered at the close of the last Con-
gress.

Mr. CONYERS. Mr. Litt?

Mr. LitT. Mr. Ranking Member, that bill—I think the provisions
in there are examples of the kinds of provisions that I described
in my statement as provisions that would provide enhanced protec-
tion for civil liberties without affecting operational utility. So, yes,
that is our view on those.

Mr. CoNYERS. Thank you both.

Mr. Sanchez, it has been a fairly difficult afternoon, hasn’t it?
[Laughter.]

Mr. SANCHEZ. I am having fun.

Mr. CoNYERS. Could I inquire if you are an attorney?
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Mr. SANCHEZ. I am not.

Mr. CoNYERS. Well, that may account for some of the difficulty.

What would you tell a Member of this Committee this afternoon
who might be thinking about voting against this 3-year extension?

Mr. SANCHEZ. Well, first of all, in terms of the operational im-
pact, there is a grandfather clause. That means these powers would
continue to be in effect for investigations already underway. So the
immediate operational impact I think would likely be limited by
that.

I would suggest that certainly all three appear to—well, in one
case, not used at all; in the other cases, used in a fairly limited
way.

But I would suggest that at least with respect to roving wiretaps
in 215, what would be desirable is to sufficiently constrain them so
that they are narrowed to minimize the collection of information
about innocent Americans in a way to account, again, for the struc-
tural differences between intelligence and criminal investigations
and that fixing these provisions so that they can be made perma-
nent is actually preferable to allowing them to expire.

Mr. CONYERS. Does anyone here want to comment on that sug-
gestion?

Mr. HINNEN. I would just say, Congressman, that I think the ref-
erence to a distinction in the constitutional architecture between a
group and an individual—I actually, with due respect, disagree
with the assertion that that is what Congress did in 1978 and that
that is what the Keith case does. What those cases do and what
the Fourth Amendment cases that focus on this do is distinguish
between the Government’s interest in criminal investigation and
the Government’s interest in protecting the national security. They
don’t distinguish between—the distinction of constitutional signifi-
cance is not one between an individual and a group.

Mr. LiTT. I think from the intelligence community’s point of view,
we certainly share the hope that we can reach the stage where
these authorities can be authorized on a permanent basis. From
our point of view, while we encourage oversight, having to run up
against repeated expirations is not something that we particularly
enjoy doing. I guess at the generic level, I can share the sentiment
that I hope we get to the stage where we all agree on what the ap-
propriate way is that we can authorize these permanently. We may
disagree as to what the details of that are.

Mr. CONYERS. Professor?

Mr. SALES. I think, if I may—I know we are very short on time.
So I will be as brief as I can, which is hard for a professor to do.

I think Congress has struck the right balance with the provisions
as they exist. Since the PATRIOT Act was enacted, Congress has
revisited these provisions time and time again, each time adding
additional layers of oversight and additional safeguards. I think
those additional mechanisms to protect privacy and civil liberties
would justify a permanent extension of these provisions now with-
out any additional tinkering.

Thank you, sir.

Mr. SENSENBRENNER. The time of the gentleman has expired.

The Vice Chair of the Subcommittee, the gentleman from Texas,
Judge Gohmert?
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Mr. GOHMERT. Thank you, Mr. Chairman.

I appreciate your all’s testimony.

One of the things I got hit up—when we were talking about ex-
tending 206, 215 of the PATRIOT Act, was that under 206, appar-
ently somebody had been talking about it on TV that that could
allow the FBI to get a wiretap on an entire neighborhood because
the person being pursued had used a neighbor’s phone before and
therefore might be likely to use other people’s phones in the neigh-
borhood. Has anybody here ever heard of an entire neighborhood
being wiretapped under 206?

Mr. HINNEN. No, Congressman, and I think that would be incon-
sistent with the terms of the statute which require the Government
to demonstrate probable cause that the specific agent of a foreign
power is using a specific telephone number.

Mr. LitT. In addition to that, when you do get a roving wiretap
order, every time the agents go up on a new telephone, they have
to report that to the FISA Court within 10 days and they have to
report the specific basis on which they believe that the particular
facility was being used. And I would doubt that that would pass
muster with the FISA Court if anybody tried that.

Mr. GOHMERT. In my understanding with the roving wiretap, the
goals was to go after cell phones that could be disposed of quickly
and not give time to go after the new phone. Is that correct?

Mr. HINNEN. And other similar kinds of tradecraft where individ-
uals cycle through providers quickly in order to try and shake sur-
veillance, yes.

Mr. GOHMERT. Professor, do you have any comment on that? Do
you think it is plausible, possible even to get a wiretap of an entire
neighborhood under 206?

Mr. SALES. No, sir. I think that would be inconsistent with the
terms of FISA as it is written. As my colleagues have said, FISA
is very clear about what is required in order to initiate surveil-
lance. You must establish, in the case of 206, probable cause to be-
lieve that the target is engaging in international terrorism. I think
it would be extraordinarily difficult to persuade the FISA Court
that there is probable cause to believe that an entire neighborhood
is engaging in international terrorism.

In addition, it must be shown that there is probable cause to be-
lieve that the target is using a specific facility in question. If there
is a terrorist using a phone, then we should be listening to it, but
it is inconceivable to me that the FISA Court would approve drag-
net surveillance like this. I think that is the most important part.
It is the court that decides, not the FBI.

Mr. GOHMERT. Well, Mr. Sanchez, you brought up NSL’s. I think
most of us were quite alarmed when the IG came in with a report
that they had been badly abused and they were not getting the su-
pervision we had been assured that NSL’s would get. And you had
FBI agents just doing fishing expeditions without proper super-
vision.

If T understood you correctly, you seem to think that 215 could
take care of the needs that are currently given to—or the power
that is currently under the national security letters. Is there any-
body else that you know of that agrees with that? If you just did
away with national security letter power——
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Mr. SANCHEZ. I am not proposing doing away with the national
security letter power.

Mr. GOHMERT. Oh, you are not? What is your specific proposal?

Mr. SANCHEZ. My suggestion is that if the national security letter
authority were narrowed further, for example, as it previously did,
to permit the acquisition of records that pertain to a suspected ter-
rorist and in the case of communications records for basic sub-
scriber information for persons believed to be in contact with a sus-
pected terrorist, that narrower authority could allow the kind of
initial investigation on the basis of relatively limited records that
don’t sweep in people 2 and 3 degrees removed. And if that kind
of greater breadth is necessary, 215 orders could be employed for
those categories of records.

Mr. GOHMERT. So you think national security letters do perform
an i;nportant function. They just need to be narrowed. Is that cor-
rect?

Mr. SANCHEZ. I think that is accurate, yes.

Mr. GOHMERT. I see my time has expired and I yield back.

Mr. SENSENBRENNER. The time of the gentleman has expired.

The gentleman from Georgia, Mr. Johnson?

Mr. JOoHNSON. Thank you, Mr. Chairman, for holding this very
important hearing.

I have—well, before I go down that line, let me say that section
215, the business records section, can be used against Americans
who are alleged to be an agent of a foreign power. Is that correct?

Mr. HINNEN. Yes, that is correct.

Mr. JOHNSON. And you would just simply need specific and
articulable facts giving reason to believe that an American may be
assisting a foreign power or an agent of a foreign power, in other
words, not probable cause but a level below probable cause.

Mr. HINNEN. Certainly the relevant standard is a more lenient
or a minimal standard as opposed to probable cause.

What the business records provision actually allows us to do is
to get records from a third party custodian, to go to a bank and
get an individual’s bank records or that kind of thing. And so that
is why the importance is demonstrating their relevance to a na-
tional security investigation, not necessarily anything specific
about the individual because they don’t actually act against the in-
dividual directly.

Mr. LiTT. Let me here—just to be clear, in those FISA authorities
which do depend upon a finding that somebody is an agent of a for-
eign power, that finding is based on probable cause by the court.

Mr. JOHNSON. The finding that the person is an agent of a for-
eign power looks to me that it simply requires a showing of specific
and articulable facts as opposed to probable cause. I am correct on
that, am I not?

Mr. HINNEN. That was the distinction, Congressman, I was try-
ing to draw. I don’t think I articulated it very well. What the busi-
ness records provision requires the Government to show is some-
thing with respect to the investigation itself rather than some-
thing:

Mr. JOHNSON. Yes. Well, I understand that part. That is probable
cause, the fact that it may be related to a terrorism or a security
investigation, national security.
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But the person whose documents are being subpoenaed, if you
will—that person can be an American and they can be established
as an agent of a foreign power merely through an articulable, rea-
sonable suspicion as opposed to probable cause.

Now, I have serious concerns about the possible abuse and mis-
use of counter-terrorism technologies developed by Federal contrac-
tors under the authority of the PATRIOT Act and the Homeland
Security Act. Are either one of you familiar with the recent Cham-
ber leaks controversy?

Mr. LitT. I am sorry. The recent what?

Mr. JOHNSON. Chamber leaks, a situation where there was a
group of——

Mr. LitT. The Chamber of Commerce?

Mr. JOHNSON. Yes.

Mr. LITT. I am familiar from reading it in the newspapers, yes.

Mr. JOHNSON. So the technologies that were developed by these
security contractors which could have been unleashed on American
citizens for domestic illegitimate purposes, the mining of social net-
work sites, the planting of false personas and things like that, false
documentation—these are technologies that are depended upon by
individuals who are executing their authority under the PATRIOT
Act. Correct?

Mr. Litt. Well, I don’t specifically know what technologies those
people planned to use, but I do know

Mr. JOHNSON. Let me ask you are you familiar with Palantir
Technologies, Bar Code technologies, or HBGary Federal and
whether or not the Department of Justice or the national security
agency which you belong to, Mr. Litt, contracts with any of those
firms for their software?

Mr. LiTT. I am familiar with the names of the companies. I don’t
know whether there are any contracts between the intelligence
community and any of those companies.

Mr. JoHNSON. Well, I have asked for a congressional hearing to
take place in Judiciary, and I look forward to hearing back from
the Chairman of the full Committee as to whether or not there will
be hearings held on this most important topic, which is directly re-
lated to our subject matter today.

Thank you.

Mr. SENSENBRENNER. The time of the gentleman has expired.

The gentleman from California, Mr. Lungren?

Mr. LUNGREN. Thank you very much, Mr. Chairman.

Mr. Sanchez, you talked about the Ninth Circuit. I am a little fa-
miliar with the Ninth Circuit. They were, during the time I had ex-
perience with them, the most reversed circuit in the entire United
States. I think 1 year they had 19 out of 20 cases reversed; 1 year,
21 out of 22, a number of them that my office brought before the
Supreme Court.

But I was interested in the language that you cited as exemplary
for what we ought to be using. It really caught my attention be-
cause you quoted their language saying that they approved it in
the criminal context because there is virtually no possibility of
abuse or mistake. I guess my question is, should that be the stand-
ard that we use, virtually no possibility of mistake, before we are
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allowed to have a roving wiretap in a case in which we are trying
to stop an attempted terrorist attack?

Mr. SANCHEZ. Well, I should say in the context——

Mr. LUNGREN. I mean, that is the language that you used. So I
assume that you meant that that is the kind of standard we ought
to have, virtually no possibility of mistake.

Mr. SANCHEZ. I think in fact, again in particular when we are
talking about online surveillance or surveillance of electronic com-
munications, anytime a tap is roving, there is inherently some pos-
sﬂoilit;ff‘ of error, but that is dramatically magnified without the an-
chor o

hMr. LUNGREN. So that would not be your standard. I appreciate
that.

Mr. Litt and Mr. Hinnen, sort of the general talk about roving
wiretap—can you tell me how many times it has been utilized
under section 206?

Mr. HINNEN. I am afraid we don’t have that number with us
today. As I mentioned in my testimony, we obtain the authoriza-
tion about 20 times a year. The set of circumstances doesn’t always
eventuate such that we need to use the authority despite the fact
that we have gotten it. So it would be something less than 20 times
a year.

Mr. LUNGREN. There would be some people that would believe
perhaps, if they heard some of the commentary today, that my
goodness, if we don’t have the same restrictions that you have in
a criminal case, this must give rise to your ability to have a wide-
ranging, exploratory search with no specificity. As I read the stat-
ute, it doesn’t allow that. Could you explain exactly what you have
to do in order to obtain the authority for a roving wiretap in a sec-
tion 206 case?

Mr. HINNEN. Sure. Thank you, Congressman.

The Government has to make three important showings in that
case. It has to make the two showings that are required for regular
FISA surveillance in any case: probable cause to believe the indi-
vidual is an agent of a foreign power and probable cause that the
individual will use the specific phone number

Mr. LUNGREN. The individual. It is an individual even though
you may not know the individual’s name.

Mr. HINNEN. That is correct. I thought Congressman Gowdy did
an excellent job of demonstrating the difference between being able
to identify someone and being able

Mr. LUNGREN. But I want to make sure that as you understand
the statute, it requires you to have some specificity with respect to
an individual who is the target of your inquiry.

Mr. HINNEN. That is correct, Congressman. Specificity both with
respect to a specific individual and with respect to a specific phone
number.

Mr. LUNGREN. And if in fact in the process of using the roving
wiretap, you move it to another instrumentality, do you not have
to then inform the court of that?

Mr. HINNEN. We do. We have to inform the court of the facts that
lead us to believe that the target for whom we have already shown
probable cause that he was an agent of a foreign power is using
a specific phone number at that new provider.
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Mr. LUNGREN. So there is a continuing oversight by the court in
that context?

Mr. HINNEN. That is correct.

Mr. LUNGREN. And obviously in a criminal case and in a case
such as this, when you allowed to have a roving wiretap, I assume
you collect conversations with people who are not targets.

Mr. HINNEN. That is certainly correct that when the Government
conducts surveillance, not every conversation relates to the conduct
being:

Mr. LUNGREN. And the Government has done this for years and
years in the criminal context. I presume that you handle it in this
context in a similar manner, that is, you are required to minimize
those conversations of people who are not targets. Correct?

Mr. HINNEN. Although the minimization process works slightly
differently, yes, there is a strict minimization requirement in the
FISA statute.

Mr. LUNGREN. Would you explain for the record what that mini-
mization process is?

Mr. HINNEN. In a criminal context, real-time minimization is re-
quired. In other words, an agent literally listens to the phone call,
and if it appears to be a call to mom about picking up milk on the
way home, the call is dropped. Because Congress recognized that
spies and terrorists don’t always operate that way, there may be
language issues, there may be issues of talking in code, there may
be tradecraft issues, the FISA statute does not require real-time
minimization. It requires after-the-fact minimization.

Mr. LUNGREN. But minimization nonetheless.

Mr. HINNEN. Minimization nonetheless.

Mr. SENSENBRENNER. The time of the gentleman has expired.

The gentlewoman from California, Ms. Chu?

Ms. CHU. I was interested in a couple of anecdotes from the In-
spector General report, the first case where the FBI was collecting
information about a certain telephone line. During this time the
phone company assigned the number to a different person but
failed to inform the FBI of this fact for several weeks, and as a re-
sult, the FBI collected information about an innocent person who
was not connected to the investigation.

And then a second anecdote where the FBI learned that a source
who had provided significant information about the target changed
his mind and no longer believed that the target was involved with
a particular terrorist group, but the change was not reported to the
1courtd until about a year later. Hence, all that information was col-
ected.

Well, let me ask about these roving wiretaps, Mr. Hinnen or Mr.
Litt. The criminal law also permits roving wiretaps, as it should,
but it also includes a critical protection that section 206 of the PA-
TRIOT Act does not. It requires the Government to specifically
identify the target if it is not going to identify a device and rove
with an individual. There have been legislative fixes proposed for
almost 10 years to put this common sense protection into FISA. Do
you oppose this proposal or do you support this proposal? Please
explain what your position is on this.

Mr. LITT. I must say I think that proposal is entirely unneces-
sary. As Mr. Hinnen explained before, the FISA statute already re-
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quires that we either identify the person by name or give a suffi-
cient description of him so that we know who it is.

I must say I spent a number of years at the beginning of my ca-
reer as an assistant U.S. attorney, and I encountered situations
where we would wiretap somebody and the target of the wiretap
would be, you know, John Doe, aka, Chico. All we knew was a nick-
name, but we knew enough to know who it was so that when we
were listening to the phone, as Mr. Hinnen said, we could turn it
off if we didn’t have our target on the line.

It is the same principle here. We may not know the person’s
name and we certainly may not know that we know his true name,
but we can’t get a FISA order unless we know enough to convince
the court that we know who the person is and that that person is
an agent of a foreign power. And that requires particularity.

Ms. CHU. Well, another protection in criminal wiretaps is that
the Government must ascertain that the subject is actually using
the device before it begins recording, thereby greatly reducing the
number of innocent people that are inadvertently recorded by the
Government. As you can see here in the anecdote that I just
named, the suspected person wasn’t even using that particular
phone.

Do you oppose putting this protection into FISA, and if so, why?

Mr. HINNEN. Congresswoman, that protection is in FISA for sur-
veillance. The Government must show, in addition to probable
cause that the targeted individual is an agent of a foreign power,
probable cause that the individual is using or is about to use the
phone. I suspect—and I am not familiar with that particular pas-
sage of the Inspector General’s report, but I expect that that was
a mistake. I won’t sit here and tell you that mistakes never occur
in this area of human endeavor, just like they occur in all others.
But the FISA statute does require the Government to demonstrate
probable cause that the individual is using or about to use the spe-
cific number that the Government wants to conduct surveillance
on.
Ms. CHU. Mr. Sanchez, how do you respond to this?

Mr. SANCHEZ. I think what is crucial to keep in mind when talk-
ing about the equivalence between two powers is the larger frame-
work in which they are embedded. So as Mr. Hinnen already dis-
cussed, collection in the first instance is much broader, is weighted
toward, as the FISA Court has said, the Government’s need to ac-
quire foreign intelligence, and that even when it is minimized,
often that doesn’t entail the destruction of information. So there
have been a number of cases where FISA recordings that were
nominally minimized were when the Government was faced with
the Brady obligation to provide exculpatory information, they were
actually able to ultimately retrieve many, many times more hours
of recording than had been not minimized.

So in particular, in the context of where you are talking about
roving across facilities where I think the inherent possibility of
using an identifier like Chico creates a lot more slippage, a lot
more potential for error, the need to compensate on the front end
means that the protections on the discretion of agents need to be
at least as strong as they are on the criminal side where, again,
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there is going to be a lot more back-end scrutiny in a distributed
fashion if not by the court itself.

Mr. SENSENBRENNER. The time of the gentlewoman has expired.

The gentleman from Pennsylvania, Mr. Marino?

Mr. MARINO. Thank you, Mr. Chairman.

Gentlemen, I think you have been asked a question to a certain
extent, but before I ask you to answer my question, am I correct
there are two attorneys and two non-attorneys? Or there are three
attorneys and one non-attorney. Got it. All right.

Just for the interest of brevity, I would like to start at the left
end, my left, of the table. Could you please succinctly describe the
difference between a Title III search warrant and a FISA warrant?
I think that is critical at this point because as a U.S. attorney for
6 years and a district attorney for 12 years, to some extent I had
more latitude as a district attorney in acquiring a Title III warrant
than I did a FISA warrant.

Mr. HINNEN. Yes, Congressman. The principal differences be-
tween a Title III warrant and a FISA order are that in the first
case the Government needs to demonstrate that the individual tar-
get is an agent of a foreign power, not an individual committing a
crime but must show probable cause in both cases.

Second, Congress decided in 1978 that it would be harmful to for-
eign intelligence investigations if the strict notice requirements in
Title IIT also existed in the criminal context. You would essentially
in every case in which you conducted surveillance against a spy or
a terrorist have to notify him within a certain amount of time after
that surveillance had occurred.

And then the last is one that we have already discussed here
today as well which is in the technical manner in which the mini-
mization is applied to the information collected.

Mr. MARINO. Attorney Litt, please. Can you follow up on that?

Mr. LiTT. I agree with that.

Mr. MARINO. Good.

Professor?

Mr. SALES. Thank you, Congressman.

I agree with that and one additional and important difference be-
tween the Title III context and the FISA context is the internal ap-
proval mechanism for a wiretap order. In the Title III context—let
me talk about the FISA context first.

The FISA context requires incredibly high-level sign-off from the
highest levels within the Justice Department. The FBI Director is
involved. The Deputy Attorney General is personally involved. The
Attorney General is personally involved. That is much more rig-
orous internal executive branch scrutiny than you have for a Title
IIT wiretap which I suspect may explain your own experience of the
relative ease of obtaining a Title III versus a FISA.

Mr. MARINO. And it hinges on the credibility of the United States
?)tl‘iorney and the FBI agent or whatever agent requesting that.

ay.

Mr. MARINO. Sir?

Mr. SANCHEZ. I think they have covered it fairly well, but I
would stress again the distinction between minimization in real
time and minimization after the fact as again weighted toward
broad acquisition of most of the information flowing through a fa-
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cility unless it could not be foreign intelligence information which
almost anything could. So again, just the idea that there is much
broader initial collection.

Mr. MARINO. Broader initial collection where?

Mr. SANCHEZ. That is to say as opposed to the case where infor-
mation is recorded only when there is some nexus to the predicate
offense, there is generally recording of all communications.

Mr. MARINO. You know, with all due respect you are throwing
out first-year law school criminal law terms, “predicate offense,”
“nexus,” you know, the whole 9 yards, something that any one of
us can get off the Internet. But you are not getting specifics. Do
you understand, sir, with all due respect, the delineation between
the two and what one has to go through for the FISA order com-
pared to the Title III?

Mr. SANCHEZ. I do. I am referring only to, again, the question of
when minimization occurs, which everyone else here has, I think,
already alluded to.

Mr. MARINO. Thank you.

I yield my time.

Mr. SENSENBRENNER. The gentleman from Arkansas, Mr. Grif-
fin?

Mr. GrIFFIN. Thank you, Mr. Chairman.

I want to follow up with some questions for you, Mr. Sanchez.
I was reading in your written statement when you were talking
about—and these pages are not numbered. You have a section here
where you are talking about the transparency that normally sur-
rounds the acquisition of documents via grand jury subpoena.

Mr. SANCHEZ. Yes.

Mr. GRIFFIN. And you indicate that it is impossible to overstate
the significance of the transparency that normally surrounds the
acquisition of documents by those means, those means being via
the grand jury subpoena. Could you talk a little bit about what
that transparency is?

Mr. SANCHEZ. Well, insofar as normally on the criminal side that
those processes do not involve gag orders, as 215 orders and na-
tional security letters normally do, the incentives I believe are dif-
ferent for companies served with those orders. They are not always
incentivized to stand up for the privacy rights of their customers,
the people whose records they are in custody of. But we see fre-
quently booksellers or companies like Google moving to quash sub-
poenas specifically citing the ground that they fear that their rep-
utation would be damaged by the disclosure of the fact that they
were turning over sensitive records without making any kind of
move to limit the scope of the subpoenas.

By contrast, what we have seen, again, in at least the national
security letter and 215 cases, is that often when there have been
identified misuses, they have typically occurred with the enthusi-
astic collaboration of the record custodians, often violating the
rules because of overproduction.

Mr. GRIFFIN. I am limited on time here.

So I guess in my experience, I haven’t seen a lot of transparency,
not that it is warranted. The whole nature of a grand jury process
is secrecy. I am not sure where you are going with your trans-
parency argument. But the grand jury issues the subpoena in se-
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crecy. It is issued and complied with in secrecy. The documents are
obtained and brought to the grand jury. So I am not exactly sure
what that argument is that you are making there.

But I also want to go over here. You talk about the PATRIOT
Act’s roving wiretap provision includes no parallel requirement
that an individual target be named. We just discussed that. We
were given the example of at least identifying the individual even
if we don’t know the name.

But then you go on and you say, quote, this is disturbingly close
to the sort of general warrant the Founders were so concerned to
prohibit when they crafted our Bill of Rights. A little hyperbole
there maybe.

Mr. Litt, would you comment on that?

And this gets me to the broader question, and this is what I have
heard a lot back home. If you would each—I know I am running
out of time—just briefly comment on the constitutionality of the
three provisions that we just voted to extend. Do you any of you
have constitutionality concerns? And if this was asked previously,
I apologize.

Why do we not just start on the end and go down?

Mr. HINNEN. No, Congressman.

Mr. GRIFFIN. Mr. Litt?

Mr. LitT. No. No, I don’t. I think the only two issues that have
been raised—with respect to the lone wolf provision, I think there
has been concern expressed that this may be beyond the national
security powers as set out in the Keith case. And I think that when
you have a situation where you are talking about non-U.S. persons
who are engaged in international terrorism and a collection which
is certified to be for the purpose of collecting foreign intelligence,
I don’t think that is a serious constitutional concern.

And similarly, for the reasons we previously discussed, I think
that the roving wiretap adequately meets the particularity require-
ment of the Fourth Amendment.

Mr. GRIFFIN. Mr. Sales?

Mr. SALES. Thank you, Congressman.

I agree with that as well.

I think we are pretty far away from the days of King George III.
FISA, as amended by the PATRIOT Act, doesn’t allow the sort of
general warrant dragnets that our founders justifiably worried
about 200 years ago. That is not the situation that FISA author-
izes. In all cases, FISA, as amended by the PATRIOT Act, requires
probable cause to believe that the target is an agent of a foreign
power, i.e., somebody who is a spy or a terrorist. That seems like
it meets the particularity requirement pretty precisely to me.

Mr. SENSENBRENNER. The time of the gentleman has expired.

Mr. GRIFFIN. Thank you, Mr. Chairman.

Mr. SENSENBRENNER. I would like to thank all of our witnesses
today for their testimony. I think it has been very enlightening and
elucidating.

Without objection, all Members will have 5 legislative days to
submit to the Chair additional written questions for the witnesses
which we will forward and ask the witnesses to respond as prompt-
ly as they can so that their answers may be made part of the
record.
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The gentleman from Georgia?

Mr. JOHNSON. Thank you, Mr. Chairman.

I would ask unanimous consent to introduce into the hearing
record a report by the American Civil Liberties Union titled “Re-
claiming Patriotism.”

Mr. SENSENBRENNER. Without objection.

[The information referred to follows:]
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Mr. SENSENBRENNER. Also without objection, all Members will
have 5 legislative days to submit any additional materials for inclu-
sion in the record, and without objection, the hearing is adjourned.

[Whereupon, at 3:54 p.m., the Subcommittee was adjourned.]
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MATERIAL SUBMITTED FOR THE HEARING RECORD

Prepared Statement of the Honorable Henry C. “Hank” Johnson, Jr., a Representa-
tive in Congress from the State of Georgia, and Member, Subcommittee on Crime,
Terrorism, and Homeland Security

Mr. Chairman, on October 26, 2001, in a time of fear and uncertainty that fol-
lowed the terrorist attacks of September 11, 2001, President George W. Bush signed
the Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act of 2001, commonly referred to as the PA-
TRIOT Act, into law.

The PATRIOT Act is one of the most controversial laws to date. It was more than
30({{ pages long and was passed a little over a month after the September 11th at-
tacks.

I am not down-playing the significance of the September 11th attacks; it was the
worst terrorist attack in American history.

While the threat of terrorism is real, and law enforcement must have the right
tools to protect Americans, any counterterrorism measures must have a solid Con-
stitutional footing and respect the privacy and civil liberties of the American people.

The framers of the Constitution recognized the inherent danger of giving the gov-
ernment unbridled authority to look into our private lives and put checks and bal-
ances in place to curb government abuses.

As we started off the 112th Session, my colleagues on the other side of the aisle
gemonstrated their commitment to the Constitution by reading it on the House

0or.

Surely, they are familiar with the Fourth Amendment which states “[t]he right
of the people to be secure in their persons, houses, papers, and effects, against un-
reasonable searches and seizures, shall not be violated, and no Warrants shall issue,
but upon probable cause, supported by Oath or affirmation, and particularly describ-
ing the place to be searched, and the persons or things to be seized.”

The provisions of the PATRIOT Act that will sunset on May 27, 2011 are dis-
concerting and expand the government’s authority to meddle in our lives with little
or no evidence of illegal conduct.

Section 215 of the PATRIOT Act allows the government to seize “any tangible
thing,” from an American who has not been suspected of terrorism, including library
records and diaries, relevant to a terrorism investigation, even if there was no show-
ing that the “thing” pertains to suspected terrorists or terrorist activities.

Section 206 of the PATRIOT Act, commonly referred to as the “roving wiretap”
provision, is less controversial. Roving wiretaps are commonly used by law enforce-
ment and it is reasonable to make it available to intelligence officers. Under the
Foreign Intelligence Surveillance Act (“FISA”), “John Doe” wiretaps that do not
specify the person’s identity are allowed. This standard could be tightened to de-
crease the likelihood that the wrong person will be targeted.

Finally, Section 6001 of the Intelligence Reform and Terrorism Prevention Act of
2004 (“IRTPA”), also known as the “lone wolf” provision, permits secret service intel-
ligence surveillance of non-U.S. persons suspected of being involved in terrorist ac-
tivities even if they are not connected to any overseas terrorist group. Because the
“lone wolf” provision operates in secret, it could be subject to government abuses.
To date, this provision has never been used.

There is bipartisan consensus, evidenced by the 26 Republican Members who
voted against reauthorization of the expiring provisions of the PATRIOT Act on Feb-
ruary 17th, that they need improvement to preserve the rights of the American peo-
ple.

If Congress reauthorizes these provisions again with no changes, Americans mere-
ly visiting a website, mentioning a matter under investigation on social networks,
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or checking out a “controversial” book from a library is enough not only to invade
the privacy of law-abiding Americans, but to also do so without any of them know-
ing that the Feds are watching.

One of the most difficult tasks for Congress is balancing the nation’s need for se-
curity against Americans’ rights to privacy, but this is a duty that should not be
ignored.

I look forward to hearing from the witnesses about how we can achieve this goal.

Thank you, Mr. Chairman, and I yield back the balance of my time.
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Letter from Debra Burlingame, Co-Founder, and Timothy Killeen,
Executive Director, Keep America Safe
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Letter from J. Adler, National President,
the Federal Law Enforcement Officers Association (FLEOA)



103



104



105

Letter from Konrad Motyka, President,
the Federal Bureau of Investigation Agents Association

Federal Bureau of Investzgatzon

Agents Assocsatfon

March 16, 2011

The Honorable Lamar Smith.
House Commitiee on the Judiciary
United States House of Ruprnscntdm
Washington, DC 20513

The Honorable dohit Conyers, Jr.
House Committee on the Judiciary
United States House-of Representatives
“:Washington,. DC 20515

Dear Chairman Smith and Rankmg VfLmber C Conyers:

The FBI Agents-Association {"FRIAA") appreciates this oppm‘mnm to-submit our views on
the- importance. -of reauthorizing - the  expiring . provistons - of the  USA “PATRIOT " Act
{("PATRIOT Act"). The FBIAA is comprised of aver 12000 active diry and retired Agernts
Tationwide and 18 the only professional assoctation dedicated to advancing the goals of FBL
Agents: On behalf of the Special Agents.of the FBL we urge you o pexmanenﬂ\ remthnnn
the provisions of the PATRIOT Act.and related Taws that wﬂ? expire on May 27. "01 1,

Business Records

The "business records” provision, § 215 of the PATRIOT Act; allows criminal investigators
10 apply-to the U.S. Foreign Iatelligence Sutveillance Act Coust {"FISA Court")-foran order
requiring the production of business records related w foreign intelligence operations or an
investigation of international terrorism. However, no suich order can be issued i it concerns
uni investigation, of a U:S: person based solely on that person’s: exeréise of his or her First”
Amendment righis. : o : ‘

This provision is used in specific and rarc circumstances. As deseribed by the Congressional
Research Service, the business records tool has: beér ised "sparingly and nevef to acquire

library, -bookstores, miedical ‘o gin sale rccc)rds“”l Despite infrequent use, the ability to
access important bank and telephone records early in. investipations {5 critical-for cfiminal
investigators.-and leaders in’the Department of Justice and FBI have calhd the business
recmd& prov iston & “vital tool in the war on terror."

Charles DO\“. Congre wtwna! Rns‘.auh §<.1HLL l S P%TRIOT Act Surset: & Sketch { lune: 2
20055 Blmvwaww i 5 Seie At Bidward OO T O cysinmal Ris um_n‘k
Service, \me’ldmnnt; to the Forewn {ntdhm,nce Surveillance Sct(FISAY Set to I:\p February 28,2011
{Feb. 28, 2011} :
“ Lerter fromJames B Comay: Uepmx Attorniey General, to !‘n Haonarable d. Dennis Hastery Sp:akur'
Houxn of RLPI’LSLH[&H\C% 1.lu|\ 620 O-l) avadable af? b s s N

Post Office Box 12650 * Arlington, Virginia 22219
A Non-Governmental Association :
(703) 247-2173  Fax (703} 247-217
E-mail: fhiaa@fbiaa.org o weww.thian.org
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Given that the provision has been used carefully and effectively in investigations ol ferrorist
threats, the FBIAA recommends: that Congress reauahnm;'e the provision: on- a. permanent
basis without new hrmtanons onits use,

Rm'ing Wiremg g

The "roving Mretap" provision, § 206 of tha PATRIOT At allows the FIS: ‘& Court to issue
wirctap orders’ that are not linked to_specific phones or computers if-the: target of  the
sury emance has demonstrated anintent to ev ade surveillance.

The abi}ity to obtain orders: for toving wiretaps iy abscriuiﬁlypsscmia] o contemporary
criminal and -counterterrorism - investigations - bosause - criminal - networks - have: becorne
technologically advanced and will often purchase and us¢ many diffevent mobile phones and
“computers in-order to evade wxrdap efforts. - Law cntolcemmt experts have described the
TOviTE wiretap provision s u fvery eritical mieasure™ that has likely helped detect and
prevent numerous terrorist plots, including the plots to bom‘n maltiple synagogucs in New
"“{ork City.

The lﬂ'BlAA urges Congress to. permarnently reauthofize the roving wiretap authosity and not
subject it to futther restrictions.. . The roving wiretap provision i% already constrained by the
reqiiiremients that the- FISA Court ‘must find probable cause that the target intends to evade
surveillance to issue a wiretap and that minimization procedures are” followed regarding the
collection, “rétention,; and- disseniination -of nformation about. TS, persons. A fuilure
reauthiorize the  roving wiretap provision, or encumbering the provision with unnecessary:
restrictions; would jéopardize the utility ‘of an important investigative tool and: could, as
Dirsetor Mueller has warned, open-up:a “gap it the law that,. sophisticated terrorists or:-spies
could easily exploit)™ ' - :

Lone Wolf Surveitlance

- The "lane wolf? provision; found in Section 600F of the Intelligence Reform and Terrorism
Preverition Act of 2004 allows the FISA Court to issue surveillance orders-targated at non-
U.S: persons who engage in intéimational terrorisy or activities it préparation of terrorism:
“Prior to enactiment of ‘the Jone wolf pravision, the FISA Court could only issue surveillance
orders if specific evidence linked the targeted persan to.a foreign power ar entity. This meant
that non=U. 8. individuals acting alone could not:-be effectively investigated, even if evidence
indicated that they were preparing toengage in international terrorism. '

The FRIAA recommends that Congress permanently reauthorize the - iohe walf provision
because it is a.necessary part of combating comternporary tertorist threats. - Communication
between: individual terrorists and foreign govetniments and/or entities is often very scarce,

IS Patiios det of 2001 Hearing Before th Senaie Select Cmmn On ’mcv-:uc.rf('e. 110™ Congress
by 9,.2007) (starement of FBEDirector Rabm MueThers:
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precisely because these grolps are seeking ko evade detection by law enfarcement. Thé lone
wolf provision gives law enforcement an importan (ool to-obtain the information necessary
to ensure that threats arc thw artcd hefore terrarists can-act on- their plans. Congress should
not-allow this provision to expire, or place additional restrictions. on the provision; as siich
actions could'make it more difficult to investigate and. prevent dangerous terrorist threats:

Conclusion

FBI Aents work ditigently to-detect, fivestigate; and apprehend mdavzduaiﬁ and groups that
are engaged & constant and wvalving effort-to craft and excente plots against the United
States and its citizens. These expinng pravisions of the PATRIOT Act and simdarlaws dre
an important part-of the fight against terrorisim, : o

The FBIAA appréciates vour consideration: of these ‘comments and urges Congress: to

permanent!y reautharize the expiring provisions of the PATRIOT Act without imposing’ e
and unnecessary restrictions ‘on their use,

Very truly yours,

FBI ,\g,ms Assoviation

Lol Mets Lo |

kmmd Mowka Pri sxdu\i



