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PRIVACY IN THE HANDS OF GOVERNMENT:
THE PRIVACY AND CIVIL LIBERTIES OVER-
SIGHT BOARD AND THE PRIVACY OFFICER
FOR THE U.S. DEPARTMENT OF HOMELAND
SECURITY

TUESDAY, JULY 24, 2007

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMERCIAL
AND ADMINISTRATIVE LAW,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 1:50 p.m., in Room
2237, Rayburn House Office Building, the Honorable Linda
Sanchez (Chairwoman of the Subcommittee) presiding.

Present: Representatives Sanchez, Conyers, Watt, Cannon,
Feeney, and Franks.

Staff present: Susan Jensen-Lachmann, Majority Counsel; Stew-
art Jeffries, Minority Counsel; and Adam Russell, Majority Profes-
sional Staff Member.

Ms. SANCHEZ. This hearing of the Committee on the Judiciary,
Subcommittee on Commercial and Administrative Law will now
come to order.

And I will now recognize myself for a short opening statement.

Since the September 11 terrorist attacks, Congress has been
challenged with protecting individual liberties while working to
keep our Nation secure. Unfortunately, and all too often, security
and liberty have been seen as competing interests, and in this com-
petition, the right to privacy has tended to be the first victim.

I do not believe that the two are necessarily in conflict. With
hard work, we can achieve both goals. In fact, it is imperative to
our way of life that we do so.

The Subcommittee on Commercial and Administrative Law has
played a major role with respect to protecting personal privacy and
civil liberties in this era of heightened government authority over
the years. It is with that in mind that the Subcommittee is holding
a hearing to review the work and performance of the Privacy and
Civil Liberties Oversight Board and the Department of Homeland
Security’s privacy officer.

As part of our ongoing interest in privacy issues, the Sub-
committee has participated in the effort to create the Privacy and
Civil Liberties Oversight Board. As we all know, the board was es-
tablished in 2004 in direct response to the 9/11 Commission’s rec-
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ommendation that there be an entity within the executive branch
to oversee the government’s commitment to protecting our privacy
and defending our civil liberties.

Recently, there has been increased criticism that the final formu-
lation of the board fell far short of expectations. We hope those
issues will be addressed during today’s hearing.

The Subcommittee was also instrumental in establishing the first
statutorily created privacy office in a Federal agency, namely the
Department of Homeland Security, and spearheaded the creation of
ﬁlprivacy office in the Justice Department with similar responsi-

ility.

At this very moment, a Conference Committee tapped with re-
solving the differences between House and Senate legislation that
would substantially increase the powers and responsibilities of both
the kDHS privacy office and the board has nearly completed its
work.

Further, in keeping with our oversight duties, we have conducted
several hearings in the past two Congresses as well as requested
a GAO study of the DHS privacy office which will be the subject
of at least part of today’s hearing. Accordingly, the testimony of all
of our witnesses is particularly timely.

We are very pleased to have Hugo Teufel, the Department of
Homeland Security’s current chief privacy officer, with us today, as
well as Linda Koontz, director of information management issues
on behalf of the GAO, which has recently issued a report on Mr.
Teufel’s office.

We expect our witnesses, Lanny Davis, a former member of the
Privacy and Civil Liberties Oversight Board, and Alan Charles
Raul, vice chair of the board, to help enlighten us about the board
and how we can improve it.

I want to thank all of the witnesses for coming today and for
your patience in terms of the votes that we just had to complete,
and I look forward to hearing your testimony.

At this time, I would like to recognize my colleague, Mr. Cannon,
the distinguished Ranking Member of the Subcommittee, for his
opening remarks.

Mr. CANNON. Thank you, Madam Chair.

Let me begin this hearing, as I have in the past, with an obser-
vation written 220 years ago by Alexander Hamilton, one of our
founding fathers. In “Federalist No. 8,” he wrote, “Safety from ex-
ternal danger is the most powerful director of national conduct.
Even the ardent love of liberty will, after a time, give way to its
dictates.

“The violent destruction of life and property incident to war, the
continual effort and alarm attendant on a state of continual danger
will compel nations most attached to liberty to resort for repose
and security to institutions which have a tendency to destroy the
civil and political rights. To be more safe, they at length become
willing to run the risk of being less free.”

Mr. Davis and I were just talking in advance of this hearing
about the fact that this is one of those areas where the left and
right sort of meet, and we do so because of that principle enun-
ciated by Mr. Hamilton. In this post-9/11 world, it is not an easy
task to balance the competing goals of keeping our Nation secure
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while at the same time protecting the privacy rights of our Nation’s
citizens.

When I was Chair of the Subcommittee, the protection of per-
sonal information in the hands of the Federal Government was a
top priority, and I am proud of our role in protecting personal pri-
vacy and civil liberties.

These accomplishments included the establishment of the first
statutorily created privacy office in a Federal agency at the Depart-
ment of Homeland Security and the mandate that the Department
of Justice designate a senior official with primary responsibility for
privacy policy included in the Department of Justice Reauthoriza-
tion Act of 2005.

We also held a hearing on the 9/11 Commission’s privacy-related
recommendations and a hearing on the respective roles that the
Federal Government and information resellers have with respect to
personal information collected in commercial databases. In the
past, the GAO has found that the Federal agencies’ compliance
with the Privacy Act and other requirements is “uneven.”

Today’s hearing provides us an opportunity to revisit some of
these issues. We will hear from the GAO which has completed a
study of the DHS privacy office at my request along with that of
former Ranking Member Watt, current Subcommittee Chairman
Nadler, and former Constitution Subcommittee Chairman Chabot.

I am pleased that the GAO found that the privacy office has
made significant progress in carrying out its statutory responsibil-
ities. Of course, as with any agency, there is always room for im-
provement. In this case, GAO found that the privacy office could
provide its reports in a more timely manner.

I am pleased, however, to see the privacy office has accepted a
number of GAQO’s recommendations, and I look forward to hearing
about how they can continue to improve their performance.

Secondly, we will hear from our current and former members of
the Privacy and Civil Liberties Board, which was created in re-
sponse to the 9/11 Commission’s report. Recently, the board came
out with its first annual report detailing its governmentwide efforts
to advise and provide oversight with respect to privacy issues. Un-
fortunately, this is likely to be the last of such reports.

Currently, the House and Senate are in conference negotiations
over a bill that would take the Privacy and Civil Liberties Board
out of its current home in the White House and set it up as an
independent body in the executive branch with subpoena power.

While an independent board might have its merits, so too does
a board that is located in the White House. As it is currently con-
structed, the board has direct access to high-ranking White House
officials as well as the attorney general, the secretary of homeland
security and the director of national intelligence. Whether they will
continue to have access if they are moved out of the White House
is another matter.

Had the majority waited to conduct oversight before legislating
this area, the results of that legislation might have been different.
As it stands, we are having our first oversight on the board 6
months after the House voted to dismantle it. That strikes me as
odd.
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I am also pleased that we have a former board member here, Mr.
Lanny Davis. As I understand it, Mr. Davis resigned from the
board because of what he viewed as an overintrusive White House
review process of the board’s report. However, I have a copy of the
redlined report from The Washington Post, and the vast majority
of the changes are typographical or stylistic in nature.

In addition, I would note that Mr. Davis signed on the final
version of the report, so I look forward to finding out what he
thought was so objectionable about it. And knowing Mr. Davis, I
am sure it will come to us in the most articulate manner possible.

With that said, I appreciate the Chair’s interest in this matter,
and I am glad that we will continue to conduct vigorous oversight
of privacy in the hands of government.

I thank you, Madam Chair. I yield back.

Ms. SANCHEZ. I thank the gentleman.

And I would like to at this time recognize Mr. Conyers, a distin-
guished Member of the Subcommittee and the Chairman of the
Committee on the Judiciary.

Mr. Conyers?

Mr. CoNYERS. Thank you, Chairwoman Sanchez.

I am happy to be with you again today, because this Committee,
which was Subcommittee number five, turns out to be the most ac-
tive in the 110th Congress.

I am also glad that Chris Cannon is still on the Committee and
is following these issues as carefully as he always has, and, of
course, Tom Feeney has become a very active Member of the Com-
mittee.

Actually, I had a quotation that started off: More than 200 years
ago, Alexander Hamilton warned——

Mr. CANNON. If the gentleman would yield, great minds are on
the same track. I hope that ours are on the track that Alexander
Hamilton’s was on. That would be good.

Mr. CoNYERS. Yes. Well, if you include all three great minds, this
is a wonderful way to start our hearing.

But it grabbed me the same way you felt compelled to recite it
here, Chris Cannon, because this could have been written in the
21st century without changing anything. “To be more safe, they at
length become willing to run the risk of being less free.”

And that is the balance we find ourselves caught in in this post-
9/11 circumstance. But in this environment, I am worried that our
liberties have come under attack by our own government, much
like Alexander Hamilton feared.

It seems as if each day we learn of a new law enforcement initia-
tive or antiterrorism program challenging our private rights and
civil liberties, and it gives this Subcommittee an awesome responsi-
bility in terms of what our jurisdiction is, and I am so pleased that
the Chairperson thought that we should do oversight at this point
in time.

Much of our victory against those who oppose us will come when
we advance the American values on which our Nation was founded.
We must serve as a leader in promoting freedom, liberty and de-
mocracy. In the eyes of many in the world, this is no longer the
case, and so I come here with a concern about warrantless wiretaps
and illegal surveillance, and we haven’t been able even to find out
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the legal rationale, much less brief the Members of this Sub-
committee on what we were doing.

The denial of habeus corpus rights to individuals deemed to be
enemy combatants: This Subcommittee recently held hearings—no,
it was the Constitution Subcommittee—to examine the detention
policy of our government, and the findings were troubling.

It is clear that many of the people whom we were told were the
worst of the worst have never been evaluated or charged. Individ-
uals who our own government acknowledges are not “terrorists”
and are not a threat are nonetheless still held in custody.

The rampant use of profiling, be it ethnic or racial or religious:
Passengers have been denied the right to fly on aircraft. Religious
institutions have been subjected to FBI surveillance. Justice De-
partment statistics show that routine automobile traffic stops and
their outcomes are frequently connected to the race of the driver.

The Guantanamo tragedy: These include the use of what has
been euphemistically referred to as harsh interrogation techniques
against prisoners detained by the Defense Department, the impris-
onment of hundreds of individuals for years at Guantanamo with-
out meaningful due process as to the reasons or the basis for their
captivity, restricting these detainees from having meaningful ac-
cess to counsel.

And these abuses have been mitigated, except that Friday the
President of the United States issued an executive order qualifying
what our agreement in terms of lightening up on some of these
very obvious techniques that violate our treaty obligations and our
sense of decency.

We have other issues that we need to talk about. I will leave
them to be included in my statement in the record, and I notice the
presence of Mr. Lanny Davis, and I think it is very important that
he be here for this hearing, and I welcome the other witnesses as
well.

And I thank the gentlelady for her indulgence.

[The prepared statement of Mr. Conyers follows:]
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PREPARED STATEMENT OF THE HONORABLE JOHN CONYERS, JR., A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF MICHIGAN, CHAIRMAN, COMMITTEE ON THE JUDI-
CIARY, AND MEMBER, SUBCOMMITTEE ON COMMERCIAL AND ADMINISTRATIVE LAwW

Statement by the Honorable John Conyers, Jr.
for the Hearing on Privacy in the Hands of the Government:
The Privacy and Civil Liberties Oversight Board and the Privacy
Officer for the U.S. Department of Homeland Security Before the
Subcommittee on Commercial and Administrative Law

July 24, 2007

More than 200 years ago, Alexander Hamilton warned:

“Safety from external danger is the most powerful
director of national conduct. Even the ardent love of
liberty will, after a time, give way to its dictates. The
violent destruction of life and property incident to
war, the continual effort and alarm attendant on a state
of continual danger, will compel nations the most
attached to liberty to resort for repose and security to
institutions which have a tendency to destroy their
civil and political rights. To be more safe, they at
length become willing to run the risk of being less
free.”

Unfortunately, in this post-9/11 environment, I fear at
times that our liberties have come under attack by our own
Government, much like Mr. Hamilton predicted. It seems as if
each day we learn of a new law enforcement initiative or anti-
terrorism program challenging our privacy rights and civil
liberties.



This situation is further complicated by the fact that
technological advances — while greatly facilitating the collection
and dissemination of personally identifiable information about
our citizens — can more readily be accessed by identity thieves.

A real victory in the War on Terror will come only when
we advance the American values on which our Nation was
founded. The United States must serve as a leader when it
comes to promoting freedom, liberty and democracy.
Unfortunately, we have fallen short on these fronts.

We are particularly concerned that —

. Warrant requirements for certain national security
wiretaps have been ignored. We don’t know the
extent of this illegal surveillance, because this
Administration refuses even to share their legal
rationale, much less brief the members of this
Committee on what they are doing.

e The denial of habeas corpus rights to individuals
deemed to be “enemy combatants.” The
Subcommittee on the Constitution, Civil Rights, and
Civil Liberties recently held a hearing to examine the
Administration’s detention policy. The findings were
troubling. It is clear that many people, who we were



told were the “worst of the worst,” have never been
charged, much less evaluated. Individuals who our
own government acknowledges are not terrorists and
not a threat are nonetheless still being held in custody.

The reauthorization of the USA PATRIOT Act in 2006
includes more than 30 new civil liberties protections.
Are these protections being properly implemented by
the Justice Department?

Federal law enforcement agencies may be using data
mining for inappropriate purposes. The Technology
and Privacy Advisory Committee in its 2004 report to
the Secretary of Defense made several critical
recommendations to ensure that this technology is not
being misused. Have any of these recommendations
been implemented and, if not, why not?

The rampant use of racial profiling. Passengers have
been denied the right to fly on aircraft, religious
institutions have been subjected to FBI surveillance,
and Justice Department statistics clearly show that
routine traffic stops, and their outcomes, are often
connected to the race of the driver.



The panoply of abuses at Guantanamo. These include
the use of what are euphemistically referred to as
“harsh interrogation techniques” against prisoners
detained by the Defense Department; the
imprisonment of hundreds of individuals for years at
Guantanamo without meaningful due process as to the
reasons or bases for their captivity; restricting
Guantanamo detainees from having meaningful access
to counsel. As a result of public pressure, some of
these abuses have been mitigated somewhat, but not

enough.

Allegations that our government is using the Material
Witness Statute for unlawful purposes as part of our
Nation’s antiterrorism efforts. According to the
ACLU and Human Rights Watch, at least 70 men --
all were Muslim except for one -- were arrested using
such material witness warrants as part of terrorism
investigations after the attacks on September 11, 2001.
The Act, enacted in 1984, allows the government to
arrest persons who are needed as witnesses in ongoing
cases and who it argues might not comply with a
conventional subpoena. Of those detained, only 28
people were eventually charged with a crime,
according to the Associated Press -- most of them
unrelated to terrorism. The ACLU says that the
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Justice Department's unlawful use of the Material
Witness Statute “is perhaps the most extreme but least
well-known of the government's post-September 11
abuses."

*  Repeated instances where federal agencies have lost
personal data about our Nation’s citizens thereby
placing them at risk of being victims of identity theft.
In May 2006, for example, the Department of
Veterans Affairs lost an unsecured laptop containing
the health records and other sensitive personal
information on approximately 26.5 million veterans
and their spouses. In April of this year, the
Department of Agriculture acknowledged that it
posted personally identifiable information for 63,000
grant recipients on its website. And, in May of this
year, the Transportation Security Administration
reported that personal and financial records of
100,000 of its employees were lost, exposing the
Department of Homeland Security to national risks as
well as making these employees potential identity
theft victims.

The 9/11 Commission, which was established to guide us
in the Congress as to how to strengthen our terrorism detection
abilities, stressed the need for balance. The Commission
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warned that as we protect our homeland, Americans “should be
mindful of threats to vital personal and civil liberties” and that
this “shift of power and authority to the government calls for an
enhanced system of checks and balances to protect the precious
liberties that are vital to our way of life.”

In response to the Commission’s sage advice, Congress
established the Privacy and Civil Liberties Oversight Board in
the Executive Office of the President. In addition, Department
of Homeland Security Privacy Office, largely at the instigation
of the Commercial and Administrative Law Subcommittee, was
created in 2004 as the first statutorily-mandated privacy office
in the federal government.

Today, we’re fortunate to have representatives on behalf of
both the Board and the DHS Privacy Office. Accordingly, I
very much look forward to hearing how they are safeguarding
the privacy and civil liberties of our Nation’s citizens.
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Ms. SANCHEZ. I thank the gentleman for his statement.

Mr. CANNON. Madam Chair, may I ask unanimous consent to in-
clude in the record at this point a story from The Washington Post
dated November 28, 2006, regarding the Department of Justice in-
spector general announcing an examination of NSA wiretaps? It is
an interesting article because it quotes Mr. Davis extensively, and
I will leave it for the record, except to say that he was pleasantly
surprised.

Just one quote: “I am astonished at the extent to which they are
all concerned about the legal and civil liberties and privacy implica-
tions of what they are doing,” Davis said. And he ties that back to
the prior Administration. So this really is an area that does tran-
scend partisan politics.

And so, I would ask unanimous consent that that be included in
the record.

Ms. SANCHEZ. Without objection, so ordered.

[The article follows:]
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The Washington Post

November 28, 2006 Tuesday
Final Edition

Justice Dept. to Examine Its Use of NSA Wiretaps;
Review Won't Address Program's Legality

BYLINE: Dan Eggen, Washington Post Staff Writer
SECTION: A Section; A10
LENGTH: 696 words

The Justice Department's inspector general yesterday announced an investigation
into the department's connections to the government's controversial warrantless
surveillance program, but officials said the probe will not examine whether the
National Security Agency is violating the Constitution or federal statutes.

In a letter to House lawmakers, Inspector General Glenn A. Fine said his office
decided to open the probe after conducting "initial inquiries" into the program. Under
the initiative, the NSA monitors phone calls and e-mails between people in the
United States and others overseas without court oversight if one of the targets is
suspected of ties to terrorism.

The "program review" will examine how the Justice Department has used information
obtained from the NSA program, as well as whether Justice lawyers complied with
the "legal requirements" that govern it, according to Fine's letter. Officials said the
review will not examine whether the program itself is legal.

The announcement signals a new level of scrutiny for the NSA program, which was
launched shortly after the Sept. 11, 2001, attacks and revealed in news reports in
December 2005. The program has been ruled unconstitutional by one federal judge,
but Bush and other administration officials have strongly defended it as a legal and
efficient way to protect the nation from terrorist attacks.

The probe comes amid a dramatically changed political environment. Democrats who
have been sharply critical of the surveillance program will soon control the Judiciary

and intelligence committees, which oversee Justice and the NSA. Rep. John Conyers

Jr. (D-Mich.), the incoming chairman of the House Judiciary Committee, called Fine's
investigation "long overdue."

Several other House Democrats said the inquiry should be broadened to include the
questions of whether the program violated federal laws and how it was approved.
Rep. Maurice D. Hinchey (D-N.Y.) also said he is "skeptical about the timing" of the
announcement.

"I wonder whether this reversal is only coming now after the election as an attempt
to appease Democrats in Congress who have been critical of the NSA program and
will soon be in control and armed with subpoena power," Hinchey said in a news
release.
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Fine has previously declined requests from lawmakers to conduct a broader probe
into the legality of the NSA program, arguing that such an inquiry is beyond his
jurisdiction. Those requests were referred to the Justice Department's Office of
Professional Responsibility, which was forced to abandon its effort after President
Bush refused to grant security clearances to lawyers who needed them.

Fine wrote in his letter to lawmakers yesterday that the White House has promised
the security clearances necessary to conduct the new investigation. White House
spokeswoman Dana Perino declined to comment.

Justice spokesman Brian Roehrkasse said Fine's review "will assist Justice
Department personnel in ensuring that the department's activities comply with the
legal requirements that govern operation of the program."

The probe comes as a newly active presidential civil liberties board received its first
detailed briefing about the NSA program. The Privacy and Civil Liberties Oversight
Board, which was established by Congress and whose five members were appointed
by Bush, was provided details about the workings of the NSA program last week.

One member, Lanny J. Davis, a White House lawyer in the Clinton administration,
said in an interview that he was "pleasantly surprised" by the privacy protections
built into the program. He declined to discuss the program in detail because of
secrecy restrictions.

"I was astonished at the extent to which they are all concerned about the legal and
civil liberties and privacy implications of what they were doing,” Davis said. "It was
a constant theme of concern, awareness and training way beyond what I expected.”

Davis said the briefings convinced him that the program had been carefully
constructed from the start. "It was clear that as they thought about it, they put it
together in a way that minimized problems to the best extent that they could,” he
said.
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Ms. SANCHEZ. And without objection, other Members’ opening
statements will be included in the record.

Without objection, the Chair will be authorized to declare a re-
cess of the hearing at any point.

I am now pleased to introduce the witnesses for today’s hearing.

Our first witness is Hugo Teufel, chief privacy officer of the U.S.
Department of Homeland Security. Mr. Teufel was appointed chief
privacy officer by Secretary Chertoff on July 23, 2006, and has pri-
mary responsibility for privacy policy at the Department of Home-
land Security. He also serves as the department’s chief Freedom of
Information Act officer.

Our second witness is Linda Koontz, who is the director of GAO’s
information and management issues division. In that capacity, she
is responsible for issues regarding the collection, use and dissemi-
nation of government information. Ms. Koontz has led GAO’s inves-
tigations into the government’s data-mining activities as well as E-
Government Initiatives. She is also board member of the Associa-
tion for Information and Image Management Standards.

Our third witness is Lanny Davis. Mr. Davis is a partner at the
firm of Orrick, Harrington & Sutcliffe, LLP, and advises clients on
a wide range of legal and governmental issues. In June 2005, Presi-
dent Bush appointed Mr. Davis to serve on the Privacy and Civil
Liberties Oversight Board, and on May 14, 2007, he resigned from
the board. Mr. Davis served as special counsel to the President
during the Clinton administration.

And our final witness is Alan Charles Raul, vice chairman of the
Privacy and Civil Liberties Oversight Board. Appointed by Presi-
dent Bush to the board, Mr. Raul was confirmed by the Senate on
February 17 of 2006 and also served in the White House as asso-
ciate counsel to the President and general counsel to the Office of
Management and Budget under President Reagan and as general
counsel of the U.S. Department of Agriculture under President
George H.W. Bush.

I want to thank you all for your willingness to participate in to-
day’s hearing.

Without objection, your written statements will be placed in their
entirety into the record, and we would ask that you please limit
your oral remarks to 5 minutes.

You will note that we have a lighting system that starts at the
beginning of your time with a green light. After 4 minutes, it will
turn orange, which is a warning to you that you have 1 minute to
wrap up your oral testimony. When the light turns red, that is an
indication that your time has expired. If you are mid-sentence, we
would ask that you just finish your thought and wrap up your tes-
timony in that way so that each witness will have an opportunity
to give their testimony.

After each witness has presented his or her testimony, Sub-
committee Members will be permitted to ask questions subject to
a 5-minute limit.

Okay. We are going to switch the order of the witnesses, as I am
noticing the seating order. So we are actually going to begin with
Mr. Raul.

Mr. Raul, will you please begin your testimony?
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TESTIMONY OF ALAN CHARLES RAUL, ESQ., PRIVACY AND
CIVIL LIBERTIES OVERSIGHT BOARD, THE WHITE HOUSE,
WASHINGTON, DC

Mr. RAUL. Okay. Thank you, Chairman Sanchez, Ranking Mem-
ber Cannon, Chairman Conyers, Mr. Feeney, and other Members
of the Subcommittee.

On behalf of Chairman Carol Dinkins and members Ted Olson
and Frank Taylor, I want to thank you for the opportunity to tes-
tify this afternoon regarding the Privacy and Civil Liberties Over-
sight Board.

The board recently discussed its mission, activities, and accom-
plishments in its first annual report to Congress issued in April,
and it is available on the board’s Web site at
www.privacyboard.gov.

I appreciate the Subcommittee’s interest in the board and its
mission.

Before discussing some of the board’s activities, accomplishments
and plans for the year ahead, I believe it is important to address
the legislation currently pending in both Houses of Congress that
would dramatically affect the board’s future, as Mr. Cannon indi-
cated. It is significant that the pending legislation was passed by
both Houses without any hearing or testimony on the subject of the
board’s operations.

I should note, however, that I would like to correct a statement
in my written testimony that no relevant information was re-
quested of the board. There have, in fact, been a number of infor-
mal meetings with Members and staff regarding the board’s oper-
ations during its existence.

In any event, I respectfully submit that Congress would have
been well-served to hold formal hearings before adopting significant
legislative changes, such as the ones currently proposed and in the
conference committee.

While the request for today’s testimony did not mention or arise
in the context of the pending legislation, I will seek to provide some
perspective on this subject. I will also discuss a number of the
board’s principal activities in the past 16 months, specifically our
review of the terrorist surveillance program conducted by the NSA,
both before and after the FISA court orders authorizing the pro-
gram, and the FBI’s serious mishandling of that agency’s authority
to issue national security letters, or NSLs.

While we found the NSA compliance procedures to be highly regi-
mented and well-controlled, we were dismayed at the FBI’s lack of
adequate compliance procedures to assure that NSLs were issued
and used in accordance with legal requirements.

As you know, Congress created the board as part of the Intel-
ligence Reform and Terrorism Prevention Act of 2004, which placed
it in the Executive Office of the President. The board’s mandate is
to provide advice and oversight to help ensure that privacy and
civil liberties are appropriately considered in the development and
implementation of laws, regulations and policies related to the ex-
ecutive branch’s efforts to protect the Nation against terrorists.

The board is, of course, fully aware that both the House of Rep-
resentatives and the Senate have passed separate legislation that,
if enacted in substantially the form of the House bill, would dras-
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tically alter the present construct of the board. In fact, whether in-
tended or not, if so enacted, the changes would result in the termi-
nation of the present board, elimination of the current staff and
closure of the existing office.

The House bill H.R. 1 would establish the board as a new inde-
pendent entity with subpoena authority. In effect, the House bill
would create an institution potentially resembling certain data pro-
tection authorities found within the European Union member coun-
tries; namely, independent privacy czars that are effectively discon-
nected from the policymaking and implementing processes in the
executive branch and are thus able to second-guess policy without
necessarily understanding the consequences or alternatives.

This is potentially unwise for a number of reasons. I believe re-
moving the board from the Executive Office of the President would
deprive the board of some of its greatest assets and tools, namely,
the access, influence and authority that comes from working di-
rectly in the Executive Office for the President. The board has, in
fact, benefited from unparalleled access to the relevant policy-
makers and program managers.

Given the ongoing need for vigilance regarding privacy and civil
liberties in the war against terrorism, it would be constitutionally
and democratically preferable, in my opinion, for Congress to take
the lead in providing fully independent oversight of the executive
branch rather than subcontracting out this fundamental role to a
free-floating body. Congress’s independent oversight of these cru-
cial and delicate national security policy matters should not be del-
egated to an unaccountable, independent agency.

Turning to the accomplishments during the board’s existence and
the year ahead, our first annual report to Congress noted in consid-
erable detail what the board has been doing since our first meeting
in March of 2006.

We have undertaken a substantive review of existing programs
and policies, including the NSA surveillance program, Terrorist Fi-
nance Tracking Program, the Department of Defense’s Counter-
intelligence Field Activities and other programs, including the
Watch List Memorandum of Understanding regarding the traveler
redress program for individuals who find that they are on the no-
fly or selectee list, and we have been integrated into the implemen-
tation and drafting of the information-sharing guidelines.

With that, my time is up, and I will look forward to answering
any questions that the Committee may have.

[The prepared statement of Mr. Raul follows:]
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PREPARED STATEMENT OF ALAN CHARLES RAUL, Esq.

Testimony of Alan Charles Raul
Vice Chairman, Privacy and Civil Liberties Oversight Board
Before the House Judiciary Subcommittee on Commercial and Administrative Law
July 24, 2007

Chairman Sanchez, Ranking Member Cannon and Members of the Subcommittee:

On behalf of Chairman Carol Dinkins and Members Ted Olson and Frank Taylor, I want
to thank you for the opportunity to testify this afternoon regarding the Privacy and Civil Liberties
Oversight Board. The Board recently discussed its mission, activities and accomplishments in its
first Annual Report to Congress, issued in April and available on the Board’s website at
www.privacyboard.gov. Iappreciate the Subcommittee’s interest in the Board and its mission.

Before discussing some of the Board’s activities, accomplishments and plans for the year
ahead, I believe it is important to address certain structural issues that are relevant to legislation
currently pending in both Houses of Congress that would dramatically affect the Board’s future.
Tt is significant that the pending legislation was passed by both Houses without any hearing or
testimony on the subject of the Board’s operations, or any relevant information having been
requested of the Board. I respectfully submit that Congress would have been well served to hear
from the Board before adopting possible legislative changes. Accordingly, while the request for
today’s testimony did not mention or arise in the context of the pending legislation, I will seek to
provide some perspective on this subject. I will conclude with some suggestions I would
recommend for strengthening the role of the current Board.

I Background on the Board

As you know, Congress created the Board as part of the Intelligence Reform and
Terrorism Prevention Act of 2004, which placed it in the Executive Oftice of the President.
Among other things, the Intelligence Reform Act implemented the recommendations of the 9/11
Commission. In its report, the Commission acknowledged that many of its recommendations
“call[ed] for the government to increase its presence in our lives — for example, by creating
standards for the issuance of forms of identification, by better securing our borders, by sharing
information gathered by many different agencies.” THK 9/11 COMMISSION REPORT, 393-94
(2004). However, the Commission also noted that “[t]The choice between security and liberty is a
false choice, as nothing is more likely to endanger America’s liberties than the success of a
terrorist attack at home.” Zd. at 395. Consequently, the Commission also recommended the
creation of “a board within the Executive Branch to oversee . . . the commitment the government
makes to defend our civil liberties.” Zd.

The President appointed the five Members of the Board, and Chairman Dinkins and |
were confirmed by the Senate. Congress appropriated funds for the Board directly to the White
House Office, rather than to the Board as a separate entity within the Executive Office of the
President.
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The Board’s mandate is to provide advice and oversight to help ensure that privacy and
civil liberties are appropriately considered in the development and implementation of laws,
regulations, and policies related to the Executive Branch’s efforts to protect the Nation against
terrorism. In carrying out this mandate, the Board has two primary tasks. Firss, it must “advise
the President and the head of any department or agency of the Executive Branch to ensure that
privacy and civil liberties are appropriately considered in the development and implementation,”
id. § 1061(c)(1)(C) (emphasis added), of “laws, regulations, and executive branch policies
related to efforts to protect the Nation from terrorism.” Zd. § 1061(c)(1)(B). Second, it must
exercise oversight by “continually review[ing] regulations, executive branch policies, and
procedures . . . and other actions by the executive branch related to efforts to protect the Nation
from terrorism to ensure that privacy and civil liberties are protected.” 7d. § 1061(c)(2)(A). The
statute also expressly requires the Board to advise and oversee the creation and implementation
of the Information Sharing Environment (ISE). 7d. §§ 1061(c)(2)(B), (d)(2).

As shown in the Board’s location, assigned roles, and authority, IRTPA did not create an
independent watchdog entity in the nature of an inspector general. Rather, the statute created a
Board that operates within the Executive Office of the President and ultimately reports /o the
President. The statute requires the Board to produce an annual report to Congress “on [its] major
activities” — not on all of its internal deliberations and recommendations. /d. § 1061(c)(4). The
statute expressly places the Board within the Executive Office of the President (EOP), an office
whose sole purpose is to support the Executive. Consistent with that placement and with the
goal of offering candid advice, the President has located the Board even more closely to him by
placing it within the White House Office (WHO). Congress acknowledged this placement by
earmarking certain WHO appropriated funds for Board use rather than appropriating funds to a
specific EOP entity. As the statute explicitly acknowledges, all five Board Members (like other
EOP and WHO employees) serve at the pleasure of the President. 7d. § 1061(e)(1)(E). By
empowering the Board with broad access to records, IRTPA has created a Board that can offer a
distinctly independent perspective to the President, along with oversight of Executive agencies.

The Board acts in concert with a robust and developing privacy and civil liberties (PCL)
infrastructure that is already operating throughout every major anti-terrorism agency, including
the Department of Homeland Security (DHS), the Department of Justice (DOJ), and the Office of
the Director of National Intelligence (ODNI). In most cases, these PCL offices are headed by
officials with direct access to their agency heads. They are primarily staffed by diligent career
civil servants who focus on and provide an additional degree of continuity regarding the
appropriate consideration of privacy and civil liberties. As discussed below, the Board intends to
provide a coordinating role for these PCL offices and will also assist in addressing unique
problems that require government-wide coordination or specific White House involvement.

11. Pending Legislation

As I mentioned earlier, the Board is of course fully aware that both the House of
Representatives and the Senate have passed separate legislation that if enacted in substantially
the form of the House bill would drastically alter the present construct of the Board. In fact,
whether intended or not, if so enacted, the changes would result in the termination of the present
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Board, elimination of the current staff, and closure of the existing office. At the very least, this
would be highly inefficient and would require lengthy new selection, confirmation and security
clearance processes that would leave the Executive Branch without any privacy board for
perhaps the duration of the current Administration.

The Senate bill, 8.4, leaves the Board within the Executive Office of the President, but
requires that the position of chairman be full time. It requires Senate confirmation to be
staggered with six year terms for all Members.

The House bill, H.R. 1, would impose the same appointment restrictions, but would also
establish the Board as a new independent entity with subpoena authority. In effect, the House
bill would create an institution potentially resembling certain data protection authorities found
within European Union member Countries: namely, independent privacy czars that are
effectively disconnected from the policymaking and implementing process in the Executive
Branch, and are thus able to second guess policy without understanding the consequences and/or
alternatives.

This is potentially unwise for a number of reasons. First, it should be recognized that the
9/11 Commission itself did not recommend creating an independent agency; rather, the
Commission’s Report said “there should be a board within the executive branch to oversee
adherence to the [counterterrorism] guidelines . . . we recommended and the commitment the
government makes to defend our civil liberties.” Thus, in the Intelligence Reform Act, Congress
expressly placed the Board in the Executive Office of the President, and stipulated that the Board
“shall perform its functions within the executive branch and under the general supervision of the
President.” Second, removing the Board from the Executive Office of the President would
deprive the Board of some of its greatest assets and tools, namely the access, influence and
authority that comes from working directly in the Executive Office of the President. The Board
has in fact benefited from unparalleled access to the relevant policy makers and program
managers. Third, an independent agency may not be operational before the end of the present
Administration, and the learning curve for its members will be significant.

An independent agency — designed to operate like an Inspector General — will inevitably
experience a different level of access than the current Board has enjoyed. But most importantly,
an independent agency may not be brought into sensitive programs before, or even while, they
are being developed and executed. To the contrary, it would be more realistic to expect that an
independent agency will be engaged after the fact — that is, once programs have been fully
implemented programs. Of course, an independent agency, no matter how well intentioned or
how distinguished its members, will not have the access or clout of Congress itself to judge
whether programs have been devised and conducted in a satisfactory manner. Thus, a new
independent agency will not be able to (and should not) perform Congress’ oversight function,
and will also not be able to operate as an influential adviser of the Executive Branch.

The provisions of the legislation requiring all five Members to be confirmed by the
Senate also produce what may be an unintended consequence. By applying the Freedom of
Information Act (FOIA) and requiring confirmation of all five Members, the Board would have
to meet publicly unless it satisfied logistical procedures of the Sunshine in Government Act. 5
U.S.C. § 552b. Inhibiting the agency from meeting together frequently and informally would not
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be desirable. The better approach, we believe, is to stay with the current structure, with the
Chairman and Vice Chairman subject to Senate confirmation. If the current Board remains in
place, we are fully committed to holding public sessions throughout the coming year and inviting
public comments and concermns regarding relevant government policies. We held our first public
hearing last December, which we thought was very successful in stimulating debate.

Indeed, I question whether Congress is well served to establish an independent review
agency that would tend to supplant or duplicate Congress’ own role — but with less authority to
do so effectively. Congress should not create an agency that would be free to criticize the
Administration (presumably the next one, given how long it will take to start up a new Board) on
the most sensitive national security matters, but without any accountability. If the independent
agency does not work for and report to the President, then the Executive Branch would not be
responsible or accountable for the new agency. If the independent agency were not an arm of
Congress, then the new agency would be free to question the counterterrorism, privacy and civil
liberties judgments of the Executive Branch without any accountability to either Branch. This is
not the type of system of checks and balances that the Constitution envisions. Freestanding
commissions are useful for conducting particular investigations (e.g., 9/11 Commission, WMD
Commission, etc.), or addressing discrete issues (e.g., Social Security, Budget, etc.), with a finite
lifespan and defined work product. However, with respect to the ongoing need for vigilance
regarding privacy and civil liberties in the war against terrorism, it would be constitutionally and
democratically preferable, in my opinion, for Congress to take the lead in providing fully
independent oversight of the Executive Branch rather than to sub-contract out this fundamental
role to a free-floating body.

In short, Congress’ independent oversight of these crucial — and delicate — national
security policy matters should not be delegated to an unaccountable, independent agency.

III.  Accomplishments and the Year Ahead

As our first annual report to Congress notes in considerable detail, the present Board has
accomplished a great deal since its first meeting in March, 2006. We have established the means
and infrastructure necessary to support our statutory mission. We have engaged in discussion
with policy officials and experts both within the government and in the private, academic and
non-profit sectors. Finally, we have undertaken a substantive review of existing programs and
policies. For example, the Board has evaluated, among others, National Security Agency
surveillance programs, the Treasury Department’s Terrorist Finance Tracking Program, the
Department of Defense’s Counterintelligence Field Activities Threat and Local Observation
Notices program, the State Department’s e-Passport initiative, and the National Counterterrorism
Center’s National Implementation Plan. It has helped coordinate the drafting and inter-agency
approval of a Memorandum of Understanding to standardize and improve procedures for
obtaining redress for watch list grievances. The Board has also been integrated into the drafting
and implementation of the Information Sharing Environment guidelines. Significantly, the Board
has also delved deeply into the FBI's use of National Security Letters. We issued a highly
critical preliminary assessment, in conjunction with the Board’s annual report, in which we set
forth the Board’s concerns about the Bureau’s lack of compliance with legal requirements in
using NSLs.
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A. Establishing Necessary Infrastructure

In carrying out its substantive statutory mandates, the Board has formally met thirty-five
times since March 2006. All meetings took place in or around Washington, DC — within the
White House complex, at various departments and agencies, and one meeting at Georgetown
University. To place the activity of the Board’s part-time membership in perspective, the Board
has formally met an average of about once every two weeks. Members always remain in near-
constant communication with each other and the staff through e-mail and telephone. In the first
few months of operation, the Board adopted a number of formative procedures and policies,
including issue prioritization, everyday operations, public communications, and analytical
methodologies.

As an initial matter, the Board adopted its first annual agenda. The agenda functioned as
a business plan by allocating responsibility for tasks among staff and setting expectations
regarding how the Board would function. It also served as a substantive agenda by laying out an
initial list of issues on which the Board agreed to focus its energies. As part of a comprehensive
communications plan, the Board approved the creation of a web site — www.privacyboard.gov —
to discuss the Board’s history, mission, and activities and provide the public access to Board
Member biographies, Board statements, and other related documents. The web site also serves
as a means by which the public may contact the Board.

The Board also developed a series of preliminary processes, procedures, and methods by
which it could fulfill its advice and oversight responsibilities to the President and Executive
Branch agency heads. Of greatest importance, it agreed upon a methodology for analyzing and
evaluating proposed programs. Tt established both a regular means for Board staff to report their
activities to the Members and a means of discussing issues and offering possible actions for the
Board to take.

In construing the mandate contained in IRTPA, the Board has initially determined that it
will focus its efforts on issues concerning U.S. Persons or occurring on American soil. A “U.S.
person” is defined, inter alia, as a United States citizen and a lawful permanent resident alien.
See, e.g., SO U.S.C. § 1801(i); Executive Order 12333 § 3.4(i). As a result, it will not evaluate
specific issues associated with the uniformed services’ efforts against terrorism or activities
directed against non-U.S. persons abroad. IRTPA instructs the Board to ensure the consideration
and protection of “privacy and civil liberties” but neither defines this phrase nor guides the
Board in determining whose privacy and civil liberties should warrant the Board’s attention. In
order to maximize the Board’s effectiveness and to prevent the diffusion of its limited resources
across too many programs, the Board has elected to concentrate on the United States and U.S.
Persons. The Board reserves the right to revisit this determination as circumstances or events
may warrant.

In addition to determining the general reach of its mandate, the Board established a
standardized means to evaluate how well privacy and civil liberties have been considered in the
development and implementation of anti-terrorism policies and programs. To that end, the
Board has developed an “issues and process analysis methodology™ that will bring full and
consistent consideration of all issues that come before it. This methodology allows the Board to
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consider separate substantive questions and the extent to which privacy and civil liberty officers
within the relevant agency have meaningfully participated in the development and
implementation of the policy or program. The Board wishes to acknowledge and thank Jim
Harper, Director of Information Policy Studies at the Cato Institute, and the Department of
Homeland Security Data Privacy and Integrity Advisory Committee, on which Mr. Harper sits,
for their guidance and earlier work product, upon which much of this is based. The methodology
takes into account five large issues, as well as a number of subsidiary questions. The larger
questions include: The scope of the program; the program’s legal basis; how the program
supports efforts to protect the Nation against terrorism from the perspective of managing risk to
privacy or to survival; the extent to which officials within the relevant department or agency
analyzed the privacy and civil liberties interests implicated by the policy, program or issue; and
processes employed by the government to review privacy and civil liberties interests.

B. Engaging Policymakers and Interested Parties

In order to obtain the most complete, real-time access to information regarding proposed
and operational anti-terror programs, the Board agreed that it must establish trust and credibility
between itself and the relevant members of the Executive Branch. To that end, the Board has
developed a sound, regular, and productive working relationship with the President’s most senior
advisors tasked with anti-terrorism responsibilities. This relationship has put the Board in a
position to integrate itself into the policymaking process and obtain the necessary support from
the Administration to offer meaningful advice.

The Board has met personally with numerous principal senior White House officials,
including: the current and previous Chiefs of Staff; the National Security Advisor; the Homeland
Security and Counterterrorism Advisor; current and previous Counsel to the President; Staff
Secretary; Chairman of the Intelligence Oversight Board and a member of the President’s
Foreign Intelligence Advisory Board.

These meetings have allowed the Board to forge strong working relationships with
agencies within the Executive Office of the President, including the National Security Council,
Homeland Security Council, Office of Management and Budget, Office of the Counsel to the
President, and the President’s Foreign Intelligence Advisory Board and Intelligence Oversight
Board, among others. Additionally, the Board’s professional staff meets weekly with an EOP
working group which consists of commissioned officer representatives from the Office of the
White House Chief of Staff, the National Security Council, the Homeland Security Council, the
Oftice of the Counsel to the President, the Office of Legislative Affairs, the Office of
Communications, and the Office of Management and Budget.

The Board has also met with senior administration officials throughout the Executive
Branch who have responsibilities for developing and implementing war-on-terrorism policies
and strategies. These officials include: the Attorney General, Deputy Attorney General,
Assistant Attorney General for Legal Policy, Assistant Attorney General for National Security,
and Acting-Assistant Attorney General for Legal Counsel; FBI Director; Secretary for Homeland
Security; Department of the Treasury Under Secretary for Terrorism and Financial Intelligence
Stuart Levey, as well as the Assistant Secretary for Intelligence and Analysis; the current and
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previous Director of National Intelligence, the previous Deputy DNI, the ODNI General
Counsel, and Information Sharing Environment (ISE) Program Manager; Director and senior
supporting staff of the National Security Agency; and Director and senior staff of the Director of
the National Counterterrorism Center.

The Board and its staff have made repeated visits to a number of government facilities to
observe how those agencies operate, develop anti-terror policies, and train their employees to
protect privacy and civil liberties. On-site visits also tend to promote a high-quality dialogue
between Board Members and advisors. Consequently, the Board has personally visited the
Department of Justice, the Department of Homeland Security, the National Security Agency, the
National Counterterrorism Center, the Terrorist Screening Center, the Federal Bureau of
Investigation, and the Department of Defense Counterintelligence Field Activity Office.

Perhaps most importantly, the Board has established strong working relationships with
the developing privacy and civil liberties offices within the government’s anti-terror agencies.
These offices and officers advance privacy and civil liberties at the ground level and generally
have the greatest practical impact on the development and implementation of policies within
their respective agencies. The privacy and civil liberties offices with which the Board works
most closely include those at the Department of Justice, the Department of Homeland Security,
and the Office of the Director of National Intelligence. These officials have likewise developed
lines of communication and authority within their organizations’ structure. These relationships
allow the Board to encourage the sharing of information and best practices among those offices.
The relationships have also allowed the Board to coordinate and offer assistance when the
privacy or civil liberties officers encounter problems. The Board has helped and will continue to
help coordinate and foster the development of a privacy and civil liberties infrastructure
throughout the Executive Branch.

Board Members have also reached out to Senators and Representatives to brief them on
the Board’s mission, priorities, and activities, as appropriate. The Chairman and Vice Chairman
have responded to all Congressional requests for testimony. The Board has also authorized its
Executive Director to ensure that appropriate lines of communication and information exist
between it and Congress.

The Board has set as a high priority engaging in a productive and ongoing dialogue with
privacy, non-profit, and academic organizations within the privacy and civil liberties community.
These conversations have helped identify issues important to the community, exchange ideas
regarding how to craft anti-terrorism policies and procedures, and establish trust between the
Board and the community. For example, the Board has strived to communicate regularly with
the co-chairs of the 9/11 Commission, Governor Thomas Kean and Congressman Lee Hamilton.
Chairman Dinkins and I met collectively with Governor Kean and Congressman Hamilton and
apprised them of the Board’s major activities. They have also held individual telephone
conferences with Governor Kean and Congressman Hamilton. Following the December
telephone conference, Congressman Hamilton requested the Board’s executive director to
contact him every 60 days with additional updates on the Board’s efforts. In addition, the
Board’s executive director has met with then-State Department Counselor and former
Commission executive director Philip D. Zelikow and Commission General Counsel Daniel
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Marcus. The Board is dedicated to meeting the letter and spirit of the 9/11 Commission’s
recommendations, consistent with its statutory authority, and looks forward to continued contact
with the Commission’s co-chairs.

Additionally, the Chairman and Vice Chairman met with representatives from the
American Civil Liberties Union and the Center for Democracy and Technology within the first
two months of the Board’s operation. The Board also has held meetings with: the American
Conservative Union; the Center for Strategic and International Studies; the Electronic Privacy
Information Center and the Privacy Coalition; the Markle Foundation; Cato Institute; the
Heritage Foundation; the Liberty Coalition; and the National Institute of Standards and
Technology. Board representatives have appeared at the Progress and Freedom Foundation’s
Annual Aspen Summit, the U.S. Army Judge Advocate General’s School Advanced Intelligence
Law Conference, and the Intelink and the Information Sharing Conference and Technology
Exposition.

C. Reviewing Critical National Security Programs and Policies

The Board has begun its efforts to review some of the Federal government’s most
sensitive and far-reaching surveillance programs. As discussed below in greater detail, these
programs include National Security Agency surveillance programs (such as the former Terrorist
Surveillance Program (TSP) and the current program governed by the Foreign Intelligence
Surveillance Court) and the Terrorist Finance Tracking Program (TFTP). The Board also
conducted a review of the National Implementation Plan (NIP).

In each briefing, Board members were free to engage in a probing inquiry and ask
unfettered questions, all of which were answered. Following each briefing, the Board met to
consider further areas of inquiry, additional issues associated with these specific programs, and
underlying documents to review.

i. Anti-Terrorist Surveillance

The Board devoted substantial time and focus in its first year of operation to reviewing
anti-terrorist surveillance conducted by the National Security Agency (NSA) and the Terrorist
Surveillance Program (TSP) described by the President on December 17, 2005. The TSP
involved surveillance of communications where one party to the communication is outside the
United States and the government has probable cause to believe that at least one party to the
communication is a member or agent of al Qaeda, or an affiliated terrorist organization.

The Board’s review of the NSA’s surveillance activities was conducted in the course of
various briefings by senior NSA personnel, including the Director, and through briefings,
questioning, and other interaction with analysts and program operators. Board members
repeatedly visited NSA and observed the physical operations where the relevant surveillance is
conducted. In particular, the Board reviewed material supporting the government’s
determination that there was probable cause to believe that at least one of the parties to a
surveilled communication was a member or agent of al Qaeda, or an associated terrorist
organization.
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The Board also received briefings and had opportunities to question NSA lawyers from
the Office of General Counsel, Inspector General officials, and other knowledgeable personnel.
The Board discussed TSP with the Attorney General, the Acting Assistant Attorney General for
the Office of Legal Counsel, and the current and former Counsel to the President, among other
knowledgeable officials in the Executive Branch.

The Board was briefed on the multiple levels of review, approval and oversight for
conducting this surveillance. At the NSA, operators must carefully justify tasking requests, and
multiple levels of review and approval are required to initiate collection. Ongoing audits and
legal reviews are conducted by the NSA’s Office of Inspector General, General Counsel and
Signals Intelligence Directorate Office of Oversight and Compliance. No surveillance may be
conducted without leaving a reviewable audit trail that can be and routinely is subject to
extensive continuing examination by Inspector General and Compliance staff.

In addition, the members of the Board reviewed U.S. Signals Intelligence Directive 18
(USSID 18), which reflects the classified guidelines established by the NSA and approved by the
Attorney General pursuant to Executive Order 12333 to ensure that information about U.S.
Persons is protected from improper or excessive collection, dissemination and distribution. The
NSA requires all of its personnel holding security clearances authorizing access to certain
information to participate in extensive USSID 18 training upon the initiation of access and every
two years during which they continue to have access. The Vice Chairman and Executive
Director participated in the full USSID 18 training received by NSA personnel in order to
examine the extent and quality of the training, and to assess awareness of the need to protect the
privacy and civil liberties interests of U.S. Persons among NSA personnel with access to
sensitive information.

On January 17, 2007, the Attorney General notified Senators Leahy and Specter that a
Judge of the Foreign Intelligence Surveillance Court (FISC) had issued orders authorizing the
Government to target for collection international communications into or out of the United States
where there is probable cause to believe that at least one party to the communication is a member
or agent of al Qaeda or an affiliated terrorist organization (FISC Orders). As a result of the FISC
Orders, any electronic surveillance that was conducted under the TSP is now conducted subject
to the approval of the FISC. After the FISC Orders were issued, the Board was extensively
briefed by both the Department of Justice and NSA regarding this development. Members of the
Board also have studied the classified FISC Orders themselves and closely reviewed the
classified material submitted to the FISC in connection with the Orders, including the
applications, legal memoranda, and supporting declarations.

While the details of the FISC Orders remain classified, we can report in an unclassified
format that as a result of the Orders the relevant surveillance is now subject both to extensive
ongoing Department of Justice review and to the approval of the FISA Court. The Department
of Justice’s responsibilities for implementing the Orders are carried out by the new National
Security Division in the Department of Justice headed by Assistant Attorney General Kenneth
Wainstein, who has briefed the Board.
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Based upon its review, the Board has concluded that the Executive Branch’s conduct of
these surveillance activities appropriately considers and reasonably protects the privacy and civil
liberties of U.S. Persons. As a result of the new FISA Court Orders, the highly regimented
Executive Branch process of justification, review, approval, and auditing has been further
augmented by court supervision. This provides reasonable assurance that national security and
privacy and civil liberties interests are appropriately balanced. The Board found no evidence or
reasonable basis to believe that the privacy and civil liberties of U.S. Persons are improperly
threatened or impinged under the surveillance conducted by the Executive Branch, either under
the TSP or subsequently under the new FISC Orders. In the opinion of the Board, it appears that
the officials and personnel who were involved in conducting the TSP, and who now are
responsible for implementing surveillance under the FISC Orders, are significantly aware and
respectful of U.S. Constitutional and legal rights and protections for U.S. Persons, and that they
are actively committed to protecting privacy and civil liberties of U.S. Persons in conducting
such surveillance.

The Board notes that it was not involved in and has taken no position on the original
design or legal authorization of the TSP. The Board believes that it is appropriate for it to
provide continuing advice and oversight with respect to NSA’s surveillance activities.

ii. National Implementation Plan

The National Implementation Plan was approved by the President in June, 2006, and is
intended to coordinate and integrate all instruments of national power in a unified effort to
protect the Nation against terrorism. Toward that end, it assigns hundreds of specific tasks to
various Federal departments and agencies. Participating departments and agencies are now
adopting and implementing their own supporting plans, and an annual strategic review of the
entire NIP is in progress. The Board has reviewed the entire NIP and has had the opportunity to
direct additional questions to the appropriate White House and Intelligence Community officials.
The Board is also working with the National Counterterrorism Center to ensure that it has access
to NIP tasks and activities that could raise privacy or civil liberties concerns.

iii. Terrorist Finance Tracking Program

Additionally, the Board was briefed on the Terrorist Finance Tracking Program (TFTP)
by the Treasury Under Secretary for Terrorism and Financial Intelligence and Assistant Secretary
for Intelligence and Analysis. Under this program, intelligence analysts review records acquired
through administrative subpoenas from the Society for Worldwide Interbank Financial
Telecommunication to locate financial connections to known or suspected terrorists. This
program also predates the Board’s existence.

The Board has also examined or begun to examine privacy concerns connected to other
programs and issues, including CIFA TALON, the Department of State E-Passport Program,
Passenger Name Recognition data, US-VISIT, and the reauthorized PATRIOT Act. Comments
regarding these programs are located on pages 30-32 of the Board’s 2007 Report to Congress.

10
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D. Becoming Involved in Policy Development and Implementation
i. Watchlist Redress

At the request of the Board, T have undertaken the coordination of efforts among the
various relevant Federal departments and agencies to establish a formalized, unified, and
simplified redress procedure for individuals with adverse experiences with the government’s
watch list or during screening processes. Both government officials and non-governmental
advocacy experts repeatedly raised this issue as an area where the Board could bring focus,
organization and prioritization.

The Terrorist Screening Center (TSC) is charged with maintaining the U.S. government’s
consolidated terrorist watch list, which contains the identifying information of all known or
appropriately suspected terrorists. Thirteen months after the Center began operations, it
established a formal watch list redress process. The process allowed agencies that used the
consolidated terrorist watch list data during a terrorism screening process (screening agencies) to
refer individuals’ complaints to the TSC when it appeared those complaints were watch list
related. The goal of the redress process is to provide timely and fair review of individuals’
complaints, and to identify and correct any data errors, including errors in the terrorist watch list
itself.

TSC’s redress process consists of a procedure to receive, track, and research watch list-
related complaints and to correct the watch list or other data that caused an individual
unwarranted hardship or difficulty during a screening process. Throughout 2005, TSC worked
closely with screening agencies to establish a standardized process for referral of and response to
public redress complaints. In the fall of 2005, TSC undertook to document formally the
participating agencies’ mutual understanding of their obligations and responsibilities arising out
of the watch list redress process. Competing priorities within participating agencies, however,
slowed progress.

On June 20, 2006, 1 convened a meeting of all relevant agencies and called for a renewed
effort to prioritize this project. In attendance were representatives from TSC, the Departments of
State, Defense, Treasury, Justice, and Homeland Security, the Office of the Director of National
Intelligence, the FBI, the CIA and the National Counterterrorism Center. The resulting draft
Memorandum of Understanding (MOU) is a constructive and positive step intended to secure a
commitment from these agencies that participate in the watch list process actively to engage in
and support the redress process. The MOU resulted from a six-month period of negotiations
between the agencies mentioned previously. I convened a final working group meeting on
November 30, 2006, in January 2007, a final draft of the MOU was approved and submitted for
the signature of the heads of these agencies.

The MOU sets forth the existing multi-agency redress process in significant detail, from
receipt of an individual’s complaint to the response sent by the screening agency. Among other
things, the MOU establishes obligations for all parties to secure personal information, update and
correct their own record systems, and share information to ensure redress complaints are
resolved appropriately. Each participating agency must also commit to providing appropriate
staff and other resources to make sure the redress process functions in a timely and efficient

11
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manner. Finally, each agency must designate a senior official that is responsible for ensuring the
agency’s full participation in the redress process and overall compliance with the MOU. Once
the MOU has been executed and implemented, the Board intends to continue efforts to bring all
possible transparency and public understanding to this process.

il. Information Sharing Environment

Pursuant to IRTPA, the Board has also participated in the drafting of elements of the
Information Sharing Environment (ISE). The ISE is an approach that facilitates the sharing of
information relating to terrorism by putting in place the processes, protocols, and technology that
enable the sharing of this information among Federal, State, local, tribal and private sector
entities, and foreign partners. The ISE brings together, aligns and builds upon existing
information sharing policies, business processes and technologies (systems), and promotes a
culture of information sharing through increased collaboration. 1IRTPA also established the
Program Manager for the Information Sharing Environment with government-wide authority to
plan, oversee, and manage the [SE. The Program Manager assists the President and government
agencies in the development and operation of the ISE and monitors and assesses its progress.

To guide efforts to establish the ISE and implement the requirements of IRTPA, on
December 16, 2005, President Bush issued a Memorandum to the Heads of Executive
Departments and Agencies. This Memorandum delineated two requirements and five guidelines
which prioritize efforts that the President believes are most critical to the development of the ISE
and assigns Cabinet officials responsibility for resolving some of the more complicated issues
associated with information sharing. The five guidelines are: (1) Set Standards for How
Information is Acquired, Accessed, Shared, and Used within the ISE; (2) Create Common
Framework for Sharing Information Between and Among Federal Agencies and State, Local and
Tribal Governments, Law Enforcements Agencies and the Private Sector; (3) Standardize
Procedures for Sensitive But Unclassified Information; (4) Facilitate Information Sharing with
Foreign Partners; and (5) Protect the Information Privacy Rights and Other Legal Rights of
Americans.

IRTPA required that these guidelines be drafted and implemented in consultation with
the Board. With regard to all five sets of guidelines, the Board’s Executive Director is a member
of the White House Information Sharing Policy Coordination Committee which sits above all the
working groups and directly below the Deputies and Principals Committees.

The TSE Privacy Guidelines are based on a set of core principles that requires agencies to:
identify any privacy-protected information to be shared; enable other agencies to determine the
nature of the information and whether it contains information about U.S. Persons; assess and
document applicable legal and policy rules and restrictions; put in place accountability and audit
mechanisms; implement data quality and, where appropriate, redress procedures; and identify an
ISE Privacy Official to ensure compliance with the guidelines.

The ISE Privacy Guidelines also provide for an ISE Privacy Guidelines Committee, consisting
of the ISE Privacy Officials of the departments and agencies comprising the Information Sharing

12
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Council (ISC), and chaired by a senior official designated by the Program Manager. Working closely
with the Privacy and Civil Liberties Oversight Board as it exercises its oversight mission, the
committee will seek to ensure consistency and standardization in implementation, as well as serve as a
forum to share best practices and resolve inter-agency issues. The Program Manager has designated
Alex Joel and Jane Horvath to serve as co-chairs of this ISE Privacy Guidelines Committee, which
will include the Board’s Executive Director as a member. The Board instructed its staff to meet with
the Program Manager and provide options concerning its on-going oversight role and how that role
can be most effectively and efficiently exercised.

E. Examining National Security Letters

Recently, the Board began a substantive review of the FBI’s use of National Security
Letters. The Board chose to undertake this review at the invitation of the Attorney General and
immediately prior to the release of the Department of Justice Inspector General’s report on this
subject. See A Review of the I'ederal Bureau of Investigation’s Use of National Security Letters,
Report of the Inspector General (March 2007). The report described a number of troubling
deficiencies in the use and management of NSLs and NSL-derived information. Such
deficiencies included issuing letters without complying with appropriate statutory and internal
regulations, failing adequately to document and track information provided in response to NSLs,
and issuing “exigent letters” that contained inaccurate information. The Board and its staff have
met with the Inspector General, the Director of the FBI and other senior officials, senior DOJ
officials within the National Security Division, and representatives from privacy advocacy
organizations, The Board has asked follow-up questions of those officials and has reviewed
Bureau guidance and internal memoranda regarding possible corrective actions. The Board will
shortly deliver recommendations regarding this program to the Attorney General.

This project is a good example of the value the present Board brings to promoting
consideration of privacy and civil liberties. Prior to the release of the Inspector General’s report,
the Attorney General invited Board review of FBI procedures. The Board had full access to all
individuals and materials needed for a comprehensive review. Our discussions, observations,
and suggestions along the way have been incorporated into the FBI and DOJ remedial actions.
We believe that DOJ and FBI officials take our mission seriously and will fully consider the
findings and recommendations of our final report.

F. Planning the Year Ahead

The Board has laid out an ambitious and aggressive agenda for the year ahead, building
on our organizational and educational efforts of the past year. As required by statute, we will
stay involved in the development of the Information Sharing Environment. We are continuing to
look into government surveillance operations and terrorist watch list redress issues. Other areas
of interest include:

o USA PATRIOT Act and National Security Letters (NSLs). The 2006 reauthorization
included over thirty new civil liberties protections. The Board will work with the
Department of Justice to monitor implementation of these protections.
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Federal data analysis and management issues. Board Members intend to enhance
significantly their understanding of issues associated with data mining activities, data
sharing practices, and governmental use of commercial databases. This level of
understanding will assist the Board in its review of many Federal anti-terrorism
programs. Toward this end, the Board will follow up on recommendations of the March,
2004 report of the Technology and Privacy Advisory Committee (TAPAC) to the
Secretary of Defense, Safeguarding Privacy in the Fight Against Terrorism.

U.S. Persons Guidelines. These guidelines limit the government’s ability to collect,
retain, and distribute intelligence information regarding U.S. Persons. These guidelines
are applicable to agencies in the intelligence community pursuant to Executive Orders
12333 and 13284, As was noted in the 2005 report to the President on Weapons of Mass
Destruction, these rules are complicated, subject to varying interpretations, and
substantially different from one agency to another. The Attorney General and the
Director of National Intelligence have established a staff level working group to review
these guidelines and propose appropriate reforms. The Board intends to participate in
this process.

State and local fusion centers. State and local law enforcement entities are establishing
joint centers where they share information and data of value to their common missions.
Federal agencies are developing partnerships with these centers. The Board will review
these sharing practices to ensure that privacy rights and civil liberties concerns are taken
into appropriate consideration.

National Implementation Plan. The Board will continue to monitor those tasks and
activities that might raise privacy or civil liberties concerns.

Department of Homeland Security Automated Targeting System (ATS). ATS is a decision
support tool used by Customs and Border Protection to assist in making a threshold
assessment in advance of arrival into the U.S. based on information that DHS would
otherwise collect at the point of entry. The Board intends to review this system.

Material Witness Statute. As a result of concerns raised at its December 5, 2006
Georgetown University forum, the Board will investigate public expressions of concern
over how this statute is being used in Federal anti-terrorism efforts. The Board will meet
with senior Department of Justice officials to gain an understanding of the statute’s use
and to ask questions regarding its possible abuse.

IV.  Possible Areas of Improvement

Finally, I would like to propose a few suggestions going forward that Congress and the

Administration could consider if the current Board is not essentially terminated by new
legislation. As we enter the mid-point of our second year in existence, I would expect the Board
to begin hiring additional staff and bring on detailees as soon as possible. We would engage
even more actively with the public over counterterrorism policies and programs. In addition, the

14
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Board would benefit from an enhanced stature within the Executive Office of the President, with
its Executive Director holding a position of program authority comparable to the counterparts he
works with on a daily basis. Moreover, additional opportunities should be sought to further
institutionalize the Board’s role and responsibilities within the Executive Branch,

Twould also recommend that the Board obtain both periodic and ad hoc written reports
from policy and legal officials from all the relevant agencies documenting their consideration of
privacy and civil liberties considerations. And finally, the existing, very strong relationship
between the Board and the privacy and civil liberties officers in place throughout the Executive
Branch should be further strengthened and institutionalized by requiring periodic formal
reporting from those officials to the Board.

Of course, whether the present Board continues in existence is out of our hands at this
point. Should Congress pass legislation creating a new independent agency, and it becomes law,
my colleagues on the Board and I stand ready to assist fully in the transition in order to ensure
that privacy and civil liberties continue to be appropriately considered and protected in the
country’s efforts to combat terrorism. Should a new Board take our place, we will cooperate
with it to help promote our shared mission.

Again, thank you for the opportunity to speak with you today, and T look forward to
answering any questions you may have.
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Ms. SANCHEZ. Thank you, Mr. Raul. We appreciate your testi-
mony.

At this time, we would like to hear from Mr. Davis.

Mr. Davis, you may begin your testimony.

TESTIMONY OF LANNY J. DAVIS, ESQ., ORRICK, HERRINGTON
& SUTCLIFFE, LLP, WASHINGTON, DC

Mr. Davis. Thank you, Madam Chairwoman and Mr. Feeney.

I would like to say first to Mr. Conyers, somebody who has been
a political hero of mine since I was much, much younger and dur-
ing the Clinton days was especially heroic, and it is nice to see you,
sir.

And to Congressman Cannon, proving the words of Alexander
Hamilton in the congressman’s opening remarks that there are oc-
casions where left and right not only come together but even in ad-
versity become friends. And I appreciate it, Congressman Cannon,
even when we sometimes disagreed on television. So nice to see
you, sir.

And to directly respond to your comments about my resignation,
first of all, my colleague, Alan Raul, the staff of the Privacy Board
on which I served and to President Bush who appointed me and
especially to Fred Fielding, the White House counsel, I only have
memories of honor and legitimate disagreement that led to my res-
ignation, no suggestion whatsoever of bad faith or even partisan
motives that led to our disagreement.

The reason that I resigned was finally reaching the conclusion
that the construct of the board was simply a square peg in a round
hole. Congress tried to compromise between an independent board
that would have oversight and a board within the White House
that would have to have oversight of the very institution within
which it resided. And while we all saw a contradiction and even a
tension, as members of the board, we all thought we could work
that out. And I thought that to a great extent we did have access,
we were treated very well, and we were listened to. And I only
have great memories of my service.

What led to my final conclusion—and it was reluctant, and it
was painful—was that it simply was not possible to have inde-
pendent oversight while being treated as if we were a part of the
White House staff.

And the report to Congress led me to the conclusion that even
if it were so, Congressman Cannon, that the red lines were only ty-
pographical errors and technical corrections—and that is not the
case—the White House assumed that it had a right to take a report
of our body, which was supposed to, under the statute, issue an an-
nual report, edit it, review it, put it through OMG, circulate it, and
send it back to us 2 days before submission with extensive red-
lining without even telling us that that was going to happen.

Now, in fact, the substance of what happened—I would never
have resigned if it was just typographic errors—were significant
deletions of substantive parts of our report, especially relating to
what we wanted to look at in the year ahead.

For example, we wanted to look into the material witness statute
which we had learned during one of our public hearings had civil
liberties implications, and we had not ever looked at that. We re-
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ceived back the red line where that provision was deleted, as were
other deletions.

The material witness deletion, it was explained to us, was de-
leted not for substantive reasons and not for reasons of classified
or sensitive information. We were told that it should be deleted be-
cause it might be confused with the U.S. attorneys controversy
issue—in other words, an essentially political reason.

So, without casting aspersions, 1 recognized that the White
House was doing its job in staffing us out just as if we were part
of the White House, which we were. And so I changed my mind and
decided that the better way would be to have an independent agen-
cy where the White House would not feel it needed to vet, edit and
review the work product of a board that was supposed to be doing
oversight.

But, again, having said that, everybody acted with correct mo-
tives, everybody did what they believed was right, and, most impor-
tantly, Fred Fielding was able to support the efforts of Alan Raul
and myself and others to return to the original language that we
had adopted, the very deletions that had caused me great concern.

I chose not to continue, notwithstanding Fred Fielding’s support
of my viewpoint, because I did not want every week or every other
week to go back to Fred Fielding to ask him to intervene. I thought
that the board needed fundamentally to be restructured, and that
is why I reluctantly chose to resign.

Ms. SANCHEZ. Thank you, Mr. Davis. We appreciate your testi-
mony.

Mr. CANNON. Madam Chair, may I ask unanimous consent to
speak out of order for 1 minute?

Ms. SANCHEZ. Without objection, so ordered.

Mr. CANNON. Thank you.

Mr. Davis and I have disagreed in the past, as he indicated.
From my point of view, he is an eloquent speaker.

And T just wanted to say to Mr. Davis, thank you for expressing
those thoughts with such clarity and with such insight into the
complexity of government and the jobs that each of us have as indi-
viduals and in describing your role as working on this board and
the nature of the disagreement. I think that was remarkable. I ap-
preciate it, and I just wanted to say that on the record.

And, Madam Chair, I yield back.

Mr. Davis. Thank you, sir.

Ms. SANCHEZ. Thank you.

Mr. Teufel?

TESTIMONY OF HUGO TEUFEL III, ESQ., U.S. DEPARTMENT OF
HOMELAND SECURITY, WASHINGTON, DC

Mr. TEUFEL. Good afternoon, and thank you, Madam Chair-
woman. Ranking Member Cannon, Chairman Conyers, Mr. Feeney,
Mr. Franks, it is an honor to testify before you here today on the
progress of the privacy office at the Department of Homeland Secu-
rity and to review the findings and recommendations of the recent
review of our office by the Government Accountability Office.

I would like to thank Representatives Watt and Cannon for re-
questing this review, the recommendations of which were useful,
and I believe some of GAQO’s observations confirm progress in areas
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that we have worked hard to improve. Oversight is a good thing.
It fosters transparency and accountability, two of the Fair Informa-
tion Practice principles that undergird the Privacy Act of 1974.

I would also like to thank Linda Koontz and her team for the
work that they have done on the GAO report and on privacy over-
sight generally. While we do not always agree on issues, I respect
her greatly and enjoy immensely working with her.

I was gratified to see GAO acknowledge the privacy office has
made substantial progress both in the number and significantly the
quality of Privacy Impact Assessments issued by our office. I at-
tribute this to the hard work of my compliance staff and to our on-
going efforts to update our PIA guidance. We recently released a
new version of the guidance and held a PIA workshop attended by
over 100 people.

The next PIA workshop will be offered at the DHS Annual Secu-
rity Awareness Training Conference in late summer 2007, and I
am confident that these efforts will support the trend of simulta-
neous increases in the number and quality of PIAs issued by the
department.

I was equally pleased to see in the GAO report that the privacy
office has taken steps to integrate privacy into DHS decision-mak-
ing. We call this important goal operationalizing privacy. To
achieve this, the privacy office forms close relationships with sys-
tem owners and program managers, along with L.T. security offi-
cials and senior DHS officials.

By placing privacy into the program development and decision-
making processes of the department, we can ensure that DHS not
only meets its legal requirements and improves the effectiveness of
the department’s programs, but stands as a model of how privacy
can complement and work with law enforcement and intelligence
agencies.

I also want to mention that the privacy office report of the
Science and Technology Directorate’s program, known as ADVISE,
was released to the public yesterday. I know there is much interest
in this report, and I understand that our Office of Legislative Af-
fairs has provided electronic copies in PDF format to staff Members
of the Committee. It is also available on our public Web site,
dhs.gov/privacy.

This report took longer than I had anticipated, but it is a thor-
ough report covering a number of uses of the tool in various stages
of development and use throughout a number of DHS components.
The extra time will make the report much more informative and
useful to the public, Members of Congress and the department pro-
grams planning to use ADVISE in the future.

I thank the Subcommittee for this opportunity to testify about
the accomplishments of the privacy office, and we look forward to
demonstrating continued improvement in our efforts to ensure pri-
vacy is protected throughout the Department of Homeland Secu-
rity.

I look forward to answering your questions.

[The prepared statement of Mr. Teufel follows:]
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Introduction

Chairman Sanchez, Ranking Member Cannon, and Members of the
Subcommittee, it is an honor to testify before you today on the progress of the Privacy
Office at the Department of Homeland Security (DHS) and to review the findings and
recommendations of the recent review of our office by the Government Accountability
Office (GAO). Tam particularly pleased to be testifying at a hearing with Alan Raul
from the Privacy and Civil Liberties Oversight Board (PCLOB). T have known Alan for a
number of years and my office works closely with PCLOB on privacy issues.

Because this is my first time appearing before the Subcommittee, I would like to
introduce myself. 1was appointed Chief Privacy Officer of the U.S. Department of
Homeland Security by Secretary Michael Chertoff on July 23, 2006. In this capacity and
pursuant to Section 222 of the Homeland Security Act of 2002, 6 U.S.C. § 142, my office
has primary responsibility for privacy policy at the Department, to include: assuring that
the technologies used by the Department to protect the United States sustain, and do not
erode, privacy protections relating to the use, collection, and disclosure of personal
information; assuring that the Department complies with fair information practices as set
out in the Privacy Act of 1974; conducting privacy impact assessments of proposed rules
at the Department; evaluating legislative and regulatory proposals involving collection,
use, and disclosure of personal information by the Federal Government; coordinating

with the Officer for Civil Rights and Civil Liberties to ensure that programs, policies, and
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procedures involving civil rights, civil liberties, and privacy considerations are addressed
in an integrated and comprehensive manner, and Congress receives appropriate reports on
such programs, policies, and procedures; and preparing an annual report to Congress on
the activities of the Department that affect privacy. Additionally, T am responsible for
overseeing DHS’ implementation of privacy-related regulations and policies.

I also serve as the Department’s Chief Freedom of Information Act (FOIA)
Officer. In this role, 1 assure consistent and appropriate Department-wide statutory

compliance and harmoenized program and policy implementation.

The GAO Audit

In April 2007, the GAO issued a report entitled, “DHS PRIVACY OFFICE:
Progress Made but Challenges Remain in Notifying and Reporting to the Public.” This
review constituted GAQ’s first-ever review of the DHS Privacy Office following the
creation of the Department. When the Privacy Office stood up four years ago, it took on
the unprecedented responsibility of a systematic review of both nearly 300 systems of
records and many hundreds of information technology systems that were either part of
the legacy agencies or incorporated into new components. Since starting with two
people, the Privacy Office has grown in size and, through investment in personnel and
hard work, created a comprehensive process to ensure privacy is protected when
personally identifiable information (PIT) is used or disclosed by DHS.
“Significant” and “Substantial” Progress

T was gratified to see that GAO acknowledged the Privacy Office has made
“significant progress” in reviewing and approving Privacy Impact Assessments (PIAs).

PIAs are required for certain systems under the E-Government Act, and are an invaluable
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tool programs use to understand how their use of information impacts privacy. They are
so useful, in fact, that we made a policy decision to complete a P1A for many programs
under the authority of Section 222 of the Homeland Security Act, even when one is not
required under the E-Government Act. In addition to helping programs identify and
mitigate privacy concerns, PIAs also enhance the confidence the public has in the steps
DHS takes to protect privacy; PIAs required by the E-Government Act are available for
review on the Privacy Office’s public facing website, www.dhs.gov/privacy.

I am pleased to report that our office is increasing its capacity to conduct P1As. In
FYO05, the Privacy Office conducted approximately 17 PIAs; in FY06, that number rose
to 25; and in the current fiscal year, we’ve already conducted 42 PTAs. While this
marked increase is cause for satisfaction, it must be noted that the quality of PIAs
increased significantly over this time as well. So reported GAQ; and on this point, we
concur.

This high standard is the result of regular refinement of the Privacy Office’s PIA
Guidance. Inits report, GAO mentioned two updates to the PTA Guidance. In May
2007, after GAO published its report, the Privacy Office issued a new version of the PTA
Guidance. The Privacy Office’s Director of Compliance introduced these changes at a
PIA workshop attended by more than 100 individuals. The next PIA workshop will be
offered together with training for privacy incidents involving P11 at the DHS annual
Security Awareness Training conference in late summer 2007. 1 am confident that these
efforts will support the trend of simultaneous increases in the number and quality of PTAs

issued by the Department.
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I was equally pleased to see in the GAO report that the Privacy Office has taken
steps to integrate privacy into DHS decision-making. We term this important goal
“operationalizing privacy.” To achieve this, the Privacy Office forms close relationships
with system owners and program managers, along with TT security officials, and senior
DHS officials. By placing privacy into the program development and decision-making
processes of the Department, we can ensure that DHS not only meets its legal
requirements and improves the effectiveness of the Department’s programs, but stands as
a model of how privacy can complement and work with law enforcement and intelligence
agencies.

As part of our ongoing operations, our Compliance group works with IT security,
budgeting, procurement, financial, and program professionals Department-wide to
complete Privacy Threshold Analyses (PTAs), PIAs, system of records notices (SORNS),
and other privacy documentation relevant to and required for DHS’ systems and
programs.

GAO Recommendations
GAO made four recommendations to improve the Privacy Office’s effectiveness:
(1) Designate full time privacy officers at key DHS components, such
as Customs and Border Protection, the U.S. Coast Guard, U.S.
Immigration and Customs Enforcement, and the Federal
Emergency Management Agency.

(2) Implement a department-wide process for the biennial review of
system or record notices, as required by OMB,

(3) Establish a schedule for the timely issuance of Privacy Office
reports (including annual reports), which appropriately consider all
aspects of report developmental clearance.
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(4) Ensure that the Privacy Office’s Annual reports to Congress
contain a specific discussion of complaints of privacy violations, as
required by law.
GAO provided the Privacy Office with a draft of its report, and our reply appears
as an attachment to their final report. While this is a matter of public record already, 1
will summarize our reply and review the steps the Privacy Office has taken to implement
the recommendations.
Recommendation One — Designate full time privacy officers at key DHS
components, such as Customs and Border Protection, the U.S. Coast Guard, U.S.

Immigration and Customs Enforcement, and the Federal Emergency Management
Agency.

The Privacy Office recognizes a strong correlation between the designation of
privacy officers at the component and program level, and the success of the Privacy
Office’s mission within those components and programs. Privacy officers at the
Transportation Security Administration and the United States Visitor and Immigration
Status Indicator Technology (US-VISIT) program office, for instance, are an important
factor ensuring privacy is operationalized. While GAO observed that the components
with designated privacy officers have produced a majority of the PTAs issued to date, this
is just one example of the important contribution these component privacy officers make
in embedding privacy into departmental programs. These component privacy officers
provide day-to-day privacy expertise within their components to programs at all stages of
development, ensuring that privacy is considered from the design through the
implementation phase of every program within their component.

This recommendation is consistent with DHS Privacy Act Compliance
Management Directive (MD) No. 0470.2. Specifically, section V.B.1. of the MD directs

Under Secretaries and all DHS Designated Officials to:



42

Appoint an individual with day-to-day responsibility for implementing the
privacy provisions of the Privacy Act, and any other applicable statutory privacy
requirement.

The Privacy Office will continue to press the importance of placing privacy
officers within the components and work with the Department to develop position
descriptions and provide necessary training to support this development. We are working
with senior leadership of the Department to designate component privacy officers in

components that make significant use of PIL

Recommendation Two - Implement a department-wide process for the biennial
review of system-of-records notices, as required by OMB.

The Privacy Office concurs with this recommendation. The Privacy Office
developed the PTA in order to understand which nascent systems at DHS handle or
involve PII and, of those systems, which need PIAs. Based on the analysis of the PTA,
the Privacy Office can then identify which systems need new or updated SORNs. The
Privacy Office found that the most expedient process to ensure overall privacy
compliance focuses first on the development of the PIA and then on any the
corresponding SORN, because the P1A helps identify the appropriate purposes, routine
uses for disseminating information, types of information, categories of individuals
affected, and, if applicable and appropriate, exemptions from certain Privacy Act
requirements for the system of records.

The Privacy Office developed a two prong approach to reviewing the legacy
SORNSs and updating them appropriately. As noted in the GAO report, the Privacy
Office has a well-developed P1A compliance process. Part of that process identifies the
legacy SORNs and determines whether an updated or new SORN must be published.

Next, the component, the Privacy Office, and the DHS Office of the General Counsel
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review the SORN to issue a DHS SORN that is updated appropriately to describe the
program as it exists under DHS and its homeland security mission. Programs making
operational enhancements may not implement any updates until DHS publishes the
SORN in the Federal Register and the Privacy Office approves the PIA.

In the second prong of the SORN review, the Privacy Office is systematically
reviewing, by component, the legacy SORNS in order to issue updated SORNs on a
schedule that prioritizes those systems with the most sensitive P1L.

As of July 2007, the Privacy Office holds 266 System of Records, of which 215
are legacy system of records. DHS has issued 55 notices for updates to system of
records, new system of records, and retirement of existing system of records. DHS is
actively reviewing its remaining legacy system of records.

By the end of FY 2007, the Privacy Office will issue an updated System of
Records Notice Guide to help in the drafting process. The Privacy Office is also
developing a library of acceptable routine uses that components can use to identify
appropriate routine uses as they review and develop their own SORNs. This will likely
reduce the time needed to review draft SORNS.

This two-pronged approach will permit the Privacy Office to work with DHS
components to evaluate methodically, and in a timely fashion, all of the existing SORNs
to determine if the need exists to re-issue, remove, or re-draft each notice. The Privacy
Office has met with a number of components and will meet with all others to establish
appropriate timelines to accomplish this goal, consistent with the Privacy Office’s

responsibilities under issued OMB guidance.
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Recommendation 3 — Establish a schedule for the timely issuance of Privacy
Oftice reports (including annual reports), which appropriately consider all aspects
of report development including departmental clearance.

The Privacy Office concurs and fully acknowledges the need for the timely
issuance of its reports, including its annual report, and applies full effort to meet any
report deadlines. The Privacy Office will work those components and programs
impacted by its reports to provide for both full collaboration and coordination within
DHS and timely issuance of its reports. We are confident that our reports will be timelier
in the future. Our next annual report will cover the period from July 2006 to July 2007,
and will soon be completed and sent to Congress.

On July 6, 2007, The Privacy Office released our 2007 Data Mining Report. This
is exactly one year from the date of release of our 2006 Data Mining Report. The recent
effort was not merely an update to the earlier report, however. We first had to familiarize
ourselves with a new definition of “data mining” supplied in House Report No. 109-699
— Making Appropriations for the Department of Homeland Security for the Fiscal Year
Inding September 30, 2007, and for Other Purposes. Then we had to apply that
definition against all existing programs and new programs instituted throughout the year.

The last report I will mention here is the Privacy Office’s review of the Science
and Technology Directorate’s Program, “Analysis, Dissemination, Visualization, Insight
and Semantic Enhancement” (ADVISE). This report was initiated by me under the
authority of Section 222 of the Homeland Security Act, which designates the Chief
Privacy Officer as the DHS senior official responsible for ensuring that PIT is used in full
compliance with the fair information practices of the Privacy Act of 1974 and for

reporting on complaints of privacy violations. As such, there is no statutory due date for



45

this report. Nonetheless, as GAO stated, giving the public and Congress timely
information about programs supports transparency and accountability, two of the fair
information practices the Privacy Office promotes. Accordingly, we are committed to
issuing reports as quickly as is consistent with creating a useful, quality product. On
March 21, 2007, I testified before the Homeland Security Subcommittee of the U.S.
House of Representatives Committee on Appropriations. At that time, I answered a
question about our efforts to review the ADVISE program. I stated that our review
would be completed in a matter of weeks and that the report would be issued soon.

Tt is now four months later, and T wish to say a word about the interim. As it
becomes clear reading the report, the term ADVISE covers a number of tools in various
stages of development and use within several DHS components. To make sense of these
after our initial review, we divided our examination into the ADVISE Technology
Framework and the ADVISE Deployments, and proceeded to examine the privacy
implications of each. This took longer than 1 anticipated it would during my March 21*
testimony. Nonetheless, I believe the extra time it took to fully understand what we mean
when we say “ADVISE” and then flesh out the privacy concerns with each will make the
report much more informative and useful to the public, Members of Congress, and the
Department programs planning to use ADVISE in the future.

Recommendation 4 — Ensure that the Privacy Office’s annual reports to Congress
contain a specific discussion of complaints of privacy violations, as required by
law.

While the Privacy Office acknowledges that Section 222 of the Homeland
Security Act of 2002 requires the Privacy Office to include in its annual report to

Congress a number of items of information, including “complaints of privacy violations,”

10
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the Privacy Office interpreted this list as descriptive, rather than prescriptive, in terms of
where this information appears in the report. As such, the last report noted the privacy
complaints the Privacy Office received within the substantive discussion of the actions of
the Privacy Office.

For example, in the section discussing the reports provided to Congress, the last
annual report notes the Report on the Impact of the Automatic Selectee and No Fly Lists
on Privacy and Civil Liberties and the 2006 Data Mining Report. Although both reports
were completed in response to Congressional requests, they dealt with privacy issues that
surrounded complaints received by the Department. Additionally, this annual report
discussed the work on the Secure I'light and MATRIX reports, which have since been
issued and were directly responsive to complaints received by the Privacy Office.
Further, the annual report noted the work of the Privacy Office with regard to the
Undertakings concerning Passenger Name Records (PNR) and REAL 1D, issues that had
generated a number of comments to the Privacy Office from privacy groups, if not
specifically privacy complaints. Thus, throughout the last annual report, the Privacy
Office noted issues of interest brought to its attention regarding privacy and DHS.

Nonetheless, the Privacy Office agrees that for the sake of clarity a consolidated
reporting structure for privacy complaints within future annual reports will assist in
assuring Congress and the public that the Privacy Office is addressing the complaints that

it receives.

External, Interagency, and International Outreach
The Privacy Office mission extends beyond operationalizing privacy within DHS.

We also undertake a number of outreach initiatives in order to enhance transparency with

11
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the general public and increase understanding of what the Department does to protect
privacy, share best practices, adhere to privacy law, and respect the fair information
practices. I was pleased to see that many of our outreach initiatives were also favorably
reported by GAO.

The Data Privacy and Integrity Advisory Committee

The DHS Privacy and Integrity Advisory Committee (DPIAC) is chartered to
offer advice and guidance to the Secretary and the Chief Privacy Officer on
programmatic, policy, operational, and technological issues within DHS that relate to P11,
as well as data integrity and other privacy-related matters.

The DPTAC was formed under the Federal Advisory Committee Act (FACA) in
2004. Members come from large and small companies, academia, and the non-profit
sector, and are selected because of their expertise, education, training, and experience in
the fields of data protection, privacy, and/or emerging technologies. DPIAC meetings are
open to the public, and generally they are well attended.

Since its first meeting in 2005, the DPTAC has issued six reports with a total of 36
recommendations to enhance privacy protection within the Department. The advisory
committee has met three times in FY07, and at its last meeting issued a report entitled
“Comments Regarding the Notice of Proposed Rulemaking for Implementation of the
REAL ID Act.” This report has been shared with the Department’s REAL 1D
governance committee and is assisting the Privacy Office to evaluate the privacy issues
related to the drafting and implementation of the final rule. Of course, this report and all
other DPTAC reports are available on the Privacy Office’s public website.

The next meeting of the DPIAC will be held in September in Washington, DC.

12
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White House Privacy and Civil Liberties Oversight Board

The Privacy Office continues to have a close working relationship with the
President’s Privacy and Civil Liberties Oversight Board (PCLOB). The executive
director, Mark Robbins, appeared before the DPTAC at its meeting on September 20,
2006 and provided a summary of the board’s activities since its inception. He described
the mission of the board, articulating three charges: to participate in the development,
implementation, and review of the guidelines for the information sharing environment
(ISE); to release an annual report to Congress; and to advise the President and senior
executive branch officials on how to ensure privacy and civil liberties interests based on
current law, regulations, and policies. He also answered a number of questions from the
DPIAC members, making it an informative and useful session. Iam pleased to tell you
that my colleague, Dan Sutherland, Civil Rights and Civil Liberties Officer at the
Department, and 1 meet and converse regularly with Mark and our privacy and civil
liberties colleagues at other agencies. As well, the Secretary and I have briefed the Board
on occasion as requested by the Board.
Information Sharing Environment

Section 1016 of Intelligence Reform and Terrorism Prevention Act of 2004
(IRTPA) required the federal government to put into operation a recommendation of the
9-11 Commission to create a new means and methodology to share terrorism information
across the entirety of the federal government as well as state, local, tribal, and foreign
governments and private sector entities. Furthermore, the statute created the Program

Manager’s Office (PM/ISE) for the development and implementation of the ISE.
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The DHS Privacy Office participated in all 1SE Coordinating Group activities,
providing necessary privacy leadership and supporting Departmental goals, and
coordinated with other parts of the Department, including the Office of Security, the
Office of the Chief Information Officer, and the Information Sharing & Collaboration
Office. The output of these Coordinating Groups was used by the PM/ISE to respond to
the President’s direction, set out in a Presidential Memorandum dated December 15,
2005, setting forth specific guidelines and requesting recommendations for development
of the ISE.

Out of these guidelines, specific working groups were developed with specified
agency leads to provide specific guidance. The Privacy Office participated on a number
of groups, including the Privacy group (Guideline 5), the Controlled Unclassified
Information (CUT) group (Guideline 3), Foreign Government Information (FGI) group
(Guideline 4), and participates in the State, Local, Tribal, and Private Sector group.
Privacy and Civil Liberties Committee

The Privacy Office participates in the interagency Privacy and Civil Liberties
Committee co-chaired by OMB and the Department of Justice. This quarterly forum
allows privacy personnel from all Federal agencies to exchange views and information on
issues of mutual concern and discuss privacy best practices government-wide.
President’s Identity Theft Tusk Force

Through Executive Order 13402, issued on May 10, 2006, the President
established an Identity Theft Task Force comprised of 17 federal agencies, including
DHS. The mission of the Task Force was to develop a comprehensive national strategy

to combat identity theft. In the Executive Order, the President specifically directed the
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Task Force to make recommendations on steps the federal government can take to reduce
the likelihood of identity theft.

The Task Force recommended that OMB and DHS outline best practices in the
arena of automated tools, training processes, and standards that would enable agencies to
improve their security and privacy programs. In response to this recommendation, OMB
and DHS developed a paper, titled “Common Risks Impeding the Adequate Protection of
Government Information,” which identifies common risks, or “mistakes,” impeding
agencies from adequately protecting government information. Agencies may refer to this
paper, which is posted on the web sites for the Chief Information Officer (CTO) Council
and the National Institute of Standards and Technology (NIST), when considering steps
necessary for administering agency information security and privacy programs as

required by law, policy, and guidance.

International Outreach

The Privacy Office provides crucial policy and programmatic guidance to the
Secretary, Directorates and component agencies on international privacy matters. Over
the past year, the Privacy Office has continued to expand both in its reach and in its
effectiveness within the Department and with its partners abroad. The office expects this
to continue throughout 2007 with more high profile cross-border data sharing issues
facing the Department.

When the United States — European Union (U.S.—EU) Agreement on Passenger
Name Records (PNR), in effect since 2004, was overturned by the European Court of

Justice in May 2006, the DHS Policy Office led the negotiation of an interim agreement
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and continues discussions with the European Commission. Because of the Privacy
Office’s expertise on international privacy frameworks, it became an important resource
to the DHS negotiating team that successfully concluded a new PNR agreement.

In the last twelve months, the Privacy Office represented the U.S. government and
DHS privacy policies at the following international forums: The International Conference
of Data Protection and Privacy Commissioners in London, England; The Organization for
Economic Cooperation and Development (OECD), and the International Association of
Privacy Professionals (LAPP) meeting in Ontario, Canada.

In September 2006, the Privacy Office made a presentation to the Asian-Pacific
Economic Cooperation (APEC) E-Commerce Steering Group on the DHS development
of Privacy Impact Assessments. The Privacy Office also led the drafting of privacy
provisions in the Regional Movement Alert System, a counter-terrorism initiative to share
lost and stolen passport information with foreign partners. The resulting Memorandum
of Understanding was adopted as a model by the APEC Business Mobility Group and
endorsed by the APEC Ministers.

The Privacy Office co-hosted an International Conference on Biometrics and
Ethics with US-VISIT and the DHS Biometric Coordination Group, in late 2006, in
Washington, DC. This conference was held to promote understanding and international
cooperation on the use of biometrics as its technologies evolve and impact individuals’
privacy. The conference brought together approximately 80 experts from several
countries to engage in an open discussion of the application and ethics of biometrics.
Participants included representatives from academia, private industry, non-profit

organizations and government, and hailed from Asia, Europe, the Middle East and North
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America. In addition to DHS, representatives from the U.S. Departments of Defense,
Justice and State also attended.

In January 2007, the Privacy Office participated in the APEC E-Commerce
Steering Group’s (ECSG) Data Privacy Subgroup (DPSG) meeting in Canberra, Australia
where participants agreed upon a model for the commercial cross-border exchange of PII.
The Privacy Office remains engaged in APEC activities to ensure that the scope of
discussions does not jeopardize data sharing in the national security/law enforcement
context.

Later in January, the Director of International Privacy Policy (who was recently
selected to be the Deputy Chief Privacy Officer) attended a two day conference on
Aviation Security in Singapore. More than 50 officials from the aviation security
branches of Asian, Canadian and Middle Eastern governments attended, along with
private representatives from the aviation industry. The Director presented an overview of
DHS and its use of personal information relevant to aviation security. He also discussed
developments in the EU and Asia Pacific region and suggested a global strategy for
resolving impediments to the free flow of information for law enforcement and national
security purposes. The Director’s participation set the foundation for further contacts
with Singapore data protection officials, who expressed a willingness to share
developments in their privacy work.

Most recently, the Privacy Office’s Director of International Privacy Policy and 1
traveled to Brussels to meet with members of the international and European media as

well as E.U. government officials that included the European Data Protection Supervisor;,
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members of the Freedom, Security and Justice Directorate of the Commission; and
members of the European Parliament.

The Privacy Office has endeavored to reach overseas audiences and increase
understanding of USG privacy policy through publication of articles in the Bureau of

National Affairs Privacy & Security Law. In 7he Golden Rule of Privacy: A Proposal for

a Global Privacy Policy On Government-to-Government Sharing of Personal
Information, the Director of International Privacy Policy suggests an approach based on
the Fair Information Practices combined with the basic international principle of
reciprocity. The Privacy Office has also prepared Accountability and Oversight in the
U.S. System, as well as Notice and Consent Principles in International Guidelines,
Agreements and National Legislation, which will be published later in 2007.
Conclusion

I thank the Subcommittee for this opportunity to testify about the significant
efforts of the Privacy Office. 1 and my office look forward to demonstrating continued
improvement in our efforts to ensure privacy is protected throughout the Department of

Homeland Security.
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Ms. SANCHEZ. Thank you, Mr. Teufel.
Ms. Koontz?

TESTIMONY OF LINDA KOONTZ, U.S. GOVERNMENT
ACCOUNTABILITY OFFICE, WASHINGTON, DC

Ms. KooNTz. Madam Chairwoman and Members of the Sub-
committee, I appreciate the opportunity to be here today to discuss
progress made by the Department of Homeland Security’s privacy
office.

As you know, the Homeland Security Act of 2002 created at
DHS, the first statutorily required senior privacy official at any
Federal agency. The law mandated that this senior official assume
primary responsibility for privacy policy, including assuring that
the use of technology sustains and does not erode privacy protec-
tions relating to the use, collection and disclosure of personal infor-
mation.

At this Subcommittee’s and others’ requests, we reviewed the
progress the DHS privacy office has made since it was formally es-
tablished in 2003. I would like to briefly summarize our results.

The privacy office has made significant progress in carrying out
its statutory responsibilities under the Homeland Security Act and
other laws. Specifically, the office has established processes for en-
suring that the department complies with the E-Government Act
requirement to conduct Privacy Impact Assessments before devel-
oping technology or initiating information collections that involve
personal information. It has done this by developing a compliance
framework including written guidance, a template for conducting
the assessments, training and a process for identifying systems
that require assessments.

These actions have led to increased attention to privacy require-
ments. It has also proved beneficial in identifying systems that re-
quire an assessment, from 46 identified in 2005 to a projected 188
in fiscal year 2007.

However, the resulting workload is likely to prove difficult to
process in a timely manner. Designating privacy officers in certain
key department components could help speed the processing of as-
sessments, but DHS has not yet done this.

The office has also taken action to integrate privacy consider-
ations into the departmental decision-making process by estab-
lishing a Federal advisory committee, conducting public workshops
and participating in policy development for major departmental ini-
tiatives. These actions provide an opportunity for privacy concerns
to be raised explicitly and early in the development of policies.

While substantial progress has been made in these areas, limited
progress has been made in other important aspects of privacy pro-
tection. For example, the office has reviewed, approved and issued
56 new and revised public notices that are required under the Pri-
vacy Act.

However, little progress has been made in updating notices for
legacy systems, older collections of records originally designated
and maintained by other agencies prior to the creation of DHS. As
a result, the department cannot be assured that the privacy impli-
cations of its many systems that process personal information have
been fully and accurately disclosed to the public.
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Further, the privacy officer has not been timely in issuing public
reports. For example, the office has issued only two of the required
annual reports to the Congress in the past 3 years. In addition, its
reports on investigations that the office conducted were, in some
cases, not publicly released until long after concerns had been ad-
dressed. Late issuance of reports has a number of consequences be-
yond failure to comply with the law. It potentially reduces the
value of these reports and erodes the credibility of the privacy of-
fice.

Clearly, the DHS privacy office has made significant progress
and has been a leader in the Federal Government. Nonetheless,
much challenging work remains to be done.

That concludes my statement. I would be happy to answer ques-
tions at the appropriate time.

[The prepared statement of Ms. Koontz follows:]
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HOMELAND SECURITY

DHS Privacy Office Has Made Progres
but Faces Continuing Challenges

What GAO Found

The DIIS Privacy Office has made signilicanl progress in carrying oul. it
slatulory responsibilitics under the Homeland Security Act and its relat
role in ensuring compliance with the Privacy Act of 1974 and E-Governi
Act ol 2002, bul more work remains Lo be accomplished. Specilically, (1
Privacy Ollice has established a compliance ramework for conducting
which are required by the E-Gov Act. The framework includes formal w
guidance, training sessions, and a pro« for identifying systems requi
such assessments. The [ramework has contributed to an increase in the
quality and number of PIAs issucd (sce fig.) as well as the identificatior
many more affe ssultant workload is likely to prove
dillicull o proc a limely manner. Designaling privacy officers in
certain DHS components could help speed processing of PlAs, but DHS
not yet taken action to make these designations.

The Privacy Office has also taken actions to integrate privacy consider:
into the DHS decision-making process by establishing an advisory
commillee, holding public workshops, and participaling in policy
development. However, limited progress has been made in one aspect ¢
ensuring compliance with the Privacy Acl—updaling public nolices for
syslems ol records Lhal were in exislence prior Lo the ereation of DHS.
These notices should identify, among other things, the type of data coll
the types ol individuals about whom information is collected, and the
inlended uses of the data, Unlil the notices are broughl up-lo-date, the
department cannot assure the public that the nofices reflect current use
protections of personal information.

Further, the Privacy Office has generally not been timely in issuing pub
reports. For example, a report on the Multi-state Anti-Terrorism Inform
Exchange program—a pilot project for law enlorcement sharing of pub
records data—was not issued until long after the program had been
terminated. Late issuance of reports has a number of negative conseque
including a potential reduction in the reporls’ value and erosion of the

office’s credibility.
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Madam Chairwoman and Members of the Subcommittee:

I appreciate the opportunity to be here today to discuss progress made
and challenges faced by the Department of Homeland Security's (DHS)
Privacy Office. As you know, the Homeland Security Act of 2002 created
the first statutorily required senior privacy official at any federal agency.
This law mandated the appointment of a senior official at DHS to assume
primary responsibility for privacy policy, including, among other things,
assuring that the use of technologies sustains and does not erode privacy
protections relating to the use, collection, and disclosure of personal
information.

As the federal government obtains and processes personal information®
about its citizens and residents in increasingly diverse ways to better
secure our homeland, it is important that this information be properly
protected and the privacy rights of individuals respected. Advances in
information technology make it easier than ever for DHS and other
agencies to acquire data on individuals, analyze it for a variety of
purposes, and share it with other governmental and nongovernmental
entities. Further, the demands of the war on terror have led agencies to
seek ways to extract as much value as possible from the information
available to them, adding to the potential for compromising privacy. It is in
this context that the DHS Privacy Officer is charged with ensuring that the
privacy rights of individuals remain adequately addressed.

Formally established with the appointment of the first Chief Privacy
Officer in April, 2003, the DHS Privacy Office is responsible for ensuring
that the department is in compliance with federal laws that govern the use
of personal information by the federal government. Among these laws are
the Homeland Security Act of 2002 (as amended by the Intelligence
Reform and Terrorism Prevention Act of 2004), the Privacy Act of 1974,

Tomeland Sccurily Act of 2002, 292, Pub. L. No. L07-206 (Nov. 25, 2002).
“For purposes of this (estimony, the Lerm personal énformation cncompasses all
information associated with an individual, including personally idendifindle information,
which refers (o any information about an individual maintained by an agency (hal can be
used to distinguish or trace an individual's identity, social Security number,
date and place of birth, mother's maiden name, biomelric records, ole., including any other
personal information which is inked or linkable to an individual.

Page L GAO-07-1024T
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and the E-Government Act of 2002 (E-Gov Act).” The Privacy Office’s
major responsibilities can be summarized into four broad categories: (1)
reviewing and approving privacy impact assessments (PIA) of the risks
associated with information technology used to process personal
information,' as required by the E-Government Act, (2) integrating privacy
considerations into DHS decision making, (3) reviewing and approving
public notices required by the Privacy Act, and (4) preparing and issuing
reports.

My testimony today is based on a report that we recently issued.” In that
report, we assessed progress made by the DHS Privacy Office in carrying
out its responsibilities under federal privacy laws, including the Homeland
Security Act and the E-Gov Act. In conducting work for that report, we
compared statutory requirements with Privacy Office processes,
documents, and activities. Qur work was performed in accordance with
generally accepted government auditing standards.

Today, after a brief summary and a discussion of the establishment of the
DHS Privacy Office and its major responsibilities, my remarks will focus
on the results of our review of the DHS Privacy Office.

Results in Brief

The DHS Privacy Office has made significant progress in carrying out its
statutory responsibilities under the Homeland Security Act and its related
role in ensuring E-Gov Act compliance, but more work remains to be
accomplished. Specifically, the Privacy Office has established processes
for ensuring departmental compliance with the PIA requirement in the E-
Gov Act. It has done this by developing a compliance framework that
includes formal written guidance, a template for conducting assessments,
training sessions, a process for identifying systems that require
assessments, and a process for reviewing and approving assessments.
Instituting this framework has led to increased attention to privacy

Section 222 of the Homeland Securily Act, as amended by section 8305 ol the Intelligence
Reform and Terrorism Prevention A 2004, Pub. L. No. 108-158 (Dec. 17, 2004), 6 1.8.C.
§ 142; Privacy Ael ol 1974, 5 U.8.C. section 208 ol the E-Governmenl. Act ol 2002,
Pub. L. No. 07-317 (Dee. 17, 2002).

A PIA iss an analysis of how personal information is collecied, stored, shared, and managed
in a federal system to ensure that privacy requireinents are addressed.

SGAO, DUS Privacy
Reporting to the Pubic,

Uude but Challenges Rem
(Washington, D.C.: Apr.

rogh fying wnd
7

07).
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requirements on the part of departmental components, contributing to an
increase in the quality and number of PIAs issued. It has also proved
beneficial in identifying systems that require an assessment, from 46
identified in fiscal year 2005 to a projected 188 in fiscal year 2007.
However, the resulting increase in the workload is likely to prove difficult
to process in a timely manner. Designating privacy officers in certain key
DHS components could help speed processing of PIAs, but DHS has not
yet done this.

The Privacy Office has taken actions to integrate privacy considerations
into the DHS decision-making process through a variety of actions,
including establishing a federal advisory committee, conducting a seties of
public workshops, and participating in policy development for several
major departmental initiatives. These actions serve, in part, to address the
mandate to assure that technologies sustain and do not erode privacy
protections. The Privacy Office’s participation in policy decisions provides
an opportunity for privacy concerns to be raised explicitly and considered
in the development of DHS policies. In addition, the office has taken steps
to address its mandates to evaluate regulatory and legislative proposals
involving personal information and to coordinate with the DHS Officer for
Civil Rights and Civil Liberties.

While substantial progress has been made in these areas, limited progress
has been made in other important aspects of privacy protection. For
example, while the Privacy Office had reviewed, approved, and issued 56
new and revised Privacy Act public notices as of February 2007, little
progress has been made in updating notices for “legacy” systems of
records—older systems of records that were originally developed by other
agencies prior to the creation of DHS. According to Privacy Office
officials, they have focused their attention on reviewing and approving
PIAs and developing notices for new systems and have given less priority
to revising notices for legacy systems. However, because many of these
notices are not up-to-date, the department cannot be assured that the
privacy implications of its many systems that process and maintain
personal information have been fully and accurately disclosed to the
public.

Further, the Privacy Office has generally not been timely in issuing public
reports, potentially limiting their value and impact. The Homeland Security
Act requires that the Privacy Officer report annually to Congress on its
activities, including complaints of privacy violations. However, the office
has issued only two annual reports within the 3-year period since it was
established in April 2003, and one of these did not include complaints of

Page 3 GAO-07-1024T



61

privacy violations as required. In addition, other reports to Congress on
several specific topics have been late. The office also initiated its own
investigations of specific programs and produced reports on these
reviews, but several of them were not publicly released until long after
concerns had been addressed. Late issuance of reports has a number of
negative consequences beyond failure to comply with mandated deadlines,
including a potential reduction in the reports’ value and erosion of the
office’s credibility.

We made recommendations to the Secretary of Homeland Security to
designate component-level privacy officers at key components, ensure that
Privacy Act notices reflect current DHS activities, and help the Privacy
Office meet its obligations to issue reports in a timely manner. DHS
generally agreed with our recommendations and described actions
initiated to address them.

Background

The DHS Privacy Office was established with the appointment of the first
Chief Privacy Officer in April 2003. The Chief Privacy Officer is appointed
by the Secretary and reports directly to him. The Chief Privacy Officer
serves as the designated senior agency official for privacy, as has been
required by the Office of Management and Budget (OMB) of all major
departments and agencies since 2005.° As a part. of the DHS organizational
structure, the Chief Privacy Officer has the ability to serve as a consultant
on privacy issues to other departmental entities that may not have
adequate expertise on privacy issues. In addition, there are also
component-level and program-level privacy officers at the Transportation
Security Administration (TSA), U.S. Visitor and Immigrant Status Indicator
Technology (US-VISIT) program, and U.S. Citizenship and Immigration
Services.

When the Privacy Office was initially established, it had 5 full-time
employees, including the Chief Privacy Officer. Since then, the staff has
expanded to 16 full-time employees. As of February 2007, the Privacy
Office also had 9 full-time and 3 half-time contractor staff. The first Chief
Privacy Officer served from April 2003 to September 2005, followed by an
Acting Chief Privacy Officer who served through July 2006. In July 2006,
the Secretary appointed a second permanent Chief Privacy Officer.

and Budget, Designation of Serior Agency Officicls for Privacy,
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Privacy Office
Responsibilities

The Privacy Office is responsible for ensuring that DHS is in compliance
with federal 1aws that govern the use of personal information by the
federal government. Among these laws are the Homeland Security Act of
2002 (as amended by the Intelligence Reform and Terrorism Prevention
Act of 2004), the Privacy Act of 1974, and the E-Gov Act of 2002. Based on
these laws, the Privacy Office’s major responsibilities can be summarized
into these four broad categories:

1. reviewing and approving PIAs,
2. integrating privacy considerations into DHS decision making,

3. reviewing and approving public notices required by the Privacy Act,
and

4. preparing and issuing reports.
Reviewing and approving PIAs

The Privacy Office is responsible for ensuring departmental compliance
with the privacy provisions of the E-Gov Act. Specifically, section 208 of
the E-Gov Act is designed to enhance protection of personally identifiable
information in government information systems and information
collections by requiring that agencies conduct PIAs. In addition, the
Homeland Security Act requires the Chief Privacy Officer to conduct a PIA
for proposed rules of the department on the privacy of personal
information.

According to OMB guidance,” a PIA is an analysis of how information is
handled: (1) to ensure that handling conforms to applicable legal,
regulatory, and policy requirements regarding privacy; (2) to determine the
risks and effects of collecting, maintaining, and disseminating personally
identifiable information in an electronic information system; and (3) to
examine and evaluate protections and alternative processes for handling
information to mitigate potential risks to privacy.

Agencies must conduct PIAs before they (1) develop or procure
information technology that collects, maintains, or disseminates
personally identifiable information or (2) initiate any new data collections

"Otlice of Management and Budgel, OMB Guidance for Implementing the Pré
Provisions of the E-Government Avt of 2002, M-0322 (Washington, D.C.; Sept.

Page 5 GAO-07-1024T



63

of personal information that will be collected, maintained, or disseminated
using information technology—if the same questions are asked of 10 or
more people. To the extent that PIAs are made publicly available,” they
provide explanations to the public about such things as what information
will be collected, why it is being collected, how it is to be used, and how
the system and data will be maintained and protected.

Integrating privacy considerations into the DHS decision-making
process

Several of the Privacy Office’s statutory responsibilities involve ensuring
that the major decisions and operations of the department do not have an
adverse impact on privacy. Specifically, the Homeland Security Act
requires that the Privacy Office assure that the use of technologies by the
department sustains, and does not erode, privacy protections relating to
the use, collection, and disclosure of personal information. The act further
requires that the Privacy Office evaluate legislative and regulatory
proposals involving the collection, use, and disclosure of personal
information by the federal government. It also requires the office to
coordinate with the DHS Officer for Civil Rights and Civil Liberties on
those issues.

Reviewing and approving public notices required by the Privacy Act

The Privacy Office is required by the Homeland Security Act to assure that
personal information contained in Privacy Act systems of records is
handled in full compliance with fair information practices as set out in the
Privacy Act of 1974. The Privacy Act places limitations on agencies’
collection, disclosure, and use of personally identifiable information that is
maintained in their systems of records. The act defines a record as any
item, collection, or grouping of information about an individual that is
maintained by an agency and contains that individual’s name or other
personal identifier, such as a Social Security number. It defines “system-of-
records” as a group of records under the control of any agency from which
information is retrieved by the name of the individual or by an individual
identifier. The Privacy Act requires agencies to notify the public, via a
notice in the Federal Register, when they create or modify a system-of-
records notice. This notice must include information such as the type of

Section 208(b)( 1)(D)(iii) of the E-Cov Aet requires agencics, if practicable
‘publicly available through agency Web sites, publication in the Federal Reg
other means. Pub. L No. 107-347 (Dee. 17, 2002).
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information collected, the types of individuals about whom information is
collected, the intended “routine” uses of the information, and procedures
that individuals can use to review and correct their personal information.”
The act also requires agencies to define—and limit themselves to—
specific purposes for collecting the information."

Preparing and issuing reports

The Homeland Security Act requires the Privacy Office to prepare annual
reports to Congress detailing the department’s activities affecting privacy,
including complaints of privacy violations and implementation of the
Privacy Act of 1974. In addition to the reporting requirements under the
Homeland Security Act, Congress has occasionally directed the Privacy
Office to report on specific technologies and programs. For example, in
the conference report for the DHS appropriations act for fiscal year 2005,
Congress directed the Privacy Office to report on DHS's use of data mining
technologies." The Intelligence Reform and Terrorism Prevention Act of
2004 also required the Chief Privacy Officer to submit a report to Congress
on the impact on privacy and civil liberties of the DHS-maintained
Automatic Selectee and No-Fly lists, which contain names of potential
airline passengers who are to be selected for secondary screening or not
allowed to board aircraft. In addition, the Privacy Office can initiate its
own investigations and produce reports under its Homeland Security Act
authority to report on complaints of privacy viclations and assure
technologies sustain and do not erode privacy protections.

"Under the Privacy Act of 1974, the term routine use means (with respect to the disclosure
of a record) the use of a record (or a purpose thal is compalible with the purpose (or which
il. was colleeted. 5 U.S.C. § 552a(a)(7).

“Agencies are allowed Lo claim exemplions rom provisions of the Privacy Act if (he
records are used for specific purposes, such as law enforcement. 5 T18.C.'$ 552a() and (k).

HUeonference Report on ILR.
2005, Iouse Report 108771 (O

7, Department of Lomeland Sccurily Appropriations Act,
9, 2001),
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The Privacy Office
Has Made Significant
Progress in Reviewing
and Approving PIAs,
but Faces an
Increasing Workload

One of the Privacy Office’s primary responsibilities is to review and
approve PIAs to ensure departmental compliance with the privacy
provisions (section 208) of the E-Gov Act of 2002. The Privacy Office has
established a PIA compliance framework to carry out this responsibility.
The centerpiece of the Privacy Office’s compliance framework is its
written guidance on when a PIA must be conducted, how the associated
analysis should be performed, and how the final document should be
written. Although based on OMB's guidance,” the Privacy Office’s
guidance goes further in several areas. For example, the guidance does not
exempt national security systems" and also clarifies that systems in the
pilot testing phase are not exempt. The DHS guidance also provides more
detailed instructions than OMB’s guidance on the level of detail to be
provided. For example, the DHS guidance requires a discussion of a
system’s data retention period, procedures for allowing individual access,
redress, correction of information, and technologies used in the system,
such as biometries or radio frequency identification (RFID).

The Privacy Office has taken steps to continually improve its PIA
guidance. Initially released in February 2004, the guidance has been
updated each year since then. These updates have increased the emphasis
on describing the privacy analysis that should take place in making system
design decisions that affect privacy. For example, regarding information
collection, the latest guidance requires program officials to explain how
the collection supports the purpose(s) of the system or program and the
mission of the organization. The guidance also reminds agencies that the
information collected should be relevant and necessary to accomplish the
stated purpose(s) and mission. To accompany its written guidance, the
Privacy Office has also developed a PIA template and conducted a number
of training sessions to further assist DHS personnel.

Our analysis of published DHS PIAs shows significant quality
improvements in those completed recently compared with those from 2 or

FOMB, Guideance for Fmplementing the Privasy Provisions of the E-Government Act of
é 322 (Sept. 26, 2003).

iy ) P
‘A national security s formation sys

stem is defined by the Clinger-Cohen Ac
operated by th al government, the lunction, operation, or us
intelligence (b) eryplologic activilies relaled lo national securily, (¢) command
and control of military lorces, () cquipment (hat is an integral part of a woapon or
weapons system, ot (¢) systetns critical to the divect fulfillment of military or intelligence
missions, butl does not includ s wsed for routine administrative and bus
applications, such as payroll, finance, logistics, and personnel management.
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3 years ago. Overall, there is a greater emphasis on analysis of system
development decisions that impact privacy, because the guidance now
requires that such analysis be performed and described. For example, the
most recent PIAs include assessments of planned uses of the system and
information, plans for data retention, and the extent to which the
information is to be shared outside of DHS. Earlier PIAs did not include
any of these analyses.

The emphasis on analysis should allow the public to more easily
understand a system and its impact on privacy. Further, our analysis found
that use of the template has resulted in a more standardized structure,
format, and content, making the PIAs more easily understandable to the
general reader.

In addition to written guidance, the Privacy Office has also taken steps to
integrate PIA development into the department’s established operational
processes. For example, the Privacy Office is using the OMB Exhibit 300
budget process' as an opportunity to ensure that systems containing
personal information are identified and that PIAs are conducted when
needed. OMB requires agencies to submit an Exhibit 300 Capital Asset.
Plan and Business Case for their major information technology systems in
order to receive funding. The Exhibit 300 template asks whether a system
has a PIA and if it is publicly available. Because the Privacy Office gives
final departmental approval for all such assessments, it is able to use the
Exhibit 300 process to ensure the assessments are completed. According
to Privacy Office officials, the threat of losing funds has helped to
encourage components to conduct PIAs. Integration of the PIA
requirement into these management processes is beneficial in that it
provides an opportunity to address privacy considerations during systems
development, as envisioned by OMB’s guidance.

Because of concerns expressed by component officials that the Privacy
Office’s review process takes a long time and is difficult to understand, the
office has made efforts to improve the process and make it more
transparent to DHS components. Specifically, the office has established a
five-stage review process. Under this process, a PIA must satisfy all the
requirements of a given stage before it can progress to the next one. The

HOMB Cirelar No. A-LL, Parl 7, Plaraing, ing, Acquisition, and A of
Capitat Assets (Washington, I1.C.: une 2006).
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review process is intended to take 5 to 6 weeks, with each stage intended
to take 1 week. Figure 1 illustrates the stages of the review process.

Figure 1: The PIA Review Process
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Privacy Office Efforts
Have Helped to Identify
the Need for an Increasing

Number of PIAs

Through efforts such as the compliance framework, the Privacy Office has
steadily increased the number of PIAs it has approved and published each

year." Since 2004, PIA output by the Privacy Office has more than doubled.
According to Privacy Office officials, the increase in cutput was aided by

the development and implementation of the Privacy Office’s structured
guidance and review process. In addition, Privacy Office officials stated
that as DHS components gain more experience, the output should

continue to increase.
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for identifying systems that need PIAs, the number of identified DHS
systems requiring a PIA has increased dramatically. According to its
annual Federal Information Security Management Act reports, DHS
identified 46 systems as requiring a PIA in fiscal year 2005 and 143 systems
in fiscal year 2006. Based on the privacy threshold analysis process, the
Privacy Office estimates that 188 systems will require a PIA in fiscal year
2007.

Considering that only 25 were published in fiscal year 2006, it will likely be
very difficult for DHS to expeditiously develop and issue PIAs for all of
these systems because developing and approving them can be a lengthy
process. According to estimates by Privacy Office officials, it takes
approximately six months'® to develop and approve a PIA, but the office is
working to reduce this time.

The Privacy Office is examining several potential changes to the
development process that would allow it to process an increased number
of PIAs. One such option is to allow DHS components to quickly amend
preexisting PIAs. An amendment would only need to contain information
on changes to the system and would allow for quicker development and
review. The Privacy Office is also considering developing standardized
PIAs for commonly-used types of systems or uses. For example, such an
assessment may be developed for local area networks. Systems intended
to collect or use information outside what is specified in the standardized
PIA would need approval from the Privacy Office.

The Privacy Office
Has Taken Steps to
Integrate Privacy Into
DHS Decision Making

The Privacy Office has also taken steps to integrate privacy considerations
in the DHS decision-making process. These actions are intended to
address a number of statutory requirements, including that the Privacy
Office assure that the use of technologies sustain, and do not erode,
privacy protections; that it evaluate legislative and regulatory proposals
involving the collection, use, and disclosure of personal information by the
federal government; and that it coordinate with the DHS Officer for Civil
Rights and Civil Liberties.

For example, in 2004, the first Chief Privacy Officer established the DHS
Data Privacy and Integrity Advisory Committee to advise her and the

A1 hough PLA development time is not formally tracked, DLS componcntlovel olficials
reported it could take signifieantly longer than 6 months to develop a PIA.
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Secretary on issues within the department that affect individual privacy, as
well as data integrity, interoperability, and other privacy-related issues.
The committee has examined a variety of privacy issues, produced reports,
and made recommendations. In December 2006, the committee adopted
two reports; one on the use of RFID for identity verification and another
on the use of commercial data. According to Privacy Office officials, the
additional instructions on the use of commercial data contained in the May
2007 PIA guidance update were based, in part, on the advisory committee’s
report on commercial data.

In addition to its reports, which are publicly available, the committee
meets quarterly in Washington, D.C., and in other parts of the country
where DHS programs operate. These meetings are open to the public and
transcripts of the meetings are posted on the Privacy Office’s Web site.”
DHS officials from major programs and initiatives involving the use of
personal data such as US-VISIT, Secure Flight, and the Western
Hemisphere Travel Initiative, have testified before the committee. Private
sector officials have also testified on topics such as data integrity, identity
authentication, and RFID.

Because the committee is made up of experts from the private sector and
the academic community, it brings an outside perspective to privacy issues
through its reports and recommendations. In addition, because it was
established as a federal advisory committee, its products and proceedings
are publicly available and thus provide a public forum for the analysis of
privacy issues that affect DHS operations.

The Privacy Office has also taken steps to raise awareness of privacy
issues by holding a series of public workshops. The first workshop, on the
use of commercial data for homeland security, was held in September
2005. Panel participants consisted of representatives from academia, the
private sector, and government. In April 2006, a second workshop
addressed the concept of public notices and freedom of information
frameworks. In June 2006, a workshop was held on the policy, legal, and
operational frameworks for PIAs and privacy threshold analyses and

“"Reports produced by the DIIS Data Privacy and Integrity Advisory Committee and
transcripts of quarterly meetings can be found at
httpiwww. dhs.govidntoshare/ zoramittcos/cditorial_UH
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included a tutorial for conducting PIAs." Hosting public workshops is
beneficial in that it allows for communication between the Privacy Office
and those who may be affected by DHS programs, including the privacy
advocacy community and the general public.

Privacy Office Officials
Have Participated in the
DHS Decision-making
Process

Another part of the Privacy Office’s efforts to carry out its Homeland
Security Act requirements is its participation in departmental policy
development for initiatives that have a potential impact on privacy. The
Privacy Office has been involved in policy discussions related to several
major DHS initiatives and, according to department officials, the office has
provided input on several privacy-related decisions. The following are
major initiatives in which the Privacy Office has participated.

Passenger name record negotiations with the European Union

United States law requires airlines operating flights to or from the United
States to provide the Bureau of Customs and Border Protection (CBP)
with certain passenger reservation information for purposes of combating
terrorism and other serious criminal offenses. In May 2004, an
international agreement on the processing of this information was signed
by DHS and the European Union.” Prior to the agreement, CBP
established a set of terms for acquiring and protecting data on European
Union citizens, referred to as the “Undertakings™.® In September 2005,
under the direction of the first Chief Privacy Officer, the Privacy Office
issued a report on CBP's compliance with the Undertakings in which it
provided guidance on necessary compliance measures and also required
certain remediation steps. For example, the Privacy Office required CBP to
review and delete data outside the 34 data elements permitted by the
agreement. According to the report, the deletion of these extraneous
elements was completed in August 2005 and was verified by the Privacy
Office.
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In October 2006, DHS and the European Union completed negotiations on
anew interim agreement concerning the transfer and processing of
passenger reservation information. The Director of International Privacy
Policy within the Privacy Office participated in these negotiations along
with others from DHS in the Policy Office, Office of General Counsel, and
CBP.

Western Hemisphere Travel Initiative

The Western Hemisphere Travel Initiative is a joint effort between DHS
and the Department of State to implement new documentation
requirements for certain U.S. citizens and nenimmigrant aliens entering
the United States. DHS and State have proposed the creation of a special
identification card that would serve as an alternative to a traditional
passport for use by U.S. citizens who cross land borders or travel by sea
between the United States, Canada, Mexico, the Caribbean, or Bermuda.”'
The card is to use a technology called vicinity RFID to transmit
information on travelers to CBP officers at land and sea ports of entry.
Advocacy groups have raised concerns about the proposed use of vicinity
RFID because of privacy and security risks due primarily to the ability to
read information from these cards from distances of up to 20 feet. The
Privacy Office was consulted on the choice of identification technology for
the cards. According to the DHS Policy Office, Privacy Office input led to a
decision not to store or transmit personally identifiable information on the
RFID chip on the card. Instead, DHS is planning on transmitting a
randomly-generated identifier for individuals, which is to be used by DHS
to retrieve information about the individual from a centralized database.

REAL ID Act of 2006

Among other things, the REAL ID Act* requires DHS to consult with the
Department of Transportation and the states in issuing regulations that set
minimum standards for state-issued REAL ID drivers’ licenses and
identification cards to be accepted for official purposes after May 11, 2008.
Advocacy groups have raised a number of privacy concerns about REAL
1D, chiefly that it creates a de facto national ID that could be used in the
future for privacy-infringing purposes and that it puts individuals at

71 Federal Register 6092860932 (Oct. 17, 2006).

“pivision 3, Emergency Supplemental Appropriations Act for Defense, the Global War on
Terror, and Tsunan Relicf, 2005, Pub. L No. 100-13 (May 11, 200%).
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increased risk of identity theft. The DHS Policy Office reported that it
included Privacy Office officials, as well as officials from the Office of
Civil Rights and Civil Liberties, in developing its implementing rule for
REAL ID.® The Privacy Office’s participation in REAL ID also served to
address its requirement to evaluate legislative and regulatory proposals
concerning the collection, use, and disclosure of personal information by
the federal government.* According to its November 2006 annual report,
the Privacy Office championed the need for privacy protections regarding
the collection and use of the personal information that will be stored on
the REAL ID drivers’ licenses. Further, the office reported that it funded a
contract to examine the creation of a state federation to implement the
information sharing required by the act in a privacy-sensitive manner.

Use of commercial data

As we have previously reported, DHS has used personal information
obtained from commercial data providers for immigration, fraud
detection, and border screening programs but, like other agencies, does
not have policies in place concerning its uses of these data.” Accordingly,
we recommended that DHS, as well as other agencies, develop such
policies. In response to the concerns raised in our report and by privacy
advocacy groups, Privacy Office officials said they were drafting a
departmentwide policy on the use of commercial data. Once drafted by the
Privacy Office, this policy is to undergo a departmental review process
(including review by the Policy Office, General Counsel, and Office of the
Secretary), followed by a review by OMB prior to adoption.

These examples demonstrate specific involvement of the Privacy Office in
major DHS initiatives. However, Privacy Office input is only one factor
that DHS officials consider in formulating decisions about major
programs, and Privacy Office participation does not guarantee that privacy

“The Intelligenee Reform Act of 2004 requires the DHS Privacy Officer to coordinate
activities with the DHS Officer for Civil Rights and 1 Liberties. Participation i this
working group is one example of coordinalion belween the (wo oflices.

-y Office officials reporied thal they usc the OMB legislative roview proce

[ rules in the Foderal Regi isms for Teviewing rules
and legislation. In addition, the Priva : recently created a Dircctor of Legislative and
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concerns will be fully addressed. For example, our previous work has
highlighted problems in implementing privacy protections in specific DHS
programs, including Secure Flight” and the ADVISE program.”™
Nevertheless, the Privacy Office’s participation in policy decisions
provides an opportunity for privacy concerns to be raised explicitly and
considered in the development of DHS policies.

The Privacy Office Has
Coordinated Activities
with the DHS Officer for
Civil Rights and Civil
Liberties

The Privacy Office has also taken steps to address its mandate to
coordinate with the DHS Officer for Civil Rights and Civil Liberties on
programs, policies, and procedures that involve civil rights, civil liberties,
and privacy considerations, and ensure that Congress receives appropriate
reports. The DHS Officer for Civil Rights and Civil Liberties cited three
specific instances where the offices have collaborated. First, as stated
previously, both offices have participated in the working group involved in
drafting the implementing regulations for REAL ID. Second, the two
offices coordinated in preparing the Privacy Office’s report to Congress
assessing the privacy and civil liberties impact of the No-Fly and Selectee
lists used by DHS for passenger prescreening. Third, the two offices
coordinated on providing input for the “One-Stop Redress” initiative, a
joint initiative between the Department of State and DHS to implement a
streamlined redress center for travelers who have concerns about their
treatment in the screening process.
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Although Privacy Act
Processes Have Been
Established, Little
Progress Has Been
Made in Updating
Public Notices for
DHS Legacy Systems-
of-Records

The DHS Privacy Office is responsible for reviewing and approving DHS
system-of-records notices to ensure that the department complies with the
Privacy Act of 1974. Specifically, the Homeland Security Act requires the
Privacy Office to “assur[e] that personal information contained in Privacy
Act systems of records is handled in full compliance with fair information
practices as set out in the Privacy Act of 1974.” The Privacy Act requires
that federal agencies publish notices in the Federal Register on the
establishment or revision of systems of records. These notices must
describe the nature of a system-of-records and the information it
maintains. Additionally, OMB has issued various guidance documents for
implementing the Privacy Act. OMB Circular A-130, for example, outlines
agency responsibilities for maintaining records on individuals and directs
government agencies to conduct biennial reviews of each system-of-
records notice to ensure that it accurately describes the system-of-
records.”

The Privacy Office has taken steps to establish a departmental process for
complying with the Privacy Act. It issued a management directive that
outlines its own responsibilities as well as those of component-level
officials. Under this policy, the Privacy Office is to act as the department’s
representative for matters relating to the Privacy Act. The Privacy Office is
to issue and revise, as needed, departmental regulations implementing the
Privacy Act and approve all system-of-records notices before they are
published in the Federal Register. DHS components are responsible for
drafting system-of-records notices and submitting them to the Privacy
Office for review and approval. The management directive was in addition
to system-of-records notice guidance published by the Privacy Office in
August 2005. The guidance discusses the requirements of the Privacy Act
and provides instructions on how to prepare system-of-records notices by
listing key elements and explaining how they must be addressed. The
guidance also lists common routine uses and provides standard language
that DHS components may incorporate into their notices. As of February
2007, the Privacy Office had approved and published 56 system-of-records
notices, including updates and revisions as well as new documents.

However, the Privacy Office has not yet established a process for
conducting a biennial review of system-of-records notices, as required by
OMB. OMB Circular A-130 directs federal agencies to review their notices

BOMB, Manag of Federal Informaiion Resowrces, Cirewtar A-130, Appendix 1 (Nov.
28, 20000,
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biennially to ensure that they accurately describe all systems of records.
Where changes are needed, the agencies are to publish amended notices in
the Federal Register.”

The establishment of DHS involved the consolidation of a number of
preexisting agencies, thus, there are a substantial number of systems that.
are operating under preexisting, or “legacy,” system-of-records notices—
218, as of February 2007 * These documents may not reflect changes that
have occurred since they were prepared. For example, the system-of-
records notice for the Treasury Enforcement and Communication System
has not been updated to reflect changes in how personal information is
used that has occurred since the system was taken over by DHS from the
Department of the Treasury.

The Privacy Office acknowledges that identifying, coordinating, and
updating legacy system-of-records notices is the biggest challenge it faces
in ensuring DHS compliance with the Privacy Act. Because it focused its
initial efforts on PIAs and gave priority to DHS systems of records that
were not covered by preexisting notices, the office did not give the same
priority to performing a comprehensive review of existing notices.
According to Privacy Office officials, the office is encouraging DHS
components to update legacy system-of-records notices and is developing
new guidance intended to be more closely integrated with its PIA
guidance. However, no significant reduction has yet been made in the
number of legacy system-of-records notices that need to be updated.

By not reviewing notices biennially, the department is not in compliance
with OMB direction. Further, by not keeping its notices up-to-date, DHS
hinders the public’s ability to understand the nature of DHS systems-of-
records notices and how their personal information is being used and
protected. Inaccurate system-of-records notices may make it difficult for
individuals to determine whether their information is being used in a way
that is incompatible with the purpose for which it was originally collected.

MI3 gives agencics the oplion lo publish one annual comprehensive publicaion
consolidating minor changes.

Phese DLS systenmeol-records are covered by preexisting notic
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Privacy Office Has
Generally Not Issued
Reports in a Timely
Fashion

Section 222 of the Homeland Security Act requires that the Privacy Officer
report annually to Congress on “activities of the Department that affect
privacy, including complaints of privacy violations, implementation of the
Privacy Act of 1974, internal controls, and other matters.” The act does not.
prescribe a deadline for submission of these reports; however, the
requirement to report “on an annual basis” suggests that each report
should cover a 1-year time period and that subsequent annual reports
should be provided to Congress 1 year after the previous report was
submitted. Congress has also required that the Privacy Office report on
specific departmental activities and programs, including data mining and
passenger prescreening programs. In addition, the first Chief Privacy
Officer initiated several investigations and prepared reports on them to
address requirements to report on complaints of privacy violations and to
assure that technologies sustain and do not erode privacy protections.

In addition to satisfying legal requirements, the issuance of timely public
reports helps in adhering to the fair information practices, which the
Privacy Office has pledged to support. Public reports address openness—
the principle that the public should be informed about privacy policies and
practices and that individuals should have a ready means of learning about.
the use of personal information—and the accountability principle—that
individuals controlling the collection or use of personal information
should be accountable for taking steps to ensure implementation of the
fair information principles.

The Privacy Office has not been timely and in one case has been
incomplete in addressing its requirement to report annually to Congress.
The Privacy Office’s first annual report, issued in February 2005, covered
14 months from April 2003 through June 2004. A second annual report, for
the next 12 months, was never issued. Instead, information about that
period was combined with information about the next 12-month period,
and a single report was issued in November 2006 covering the office’s
activities from July 2004 through July 2006. While this report generally
addressed the content specified by the Homeland Security Act, it did not
include the required description of complaints of privacy violations.

Other reports produced by the Privacy Office have not met statutory
deadlines or have been issued long after privacy concerns had been
addressed. For example, although Congress required a report on the
privacy and civil liberties effects of the No-Fly and Automatic Selectee
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Lists” by June 2005, the report was not issued until April 2006, nearly a
year late. In addition, although required by December 2005, the Privacy
Office’s report on DHS data mining activities was not provided to
Congress until July 2006 and was not made available to the public on the
Privacy Office Web site until November 2006.

In addition, the first Chief Privacy Officer initiated four investigations of
specific programs and produced reports on these reviews. Although two of
the four reports were issued in a relatively timely fashion, the other two
reports were issued long after privacy concerns had been raised and
addressed. For example, a report on the Multi-state Anti-Terrorism
Information Exchange program, initiated in response to a complaint by the
American Civil Liberties Union submitted in May 2004, was not issued
until two and a half years later, long after the program had been
terminated. As another example, although drafts of the recommendations
contained in the Secure Flight report were shared with TSA staff as early
as summer 2005, the report was not released until December 2006, nearly a
year and a half later.

According to Privacy Office officials, there are a number of factors
contributing to the delayed release of its reports, including time required
to consult with affected DHS components as well as the departmental
clearance process, which includes the Policy Office, the Office of General
Counsel, and the Office of the Secretary. After that, drafts must be sent to
OMB for further review. In addition, the Privacy Office did not establish
schedules for completing these reports that took into account the time
needed for coordination with components or departmental and OMB
review.

Regarding the omission of complaints of privacy violations in the latest
annual report, Privacy Office officials noted that the report cites previous
reports on Secure Flight and the Multi-state Anti-Terrorism Information
Exchange program, which were initiated in response to alleged privacy
violations, and that during the time period in question there were no
additional complaints of privacy violations. However, the report itself
provides no specific statements about the status of privacy complaints; it
does not state that there were no privacy complaints received.

*hese Lists are used by TSA and CLP for screening airlin and cruise line passcengers.
Individuals on the lists may be denied boarding or selected for additional sereening,
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Late issuance of reports has a number of negative consequences heyond
noncompliance with mandated deadlines. First, the value these reports are
intended to provide is reduced when the information contained is no
longer timely or relevant. In addition, since these reports serve as a critical
window into the operations of the Privacy Office and on DHS programs
that make use of personal information, not issuing them in a timely faghion
diminishes the office’s credibility and can raise questions about the extent
to which the office is receiving executive-level attention. For example,
delays in releasing the most recent annual report led a number of privacy
advocates to question whether the Privacy Office had adequate authority
and executive-level support. Congress also voiced this concern in passing
the Department of Homeland Security Appropriations Act of 2007, which
states that none of the funds made available in the act may be used by any
person other than the Privacy Officer to “alter, direct that changes be
made to, delay, or prohibit the transmission to Congress” of its annual
report.”™ In addition, on January 5, 2007, legislation was introduced entitled
“Privacy Officer with Enhanced Rights Act of 2007". This bill, among other
things, would provide the Privacy Officer with the authority to report
directly to Congress without prior comment or amendment by either OMB
or DHS officials who are outside the Privacy Office.® Until its reports are
issued in a timely fashion, questions about the credibility and authority of
the Privacy Office will likely remain.

*gection 522, Department of Homeland Security Appropriations Act, 2007 (Pub. L. No. 109
205). The President’s signing statement to that act stated, among other things, “the
exceulive branch shall seelion 522 of the act, relating Lo privacy officer reporls, in
amanner consistent with the President’s constitutional authority to supervise the unitary
exceulive branch.”

*he Privacy Ollicer with Enhanced Rights Act was introduced as Sublitle 18 of Title V111 of
ILR. 1, “Tmplementing the 9/11 Conmission Reconmendations Act of 2007, introduced on
January 5, 2007, This bill would also grant the Privacy Ollicer investigative authority,
including subpocna power.
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Implementation of
GAO
Recommendations
Would Lead to
Improvements in
Privacy Office
Operations

In order to ensure that Privacy Act notices reflect current DHS activities
and to help the Privacy Office meet its obligations and issue reports in a
timely manner, in our report we recommended that the Secretary of
Homeland Security take the following four actions:

1. Designate full-time privacy officers at key DHS components, such as
Customs and Border Protection, the U.S. Coast Guard, Immigration
and Customs Enforcement, and the Federal Emergency Management
Agency.

2. Implement a department-wide process for the biennial review of
system-of-records notices, as required by OMB.

3. Establish a schedule for the timely issuance of Privacy Office reports
(including annual reports), which appropriately consider all aspects of
report development, including departmental clearance.

4. Ensure that the Privacy Office’s annual reports to Congress contain a
specific discussion of complaints of privacy violations, as required by
law.

Concerning our recommendation that it designate full-time privacy
officers in key departmental components, DHS noted in comments on a
draft of our report that the recommendation was consistent with a
departmental management directive on compliance with the Privacy Act
and stated that it would take the recommendation “under advisement.”
However, according to Privacy Office officials, as of July 2007, no such
designations have been made. Until DHS appoints such officers, the
Privacy Office will not benefit from their potential to help speed the
processing of PIAs, nor will component programs be in a position to
benefit from the privacy expertise these officials could provide.

DHS concurred with the other three recommendations and noted actions
initiated to address them. Specifically, regarding cur recommendation that
DHS implement a process for the biennial review of system-of-records
notices required by OMB, DHS noted that it is systematically reviewing
legacy system-of-records notices in order to issue updated notices on a
schedule that gives priority to systems with the most sensitive personally
identifiable information. DHS also noted that the Privacy Office is to issue
an updated system-of-records notice guide by the end of fiscal year 2007.
As of July 2007, DHS officials reported that they have 215 legacy SORNs
that need to be reviewed and either revised or retired. Until DHS reviews
and updates all of its legacy notices as required by federal guidance, it
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cannot assure the public that its notices reflect current uses and
protections of personal information.

Congcerning our recommendations related to timely reporting, DHS stated
that the Privacy Office will work with necessary components and
programs affected by its reports to provide for both full collaboration and
coordination within DHS. Finally, regarding our recommendation that the
Privacy Office’s annual reports contain a specific discussion of privacy
complaints, as required by law, DHS agreed that a consolidated reporting
structure for privacy complaints within the annual report would assist in
assuring Congress and the public that the Privacy Office is addressing the
complaints that it receives.

In summary, the DHS Privacy Office has made significant progress in
implementing its statutory responsibilities under the Homeland Security
Act; however, more work remains to be accomplished. The office has
made great strides in implementing a process for developing PIAs,
contributing to greater output over time and higher quality assessments.
The Privacy Office has also provided the opportunity for privacy to be
considered at key stages in systems development by incorporating PIA
requirements into existing management processes. The office faces
continuing challenges in reducing its backlog of systems requiring PIAs,
ensuring that system-of-records notices are kept up to date, and in issuing
reports in a timely fashion.

Mr. Chairman, this concludes my testimony today. I would be happy to
answer any questions you or other members of the subcommittee may
have.
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Ms. SANCHEZ. Thank you, Ms. Koontz.

We will now proceed to our first round of questioning. Members
will have 5 minutes to ask witnesses questions. We ask that you
remain mindful of the time constraints that we are working under.

I will begin by recognizing myself for 5 minutes.

Mr. Davis, I am interested in your testimony because you were
very clear about people working with correct motives in terms of
the work the board was trying to accomplish, and yet you also men-
tioned an instance in which there were deletions made in the re-
port for what you termed political reasons.

How can you reconcile the two statements that you just made be-
cause it sort of seems inherent that if deletions were made for po-
litical reasons, there perhaps weren’t always the purest of motives?

Mr. DAvis. Well, I worked in the Clinton White House, and if an
office of the Clinton White House were putting something out on
its own without getting permission from the chief of staff or the
press secretary and it happened to be a message that was out of
political sync with what the Clinton White House wanted, the
White House office would not be permitted to do that.

It would have to go through the press secretary, the Office of
Management and Budget, the White House chief of staff. The
White House is an organization that has a hierarchy, so one doesn’t
just put out public statements that may be out of sync with what
the President or the White House’s critical message is. That is per-
fectly appropriate.

That is what happened. Our report was viewed as simply an ex-
pression of a White House agency that needed to be cleared by var-
ious political substantive and bureaucratic methods that are very,
very consistent with being treated as a White House office.

When I accepted the job, I understood there was a hybrid trying
to be accomplished, putting us in the White House as an office of
the President, but trying to give us independent oversight author-
ity. And I recognized ultimately the-square-peg-in-the-round-hole
concept simply did not work, and that is why I resigned.

Ms. SANCHEZ. Okay. I am interested in knowing then what you
think that Congress could do to address the inherent tension in-
volved in the somewhat questionable independence of the board
when it provides oversight of the executive branch, while at the
same time being part of the Executive Office of the President.

Mr. Davis. Well, I changed my mind on this. I agreed with Alan,
and we spoke to Senator Lieberman and Senator Collins and rec-
ommended that the office be kept within the White House but be
%ranted investigative special independent powers, and that was our

ope.

When I saw what happened to our report and I recognized the
bureaucratic, political and institutional pressures of being part of
the White House, it was just too much to ask the White House not
to act like the White House and treat us as an office of the White
House.

At one point, we did send a memo to the President, or tried to,
in which we asked the President to issue an executive order that
basically could be summarized by three words, “Leave them alone.”
And that memo to the President and that executive order was
never issued.
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I do believe the new approach does better guarantee independ-
ence. I hope that Alan Raul and his concerns and others’ concerns,
including myself, can be overcome by allowing the independent
agency that would be the result of the legislation that I now under-
stand is being considered to have the same access that we did,
which was phenomenal access and which did lead me to some of
the positive conclusions, for example, about the surveillance pro-
gram in its execution that Congressman Cannon referred to.

I had doubts, Congressman, which I would like to get into about
the constitutional and legal validity of that program, which I now
feel better about, now that they have FISA court approval. But the
execution of the program and the people at the NSA executing it
impressed me greatly as sensitive to civil liberties and privacy
rights.

Ms. SANCHEZ. Let me ask you this. I am interested in having you
explain why the brief statement on the national security letter
abuses by the FBI was relegated to the cover letter of the board’s
first annual report to Congress and not included in the extensive
discussion of that report. It seems to me that that is a pretty sig-
nificant issue that——

Mr. Davis. I have a terrific personal angst about that topic, espe-
cially the man I am sitting next to who backed me up and also be-
lieved that the national security letter violations were egregious, of
great concern, and to this day to me reflected an FBI out of control
that had officers in the field violating the law with no effective
oversight and to this day have great concern.

For reasons that were beyond my comprehension, we set a date
for March 1 of that report, and the I.G. report on the NSL letters
came out in the middle of March. I wanted to include our critical
comments about the national security letter abuses since it was so
critical in our report, since it wasn’t due to the end of the month,
and we had great resistance to doing that.

The compromise, thanks to Alan’s support of my position and my
support of Alan’s position, was to put it in the cover letter to the
report where we were critical, but not in the report itself, some-
thing that to this day I still have never been able to understand.

Ms. SANCHEZ. Well, thank you for your frankness.

And at this time, my time has expired. I would like to recognize
Mr. Cannon for 5 minutes of questioning.

Mr. CANNON. Thank you, Madam Chair.

Mr. Raul, do you agree with how Mr. Davis characterized your
views to be?

Mr. RAUL. Yes, for the most part. We had extensive discussions
over the substance of the violations by the FBI not complying with
the legal requirements for issuance of national security letters. We
also, I think, were relatively congruent in our views about the im-
portance of publicizing that in an important forum.

So the question really became: Was it going to be in the body of
the report, in the cover letter, or in an independent statement that
would be issued to the press and on our Web site? The key point,
though, is that we did make the substantive criticisms publicly.

Mr. CANNON. And it seems to me that the cover letter would be
really the place to do that.
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Mr. RAUL. It had a prominence in the cover letter that it might
have lost if it was in the body of it, but all the members of the
board were agreed that it was important for the board to make a
statement on this very important sensitive and not well-handled
matter by the Federal Bureau of Investigation.

Mr. CANNON. The important thing is how we make this office
work or this board work better in the future.

But can I just clarify one thing, Mr. Davis? In the final report,
the piece that you objected to on the material witnesses was actu-
ally included in the report. I take it that is because you objected
and then it went back in.

Mr. DAvIS. Yes, that and a number of other deletions that were
in the section called “the year ahead.” And it was thanks to Fred
Fielding and my going to Fred Fielding and his backing me up and
I must say Alan Raul’s support for returning those deletions that
they were put back in. Most of them were put back in, not all.

Mr. CANNON. I am personally a big fan of Fred Fielding.

Mr. DAVIS. Me, too.

Mr. CANNON. One of the bright stars out there.

Let me just talk a little bit about your function and our function
here, and then I want to take it back to the two of you to talk
about where we should go, what we need to do, and this is where
I have been out of sync with Republicans for the 10 or the 12 years
they were in the majority.

I think that Congress has an obligation to oversee. When Repub-
licans took over, they had this idea that we would show the world
that we could cut our own budget and, therefore, the rest of the
agencies can do it as well, and we actually in fact cut spending. We
did not cut the rate of growth of spending. We actually cut spend-
ing in 1996, the next cycle that the first Republican majority was
in charge of, and that was a remarkable thing and I think the
foundation for the huge growth we have had in our economy.

I think that is very important, but at the same time, what we
did was cut our budget by eliminating the oversight folks. Now the
vast majority of what the Administration does, it does based upon
laws and mandates, and there is very little discretion on the part
of the President. But, on the other hand, when something goes
wrong, the President of whichever party gets all the blame, and I
think that is actually very counterproductive in our society.

So I think—and I express this to my colleagues here—that we
ought to be much more robust in oversight, in part because we
have given mandates to the Administration. We ought to be mak-
ing sure those happen, and whether that conflicts with the Presi-
dent, whether we are critical of even a political appointee or other-
wise, ultimately, the country is better served by that sort of thing.

Now you have spoken eloquently, Mr. Davis, about the square
peg in the round hole and how this doesn’t work, and, on the other
hand, it may have been fixed with an executive order saying, “Let
them be.”

And I take it, Mr. Raul, you would like to see this remain in the
White House because of the kind of access it gets. Would you mind
talking a little bit about what you think of where it appears we are
headed on the board?

And then, Mr. Davis, if you would respond?
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And then, Mr. Raul, if you would follow up and

Mr. RAUL. Yes, Mr. Cannon, thank you. I would love to address
that.

Let me preface my remarks here with what my views on this are
for myself. I am a member of a collegial board of four members
now, so I will express my views and not necessarily those of the
chair or the full board.

There is a distinction between the Executive Office of the Presi-
dent and the White House office. Colloquially, we refer to them the
same, but the Executive Office of the President is a broader con-
stellation of units that work directly for the President and serve
the presidency but are not within the immediate staff of the White
House. So the Executive Office of the President has, in addition to
the White House office, OMB, the U.S. Trade Representative’s of-
fice, and, you know, other offices, Council on Environmental Qual-
ity and so on.

The original legislation, the Intelligence Reform and Terrorism
Prevention Act, established the privacy board in the Executive Of-
fice of the President. Congress then proceeded to appropriate funds
for the board to the White House office. So there was a bit of a mis-
match that occurred right then and there.

As part of the Executive Office of the President, we have had ac-
cess to anybody that we have sought access to with an ability to
obtain information and exchange views on the most candid, free-
flowing basis. Really, I think it is fair to say almost without any
reservations or inhibitions.

If the board, as it appears will be the case, is taken out of the
Executive Office of the President, put at arm’s length from the ex-
ecutive branch, although part of the executive branch, we will have
an inspector general type situation in contrast with the privacy and
civil liberties officer type situation.

We have heard Ms. Koontz in her testimony say that one of the
positive attributes of Mr. Teufel’s office is that it is increasingly
able, as I heard her say and as I understand it, to become involved
in the development of policy early. That is different from a function
that the inspector general plays and different from the function
that Congress and its oversight function would play in judging
whether the Administration has carried out the laws faithfully.

Ms. SANCHEZ. The time of the gentleman has expired.

At this time, I would like to recognize Mr. Conyers for 5 minutes.

Mr. CoNYERS. Thank you, Madam Chairman.

I appreciate the witnesses’ testimony.

I am so glad that we have talked about the national security let-
ters. The head of the Federal Bureau of Investigation, Mr. Mueller,
will be before us in 2 days, and we have the same concerns that
y}(l)u have already expressed, and so I thank you both for raising
that.

And I compliment Attorney Raul for working as closely as he did
in many instances with Lanny Davis.

Mr. RAUL. Thank you.

Mr. CoNYERS. That gives me hope.

Now, just to get one matter out of the way, Mr. Teufel, we re-
ceived this report. It came into the staff’s office at about 9:30 this
morning.
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Mr. TEUFEL. Yes, sir.

Mr. CONYERS. As far as I know, nobody has been able to read it.
We don’t know what is inside it. And you knew you were going to
be a witness. Couldn’t this have arrived maybe 24 hours earlier?

Mr. TEUFEL. It could have, sir, and I would be happy to come and
speak with you and your staff about the report and all the time
that you would like to talk about it, sir.

Mr. CoNYERS. And if we held another hearing for that, would you
come to that?

Mr. TEUFEL. Absolutely, sir. At your convenience.

Mr. CoNYERS. Well, my convenience would have been that you
delivered it a day earlier.

Mr. TEUFEL. Yes, sir.

Mr. ConYERS. We could do it here.

Mr. TEUFEL. Yes, sir.

Mr. CoNYERS. I mean, we are holding a hearing right now.

Mr. TEUFEL. Yes, sir.

Mr. CONYERS. So what is in the report, just real quickly? I mean,
what can you say about the report in a sentence or two?

Mr. TEUFEL. Well, in a sentence or two, sir, ADVISE is a tool
that the Science and Technology Directorate came up with. It is a
tool for making clearer links between data or among data.

Mr. CoNYERS. Okay, stop.

Mr. TEUFEL. Yes, sir.

Mr. CONYERS. I can see under the 5-minute rule that we are not
going to get very far down the line here.

Now, Lanny Davis, I would like to know what you think of the
situation that exists right now. We have a whole string of problems
inside the United States that deal with constitutional discretion,
abuses of the executive power. We can hardly get anything here.

We actually had the Republican National Committee raising ex-
ecutive privilege as a reason they could not give us documents.
They dropped it. It was too ludicrous. I guess nobody could take
that, a political party claiming presidential privilege.

But we have a whole string of problems here, and I would like
you to comment on whether you see them as serious and as com-
plicated that it would lead me and Chris Cannon both to quote Al-
exander Hamilton.

Mr. Davis. I tried to be consistent with how I felt in the Clinton
White House when I felt congressional oversight and subpoenas
were being abused for political purposes, and the assertion of exec-
utive privilege to us made sense when we thought that Congress
was abusing its investigatory powers for partisan purposes.

So there is an institutional perspective from a separate branch
of government called the White House and executive branch when
Congress appears to be overly intrusive.

Mr. CONYERS. Whoa. You—

Mr. DAviS. On the other hand, I have great concerns that this
Administration and this White House have so far gone in the other
direction that they appear to define executive power as completely
regardless of congressional oversight responsibilities, to the point
where I believe that the NSA program itself was launched and im-
plemented, and several years later, somebody finally caught up in
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the Justice Department that we need legal authority to do what we
are doing.

And they got the legal authority in a very creative and, I
thought, legally correct fashion, but why 3 or 4 years after begin-
ning the surveillance program? Why not do it right away? And I
think that flows from an assumption among some people in this
particular White House that there is something called the unitary
presidency. Whatever that means, it means we are the only branch
of government that counts.

So the pendulum appeared to me, while I was there in the White
House, to have swung too far in one direction of congressional
abuse of investigatory oversight authority. Now appears to have
swung too far in the direction of ignoring congressional legitimate
oversight—subpoenas, requests for documents, requests for testi-
mony.

If the Clinton White House had ever said, with all due respect,
to Congressman Burton, “You can interview us, but not under oath,
no transcript, and we are not going to appear in front of you,” my
good friend, Congressman Chris Cannon, on “Crossfire” that night
would have killed me. You have to be kidding me? Not under oath,
no transcript, and you expect that to satisfy congressional over-
sight?

And the deafening silence of this particular Congress, Republican
and Democratic, to the notion that somebody should be interviewed
by the Congress and no transcript, put aside not under oath, to me
strikes me as the pendulum going too far.

But I do hope that Democrats will be intellectually consistent
and grant that there is a proper assertion of executive privilege
when the subpoena power and congressional investigations go too
far.

Ms. SANCHEZ. The time of the gentleman has expired.

Mr. DAvIs. Sorry to speak so long.

Mr. CoNYERS. No, I thank you. And I don’t have any time for
questions, but I want to assure you that the 7 months of this Com-
mittee’s existence, the Judiciary Committee, we have been very
careful about politicizing or turning into a partisan endeavor or
some wide search for information far beyond our oversight capacity.
And so I thank you for your comments.

Ms. SANCHEZ. I thank the gentleman.

The gentleman from Arizona, Mr. Franks, is recognized for 5
minutes for questioning.

Mr. FRANKS. Thank you, Madam Chair.

I thank all of you for coming here.

Again, I would like to express my personal appreciation, Mr.
Davis, too. It is not so often that someone is so eloquent in what
seems to be a genuine attitude of bipartisanship and a commitment
to—

Mr. Davis. Thank you.

Mr. FRANKS [continuing]. Saying what they believe in an unbi-
ased fashion, even if there might be some of us that take issue with
some of it.

Mr. Teufel, how would you characterize the interaction between
your office and the Privacy and Civil Liberties Oversight Board?
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And do you think that relationship would improve or deteriorate if
the board was taken out of the White House?

Mr. TEUFEL. Well, sir, I would describe the relationship as a very
good one. The relationship is on two levels.

First is at the working level, and by that I mean that my col-
league at the department, Dan Sutherland, the civil rights and civil
liberties officer, and I regularly meet with Mark Robbins, who is
executive director for the Privacy and Civil Liberties Oversight
Board; Alex Joel who is the privacy and civil liberties officer at
OD&I; and Jane Horvath at Department of Justice; and other pri-
vacy officers. And so we meet and talk fairly regularly about issues.

And then also in the more formal sense that my office interacts
with the Privacy and Civil Liberties Oversight Board, the secretary
and I have spoken to the board on a couple of occasions, and we
routinely make available information to the board at its request
whenever it wants to know something about what we are doing or
what the department is doing. So we have a very good relationship.

I am not sure what the differences would be if the office were
moved outside of the White House. I think my concern would prob-
ably be that there might be a change, and it might be a more ad-
versarial relationship generally between the new office and the ex-
ecutive branch. But, sir, I just cannot tell you. I don’t know.

Mr. FrRANKS. If you were to point to the greatest single achieve-
ment that your office has had and perhaps even go further and tell
us what you think the best way to improve the office would be in
just an overall fashion, I might pose that to some of the other mem-
bers as well.

Mr. TEUFEL. Well, sir, the best thing to improve the office would
be within the President’s budget, there is a request for funding for
additional slots within the office. My office is responsible for Free-
dom of Information and also Privacy Act compliance, System of
Records Notices and Privacy Impact Assessments, and the Presi-
dent’s budget asks for additional folks to assist in those areas. I
have 211 legacy agency System of Records Notices that I have, and
I am determined before I leave to review and get up to date, and
we could use the help.

In terms of what I have done so far, it is further infusing the cul-
ture of privacy within the department and helping to regularize our
approach to work product. We still, as Chairman Conyers noted,
have a long ways to go with respect to reports, but we are making
great improvements in terms of getting out reports.

I just looked at our draft annual report for this last year, July
to July, and read through it, gave my comments to my staff, and
we are going to get it through the review process and get it out and
up to Congress in September.

So that 1s what I would say in answer to your question, sir.

Mr. FRANKS. You know, as a political appointee, when an Admin-
istration’s in its last couple of years, I think you have 18 months
left. It is always kind of a challenging question, I know, but what
do you plan to do with the remaining 18 months that you have in
office?

Mr. TEUFEL. Work on the recommendations of the GAO report,
get the remaining 211 legacy agency System of Records Notices up
to date, continue to do the good work of the department, and I have
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no plans over the next 18 months. Unless the National Guard de-
ploys me, I will be here at the job, sir.

Mr. FRANKS. Would anyone else on the panel like to take a shot
at what do you think would be the most significant thing that could
be done to improve the office and its function?

Yes, ma’am?

Ms. KoONTZ. I would just like to underscore a couple of our rec-
ommendations.

Two of the biggest challenges that the privacy office faces is,
number one, the reporting issue. The reports have taken a long
time for them to be finalized, although there seems to be some im-
provement more recently, and I think that putting some more dis-
cipline around that review process could help speed up the issuance
of those reports, and it sounds like some of the things that Mr.
Teufel is doing may help in that regard.

I would think secondly the public notices that are supposed to be
issued on the Privacy Act, they have a huge workload ahead of
them, and one of the things that we thought would help that, actu-
ally, the privacy office originally recommended as well, and that is
establishing privacy officers in certain of the key components in
DHS to help speed along this process.

So I look forward to working with them on implementing those
recommendations.

Mr. FRANKS. Thank you, all.

Thank you, Madam Chair.

Ms. SANCHEZ. The time of the gentleman has expired.

The gentleman from North Carolina, Mr. Watt, is recognized for
5 minutes.

Mr. WATT. Thank you, Madam Chair.

And let me first apologize to the witnesses for not being present
to hear their testimony. Unfortunately, I had, as we often do, two
or three different places, all important, to be in at the same time.

And T especially want to apologize to my good friend and former
classmate, Lanny Davis—we go back a long way—and applaud, as
he has already been applauded, his willingness to speak appro-
priate positions that he believes in, regardless of which way they
cut politically.

It is that point that I would like to focus on first and maybe then
pick up a second point if we can get this one, and that is the dis-
tinction between what our Committee has been pursuing with this
Administration and the way in which some of the oversight was
done in the last Administration.

Am I correct that it got to a point with the last Administration
that Congress was or at least one of the Committees was actually
issuing subpoenas before they even contacted the agencies to re-
quest certain information?

Mr. DAvis. Yes. At the Clinton White House, we were accus-
tomed to receiving subpoenas even before a request for documents
and a negotiation, which is traditionally the way it is done, and we
were accustomed at times to try to negotiate something short of the
subpoena because they were usually very broad and sometimes
would require emptying all the file cabinets of the White House for
fear that if you missed one piece of paper, you would be in an ob-
struction of justice charge.
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So we were frequently concerned about the premature issuance
of subpoenas, but we never would have conceived of defying one.
We frequently fantasized about it, but we never actually did it.

Mr. WATT. What are some of the other distinctions that you
would draw? I am not trying to draw you into an endorsement of
our process versus what was happening in the last Administration
with congressional oversight, but what are some of the other dis-
tinctions that we might be alert to in trying to make sure that we
stay far from the line where we appear to be being on some par-
tisan endeavor as opposed to the genuine business of oversight?

Mr. Davis. I think conversations and communications between
staff and the President would be something, whether I am a Demo-
crat or a Republican, I would be very sensitive to, even if it is a
politically attractive issue. And I am referring to the U.S. attorneys
issue, which I think there really is serious potential wrongdoing
that causes me concern, and congressional oversight, I think, is
necessary.

Still, communications between individuals and the President
would, to me, be a line to draw.

Mr. WATT. But if there are people on record as saying that the
President had no involvement with a particular issue, would that
seem to be a sufficient basis for discounting that as a major factor?

Mr. Davis. I think the Justice Department has an obligation to
disclose everything there is to be disclosed about communications
between the dJustice Department and the White House on that
issue because there is serious possible impropriety.

I draw the line about White House staff communicating with the
President. We were very sensitive to those requests for documents
for testimony involving communications with the President, but,
having said that, Congressman Watt, we ultimately surrendered
and after fighting a while, we ended up saying to ourselves, “Why
fight if we are going to give up? This is a transparent process we
are in. Congress is going to continue to insist that we do this.” And
we ended up giving it up.

Mr. WATT. Before my red light goes off, let me see if I can shift
to the second area because it strikes me that the Privacy and Civil
Liberties Oversight Board is kind of to the executive branch the
equivalent of what a privacy office would be in a particular agency.

Is that an accurate assessment, and if so, how have the agencies
themselves avoided the same kind of potential conflicts that gave
rise to your resignation?

Mr. DAvis. The big difference—and it goes back to Congressman
Cannon and I in our conversation—is we were a creation of the
Congress and the word “oversight” was put into our name and the
leglilslative history required us to report to Congress and to do over-
sight.

The privacy officers are supposed to be internal as watchdogs
within the agency, but the word “oversight,” to me at least and I
believe to my colleagues, meant that we could be critical and a pub-
lic critic, if necessary, to the Congress as a public entity, not a pri-
vate agency as staff to the President, but a public accountability
doing oversight, and that is where the square-peg-and-the-round-
hole problem occurred.

Ms. SANCHEZ. The time of the gentleman has expired.
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Mr. WATT. Thank you, Madam Chair.

Ms. SANCHEZ. Thank you.

I have been informed that we have a couple of outstanding ques-
tions, so I am going to ask unanimous consent that I be allowed
2 more minutes for questioning.

And, without objection, so ordered.

Mr. WATT. Can I reserve the right to object just long enough to
inquire, does that mean that we are doing another round of 2 min-
utes each?

Ms. SANCHEZ. We were trying to avoid doing a second round of
5 minutes each. I have a very brief question I would like to ask.

Mr. WATT. What about 2 minutes each?

Ms. SANCHEZ. If there is no objection.

Mr. CANNON. I would have no objection to the gentleman taking
an additional 2 minutes.

Ms. SANCHEZ. We will do them all. Does that satisfy the gen-
tleman from North Carolina?

Mr. WATT. Yes, Madam Chair.

Ms. SANCHEZ. Okay.

Mr. Raul, page 22 of the board’s first annual report to Congress
states that, “In order to maximize the board’s effectiveness and to
prevent the diffusion of its limited resources across too many pro-
grams, the board has elected to concentrate on the United States
and U.S. persons.” Footnote 46 on page 22 of the report, however,
notes that the board may revisit that determination.

Is the reason that the board chooses to limit its scope because
of funding or because of some other reason? Do you know?

Mr. RAUL. It was our view that nothing in the statute, Intel-
ligence Reform and Terrorism Prevention Act, or legislative history
or any of the comments of the 9/11 Commission, which was one of
the entities that recommended the creation of a board like ours,
had focused on extraterritorial impacts. The focus was on the
American way of life, privacy and civil liberties for Americans. So
I think that we had a robust debate internally after substantial
legal analysis as to what was required and what was permitted.

Speaking for myself of what my view of both the law is and of
our decision on this point, we felt that it was not entirely clear that
the board was authorized or precluded from considering inter-
national or non-domestic issues, as privacy and civil liberties might
affect non-U.S. persons. So we thought that it was possible that we
had the authority to go in that direction, but not required.

Ms. SANCHEZ. Do you think it would make sense if Congress
wanted to, for example, review civil liberties questions raised by
detainees at Guantanamo and to meet the mission and mandate of
the Intelligence Reform and Terrorism Prevention Act of 2004 that
it should express a legislative mandate for the board to review
those areas? Would that help clarify some of the confusion?

Mr. RauL. Well, that would certainly clarify the confusion.
Whether it would be prudent to do so is a question that I leave to
you, and if it gets to the President, the President. Obviously, where
you trench upon commander in chief and foreign affairs respon-
sibilities, a different set of constitutional considerations come into
play, but I would certainly agree with you, Madam Chairwoman,
that it would clarify the confusion or uncertainty.
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Mr. DAvis. Could I just add 30 seconds? There was a good debate
on this issue, and my personal opinion was that when an American
citizen under the power of our government snatches somebody in
a rendition and puts them in prison in Syria and tortures them, it
doesn’t matter to me whether that individual is an American cit-
izen or a non-American citizen. That is a matter that our American
values have been compromised, and the board should be looking
into that.

So we had a disagreement on that, Guantanamo and other
issues, and the sentence you just read was the compromise that we
focus on the word “priorities,” but there was serious disagreement
about whether Congress intended us to be worried about American
government officials doing that to non-American citizens, and we
did—I think Alan is right—think the Congress should have been
much clearer in mandating whether they wanted us to do that.

Ms. SANCHEZ. Thank you, Mr. Davis.

I understand that the gentleman from Michigan seeks to be rec-
ognized.

Mr. CONYERS. Yes, I ask unanimous consent to proceed for a few
minutes.

Ms. SANCHEz. Without objection, so ordered.

Mr. CoNYERS. Thank you.

I am so glad that this issue was raised by yourself, Chairwoman
Sanchez, because I wanted to put in the record an examination of
the President’s executive order of last Friday in which he issued an
executive order supposedly clearing up the question of the con-
demnation of torture in this country. As David Cole points, it was
full of loopholes and cleared up little or nothing. And I ask unani-
mous consent to put it in the record.

Ms. SANCHEz. Without objection, so ordered.

[The information referred to follows:]
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Bush's torture ban is full of loopholes

The president has issued an executive order to stop the CIA from using torture, but the
ban is unenforceable.

By David Cole
Share Print R5S Font: § | S+ [ S++

July 23, 2007 | Once upon a
time, a U.S. official's
condemnation of torture was
a statement of moral
principle. Today, it is an
opportunity for obfuscation.
We have learned that when
President Bush says, "We
don't torture,” it's important
to read the fine print. So it
was once again on July 20,
when Bush issued a long-
awaited executive order
purporting to regulate
interrogation tactics used by
the CIA in the "war on AP FholorBrannan Linsiey
terror.” According to a White A shackled detainee being taken to the detention
House press release, the center at Guantanamo Bay, Cuba, Dec. 6, 2006
order provides "clear rules”

to implement the Geneva Conventions governing treatment of detainees in
wartime - rules the administration insisted did not even apply to the "war on
terror” until the Supreme Court ruled otherwise last summer. But while the new
rules reflect a significant retreat by the administration from its initial torture
policies, they are anything but "clear," come far too late in the day, and in any
event are unenforceable.

The executive order prohibits the CIA from using torture and cruel, inhuman and
degrading treatment, sexual abuse, denigration of religion and serious "acts of
violence" in its interrogations. While one might have thought that the

http://www.salon.com/opinion/feature/2007/07/23/torture/ 7/24/2007
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impermissibility of such tactics in official U.S. interrogations would go without
saying, it has not been so since 9/11. This is an administration that narrowly
defined "torture” to permit the use of sexual abuse, stress positions, injecting
suspects with intravenous fluids until they urinate on themselves, prolonged
sleep r]eprl\-'auon, exposure to extreme heat and cold and "waterboarding," i.e.,

g This is an administration that adopted as official legal
policy the oounbenutmhve and deeply immoral position that international law’s
ban on "cruel, i and degrading tr " did not apply to foreigners
held by the U.8. outside U.S. horders Md this is an administration that opined
that the president could order torture itself if he so chose as a way of "engaging
the enemy,” notwithstanding a federal eriminal statute and ratified treaty
banning torture under all circumstances, including war.

In light uf that history, an executive order that categorically bans torture and
cruel, i and d ding t t is a significant step in the right
direction. And make no mistake -- the administration would never have taken
this step of its own accord. President Bush was forced to act by a combination of
the Abu Ghraib photographs, international and domestic condemnation of the
administration's torture tactics, Congress' overwhelming and veto-proof

pudiation of the administration's interpretation of "cruel, inhuman and
degrading treatment," and the Supreme Court's rejection of the contention that
the Geneva Conventions do not apply to the conflict with al-Qaida.

But how much of a step the administration has really taken remains a serious
question. The actual tactics the CIA is authorized to use remain classified, based
on the bogus claim that agency interrogators need to keep detainees guessing
about how far they can go in order to interrogate effectively. The Army, by
contrast, has set forth for the world to see the specific tactics its interrogators can
employ - in the Army Field Manual. And of course, it is black-letter law that no
use or threat of physical foree is permissible for state and federal police
interrogations. Yet both the Army and domestic police obtain useful information
from interrogations every day. The limits do not need to be secret for
interrogation to be effective.

While the executive order flatly forbids torture and cruel, inhuman and
degrading treatment, its failure to specify permissible and impermissibl
techniques seems designed to leave the CIA wiggle room. A prohibition on "acts
of violence,” for example, applies only to those violent acts "serious enough to be
considered comparable to murder, torture, mutilation, and eruel or inhuman
treatment,” as defined by the Military Commissions Act. The MCA, in turn, limits
"eruel and inhuman treatment” to the infliction of bodily injury that entails: "(i) a
substantial risk of death; (ii) extreme physical pain; (iii) a burn or physical
disfigurement of a serious nature (other than cuts, abrasions, or bruises); or (iv)
significant loss or impairment of the function of a bodily member, organ, or
mental faculty.” In other words, the president’s order appears to permit cutting
or bruising a suspect so long as the injury does not risk death, significant
functional impairment or "extreme physical pain,” an entirely subjective term.

Similarly, the order prohibits "willful and outrageous acts of personal abuse done
for the purpose of humiliation or degrading the individuals in a manner so

http://www.salon.com/opinion/feature/2007/07/23 /torture/ 7/24/2007



96

Bush's torture ban is full of loopholes | Salon.com Page 3 of 3

serious that any reasonable person, considering the circumstances, would deem
the acts to be beyond the bounds of human decency.” But this implies thatitis
permissible to inflict any abuse that is willful but not outrageous, or that is done
for a purpose other than humiliation or degradation, or that a single reasonable
person might consider within the bounds of decency under the circumstances.
Whatever else one might say, these are hardly "clear rules.”

The executive order’s
most revealing words
come at the end. Its
final section states that — ;
the order creates no VISIT
rights enforceable by
any victim against the
United States or its
employees, while
expressly offering CIA
employees a defense
against any attempt to
hold them liable for
abuse. The ultimate
purpose of the law, in
other words, is to
protect the potential perpetrators, not the potential victims.

WWW.UNCF.ORG/WaveOfHope

h

Nor is there any for enfi ide the courts. The
International Committee for the Red Cross ordinarily monitors treatment of
detainees, and this oversight has historically been a critical safeguard against
abuse. But this order applies to interrogation at CIA "black sites," secret prisons
into which suspects are "disappeared" for years at a time, and from which the
United States has barred the Red Cross or any other outside monitor.

"Disapy " are th lves a fund tal violation of international human
rights, in large part because they facilitate abuse, yet this order allows that
practice to continue unabated.

With a different administration and a different history, one might be less inclined
to read President Bush's latest executive order so skeptically. But this
administration has shown repeatedly that it approaches the prohibitions on
coercive interrogation the way a particularly creative tax lawyer might treat the
tax code. Instead of striving to uphold what we thought were our country's moral
principles, the Bush administration seeks to exploit every loophole it can find or
manufacture. As a result, the administration has lost the trust of the nation and
of the rest of the world. Executive orders like this one are not likely to win it back.

Share Print RSS Font: S/ 5+ [ 5++
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Mr. CoNYERS. The main question, though, is to our GAO rep-
resentative, Ms. Koontz. What are these four recommendations
that you boiled your testimony down, plus the observation that the
privacy office hasn’t been timely in issuing public reports, poten-
tially limiting their value and impact.

If you are not well-read in this kind of language, it seems like
administrative, you know, “Let’s be neat, let’s be on time, fellows.”
But I suspect there is something far more serious in why you put
together a lengthy report that comes to these conclusions.

Ms. KooNTz. I had hoped our report sounded more powerful than
that, but I will give you an example.

There was a report down on the multistate antiterrorism ex-
change. It was started in 2004 based on an ACLU complaint. It
was not issued until 2006. I would say another example would be
a data-mining report that was asked under Appropriations Act. It
was due in December 2005. It wasn’t completed until July 2006,
but then not made public until late in that year.

I think in some of these cases, especially in the first one I men-
tioned, the program had already been terminated well before the
report was issued. Our point was that it is not so much bean count-
ing as it was that this was no longer a useful communication with
the public, and a large amount of privacy is being transparent with
the public, saying what you are doing with citizens’ personal infor-
mation.

Mr. CONYERS. So stalling is a way of obfuscation?

Ms. KOooNTZ. It could be.

Ms. SANCHEZ. The time of the gentleman has expired.

Mr. WATT. Madam Chair, I ask unanimous consent for a mod-
icum less than a few minutes.

Ms. SANCHEZ. You will be granted 2 additional minutes, Mr.
Watt.

Mr. WATT. Okay. Well, I was thinking that I would not dare ask
for what the Chair of the full Committee asked for, but if I asked
for something less than that, I will get it.

Mr. Teufel, just in follow-up to the question that I raised with
Mr. Davis, have there been situations in the Homeland Security
privacy setting where you have felt either that the people above
you in Homeland Security or the Administration have sought to
compromise your findings and your efforts to do what you are
charged to do?

Mr. TEUFEL. No, sir, I have not. And with respect to reports, I
have a very senior career official within my office, and whenever
we get ready to issue a report, that senior career official takes the
pen. She is incorruptible, she has career protections, and she de-
cides what goes into a report and what doesn’t go into a report
when we send it around for review. So I have not seen that, and
we have not had those issues, sir.

Mr. WATT. The second question I wanted to ask: we spent a lot
of time when we were putting this system together debating wheth-
er the authority to issue subpoenas was important. What, if any-
thing, have you found on that? I don’t know. I mean, I am not try-
ing the program, but for future reference, it would be helpful to
know, Mr. Raul, for planning.
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Mr. RAUL. Mr. Watt, on the subpoena authority, this is not some-
thing that the board has requested or really to date found nec-
essary. As I understand it, the pending legislation

Mr. WATT. Not that this Administration would honor any of them
anyway.

Mr. RAUuL. Well, you see, but this is the irony. The subpoena au-
thority that is under discussion, as I understand it, is whether the
privacy board can issue subpoenas, and if so, are the subpoenas to
be issued to private parties or to other government agencies.

I believe that the language that was in H.R. 1 would have au-
thorized the board to issue subpoenas to private entities and not
to the government. That is the way the inspector general statutes
were.

I am not sure how essential the issuance of subpoenas to private
parties for the executive branch Privacy and Civil Liberties Over-
sight Board really is, so I think that the issue is perhaps a bit of
a tangent for us. We have not found it a problem not to have it.
If we had subpoena authority for private entities, I am not sure
that there would be a serious constitutional issue there, so I think
the issue is a bit of a tangent.

Mr. WATT. I thank the gentlelady. These were just follow-ups to
some concerns I had. I wasn’t trying to prolong this, and I appre-
ciate the extra time.

Ms. SANCHEZ. Thank you, Mr. Watt. I appreciate the questions.

Mr. Franks?

Mr. FRANKS. Thank you, Madam Chair.

Madam Chair, I will be very brief, just to comment related to Mr.
Davis and Chairman Conyers.

Ms. SANCHEZ. Without objection, you will be granted 1 minute.

Mr. CoNYERS. I ask unanimous consent for 2 minutes.

Mr. FRANKS. I will do 1. That will be fine.

Ms. SANCHEZ. Mr. Franks has told us he could be significantly
briefer than both of you. So he has only requested 1. [Laughter.]

One additional minute.

Mr. FRANKS. Thank you, Madam Chair.

Related to any torture policy of the United States, being on the
Armed Services Committee, it is my conviction that the policy nor
the practice of this country has been to torture. In fact, the penalty
for torture is 20 years in prison, and if the person tortured dies,
the death penalty is appropriate, according to our policy.

So I don’t think that policy has been diminished in any way
under this Administration, and I just wanted to make sure that
that is on the record.

Thank you, Madam Chair.

Mr. WATT. Will the gentleman yield?

Mr. FRANKS. Sure. You have 20 seconds here.

Mr. WATT. Does that apply if the torture takes place in another
country after somebody has been rendered to someplace else?

Mr. FRANKS. Madam Chair, I just answered the gentleman’s
question. I do not believe that is the policy nor the practice of this
Administration to torture anybody in this country or otherwise.
The Abu Ghraib situation was abuse. But torture is very well-de-
fined.
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Mr. WATT. The gentleman may have misunderstood the question
I was asking. Do the criminal penalties apply if we render some-
body to another country and the torture takes place where we have
not been active participants in the torture?

Mr. FRANKS. Madam Chair, the gentleman probably is asking
whether or not the prisoners are under the constitution or the laws
of the United States, and, no, I don’t think they are. They would
be under the Military Code of Justice.

Ms. SANCHEZ. The time of the gentleman has expired.

And that will conclude our rounds of questioning.

I want to thank the witnesses again for their testimony today
and for making yourselves available for questions.

Without objection, Members will have 5 legislative days to sub-
mit any additional written questions, which we will forward to the
witnesses and ask that you answer as promptly as you can so that
they can be made a part of this record.

Without objection, the record will remain open for 5 legislative
days for the submission of any additional materials.

I want to thank everybody for their time and their patience, and
the hearing of the Subcommittee on Commercial and Administra-
tive Law is adjourned.

Mr. Davis. Thank you.

[Whereupon, at 3:11 p.m., the Subcommittee was adjourned.]






APPENDIX

MATERIAL SUBMITTED FOR THE HEARING RECORD

REDLINE VERSION OF THE PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD, 2007 RE-
PORT TO CONGRESS WITH EDITS BY THE WHITE HOUSE, SUBMITTED BY THE HONOR-
ABLE LINDA T. SANCHEZ, A REPRESENTATIVE IN CONGRESS FROM THE STATE OF
CALIFORNIA, AND CHAIRWOMAN, SUBCOMMITTEE ON COMMERCIAL AND ADMINISTRA-
TIVE LAW

LANNY J. DAVIS, ESQ.
SENIOR PARTNER
ORRICK, HERRINGTON & SUTCLIFFE
JULY 24, 2007
"Oversight Hearing on the Privacy and Civil Liberties
Oversight Board and the Department of Homeland Security
Privacy Officer"

(101)



102

Deleted; 13

‘| Del : 18
PRIVACY & CIVIL LIBERTIES OVERSIGHT BOARD %m‘hj.

2007 REPORT TO CONGRESS

VI

VIL

INTRODUCTION..........

HISTORY AND MISSION. .

ORGANIZATION, ADMINISTRATION:AND PROCES:
A. Necessary Administrative Actions and Budget ,
B. Substantive Actions to Fulfil] Statutory:Mandat

OUTREACH AND EDUCATION:.

A. The White Ilouse and Execitive Office of the,

B. Executive Branch.......... N

F. Intenational Forum: .
ISSUE IDENTIFICATION, PRIOR

A. Scope and Process...

B. Specific Issues, Policies, Procedures, and Regulations ...........

1. Oversight of Existing Federal Auti-terrorism Policies and

2. Examples Where the Boas

Devclopment of a Policy,

» : ———
rd Hes Offered Advice Regarding the - { Deleted: 3¢

Program, Regulation, or Statute Deleted: 13
3. Information Sharting . ,EW
THE YEAR AHEAD.............., s ;:3
CONCLUSION........... N




103

DRAFT

1. INTRODUCTION

The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), which
created the Privacy and Civil Liberties Oversight Board (Board), requires that “[n]ot less
frequently than annually, the Board shall prepare a report to Congress, unclassified to the
greatest extent possible . . . an the Board’s major activities during the preceding period,”"
This report discusses the Board’s activities from its first meeting on March 14, 2006, at
which the Members were sworn in and an Executive Director was appointed, throngh
March 1, 2007. This report contains no classified information,

Unlike other boards and commissions charged with addressing an issue, making
recommendations, issting a report and then disbanding, this Board embodies a permanent
commiiment to “ensure that concerns with respect 1o privacy and civil liberties arc

appropriately considered in the impler ion.of laws, regulations and executive branch
policies related to efforts to protect the Nation against lerrofism.";, As the Federal . -~ | Deleted:
government works to prevent acts of terror, against the Nation, its citizens, s -~ Deletedt ,

interests, it must do so in compliance with the law, protective of the rights and libert
guaranteed by the Constitution, and consistent with the values we share as Americans,
The Board's statutory mandate and fundamentai purpose is to further those objectives.

During its first year, the Board met approximalely twice a month. The Board
dedicaled itself to organization, staffing, and substantive background briefings on
significant Executive Branch anti-terrorism programs affecting privacy rights and civil
liberties and meeting with iriterésted members of the privacy and civil liberties

communily: These included meetings-with the Director of National Tntelli gence, and the ; Detoted: Teroriat S

heads of the National Security Agency, the National Counterterrorism Center, the Federal ! Deleted: p ;
Buseau of Investigation, 4fid the Terrorist Screening Center as well as the National Deleter: Proprar: ]
Security Adyisor, the Homeland Securify Advisor, the Secretary of Homeland Security, Deleted: Therefore, during J

the Attorney General, the White House Chief of Staff, the White House Counsel, and the
Information Sharing Environment Program Manager. The Board has been fully briefed
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In order to stand up its operation during the first year, lhe Board aliocated its
resources amang three core areas, discussed below, to build a foundation on which ta
offer substantive advice and oversight. Activities in these areas have helped the Board
establish its viability, subject matter expertise, and credibility. The Board unanimously
identified substantive accomplishments in these three arcas at the outset as necessary
prerequisites for Jong term sucecss and included them in its first annual agenda, adopied
in June, 2006. This first report to Congress outlines the Board's activities in these areas:

Organization, Administration and Process. The Board inderstoed that, due to
its part-time Membership, it had to establish the means and infrastructure necessary to
help it accomplish its statutory mission. Toward that end, it has hired a professional staff,
reached agreement with the Director of National Intelligence on the scope and logistics of
detailing additional staff from within the intelligencé community, acquired the necessary
security clearances, built out appropriate office spacc with secured facilities for classified
information, and developed a web site for comununication with the public. Due toits
positien within the White House Office, the Board receives additional administrative
support frem White House staff,

Education and Outreach. The Bbard has engaged policy otficials and experts
within the Executive Branch, Congress; the piblic, and private, non-profit, and academic
institutions. It has taken great care and éxercised due diligence to become familiar with
the departments and agenicies responsible for protecting the Nation against terrorism by
meeting with senior officials, examining their missions. and legal authorities, learning of
their specific programs, and reviewing their operational methodologies and privacy and
civil liberties training, reporting, and auditing programs. For example, the Board has met
personally, among others, with:the Attorney General, the Secretary of the Department of
Homeland Sceurity, the Director of National Intelligence, the Directors of the National
Counterterrotism Center arid Nationa] Security Agency, the Information Sharing
Envi Program M , the Und: 'y of the Treasury for Terrorism and
Financial Intelligence, and ttie-President’s senior staff, Amon 5 other non-governmental
experts and advocacy groups, it has met with representatives from the American Civil
Liberties Union, the Electronic Privacy Information Center, the Center for Democracy
and Technology, the Markle Foundation, and the American Conservative Union. Italso
held its first public forum at Georgetown University on December 5, 2006.

As a part of this education and outrcach effort, the Board has made it a priority to
work with a new and growing network of Executive Branch homeland security
professionals specifically dedicated to consideration of privacy and civil liberties issues.
The Board considers one of its fundamental responsibilities fostering a sense of
community among these new professional privacy and civil liberties officers and
members of the relevant professions that have existed within the Federal government for
decades, including attorneys, inspectors general, and relevant program policy officials.
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‘The Roard intends to continue providing these offices with the TIECessary support to
enable them hetter to accomplish their own responsibilities.

Issue Prioritization. The Board's statutory authorily is broad. The Board has
focused on those issues that could provide the most value for the American people, the
President, and the Executive Branch. Policies and programs warranting the Board’s
attention will evolve over time. Identification of these priorities will nceessarily change
as new initiatives are considered, developed, and implemented. This report outlines the
process and consideration undertaken by the Board in developing and reviewing those
1ssues.

With these foundational accomplishments behind it, the Board stands zt the
beginning of its second year well equipped to further address the substantive issues of its
statutory mandate.
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1. HISTORY AND MISSION

Eollowing the attacks of September 11, 2001, Congress and the President
established the National Commission on Tetrorist Altacks on the United States (9/11
Commission or Commission), a bipartisan pancl charged with investigating the events of
9/11 and offering “rccommendations designed to guard against future attacks.” As the
Commission acknowledged, many of its recommendations “called] for the government
to increase its presence in our lives_- for example, by creating standazds for the issuance _ - { Deteted: —
of forms of identification, by better securing our borders, by sharing information gathered
by many different agencies.” However, the Commission also noted that “[t]he choice
between security and liberty is a falsc choice, as nothing is more likely to endanger
America’s liberties than the success of a terrorist attack at home.” Consequently, the
Commission also recommended the creation of “a board within the Executive Branch to
oversee . . . the commitment the government makes to defend our civil liberties.™ In
order to implement the Commission’s numerous recommendations, Congress passed, and
President Bush signed, (he Intelligence Reform and Tercorisim Prevention Act of 2004.7
Among other actions - including reshaping the intelligénce community under one
Director of National Intelligence® ~ IRTPA authorized ihe creation of the Privacy and
Civil Liberties Oversight Board. -

IRTPA requires the Board to “ensure that cornicerns with respect to privacy and
civil liberties are appropriatély considered in the implementation of laws, regulations, and
executive branch policies related to efforts to protect the Nation against terrorism.™ In
carrying out this mandate, the Board has two primary tasks. First, it must “advise the
President and the head of any departiment or agency of the Executive Branch to ensure
that privaey and civil libertics are appropriately considered in the development and
implementation”™® of “faws, reguiations, and executive branch policies related to efforts
to protect the Nation from terrorism.™" Second, it must excreise oversight by

® National Commission on Terrorist Attacks on the United States, available at
hitp://www.9-11c issi v/a index hitm (last accessed Nov. 1, 2006).
* THE 911 COMMISSION REPORT, 393-94 (2004), available at http:/rwww 9-
11commission.gov/report/91 1Report.pdf (last accessed Nov. 1, 2006).

® 1d. at 395.

1.

7 Pub. L. 108-458 (Dec. 17, 2004).

MASOLetswg e
community by consolidating intelligence |

*1d. § 1061{c)(3).
047 8 1061(e)(1)(C) (emphasis added).
d. § 1061(e)(1)(B).

officials sndes one Dircetor of National
Intelligence.
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“continually review|ing] regulations, executive branch policies, and procedures . . . and
other actions by the executive branch related to efforts to protect the Nation from
terrorism to ensure that privacy and civil Tiberties are protected.”? The statute expressly
requires the Board to advise'® and oversee' the creation and implementation of the
Information Sharing Environment (ISE).

In order to offer informed advice and oversight, the Board may access “from any
department or agency of the cxecutive branch, or any Federal officer or employee of any
such department or agency,] all relevant records, reports, audits, reviews, documents,
papers, recommendations, or other relevant material, including classified information
comsistent with applicable law.”*> And to allow Board Members timely access to
classified materials to carry out their mandate, the statute requires “appropriate
departments and agencies of the executive branch [fo] cooperate with the Board to
expeditiously provide Roard members and staff with appropriate security clearances.”'®
‘The Board may also demand Lhat persons other than departments, agencies, and elements
of the Executive Branch provide “relevant infoimation, documents, reports, answers,
records, accounts, papers, and other documentary and testimonial evidence.”!” Ifa
Federal agency, official, or other relévant persons chodse not to produce information
requested by the Board, the Board may pursue a remedy: by notifying the Attorney
General or the head of the relevant agency. The Attorney General may then “take such
steps as apgropﬂute to ensurc compliance” with the Board’s réquest, including issuing
subpoenas. s Although the Board may have general aceess to “materials necessary to
carry out its responsibilities,”'® materials may be withhe]d if “the National Intelligence
Director, in consultation with the Attomey General, determines that it is necessary . . . to
proteet the national security interests of the United States”? or if the Attomey General
determines that it is necessary to withhold information “t0 protect sensitive law
enforcement or counteiterrorism information 6r ongoing operations.™

2 14, § 1061(cH2)(A).

B 1.5 1061(d)2):
1. 1061(c)(2)(B).

P 1d. § 1061(d)(1)(A).

1 1d.§ 1061(h).

7 1d. § 1061(d)(L)ID).
8 4. § 1061 (d)(2)(B).
14, § 10614d)(1).
 1d. § 106 1{d)(@)A).
2 14, § 1061(d)(4)(B).
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As shown in the Board’s location, assigned roles, and authority, IRTPA did not
create an independent watchdog entity in the nature of an inspector general. ™ Rather, the
statute created a Board that operates within the Executive () of the President and
ultimately reports to the President. The statute Le%uiﬂ:s the Board to produce an znnual
report to Congress only “on [its] major activities”™ — not on all of its internal
deliberations and recommendations. The statute expressly places the Board within the
Executive Office of the President (EOP), an office whose sole purpose is to support the
Executive. Consistent with that placement and with the goal of offering candid advice, 2
the President has located the Board even more closely to him by placing it within the
White House Office (WHO). Congress acknowledged this placement by earmarking
certain WHO appropriated funds for Board use rather than appropriating funds to a
specific EOP entity; As the statute explicitly acknowledges, all five Board Members
(like other EOP andWHG employees) serve ar the pledsure of the Prasident™ By
empowering the Board with broad access to records, IRTPA has created a Board that can
offer a distinctly independent perspective to the President, along with oversi ght of
executive apencies.

The Board acts in concert with a robust and developing privacy and civil liberties
(PCL) infrastructure that is already operating throughout every major anti-terrorism
agency, including the Department of Homeland Security (DES), the Department of
Justice (DOJ), and the Officc of the Director of National Intelligence (ODNI),> In most
cases, these PCL offices. are headed by officials with direct uccess 10 their agency heads.
They are primarily staffcd by diligent career civil servants who focus on and provide an
additional degree of continuity regarding the appropriale consideration of privacy and
civil liberties. As discussed below; the Board intends to provide a coordinating role for
these PCL offices and will aléo assist in-addressin g unique problems that require
government-wide ceordination of specific White House involvement.2

# See, e.g., the Federal Inspector General Act of 1978, 5 U.S.C. Appx § 1 et seq.

* IRTPA § 1061(c)(4).

* Although the statute subjects the Board to the Freedom of Information Act (FOIA), sce
id. § 1061(i)(2), the regular exemptions to FOIA disclosure still apply. See5U.8.C. §
552(b).

IRTPA § 1061(e)(1)(E) (“The chairman, vice chairman, and other members of the
Board shall cach serve at the pleasure of the President.”).

*Tn IRTPA, Congress expressed its sense “that each executive department or agency
with law enforcement or antiterrorism functions should designate a privacy and civil
libertics officer.” 1d. § 1062,

* Infra Part VR2.
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IRTPA ulso sets the qualifications of the Board’s Members. The President must
appoint as Members “trustworthy and distinguished citizens outside the Federal
Government who are qualified on the basis of achievement, experience, and
independence.”® Both the Chairman and Vice Chairman of the Board aiso require
Senate confirmation.”” To these ends, President Bush appointed the following
individuals as Members:

* Carol E. Dinkins, Chairman — Formerly served as Deputy Attorney General and
Assistunt Attorney General in charge of the Department of Justice’s Environment
and Natural Resources Division. She is a partner with Vinson & Elkins, L.L.P. in
its Houston, TX office.

® Alan Charles Raul, Vice Chairman — Former General Counsel of both the us.
Department of Agriculture and the Office of Management and Budget as well as
Associate White House Counsel to President Reagan. He is a noted expert and
author on privacy, data protection, and information security. He is a partner in
Sidley Austin’s Washington, DC office.

¢ Lanny J. Davis — Served as Special Counsel to Président Bill Clinton and is a
noted author and frequent television conimentator. He'ls a partuer in Orrick,
Herringlon and Sureliffe’s Washington, DC office.

® Theodore B. Olson - Served as U.S, Solicitor General from 2001-2004 and as
Asgistant Attorney, General for the Office of Legal Counsel from 1981-1084. Mr.
Olson is one of the Nation's premier appellate and Supreme Court advocates and
is-a partner in Gibson, Bunn and Crutcher’s Washington, DC office,

* Francis X, Taylor - A retired Brigadier General with the U.S. Air Force and
former Commander of the Air Force Office of Special Investigation. He

On February 17, 2006, the Senate confirmed Chairman Dinkins and Vice
Chairman Raul. All five Members were sworn into office and held their first mecting on
March 14, 2006, In taking office, the Board effectively took the place of the President’s
Board on Safeguarding Americans’ Civil Liberties (President’s Board), which the
President created by executive order in 2004.%° The President’s Board was chaired by the

P IRTPA § 1061(e)(1)(C).
* 1d. § 1061(e)(1)(B).
* See EO 13353 (Ang. 27, 2004).
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Deputy Attorney General and consisted of twenty-two representatives from the
Departments of State, Defense, Justice, Treasury, Health and Human Services, and
Homeland Security, the Intettigence Community, and the Office of Management and
Budget.! Following the enactrent of IRPTA und the creation of the Board, the
President’s Board disbanded itself and transferred its papers to Board staff.

In addition to IRTPA, the Board works within the legal framework that guides all
ellorts to protect the Nation against terrorism. Consequently, the Board has gathered
and fam113iari7,ed itself with relevant semiral documents and authorities that impact its

secinn 3
mission.

*! The President's Board met as a full group six times and organized itself into six
subcommittees. The six subcommittees included Investigative Legal Authorities,

American Communities, Public Outreach, and Policies and Procedures,

% See, e.g., IRTPA § 1061(d)1) Callowing the Board to obtain documents subject to the
statute’s restrictions: and “to the extent permitted by law™).

* This list includes, but is not necessarily limited to: U1.S. CONSTITUTION: BILL OF .-
Ricus; Foreign Intelligence Surveillance Act of 1978 (FISA), 50.US.C. § 1801 er oo-iDeletedizs )
seq.; Strengthening the Sharing of Terrorism Information to Protect Americans, EO

13388, 70 Fed. Reg. 62023 (Qct. 27, 2005); Strengthening the Sharing of Terrorism

Information 1o Protect Americans, EO 13356 (Aug. 27, 2004), 69 Fed. Reg. 53599 (Sept.

1, 2004); Strengthened Munagemenz of the Intelligence Community, EQ 13355 (Aug. 27,

2004), 69 Fed. Reg. 53593 (Sept. 1, 2004); National Counterterrorism Center, EO 13354

(Aug. 27, 2004), 69 Fed. Reg. 53589 (Sept. 1, 2004); Establishing the Presidens’s Board

on Safeguarding Americans’ Civil Liberties, EO 13353 {Aug, 27, 2004), 69 Ted.

Reg. 53585 (Sept. 1, 2004); Conduct of Intelligence Activities, EO 12333, 46 Fed. Reg.

59941 (1981); Memoranda from the President to Congress and Executive Depariments

and Agencies: Guidelines and Requirements in Support of the Information Sharing

Environment (Dec. 16, 2005), available at

http://www.whitehonse. gov/news/releases/2005/12/20051216-10 html (last accessed Jan.

4,2006); THE 911 COMMISSION REPORT; COMMISSION ON THE INTELLIGENCE

CAPABILITIES OF THE UNITED STATES REGARDING WEAPONS OF MaSS DESTRUCTION:

REPORT TO THE PRESIDENT OF THE LJNITED STATES (March 31, 2005).
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11l ORGANIZATION, ADMINISTRATION AND PROCESS

The Board has established and instituted the means and infrastrocture to support it
in accomplishing its statutory mission. As mentioned previously, the Board operates
within the White House Office, a unit within the Exceutive Office of the President.

Given this placement, the Board follows established White House Office policies in
carrying out its administrative and budgetary responsibilities.

A. Necessary Administrative Actions and Budget

In order to munage its everyday affairs, the Board has hired a full-time staff. As
an inilial matter, it hired an Executive Director — Mark A. Robbins, who previously
served as General Counsel of the U.S. Office of Personnel Management. Shortly
thereatter, it hired a Deputy Exceative Director and Counset, Seth M. Wood, and a Staff
Assistant, John V. Coghlan. The Board’s staff communicates on a daily basis with all
Members and regularly reports its activities to the Board.” Staff — in conjunction with the
Office of Government, Ethics™ and ethics counsel within the White House Counsel’s - - {Deteted:
office ~ have identified and clarified tie relevant legal, ethical, and financial rules and
guidelines applicable (o special governiment employees,* a3 defined by law. The
Members huve entered into ethics agtcements which ensure that their activities on behalf
of clients and employers do not conflict withi their service op the Board,

'T'he Board has aiso begun the process of securing detailecs from other agencies.*®
Then-Director of National Intelligence John Negroponte determined that a detail
assignment to' the Board for a period of one year will fulfill the “joint guty” Tequirement
for professional advancement within the intelligence community and requested that each
of the 16 intelligence agencies reporting to ODNI propose candidates for such a detail
assignment.” The Board is not responsible for reimbursing host agencies for detailees
under the provisions of IRTPA.

_—
* Members and staff have held two formal meetings with the Office of Govemnmen;, - - - | Deteted: u
Ethics and have sought informal advice as needed.

* Due to their part-time status, Board Members are classified as special government
employecs. 18 U.S.C. § 202(a) (defining a “special government employee” as one “who
is retained, desi d, appointed, or employed to perform, with or without
compensation, for not to exceed one hundred and thirty days during any period of three
hundred and sixty-five consecutive days”). Inorder to determine a Member's
employment stutus, staff has established a process for reporting and recording the time
Members spend on Board activity.

* RTPA § 1061(2)(2).
" IRTPA also authorizes the Board to hire the services of consultants as Necessary.




112

DRAFT

As a WHO unit, the Board did not have to hire separate staff dedicated to press
and comumunications, legislative affairs, administration. or information technology but
instead has utilized the services of the relevant components of the White House Office.
The Board's administrative support staff has been integrated into the regular operations
of the WHO and attends regularly-scheduted mectings with the White House Office of
Management and Administration.

TRTPA requires the Board to adopt rules and procedures for physical,
communications, computer, document, personnel, and other security in relation to the
work of the Board. As 2 WHO unit, the Board adopted the existing rules and procedures
of the EOP.

Staft has carried out other necessary dutics to allow Board Members full access to
the potentially classified and sensitive documents necessary to complete their statatory
obligations. For cxample, working with the relevant Executive authorities, Members and
staff have obtained Top Secret/SCI clearances. Staff and OA have also constructed
appropriate office space™ to house the Board’s operations within the White House
complex. ‘This suite includes secure facilities for the review and storage of classified
information, as well as secure telephone and fax lines. Office space build out included

laying secure communications lines to connect the suite with existing secure lines located lcu'nment [WH3T: wh Suffobjccts |
i | xo this tevel of denait,

at the Winder Building that houses the Office of the United States Trade R ve. . -
. . "7~ { Formattea: Font: Times New
The Chairman, Vice Chairman, and Board staff were issued passes that allow oman
them general access to the White House complex.

With the assistance of White House administrative staff and the EOP Office of
Administration, the Board has developed a working budget for fiscal years 2006 and
2007. In its I'Y 2006 appropriations bill, Congress specified that “of the lunds

appropriated [to the White House Office,] $1,500,000 shall be for the Privacy and Civil -1 Deteted: tuius a unit within the Wi, |
Liberties Oversight Board.” The Board was in existence for onfy haif of FY 2006. -~ | the Board docs not have its own

dedicuted budger.

An estimate of specific line item costs incurred by the Board to date includes the
following items:

*  $340,000 for full-time staff salaries and benefits

*  $60,000 for Member and staff security clearances and background investigations

* The Board's office and suite are located at 1724 F St. NW in ‘Washington, DC.

** House Rep. No. 109-307 at 78 (Nov. 18, 2005), accompanying passage of Pub. L. 109-
115 (Nov. 30, 2003).
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¢ $13,000 for Member travel costs
¢ $103,000 for Member per-diem payments

As noled above, the Board was not responsible for providing the tunds for the
significant costs associated with the build out of its office space, including secure
facilitics for the review and storage of classified documents; the laying of secure
communications line under F Street, between the Board’s suite and the White House
complex; office rent or urilities costs; office information technology costs and support;
and costs associated with detailed employees from the Executive Branch, which will ;"?mment [WH2;
account for a significant portion of its staffing needs in the year to come. i

HSuffapposes |
7 | discussion of Indgee specifics. 1
- —— e
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B. Substantive Actions to Fulfill Statutory Mandate

In carrying out jts substantive statutory mandates, the Board has formally met
twenty-three times in its first year. All but five of these meetings occurred in person and
all but two had unanimous atrendance. All meetings took place in or around Washington,
DC - within the White Houise complex, at various departments and agencies, and one
meeting at Georgetown University. To place the activity of the Board’s part-time
membership in petspective, the Board has formaily met an average of about once every
two weeks. Members always remain in near-constant communication with each other
and the staff through e-mail aud telephone. Tn thie first few months of operation, the
Bourd adopted a number of formative procedures and policies, including issue
prioritization, everyday operations, public communications, and analytical
methodofogies.

As an initial matter, the Board adopted its first annual agenda. The agenda
functioned as a business plun by allocating responsibility for tagks among staff and
setting expectations regarding how the Board would function. It also served asa
substantive agenda by laying out an initial list of issues on which the Board agreed to
focus its energies. The Board adopted a communications plan that laid out a strategy for
engaging the public through direct means (such as a website and publications in the
Federal Register) and through media outlets {both traditional and emerging). As part of
its direct communication strategy, the Board approved the creation of a web site —
www.privacyhoard.gov = to discuss the Board” history, missi

provide the public access to Board Membcrrbii(;gaphies, Board
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| Deleted: Adduionatly, the Board has
Profualgued interm rezulations o :
implement the Freedam of Informarion

Act (FOIA).™ J

the Board. , _

The Board also developed a series of preliminary processes, procedures, and
methods by which it could fulfill its advice and oversight responsibilities to the President
and Executive Branch agency heads. Of greatest importance, it agreed upon a
methedology for analyzing and evalnating proposed programs. It established both a
regular means for Board staff to report their activities 1o the Members and a means of
discussing issues and offering possible actions for the Board to take. Tt also adopted a set
of White House Security Guidelines. These processes and templates are discussed in
greater detail in Scction V.A.
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IV.  OUTREACH AND EDUCATION

The Board moved immediately to establish lines of communication within and
outside of the Federal government, to educate itseif on relevant issues of interest and
cancarn relating to efforts t protect the Nation against terrorism, and to educate others
on its mission and oversight and advisory roles.

A, The White House and Executive Office of the President
~Ale Y ore House and Executive Oftice of the President

In order to obtain the most complcte, real-time access to information regarding
proposed and operational anti-terror programs, the Board must establish trust and
credibility between itself and the relevant members of the Execntive Branch. To that end,
the Board has developed a sound, regular, and productive working relationship with the
President’s most senior advisors tasked with anti-terrorism responsibilities. This

relationship has put the Board in a position fo integrate itself into the policymaking . - I Deleted: whers it hopes wrobie
process and obtain the necessary support from the Administration to offer ingfuol
advice, -
The Board has met personally with the following piincig@l senior White House
officials: Za
Chief of Staff Joshua B. Bolten and then-Chief of Staff Andrew Card
* National Security Advisor Stephen J. Iadley
¢ .Homeland Security sud Counterterrorism Advisor Frances E. Townsend
* Counsel to the President Fred Fielding and then-Counse] Harriet Miers
* Staff Sccretary Raul F. Yanes (and also while he served as General Cavnsel of the
Office uf Management and Budget).
¢ A.B. Culvahouse, Chairman of the Intelligence Oversight Board and member of Comiment [WHSJ: WH 56z apposcs |
the President’s Foreign Intelligence Advisory Board. | Lo ol persondnames i

«These meetings have allowed the Board to forge strong working rolationships -
with agencies within the Executive Office of the President, including the National

Security Council, Homeland Security Council, Office of Management und Budget, Office

of the Counsel to the President, and the President’s Foreign Intelligence Advisory Board

and Intelligence Oversight Board, among others. Additionally, the Board’s professional

staff meets weekly with an EOP working group which consists of commissioned officer
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representatives from the Office of the White House Chief of Staff f, the National Security
Coungcil, the Homeland Security Council, the Office of the Counsel to the Presidcnt, the
Office of Legislative Affairs, the Office of Commuanications, and the Office of
Management und Budget.

B. Executive Branch

The Board has also met with senior administration officials throughout the
Executive Branch who have responsibilities for developing and implementing war-on-
terrorism policies and sirategies. These officials include:

* Attorney General Alberto Gonzales
o Deputy Attorney General Paul McNulty
©  Assistant Attorney General for Legal Policy Rachel Brand
o Assistant Attorney General for National Security Kenneth L. Wainstein.

o Acting-Assistant Attorney General for Legal Counsel Stephen G.
Bradbury . o

® The Secretary for Homeland Security Michael Chertoff

® Department of the Treasury Under Secretary for Terrorism and Financial
Intelligence Stuart Levey

o Assistant Secretary for intelligence and Analysis lanice B. Gardner
* Then-Director. of National Intelligence John Negroponte
o Then-Principal Deputy DNI (now CIA Director) General Michael Hayden

o Information Sharing Environment (ISE) Program Manager Ambassador
Thomas McNamara

o ODNI General Counsel Benjamin A. Powell

* FRI Director Robert Mueller
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*  Director of the National Security Agency Lt. General Keith Alexander
o Then-National Sccurity Agency Inspector General Joel Brenner

o Director of Signals Intelligence Directorate James Cusick

.. - - | Formatted: Eullets and Numbering

* Director of the National Counterterrorism Center Vice Admiral John Scou Redd,
USN (Ret.}

o Deputy Directar for Strategic Operational Planning, Vice Admiral Bert
Calland

*  Then-Director of the Terrorist Screening Center Donna Buceila,

The Board and its staff have made repeated visits to a number of government
facilities t observe how those agencies operate, develop anti-terror policies, and train
their cmployees to protect privacy and civil liberties. On-site visits also tend to promote
a high-quality dialogue between Board Members and advisors. Consequently, the Board
has personally visited the Department of Tustice, the Department of Homeland Security,
the National Security Agency, the National Counterterrorism Center, the Terrorist
Screening Center, the Federal Bureau of Investigation, and the Department of Defense
Counterintelligence Field Activity Office.

leted: Activities offire

Perhaps most importantly. the Board has established strong working relationships
with the developing privacy and civil liberties offices within the govemment’s anti-terror
agencies. These offices and officers advance privacy and civil liberties at the ground
level and generally have the greatest practical impact on the development and
implementation of policics within their respective agencics. The privacy and civil
tiberiies offices with which the Board works most closely include Lhose at the
Department of Tustice, the' Department of Homeland Security, and the Office of the
Director of National Intelligence. These officials have likewise developed lines of
communication and authority within their organizations' structure.

These relationships allow the Board to encourage the sharing of information and
best practices among those offices. The relationships have also allowed the Board to
coordinate and offer agsistance whea the privacy or s officers encounter
problems. The Board has helped and will continue o help coordinate and foster the
development of a privacy and civil liberties infrastructure throughout the Execurive
Branch. This portion of the Report includes a brief summary of the PCL offices’ major
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activitics over the last yearund is in addition to the Board’s uwi independent activities

described in Par{ V. infra.

*  Department of Justice: Like the Board, over the past year the DOJ Privacy and
Civil Liberties Office has also begun its early work in earnest. The Violence
Against Women and Department of Justice Reauthorization Act of 2005"!
required the Attorney General to appoint a senior official to assume primary
responsibility for privacy policy. The Attorney General appointed Jane C.
Horvath as the Department’s first Chief Privacy and Civil Liberties Officer on
Febroary 21, 2006, Placed within the Office of the Deputy Attorney General, the
DOJ Privacy Office cansiders issues relating to the Privacy Act, privacy and civil
liberties, and e-government compliance. Among other activitics, this office
joined DHS in the delegation that re, cnted the United States in negotia

information from Europe to the Bureau of Customs and Border Protection. In
participuting in these negotiations, this delegation helped ensure that all parties

® The Office of the Director of Natienal Intelligence: Like the Board, the ODNI
Civil Libertics and Privacy Office {CLPO) came into existence with the passage

of IRTPA; The statute requires CLPO to ensure that civil liberties and privacy
pratections are appropriately incorporated into the poiicies of the ODNI and the
intelligence community, oversee compliance by the ODNI with legal
requirements relating to civil liberties and privacy, review complaints about
potential abuses of privacy and civil liberties in ODNI programs and activities,
and ensure that technologies sustain and do not erode privacy. The Director of
National Initelligence appointed Alexander W. Joel to lzad the CLPO, and Mr,
Joel hired a deputy to address privacy issucs and another deputy to consider civil
liberties concerns: In addition 1o completing a nunber of nece: and-up
iequicements. the ODNI has. threueh the work of the CLPO. establ i

ODNI policy for Protection of Privacy and Clvil Liberties, In addition. the CLPQ
has identified

nior ofticial uceach intellizence eency 1o serve as the focal
int of privacy and civil fiberties issues at that agency. Perfaps most
portantly. the C1.PO o drafted the privacy prateciion guidelines thal sovern
the_fnt n Sharing Enviconment. and is co-chairing the progess for ensuring

that apencies have sulficient suidance und support to implement the guidelines

ons

with the Européan Unton Iegardiné the transfer of Pussengcr’ Name Record {(PNR)

adequately considered privacy and civil liberties interests, In conjunction with the
ODNI Civil Liberties and Privacy Office. the DOJ Privacy Office also helped .
[
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The DHS Office for Civil Rights and Civil Liberties (CRCL) has arelatively
broad responsibility to ensure that DHS programs and activities comply with
constitutional, statutory, regulatory, policy, and other requirements related to civil
rights and civil liberties. It also must investigats complaints that allege possible
abuses of civil rights or civil liberties. The CRCL is led by Daniel W. Sutherland,
the Officer for Civil Rights and Civil Liberties, Of specific relevance to the
Board, the CRCT. has focused a great deal of its efforts on resolving complaints
arising from the use of aviation watch lists. Along these same lines, the CRCL
has worked with the Board and other privacy officers to develop a standardized
procedure — to he embodicd in a Memorandum of Understanding - to resolve
watch list complaints.

The Departments of State, Treasury, ard Defense have afso designated officials to
act as privacy points of contact for the Board. The Board anticipates and looks forward
to building similar working relationships with other privacy and civil liberties offices
throughout the Executive Branch.

C. Congress

Board Members and the White House Office of Legislative Affairs have reached
oul to Senators and Representatives to brief them on the Board’s mission, priorities, and
activities, as appropriate. The Chairman and Vice Chairman have responded to all
Congressional requests for testimony. The Board has also authorized its Executive
Director to ensure that appropriate lines of communication and information exist between
it and Congress. These Congressional interactions includc the following:

®  On November 8, 2003, Carol Dinkins and Alan Raul testified at their
confirmation hearing before the Senate Judiciary Committee. Prior to their
confirmation hearing, they conducted courtesy visits with Senators Richard J.
Durbin, Edward M. Kennedy, Arlen Specter, Jeff Sessions, and John Comyn, .-

* OnMay 4, 2006, the Executive Director met with 1 bipartisan group of staff from
the House Permancnt Select Committee on Intelligence.

*  On June 6, 2006, Chairman Dinkins and Vice Chairman Rau] testified before the
House Government Reform Subcommittee on National Security, Emerging
“Threats, and International Relations.

®  On August 10}, 2006, the Executive Director met with majority staff from the
Senate Committee on Homeland Security and Governmental Affairs.

. Deleted: , and Atlen Specter
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¢ OnNovember 3, 2006, the Executive Director met with minority staff from the
Senate Judiciary and Senate Homeland Security and Governmental Affairs
Committees.

* The Executive Director worked with Senate | udiciary Conunittee stalf regarding
certain administrative matters relating to confirmation materjals,

® On November 27, 2006, Carol Dinkins, Alan Raul and Lanny Davis hriefed
bipartisan staff from the Senate ludiciary, Intelligence and Homeland Security
Committees.

¢ On December 13, 2006, the Executive Director met with staff of Representatives
Shays, Maloney, and Thompson.

* On December 19, 2006, Member Lanny Davis and the Executive Director met
with staff to Senators Lieberman and Durhin:

» On February 8, 2007 the Executive Director met with minority staff of the House
Tudiciary Subcommittee on Crime, Térrorism and Homeland Sccurity.

*  The Board has either cotresponded with individiial Members of Congress or been
the subject of correspondence between Members and the Executive Office of the
President on a number of oceasions Singcf enactment of the Intelligence Reform

. . 3 -
and Terrorism Prevention Actof 2004. . e 8
B T T --- sioal reports:
. (1) House Permanznt Select Canunitiee
)  on Intelligence Oversight
b. Media Subcommiliee’s report: Anitial

Assessment on the Inplemeniation of the
Puclligence Reform qnd Termarion
Prevenrion Act of 2004 luly, 206); and
(2) Government Accountability Offlce
ceport: Terrorist Watch List Scroenings J

The Bourd works in coordination with the White House Communications and
Press offices. On September 10, 2006, Members Lanny Davis and Ted Olson appeared
on a Discovery Channel special hosted by Ted Koppel eatitled The Price qf. Security.
Members of the media were invited to attend the Board’s December 5, 2006 public
meeting, and Board Members gave numerous interviews following that event.
Additionally, media representatives are encouraged to monitor the Board’s web page
(www.privacyboard.gov) for activities and statements. The Board has been the subject of

Efforts to Help Reduce Adverse Effects on
the Futilic (Sepieiaber 2006).

-
* The Board and its activities have been referenced in two Congressional reports: (i)
House Permanent Select Committee on Intellicence Oversight Subcommillee’s report:
Initial Assessment on the implementation of the Inelligence Re lorm and Terrorism
Preveption Act of 2004 (July, 2006); and (2) Government Accountability Office report:

Terrorist Warch List Screening: Efforts 10 Help Reduce Adverse Effects on the Public - =
e — T )
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numerous articles nation-wide in the press and on-lne. Members believe they have
responded to all requests for interviews or comments.

E. Private Sector, Non-profit, Acadernic. and Advocacy Groups and Lxperts

The Board has set as a high priority engaging in a productive and angoing
dialogue with privacy, noo-prolit, and academic organizations within the privacy and
civil liberties community, These conversations have helped identify issues important to
the community, exchange ideas regarding how to craft anti-terrorism policies and
procedures, and establish trust between the Board and the community, For example, the
Board has strived to communicate regulardy with the co-chairs of the 9/11 Commission,
Governor Thomas Kean and Congressman Lee Hamilton. Chairman Dinkins and Vice
Chairman Raul met collectively with Govemor Kcan and Congressman Hamilten and
apprised them of the Board’s major activities. ‘They have also held individual telephone
conferences with Governor Kean and Congressman Hamilton. Following the December
telephone conference, Congressman Hamilton requested the Board’s cxecutive director to

contact him every 60 days with additional updates on the Boards efforts. In addition, the __

Board’s executive director has met with then-State Department Counselor and former
Commission executive director Philip D. Zelikow and Commission General Counse]
Daniel Marcus. The Board is dedicated to meeting the letter and. spirit of the 9711
Comumission’s dations. sistent with its statutory authority, and looks
forward to continued contact with the Commission’s co-chairs.

Additionally, the Chairinan and Vice Chairman met with representatives from the
American Civil Liberties Union and the Center for Democracy and Technology within
the first two monthis of the Board’s opctation.., The Board also has held meetings with:
the American Conservative Union; the Centér for Strategic and International Studies; the

Electronic Privacy Information Center and the Privacy Coalition;, the Markle Foundation; .

Cato Institute; the Ieritage Foundation; the Liberty Coalition; and the National Insitute
of Standards ind Technology. Board Tepresentatives have appeared at the Progress and
Freedom Foundation’s Annual Aspen Summit, the U.S. Army Judge Advocate General’s

School Advanced Intelligence Law Confe and the Intelink and the Information
Sharing Conference and Technology Expx

The Board has also appeared hefore or participated in advisory committees and
workshops conducted by DHS (the Data Privacy and Integrity Advisory Committee);
ODNI (Privacy Protection Technologies Workshops hosted by ODNI and the Disruptive
Technologies Office); DOJ (Intergovernmental Privacy Issues Forum and Global Justice
Information Sharing nitiative, Global Advisory Comumittee); American University
(Masters of Public Administration Seminar on Separation of Powers); and National

* As noted previously, the Commission’s recommendations led to the Board’s creation.
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Academies of Science (Committec on Technical and Privacy Dimensions of Information
for 'L'errorism Prevention and other National Goals).

On December 3, 2006, Georgetown University’s Institute for International Law
and Politics hosted the Board’s seventeenth meeting, a public forum discussion between
the Board, privacy and civil liberties advocacy groups, academicians, and the public. The
Board was joined by Alexander W. Toel, Civil Liberties Protection Officer at the Office
of the Director of National Intclligence; Jane C. Horvath, Chief Privacy and Civil
Liberties Ofticer at the Department of Justice; and Daniel Sutherland, Officer for Civil
Rights and Civil Liberties at the Department of Homeland Security. Panelists included
Caroline Fredrickson, Director of the Washington Legislative Office of the American
Civil Liberties Unjon; David Keene, Chairman of the American Conservative Union and
Co-chair of the Constitution Project’s T.iberty and Security Initiative; Marc Rotenberg,
Executive Director of the Electronic Privacy Information Center; Michael Ostrolenk, Co-
founder and National Director of the Liberty Coalition; Brian Walsh, Senior Legal
Research Tellow at the Heritage Foundation; James Dempsey, a member of the Markle
Foundation Task Force on National Security in the Information Agc; Fred Cate,
Distinguished Professor and Director for the Center for Applied Cybersecurity Research
at Indiana University; Peter Swire, the C. William O’Neill Professor of Law at Ohio State
University and former Chief Counselar for Privacy in the U.S. Office of Management
and Budget under President Clinton; Neal K. Katyal, Professor of Law at Georgetown
University, and Anthony Clark Arend, Professor of Governirient and Foreign Service and
Director of the Institute for International Law and Politics at Georgetown University.

F. International Forums

As appropriate, the Board intends to Pparticipate in international discussions on
issues of relevance and interest. For example, Vice Chairman Alan Raul represented the
Bourd as a member of the U.S. delegation to the 28th International Data Protection and
Privacy Commissioners” Conférence in London on November 2 and 3, 2006. This is an
annual gathering of the various Buropean Union and other International Data Protection
officers. The U.S. has observer status to this conference. The delegation is led by the
Department of Homeland, Security and also includes representatives from the Department
of Justice and Federal Trade Commission.
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v. ISSUE IDENTIFICATION, PRIORITIZATION, AND
DISCUSSION

As previousty explained, IRTPA vests the Board with the broad mandate to
provide advice and oversight concerning “regulations, exceutive branch policies, and
procedures (including the implerr ion of such regulations, policies, and procedures),
related laws pertaining to efforts to protect the Nation from terrorism, and other actions
by the executive branch related tes efforts to protect the Nation from terrorism, ™
Consistent with these statutory responsibilities, the Board considered how it could set iLs
scope, agenda, and methodology in order to advise the President in as effective a manner
as possible and in a manner that will bring the greatest value to the American people. To
these ends, the Board began to identify and evaluate proposed and cxisting programs and
policies that fall within its statutory mandate. Obviously, the list of policies and
programs warranting the Board’s attention will evelve over timc. Additionally, as new
policies are considered, developed, and implemented, the Board's identification of
priorities will necessarily change as well.

As a general matter, the Board encounters and enguges issues using one of three
approaches: 8

* Vertical Review: At the direction of the President, ﬂ\iough the request of an
Executive Branch department or agency head, of as a result of self;jnitiation, the ___ -
Board engages in an in-depth review and analysis of a particular policy or
program.

* Horizontal Réview: The Board examines an issue as part of existing policy
development and implementation processes within the Executive Office of the

President and the Executive Brarich. The 0{‘_ﬁ_ce of Mz;x{a"géfnéﬁl_ and ﬁudg& 77777
(OMB) has inteyrated the Board into Lhe Legislative Referral Memorandum

{LRM) process. Through this process, the Board teviews Administration-wide
policics, regulations, and programs that involve its statutory mission,

¢ Initial Spot Review: The Board informally gathers basic information on a policy,
program, ot issue that Board Members believe could implicate privacy and civil
liberties concerns. This approach allows the Board to determine whether a more
formal review is necessary.

22
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Al Scope and Process

In construing the mandate contained in IRTPA, the Board has initially determined
that it will focus its efforts on issues conceming U.S. Persons*® or occurring on American
soil. As a result, it will not evaluate specific issues associated with the uniformed
services’ efforts against terrorism or activinies direcled ggainsi non-U.S. persons abroad, - - | Deleted: canducted abroad i
IRTPA instructs the Board to ensure the consideration and protection of “privacy and v
civil liberties” but neither defines this phrase nor guides the Board in determining whose
privacy and civil liberties should warrant the Board’s attention. Tn order to maximize the
Board’s effectiveness and to prevent the diffusion of jts limited resources across too
many programs, the Board has elected to concentrate on the United States and U.S.
Persons.*

In making this decision, the Board considered the structure and purpose of
IRTPA, its legislative history, common canons ot statutory construction, and how to
carry out its statutory mandate most effectively: .As an initial matter, lhe Congressional
findings in IRTPA concerning the Board suggest that “privacy and civil liberties” should
have a domestic focus by “call{ing]-for an enhanced system nf LhBCkS and balances to
protect the precious llberues Ehat are vital to onr way of life.”*® IRTPA - paticularly the

title that contains the Board® — has a domestic locus,™ does not generally address - Deleted: Privocy — "
military or diplomatic actions abroad, and does not reference i mtenogauon non-U,S,
detention, or rendition pra&.tli.as Moreov er, the term “civil lrbu‘tx i the rights

guaranteed by the Cunsti
Federal civil rights statutes. These rights have been held to apply. in neneml o
individuals located inside the United States and to 1.8, Persens abroad.

~ 7| Formatted: Space After: 6 pt

permanem resuiem alien. See, e.g., 50 U.S.C. § 1801(1); Executive Order 12:

*7 The Board reserves the right to revisit this determination as circumstances or events
may warrant. Formatted: Fost: Times New

+ Romen, 12 pt
“S IRTPA § 1061(a)(2) (emphasis added). Indeed, the findings preceding the formal - v
creation of the Board link the operalion of the Bourd to the “potential shift of power and
authority to the Federal Government . . . [iJn conducting the war on terrorism.” id. §
1061¢a)(1).

#? Title 1~ the portien of the Reform Act where Congress placed the Board — largely
confines itself to organizational and structural matters.

® For example, the statute attempts to improve national security through a variety of
actions, including restructuring the Federal intelligence-gathering apparatus, 7. §§ 1011-
1023, strengthening security measures for cargo, id. §§ 4051-54, transportation, id. §§
4011-29, and border enforcement, id. §§ 5101-5204, and reforming certain immigration
laws. fd. §§ 5401-5506.

23
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Legislative history —in the form of the 91 Commission Report and in Senate
debate accompanying passage of IRTPA — also contains a domestic focus. In its preface
to recommending the creation of the Board, the Commission Report highlighted the
impact of its reccommendations on U.S. Persons® rights: “Many of our recommendations
call for Lhe government to increase its presence in our Jives — for example, by creating
standards for the issuance of forms of identification, by better securing our borders, by
sharing information gathered by many different ies.” The C issi cled
this potential harm to domestic liberties to the Board’s charge: “At this time of increased
and consolidated government authority, there should be a board within the executive
branch to oversee adherence to the guidelines we recommend and the commitment the
government makes to defend onr civil liberties.”? Similazly, during debate on the
IRTPA conference report, numerous Senators emphasized Congress’ desire Lo “protect
the lives ot; frmricans, and [10] protect zheir liberties. ‘That is what the Board is setting
out to do.™

Certain canons of statutory construction, including the presumption against
extraterritoriality,”® also suggest that IRTPA’s provisions authyrizing the Board should

not reach beyond the Nation’s borders. Additionally, the Board is refuctant to oversee
traditional Commander-in-Chief authorities — including combat operations — without a
specific and express legislative mandate.

3! 6/11 CoMmIssioN REPORT at 393-94 (emphasis added).
* 1. ar 395 (emphasis added),

* Debate on the Conference Report of the Imélligeiu:e Reform and Terrorism Prevention

capabilities, we also remain vigilant in protecting the civil liberties of Americans.”
(statcment of Senator Dodd) (emphasis added); id. at 11978 (“The bill provides
protections for the rights of Americans by creating a Privacy and Civil Liberties
Oversight Board . .. .) (statement of Scnator Mikulski) (¢mphasis added); id. {“While
Americans are more willing to give up some of their privacy after 9/11, necessary
intrusions must be carefully balanced against the rights of U.S. citizens and I believe the
Board will help maintain the balunce.”) (statement of Senator Reed) (emphasis added).

* See, e.g., Small v. United States, 544 U.S. 385, 388-89 (2005) (noting that courts begin
with “legal presumption that Congress ordinarily intends its statutes to have domestic, not
extraterritorial, application™); Are Ecology v. United States Dep't of the Air Force, 411
F.3d 1092, 1097 (9th Cir. 2005) (“Courts must assume that Congress legislates with
knowledge of the presumption that a statute is primarily concerned with domestic
conditions.”} (internal quotation marks omitted).
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Moreover, construing the scope of the Board's mandate substantially implicates
questions regarding how best to allocate time and resources. The Board has decided to

use these resources in a manner to serve the greatest number of Uniled States citizens and

U.S. Persons. Congress stands in a stronger position to oversee American anti-terrorism
activities conducted abroad than the Board or its Members.

In addition to determining the general reach of its mundate, the Board established

a standardized means to evaluate how well privacy and civil liberties have been
considered in the development and implementation of anti-terrorism policies_ and
programs. To that end, the Board has developed an “issues und process analysis
methodolagy" that will bring full and consistent consideration of all issues that come
before it.* This methodology allows the Board 1o consider separate snbstantive
yuestions and the extent to which privacy and civil liberty officers within the relevant
agency have meaningfully participated in the development and implementation of the

policy or program. The methodology jukes into account five large issucs, as well as a ___

number of subsidiary questions, including:
« The scope of the program

e The program’s legal basis

¢ How the program supports efforts to protect the Nation against terrorism from the

perspective of managing risk to privacy or to survival

* The exient to which officials within the relevant department or agency analyzed

the privacy and-civil liberties interests implicated by the policy, program or issue,

including facrors such as

© : Privaey: How does the program affect individuals’ ability 10 control how
personal informiation about them is collected, used, maintained, or
shared?

o Fairness: Does the program ireat individuals fairly at every step?

% The Board wishes to acknowledge and thank Jim Harper, Director of Information
Policy Studies at the Cato Institute, and the Department of Homeland Security Data
Privacy and Tategrity Advisory Committee, on which Mr. Iarper sits, for their guidance
and earlicr work product, upon which much of this is based. See, e. &., Framework for

Privacy Analysis of Programs, Technologies, and Applications, Department of Homeland

Security Data Privacy and Integrity Advisory Committee, Report No. 2006-01 (March 7,
2006), available at htep:/fwww.dhs.gov/xlibrary/assets/privacy/privacy_advcom_03-
2006_framework.pdf (last accessed Jan. 29, 2007),
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o Civil Liberties: Does the program limit individual civil liberties in some
dimension? What specific Constitutional i interests are
affected?

o

Respect for the Individuat: Does the program adequately preserve, to
the extent possible, human dignity, autonomy, freedom of thought,
expression and association?

o Data Security: How is personal informarion secured against threats to
privacy and integrity?

¢ Processes emploved by the government to review privacy and civil liberties
interests. This factor considers the existence and format of review procedures,
how the government ensures that employees follow these procedures, the training
required of employees, and how the government updates its policies.

‘With respect to internal deliberations, the Board has formalized procedures to
allocate work and agsignments among Board Members.. These procedures have allocated
assignments to, among others: Vice Chairman Raul to coordinate the Board's efforts
concerning watch list redress procedures; Vice Chairman Raul and Member Davis to
examine the NSAs surveillance activities; Member Frank Taylor to examine the

_______________ Deleted: Termorist S
Department of Defens

igence Field Activity (CIFA) TALON program; and
Member Davis to examine elements of the reauthorized USA PATRIOT Act.

The Board has also developed a standardized format for reporting internal
deliberations and investigations and offering récommendations to the full Board. “Fhis
report format ineludes background infe ion, the legal authority underlying 2 given
program or policy, the existing privacy and civil liberties infrastructure, benefits of the
program or policy, privacy concerns, sources consulled, an evaluation of the
consideration of privacy and civil liberties interests in the development or
implementation of the prograsn or policy, and recommendations to the Board. These pre-
decisional reports are considercd by the fuil membership of the Board at its regular
meetings,
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B. Specific Issues, Policies, Procedures, and Regulations

Employing this standardized methodology and operating within its statutory mandate,
the Board has evaluated numerous proposed and currently existing terrorism-prevention
policies, regulations, statutes, and other Executive actions. Some issues came to the
Board's attenticn throngh its numerous meetings with privacy advocacy organizations,
Executive officials, and Congressional leaders. The Board engaged other issues because

Board has begun to integrate itself into the regelar Executive decision-making and policy

26
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implementation processes. In all of its efforts, the Board has had the opportunity to ask
whatever questions it desired and has received answers to those questicns. The following
list of matters on which the Board has offered advice and oversight is intended not to be
exhaustive but rather to offer a representative sample of issues that the Board has
considered during its relatively brief existence. The Beard is careful below not to
reference facts, issues, or materials of a classitied nature.

1. Oversight of Exjsting Federal Anti-terrorism Policies and Programs

The Board has begum its efforts to review some of the Federal government’s most
sensitive and far-reaching surveillance programs. As discussed below in greater detail,

these programs include National Secarity Agency surveillance programs {such as the _ - - { Deleted: ie '
N T Ty e o=

former Teirorist Surveillance Prograrn (1SP)-and the current program governed by the [ Deleted: Terrorist Surveillance !

Foreign Intellicence Surveillance Court) and he Terrorist Finance Tracki Program (TSP)

At its first meeting on March 14, 2006, the Board determined that it would have
an on-going interest in monitoring the government’s various surveillance programs. In
order to bring any kind of value to their analysis, hawever, the Membcers decided that
they first had to understand fully the scope of the government’s efforts to protect the
Nation against terrorism. Consequently, the Board undettook an extensive effort of
educational due diligence. The Board believes that receiving premature briefings on any
specific program without understanding the full context in which that program operates
would not serve te help it fulfill its statutory mission.

The Board has taken great care and exercised due diligence to become familiar
with the departrents and agencies responsible for protecting the Nation against terrorism.
The Board has examined the agencies’ and departments’ mission and legal authorities, as
well as their operational methodologies and privacy and civil liberties training, reporting,
and auditing pmgrams‘jﬁ

Following the Board’s educational efforts, and with the suppart of the Attorney
General, the Director of National Intelligence, and the President's Chief of Staff, the

Board formally requested a briefing on the TSP and JETP in September, 2006. The
President’s approval followed promptly, and the briefings were immediately scheduled. ™ Deleted: . |

3 For example, the Board’s Vice Chairman and Executive Director attended a session of
the standard National Security Agency employee privacy training give
employees and once cvery other year to all current employees, This tr:
among other authorities, on the requirements of USSID-18, which regulates the coflection
and use of information on U.S. Persons wilhin the s intelligence community.
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Terrorist Surveillance Program and Janwary 10, 2007 Orders of
the Foreign Intelligence Surveillance Court

The Board devoted substantial time and focus in its first year of
Operation to reviewing anti-terrorist surveillance conducied by the
National Securily Agency (NSA) and the Terorist Surveillance

Program (TSP} described by the Presiden{on December 17, .- j Deleted: ]
2005.2 The TSP involved surveillance of cor Lons _ - - Deleted: As stated by the Presiden, ¢
—_— T

the government has probable cause to believe that ar least one
party to the communication is a member or agent of al Qacda, or
an affiliated terrorist organization.

The Board’s review of the NSA’s surveillance activities ywas o {m

conducted in the course of various briefings by senior NSA
personnel, including the Director, and: through briefings,
questioning, and other interaction with anaiysts and program
operators, Board members repeatedly visited NSA and observed
the physical operations where the felevant surveillance is
conducted. In particular, the Board reviewed material supporting
the government’s determnination that there was probable cause to
belicve that at least one of the paities to a surveilled
communication was a' member or agent of al Qaeda, or an
agsociated terrorist organization.

The Board also received briefings and had opportunities 1o
question NSA lawyers from the Office of General Counsel,
Inspector General officials, and other knowledgeable personnel.
The Board discussed TSP with the Attorney General Alberto
Gonzales, the Acting Assistant Attorney General for the Office of
Legal Counsel Steve Bradbury, and the current and former Counsel
to the President, among uther knowledgeable officials in the
Executive Branch.

The Board was briefed on the multiple levels of review, approval
and oversight for conducting this surveillance. At the NSA,
opetators must carefully justify tasking requests, and multiple
fevels of review and approval are required to initiate collection.

Ongoing audits and legal reviews are conducted by the NSA's /1 Formatted: Font: Times New i
/ { Roman, 12 pt
Formatted: Space After: 6 pt

Deletec: b

Formatted: Font: Times New
Roman, 12 pt
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Intelligence Directorate Office of Oversight and Cornpliance. No

_ . - Deletea: T
surveillance may be conducted without leaving a reviewable audit
trail that can be and routinely is subject 1 extensive continuing . { Deleted: 16 B :

examination by Jospector General and Compliance staff, e

In addition, the members of the Board reviewed U.S. Signals
Intelligence Directive 18 (USSID 18), which reflects the classified
guidelines established by the NSA and approved by the Attorney
General pursuant to Executive Order 12333 to ensure that

information about U.S. Persons is protected from improper or

excessive collection, dissemination and distribution.® The NSA -

7777777777 Deleted: See, e.¢.. EO 12333 $ 2.4
requires afl of its personnel holding security clearances authorizing et i e el e
access 1o certain information to participate in extensive USSID 18 | colection techniques feasible within the
rafning upon the initiation of access and every two years during T, | gl Sures of et s Uniod
which 1'hey ({onllnue to ?ufve access: The Vice Chau’mar_l a}nd " { Deteted: frowe mdiuidut
Executive Director participated in the full USSTD 18 training
received by NSA personnel in order to examine the extent and
quality of the trairiing, and to assess awarcness of the need to
protect the privacy and civil liberties interests of U.S. Persons
among NSA personnel- with access to sensitive information.

On January 17, 2007, the Attorney General notified Senators
Leahy and Specter that 2 Judge of the Foreign Intelligence
Surveillance Court (FISC) had issued orders authorizing the
Government 1o target forcollection international communications
into or ot of the United States where there is probable cause to
believe that at Jeast one party to the communication is a member or

surveillance that was conducted under the TSP is now conducted
subject fo the approval of the FISC. After the FISC Orders were
issued, the Board was extensively briefed by both the Department
of Justice and NSA regarding this development. Members of the

connection with the Orders, including the applications, legal

memoranda, and supporting declarations.

* See. e.., BO 12333 § 2.4 (“Agencies within the Intellisence Community shall use the

least intrusive collection techniques feasible within the United States or directed against o — N
LUnited States persons abroad.™, . _________ - »T RD::"M' PP ont; Times New
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While the details of the FISC Orders remain classified, we can - I&leted ’
report in an unclassified format”that as a result of the Orders the =~~~ :

relevant surveillance is now subject both (o extensive ongoing . ,@
Department of Justice review and to the approval withe FISA -~

Court. The Department of Justice’s responsibilities for
implementing the Orders are carried oul hy the new National
Security Division in the Department of Justice headed by Assistant
Attorney General Kenneth Wainstein, who has briefed the Roard.

Based upon its review, the Board has concluded that the Executive
Branch’s conduct of these surveillance activities appropriately
considers and reasonably protects the privacy and civil liberties of
U.S. Persons. As a result of the new FISA Court Orders, the
highly regimented Executive Branch process of justification,
review, approval, and auditing has been further augmented by
court supervision. This proyides reasonable assurance that
national security and privacy and civil liberties imterests are
appropriately balanced. The Board found no evidence or

Comment [DOD12): DOD
recommends delting these words.
Othezwise, a5 written, it implies that we
DO threaten or impings o the privacy and
civil Eberties of US persons whersse linked
10 specified tecrorist entities. This woold
N0t be: an accrrate stztement.

U.S. Persons are; improperly threatened or impinged under the .-
surveitlance conducted by the Executivé Branch, either under the %
TSP or subsequently under the new FISC Orders. In the opinion of
the Board, it appears that the officials and personnel who were

involved in conducting the TSP, and who now are respansible for

implementing surveillance under the FISC Orders, are significantly ¥ Deleted: who are not liuked 10

awure and respectful of U.S. Constitutional and legal rights and |, speciicd terrorist cuities
protectioiis for LS. Persons, and that they are actively committed
to protecting privacy and civil liberties of U.S. Persons in aman, 12 ¢t

conducting such surveillance.

The Board notes that it was not involved in and has taken no
position on the original design or legal authorization of the TSP.
The Board believes that it is appropriate for it to provide

continuing advice and oversight with respect to NSA's surveillance _ . -

activities, - 1 Deleted: ind other surveillunce
programs

National Implementation Plan

On November 28, 2006, at the National Counterterrorism Center
(NCTC), the Board was briefed on the National Tmplementation
Plan (NIP). This plan was approved by the President in June,
2006, and is intended to coordinate and integrate all instruments of
national power in a unified effort to protect the Nation against
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terrorism. Toward that end, it assigns hundreds of specific tasks to
various Federal departments and agencies. Participating
departments and agencies are now adopting and implementing
their own supporting plans, and an annual strategic review of the
entire NIP is in progress. The Board is working with NCTC to
engure that it has access fo NIP tasks and actiyities that could raise

privacy or civil liberties concerns/
s 7| Commiant [DNE13]: NIP Stewcyic

- . L0 | Review began aethe beginning nf 2007, nnt
. Terrorist Finance Tracking Program 4 in June 20017,

—
-~ - Deleted: visibility

_ " { peleted: mo

. | Deleted: will be contucted in Junc,
Also on November 28, at the Treasury Department, the Board was o | 2007 e Bourd will be integrated into
briefed on the Terrorist Finance Tracking Program (TFTP) by
Stuart Levey, Under Secretary for Terrorism and Financial
Intelligence, and fanice Bradley Gardner, Assistant Secretary for
Intelligence and Analysis. Under this program, intelligence

analysts review gecords acquired through administrative subpocnas

from the Society for Worldwide Tnterbank Financial

suspected terrorists. ‘This program also prex
existence. o

Deleted: 1£17)

In each briefing, Board members were free to engage in a probing inquiry and ask
unfettered questions, all of which were answered. Fallowing each briefing, the Bourd
met to consider further arcas of inquiry, additional issues associuted with these specific
programs to address, and underlying documents t6 review. Chairman Carol Dinkins has
requested Vice Chairman Alan Raul and Membier Lanny Davis to coerdinate continuing
activities with NSA and Member Frank Taylor to coordinate continuing activitics with
regard to the National Implementation Plan. These initial bricfings were the beginning of
the Bourd’s review of these specific programs, not the totality of its involvement.

In addition to these three anti-terror programs - N1P, TFTP,

NSA surveillance
activities, — the Board examined a variety of other programs and policies:

8.

. Department of Defense CIFA TALON Program

At the direction of the Board, Member Francis X. Taylor reviewed
the Department of Defense Counterintelligence Field Activities
(CIFA) Threat and Local Observation Notices (TALON) program.
Within the last year, certain media reports alleged that the CIFA,
through the TALON program, had monitored and collected
information on U.S. Persons arising out of domestic activities that

did not appear to present a threat to national security. During a .
May meeting of the Board, Chairman Carol E. Dinkins asked
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Member Taylor to gather background informarion on the alleged
inappropriate activities, determine whether DOD had responded to
such reports and the results of that response, and make
recommendations as Lo whether additional review by the full Board
was required. In carrying out the Chairman’s charge. Member
Taylor and Board staff met frequently with those who

. .- { Deletedt oversee

materials that were requested. At the conclusion of its
investigation, the Board determincd that a lack of clear guidance
from the Deputy Secretary at the time the program was astablished
and the absence of a designated TALON program manager
resulted in an ambiguous program implementation and the
improper and unauthorized collection and retention ot information
on U.8. Persons. The Board also reviewed and endorsed the steps
that DOD took prior to the Board’s invesligation to correct these
concerns. For example, the Deputy Secretary had ordered an
immediate review of the program and issued additional guidance to
clarify the TALON program’s scope and to emphasize that the
program would be conducted in full compliance with DOD
policies and procedures tégarding the coltéetion of information on
U.8. Persons. CIFA also has purged the TALON system of any
inappropriately collected and retained information.

Department of State E-Passport Program

The Board reviewed efforts by the Department of State to

distribute a passport containing an embedded data chip that holds

personal information on the passport hoider. The Board concluded

thal the current design of the passport does not pose substantial

privacy concerns because (1} the information contained on the chip | Deleted: civil lierties

is identical to that contained in the actual passport; (2) such
information is useless without an actual physical passport; (3) the
passport utilizes substantial security protocols (anti-skimming
technology, a unique PIN, and a varying identifier that prevents
continuous tracking of the chip) to prevent someone from
accessing that information remotely and from follawing an
individual; and (4) the chip is engineered in a way that would
require the State Department to recall and reissue passports before
it could add more information on the chip (thereby preventing the
government from easily amending the current contents of the
passport). The Board stated that it would revisit this issue in the
event the State Department desired to alter the program by
including more information an the chip (such as new biometric
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measurcs like an ris or fingerprint sean_that are in addition w the
existing digital photograph that enables the biometric comparison
using facial recognition techiiclogy), altering its border inspection
procedures (e.g., to allow a chip to act as a proxy for a physical
passport), or changing the schematics of the chip.

Passenger Name Recognition (PNR)

The Board was briefed on U.S. negotiations with the E.U. over the
collection and dissemination of passenger name records for flights
between the two jurisdictions. 'The briefing provided the Board
with substantive discussions of the negotiations, as well as how
privacy and ci i
Privacy and Civil Libexties Officer) and DHS (John Kropf,
Director of International Privacy Programs) were involved in thuse
negotiations. The Board is satistied with the significant role these
privacy and civil liberties officers played in thesc ncgotiations.

Department of Homeland Security US-VISIT Program

The Board is currently examining the privacy and civil liberties
protections contained in the US-VISIT program. US-VISIT
facilitates 2 process that collects and retains biometric and
biographic information regurding aliens who enter and leave the
country. and who apply for immigration benefits. Although the
program largely concems non-U.S. person aliens, a proposed
rulemaking would extend iis reach to include all aliens, including
Legal Permanent Residents (who qualify as U.S. Persons). The
greatest civil liberlics questions center on how information
collected as part of US-VISIT will be shared within the
govermment and with outside entities.

USA PATRIOT Act Review

The 2006 reauthorization of the USA PATRIOT Act included over
30 new civil liberties protections. Member Lanny Davis visited
the Department of Justice on November 17, 2006 to be briefed on
these new protections by staff with the new National Security
Division. Member Davis has been tasked by the Board to continue
working with the Department of Justice to monitor implementation
and operation of these protections.
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2. Examples Where the Board Has Offered Advice Regarding the
Development of a Policy, Program Regulation, or Statute

. Wareh List Redress

At the request of the Board, Vice Chairman Alan Raul has
undertaken the coordination of cfforts among the various relevant
Federal departments and agencies to eslublish a formalized,
unified, and simplified redress procedure for individuals with
adverse experiences with the government's watch list or during
screening processes. Both government officials and non-
governmental advocacy experts repeatediy raised this issue as an
arcs where the Board could bring focus, organization and
prioritization.

The Terrorist Screening Ceriter (TSCY'is charged with maintaining
the U.8. government’s consdlidated terrorist watch list, which
contains the idéntilying information of all known or appropriately
suspected terrorists. - Thirteen monihis after the Center began
operations, it established a formal watch Jist redress process. The
process allowed agencies that used the consolidated terrorist watch
list data during a terrorism sereening process (screcning agencies)
to refer individuals® complaints o the TSC when it appeared those
complaints were watch list related. The goal of the redress Process
is to provide timely and faif review of individuals’ complaiuts, and
to identify and correct ariy data errors, including errors in the
terrorist watch list itself.

TSC's redress process consists of a procedure to receive, track, and
research: watch list-related complaints,and to correct the watch list - - Deleted: .

or other data that caused an individual ur i . - - { Deleted: was causing ]

process for referral of and response to public redress complaints.
TSC also worked with federal law enforcement agencies and the
intelligence community, each of which may nominate individuals
1o the watch list, to review the redress complaint of any individual
on the terrorist watch list, evaluate whether that person was
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In the fali of 2005, TSC undertook to document formaily the
partieipating agencies’ mutual understanding of their obligations
and responsibilities arising out of the watch Jist redress process.
Competing priorities within participatin g agencies, however,
slowed progress. On June 20, 2006. Vice Chairman Raul
convened a meeting of all relevant agencies and called for a

renewed effort Lo prioritize this projict. - In‘attendance were =~ = - -

Icpresentatives from TSC, the Departments of Stale, Defense,
Treasury, Justice, and Homeland Security, the Office of the
Director of National Intelligence, the FBI, the CIA and the
National Counterterrorism Centor.

The resulting draft Memorandum of Understanding (MOU) is a
constryctive and pusitive step intended to secure a commitment
from these agencies that patticipate in the watch list process
actively to engage in and support the redress process. The MOU
resulted from a six-month period of negotiations between the
agencies mentioned previously. Vice Chairman Raul convened a
final working group meeting on November 30, 2006; in January
2007, a final draft of the MOU was approved and submitted tor the
signature of the heads of these agencies.

The MOU sets forth the existing multi-agency redress process in
significant detail, from receipt of an individual's complaint to the
response sent by the screening agency. Among other things, the
MOU establishes obligations for all parties to secure personal
information, update and correct their own fecord systems, and
share information to ensure redress complaints are tesolved
appropriately. Each participating agency must alse commit to
providing apptopriate staff and other resoucces to make sure the
redress process functions in a timely and efficient manner. Finally,
each agency must designate a senior official that is responsible for
ensuring the agency’s full participation in the redress process and
overall compliance with the MOU.

Once the MOU has been exceuted and implemented, the Board
intends to continue efforts to bring all possible transparency and
public understanding to this process.

Department of Defense Report of the Technology and Privacy
Advisory Committee

35
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In September, 2006, the Departinent of Defense furwarded to the
Board the recommendations of the March 2004 Report of the
Technology and Privacy Advisory Comunittee (T, APAC) to the
Secretary of Defcnse.”® Five of the twelve recommendations
required action on a government-wide basis beyond the authority
of the Department vf Defense. The Board is currently evaluating
that Report to determine the exlcnt to which the #overnment has

already impl d those reco dations and what additional
steps the government should take to complete those
recommendations.

. Admini. ion Cl Processe.

As mentioned above, the Board has been full y integrated into the
various Administration and Executive Branch program and policy
clearance processes, including the OMB Legislative Referral
Memorandum (LRM) process. As such, it regularly receives and is
invited to comment on policy initiatives, programs, regulations,
proposed legislation, and public remarks by agency officiais that
may have privacy or civil liberties implications.
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To cuide effors 10 eseblish the 1SE

en December 16, 2005, President Bush iss
nts und Avencies. Thes Mem um delineated Lo requitements and five
delings which prioritize efforts that the Presidint belioves are most critical to the
development of the JSE und assions, Cabinet officiais_responsibility for olving some of
the maore complicared issues associated with information sharine, The five ouideline;

are: (1) St Standurds for Fow Tnformation is Ace vired, Accessed, Shared, and Used
within the ISE: () Creute Commen Framework for Sharing Information Between and
Amone Federal Agencies and Stare, Local and Teibal Governments. Law Enforcements
Agencies and the Private Sector; (3) Srandardize P cedures For Sensitive Bur
classitied Information: (4) Facilitzte Information Sharing with Forgign Pasin
£3) Protect the Information Privacy Riol ans,

and implement the requirements of IRTPA,

Memnraraium o the 1 tends ot

td to all five sets of guidelines, the Board's Executive
Director is 2 member of the White House Information Sharing Policy Coordination
Committee which sits above all the working groups and dircctly below the Deputies and
Principals Committees,

The President assigned various agencies the lead in developing the fi
guidelines. The Department of Justice and the Office of the Ditector of National
Intelligence were jointly agssigned the lead in developing Guidelime 5. now referred to as
the ISE Privacy Guidelines. Within those agencies, the lead was assigned to Jane

Horvath, DOJ's Chief Privacy and Civil Liberties Dfficer, and Alex Joel, ODNI's

Liberties Protection Officer. - This ISE Privacy Guidelin rafting group spent April
through November, 2006, soliciting comments and working with the Program Manager

and White House staff, including Homeland Security Council statf and Board staff.,
On May (6, 2006, the Board held its fourth meeting and, among other things, was
briefed on the ISE by Director of National Intelligence John Negroponte and Program
Manager for the Information Sharing Cm t Ambassador Thomas McNamara. On
June 26, at the Board’s eighth meeting, the working aroup teaders Alex Joel and Jane
Horvath briefed the Board specifically on the ISE Privacy Guidelines,

nd implemented in consultation _

Civil __

B - —
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On Noveinber 16, 2606, Director John Negropome sent 10 Cengress the ISE
Tieplementation Plan. which discusses how to b ibaut wy indormation sharing
caviranment. Althoigh the purameters of the plan were adopled in Deceniber 2003, prior
w the Board's existenc : Roard’s Exeetive Director did ofer substantive advice

ding its content,_On November 22, 2006. the Presidgns upproved she Guidelines 1.
2. 4. und S report. including the recommendation that the ISE privacy suideline be is
These were subsequently released 1o the public by the Program Manacer,
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The ISE Privacy Guidelines, (Protect the Informarion Privacy Riehts and Othe
Lewal Rishts of Americuns) work in conj

guidelines, requiring each set to address its specific area of interest in a manner that
protects the privacy rights and civil liberties of Americans. The guidelines must also

—

The ISE Privagy Guidelines regulations establish an information sharing
framework that balances the dual imperatives of sharing information and protecting
privacy by establishing uniform procedurés to implement required protections in unique
legal and mission environments. Tn addition, the framework establishes an ISE privacy i
governance structure for compliance. The framevwork attempts to strike a balance 1
between consistency and customization, substance and procedure, oversight and - | Deleted: 2005 und implomentect in
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Program Manager
agencies fo: identify any privacy-protected information to be shared; enable other : [ ———
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about U.S. Persons; assess aid document applicable legal and policy rulcs and B ﬁ%"&—_ﬁ
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and, where appropriute, redress procedutes; and identify an ISE Privacy Cfficial to ensure e
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The ISE Privacy Guidelines are based on a set of core principles that requires B

the 18H Privacy Guidelines. cgu
to designate an ISE Privacy Official to oversee the full implementation of the privacy N
regulations. The ISE Privacy Official is the department or agency’s senior privacy official (as ~ *.
designated by statute or executive arder, or as otherwise identified in response to OMB \
Memorandum M-035-08 dated February 11, 2005). ¥ a different official would be better
situated to perform this rale, be or she may be so designated by the head of the agency.
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The ISE Privacy Guidelines also provide for an ISE Privacy Guidelines Committee, .

consisting of the ISE Privacy Officials of the departments and aééncfes comprising the | Deleted: s 1
Information Sharing Council (ISC), and chaized by a seniar official designated by the Program
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Manager. Working eloscly with the Privacy and Civil Liberties Oversight Board as it
cxercises its oversight mission, the committee will seek to ensure consistency and
standardization in implementation, as well as serve as a forum to share best practices and
resolve inter-agency issucs. ‘the ISE Privacy Guidelines Committee will continually refine its
guidance as the ISE develops and as specitic sharing mechanisms are institutionalized. The
Program Manager has designated Alex Joel and Jane Horvath to serve as co-chairs of this ISE
Privacy Guidelines Committee, which will include the Board’s Fxecutive Director as o
member.

The Board instructed its staff to meet with the Program Manager and provide options
concerning its on-going oversight role and how that role can be most effectively and
efficiently exercised.

39



142

DRAFT

VI. THE YEAR AHEAD

Aller working te establish the foundation discussed throughont this report, the
Board looks forward te continuing to fulfill its stalutory responsibilities in the upcoming
year. The Board intends to utilize the knowledge and trust built over the last year to
engage, as time and resources allow, issues that will have the greatest impact on the
greatest number of U.S. Persons. While it is impossibie to foresee all issues that may
arise in the coming year warranting the Board’s attention, issues which the Board
presently intends to pursue include:
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© Jnformation Sharing Environment (ISE). Asdi sve, the Board is T
specifically charged with responsibility for reviewing the terronism information
sharing practices of executive branch departments and agencies to determine
adherence to guidelines designed 10 appropriately protect privacy and civit
liberties. Accordingly, the Board was integrated into the process chaired by the
Program M for the de D and impl ion uof appropriate
information sharing guidelines for Federal departments and agencies. TheBoard
will work with the Program Manager to institutionalize its implementation *
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U.S. Persons Guidelines. These guidelines limit the government’s ability to

collect, retain, and distribute intelligence information regarding [.S. Persons,
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subject to varying interpretations, and substantially different from one agency to
another. The Attorney General and the Director of National Intelligence have
established a staff level working group to review these guidelines and propose
appropriate reforms. The Board intends to participate in this process.

State and local fusion centers. State,and local law enforcement entities are

establishing joint centers where they share information and data of value to their

common missions. Federal agencies are developing parerships with these
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Administratively, the Board will focus on further developing its staff resources by
supplementing the permanent staff with detaileés from the intelligence, Jaw enforcement,
and technology comniunities. Depending on developing priorities, the Beard intends to
bring in six detailees for terms of six months to one year.

In addition, recognizing the value and benefit of the public dimension to its
responsibilities, fhe Board witl conduct a continuing scrics of open public forums,
perhaps around the:country, that will allow interested American citizens to express their
concerns with regard o privacy and civil liberties implications in the war against
terrorism.

it may adjust its agenda based on evolving

issues and concerns - whether those issues are brought before the Board through its
internal role within the Executive Office of the President or through public comment.
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VII. CONCLUSION

Standing up any new institution takes vision, energy, und commitment. The
Board believes it has made substantial solid progress over the past year in setting
privrities and integrating itself into existing Executive Branch policy formulation and
implementation procedures. The Board is pleased with the enthusiasm and level of
support it is receiving, both substantively and administratively, from White House staff,
the Executive Office of the President and other Federal departments and agencies
essential to the protection of privacy and civil liberties.

Most importantly, as mentioned several times in this report, the Board has
established 1 sound and productive working relatienship with the growing universe of
privacy and civil liberties professionals within the Executive Branch, Working together,
these professionals and the Board arc developing a system of mutual trust and support.
This relationship is fundamental Lo the Board’s.ability to fulfill its role of providing
constructive, objective advice to the President and relevant agency heads.

“I'he American peaple expect the Federal government to proteet them from
terrorism, and to do so consistent with the Constitution and important American values.
The Privacy and Civil Liberties Oversight Board:is one of many. checks and balances
existing within the Federal government to help promote this. It is not a substitute for the
President’s responsibility to preserve, protect, and defend the Constitution of the United
States or Lhe oversight roles exercised by Congress. Instead, it is a significant new body
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% The 110th Congress is considering whether the Board's present construct, as
established by IRTPA, warrants modification. Pending legislative initiatives would
remove the Board from the Executive Office of the President, make it an independent
agency within the Executive Branch, and provide it with subpoena power. Other
proposed changes would keep the Board within the EOP but would require all Members
to be nominated by the President and confirmed by the Senate to staggered six year g

terms, with the Chairman assuming a full-time appointment. ,__ s
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ANSWERS TO POST-HEARING QUESTIONS POSED BY THE HONORABLE LiNDA T.
SANCHEZ, A REPRESENTATIVE IN CONGRESS FROM THE STATE OF CALIFORNIA, AND
CHAIRWOMAN, SUBCOMMITTEE ON COMMERCIAL AND ADMINISTRATIVE LAW TO THE
HONORABLE ALAN CHARLES RAUL, EsQ., PRIVACY AND CIVIL LIBERTIES OVERSIGHT
BoaArD, THE WHITE HOUSE, WASHINGTON, DC

U.S. House of Representatives
Judiciary Subcommittee on Commercial and Administrative Law
July 24, 2007 Hearing

QUESTIONS FOR ALAN CHARLES RAUL
Vice Chairman of the Privacy and Civil Liberties Oversight Board

1. In the Board’s June 15, 2007 letter to Governor Kean and Congressman Hamilton,
Chair Carol Dinkins states that “there has been no occasion where we have not
eventually received all information or cooperation requested” from the Executive
branch.

Please explain any occasions where there was a delay in receiving the information
or cooperation requested.

As explained in detail in the Board’s 2007 annual report to Congress, the Board spent most of its
first several months of existence educating itself and exercising due diligence to become familiar
with the activities of the departments and agencies responsible for protecting the Nation against
terrorism by meeting with senior officials, examining their missions and legal authorities,
learning of their specific programs, and reviewing their operational methodologies and privacy
and civil liberties training, reporting, and auditing programs. When the Board requested access
to specific programs for review, they were granted without exception.

2. In the Board’s June 15, 2007 letter to Governor Kean and Congressman Hamilton
concerning questions about the watch list redress project, which you lead, Chair
Dinkins stated that the Board intends “to review the process and push for as much
transparency as possible.”

What will you and the Board do to ensure that there will be as much transparency
as possible?

The Board has been very actively involved in this issue since its original adoption of priorities in
the spring of 2006. Ibelieve the Board has played a highly constructive role.

The Terrorist Screening Center (TSC) is charged with maintaining the U.S. government’s
consolidated terrorist watch list, which contains the identifying information of all known or
appropriately suspected terrorists. Thirteen months after the Center began operations, it
established a formal watch list redress process. The process allowed agencies that used the
consolidated terrorist watch list data during a terrorism screening process (screening agencies) to
refer individuals’ complaints to the TSC when it appeared those complaints were watch list-
related. The goal of the redress process is to provide timely and fair review of individuals’
complaints and to identify and correct any data errors, including errors in the terrorist watch list
itself.

TSC’s redress process consists of a procedure to receive, track, and research watch list-related
complaints and to correct the watch list or other data that caused an individual unwarranted
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hardship or difficulty during a screening process. Throughout 2005, TSC worked closely with
screening agencies to establish a standardized process for referral of and response to public
redress complaints. TSC also worked with federal law enforcement agencies and the Intelligence
Community, each of which may nominate individuals to the watch list, to review the redress
complaint of any individual on the terrorist watch list, evaluate whether that person was properly
listed and that the associated information was correct, and make any corrections which were
appropriate, including removal from the watch list when warranted.

In the fall of 2005, TSC undertook to document formally the participating agencies’ mutual
understanding of their obligations and responsibilities arising out of the watch list redress
process. Competing priorities within participating agencies, however, slowed progress. On June
20, 2006, I convened a meeting of all relevant agencies and called for a renewed effort to
prioritize this project. In attendance were representatives from the Departments of State,
Defense, Treasury, Justice, and Homeland Security, the Office of the Director of National
Intelligence, the CIA, the FBI, the National Counterterrorism Center, and TSC.

The resulting draft Memorandum of Understanding (MOU) is a constructive and positive step
intended to secure a commitment from these agencies that participate in the watch list process to
engage actively in and support the redress process. The MOU resulted from a six-month period
of negotiations between the agencies mentioned previously. I convened a final working group
meeting on November 30, 2006; in January 2007, a final draft of the MOU was approved and
submitted for the signature of the heads of these agencies.

The MOU sets forth the existing multi-agency redress process in significant detail, from receipt
of an individual’s complaint to the response sent by the screening agency. Among other things,
the MOU establishes obligations for all parties to secure personal information, update and correct
their own record systems, and share information to ensure redress complaints are resolved
appropriately. Each participating agency must also commit to providing appropriate staff and
other resources to make sure the redress process functions in a timely and efficient manner.
Finally, each agency must designate a senior official who is responsible for ensuring the
agency’s full participation in the redress process and overall compliance with the MOU.

Unfortunately, under PL 110-53, the current members of the Board will no longer be able serve
as of January 30, 2008, namely 180 days from the date PL 110-53 was enacted on August 3,
2007. We hope the new members of the Board will be able to carry on these efforts.

3. Page 22 of the Board’s First Annual Report to Congress, states, “In order to maximize
the Board’s effectiveness and to prevent the diffusion of its limited resources across
too many programs, the Board has elected to concentrate on the United States and
U.S. Persons.” Footnote 46 on page 22 of the Report, however, notes that the Board
may revisit this determination.

What was the reason why the Board chose to limit its scope of review?

As there is no express mention in the statute or legislative history suggesting the Board should
address issues outside or beyond the United States or U.S. Persons, to maximize the Board’s
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effectiveness and to prevent the diffusion of its limited resources, the Board determined to focus
on the responsibilities directly assigned to it by Congress.

If Congress appropriated more funds to the Board, would the Board then have the
resources to review, for example, the civil liberties questions raised by the
detention of detainees at Guantanamo, and meet its mission and mandate in
Intelligence Reform and Terrorism Prevention Act of 2004?

As I noted in response to the prior question, the Board did not find any indication by Congress
that it should focus on matters outside the United States or beyond U.S. Persons. The service of
the current members of the Board has been truncated by P.L. 110-53, so presumably new
members of the Board will determine for themselves whether the scope of the Board’s activities
should be modified. Twould note that while P.L. 110-53 significantly amended the Board’s
charter, it did not expand or clarify responsibilities of the Board with respect to matters outside
the United States or beyond U.S. Persons.

Should Congress express a legislative mandate for the Board to review these
areas?

Congress has expressed a revised legislative mandate for the Board in P.L. 110-53 and it
apparently chose not to address these areas.

4. What advice and oversight will the Board give with respect to surveillance activities
conducted by the National Security Agency, as mentioned on page 29 of the Board’s
First Annual Report to Congress?

The Board is in the process of determining what activities the current members should engage in
during the remainder of their service. Speaking personally, I would anticipate reviewing the
impact of the legislation amending FISA on the existing surveillance programs.

5. Please explain the process the Board undertook in concluding that the Executive
Branch considered and, most importantly, protected the privacy and civil liberties of
U.S. Persons in conducting surveillance under the Terrorist Surveillance Program and
the January 10, 2007 Orders of the Foreign Intelligence Surveillance Court.

That process is discussed in detail in the Board’s 2007 annual report to Congress (pp. 26-29).
6. Has the Board completed its assessment of the matters raised in the Justice
Department Inspector General’s report on the use of National Security Letters by the
Federal Bureau of Investigation (FBI)?
Yes. Tanticipate that the Board’s report will be issued presently.
7. What advice and oversight has the Board given the FBI in how that agency should

design and implement a program to ensure compliance with statutes, regulations, and
policies, especially those regarding the FBI’s use of National Security Letters?
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The Board’s recommendations and findings will be contained in a report for the Attorney
General and released to the public.

8. How confident are you that the Department of Defense’s Counterintelligence Field
Activities did indeed purge the TALON system of all inappropriately collected and
retained information, as contended in the Board’s First Annual Report to Congress on
page 31?7

The Board is very confident. And in any event, it should be noted that the Department of
Defense announced August 22, 2007 that it is disbanding the entire TALON data base. The
Board believes that its efforts, and in particular, those of Member Francis Taylor, were helpful in
encouraging the Department of Defense to revisit this program.

9. Please explain why the brief statement on the National Security Letters abuses by the
FBI was relegated to the cover letter of the Board’s First Annual Report to Congress,
and not included as an extensive discussion in the Report.

The prominent placement of the Board’s highly critical assessment of the NSL situation in the
cover letter transmitting the Board’s report to Congress was explained at the July 24, 2007
oversight hearing. The Board’s report covered the time period from its first meeting on March
14, 2006 up to March 1, 2007. Given that the Board’s review of the FBI matter did not begin
until after that date, the Board wanted to ensure that its critique of the NSL situation received
significant public attention. Discussion of the NSL problems in the cover letter addressed to the
President of the Senate and the Speaker of the House of Representatives assured prominent
congressional and public attention to this highly troubling matter.

10.  How independent can the Board be when it initially cedes to nearly all the suggestion
by the White House Counsel’s Office, such as the reference to the Material Witness
statute, as Mr. Lanny Davis discusses in his May 14, 2007 letter to the Board?

The White House and inter-agency staffing process produced various editing suggestions for the
Board’s report. The suggested edit of the Material Witness reference was one of them. This
proposed deletion (like the others) was by no means intended — or received — as any kind of
binding direction. My recollection is that following a discussion I had with a White House staff
member, the White House receded from the proposed deletion. (I discussed it with staff because
I was an original proponent of including this Material Witness language in the Board’s report.)
Indeed, I considered the Material Witness issue to have been very easily resolved to the Board’s
satisfaction, and any suggestion to the contrary does not comport with my recollection or
understanding.

11.  What has the Board done to address the concerns Mr. Davis’ discussed in his May 14,
2007 letters to the President and to the rest of the Board?

My understanding is that the remaining members of the Board did not agree with Mr. Davis’
concerns as articulated in his letters.
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12, Mr. Davis has likened the positioning of the Privacy and Civil Liberties Oversight
Board within the Executive Office of the President to trying to “fit a square peg in a
round hole.”

Do you agree with that statement?

13. As a member of the Board, were you required to submit your statement for the July
24, 2007 Subcommittee on Commercial and Administrative Law hearing to the White
House for clearance?

1 did submit my draft statement for review and comment; and, it is my understanding that, under
standard Administration protocols, draft Executive Branch testimony is supposed to be staffed
and reviewed through the legislative clearance process administered by OMB. Since the then
applicable statutory language governing the Board’s activities expressly stipulated that the Board
“shall perform its functions within the executive branch and under the general supervision of the
President” (P.L. 108-458, Sec 1061(k), consulting the White House was, of course, particularly
appropriate.

14, What have been the Board’s greatest accomplishments and challenges, to date?

The Board’s accomplishments are discussed in great detail in its 2007 annual report to Congress.

Without doubt our greatest accomplishment was standing up a brand new organization. In order
to stand up its operation during the first year, the Board allocated its resources among three core
areas, discussed below, to build a foundation on which to offer substantive advice and oversight.
Activities in these areas have helped the Board establish its viability, subject matter expertise,
and credibility. The Board unanimously identified substantive accomplishments in these three
areas at the outset as necessary prerequisites for long term success and included them in its first
annual agenda, adopted in June 2006.

Organization, Administration and Process. The Board understood that, due to its part-time
Membership, it had to establish the means and infrastructure necessary to help it accomplish its
statutory mission. Toward that end, it has hired a professional staff, reached agreement with the
Director of National Intelligence on the scope and logistics of detailing additional staff from
within the Intelligence Community, acquired the necessary security clearances, built out
appropriate office space with secured facilities for classified information, and developed a web
site for communication with the public. Due to its position within the White House Office, the
Board receives additional administrative support from White House staff.

Education and Outreach. The Board has engaged policy officials and experts within the
Executive Branch, Congress, the public, and private, non-profit, and academic institutions. It has
taken great care and exercised due diligence to become familiar with the departments and
agencies responsible for protecting the Nation against terrorism by meeting with senior officials,
examining their missions and legal authorities, learning of their specific programs, and reviewing
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their operational methodologies and privacy and civil liberties training, reporting, and auditing
programs. For example, the Board has met personally, among others, with the Attorney General,
the Secretary of the Department of Homeland Security, the Director of National Intelligence, the
Directors of the National Counterterrorism Center and National Security Agency, the
Information Sharing Environment Program Manager, the Undersecretary of the Treasury for
Terrorism and Financial Intelligence, and the President’s senior staff. Among other non-
governmental experts and advocacy groups, it has met with representatives from the American
Civil Liberties Union, the Electronic Privacy Information Center, the Center for Democracy and
Technology, the Markle Foundation, and the American Conservative Union. It also held its first
public forum at Georgetown University on December 5, 2006.

As a part of this education and outreach effort, the Board has made it a priority to work with a
new and growing network of Executive Branch homeland security professionals specifically
dedicated to consideration of privacy and civil liberties issues. The Board considers one of its
fundamental responsibilities to foster a sense of community among these new professional
privacy and civil liberties officers and members of the relevant professions that have existed
within the Federal government for decades — including attorneys, inspectors general, and relevant
program policy officials. The Board intends to continue providing these offices with the
necessary support to enable them better to accomplish their own responsibilities.

Issue Prioritization. The Board’s existing statutory authority is broad. The Board has focused
on those issues that could provide the most value for the American people, the President, and the
Executive Branch. Policies and programs warranting the Board’s attention will evolve over
time. Identification of these priorities will necessarily change as new initiatives are considered,
developed, and implemented. This report outlines the process and consideration undertaken by
the Board in developing and reviewing those issues.

The biggest challenge proved to be convincing a skeptical Congress and privacy community to
keep an open mind about the Board’s ability to make an important contribution. In addition, I
believe that organizing additional public sessions and hiring additional staff took longer than I
would have hoped.

15. Can the Board be effective if its members serve on a part-time basis?

Part-time service has the tremendous advantage of allowing senior individuals with considerable
experience to provide their independent perspective to the President and Cabinet officials
without fear of the repercussions of delivering unwelcome advice or oversight. Of course, there
are challenges resulting from the competing demands on the time of part-time, special
government employees. On balance, T believe part-time service is beneficial to the Board’s
ability to serve effectively. Additional staff, however, is desirable in order to ensure that the
Board is in a position to probe deeply and persistently into the matters within its jurisdiction.

16.  What steps have been taken to replace Mr. Davis on the Board? When can we expect
to see his position filled?
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Decisions on replacing Mr. Davis are the province of the President. The Board has no role in
selecting its own members.

17.  What are the Board’s major priorities for the coming year?

Our priorities were outlined in the 2007 annual report to Congress. Of course, the current
members of the Board may not serve beyond January 30, 2008, pursuant to P.L. 110-53. But to
the extent possible, the Board had agreed to pursue the following priorities:

o Information Sharing Environment (ISE). As discussed above, the Board is specifically
charged with responsibility for reviewing the terrorism information sharing practices of
Executive Branch departments and agencies to determine adherence to guidelines
designed to appropriately protect privacy and civil liberties. Accordingly, the Board was
integrated into the process chaired by the Program Manager for the development and
implementation of appropriate information sharing guidelines for Federal departments
and agencies. The Board will work with the Program Manager to institutionalize its
implementation oversight role.

o Government surveillance operations. The Board will continue to exercise its oversight
role over terrorist surveillance.

o Terrorist watch list issues. The Board played a role in coordinating efforts among the
various Federal departments and agencies to establish a unified, simplified redress
procedure for individuals with adverse experiences during screening processes. The
execution of an interagency memorandum of understanding on redress procedures is only
a first step in establishing a simple, transparent process. The Board will continue its
efforts to promote this process.

o USA PATRIOT Act and National Security Letters (NSLs). The 2006 reauthorization
included over 30 new civil liberties protections. The Board will work with the
Department of Justice to monitor implementation of these protections.

o Federal data analysis and management issues. Board Members intend to enhance
significantly their understanding of issues associated with data mining activities, data
sharing practices, and governmental use of commercial databases. This level of
understanding will assist the Board in its review of many Federal anti-terrorism
programs. Toward this end, the Board will follow up on recommendations of the March
2004 report of the Technology and Privacy Advisory Committee (TAPAC) to the
Secretary of Defense, Safeguarding Privacy in the Fight Against Terrorism.

o (LS. Persons Guidelines. These guidelines limit the government’s ability to collect,
retain, and distribute intelligence information regarding U.S. Persons. These guidelines
are applicable to agencies in the intelligence community pursuant to Executive Orders
12333 and 13284, As was noted in the 2005 report to the President on Weapons of Mass
Destruction, these rules are complicated, subject to varying interpretations, and
substantially different from one agency to another. The Attorney General and the
Director of National Intelligence have established a staff level working group to review
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these guidelines and propose appropriate reforms. The Board intends to participate in
this process.

o State and local fusion centers. State and local law enforcement entities are establishing
joint centers where they share information and data of value to their common missions.
Federal agencies are developing partnerships with these centers. The Board will review
these sharing practices to ensure that privacy rights and civil liberties concerns are taken
into appropriate consideration.

o National Implementation Plan (N1P). The National Counterterrorism Center is presently
conducting the first strategic review of the NIP. The Board is interested in the results of
this review and actions taken as a result of its findings and recommendations. The Board
will also continue to monitor those on-going NIP tasks and activities that might raise
privacy or civil liberties concemns.

o Department of Homeland Security Automated Targeting System (ATS). ATS is a decision
support tool used by Customs and Border Protection to assist in making a threshold
assessment in advance of arrival into the U.S. based on information that DHS would
otherwise collect at the point of entry. The Board intends to review this system.

e Material Witness Statute. As a result of concerns raised at its December 5, 2006
Georgetown University forum, the Board will investigate public expressions of concern
over how this statute is being used in Federal anti-terrorism efforts.

18. Does the Board have a member with experience in immigration rights? 1f not, do you
believe the Board would benefit if a member had specific immigration rights

experience?

I do not believe that any current member of the Board has distinct immigration rights experience.
This could be one of various different areas of experience that could be valuable to the Board.

19.  Please provide your views of H.R. 2840, the “Federal Agency Protection of Privacy
Act of 2005 which was considered in the 109™ Congress.

Neither I nor the Board has reviewed or opined on this legislation.
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ANSWERS TO POST-HEARING QUESTIONS POSED BY THE HONORABLE LiNDA T.
SANCHEZ, A REPRESENTATIVE IN CONGRESS FROM THE STATE OF CALIFORNIA, AND
CHAIRWOMAN, SUBCOMMITTEE ON COMMERCIAL AND ADMINISTRATIVE LAW TO THE
HoONORABLE HuGO TEUFEL III, EsQ., U.S. DEPARTMENT OF HOMELAND SECURITY

Question#: | 1

Topic: | Privacy Act

Hearing: | Privacy in the Hands of Government: The Privacy and Civil Libertics Oversight
Board and the Privacy Olficer lor the U.S. Department ol Homeland Security

Primary: | The Honorable Linda T. Sanchez

Committee: | JUDICIARY (HOUSE)

Question: Your office acknowledges on page 24 of the April 2007 Government
Accountability Office (GAO) Report on DHS Privacy Office: Progress Made but
Challenges Remain in Notifying and Reporting to the Public, that “the biggest challenge
it faces in ensuring DHS compliance with the Privacy Act” is updating legacy system-of-
records notices.

What efforts has your office made in identifying, coordinating, and updating these
notices?

When do you anticipate fully completing the process?

Answer: When the Department was created, the Privacy Office was faced with the
unprecedented task of updating nearly 300 legacy systems of records, in addition to all
our other statutory responsibilities. Given our significant workload, we were forced to
prioritize our efforts. We focus on writing System of Record Notices (SORNs) for new
systems first. Next we tackle those legacy SORNs whose systems are undergoing
changes which necessitate a new SORN. Following these, we reissue legacy SORNs
describing systems with a significant impact on personal privacy. Finally, we examine
legacy SORNSs describing routine systems with relatively little impact on personal
privacy. These lower priority legacy SORNs often require little updating other than
changing, for instance, “U.S. Customs Service” to “Customs and Border Protection” and
“U.S. Department of Homeland Security.”

While the review is underway, the privacy of US Citizens and Lawful Permanent
Residents is protected, as the components continue to function under these legacy
SORNSs. Such use is permitted under section 1512 of the Homeland Security Act of 2002
— the Savings Provision — whereby the Department may rely on SORNs that were
properly in place before the creation of the Department. See 6 U.S.C. § 552(d)

The Privacy Office recently added additional staff to work on this project full time. I plan
to complete the review and reissuance of all legacy SORNs by January 2009,
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Question#: | 2

Topic: | annual report

Hearing: | Privacy in the Hands of Government: The Privacy and Civil Libertics Oversight
Board and the Privacy Olficer lor the U.S. Department ol Homeland Security

Primary: | The Honorable Linda T. Sanchez

Committee: | JUDICIARY (HOUSE)

Question: Your office’s most recent annual report issued in November 2006 covered
activities from July 2004 to July 2006.

When can we expect your office’s next report?

Answer: We are completing work on the annual report and it will be public soon.
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Question#: | 3

Topic: | OMB Circular A-130

Hearing: | Privacy in the Hands of Government: The Privacy and Civil Libertics Oversight
Board and the Privacy Olficer lor the U.S. Department ol Homeland Security

Primary: | The Honorable Linda T. Sanchez

Committee: | JUDICIARY (HOUSE)

Question: Office of Management Bureau (OMB) Circular A-130 directs federal agencies
to review their notices biennially to ensure that they accurately describe all systems of
records. Apparently DHS has not been in compliance.

Why?

How will your office ensure that DHS will be in compliance with OMB Circular A-130?

Answer: Given the vast number of systems of records inherited from legacy agencies
which became DHS, we have had to prioritize our review of all our systems of records as
described above. We recently expanded the compliance staff to facilitate this review and
anticipate being in full compliance with this requirement once our initial survey of all
legacy systems of records is complete in January 2009. DHS will provide an update
within the FISMA and Privacy Reporting provided quarterly and at the end of each fiscal
year.
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Question#: | 4

Topic: | GAO recommendation

Hearing: | Privacy in the Hands of Government: The Privacy and Civil Libertics Oversight
Board and the Privacy Olficer lor the U.S. Department ol Homeland Security

Primary: | The Honorable Linda T. Sanchez

Committee: | JUDICIARY (HOUSE)

Question: The GAO recommended in its April 2007 report that DHS designate full-time
privacy officers in key departmental components to help speed the processing of privacy
impact assessments. The GAQ indicated that DHS took this recommendation “under
advisement.”

What is the current status of DHS’s consideration of this GAQ recommendation?

Answer: The Privacy Office recognizes a strong correlation between the designation of
privacy officers at the component and program level, and the success of the Privacy
Office’s mission within those components and programs. Privacy officers at the
Transportation Security Administration and the United States Visitor and Immigration
Status Indicator Technology (US-VISIT) program office, for instance, are an important
factor ensuring privacy is operationalized. While GAO observed that the components
with designated privacy officers have produced a majority of the PTAs issued to date, this
is just one example of the important contribution these component privacy officers make
in embedding privacy into departmental programs. These component privacy officers
provide day-to-day privacy expertise within their components to programs at all stages of
development, ensuring that privacy is considered from the design through the
implementation phase of every program within their component.

This recommendation is consistent with DHS Privacy Act Compliance Management
Directive (MD) No. 0470.2. Specifically, section V.B.1. of the MD directs Under
Secretaries and all DHS Designated Officials to: “Appoint an individual with day-to-day
responsibility for implementing the privacy provisions of the Privacy Act, and any other
applicable statutory privacy requirement.”

Since GAO made this recommendation, FEMA has designated a privacy officer, the
Science and Technology (S&T) directorate has identified a full time privacy point of
contact, and U.S. Citizenship and Immigration Services and Immigration and Customs
Enforcement have posted vacancy announcements for privacy officers on usajobs.gov.

The Privacy Office will continue to press the importance of placing privacy officers
within the components and work with the Department to develop position descriptions
and provide necessary training to support this development. We are working with senior
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leadership of the Department to designate component privacy officers in components that
make significant use of PIL.
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Question: What specifically has DHS done to ensure timely production of reports so that
the public does not perceive DHS as neglecting privacy concerns and can also obtain
some value from timely reports?

Answer: The Privacy Office acknowledges the need for the timely issuance of its reports,
including its annual report, and applies full effort to meet any report deadlines. The
Privacy Office works with components and programs impacted by its reports to provide
for both full collaboration and coordination within DHS and timely issuance of its
reports. We are confident that our reports will be timelier in the future. Our next annual
report will cover the period from July 2006 to July 2007, and will soon be completed and
sent to Congress.

In its initial formative years, the Privacy Office focused on building the initial mechanism
to operationalize privacy protection across the still-evolving Department. The Privacy
Officer is further extending the reach of the Office and creating a stable, scalable model
for federal government privacy protection — an important part of which is timely, reliable
administration and reporting.
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Question: The Privacy Office sponsors programs for new employees as well as ongoing
programs for current employees on privacy concerns.

What efforts has the Privacy Office made to determine whether these employee programs
are effective and actually result in improved privacy protections?

Answer: The Privacy Office believes effective privacy training is critical to ensuring
compliance with the Privacy Act and all other laws and procedures relating to privacy.
The Privacy Office regularly seeks to improve training materials and to discover new
needs for privacy training across the Department, particularly in new program areas. For
example, in June 2007, the Chief Privacy Officer and the Undersecretary for
Management issued a joint memorandum to all DHS components outlining requirements
for protecting personnel-related data. The memorandum requires all DHS personnel
handling personnel related data to be trained on privacy by the beginning of October
2007. Additionally, in response to OMB M-07-16, the Privacy Office in coordination
with the Chief Human Capital Officer and the Office of the General Counsel, plan to roll
out training on preventing and responding to data breaches including PIL

The Privacy Office has not yet undertaken a systematic review of the effectiveness of its
training, as its training modules are still relatively new. As DHS compiles its overall
personnel education program, and as the Privacy Office integrates its existing and
developing privacy training into that departmental education enterprise, it will become
easier for the Privacy Office to measure and track the effectiveness of the various training
programs it provides.
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Question: In its April 2007 report, the GAO recommended that DHS develop policies

concerning the department’s use of personal information obtained from commercial data

providers.

Has DHS drafted such a policy, and if not, why the delay?

Answer: The Privacy Office has incorporated a number of questions regarding

commercial data providers and the use of commercial data into its latest Privacy lmpact
Assessment Official Guidance material. This follows upon the specific recommendation
of the DHS Data Privacy and Integrity Advisory Committee December 6, 2006, report to
the Secretary and Chief Privacy Officer advising that the Office revise the PTA template

to include examination of agency use of commercial data.

Given the different uses of commercial data at DHS, the Privacy Office has determined it

will not issue department-wide policy on the use of commercial data; rather, the office

will provide narrowly tailored guidance through the PIA process. The PIA process is the
best way to ensure that the Office is made aware of the uses of commercial data and that

programs have considered the privacy impact of using such data in their programs.
Programs are asked, for example, to describe why information from a commercial
aggregator is being used; why such data is relevant and necessary to the program’s
purpose; whether the commercial aggregator of information is used to check data for
accuracy and if so to describe this process and the levels of accuracy required by the
contract; how the reliability of the commercial data is assessed; and how data accuracy
and integrity are preserved.

The Privacy Office may issue more general guidance on commercial data in the future.
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Question: How does the Privacy Office assure agency compliance with the Privacy Act
of 19747

‘What authority does the Privacy Office have to compel compliance with privacy
requirements?

Should the Privacy Office be given subpoena power and broader power to initiate
investigations?

Answer: Section 222 of the Homeland Security Act makes the Chief Privacy Officer
responsible for “assuring that personal information contained in Privacy Act systems of
records is handled in full compliance with fair information practices as set out in the
Privacy Act of 1974 The Privacy Act carries civil and criminal liability for non-
compliance. All Privacy Act complaints received by the Privacy Office will be referred to
the DHS Office of Inspector General (O1G) for their consideration and action. If
investigations initiated by the Privacy Office uncover non-compliance with the Privacy
Act, we will similarly refer the matter to the OIG.

The Privacy Officer already has broad authority to initiate investigations and reviews of
privacy matters at the Department. The Implementing Recommendations of the 9/11
Commission Act of 2007, moreover, granted the Chief Privacy Ofticer with the power to
issue subpoenas in some instances.
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Question: What role do you envision for the Data Privacy and Integrity Advisory
Committee in assisting you in carrying out your duties?

Have you sought advice from that Committee on specific issues? If so, please explain.

What steps, if any, have you taken to ensure that the Committee’s recommendations —
such as its recommendation regarding radio frequency identification technology (RFID) —
are incorporated into departmental policy?

Answer: The purpose of the Data Privacy and Integrity Advisory Committee (DPIAC) is
to provide the Secretary and Chief Privacy Officer on programmatic, policy, operational,
administrative, and technological issues within DHS that affect individual privacy, data
integrity, and other privacy related issues.

In the past two years, the Committee has issued six reports with 36 recommendations to
the Department, based on our specific requests:

1. Comments Regarding the Notice of Proposed Rulemaking for Implementation of
the REAL ID Act

2. Use of Radio Frequency Identification (RFID) for Human Identity Verification
3. Use of Commercial Data Report

4. Framework for Privacy Analysis of Programs, Technologies, and Applications
5. Recommendations on the Secure Flight Program

6. Use of Commercial Data to Reduce False Positives in Screening Programs

Committees established under the Federal Advisory Committee Act (FACA) may only
provide advice. Federal officials are ultimately responsible for determining whether or
not to implement a given recommendation. In the Privacy Office, we are committed to
ensuring the DPIAC’s recommendations are given due consideration by Department
officials. This is best achieved by involving program officials in the committee activities.
For instance, Department officials regularly provide testimony at DPIAC’s public
meetings and answer the committee’s questions. These officials are encouraged to attend
panel testimony given by privacy community advocacy groups, to hear additional
perspectives on their programs. Finally, reports and recommendations are shared with
program officials for their consideration.
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DPIAC’s guidance on RFID, for example, informs the Privacy Office’s work on RFID-
related projects across the Department. The Privacy Office works closely with the DHS
Radio Frequency Identification Working Group (RFID WG) and those programs across
the Department using RFID to both develop and integrate privacy protection guidance
into the use of this technology.
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Question: What do you consider to be the most pressing privacy issues currently facing
your office and how are you addressing these issues?

Answer: Among the most pressing privacy issues facing our Office is our ability to
provide timely and meaningful guidance to the many programs seeking our assistance
and to integrate that guidance into the actual development and operation of the many
DHS programs that involve personally identifiable information and may raise privacy
concerns. This is especially true of the numerous credentialing (e.g., REAL ID, WHTI,
Enhanced Driver’s License, E-Verify), screening (e.g., Secure Flight, ATS, TWIC,
Trusted Traveler), and intelligence (e.g., NAO) programs, and complex technologies
(e.g., Service Oriented Architecture and advanced analytics) within the Department. To
address this pressing issue, the Privacy Office is adding staff. Moreover, we are
improving our training material and efforts to operationalize privacy so component
employees are better at spotting issues needing the Privacy Office’s attention.
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Question: The 2007 Data Mining Report - DHS Privacy Office Response to House
Report 109-699 (July 6, 2007) (2007 Data Mining Report) notes that a variety of
definitions of data mining exist, including those used by the Government Accountability
Office, Congressional Research Service, and the DHS Inspector General, in addition to
the definition established by Congress in legislation requiring House Report 109-699
(House Report). While the Data Mining Report details the various differences in
definitions, it makes no conclusions about what a useful definition of data mining should
be.

Based on the experience of the Privacy Office in reviewing DHS programs, what
definition of data mining would be most usetul in identifying departmental programs that
could pose privacy questions?

Please provide a rationale for your definition.

Answer: The Privacy Office’s 2007 Data Mining Report utilized a definition of data
mining provided by Congress. Under this definition, “data mining” is:

"[A] query or search or oiher analysis of 1 or more electronic databases,
whereas —

(4) at least 1 of the databases was obtained from or remains under
the control of a non-Federal entity, or the information was acquired
initially by another department or agency of the I'ederal
Government for purposes other than intelligence or law
enforcement; 12
(B) a department or agency of the Federal Government or a non-
Federal entity acting on behalf of the Federal Government is
conducting the query or search or other analysis to find a predictive
patiern indicating lerrorist or criminal activily; and
(C) the search does not use a specific individual’s personal
identifiers to acquire information concerning that individual.”
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This definition satisfactorily captures the meaning of data mining as we understand it.
More importantly, the Privacy Office has a working understanding of the definition and
how it relates to DHS programs, having used it in the 2007 report.

We note that Congress has provided a new definition of data mining in the 9/11
Commission Act. The Privacy Office has not had time to fully analyze the impact of this
new definition on our working understanding of DHS data mining activities.
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Question: The ADVISE Report - DHS Privacy Office Review of the Analysis,
Dissemination, Visualization, Insight and Semantic Enhancement Program (July 11,
2007) (ADVISE Report) notes that several applications have been developed or tested.
One in particular, the Threat Vulnerability Integration System (TVIS) would appear to be
a candidate for inclusion in the 2007 Data Mining Report based on the description
provided in the ADVISE Report. Further, the ADVISE Report notes that TVIS had not
complied with the requirement to conduct a Privacy Impact Assessment (PIA) prior to
using personally identifiable information (PII), thus potentially raising privacy concerns.
While the 2007 Data Mining Report includes a brief description of ADVISE, it makes no
reference to any specific applications of the ADVISE tool.

Why does the description of the ADVISE Program in the 2007 Data Mining Report not
include any references to specific applications?

In particular, why is TVIS not included, either as part of the Data Mining Report’s
discussion of ADVISE or as a separate system?

Answer: The Privacy Office’s 2007 Data Mining report relies upon the definition of data
mining provided in House Report No. 109-699. This definition includes specific
reference to “conducting the query or search or other analysis lo find a predictive paitern
indicating terrorist or criminal activity.” None of ADVISE’s specific applications,
including TVIS, searched for predictive patterns. These early efforts were limited to
establishing whether the ADVISE architecture was even feasible. They focused on
loading data into the system only, and did use of the data to make any predictions of
criminal or terrorist activity. Accordingly, TVIS and other specific applications of
ADVISE, were not included in the report.
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Question: Page 9 of the 2007 Data Mining Report states, “The Privacy Office remains
committed to urging the adoption of these recommendations within DHS; however,
additional time will be needed in order to inform programs fully and develop appropriate
implementations for the recommendations.”

Please explain how much time you estimate will be necessary to inform programs fully
and to develop appropriate implementations for such recommendations.

Is your estimate affected by your staffing resources or amount of appropriations?

Answer: The Privacy Office’s resources are fully engaged with its ongoing
responsibilities. The new investigation, training, and reporting responsibilities within the
9/11 Commission Act will place additional burdens on the office.

The Privacy Office began implementation of the Data Mining Report recommendations
by identifying a group of Component representatives from across the Department who
will work together to address the concerns expressed in the report. Many of the
recommendations will require new research and departmental policies and procedures
(e.g., data quality standards, data mining models, anonymization techniques) that will
necessarily take time to develop and implement properly. We anticipate measurable
progress over the course of this year, reportable in the next annual Data Mining report. In
order for the Privacy Office and the Components to focus on implementation, it is vital
that additional reporting requirements be coordinated for a true annual time frame.
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Question: Page 16 of the Data Mining Report notes that the Privacy Office is “currently
conducting a review of the ADVISE Technology Framework and any associated pilots to
ensure the completion of all appropriate privacy-related documentation.”

Will this review include the preparation of a Privacy Impact Assessment (PTA)?

When will this review be completed?

Answer: DHS recently announced that it will no longer utilize ADVISE, therefore the
Privacy Office has suspended work on a PIA.

Before this announcement, however, the Privacy Office completed its review of ADVISE
and issued a report dated July 11, 2007. The report states that a PIA, as defined by the E-
Government Act of 2002, is not the best mechanism to use in assessing the impact of a
toolset like ADVISE, because these traditional PIAs focus on the particular use of Pl in a
specific context, and a toolset may be used for different purposes by different programs.

The Privacy Office has since created two new mechanisms to guide the articulation of
privacy protections for DHS use of technology and DHS programs that do not fit within
the limited scope of a traditional PIA. The first is the DHS Privacy Office Privacy
Technology Implementation Guide (PTIG). The PTIG is a step-by-step guide IT
managers and developers can use to address privacy compliance requirements throughout
the development and operating life cycle of IT systems.

The second is a new PIA template based on the Fair Information Practice Principles. This
FIPPs PIA template addresses the fundamental privacy concerns that underlie all privacy
analysis: Transparency, Individual Participation, Purpose Specification, Data
Minimization, Use Limitation, Security, Data Quality and Integrity, and Accountability
and Audit. A follow-up, traditional PIA would be required for each particular
deployment of the program based on the toolset where PII is used.

The Privacy Office created these tools for those programs which do not meet the specific
thresholds of the Section 222 of E-Government Act of 2002 but, according to the
requirements of Section 208 of the Homeland Security Act of 2002, should still be
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reviewed for compliance with privacy protection requirements — such as the ADVISE
technology framework.
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Question: Though Data Analysis and Research for Trade Transparency System
(DARTTS) is one of only six data mining systems determined by DHS to be reportable
under Congressional criteria, DHS notes that neither a PIA nor a system-of-records notice
(SORN) has been completed for this system, which is a legacy system brought to DHS
from the Department of the Treasury. Given the prominence of privacy issues associated
with data mining programs, complete privacy documentation for such a program is
critical.

Why has the department not completed the required privacy documentation for the
DARTTS data mining program? When will this documentation be completed?

Answer: As mentioned on page 22 of the Privacy Office’s 2007 Data Mining Report,
ICE is currently working on the privacy compliance documentation for the DARTTS
program. Once ICE completes the first draft of the documentation, the Privacy Office
will work closely with the DARTTS program office to finalize and publish both the PLA
and the SORN.
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Question: The discussion of data security for DARTTS makes much of the fact that the
system has no Internet connectivity and can only be accessed through specially designed
clients. Yet the section on goals and plans for the program notes that an effort is
underway to migrate DARTTS to a web-based interface. Please discuss how security is to
be maintained when the system is made available through a web interface.

Answer: At present, Data Analysis and Research for Trade Transparency System
(DARTTS) is a stand-alone system hosted at the Chester Arthur Building (CAB) in
Washington, DC. DARTTS is operating with a complete certification and accreditation
(C&A) package as required by the Federal Information Security Management Act and
has full Authority to Operate (ATO) valid until September 28, 2009. This means that
appropriate security controls are in place given the nature of the information on the
system. Recently, the plan to make DARTTS an enterprise-wide system was discussed
and funding has been approved for FY08 initiation. This new “web-based” DARTTS will
conform to the DHS Systems Development Lifecycle (SDLC) and ICE Systems
Lifecycle Methodology (SLM), including a complete re-certification and accreditation to
ensure the proper management, operational and technical safeguards are in place to
secure the upgraded system. In accordance with DHS Sensitive Systems Policy and
Handbook 4300A, Information Technology Security Program, DARTTS will obtain a
new Authority to Operate (ATO) as an enterprise-wide system at an acceptable level of
risk to ICE and DHS. Approved privacy documentation would also be required prior to
the ATO being issued.
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Question: Based on the information provided in the report, very little progress appears to
have been made in implementing the recommendations of the 2006 DHS Data Mining
report. It appears that in two cases (centralized oversight of DHS data mining and
anonymization), the Privacy Office in the 2007 Data Mining Report adopts a weaker
position than recommended the previous year.

Why has DHS been so slow to take action on the Privacy Office’s recommendations
regarding data mining?

Does the Department support the Privacy Office’s recommendations?

If not, why not?

Answer: The Department supports the Privacy Office’s recommendations. This past
year, implementing those recommendations has been particularly difficult and, as
mentioned in earlier responses to the above questions, the Privacy Office must evaluate
and prioritize the multitude of different high priority projects and issues.

The Privacy Office works closely with the Components to ensure programs comply with
privacy protection requirements. New recommendations, particularly recommendations
that trigger full departmental coordination and new scientific research are important, but
must be implemented once higher priority tasks are completed.

This year, the Privacy Office started working immediately upon release of its Data
mining report and will be organizing the first Departmental data mining working group in
the next couple of months. The Privacy Office has also started working with S&T to
define the kind of research required to identify, develop and implement anonymization
technologies across the Department.
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Question: Several of the recommendations relate to policy formulation, yet the 2007
Data Mining Report suggests that new policies to address the recommendations have not
yet been drafted.

Why has the Privacy Office not yet drafted policies regarding automated decision making
and individual review and redress?

When will such policies be in place?

Answer: As explained in the answer to question 17, the Privacy Oftice must triage and
prioritize new obligations. The Privacy Office plans to work on new data mining policies
and guidance during the year between this last annual data mining report and the next. It
1s important to note the new Data Mining report identified in the recent 9/11 Commission
Act identifies an accelerated reporting period and provides another definition of “data
mining.” In order to meet the short publishing deadline of this new report, the Secretary,
in conjunction with the Privacy Office, will again have to triage its obligations and focus
on statutory requirements over implementing recommendations.
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Question: Several of the recommendations relate to development of standards, yet the
2007 Data Mining Report is not clear about whether any work has been done on these
standards to date.

When will standards for data quality and validation of models or rules derived from data
mining be developed?

What is the Privacy Office doing to ensure that standards are drafted as quickly as
possible and become part of departmental policy as soon as they are available?

Answer: The Privacy Office is working closely with S&T to identity criteria for new
standards for data mining programs in the Department. As mentioned in the answers to
questions 17 and 18, above, the Privacy Office made the difficult choice to respond to
reporting mandates with deadlines over the type of large-scale new recommendations
identified in its previous report.

The Privacy Office retains its belief in the importance of technical and policy standards
for complex technologies like data mining and has initiated discussion with both S&T
and OCIO regarding how best to proceed in the long term effort to define, develop, and
deploy new standards for data mining technology.
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Question: Does the Privacy Office intend to draft a departmental policy regarding strong

audit capabilities for data mining programs?

When will this policy be in place?

Answer: The Privacy Office intends to coordinate with the CISO to define “audit” in a

way that is meaningtul to IT developers, Information Security professionals, as well as
privacy compliance and policy practitioners. The Privacy Office will coordinate the

development of this unified definition and then extend the collaboration to develop and

deploy a privacy-supportive system audit process that aligns with the Privacy Office’s
intended privacy audit program which the Privacy Office is only now able to begin
conceptualizing given limited resources and competing priorities.
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Question: The original recommendation suggested that data mining projects should be
reviewed in advance by a separate organization within DHS, such as the DHS Data
Integrity Board. Not only has this not been adopted, the Privacy Office now recommends
only that a “coordinating group” of data mining programs be established to harmonize
policies and practices.

Why does the Privacy Office no longer believe that some form of oversight of data
mining programs is necessary?

How can the Privacy Office’s current proposal—to establishing a coordinating group
among data mining programs—provide a means for determining whether such programs
have the proper authority to operate?

Answer: The Privacy Office believes that a strong cross-Component coordinating group
is the most effective mechanism to assure collaboration and cooperation on the complex
issue of data mining technology and programs.

The DHS Data Integrity Board is a statutorily mandated board (5 U.S.C. § 552a(u)
narrowly focused on data matching agreements and thus is not the appropriate body to
address the nature and use of data mining technology across the Department.

DHS currently has similar coordinating groups for other technologies such as biometrics,
RFID, and Geospatial technologies. There is a robust precedent for technology
coordinating groups across the Department. The Privacy Office will play the leading role
in bringing together S&T to research data mining technology, OCIO to deploy, and the
Operational Components to use and report on the effectiveness and compliance of data
mining over this next year. Of course, the Privacy Office has oversight authority,
generally, and with respect to data mining at the Department.
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Question: The original recommendation was that data mining projects should give
explicit consideration to using anonymized data and document this consideration in their
PIAs. The Data Mining Report, however, discusses anonymization as a research topic
and states that the Privacy Office will use the results of its research to determine how best
to integrate anonymization within DHS systems.

Why is the Privacy Office no longer calling on data mining programs to give explicit
consideration to incorporating anonymization?

Please provide specific reasons why the Privacy Office has changed its position and
discuss why those reasons did not apply when the 2006 Data Mining Report was issued.

Answer: Since the 2006 recommendations, the Privacy Office identified several
unresolved issues related to the techniques and effectiveness of different anonymization
techniques. The Privacy Office recently began discussion with S&T concerning research
on approaches to anonymization including how best to anonymize so data is still usable
in operational settings, and how to implement anonymizing practices uniformly
throughout the Department.

The Privacy Office continues to address the issue of anonymization with any program
offices of data mining systems and will coordinate deployment of the final DHS
anonymization policy and procedures as soon as they are finalized.
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Question: In February 2007, the Government Accountability Office (GAO) issued a
report on the DHS’s development of an analytical tool known as Analysis Dissemination,
Visualization, and Semantic Enhancement (ADVISE)." In its report, GAO found that
DHS had not yet assessed privacy risks associated with use of the ADVISE tool, such as
the potential for erroneous associations of individuals with crime or terrorism, the
misidentification of individuals with similar names, and the use of data that were
collected for other purposes. Accordingly GAO recommended that DHS immediately
conduct a PIA of the ADVISE tool to identify potential risks and implement controls to
mitigate those risks. The ADVISE Report notes that “some deployments of ADVISE
used personally identifiable information without first conducting a privacy impact
assessment as required.”

Why does the ADVISE Report not address the larger risks to privacy of the
ADVISE tool itself that the GAQO identified in its report?

What is the status of the Privacy Technology Implementation Guide (PTIG)
referenced in the ADVISE Report as part of the long term solution?

Will the PTIG include the Privacy Office’s recommendations regarding data
mining, as stated in the 2006 Data Mining Report? 1f not, why not?

Answer: The Privacy Office’s ADVISE report targeted that area of the issue that had not
been covered by other reports on ADVISE: Whether there were specific violations of
privacy protection requirements. At the time the Privacy Office’s ADVISE was drafted,
the plan was to issue specific privacy guidance for using the ADVISE tool. In working
through that separate drafting process, the Privacy Office decided that it would be more
effective to start with overall guidance for technology projects and issued the PTIG. The
next step would have been to use the overall guidance as a foundation for ADVISE-
specific privacy technology guidance. The Privacy Oftice also planned to use the newly
developed FIPPs P1A Template to address the overall privacy concerns related to the
ADVISE technology framework.

1 u.s. Government Accountability Office, Data Mining: Early Attention to a Key DHS
Program Could Reduce Risks, GAD-07-293, (Washington: DC, February 28, 2007).
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Question#: | 23
Topic: | GAO
Hearing: | Privacy in the Hands of Government: The Privacy and Civil Libertics Oversight
Board and the Privacy Olficer lor the U.S. Department ol Homeland Security
Primary: | The Honorable Linda T. Sanchez
Committee: | JUDICIARY (HOUSE)

Since the publication of Privacy Office’s ADVISE report, the Department announced it
will no longer utilize ADVISE.

The Privacy Office released the PTIG on August 16, 2007. It is posted on the Privacy
Office’s public facing website: www.dhs.gov/privacy.
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Question#: | 24

Topic: | ADVISE Report

Hearing: | Privacy in the Hands of Government: The Privacy and Civil Libertics Oversight
Board and the Privacy Olficer lor the U.S. Department ol Homeland Security

Primary: | The Honorable Linda T. Sanchez

Committee: | JUDICIARY (HOUSE)

Question: The ADVISE Report describes the PTIG as “recommendations for
incorporating privacy protections into the early stages of project development.”

Will DHS data mining programs, including ADVISE, be required to address these
recommendations?

For example, if the PTIG identifies a privacy risk related to ADVISE, will the Science
and Technology Directorate (S&T) be required to implement mitigating controls?

Answer: As currently written, the PTIG is a general guide that articulates a combination
of recommendations and requirements. All existing privacy compliance requirements are
already managed through the Privacy Office’s privacy compliance process and the
combination of the CISO’s security requirements and OGC’s legal requirements.

The Privacy Office will use the recommendations in the PTIG to extend the existing
privacy compliance review and documentation process; thus through the existing PTA,
PIA, and SORN process, the Privacy Office will review the identified privacy protection
risks relevant to a particular program and document how the program office has mitigated
those risks. Since the PTIG drew from the considerations articulated in the various
Privacy Office privacy compliance documents and policies, if a program office were to
follow all of the recommendations in the PTIG, it would be easily able to demonstrate
that it considered privacy protection at the front end of system design and development
and could thoroughly articulate the privacy risk and mitigations that deployed along with
the system itself.
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Question#: | 25

Topic: | ADVISE

Hearing: | Privacy in the Hands of Government: The Privacy and Civil Libertics Oversight
Board and the Privacy Olficer lor the U.S. Department ol Homeland Security

Primary: | The Honorable Linda T. Sanchez

Committee: | JUDICIARY (HOUSE)

Question: The ADVISE tool has been under development by S&T since 2003 when the
Privacy Office was established.

Why were the issues and recommendations identified in the ADVISE Report not
identified earlier on?

Was this a case of a communication breakdown or a DHS component not following the
advice of the Privacy Office?

What steps is the Privacy Office taking to avoid this situation in the future?

Answer: Both the Privacy Office and S&T started as new organizations when the
Department was first created and over the three years since then there has been a great
deal of fast-paced growth, reorganization and organizational integration. ADVISE as a
technology framework, and as a set of deployments, existed as a DHS program and also
as an outsourced effort led by outside organizations and individuals who are no longer
associated with the effort or the various organizations. The ADVISE technology
framework itself is complex, overshadowed only by the technical challenges it was
designed to overcome.

Notwithstanding the cancellation of the ADVISE program, the recommendations in the
Privacy Office’s ADVISE report identified a series of long term responsive actions that
the Privacy Office and S&T can implement to better coordinate and integrate privacy
compliance into the S&T’s overall research practices.

In addition, S&T has recently dedicated a full-time position as a privacy point of contact
for the component. With this person in place, S& T is conducting a full inventory of all its
uses of PIL. This inventory, partnered with a review of S&T’s strategic plan should
thoroughly vet S&T for current and anticipated uses of Pll so that privacy compliance
processes can be implemented earlier, consistently, and comprehensively.
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Question#: | 26

Topic: | HR. 2840

Hearing: | Privacy in the Hands of Government: The Privacy and Civil Libertics Oversight
Board and the Privacy Olficer lor the U.S. Department ol Homeland Security

Primary: | The Honorable Linda T. Sanchez

Committee: | JUDICIARY (HOUSE)

Question: Please provide your views of H.R. 2840, the “Federal Agency Protection of
Privacy Act of 2005,” which was considered in the 109th Congress.

Answer: Under the authority of Section 222 of the Homeland Security Act of 2002, the
Privacy Office already conducts Pl1As for proposed rules of the Department and updates
them upon issuance of the final rule.
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ANSWERS TO POST-HEARING QUESTIONS POSED BY THE HONORABLE LiNDA T.
SANCHEZ, A REPRESENTATIVE IN CONGRESS FROM THE STATE OF CALIFORNIA, AND
CHAIRWOMAN, SUBCOMMITTEE ON COMMERCIAL AND ADMINISTRATIVE LAW TO MSs.
LINDA KOONTZ, U.S. GOVERNMENT ACCOUNTABILITY OFFICE

=
& Accountabllity * (ntegrity * Relibility

United States Government Accountability Office
Washington, DC 20548

September 7, 2007

The Honorable Linda Sanchez

Chair, Subcommittee on Commercial and Administrative Law
Commiittee on the Judiciary

House of Representatives

Subject: Privacy: Subcommittee Questions Concerning the Department of Homeland
Security's Privacy Office

Dear Madam Chair:

This letter responds to your August 14, 2007 request that we provide answers to
questions relating to your July 24, 2007 hearing. At that hearing, we testified on
progress made and challenges faced by the Department of Homeland Security’s
(DHS) Privacy Office.’ Your questions, along with our responses, follow.

1. What do you consider to be the major accomplishments of the DHS Privacy
Office?

The DHS Privacy Office has been effective at establishing a process for ensuring
departmental compliance with the E-Gov Act’s requirement that privacy impact
assessments (PIA) be conducted whenever the department develops or procures
information technology that collects, maintains, or disseminates information in an
jdentifiable form. Instituting this process has led to increased attention to privacy
requirements on the part of departmental components, contributing to an increase in
the quality and number of PlAs issued. The Privacy Office has also taken actions o
integrate privacy considerations into the DHS decision-making process, through such
steps as establishing a federal advisory committee, conducting public workshops on
key issues, and participating in policy development for several departmental
initiatives.

2. What do you consider to be the major challenges that the DIIS Privacy
Olfice currently faces?

' Government. Accountability Office, Homeland Security: DIS Privacy Office has Made Progress but
Faces Continuing Challenges, GAO-07-1024T, (Washington, D.C.: July 24, 2007).
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A major challenge that the privacy office faces is in keeping public notices required
by the Privacy Act up to date. Little progress has been made in updating notices for
“legacy” systems of records—older systems of records that were originally developed
by other agencies prior to the creation of DHS. Because many of these notices are not
up-to-date, the department cannot be assured that the privacy implications of its
many systems that process and maintain personal information have been fully and
accurately disclosed to the public.

Another challenge is issuing public reports in a timely manner. The Privacy Office has
generally not been timely in issuing public reports, potentially limiting their value and
impact. For example, the office issued only two annual reports in the three-year
period beginning in April 2003, when it was established. Further, a report on the
Multi-state Anti-Terrorism Information Exchange program—a pilot project for law
enforcement sharing of public records data-—was not issued until long after the
program had been terminated. Such late issuance can limit the reports’ value and
erode the credibility of the office.

We have made recommendations to DHS to address these challenges, and DHS has
reported that it is taking steps to implement them.

3. The GAO report notes on page 21 that DHS does not have policies in place
concerning its uses of personal information obtained from commercial data
providers.

This observation from our April 2007 report® is now out-of-date. The department’s
policy on the use of commercial data was established in the most recent version of its
privacy impact assessment guidance, dated May 2007. Specifically, the PIA guidance
incorporates new material concerning use of commercial or publicly available data.
According to DHS Privacy Office officials, whom we met with following the July 24,
2007 hearing, once the Privacy Office identifies a program’s use of commercial data.
through the PIA process, they will work with the program to ensure that commercial
data is used properly, appropriate confrols are in place, and that privacy notices
reflect its use. Accordingly, we believe that DHS has addressed the recommendation
we had previously made concerning use of commercial data.’

Are there other agencies that have policies in place? If yes, what
agencies?

Our review of federal agency use of personal information from information resellers
involved four agencies, Social Secutity Administration, Department of Justice,
Department of State, and Department of Homeland Security. In that report, we made
recommendations to all four agencies that they develop policies concerning the use
of commercial data. To date, only DHS has established such policies. We will
continue to monitor actions by the other three agencies.

*GAO, DHS Prvacy Office: Progress Made but Challenges Remain in Notifving and Keporting 1o the
Public, GAO-07-522 (Washington, D.C.; April 27, 2007).

* GAO, Personal Information: Agency and Reseller Adherence to Key Privacy Principles, GAQ-06-421
(Washington, D.C.: April 4, 2006).
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Could these agencies serve as a role model for DHS and other agencies in
developing and implementing policies concerning personal information
obtained from commercial data providers?

As previously noted, thus far only DHS has established a policy, through its PIA
guidance, on the use of commercial data. Other agencies, including the Social
Security Administration, Department of State, and Department of Justice, could take
a similar approach or could establish policies on commercial data independent of
their PIA guidance.

4. How can we guarantee DHS Privacy Office participation in the formulation
of decisions about major DHS programs will be fully addressed?

The Privacy Office’s participation in policy decisions helps to ensure that privacy
concerns are explicitly raised during development of programs. The Privacy Office
has been involved in a number of key programs with privacy concerns, including
negotiations with the European Union regarding airline passenger information, the
development of a special border crossing identification card for the Western
Hemisphere Travel Initiative, and the development of implementing regulations for
the REAL ID Act of 2005.

Although the extent to which programs address privacy concerns may depend on
factors outside of the Privacy Office’s control—such as competing departmental
priorities—the Privacy Office has nevertheless been effective in participating in the
DHS decision making process and in using the PIA process to enhance consideration
of privacy issues. Although no guarantees can be made, further assurance that
Privacy Office concerns are fully addressed by major DHS programs could be
achieved by enhancements to coordination between the Privacy Office and DHS
components. This could improve attention to privacy concerns early in the design and
developiment of DHS programs. Our recommendation that DHS appoint component
level privacy officers could enhance such coordination.

5. Based on your analysis of the DHS Privacy Office, what recommendations
do you have regarding how to provide the most effective format to protect civil
liberties and privacy of personal information?

There is no consensus on the most effective format for privacy protection. The DHS
Privacy Office has demonstrated that it can be effective in developing policies and
procedures to implement privacy protections as an integral part of the department.
Its position allows Privacy Office officials to serve as internal advisors to DHS
components that may lack privacy expertise. The PIA process developed by the DHS
Privacy Office is an example of an effective way to ensure programs are aware of
requirements, have guidance to comply with them, and have expert support in
preparing such assessments. The Privacy Office’s effectiveness could be further
enhanced by implementing our recommendation to appoint component level privacy
officers in key DIHS components who could also assist in ensuring that privacy
concerns are addressed and could coordinate with the departmental office.

* Division B, Emergency Supplemental Appropriations Act for Defense, the Glohal War on Terror, and
Tsunani Relief, 2005, Pub. L. 109-13 (May 11, 2005).

Page 3
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Are sui generis privacy offices a more effective protector of these rights
than an all encompassing privacy office, such as one similar to the
Ideals of the Privacy and Civil Liberties Oversight Board?

Both sui generis’ privacy offices and all encompassing privacy offices have roles to
play in ensuring protection of privacy rights. Sui generis privacy offices—such as the
Privacy Office at DHS—can serve as a mechanism for actively promoting attention to
privacy concerns throughout the department. As an internal consultant and advisor, a
Privacy Office official can assist programs in ensuring that privacy protections are
built in from the early stages of development and re-assessed upon significant
changes. While the DHS Privacy Office also has certain oversight responsibilities, its
primary focus is on promoting a privacy-protective culture at DHS. Privacy officials
across government often have concerns about adopting a stronger role as
independent investigators of privacy complaints, a role often seen as more akin to
that of an inspector general. Regarding DIS specifically, the recently-enacted
Implementing Recommendations of the 9/11 Commission Act of 2007° requires the
Privacy Officer to refer all complaints of privacy violations to the DHS Inspector
General for potential further investigation, thus establishing a mechanism for
oversight and enforcement, through coordination of the two parties.

An all encompassing Privacy and Civil Liberties Board, if given the authority and
resources, would be in a position to provide consistent guidance and direction to
federal agencies on protecting privacy and civil liberties and conduct independent
oversight across the federal government. Although the Office of Management and
Budget is tasked with oversight of the implementation of the Privacy Act and E-
Government Acts, we have previously reported shortcomings in OMB oversight of the
Privacy Act. For example, OMB has not substantially updated its Privacy Act
guidance since its issuance in 1975.

6. What do you consider to be the principal reasons for the various delays
associated with the DHS Privacy Office’s reports?

According to Privacy Office officials, there are a number of factors contributing to
the delayed release of its reports, including time required to consult with affected
DHS components as well as the departmental clearance process, which includes the
Policy Office, the Office of General Counsel, and the Office of the Secretary. After
that, drafts must be sent to OMB for further review. In addition, the Privacy Office did
not establish schedules for completing these reports that took into account the time
needed for coordination with components or departmental and OMB review.

How could this problem be addressed?

"The word suf generis means “of its own kind,” or “unique.” Accordingly, a suf generis Privacy Officc is
one that is built to address a specific agency, while au all encompassing Privacy Office refers to one
that would address governmentwide privacy concemns.

¥ Section 802(¢)(2), Implementing Recommendations of the 9/11 Comimission Act of 2007, (Pub, L. 110-
53).
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We have recommended that a schedule for the timely issuance of Privacy Office
reports be established that considers all aspects of report development, including
departmental clearance. We believe such a schedule would be helpful in planning for
reports 1o be released on a timely basis. Il is important to note, however, that the
Privacy Office cannot control the amount of time that other DHS components or
external parties may take to review report drafts or the types of comments they may
offer. It will be crucial that executive leadership within the department ensure that
privacy office draft reports are reviewed expeditiously at all levels of the department.

Tt should also be noted that the recently-enacted Immplementing Recommendations of
the 9/11 Commission Act of 2007 requires the DHS Privacy Officer to report directly
to Congress without prior comment or amendment by the DIIS secretary or OMB.’

7. What is your view regarding the value of positioning the Chief Privacy
Officer within DHS?

As currenfly positioned within the DHS organizational structure, the Chief Privacy
Officer (CPO) has the ability to serve as a consultant on privacy issues to other
departmental entities that may not have adequate expertise on privacy issues. For
example, the CPO can work on an ongoing, day-to-day basis to advise and assist DHS
program officials as they develop important privacy documentation, including privacy
impact assessments () and system-of-records notices. Enhancing the value of these
privacy documents from with the department is of substantial value in achieving the

_overall goal of protecting privacy. Further, a departmental CPO may have the
opportunity to participate in departmental policy-making that could have privacy
implications, such as decisions about how to conduct airline passenger screening or
how to implement the REAL ID Act.

What is your view of positioning this office outside of DHS?

An independent CPO would have certain advantages, especially with regard to
investigations, but would lack the advantages of the current su/ generis CPO. An
independent CPO would be in a better position to prepare and issue reports on its
activities and findings without extensive departmental coordination. While an
independent CPO could serve a greater role in providing public commentary on the
privacy implications of DHS programs, it would have less direct influence on
departmental decisions made about those programs. Finally, the activities of an
independent CPO would presumably not be affected by changes in departmental
leadership.

In preparing this correspondence, we relied on previously issued GAO products and
interviews with DHS Privacy Office officials. Should you or your office have any
questions on matters discussed in this letter, please contact me at (202) 512-6240, or
John de Ferrari, Assistant Director, at (202) 512-6335. We can also be reached by e-
mail at koonizl@gao.gov and deferrarij@gao.gov, respectively.

"Section 802(e), Implementing Recommendations of the 9/11 Conwmission Act of 2007, (Pub: L. 110-

23).
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Sincercly Yours,

g N Yy
Linda D. Koontz
Director, Information Management Issues
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THE WHITE HOUSE
WASHINGTON

PRIVACY AND
civiL LIBERTIES
DVERSIGHT BOARD

April 20, 2007

Dcar Mr. President and Madam Speaker:

The TntcHigence Reform and Terrorism Prevention Act of 2004 (JRTPA), which created the
Privacy and Civil Liberties Oversight Board (Board), requires (he Board to report anrually to
Congress on its major activities during the preceding year. (P.L. 108-458, §1061{c)(4)). We are
pleased to submit to Congress this first annual report of the Board’s activities from its
organizational meeting on March 14, 2006 through March 1, 2007. This report contains no
classified information. Electronic copies of this report are available on the Board’s webpage at
www.privacyboard. gov.

IRTPA requires the Board to “ensurc that concerns with respect to privacy and civil liberties are
appropriately considered in the impl ion of laws, regulations, and executive branch
policies related to efforts to protect the Nation against terrorism.” Tn carrying out this mandate,
the Bourd has two primary tasks. First, it must “advise the President and the head of any
department or agency of the executive branch to ensure that privacy and civil liberties are
appropriately considered in the development and implementation” of “laws, regulations, and
executive branch policies related to efforts to protect the Nation from terrorism.” Second, it must
exercise oversight by “continually review[ing] regulations, executive branch policies, and
procedures . . . and other actions by the exccutive branch related to efforts to protect the Nation
from terrorism to ensure that privacy and civil liberties are protected.” The statute specifically
requires the Board to advise and oversee the creation and implementation of the Information
Sharing Envirdnment.

Unlike other boards and commissions charged with addressing an issue, making
recommendations, issuing a report and then disbanding, this Board embodies a permanent
commitment to “ensure that concerns with respect to privacy and civil liberties are appropriacly
considered in the implementation of laws, regulations and exccutive branch policies related to
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efforts 1o protect the Nation against terrorism.” The President has repeatedly stated that as the
Federal government works to prevent terror against this Natjon, its citizens and interests, it must
do so in compliance with the Constitution and laws of the United States, and consistent with the
values we share as Americans. The Board's statutory mandate and fundamental purpose is to
further those objectives.

Since its creation in March 2006, the Board has focused on three areas in order to fulfill its
statutory mandate. These areas have helped the Board establish its viability, subject matter
cxpertise, and credibility within the government and with the public.

«  Organization, Administration and Process. The Board established the means and
infrastructure necessary to support it in accomplishing its statutory mission, Toward thal
end, it has hired a professional staff; reached agreement with the Director of National
Inteltigence an the scope and logistics of detailing additional staff from within the
intclligence commaunity; acquired the necessary security clearances; built out appropriate
office space with secured facilities for classified information; and developed a web site
for communication with the public. Because it operates within the White Housc Office,
the Board receives additional administrative support from White House staff. The Board
adopted an annual agenda, a communications plan, an issuc analysis methodology, and a
reporting template. The Board-has met as a group 23 times in the past twelve months.

« Education and Outreach. The Board has engaged policy officials and experts within the
Executive Branch, Congress, the public, and private, non-profit, and academic
institutions. It has taken great care and exercised due diligence to become familiar with
the departments and agencies responsible for profecting the Nation against terrorism by
meeting with senior officials, examining their missions and legal authorities, learning of
their specific programs, and reviewing their operational methodologies and privacy and
civil liberties training, reporting, and auditing programs. For example, the Board has met
personally, among others, the Attorney General, the Secretary of the Department of
Homeland Security, Treasury Under Secretary {or Terrorism and Financial Intelligence,
the Director of National Intelligence; the Directors of the National Security Agency and
the National Counterterrorism Center, the Information Sharing Environment Program
Manager, and the President’s senior staff. Among other non-governmental experts and
advocacy groups, it has met with representatives from the Amgrican Civil Liberties
Unian, the Electronic Privacy Information Center, the Center for Democracy and
Technology, the Markle Foundation, and the American Conservative Union. Tt also held
its first public forum at Georgetown University on Decenber 5, 2006.
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As a part of this education and outreach effort, the Board has devoted particular effort to
working with the new and growing presence of homeland security professionals within
the Executive Branch specifically dedicated to consideration of privacy and civil liberties.
The Board considers one of its findamental responsibilities fostering a sense of
community ameng, and helping cmpower, these new prefessional privacy and civil
liberties officers, as well as attorneys, inspectors gencral, and other relevant agency
program policy officials. The Board intends to provide the necessary support at the
appropriate level so that all are better able to fulfill their own responsibilities.

o Issue Prioritization, Organizational and educational activities have occupied most of the
Board's attention since its creation. Within the last few months, however, the Board has
begun to engage in a substantive review of existing anti-terrorism programs and policies.
For cxample, the Board has started to evaluate National Security Agency surveillance
programs, the Treasury Department’s Terrorist Finance Tracking Program, the
Department of Defense’s Countermielligence Ficld Activitics, the Statc Department’s e-
Passport initiative, and the National Counterterrorism Center’s National Implementation
Plan. It has helped coordinate the drafting of a Memorandum of Understanding fo
standardize and improve procedures for obtaining redress of wateh list grievances. The
Board has also been integrated into the drafting and implementation of the Information
Sharing Environment guidelines.

In the year ahead, the Board will continue to fulfill its statutory responsibilities. In allocating its
time and resources, the Board has determined that it will concentrate on those issues having the
greatest potential impact on the largest number of U.S. persons.

Finally, since the drafting of the Board’s Report, which it agreed would cover its work prior to
March 1, the Attorney General notified the Board (hat the Inspector General of the Dopartment
of Justice (IG) would shortly issue his report concerning the FBI’s use of National Security
Letters (NSLs). The Attorney General and White House Counsel asked the Board to commence
a substantive review of and invited recommendations concerning the matters raised in the I1G's
Teport.

The IG identified serious problems in the FBI's usc of NSLs. The Board believes that such
problems camnot be tolerated and must not be repeated. The Board is very concerned that
effective means of oversight for the FBI’s use of NSLs — commensurate with the expanded
investigative powers authorized under the USA PATRIOT Act - were not, as found by the IG, in
place. The Board was particularly troubled by the IG’s finding that the FBI used so-called
“cxigent letters” without invoking proper statutory standards or following applicable procedures.

The Board has met with and questioned the FBI's Director and General Counsel and officials
from the Department of Justice’s National Security Division and Chief Privacy and Civil
Libertics Office. In addition, the IG provided the Board with a thorough briefing. The Board
has also solicited (he vicws of and met with a number of representatives of the privacy and civil
liberties community.

it
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When it completes its assessment, the Board will provide the Attorney General and FBI Director
with its views and recommendations for rectifying what all agree is an unacceptable situation.
Based on the Board’s inquiries to date, it is apparent that there must be greater accountability,
oversight, and internal controls, as well as more effective guidance and training on this issue
throughout the FBL.  The Board will continue to monitor this issue and focus on the FBI's
development of new guidance, training, reporting and tracking procedures. The Board is
especially pleased that the FBI Director has assured it that he is committed to developing a
strong compliance program. The Board intends to offer its assistance toward the design and
implementation of an effective program to promote compliance with the legal requirements that
apply to thc FBY's use of NSLs.

The Board is, of course, aware that Congress, the Department of Justice, and the FBI itself are
evaluating the NSL situation and considering reforms to improve FBI compliance. The Board
also will continue ta evaluate the use of NSLs in order to offer advice and oversight to help
prevent a recurrence of this serious and unfortunate failure to comply with the terms and
conditions of the USA PATRIOT Act and laws authorizing FBI investigations.

The cause of protecting the nation from terrorism is not advanced by undermining the public’s
confidence in the government’s ability to cxercise investigative powers in compliance with
applicable legal standards and required procedures. The formidable investigative powers
extended in the USA PATRIOT Act can help protect our nation against terrorists, but only if
utilized by all Federal officials in strict compliance with the requirements of the law and
Exccutive Branch policy and guidance. Safeguards for privacy and civil liberties are not mere
procedural formalities. They are essential to preservation of our constitutional rights and
American values.

The Board will continue to address this very important matter as a top priority.
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The Board appreciates the cooperation it has received from the President’s senior staff and the
relevant Federal departments and agencies in the past year. The Board also welcomes the
independent vversight of Congress itself in weighing the country’s national security needs to
fight terrorism effectively while also assuring meaningful protection of privacy and civil
liberties.

Sincerely,

Corat Qonome Gl

Carol E. Dinkins Alan Charles Raul

Chairman Vice Chairman
e ﬂ@,ﬂd/ T KL, Tt A 3
Lanny avis Theodore B. Olson Francis X, Taylor
Membe? Member Member

The Honorable Richard B. Chency
President of the Senate
‘Washington, DC 20510

The Honorable Nancy Pelosi
Speaker of the House of Representatives
Washington, DC 20515

MAR:s

Enclosure: 2007 Annual Report to Congress .
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I. INTRODUCTION

The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), which
created the Privacy and Civil Libertics Oversight Board (Board), requires that “[n]ot less
frequently than anaually, the Board shall prepare a report to Congress, unclassified to the
greatest extent possible . . . on the Board’s major activities during the preceding period.™
This report discusses the Board’s activities from its first mecting on March 14, 2006, at
which the Members were sworn in and an Executive Director was appointed, through
March 1, 2007. This report contains no classified information.

Unlike other boards and commissions charged with addressing an issue, making
recommendations, issuing a report and then disbanding, this Board embodies a permanent
commitment to “cnsure that concerns with respect to privacy and civil liberties are
appropriately considered in the implementation of laws, regulations and exccutive branch
policies related to efforts to protect the Nation against terrorism.”” The President has
repeatedly stated that as the Federal government works fo prevent acts of terror against
the Natjom, its citizens, and its intcrests, il must do o in compliance with the law,
protective of the rights and liberties guaranteed by the Constitution, and consistent with
the values we share as Americans. The Board's statutory mandate and fandamental
purpose is to further those sbjectives.

During its first year, the Board met approximately twice a month. The Board
dedicated itself to organization, staffing, and substantive background briefings on
significant Txecutive Branch anti-terrorism programs affecting privacy rights and civil
liberties and meeting with intercsted members of the privacy and civil libertics
community. Thesc included meetings with the Attorney General, the Secretary of
Homeland Security, the Director of National Intelligence, and the heads of the National
Security Agency, the National Connterterrarism Center, the Federal Bureau of
Investigation, and the Terrorist Screening Center as well as the National Security
Advisor, the Homeland Security Advisor, the White House Chief of Staff, the White
House Counsel, and the Information Sharing Egvironment Program Manager. The Board
has been bricfed at the highest level of classification on the NSA’s surveillance programs,
the Treasury Department’s T'errorist Finance Tracking Program, and the National
Counterterrorism Center’s National Tmplcmentation Plan on the War on Terrors While
the Board was unable in its first year to spend as much time on evaluating and providing
oversight of programs most affecting privacy rights and civil libertics as it would have
Tiked, as this Report describes in Section VI (The Year Ahead), the Board now has the
appropriate foundation to provide the advice and oversight required by IRTPA.

! Pub. L. 108-458, §1061(c)(4) (Dec. 17, 2004).
2 1d. § 1061(c)(1)(C).
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In order to stand up its opcration during the first year, the Board allocated its
resources among three core areas, discussed below, to build a foundation on which to
offer substantive advice and oversight. Activities in these areas have helped the Board
establish its viability, subject matter expertise, and credibility. The Board unanimously
identified substantive accomplishments in these three areas at the outset as necessary
prerequisites for long term success and included them in its first annual agenda, adopted
in June 2006. This first report to Congress cutlines the Board’s activities in these areas:

Orguni: Administration and Process. The Board understood that, due to
its part-time Membership, it had to establish the means and infrastructure necessary to
help it accomplish its statutory mission. Toward that end, it has hired a professional staff,
reached agreement with the Director of National Intelligence on the scope and logistics of
detailing additional staff from within the intelligence community, acquired the necessary
security clearances, built out appropriate office space with secured facilities for classified
information, and developed a web site for communication with the public. Due to its
position within the White House Office, the Board receives additional administrative
support from White House staff.

Education and Ouireach. The Board has engaged policy officials and experts
within the Executive Branch, Congress, the public, and private, non-profit, and academic
institutions. It bas taken great care and exercised due diligence to becomne familiar with
the departments and agencies responsible for protecting the Nation against terrorism by
meeting with senior officials, examining their missions and legal authorities, learning of
their specific programs, and reviewing their operational methodelogies and privacy and
civil liberties training, reporting, and auditing programs. For example, the Board has met
personally, among others, with the Attorney General, the Secretary of the Department of
Homeland Security, the Director of National Intelligence, the Directors of the National
Counterterrorism Center and National Security Agency, the Information Sharing
Environment Program Manager, the Undersecretary of the Treasury for Terrorism and
Financial Intelligence, and the President’s senior staff. Among other non-governmental
experts and advocacy groups, it has met with representatives from the American Civil
Liberties Union, the Electronic Privacy Information Center, the Center for Democracy
and Technology, the Markie Foundation, and the American Conservative Union. It also
held its first public forum at Georgetown University on December 5, 2006.

As a part of this cducation and outreach effort, the Board has made it a priority to
work with a new and growing network of Executive Branch homeland security
professionals specifically dedicated to consideration of privacy and civil liberties issues.
The Board considers one of its fundamental respeonsibilities to foster a sense of
community among these new professional privacy and civil liberties officers and
members of the relevant professions that have existed within the Federal government for
decades — including attorneys, inspectors general, and relevant program policy officials.
The Board intends to continue providing these offices with the necessary support to
cnable them better to accomplish their own responsibilities.
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Issue Prioritization. The Board’s statutory authority is broad. The Board has
focused on those issues that could provide the most value for the American people, the
President, and the Executive Branch. Policies and programs warranting the Board’s
attention will evolve over time. Identification of these priorities will necessarily change
as new initiatives are considered, developed, and implemented. This repert onilines the
process and consideration undertaken by the Board in developing and reviewing those
issues.

With these foundational accomplishments behind it, the Board stands at the
beginning of its second year well equipped to address further the substantive issues of its
statutory mandate.
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i1. HISTORY AND MISSION

Following the attacks of September 11, 2001, Congress and the President
estublished the National Commission on Terrorist Attacks on the United States (9/11
Commission or Commission), a bipartisan pancl charged with investigating the events of
/11 and offering “recommendations designed to guard against future attacks.™ As the
Commission acknowledged, many of 1s recommendations “call[ed] for the government
to increase its presence in our lives — for example, by creating standards for the issuance
of forms of identification, by better securing our borders, by sharing information gathered
by many different agencics.” However, the Commission also noted that “[t]he choice
between security and liberty is a false choice, as nothing is more likely to endanger
America’s liberties than the success of a terrorist attack at home.” Consequently, the
Commission also recommended the creation of “a board within the Executive Branch to
oversee . . . the commitment the government makes to defend our civil liberties.™ Tn
order to implement the Commission’s numecrous recommendations, Congress passed and
President Bush signed the Intelligence Reform and Terrorism Prevention Act of 2004
Among other actions — including reshaping the intelligence community under one
Director of National Intelligence® — IRTPA authorized the creation of the Privacy and
Civil Liberties Oversight Board.

IRTPA requires the Board to “ensure that concerns with respect to privacy and
civil liberties are appropriately considered in the implementation of laws, regulations, and
executive branch policies related to efforts to protect the Nation against terrorism.™ In
carrying out this mandate, the Board has two primary tasks, First, it must “advise the
President and the head of any department or agency of the Executive Branch to ensurc
that privacy and civil liberties are appropriately considercd in the development and
implementation”® of “laws, regulations, and executive branch policies related to cfforts
to protect the Nation from terrorism.”"! Second, it must exercise oversight by

3 National Commission on Terrorist Attacks on the United States, available at
http:/ferarw.9-11commission.gov/about/index htm (Jast accessed Nov. 1, 2006).

* THE 9/11 COMMISSION REPORT, 393-94 (2004), available at http:/rwww.9-
11commission.gov/report/911Report.pdf (tasi accessed Nov. 1, 2006).

® Jd. at 395.

6 Jd.

7 Pub. L. 108-458 (Dec. 17, 2004).

8 1d. § 1001 et seq.

° Id. § 1061(c)(3).

1 d. § 1061(c)( [)(C) (emphasis added).
"1d. § 1061(c)(1)(B).
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“continually review[ing] regulations, executive branch policies, and procedures . . . and
other actions by the executive branch related to efforts to protect the Nation from
terrorism to ensure that privacy and civil liberties are protected.””” The statute expressly
requires the Board to advise'’ and oversce' the creation and implementation of the
Information Sharing Environment (ISE).

In order to offer informed advice and oversight, the Board may access “from any
department or agency of the executive branch, or any Federal officer or employee of any
such department or agency[,] all relevant records, reports, audits, reviews, documents,
papers, recommendations, or other relevant material, including classified information
consistent with applicable law.”"® And to allow Board Members timely access to
classified materials to carry out their mandate, the statute requires “appropriate
departments and agencies of the exceutive branch [to] cooperate with the Board to
cexpeditiously provide Board members and staff with appropriate security clcarances.
The Board may also demand that persons other than departments, agencies, and elements
of the Excoutive Branch provide “relevant information, documents, reports, answers,
records, accounts, papers, and other documentary and testimonial evidence.”” Ifa
Federal agency, official, or other relevant persons choose not to produce information
requested by the Board, the Board may pursue a remedy by notifying the Attorney
General or the head of the relevant agency. The Attorney General may then “take such
steps as appropriate to ensure compliance” with the Board’s request, including issuing
subpoenas.’® Although the Board may have general access to “materials necessary to
carry out its responsibilitics,”® materials may be witltheld if “the National Intelligence
Director [sic}, in consultation with the Attomey (eneral, determnines that it is necessary |, .
. to protect the national security interests of the United States™™ or if the Attomey
General determines that it is necessary to withhold information “to protect sensitive law
enforcement or counterterrorisim information or ongoing operatic-ns.”“

nltf

"2 1d. § 1061(c)(2)(A).

B I § 1061(d)2).

" 14, § 1061(c)(2)(B).

** 1. § 1061(d)(1)(A).
"% 14, § 1061 (k).

7 1. § 1061{&) D).
18 Jd. § 1061(d)2)(B).
¥ 1. § 1061(d)X(1).
12§ 1061 (d)(4X(A)-
P 1d. § 1061(d)4)(B).
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As shown in the Board’s location, assigned roles, and authority, IRTPA did not
create an independent watchdog entity in the nature of an inspector general.> Rather, the
statute created 2 Board that operates within the Executive Office of the President and
ultimately reports to the President. The statute requires the Board to produce an armual
report to Congress only “on [its] major activities™ — not on all of its internal
deliberations and recommendations. The statute expressly places the Board within the
Executive Office of the President (EOP), an office whose sole purpose is to support the
Exccutive. Consistent with that placement and with the goal of offering candid advice, 2*
the President has located the Board cven more closely to him by placing it within the
White House Office (WHO). As the statute explicitly acknowledges, all five Board
Members (like other EOP and WHO employees) serve at the pleasure of the President.”
By empowering the Board with broad access to records, IRTPA has created a Board that
can offer a distinctly independent perspective to the President, along with aversight of
executive agencies.

The Board acts in concert with a robust and developing privacy and civil liberties
(PCL) infrastructure that is already operating throughout the Federal government,
mcluding offices within the Department of Homeland Security (DHS), the Department of
Tustice (DOJ), and the Office of the Director of National Intelligence (ODNI).”° In most
cases, these PCL offices are headed by officials with dircct access to their agency heads.
They are primarily staffed by diligent career civil servants who focus on and provide an
additional degree of continuity regarding the appropriate consideration of privacy and
civil liberties. As discussed below, the Board intends to provide a coordinating role for
these PCL offices and will also assist in addressing unique problems that require
government-wide coordination or specific White Housc involvement.?’

IRTPA also sets the qualifications of the Board’s Members. The President must
appoint as Members “trustworthy and distinguished citizens outside the Federal
Government whe are qualified on the basis of achievement, experience, and

2 See, e.g., the Federal Tnspector General Act of 1978, 5 U.S.C. Appx § 1 et seq.

P IRTPA § 1061(c)(4).

2 Although the statute subjects the Board to the Freedom of Information Act (FOIA), see
id. § 1061(i)}(2), the regular exemptions to FOIA disclosure still apply. See 5 U.S.C. §
552(b).

# IRTPA § 1061(e)(1)(E) (“The chairman, vice chairman, and other members of the
Board shalt each serve at the pleasure of the President.”).

% In IR1PA, Congress expressed its sense “that each executive department or agency
with law enforcement or antiterrorism functions should designate a privacy and civil
liberties officer.” Id. § 1062.

" Infra Part VB2,
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independence.™ Both the Chairman and Vice Chairman of the Board also require
Senate confirmation.”® To these ends, President Bush appointed the following
individuals as Members:

s Carel E. Dinkins, Chairmar — Formerly served as Deputy Attorney General and
Assistant Atlomey General in charge of the Department of Justice’s Environment
and Natural Resources Division. She is a partner with Vinson & Elkins, LL.P. in
its Houston, TX officc.

e Alan Charies Raul, Vice Chairinan — Former Gencral Counsel of both the U.S.
Department of Agriculture and the Office of Management and Budget as well as
Associate White House Counsel to President Reagan. He s a noted expert and
anthar on privacy, data protection, and information security. He is a pariner in
Sidley Austin’s Washington, DC office.

o Lanny J. Davis ~ Served as Special Counsel to President Bill Clinton and is a
noted author and frequent television commentator. He is a partner in Orrick,
Herrington and Sutcliffe’s Washington, DC office.

s Theodore B, Olson — Served as U.S. Solicitor General from 2001 until 2004 and
as Assistant Attorney General for the Office of Legal Counsel from 1981 until
1984. Mr. Olson is one of the Nation’s premier appellate and Supreme Court
advocates and is a partner in Gibson, Dunn and Crutcher’s Washington, DC
office.

®  Francis X. Taylor -- A retired Brigadier General with the U.S. Air Force and
former Commander of the Air Force Office of Special Investigation, He
also served as Assistant Secretary of State for Diplomatic Security and U.S.
Ambassador at Large for Counterterrorism. He is presently the Chief Security
Officer for the General Electric Company.

On February 17, 2006, the Senate confirmed Chairman Dinkins and Vice
Chairman Raul. All five Members were sworn into office and held their first meeting on
March 14, 2006. In taking office, the Board effectively took the place of the President’s
Board on Safeguarding Americans’ Civil Liberties (President’s Board), which the
President created by Executive Order in.2004.%° The President’s Board was chaircd by
the Deputy Attorney General and consisted of 22 representatives from the Departments of
State, Defense, Justice, Treasury, Health and Human Scrvices, and Homeland Security,

BIRTPA § 1061(e)(1)(C).
* Id. § 1061()(1)(B).
*® See EO 13353 (Ang. 27, 2004).
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the Office of Management and Budget, and the Intelligence Community.”’ Following the
enactment of IRPTA and the creation of the Board, the President’s Board ceased to meet
and transferred its papers to Board staff.

Tn addition to IRTPA, the Board works within the legal framework that guides all
efforts to protect the Nation against terrorism.’? Consequently, the Board has gathered
and fax‘ni313izu-i7.ed itself with relevant seminal documents and authorities that impact its
mission.

31 The President’s Board met as a full group six times and organized itself into six
subcommittees. The six subcommittees were Investigative Legal Authorities, Redress
Systems, Data Collection and Sharing Standards, Engagement with Arab-American
Communities, Public Qutreach, and Policies and Procedures.

2 See, e.g., IRTPA § 1061(d)(1) (allowing the Board to obtain documerits subject to the
statute’s restrictions and “to the extent permitted by law”).

3 This list includcs, but is not necessarily limited to: U.S. CONSTITUTION; Foreign
Intelligence Surveillance Act of 1978 (FISA), 50 US.C. § 1801 et seg.; Stréngthening the
Sharing of Terrorism Information to Protect Americans, EO 13388, 70

Fed. Reg. 62023 (Oct. 27, 2005); Strengthening the Sharing of Tervorism Infarmation fo
Protect Americans, EO 13356 (Aug, 27, 2004), 69 Fed. Reg. 53599 (Sept. 1, 2004);
Strengthened Management of the Intelligence Community, EO 13355 (Aug. 27, 2004), 69
Fed. Reg. 53593 (Sept. 1, 2004); National Counterterrorism Center, EO 13354 (Atg. 27,
2004), 69 Fed. Reg. 53589 (Sept. 1, 2004); Establishing the President’s Board on
Safeguarding Americans’ Civil Liberties, EQ 13353 (Aug. 27, 2004), 69 Fed. Reg. 53585
(Sept. 1, 2004; Conduct of Intelligence Activities, EO 12333, 46 Fed. Reg. 59941 (1981);
Memoranda from the President to Congress and Executive Departments and Agencies:
Guidelines and Requirements in Support of the Information Sharing Envirenment (Dec.
16, 2005), available. at http://www.whitehouse. govincws/releases/2005/12/20051216-

10 html (last accessed Jan. 4, 2006); THE 9/11 COMMISSION REPORT; COMMISSION ON THL!
TNTELLIGENCE CAPABILITIES OF THE UNITED STATES REGARDING WEAPONS OF MASS
DESTRUCTION: REPORT TO THE PRESIDENT OF THE UNITED STATES (March 31, 2005).
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M. ORGANIZATION, ADMINISTRATION AND PROCESS

The Board has established and instituted the means and inlrastructure to support it
in accomplishing its statutory mission. As mentioned previously, the Board operates
within the White House Office, a unit within the Executive Office of the President.
Given this placement, the Board follows established White House Office policics in
carrying out its administrative and budgetary responsibilities.

A. Necessary Adminigtrative Actions and Budget

In order to manage its everyday affairs, the Board has hired a full-time staff. As
an initial matter, it hired an Executive Director, Mark A. Robbins, who previously served
as General Counsel of the U.S. Office of Personnel Management. Shortly thereafter, it
hired a Deputy Executive Director and Counsel, Seth M. Wood, and a Staff Asgistant,
John V. Coghlan. The Board’s staff communicates on a daily basis with all Members and
regularly reports its activities to the Board, Staff— in conjunction with the Office of
Government Lthics** and ethics counsct within the White House Counsel’s office - have
identificd and clarified the relevant kegal, ethical, and financial rules and guidclines
applicable to special govenment employeesf 5 as defined by Jaw. The Members have
entered into ethics agreements that ensure that their activities on behalf of clients and
employers do not conflict with their service on the Board.

The Board has also begun the process of securing detailees from other agencies.*®
The former Director of National Intelligence determined that a detzil assignment to the
Board for a period of one year will fulfill the “joint duty” requirement for professional
advancement within the intclligence community and requested that each of the 16
intelligence agencies reporting to ODNI propose candidates for such a detail

¥ Members and staff have held two formal meetings with the Office of Government
Ethics and have sought informal advice as needed.

* Due to their part-time status, Board Members are classified as special government
employees. 18 U.S.C. § 202(a) (defining a “special government employee” as one “who
is retained, designated, appointed, or employed to perform, with or without
compensation, for not to exceed onc hundred and thirty days during any period of three
hundred and sixty-five consecutive days”). In order to determine 4 Member’s
employment status, staff has established a process for reporting and recording the time
Members spend on Board activity.

¥ IRTPA § 1061(2)(2).
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assignment.”” The Board is not required to reimburse home agencies for detailees under
the provisions of IRTPA®

As a WHO unit, the Board did not have to hire separate staff dedicated to press
and communications, legislative affairs, administration, or information technology but
instead has utilized the services of the relevant components of the White House Office.
The-Board’s administrative sapport staff has been integrated into the regular operations
of the WHO and attends regularly-scheduled mectings with the White House Office of’
Management and Administration.

IRTPA requires the Board to adopt rules and procedures for physical,
communications, computer, document, personnel, and other security in relation to the
work of the Board. ¥ As 2 WHQ unit, the Board adopted the existing rules and
procedures of the EOP.

Staff has carried out other necessary duties to allow Board Members full access to
the potentiaily classified and otherwise sensitive documents necessary to completc their
statutory obligations. For example, working with the relevant Executive authorities,
Meinbers and staff have obtained Top Secret/SCI clearances. Staff and the Ofiice of
Admimistration have also constructed apprapriate office space to house the Board’s
operations within the White Ilouse complex. This suite includes secure facilities for the
review and storage of classified information, as well as secure telephone and fax lines.
The Chairman, Vice Chairman, and Board staff were issued passes that allow them
general access to the White House complex.

B. Substantive Actions to Fulfill Statutory Mandate

In carrying out its substantive statutory mandates, the Board has formally met 23
times in its first year. All but five of thesc meetings occurred in person, and all but two
had unanimous attendance. AN meetings took place in or around Washington, DC ~
within the White House complex, at various departments and agencies, arid one meeting
at Georgetown University. To place the activity of the Board’s part-time membership in
perspective, the Board has formally met an average of about once every two weeks.
Members always remain in near-constant communication with each other and the stait’
through e-mail and telephone. Tn the first few months of operation; the Board adopted a
number of formative procedures and policies, including issue prioritization, everyday
operations, public communications, and analytical methodolagies.

* IRTPA also authorizes the Board to hire the services of consultants as necessary. Id. §
1061(g)(3).

* Id. § 1061(g)(2).

* Id. § 1061(h).
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As an initial matier, the Board adopted its tirst annual agenda. The agenda
functioned as a business plan by allocating responsibility for tasks among staff and
selling cxpectations regarding how the Board would function. It also servedas a
substantive agenda by laying out an initial list of issues on which the Board agreed to
focus its energies. The Board adopted a communications plan that laid out a strategy for
engaging the public through direct means (such as a websitc and publications in the
Federal Register) and through media outlets (both traditional and emerging). As part of
its direct communication strategy, the Board approved the creation of a web site —
www.privacyboard.gov — to discuss the Board’s history, mission, and activities and
provide the public access to Board Member biographies, Board statements, and other
related documents. The web site also serves as a means by which the public may contact
the Board.

The Board also developed a series of preliminary processes, procedures, and
methods by which it could fulfill its advice and oversight responsibilities to the President
and Executive Branch agency heads. Of greatest importance, it agreed upon a
methodology for analyzing and evaluating proposed programs. It established both a
rogular means for Board staff to report their activities to the Members and a means of
discussing issues and offering possible actions for the Board to take. It also adopted 4 set
of White House Security Guidelines. These processes and templates arc discussed in
greater detail in Section V.A.
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1V. OUTREACH AND EDUCATION

The Board moved immediately to establish lines of communication within and
outside the Federal government, to educate itself on relevant issues of intercst and
concern relating to efforts to protect the Nation against terrorism, and to educate others
on its mission and oversight and advisory roles.

A The White House and Executive Office of the President

In order to abtain the most complete, real-time access to information regarding
proposcd and operational anti-terror programs, the Board has had to establigh trust and
credibility between itself and the relevant members of the Executive Branch. To that end,
the Board has developed a sound, regular, and productive working relationship with the
President’s most scnior advisors tasked with anti-terrorism responsibilities. This
relationship has put the Board in a position to inlegrate itself into the policymaking
process and obtain the necessary support from the Administration to offer meaningful
advice.

The Board has met personally with the following principal senior White House
officials:

e The current Chief of Staff and the former Chief of Staff

e The National Security Advisor

e The Homcland Security and Counterterrorism Advisor

= The current Counsel to the President and the former Counscl to the President
» The Staff Secretary

s The General Counsel of the Office of Management and Budgcet

¢ The Chainnan of the Intclligence Oversight Board

These meetings have allowed the Board to forge strong working relationships
with agencies and offices within the Executive Officc of the President, including the
National Sccurity Council, Homeland Security Council, Office.of Management and
Budget, Office of the Counsct to the President, and the President’s Foreign Tntelligence
Advisory Board and Intelligence Oversight Board, among others. Additionally, the
Board’s professional stalf meets weekly with an EOP working group that consists of

12
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commissioned ofticer representatives from the Office of the White House Chief of Staff,
the National Security Council, the Homeland Security Council, the Office of the Counsel
to the President, the Office of Legislative Affairs, the Office of Communications, and the
Office of Management and Budget.

B. Executive Branch

The Board has also met with senior administration officials throughout the
Executive Branch who have responsibilities for developing and implementing war-on-
terrorism policics and strategies. These officials include:

« The Attorney General
o The Deputy Attorney General
o The Assistant Attorney General for Legal Policy
o The Assistant Attorney General for National Security
o The Acting-Assistant Attorney General for Legal Counsel
e The Secretary tor Homeland Security
o The Under Secretary of the Treasury for Terrorism and Financial Intelligence
o The Assistant Secretary of the Treasury for Intelligence and Analysis
e The former Director of National Intelligence
o The former Principal Deputy Director of National Intelligence
o The Information Sharing Environment (ISE) Program Manager-
o The ODNI General Counnsel
¢ The FBI Director
« The Director of the National Security Agency

o The former National Security Agency Inspector General
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©  The Director of Signals Intelligence

o The National Security Agency General Counsel
* The Director of the National Counterterrorism Center

o The Deputy Director for Strategic Operational Planning
*  The former Director of the Terrorist Sereening Center

The Board and its staff have made repeated visits to a number of government
facilities to observe how those agencies operate, develop anti-terror policies, and train
their employees to protect privacy and civil liberties. On-site visits also tend to promote
a high-quality dialogue between Board Members and advisors. Consequently, the Board
has personally visited the Department of Justice, the Department of Homeland Sceurity,
the National Security Agency, the National Counterterrorism Center, the Terrorist
Screening Center, the Federal Burcau of Investigation, and the Department of Defense
Counterintelligence Field Activity Office.

Perbaps most importantly, the Board has established strong working relationships
with the developing privacy and civil liberties offices within the government. These
offices and officers advance privacy and civil liberties at the ground level and generally
have the greatest practical impact on the development and implementation of policies
within their respective agencies. The privacy and civil Kberties offices with which the
Board works most closely include those at the Department of J ustice, the Department of
Homecland Security, and the Office of the Director of National Intelligence. These
officials have likewise developed lines of commmnication and authority within their
organizations” structure.

These relationships allow the Board to encourage the sharing of information and
best practices among those offices. The relationships have also allowed the Board to
coordinate and offer assistance when the privacy or civil liberties officers encounter
problems. The Board has helped and will continue to help coordinate and foster the
development of a privacy and civil liberties infrastructure throughout the Execitive
Branch. Before discussing the Board’s activities, including its review of specific issues,
policies, and procedures as described in Part V, infra, the Board wishes to summarize
some of the major activities of the PCL. offices with which it has most closely worked
over the past year.
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e Department of Justice: Like the Board, over the past year the DOJ Privacy and
Civil Liberties Office has also begun its initial work in earnest. The Violence
Against Women and Department of Justice Reauthorization Act of 2005*
required the Attorncy General to appoint a senior official to assume primary
responsibility for privacy policy. The Attorney General appointed the
Department’s first Chief Privacy and Civil Liberties Officer on February 21,
2006. Placed within the Office of the Deputy Attomney General, the DO) Privacy
Office considers issues relating to the Privacy Act, privacy and civil libertics, and
e-government compliance. Among other activities, this office joined DHS and
other Federal entities in the delegation that represented the Uniled States in
negotiations with the Buropean Union regarding the transfer of Passenger Name
Record (PNR) information from Europe to the Burcau of Customs and Border
Protection. In participating in these negotiations, this delegation helped ensure
that all parties adequately considered privacy and civil liberties interests. In
conjunction with the ODNI Civil Libertics and Privacy Office, the DOJ Privacy
Office also helped draft privacy guidelines governing the ISE. The office has also
worked with the Board and other privacy and civil liberties offices to assist in
drafting 2 Memorandum of Understanding that will establish standardized
procedures to address complaints regarding air travel watch lists.

« The Office of the Director of National Intclligence: Like the Board, the ODNL
Civil Liberties and Privacy Office (CLPO) came into existence with the passage
of IRTPA. The statute requires CLPO to ensure that civil liberties and privacy
protections are appropriately incorpoerated into the policies of the ODNI and the
intelligence community, oversee compliance by the ODNI with legal
requirements relating to civil liberties and privacy, review complaints about
potential abuses of privacy and civil libertics i ODNI programs and activities,
and ensure that technologies sustain and do not erode privacy. The Dircctor of
National Intelligence appointed the Civil Liberties Protection Officer to lead the
CLPO. In addition to completing a number of necessary stand-up requirements,
the ODNI has, through the work of the CLPO, established internal ODNI policy
for protection of privacy and civil libertics. Tn addition, the CLPO has identified a
senior official at each intelligence agency to.serve as the focal point of privacy
and civil liberties issues at that agency. Perhaps most importantly, the CLPO co-
drafted the privacy protection guidelines that govemn the Information Sharing
Environment and is co-chairing the process for ensuring that agencies have
sufficient guidance and support to implement the guidelines effectively and
consistently. Moreover, the CLPO has conducted numerous reviews of
intelligence community programs and activities, helped shape significant policies
and guidelines, and cstablished procedures for community personnel to provide
the CLPO with information about possible privacy and civil liberties abuses.

® pub, L. 109-162 (Jan. 5, 2006),
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o The Department of Homeland Security: The DHS Privacy Officc is the first

statutorily created privacy office” within the Federal government dedicated to the
oversight of privacy protections. As such, the Chief Privacy Officer serves as the
primary advisor on privacy matters and, by designation, departmental disclosure
matters to the Secretary of Homeland Sccurity. In addition to privacy policy
advice, the DHS Privacy Office works (1) to ussure that the use of technologies
sustain and do not erode privacy protections; (2) to assure that personal
information contained in Privacy Act systems of records is handled in full
compliance with fair information practices; (3) to evaluate legistative and
regulatory proposals invalving personal information within federal government;
(4) to conduct privacy impact assessments of proposed rules of DHS; (5) to
coordinate with the Officer for Civil Rights and Civil Liberties; and (6) to prepare
an anmual report to Congress on activities of the Department that affect privacy.
The Privacy Office is struclured into two functional components: privacy and
freedom of information. The freedom of information component addresses issues
to include FOTA and Privacy Act requests and appeals and FOIA policy and
regulations. The privacy component addresses the above statutory and policy-
based responsibilities, in a collaborative environment, to include Compliance;
International Privacy Policy; Legislative and Regulatory Affairs; and Technology.
Much of the Privacy Office work focused on developing a compliance framework
for the Privacy Act and E-Government Act. This effort standardized and
harmonized privacy compliance concemning Privacy Tmpact Assessment (PIA)
and System of Records Notice (SORN) reporting requirements. Both documents
requirc agencies Lo complete an analytical template that describes the intended
benefits of a particular program or change, the possible privacy concerns or risks
generated by such 4 program or change, and how the agency mitigates privacy
risks. Operationally, the Privacy Office provided privacy advice regarding the
Secure Flight program, reviewed the implementation of the arrangement to
transfer PNR information from air carriers-in the European Union to the Bureau
of Customs and Border Protection, participated with DOT and DHS Privacy and
Civil Liberties officers in drafting the ISE Privacy Guidelines, and advised DHS
on privacy issues concerning data governance and data security.

The DHS Office for Civil Rights and Civil Liberties (CRCL) has a relatively
broad responsibility to ensure that DHS programs and activities coniply with
constitutional, statutory, regulatory, policy, and other requirements related to civil
rights and civil liberties. It also must investigate complaints that allege possible
abuses of civil rights or civil liberties. The CRCL is léd by the Officer for Civil
Rights and Civil Liberties. Of specific relevance to the Board, the CRCL has
focused a great deal of its efforts on resolving complaints arising from the use of
aviation watch lists. Aloig these same lines, the CRCL has worked with the

*'Pub. L. 107-296, § 222 (Nov. 25, 2002) (codified at 6 1.S.C. § 142).
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Board and other privacy officers to develop a standardized procedure — to Be
embodied in a Memorandum of Understanding — to resolve watch list complaints.

The Departments of State, Treasury, and Defense have also designaled officials to
act as privacy points of contact for the Board. The Board anticipates and looks forward
to building similar working relationships with other privacy and civil liberties offices
throughout the Exccutive Branch.

C. Congress

Board Members and the White House Office of Legislative Affairs have reached
out to Senators and Representatives to brief them on the Board’s mission, priorities, and
activities, as appropriate. The Chairman and Vice Chairman have responded to all
Congressional requests for testimony. The Board has also authorized ils Executive
Director to ensure that appropriate lines of communication and information exist between
it and Congress. These Congressional interactions inchide the following:

e On November 8, 2005, Carol Dinkins and Alan Raul testified at their
confirmation hearing before the Senate Judiciary Committee. Prior to their
confirmation hearing, they conducted courtesy visits with Senators John Cornyn,
Richard J. Durbin, Edward M. Kennedy, Jeff Sessions, and Arlen Specter.

= OnMay 4, 2006, the Exceutive Dircetor mot with a bipartisan group of staff from
the House Permanent Select Committee on Intelligence.

s On June 6, 2006, Chairman Dinkins and Vice Chairman Raul testified before the
House Government Reform Subcommittee on National Security, Emerging
Threats, and Intcrnational Relations.

*  On August 10, 2006, the Executive Director met with majority staff from the
Scnatc Committee on Homeland Scearity and Governmental Affairs.

¢ On November 3, 2006, the Ixecutive Director met with minority staff from the
Senate Judiciary and Senate Homeland Security and Governmental Affairs
Committees.

» ~The Executive Director worked with Senate Judiciary Committee stafl regarding
certain administrative matters relating to confirmation materials.

* - On November 27, 2006, Carol Dinkins, Alan Raul and Lanny Davis brieled
bipartisan staff from the Senate Judiciary, Intelligence and Homeland Security
Committees.
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¢ On December 13, 2006, the Executive Director met with staff of Representatives
Shays, Maloney, and Thompson.

+ On December 19, 2006, Member Lanny Davis and the Executive Director met
with staff to Senators Lieberman and Durbin.

+ On Fcbruary 8, 2007, the Executive Director met with minority staff of the House
Judiciary Subcommittee on Crime, Terrorism and ITomeland Security.

* The Board has either corresponded with individual Members of Congress or been
the subject of correspondence between Members and the Executive Office of the
President on a number of occasions since enactment of the Intelligence Reform
and Terrorism Prevention Act of 2004,

D. Media

“The Board works in coordination with the White House Communications and
Press offices. On September 10, 2006, Members Lanny Davis and Ted Olson appeared
on a Discovery Channel special hosted by Ted Kappel entitled The Price of Security.
Members of the media were invited to attend the Board’s December 5 2006 public
meeting, and Board Members gave numerous interviews following that event.
Additionally, mecdia representatives are encouraged to monitor the Board’s web page
(www.privacyboard.gov) for activities and statements. The Board has been the subject of
numerous articles nation wide in the press and on-line. Members believe they have
responded to all requests for interviews or comments.

E. Private Sector, Non-profit, Academic, and Advocacy Groups and Experts

The Board has set as a high priority engaging in a productive and ongoing
dialogue with. privacy, non-profit, and acadeimic organizations within the privacy and
civil liberties community. These conversations have helped identify issues important to
the community, exchange ideas regarding how to craft anti-terrorism policies and
procedures, and establish trust between the Board and the community. For example, the
Board has strived to communicate regularly with the co-chairs of the 9/11 Comniission,
Governor Thomas Kean and Congressman Lee Hamilton.® Chairman Dinkins and Vice

* The Board and its activities have been referenced in two Congressional reports: (1)
House Permanent Select Committee on Intelligence Oversight Subcommittee’s report:
Initial Asses: on the fmpl: ion of the Intelligence Reform and Terrorism
Prevention Act of 2004 (July 2006); and (2) Government Accountahility Office report:
Terrorist Watch List Screening: Efforts to Help Reduce Adverse Effects on the Public
(September 2006).

* As noted previously, the Commission’s recommendations led to the Board’s creation.
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Chairman Raul met collectively with Governor Kean and Congressman Hamilton and
apprised them of the Board’s major activities. They have also held individual telephone
conferences with Governor Kean and Congressman 1lamilton. Following the Deccmber
telephone conference, Congressman Hamilton requested the Board's executive director to
contact him every 60 days with additional updates on the Board’s efforts. In addition, the
Board's executive director has met with former Commission executive director Philip D.
Zelikow and Commission General Counsel Daniel Marcus. The Board is dedicated to
mecting the letter and spirit of the 9/11 Commission’s recommendations, consistent with
its statutory authority, and looks forward to continued contact with the Commission’s co-
chairs.

Additionally, the Chairman and Vice Chairman met with representatives from the
American Civil Liberties Union and the Center for Democracy and Technology within
the first two months of the Board’s operation. The Board also has held meetings with;
the American Conservative Union, the Center for Strategic and International Studies, the
Electronic Privacy Information Center and the Privacy Coalition, the Markle Foundation,
the Cato Institute, the Heritage Foundation, the Liberty Coalition, and the National
Institute of Standards and Technology. Board representatives have appeared at the
Progress and Freedom Foundation’s Annual Aspen Summit, the U.S. Army Judge
Advocate General’s School Advanced Intelligence Law Conference, and the Intelink and
the Information Sharing Conference and Technology Exposition.

The Board has also appeared before or participated in advisory committees and
workshops conducted by DHS (the Data Privacy and Integrity Advisory Committec),
ODNI (Privacy Protection Technologies Workshops hosted by ODNI and the Disruptive
Technologies Office), DOJ (Tntergovernmental Privacy Issues Forum and Global Justice
Information Sharing Initiative, Global Advisory Cormittee), American University
(Masters of Public Administration Seminar on Separation of Powers), and National
Academies of Science (Committee on Technical and Privacy Dimensions of Information
for Terrorism Prevention and other National Goals).

On December 5, 2006, Georgetown University’s Institute for International Law
and Politics hosted the Board’s seventeenth meeting, a public forum discussion between
the Board, privacy and civil liberties advocacy groups, academicians, and the public. The
Board was joined by the Civil Liberties Protection Officer at the Office of the Director of
National Intelligence, the Chief Privacy and Civil Liberties Officer at the Department of
Justice, and the Officer for Civil Rights and Civil Liberties at the Department of
Homeland Security. Panelists included Caroline Fredrickson, Director of the ‘Washington
Legislative Office of the American Civil Liberties Union; David Keene, Chairman of the
American Conservative Union and Co-chair of the Constitution Project’s Liberty and
Security Initiative; Marc Rotenberg, Executive Director of the Electronic Trivacy
Information Center; Michael Ostrolenk, Co-founder and National Director of the Liberty
Coalition; Brian Walsh, Semior Legal Research Fellow at the Heritage Foundation; James
Dempsey, a member of the Markle Foundation Task Force on National Security in the
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Information Age; Fred Cate, Distinguished Profossor and Director for the Center for
Applied Cybersecurity Research at Indiana University; Peter Swire, the C. William
(Neill Professor of Law at Ohio State University and former Chicf Counselor for
Privacy in the U.S. Office of Management and Budget under President Clinton; Neal K.
Katyal, Professor of Law at Georgetown University; and Anthony Clark Arend, Professor
of Government and Foreign Service and Dircctor of the Institute for International Law
and Politics at Georgetown University.

F. Intemational Forums

As appropriate, the Board intends to participate in international discussions on
issues of relevance and interest. For example, Vice Chairman Alan Raul represented the
Board as a member of the U.S. delegation to the 28th International Data Protection and
Privacy Commissioners’ Conference in London on November 2 and 3, 2006. This is an
annua) gathering of the various Eurepean Union and other International Data Protection
officers. The U.S. has observer status to this conference. The delegation is led by the
Department of Homeland Security and also includes representatives from the Department
of Justice and Federal Trade Commission.
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V. ISSUE IDENTIFICATION, PRIORITIZATION, AND
DISCUSSION

As previously cxplained, IRTPA vests the Board with the broad mandate to
provide advice and oversight concerning “regulations, cxccutive branch policies, and
procedures (including the implementation of such regulations, policies, and procedures),
related laws pertaining to efforts to protect the Nation from terrorism, and other actions
by the executive branch related to offorts to protect the Nation from terrorism.”*
Consistent with these statutory responsibilities, the Board considered how it could set its
scope, agenda, and methodology in order to advise the President in as effective a manner
as possible and in a manner that will bring the greatest value to the American pcople. To
these ends, the Board began to identify and evaluate proposed and existing programs and
policics that fall within jts statutory mandate. Obviously, the list of policies and
programs warranting the Board’s attention will evolve over time. Additionally, as new
policies are considercd, developed, and implemented, the Board’s identification of
priorities will necessarily change as well.

As a general matter, the Board cncounters and engages issues using one of three
approaches:

« Vertical Review: At the dircction of the President, through the request of an
Executive Branch department or agency head, or as a result of self-initiation, the
Board engages in an in-depth review and analysis of a particular policy or
program.

o Horizontal Review: Thc Board examines an issue as part of existing policy
_ development and implementation processes within the Executive Office of the
President and the Executive Branch. The Office of Management and Budget
(OMB}) has integrated the Board into the Legislative Referral Memorandum
(LRM) process. Through this process, the Board reviews Administration-wide
policies, regulations, and programs that involve its statutory mission.

o Initial Spot Review: The Board informally gathers basic information on a policy,
program, or issue that Board Members believe could implicate ptivacy and civil
liberties concerns. This approach allows the Board to determine whether a morc
formal review is necessary.

“IRTPA § 1061(c)(2)(A).
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A Scope and Process

In construing the mandate contained in [IRTPA, the Board has initially determined
that it will focus its efforts on issues concerning U.S. Persons™ or occurring on American
s0il. As a result, it will nat evaluate specific issues associated with the uniformed
services™ efforts against terrorism or activities directed against non-U.S. persons abroad.
IRTPA instructs the Board to ensure the consideration and protection of “privacy and
civil liberties” but neither defines this phrase nor guides the Board in determining whose
privacy and civil liberties should warrant thc Board’s attention. In order to maximize the
Board’s effectiveness and to prevent the diffusion of its limited resources across too
many pr?égrmns, the Board has elected to concentrate on the United States and U.S.
Persons.

Tn-making this decision, the Board considered the structure and purpose of
IRTPA, its legislative history, common canons of statutory construction, and how to
carry out its statutory mandate most effectively. As an initial matter, the Congressional
findings in TRTPA concemning the Board suggest that “privacy and civil liberties” should
have a domestic focus by “call[ing] for an enhanced system of checks and balances to
protect the precious liberties that are vital to our way of life.”*” IRTPA - particularly the
title that contains the Board®® — has a domestic focus,” does not generally address
military or diplomatic actions abroad, and does not reference interrogation, non-U.8.
detention, or rendition practices.

45 A .S, Person” is defined, inter alia, as a United States citizen or a lawful permanent
resident alien. See, e.g., 50 U.S.C. § 1801{i}); Executive Order 12333 § 3.4(3).

¢ The Board reserves the right to revisit this determination as circumstances or events
tay wargant.

“TIRTPA § 1061(a)(2) (emphasis added). Indeed, the findings preceding the formal
creation of the Board link the operation of the Board to the “potential shifi of power and
authority to the Federal Government . . . [i]n conducting the war on terrorism.” Id. §
1061(a)1). .

% Title I ~ the portion of the Reform Act wherc Congress placed the Board — largely
confines itself to organizational and structural matters.

* Far example, the statute attempts to improve national security through a variety of
actions, including restructuring the Federal intelligence-gathering apparatus, id. §§ 1011-
1023, strengthening security measurcs for cargo, id. §§ 4051-54, transportation, id. §§
4011-29, and border enforcement, id. §§ 5101-5204, and reforming certain immigration
laws. Id. §§ 5401-5506.
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Legislative history — in the form of the 9/11 Commission Report and in Senate
debate accompanying passage of IRTPA — also contains a domestic focus. In its preface
to recommending the creation of the Board, the Commission Report highlighted the
impact of its recommendations on U.S. Persons’ rights: “Many of our recommendations
call for the government to increase its presence in owr fives — for cxample, by creating
standards for the issuance of forms of identification, by better securing our borders, by
sharing information gathered by many different agencies.™® The Commission connected
this potential harm to domestic Tiberties to the Board’s charge: “At this time of increased
and consolidated government authority, there should be a board within the cxceutive
branch to oversee adherence to the guidelines we recommend and the commitment the
government makes to defend our civil liberties.””' Similarly, during debate on the
IRTPA conference report, numerous Senators emphasized what one characterized as
Congress’.desire to “protect the lives of Americans, and [to] protect their libertics. That
is what the Board is selting out to do.™

Certain canons of statutory construction, including the presumption against
extraterritoriality,” also suggest that IRTPA’s provisions authorizing the Board should
not reach beyond the Nation’s borders. Additionally, the Board is reluctant to oversee
traditional Commander-in-Chief authorities — including combat operations — withoul a
specific and express legislative mandatc.

% 9/11 COMMISSION REPORT at 393-94 (emphasis added).
51 4d. at 395 (emphasis added).

7 Pebate on the Conference Report of the Intelligence Reform and Terrarism Prevention
Act of 2004, 150 Cong Rec 11939, 11949 (Dec. 8, 2004) (statement of Senator Durbin)
(emphases added); see also id. at 11939 (“The creation of this Board is intended to cnsurc
that at the same time wo enhance our Nation's intelligence and homeland defense
capabilities, we also remain vigilant in protecting the civil liberties of Americans.”)
{statement of Senator Dodd) {ernphasis added); id. at 11978 (“The bill provides
protections for the rights of Americans by creating a Privacy and Civil Liberties
Oversight Board . . . .”) (statement of Senator Mikulski) (emphasis added); id.,(“While
Americans are more willing to give up some of their privacy after 9/11, necessary
intrusions must be carcfully balanced against the rights of U.S. citizens and 1 believe the
Board will help maintain the balance.”} {statement of Senator Reed) (emphasis added).

A See, e.g., Small v. United States, 544 U.S. 385, 388-89 (2005) (noting that courts begin
with “legal presumption that Congress ordinarily intends its statutes to have domestic, not
extraterritorial, application™); Arc Ecology v. United States Dep’t of the Air Force, 411
F.3d 1092, 1097 (9th Cir. 2005) (“Courts must assume that Congress legislates with
knowledge of the presumption that a statule is primarily concerned with domestic
conditions.”) (internal quotation marks omitted).
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Mareover, construing the scope of the Board’s mandate substantially implicates
questions regarding how best to allocate time and resources. The Board has decided to
use: these resources in a manper to scrve the greatest number of United States citizens and
other U.S. Persons. Congress stands in a stronger position to oversee American anti-
terrorism activitics conducted abroad than the Beard or its Members.

Tn addition to determining the general rcach of its mandate, the Board established
a standardized means to evaluate how well privacy and civil liberlies bave been
considered in the development and implementation of anti-terrorism policies and
programs. To that end, the Board has developed an “issues and process analysis
methodology” that will bring full and consistent consideration of all issues that come
before it.** This methodology allows the Board to consider separate substantive
questions and the extent to which privacy and civil Hberty officers within the relevant
agency have meaningfully participated in the development and implementation of the
policy or program. The methodology takes into account five large issues, as well as a
number of subsidiary questions, including:

¢ The scope of the program
= The program’s legal basis

o Ilow the program supports efforts to protect the Nation against terrorism from the
perspective of managing risk to privacy or to survival

s The extent to which officials within the relevant department or agency analyzed
the privacy and civil liberties interests implicated by the policy, program or issue,
including factors such as

o Privacy: How does the program affect individuals’ ability to control how
personal information about them is collected, used, maintained, or

shared?

o Fairness: Does the program treat individuals fairly at every step?

# The Board wishes to acknowledge and thank Jim Harper, Dircctor of Information
Policy Studies at the Cato Institute, and the Deparlment of Homeland Security Data
Privacy and Integrity Advisory Committee, on which Mr. Harper sits, for their guidance
and earlier work product, upon which much of this is based. See, e.g., Framework for
Privacy Analysis of Programs, Technolagies, and Applications, Department of Homeland
Security Data Privacy and Integrity Advisory Cammittec, Report No. 2006-01 (March 7,
2006), available at hitp://www.dhs.gov/xlibrary/assets/privacy/privacy_adveom_03-
2006_framework.pdf (last accessed Jan. 29, 2007).
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o Civil Liberties: Does the program limit individual civil liberties in some
dimension? What specific Constitutional or statutory interests are
affected?

o Respect for the Individual: Does the program adequately preserve, to
the extent possible, human dignity, autonomy, freedom of thought,
expression and association?

o Data Security: How ix personul information secured against threats fo
privacy and integrity?

* Processes employed by the governmenl to review privacy and civil liberties
interests. This factor considers the existence and format of review procedures,
how the government ensures that employees follow these procedures, the training
required of employees, and how the government updates its policies.

With respect to internal deliberations, the Board has formalized procedures to
allocate work and assignments among Board Members. For example, these procedures
have allocated assignments to: Vice Chairman Raul to coordmate the Board’s efforts
concerming watch list redress procedures; Vice Chairman Raul and Member Davis to
examine the NSA’s surveillance activities; Member Frank Taylor to examine the
Department of Defense Counterintelligence Field Activity (CIFA) TALON program; and
Member Davis to examine elements of the reauthorized USA PATRIOT Actl.

The Board has also developed a standardized format for reporting internal
deliberations and investigations and offering recommendations to the full Board. This
report format includes background information, the legal authority underlying a given
program or policy, the existing privacy and civil liberties infrastructure, benefits of the
program or policy, privacy concerns, sources consulted, an evaluation of the
consideration of privacy and civil liberties interests in the development or
implementation of the program or policy, and recommendations to the Board. These pre-
decisional reports are considered by the full membership of the Board at its regular
meetings.

B. Specific Issucs, Policics, Procedures, and Regulations

Employing this standardized methodology and operating within its statutory mandate,
the Board has evaluated numerous proposed and currently existing terrorism-prevention
policies, regulations, statutes, and other Executive actions. Some issues came to the
Board’s attention through its numcrous meetings with privacy advocacy organizations,
Executive officials, and Congressional leaders. The Board engaged other issues because
media reports brought them to its attention, and ofber matiers arose simply because the
Board has begun to integrate itself into the regular Executive deciston-making and policy
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implementation processes. In all of its efforts, the Board has had the opporiunity to ask
whatever questions it desired and has reccived answers to those questions. The following
list of matters on which the Board has offercd advice and oversight is intended not to be
cxhanstive but rather to offer a representative sample of issues that the Board has
considered during its relatively brief existence. The Board is careful below not to
reference facts, issues, or materials of a classificd nature.

1. QOversight of Existing Federal Anti-terrorism Policies and Programs

The Board has begun its efforts to review some of the Federal government’s most
sensitive and far-reaching surveillance programs. As discussed below in greater detaif,
these programs include National Security Agency survcillance programs (such as the
former Terrorist Surveillance Program (TSP) and the current program governed by the
Foreign Intelligence Surveillance Court) and the Terrorist Finance Tracking Program
(TFTP). The Board also has received initial briefings on the National Implementation

Plan (NIP).

At its first mecting on March 14, 2006, the Board determined that it would have
an on going interest in monitoring the government’s various surveillance programs. In
order to bring any kind of value to their analysis, however, the Members decided that
they first had to understand fully the scope of the government’s efforts to protect the
Nation against terrorism. Consequently, the Board undertook an extensive effort of
educational due diligencc. The Board believes that receiving premature briefings on any
specific program without understanding the full context in which thal program operates
would not serve to help it fulfill its statutory mission.

The Board has taken great care and exercised due diligence to become familiar

with the departments and agencics responsible for protecting the Nation against terrorism.

The Board has examined the agencies™ and departmonts’ mission and legal authorities, as
well as their operational methodologies and privacy and civil libertics training, reporting,
and auditing programs.

Following the Board’s educational efforts, and with the support of the Atlomey
General, the Director of National Intelligence, and the President’s Chief of Staff, the
Board formally requested a briefing on the TSP und TFTP in September 2006. The
President’s approval followed promptly, and the briefings wcre immediately scheduled.

35 For example, the Board’s Vice Chairman and Excoutive Director aftended a session of
the standard National Security Agency employee privacy training given to all new -
employees and once every other year to all current employees. This training is based,
among other authorities, on the requirements of U.S. Signals Intclligence Directive 18,
which regulates the collection and use of information on U.S. Persons within the signals
intelligence community.
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Terrorist Surveillance Program and January 10, 2007 Qvders of
the Foreign Intelligence Surveillance Court

The Board devoted substantial time and focus in its first year of
operation to reviewing anti-terrorist surveillance conducted by the
National Sccurity Agency (NSA) and the Terrorist Surveillance
Program (TSP) described by the President on December 17,
2005.% The TSP involved surveillance of communications where
one party to the communication is outside the United States and
the government has probable cause to believe that at least one
party to the communication is a member or agent of al Qaeda, or
an affiliated terromist organization.

The Board’s review of the NSA’s surveillance activities was
conducted in the course of various briefings by senior NSA
personnel, including the Director, and through briefings,
questioning, and other interaction with analysts and program
operators. Board members repeatedly visited NSA and observed
the physical operations where the relevant surveillance is
conducted. In particular, the Board reviewed material supporting
the government’s determination that there was probable canse to
believe that at Icast onc of the parties to a surveilled
communication was 2 member or agent of al Qaeda or an affihated
terrorist organization.

The Board also received briefings and had opportunities to
question NSA lawyers from the Office of General Counscl,
Inspector General officials, and other knowledgeable personmel.
The Board discussed TSP with the Attormey General, the Acting
Assistant Attorney General for the Office of Legal Counsel, and
the current and former Counsel to the President, among other
knowledgeable officials in the Executive Branch.

The Board was briefed on the muitiple levels of review, approval
and oversight for conducting this surveillance. At the NSA,
operators must carefubly justify tasking requests, and multiple
levels of review and approval are required to initiate collection.
Ongoing audits and legal reviews are conducted by the NSA’s
Office of Inspector General, General Counsel, and Signals

% As noted below, the Board reviewed the operations of both the TSP (which has now
ceased) and the surveillance program governed by the Foreign Intelligence Surveillance
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Intelligence Dircetorate Office of Oversight and Compliance. No
surveillance may be conducted without leaving a reviewable audit
irail that can be and routinely is subject o extensive contimuing
examination by Inspector General and Compliance staff.

Tn addition, the members of the Board reviewed U.S. Signals
Tntelligence Directive 18 (USSID 18), which reflects the classified
guidelines established by the NSA and approved by the Attorney
General pursuant to Executive Order 12333 to ensure that
information about U.S. Persons is protected from im?mpm' or
excessive callection, dissemination and distribution.”” The NSA
requires all of its personnel holding security clearanves authorizing
access to certain information to participate in extensive USSID 18
training upon the initiation of access and every two years during
which they continue to have access. The Vice Chairman and
Executive Director participated in the foll USSID 18 training
received by NSA personnel in order to examine the extent and
quality of the training and to assess awareness of the need to
protect the privacy and civil liberties interests of U.S. Persons
among NSA personmel with access 1o sensitive infortnation.

On January 17, 2007, the Attorey General notified Senators
Leahy and Specter that a Judge of the Forcign Intelligence
Surveillance Court (FISC) had issued orders authorizing the
Government to target for collection international communications
into or out of the United States where there is probable cause to
believe that at least one party to the communication is 2 member or
agent of al Qaeda or an affiliated terrorist organization (FISC
Orders). As a result of the FISC Orders, any electronic
surveillance that was conducted under the TSP is now conducted
subject to the approval of the FISC. After the FISC Orders were
issuc, the Board was cxtensively bricfed by both the Departrnent
of Justice and NSA regarding this development. Members of the
Board also have studied the classified FISC Orders themselves and
closely reviewed the classified material submitted to the FISC in
connection with the Orders, including the applications, legal
memoranda, and supporting declarations.

While the details of the FISC Orders remain classified, we can
report in an unclassified format that as a result of the Orders the

57 See, e.g., BO 12333 § 2.4 (“Agencies within the Intelligence Community shall use the
feast intrusive collection techniques feasible within the United States or directed against
United States persons abroad.”).
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relevant surveillance is subject both to extensive ongoing
Dopartment of Justice review and to the approval of the FISA
Court. The Department of Justice’s responsibilities for
implementing the Orders are carried out by the new National
Security Division in the Department of Justice.

Based upon its review, the Board has concluded that the Executive
Branch’s conduct of these surveillance activities appropriately
considers and reasonably protects the privacy and civil liberties of
U.S. Persons. As a result of the new FISA Court Orders, the
highly regimented Executive Branch process of justification,
review, appraval, and auditing has been further augmented by
court supervision. This provides reasonable assurance that
national security and privacy and civil liberties intercsts are
appropriately balanced. The Board found no evidence or
reasonable basis to believe that the privacy and civil liberties of
U.S. Persons are impropeily threalened or impinged under the
surveillance conducted by the Executive Branch, sither under the
TSP or subsequently under the new FISC Orders. In the opinion of
the Board, it appears that the officials and personnel who were
involved in conducting the TSP, and who now are responsible for
implementing surveillance under the FISC Orders, are significantly
aware and respectful of 1.8, Constitutional and legal rights and
protections for U.S. Persons, and they are actively commitied to
proteeting privacy and civil liberties of U.S. Persons in conducting
such surveillance.

The Board notes that it was nol involved in and has taken no
position on the original design or legal authorization of the TSP,
The Board believes that it is appropriate for it to provide
continuing advice and oversight with respcet to NSA’s surveillance
activities.

National Implementation Plan .
On Nevember 28, 2006, at the National Counterterrorism Center
(NCTC), the Board was briefed on the National Implementation
Plan (NIP). This plan was approved by the President in June 2006
and is intended to coordinate and integrate all instruments of
national power in a unified effort to protcct the Nation against
terrorism. Toward that end, it assigns hundreds of spegific tasks o
various Federal departments and agencies. Participating
departments and agencies are now adopting and implementing
their own supporting plans, and an annual strategic review of the
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entire NIP is in progress. The Board is working with NCTC to
ensure that it has access to NID tasks and activities that could raise
privacy or civil libertics concerns.

. Terrorist Finance Tracking Program

Also on November 28, af the Treasury Department, the Board was
briefed on the Terrorist Finance Tracking Program (TFTP) by the
Under Secretary for Terrorism and Financial Intelligence and the
Assistant Secretary for Intelligence and Analysis. Under this
program, intelligence analysts review records acquired through
administrative subpoenas from the Society for Worldwide
Interbank Financial Telecommunication to locate financial
connections to known or suspected terrorists. This program also
predates the Board’s cxistence.

In cach bricfing, Board members were free to engage in a probing inquiry and ask
mnfettered questions, all of which were answered. Following each briefing, the Board
mel to consider further arcas of inquiry, additional issues associated with these specific
programs to address, and underlying documents to review. Chairman Carol Dinkins has
requested Vice Chairman Alan Raul and Member Lanny Davis to coordinate continuing
activities with NSA and Member Frank Taylor to coordinate continuing activities with
regard to the National Implementation Plan. These initial briefings were the beginning of
the Board’s review of these specific programs, not the totality of its involvement.

In addition to these three anti-terror programs — NIP, TFTP, and NSA surveillance
activities — the Board examined a variety of other programs and policies:

. Department of Defense CIFA TALON Program

At the direction of the Board, Member Francis X. Taylor reviewed
the Department of Defense Counterintelligence Field Activities
(CIFA) Threat and Local Observation Notices (TALON) program.
‘Within the last year, certain media reports alleged that the CIFA,
through the TALON program, had monitored and collected
information on U.S. Persons arising out of domestic aclivities thal
did not appear to present a threat to national security. During a
May meeting of the Board, Chairman Carol E. Dinkins asked
Member Taylor to gather background information on the alleged
inappropriate activities, determine whether DOD had responded to
such reports and the results of that response, and make
recommendations as to whether additional review by the full Board
was required. In carrying out the Chatrman’s charge, Member
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Taylor and Beard staff met frequently with those who
implemented and continue to oversee CIFA. Senior policy
officials fully answered the Board’s questions and provided any
materials that were requested. At the conclusion of its
investigation, the Board determined that a lack of clear guidance
from the Deputy Secretary at the time the program was established
and the absence of a designated TALON program manager
resulted in an ambiguous program implementation and the
improper and unauthorized collection and retention of information
on U.S. Persons. The Board also reviewed and endorsed the steps
that DOD took prior to the Board’s investigation to correct these
concerns. For example, the Deputy Sccrctary had ordered an
immediate review of the prograni and issued additional guidance to
clarify the TALON program’s scope and to emphasive (hat the
program would be conducted in full compliance with DOD
policies and procedures regarding the collection of information on
U.S. Persons. CIFA also has purged the TALON system of any
inappropriately collected and retained information.

Department of State E-Passport Program

The Board reviewed efforts by the Department of State to
distribute a passport containing an embedded data chip that holds
personal information on the passport holder. The Board concluded
that the current design of the passpert does not pose substantial
privacy concerns because (1} the information contained on the chip
is identical to that contained in the actual passport; (2) such
information is nseless without an actual physical passport; (3} the
passport utilizes substantial sccurity protocols (anti-skimming
technology, a unique PIN, and a varying identifier that prevents
continuous tracking of the chip) to prevent someone from
accessing that information remotely and from following an
individual; and (4) the chip is engineered in a way that would
require the State Department to recall and reissue passports before
it could add more information on the chip (thereby preventing the
government from easily amending the current contents of the
passport). The Board stated that it would revisit this issue in the
event the State Department desired to alter the program by
inclueding more information on the chip (such as new biometric
measures like an iris or fingerprint scan that are in addition to the
existing digital photograph that enables the biometric comparison
using facial recognition technology), altéring its border inspection
procedures (e.g., to allow a chip to act as a proxy for a physical
passport), or changing the schematics of the chip.
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. Passenger Name Recognition

The Board was briefed on U.S. negotiations with the E.U. over the
collection and dissemination of passenger name records for flights
between the two jusisdictions. The bricfing provided the Board
with substantive discussions of the negotiations, as well as how
privacy and civil liberties officers within DOT and DHS were
invelved in those negotiations. The Board is satistied with the
significant role these privacy and civil liberties officers played in
these negotiations.

. Department of Homeland Security US-VIST. T Program

The Board is currently examining the privacy and civil liberties
protections contained in the US-VISTT program. US-VISIT
facilitates a process that collects and refains biometric and
biographic information regarding aliens who enter and leave the
country and who apply for immigration benefits. Although the
program largely concerns non-U.S. person aliens, a proposed
rulemaking would extend its reach to include all aliens, including
Legal Permanent Residents {who qualify as U.S. Persons). The
greatest civil Jiberties questions center on how information
collected as part of US-VISIT will be shared within the
government and with outside entities.

. USA PATRIOT Act Review

The 2006 reauthorization of the USA PATRIOT Act included over
30 new civil liberties protections. Member Lanny Davis visited
the Department of Justice on November 17, 2006 to be briefed on

- " thesc new protections by staff with the-new National Security
Division. Member Davis has been tasked by the Buard to continue
working with the Department of Justice to monitor implementation

and operation of these protections.

2. Bxemples Where the Board Has Offered Advice Regarding the
Development of a Policy, Pregram, Regulation. or Statute

. Waich List Redress
At the request of the Board, Vice Chairman Alan Raul has

undertaken 1he coordination of efforts among the various relevant
Federal departments and agencies to establish a formalized,
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unified, and simplified redress procedure for individuals with
adverse experiences with the government’s watch list or during
screening processes. Both government officials and non-
govermmental advocacy experts repeatedly raised this issue as an
area where the Board could bring focus, organization and
prioritization.

The Terrorist Screening Center (TSC) is charged with maintaining
the U.S. government’s consolidated terrorist watch list, which
contains the identifying information of all knowm or appropriately
suspected terrorists. Thirteen months after the Center began
operations, it established a formal watch list redress process. The
process allowed agencies that used the consolidated terrorist watch
Tist data during a terrorism screening process (screening agencies)
to refer individuals’ complaints to the TSC when it appeared thosc
complaints were watch list-related. The goal of the redress process
is to provide timely and fair review of individuals® complaints and
to identify and correct any data errors, including errors in the
terrorist watch Hst itself.

TSC’s redress process consists of a procedure to receive, track, and
research watch list-related complaints and to correct the watch list
or other data that caused an individual unwarranted hardship or
difficulty during a screcning process. Throughout 2005, TSC
worked closely with screening agencies to establish a standardized
process for referral of and response to public redress complaints.
TSC also worked with federal law enforcement agencies and the
Intelligence Community, each of which may nominate individuals
to the watch list, to review the redress complaint of any individual
on the terrorist watch list, evaluate whether that person was
properly listed and that the associated information was-correct, and
make any corrections which were appropriate, including removal
from the watch list when warranted.

In the fall of 2005, TSC undertook to document formally the
participating agencies’ mutnal understanding of their obligations
and responsibilities arising out of the watch list redress process.
Competing priorities within participating agencics, however,
slowed progress. On June 20, 2006, Vice Chairman Ranl
convened a meeting of all relevant agencies and called for a
renewed effort to prioritize this project. In attendance were
representatives from the Departments of State, Defensc, Treasury,
Tustice, and Homeland Security, the Office of the Director of
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National Intelligence, the CIA, the FBI, the National
Counterterrorism Center, and TSC.

The Tesulting draft Memorandum of Understanding (MOU) is a
constructive and positive step intended to secure a commilment
from these agencies that participate in the watch list process to
engage actively in and support the redress process. The MOU
resulted from a six-month period of negotiations between the
agencies mentioned previously. Vice Chairman Raul convened a
final working group meeting on November 30, 2006; in January
2007, a final draft of the MOU was approved and submitted for the
signature of the heads of these agencies. '

The MOU scts forth the existing multi-agency redress process in
significant detail, from receipt of an individual’s complaint to the
response senl by the screening agency. Among other things, the
MOU establishes obligations for all parties to secure personal
information, update and correct their own record systems, and
share information to ensure redress complaints are resolved
appropriately. Each participating agency must also commit to
providing appropriate staff and other resources to make sure the
redress process functions in a timely and efficient manner. Finally,
each agency must designale a senior official who is responsible for
cnsuring the agency’s full participation in the redress process and
overall compliance with the MOU.

Once the MOU has been executed and implemented, the Board
intends to continue efforts to bring all possible transparcncy and
public understanding to this process.

Department of Defense Report of the Technology and Privacy
Advisory Committee

In September 2006, the Department of Defense forwarded to the
Board the recommendations of the March 2004 Report of the
Technology and Privacy Advisory Committee (TAPAC) to the
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Secretary of Defense.”® Five of the twelve recommendations
required action on a government-wide basis beyond the authority
of the Department of Defense. The Board is currently evaluating
that Report to determine the extent to which the government has
already implemented those recommendations and what additional
sleps the government should take to complete those
recommendations.

. Administration Clearance Processes

As mentioned above, the Board has been fully intcgrated into the
various Administration and Executive Branch program and policy
clearance processes, including the OMB Legislative Referral
Memorandum (LRM) process. As such, it regularly receives and is
invited to comment on policy initiatives, programs, regulations,
proposed legislation, and public remarks by agency officials that
may have privacy or civil libertics inaplications.

3. Information Sharing

IRTPA called for the creation of the Information Sharing Environment (ISE).
The ISE is an approach that facilitates the sharing of information relating to terrorism by
putting in place the processes, protocols, and lechnology that enable the sharing of this
information among Federal, State, Jocal, tribal and private sector cntitics and foreign
partners. The ISE brings together, aligns and builds upon existing information sharing
policies, business processes and technologies (systems), and promotes-a culturc of
information sharing through increased collaboration. IRTPA aiso established the
Program Manager for the Information Sharing Environment with government-wide
authority to plan, oversee, and manage the 1SE. The Program Manager assists the
President and government agencies in the development and operation of the ISE and
monitors and assesses its progress.

® Safeguarding Privacy in the Fight against Terrorism (March 2004), available af
http://www.cdt.org/security/usupatriot/20040300tapac.pdf (last accessed Dec. 29, 2006).
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To guide efforts to establish the ISE and implement the requirements of IRTPA,
on December 16, 2003, the President issued a Memorandum to the Heads of Executive
Departments and Agencies. This Memorandum delineated two requirements and five
guidelines that priontize efforts that the President believes are most critical to the
development of the ISE and assigns Cabinet officials responsibility for resolving some of
the moare complicated issues associated with information sharing. The five guidelines
are: (1) Set Standards for How Information is Acquited, Accessed, Shared, and Used
within the ISE; (2} Create Common Framework for Sharing Information Between and
Among Federal Agencies and State, Local and Tribal Governments, Law Enforcements
Agencies and the Private Sector; (3) Standardize Procedures for Sensitive But
Unclassified Information; (4) Facilitate Information Sharing with Foreign Partners; and
(5) Protect the Information Privacy Rights and Other Legal Rights of Americans.

IRTPA required that these guidelines be drafted and implemented in consultation
with the Board. And with regard to all five sets of guidelines, the Board’s Executive
Director is a member of the White House Information Sharing Policy Coordination
Committee which sits above all the working groups and directly below the Deputies and
Principals Committees.

The President assigned various agencies the lead in developing the five sets of
guidelines. The Department of Justice and the Office of the Director of National
Intelligence were jointly assigned the lead in developing Guideline 5, now referred to as
the ISE Privacy Guidelines. Within those agencies, the lead was assigned to the DOJ
Chief Privacy and Civil Liberties Officer and ODNI's Civil Liberties Protection Officer.
This ISE Privacy Guidelines drafting group spent April through November 2006
soliciting comments and working with the Program Manager and White House staff,
including Homeland Security Council staff and Board staff.

On May 16, 2006, the Board held its fourth meeting and, among other things, was
bricfed on the ISE by the Program Manager for the Information Sharing Environment.
On Fune 26, at the Board’s eighth meeting, the working group leaders briefed the Board
specifically on the ISE Privacy Guidelines.

On November 16, 2006, the Direclor of National Intelligenee sent to Gongress the
ISE Implementation Plan, which discusses how to bring about an information sharing
environment. Although the parameters of the plan were adopted in December 2005 prior
to the Board's existence, the Board’s Executive Director did offer substantive advice
regarding its content. On November 22, 2006, the President approved the Guidelines 1,
2, 4, and 5 reports, including the recommendation that the ISE Privacy Guidelines be
issued. These were subsequently released to the public by the Program Manager.
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The ISE Privacy Guidelines (Protect the Information Privacy Rights and Other
Legal Rights of Americans) work in conjunction with the other information sharing
guidelines, requiring each set to address its specific area of interest in a manner that
protects the privacy rights and civil libertics of Americans. The guidelines must also
implement provisions of Exscutive Order 13388, which requires agencies to “protect the
freedom, information privacy, and other legal rights of Americans” while sharing
terrorism information.

The ISE Privacy Guidelines regulations establish an information sharing
framework that balances the dual imperatives of sharing information and protecting
privacy by establishing uniform procedures to implement required protections in unique
legal and mission environments. In addition, the framework establishes an ISE privacy
governance structure for comnpliance. The framework attempts to strike a balance
between consistency and customization, substance and procedure, and oversight and
flexibility. Tt also builds npon existing rescurces within Executive agencies and
departments for implementation.

The ISE Privacy Guidelines are based on a set of core principles that requires
agencies to: identify any privacy-protected information to be shared; enable other
agencies to determine the nature of the information and whether it contains information
about U.S. Persons; assess and documnent applicable fegal and policy rules and
restrictions; put in place accountability and audit mechanisms; implement data quality
and, where appropriatc, redress procedures; and identify an ISE Privacy Official to ensure
compliance with the guidelines.

The ISL: Privacy Guidelincs regulations also require Federal departments and agencies
to designate an ISE Privacy Official to oversee the full implementation of the privacy
regulations. The ISL Privacy Official is the department or agency’s senior privacy official as
designated by statute or executive order, or as otherwise identified in response to OMB
Memorandum M-05-08 dated February 11, 2005). Ifa different official would be better
situated to perforem this role, he or she may be so designated by the head of the agency.

The ISE Privacy Guidelines also provide for an ISE Privacy Guidelines Committee,
consisting of the ISE Privacy Officials of the departments and agencies comprising the
Information Sharing Council (ISC), and chaired by a senior official designated by the Program
Manager. Working closely with the Privacy and Civil Liberties Oversight Board as it
exercises its oversight mission, the committee will seek fo ensure consistency and
standardization in implementation, as well as serve ds a forum to share best practices and
resolve inter-agency issues. The ISE Privacy Guidelines Committee will continually refine its
guidance as the ISE develops and as specific sharing mechanisms are institutionalized. The
Program Manager has designated the DOJ Chief Privacy anid Civil Liberties Officer and
ODNTI’s Civil Liherties Protection Officer to scrve as co-chairs of this ISE Privacy Guidelines
Committee, which will include the Board’s Fxecutive Director as 2 tnember.
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The Board instructed its staff to meet with the Program Manager and provide opticns
conceraing its on going oversight role and how that role can be most effectively and
efticiently exercised.
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VI. THE YEAR AHEAD

Aller working to establish the foundation discussed throughout this report, the

Board looks forward to continuing to fulfill its stalutory responsibilities in the upcoming
year. The Board intends to utilize the knowledge and trust built over the last year to
engage, as time and resources allow, issues that will have the greatest impact on the
greatest number of U.S. Persons. While it is impossible to foresee all issues that may
arige in the coming year warranting the Board’s attention, issues which the Board
presently intends to pursue include:

Information Sharing Environment (ISE). As discussed above, the Board is
specifically charged with responsibility for reviewing the lerrorism information
sharing practices of Executive Branch departments and agencies to determine
adherence to guidelines designed to appropriately protect privacy and civil
liberties. Accordingly, the Board was integrated into the proccss chaired by the
Program Manager for the development and implementation of appropriate
information sharing guidelines for Federal departments arid agencies. The Board
will work with the Program Manager to institutionalize its implementation
oversight role.

Government surveillonce uperations. The Board will continue to exercise its
oversight role over terrorist surveillance.

Tervorist watch list issues. The Board played a tole in coordinating efforts among
the various Federal departments and agencics to establish a unified, simplified
redress procedure for individuals with adverse experiences during screening
processes. The execution of an interagency memorandum of understanding on
redress procedures is only a first step in cstablishing a simple, transparent process.
The Board will continuc its efforts to promote this process.

USA PATRIOT Act and Nationgl Security Letters (NSLs). The 2006
reauthorization included over thirty new civil liberties protections. The Board
will work with the Department of Justice to monitor implementation of these
protections.

Federal data analysis and management issues. Board Members intend to enhance
significantly their understanding of issues associated with data mining activities,
data sharing practices, and governmental usc of commercial databases. This level
of understanding will assist the Board in its review of many Federal anti-terrorism
programs. Toward this end, the Board will follow up on recommendations of the
March 2004 report of the Technology and Privacy Advisory Committee (TAPAC)
to the Secretary of Defense, Safeguarding Privacy in the Fight Against Terrorism.

U.S. Persons Guidelines. These guidelines limit the government’s ability to
collect, retain, and distribute intelligence information regarding U.S. Persons.
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These guidelines are applicable to agencies in the intelligence community
pursuant to Executive Orders 12333 and 13284. As was noted in the 2005 report
to the President on Weapons of Mass Destruction, these rules are complicated,
subject to varying interpretations, and substantially different from one agency to
another. The Attorney General and the Director of National Intelligence have
established a staff level working group to review these guidelines and propose
appropriate reforms. The Beard intends to participate in this process.

s State and local fusion centers. State and local law enforcement entities are
ecstablishing joint centers where they share jnformation and data of value to their
comumon missions. J'ederal agencies are developing partnerships with thesc
centers. The Board will review these sharing practices to ensure that privacy
rights and civil liberties concerns are taken into appropriate consideration.

s National Implementation Plan (NIP). The National Counterterrorism Center is
presently conducting the first strategic review of the NIP. The Board is interested
in the results of this review and actions taken as a result of its findings and
recommendations. ‘The Board will also continue to monitor those on-going NIP
tasks and activities that might raise privacy or civil liberties concerns.

«  Department of Homeland Security Automated Targeting System (ATS). ATSisa
decision support tool used by Customs and Border Protection to assist in making a
threshold assessment in advance of arrival into the U.S. bascd on information that
DHS would otherwise collect at the point of entry. The Board intends to review
this system.

s Material Witness Statute. As a result of concerns raised at its December 5, 2006
Georgetown University forum, the Board will investigate public expressions of
concern over how this statute is being used in Federal anti-terrorism efforts

The Board will continue its cfforts to reach out to those Administration officials
with significant responsibilities in protecting the Nation against texrorism. To that end,
the Board looks forward to meeting with (he Secretaries of State and Defense, the new
Dircctor of the Central Intelligence Agency, and the new director of the Terrorism
Screening Center.

Administratively, the Board will focus on further developing its staff resources by
supplementing the permanent staff with detailees from the intelligence, law enforcement,
and technology communities. Depending on developing priorities, the Board intends to
bring in six detailees for terms of six months to one year.

In addition, recognizing the value and benefit of the public dimension to its
responsibilities, the Board will conduct a continuing series of open public forums,
perhaps around the country, that wilt allow interested American citizens to express their
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concerns with regard to privacy and civil liberties implications in the war against
terrorism.

Tinally, the Board undérstands that it may adjust its agenda based on evelving
issues and concerns - whether those issues are brought before the Board through its
internal role within the Exccutive Office of the President or through public comment.
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VII. CONCLUSION

Standing up any new institution takes vision, energy, and commitment. The
Board believes it has made substantial solid progress over the past year in setling
priorities and integrating itself into existing Executive Branch policy formulation and
implementation procedures. The Board is pleased with the enthusiasm and level of
suppart it is receiving, both substantively and administratively, from White House staff,
the Executive Office of the President and other Federal departments and agencies
essential to the protection of privacy and civil liberties.

Most importantly, as mentioned several times in this report, the Board has
established a sound and productive working rclationship with the growing universe of
privacy and civil liberties professionals within the Executive Branch. Working together,
these professionals and the Board are developing a system of mutual trust and support.
This relationship is fundamental to the Board’s ability to fulfill its role of providing
constructive, objective advice to the President and relevant agency heads.

The American people expect the Federal government to protect them from
terrorism, and to do so consistent with the Constitution and important American values,
The Privacy and Civil Liberties Oversight Board is one of many checks and balances
existing within the Federal government to belp promote this. It is not a substitute for the
President’s responsibility to preserve, protect, and defend the Constitution of the United
States or the oversight roles excreised by Congress. Instead, it is a significant new body
withir the Federal government in a position of trust and proximity to the President that
can offer an objective asscssment of policy initiatives.

The Board Members take their statutory mission and responsibilities seriously and
louk forward to working with the Executive Branch and Congress™ in fulfilling them in
the upcoming year.

** The 110th Congress is considering whether the Board’s present construct, as
established by IRTPA, warrants modification. Pending legislative initiatives would
remove the Board from the Exeeutive Office of the President, make it an independent
agency within the Executive Branch, and provide it with subpocna power. Other
proposed changes would keep the Board within the BOP but would require all Members
to be nominated by the President and confirmed by the Senate to staggered six-year
terms, with the Chairman assuming a full-time appointment.
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