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(1) 

PRIVACY IN THE HANDS OF GOVERNMENT: 
THE PRIVACY AND CIVIL LIBERTIES OVER-
SIGHT BOARD AND THE PRIVACY OFFICER 
FOR THE U.S. DEPARTMENT OF HOMELAND 
SECURITY 

TUESDAY, JULY 24, 2007 

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMERCIAL

AND ADMINISTRATIVE LAW, 
COMMITTEE ON THE JUDICIARY, 

Washington, DC. 

The Subcommittee met, pursuant to notice, at 1:50 p.m., in Room 
2237, Rayburn House Office Building, the Honorable Linda 
Sánchez (Chairwoman of the Subcommittee) presiding. 

Present: Representatives Sánchez, Conyers, Watt, Cannon, 
Feeney, and Franks. 

Staff present: Susan Jensen-Lachmann, Majority Counsel; Stew-
art Jeffries, Minority Counsel; and Adam Russell, Majority Profes-
sional Staff Member. 

Ms. SÁNCHEZ. This hearing of the Committee on the Judiciary, 
Subcommittee on Commercial and Administrative Law will now 
come to order. 

And I will now recognize myself for a short opening statement. 
Since the September 11 terrorist attacks, Congress has been 

challenged with protecting individual liberties while working to 
keep our Nation secure. Unfortunately, and all too often, security 
and liberty have been seen as competing interests, and in this com-
petition, the right to privacy has tended to be the first victim. 

I do not believe that the two are necessarily in conflict. With 
hard work, we can achieve both goals. In fact, it is imperative to 
our way of life that we do so. 

The Subcommittee on Commercial and Administrative Law has 
played a major role with respect to protecting personal privacy and 
civil liberties in this era of heightened government authority over 
the years. It is with that in mind that the Subcommittee is holding 
a hearing to review the work and performance of the Privacy and 
Civil Liberties Oversight Board and the Department of Homeland 
Security’s privacy officer. 

As part of our ongoing interest in privacy issues, the Sub-
committee has participated in the effort to create the Privacy and 
Civil Liberties Oversight Board. As we all know, the board was es-
tablished in 2004 in direct response to the 9/11 Commission’s rec-
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ommendation that there be an entity within the executive branch 
to oversee the government’s commitment to protecting our privacy 
and defending our civil liberties. 

Recently, there has been increased criticism that the final formu-
lation of the board fell far short of expectations. We hope those 
issues will be addressed during today’s hearing. 

The Subcommittee was also instrumental in establishing the first 
statutorily created privacy office in a Federal agency, namely the 
Department of Homeland Security, and spearheaded the creation of 
a privacy office in the Justice Department with similar responsi-
bility. 

At this very moment, a Conference Committee tapped with re-
solving the differences between House and Senate legislation that 
would substantially increase the powers and responsibilities of both 
the DHS privacy office and the board has nearly completed its 
work. 

Further, in keeping with our oversight duties, we have conducted 
several hearings in the past two Congresses as well as requested 
a GAO study of the DHS privacy office which will be the subject 
of at least part of today’s hearing. Accordingly, the testimony of all 
of our witnesses is particularly timely. 

We are very pleased to have Hugo Teufel, the Department of 
Homeland Security’s current chief privacy officer, with us today, as 
well as Linda Koontz, director of information management issues 
on behalf of the GAO, which has recently issued a report on Mr. 
Teufel’s office. 

We expect our witnesses, Lanny Davis, a former member of the 
Privacy and Civil Liberties Oversight Board, and Alan Charles 
Raul, vice chair of the board, to help enlighten us about the board 
and how we can improve it. 

I want to thank all of the witnesses for coming today and for 
your patience in terms of the votes that we just had to complete, 
and I look forward to hearing your testimony. 

At this time, I would like to recognize my colleague, Mr. Cannon, 
the distinguished Ranking Member of the Subcommittee, for his 
opening remarks. 

Mr. CANNON. Thank you, Madam Chair. 
Let me begin this hearing, as I have in the past, with an obser-

vation written 220 years ago by Alexander Hamilton, one of our 
founding fathers. In ‘‘Federalist No. 8,’’ he wrote, ‘‘Safety from ex-
ternal danger is the most powerful director of national conduct. 
Even the ardent love of liberty will, after a time, give way to its 
dictates. 

‘‘The violent destruction of life and property incident to war, the 
continual effort and alarm attendant on a state of continual danger 
will compel nations most attached to liberty to resort for repose 
and security to institutions which have a tendency to destroy the 
civil and political rights. To be more safe, they at length become 
willing to run the risk of being less free.’’ 

Mr. Davis and I were just talking in advance of this hearing 
about the fact that this is one of those areas where the left and 
right sort of meet, and we do so because of that principle enun-
ciated by Mr. Hamilton. In this post-9/11 world, it is not an easy 
task to balance the competing goals of keeping our Nation secure 
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while at the same time protecting the privacy rights of our Nation’s 
citizens. 

When I was Chair of the Subcommittee, the protection of per-
sonal information in the hands of the Federal Government was a 
top priority, and I am proud of our role in protecting personal pri-
vacy and civil liberties. 

These accomplishments included the establishment of the first 
statutorily created privacy office in a Federal agency at the Depart-
ment of Homeland Security and the mandate that the Department 
of Justice designate a senior official with primary responsibility for 
privacy policy included in the Department of Justice Reauthoriza-
tion Act of 2005. 

We also held a hearing on the 9/11 Commission’s privacy-related 
recommendations and a hearing on the respective roles that the 
Federal Government and information resellers have with respect to 
personal information collected in commercial databases. In the 
past, the GAO has found that the Federal agencies’ compliance 
with the Privacy Act and other requirements is ‘‘uneven.’’ 

Today’s hearing provides us an opportunity to revisit some of 
these issues. We will hear from the GAO which has completed a 
study of the DHS privacy office at my request along with that of 
former Ranking Member Watt, current Subcommittee Chairman 
Nadler, and former Constitution Subcommittee Chairman Chabot. 

I am pleased that the GAO found that the privacy office has 
made significant progress in carrying out its statutory responsibil-
ities. Of course, as with any agency, there is always room for im-
provement. In this case, GAO found that the privacy office could 
provide its reports in a more timely manner. 

I am pleased, however, to see the privacy office has accepted a 
number of GAO’s recommendations, and I look forward to hearing 
about how they can continue to improve their performance. 

Secondly, we will hear from our current and former members of 
the Privacy and Civil Liberties Board, which was created in re-
sponse to the 9/11 Commission’s report. Recently, the board came 
out with its first annual report detailing its governmentwide efforts 
to advise and provide oversight with respect to privacy issues. Un-
fortunately, this is likely to be the last of such reports. 

Currently, the House and Senate are in conference negotiations 
over a bill that would take the Privacy and Civil Liberties Board 
out of its current home in the White House and set it up as an 
independent body in the executive branch with subpoena power. 

While an independent board might have its merits, so too does 
a board that is located in the White House. As it is currently con-
structed, the board has direct access to high-ranking White House 
officials as well as the attorney general, the secretary of homeland 
security and the director of national intelligence. Whether they will 
continue to have access if they are moved out of the White House 
is another matter. 

Had the majority waited to conduct oversight before legislating 
this area, the results of that legislation might have been different. 
As it stands, we are having our first oversight on the board 6 
months after the House voted to dismantle it. That strikes me as 
odd. 
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I am also pleased that we have a former board member here, Mr. 
Lanny Davis. As I understand it, Mr. Davis resigned from the 
board because of what he viewed as an overintrusive White House 
review process of the board’s report. However, I have a copy of the 
redlined report from The Washington Post, and the vast majority 
of the changes are typographical or stylistic in nature. 

In addition, I would note that Mr. Davis signed on the final 
version of the report, so I look forward to finding out what he 
thought was so objectionable about it. And knowing Mr. Davis, I 
am sure it will come to us in the most articulate manner possible. 

With that said, I appreciate the Chair’s interest in this matter, 
and I am glad that we will continue to conduct vigorous oversight 
of privacy in the hands of government. 

I thank you, Madam Chair. I yield back. 
Ms. SÁNCHEZ. I thank the gentleman. 
And I would like to at this time recognize Mr. Conyers, a distin-

guished Member of the Subcommittee and the Chairman of the 
Committee on the Judiciary. 

Mr. Conyers? 
Mr. CONYERS. Thank you, Chairwoman Sánchez. 
I am happy to be with you again today, because this Committee, 

which was Subcommittee number five, turns out to be the most ac-
tive in the 110th Congress. 

I am also glad that Chris Cannon is still on the Committee and 
is following these issues as carefully as he always has, and, of 
course, Tom Feeney has become a very active Member of the Com-
mittee. 

Actually, I had a quotation that started off: More than 200 years 
ago, Alexander Hamilton warned—— 

Mr. CANNON. If the gentleman would yield, great minds are on 
the same track. I hope that ours are on the track that Alexander 
Hamilton’s was on. That would be good. 

Mr. CONYERS. Yes. Well, if you include all three great minds, this 
is a wonderful way to start our hearing. 

But it grabbed me the same way you felt compelled to recite it 
here, Chris Cannon, because this could have been written in the 
21st century without changing anything. ‘‘To be more safe, they at 
length become willing to run the risk of being less free.’’ 

And that is the balance we find ourselves caught in in this post- 
9/11 circumstance. But in this environment, I am worried that our 
liberties have come under attack by our own government, much 
like Alexander Hamilton feared. 

It seems as if each day we learn of a new law enforcement initia-
tive or antiterrorism program challenging our private rights and 
civil liberties, and it gives this Subcommittee an awesome responsi-
bility in terms of what our jurisdiction is, and I am so pleased that 
the Chairperson thought that we should do oversight at this point 
in time. 

Much of our victory against those who oppose us will come when 
we advance the American values on which our Nation was founded. 
We must serve as a leader in promoting freedom, liberty and de-
mocracy. In the eyes of many in the world, this is no longer the 
case, and so I come here with a concern about warrantless wiretaps 
and illegal surveillance, and we haven’t been able even to find out 
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the legal rationale, much less brief the Members of this Sub-
committee on what we were doing. 

The denial of habeus corpus rights to individuals deemed to be 
enemy combatants: This Subcommittee recently held hearings—no, 
it was the Constitution Subcommittee—to examine the detention 
policy of our government, and the findings were troubling. 

It is clear that many of the people whom we were told were the 
worst of the worst have never been evaluated or charged. Individ-
uals who our own government acknowledges are not ‘‘terrorists’’ 
and are not a threat are nonetheless still held in custody. 

The rampant use of profiling, be it ethnic or racial or religious: 
Passengers have been denied the right to fly on aircraft. Religious 
institutions have been subjected to FBI surveillance. Justice De-
partment statistics show that routine automobile traffic stops and 
their outcomes are frequently connected to the race of the driver. 

The Guantanamo tragedy: These include the use of what has 
been euphemistically referred to as harsh interrogation techniques 
against prisoners detained by the Defense Department, the impris-
onment of hundreds of individuals for years at Guantanamo with-
out meaningful due process as to the reasons or the basis for their 
captivity, restricting these detainees from having meaningful ac-
cess to counsel. 

And these abuses have been mitigated, except that Friday the 
President of the United States issued an executive order qualifying 
what our agreement in terms of lightening up on some of these 
very obvious techniques that violate our treaty obligations and our 
sense of decency. 

We have other issues that we need to talk about. I will leave 
them to be included in my statement in the record, and I notice the 
presence of Mr. Lanny Davis, and I think it is very important that 
he be here for this hearing, and I welcome the other witnesses as 
well. 

And I thank the gentlelady for her indulgence. 
[The prepared statement of Mr. Conyers follows:] 
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PREPARED STATEMENT OF THE HONORABLE JOHN CONYERS, JR., A REPRESENTATIVE 
IN CONGRESS FROM THE STATE OF MICHIGAN, CHAIRMAN, COMMITTEE ON THE JUDI-
CIARY, AND MEMBER, SUBCOMMITTEE ON COMMERCIAL AND ADMINISTRATIVE LAW 
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Ms. SÁNCHEZ. I thank the gentleman for his statement. 
Mr. CANNON. Madam Chair, may I ask unanimous consent to in-

clude in the record at this point a story from The Washington Post 
dated November 28, 2006, regarding the Department of Justice in-
spector general announcing an examination of NSA wiretaps? It is 
an interesting article because it quotes Mr. Davis extensively, and 
I will leave it for the record, except to say that he was pleasantly 
surprised. 

Just one quote: ‘‘I am astonished at the extent to which they are 
all concerned about the legal and civil liberties and privacy implica-
tions of what they are doing,’’ Davis said. And he ties that back to 
the prior Administration. So this really is an area that does tran-
scend partisan politics. 

And so, I would ask unanimous consent that that be included in 
the record. 

Ms. SÁNCHEZ. Without objection, so ordered. 
[The article follows:] 
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Ms. SÁNCHEZ. And without objection, other Members’ opening 
statements will be included in the record. 

Without objection, the Chair will be authorized to declare a re-
cess of the hearing at any point. 

I am now pleased to introduce the witnesses for today’s hearing. 
Our first witness is Hugo Teufel, chief privacy officer of the U.S. 

Department of Homeland Security. Mr. Teufel was appointed chief 
privacy officer by Secretary Chertoff on July 23, 2006, and has pri-
mary responsibility for privacy policy at the Department of Home-
land Security. He also serves as the department’s chief Freedom of 
Information Act officer. 

Our second witness is Linda Koontz, who is the director of GAO’s 
information and management issues division. In that capacity, she 
is responsible for issues regarding the collection, use and dissemi-
nation of government information. Ms. Koontz has led GAO’s inves-
tigations into the government’s data-mining activities as well as E- 
Government Initiatives. She is also board member of the Associa-
tion for Information and Image Management Standards. 

Our third witness is Lanny Davis. Mr. Davis is a partner at the 
firm of Orrick, Harrington & Sutcliffe, LLP, and advises clients on 
a wide range of legal and governmental issues. In June 2005, Presi-
dent Bush appointed Mr. Davis to serve on the Privacy and Civil 
Liberties Oversight Board, and on May 14, 2007, he resigned from 
the board. Mr. Davis served as special counsel to the President 
during the Clinton administration. 

And our final witness is Alan Charles Raul, vice chairman of the 
Privacy and Civil Liberties Oversight Board. Appointed by Presi-
dent Bush to the board, Mr. Raul was confirmed by the Senate on 
February 17 of 2006 and also served in the White House as asso-
ciate counsel to the President and general counsel to the Office of 
Management and Budget under President Reagan and as general 
counsel of the U.S. Department of Agriculture under President 
George H.W. Bush. 

I want to thank you all for your willingness to participate in to-
day’s hearing. 

Without objection, your written statements will be placed in their 
entirety into the record, and we would ask that you please limit 
your oral remarks to 5 minutes. 

You will note that we have a lighting system that starts at the 
beginning of your time with a green light. After 4 minutes, it will 
turn orange, which is a warning to you that you have 1 minute to 
wrap up your oral testimony. When the light turns red, that is an 
indication that your time has expired. If you are mid-sentence, we 
would ask that you just finish your thought and wrap up your tes-
timony in that way so that each witness will have an opportunity 
to give their testimony. 

After each witness has presented his or her testimony, Sub-
committee Members will be permitted to ask questions subject to 
a 5-minute limit. 

Okay. We are going to switch the order of the witnesses, as I am 
noticing the seating order. So we are actually going to begin with 
Mr. Raul. 

Mr. Raul, will you please begin your testimony? 
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TESTIMONY OF ALAN CHARLES RAUL, ESQ., PRIVACY AND 
CIVIL LIBERTIES OVERSIGHT BOARD, THE WHITE HOUSE, 
WASHINGTON, DC 
Mr. RAUL. Okay. Thank you, Chairman Sánchez, Ranking Mem-

ber Cannon, Chairman Conyers, Mr. Feeney, and other Members 
of the Subcommittee. 

On behalf of Chairman Carol Dinkins and members Ted Olson 
and Frank Taylor, I want to thank you for the opportunity to tes-
tify this afternoon regarding the Privacy and Civil Liberties Over-
sight Board. 

The board recently discussed its mission, activities, and accom-
plishments in its first annual report to Congress issued in April, 
and it is available on the board’s Web site at 
www.privacyboard.gov. 

I appreciate the Subcommittee’s interest in the board and its 
mission. 

Before discussing some of the board’s activities, accomplishments 
and plans for the year ahead, I believe it is important to address 
the legislation currently pending in both Houses of Congress that 
would dramatically affect the board’s future, as Mr. Cannon indi-
cated. It is significant that the pending legislation was passed by 
both Houses without any hearing or testimony on the subject of the 
board’s operations. 

I should note, however, that I would like to correct a statement 
in my written testimony that no relevant information was re-
quested of the board. There have, in fact, been a number of infor-
mal meetings with Members and staff regarding the board’s oper-
ations during its existence. 

In any event, I respectfully submit that Congress would have 
been well-served to hold formal hearings before adopting significant 
legislative changes, such as the ones currently proposed and in the 
conference committee. 

While the request for today’s testimony did not mention or arise 
in the context of the pending legislation, I will seek to provide some 
perspective on this subject. I will also discuss a number of the 
board’s principal activities in the past 16 months, specifically our 
review of the terrorist surveillance program conducted by the NSA, 
both before and after the FISA court orders authorizing the pro-
gram, and the FBI’s serious mishandling of that agency’s authority 
to issue national security letters, or NSLs. 

While we found the NSA compliance procedures to be highly regi-
mented and well-controlled, we were dismayed at the FBI’s lack of 
adequate compliance procedures to assure that NSLs were issued 
and used in accordance with legal requirements. 

As you know, Congress created the board as part of the Intel-
ligence Reform and Terrorism Prevention Act of 2004, which placed 
it in the Executive Office of the President. The board’s mandate is 
to provide advice and oversight to help ensure that privacy and 
civil liberties are appropriately considered in the development and 
implementation of laws, regulations and policies related to the ex-
ecutive branch’s efforts to protect the Nation against terrorists. 

The board is, of course, fully aware that both the House of Rep-
resentatives and the Senate have passed separate legislation that, 
if enacted in substantially the form of the House bill, would dras-
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tically alter the present construct of the board. In fact, whether in-
tended or not, if so enacted, the changes would result in the termi-
nation of the present board, elimination of the current staff and 
closure of the existing office. 

The House bill H.R. 1 would establish the board as a new inde-
pendent entity with subpoena authority. In effect, the House bill 
would create an institution potentially resembling certain data pro-
tection authorities found within the European Union member coun-
tries; namely, independent privacy czars that are effectively discon-
nected from the policymaking and implementing processes in the 
executive branch and are thus able to second-guess policy without 
necessarily understanding the consequences or alternatives. 

This is potentially unwise for a number of reasons. I believe re-
moving the board from the Executive Office of the President would 
deprive the board of some of its greatest assets and tools, namely, 
the access, influence and authority that comes from working di-
rectly in the Executive Office for the President. The board has, in 
fact, benefited from unparalleled access to the relevant policy-
makers and program managers. 

Given the ongoing need for vigilance regarding privacy and civil 
liberties in the war against terrorism, it would be constitutionally 
and democratically preferable, in my opinion, for Congress to take 
the lead in providing fully independent oversight of the executive 
branch rather than subcontracting out this fundamental role to a 
free-floating body. Congress’s independent oversight of these cru-
cial and delicate national security policy matters should not be del-
egated to an unaccountable, independent agency. 

Turning to the accomplishments during the board’s existence and 
the year ahead, our first annual report to Congress noted in consid-
erable detail what the board has been doing since our first meeting 
in March of 2006. 

We have undertaken a substantive review of existing programs 
and policies, including the NSA surveillance program, Terrorist Fi-
nance Tracking Program, the Department of Defense’s Counter-
intelligence Field Activities and other programs, including the 
Watch List Memorandum of Understanding regarding the traveler 
redress program for individuals who find that they are on the no- 
fly or selectee list, and we have been integrated into the implemen-
tation and drafting of the information-sharing guidelines. 

With that, my time is up, and I will look forward to answering 
any questions that the Committee may have. 

[The prepared statement of Mr. Raul follows:] 
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Ms. SÁNCHEZ. Thank you, Mr. Raul. We appreciate your testi-
mony. 

At this time, we would like to hear from Mr. Davis. 
Mr. Davis, you may begin your testimony. 

TESTIMONY OF LANNY J. DAVIS, ESQ., ORRICK, HERRINGTON 
& SUTCLIFFE, LLP, WASHINGTON, DC 

Mr. DAVIS. Thank you, Madam Chairwoman and Mr. Feeney. 
I would like to say first to Mr. Conyers, somebody who has been 

a political hero of mine since I was much, much younger and dur-
ing the Clinton days was especially heroic, and it is nice to see you, 
sir. 

And to Congressman Cannon, proving the words of Alexander 
Hamilton in the congressman’s opening remarks that there are oc-
casions where left and right not only come together but even in ad-
versity become friends. And I appreciate it, Congressman Cannon, 
even when we sometimes disagreed on television. So nice to see 
you, sir. 

And to directly respond to your comments about my resignation, 
first of all, my colleague, Alan Raul, the staff of the Privacy Board 
on which I served and to President Bush who appointed me and 
especially to Fred Fielding, the White House counsel, I only have 
memories of honor and legitimate disagreement that led to my res-
ignation, no suggestion whatsoever of bad faith or even partisan 
motives that led to our disagreement. 

The reason that I resigned was finally reaching the conclusion 
that the construct of the board was simply a square peg in a round 
hole. Congress tried to compromise between an independent board 
that would have oversight and a board within the White House 
that would have to have oversight of the very institution within 
which it resided. And while we all saw a contradiction and even a 
tension, as members of the board, we all thought we could work 
that out. And I thought that to a great extent we did have access, 
we were treated very well, and we were listened to. And I only 
have great memories of my service. 

What led to my final conclusion—and it was reluctant, and it 
was painful—was that it simply was not possible to have inde-
pendent oversight while being treated as if we were a part of the 
White House staff. 

And the report to Congress led me to the conclusion that even 
if it were so, Congressman Cannon, that the red lines were only ty-
pographical errors and technical corrections—and that is not the 
case—the White House assumed that it had a right to take a report 
of our body, which was supposed to, under the statute, issue an an-
nual report, edit it, review it, put it through OMG, circulate it, and 
send it back to us 2 days before submission with extensive red-
lining without even telling us that that was going to happen. 

Now, in fact, the substance of what happened—I would never 
have resigned if it was just typographic errors—were significant 
deletions of substantive parts of our report, especially relating to 
what we wanted to look at in the year ahead. 

For example, we wanted to look into the material witness statute 
which we had learned during one of our public hearings had civil 
liberties implications, and we had not ever looked at that. We re-
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ceived back the red line where that provision was deleted, as were 
other deletions. 

The material witness deletion, it was explained to us, was de-
leted not for substantive reasons and not for reasons of classified 
or sensitive information. We were told that it should be deleted be-
cause it might be confused with the U.S. attorneys controversy 
issue—in other words, an essentially political reason. 

So, without casting aspersions, I recognized that the White 
House was doing its job in staffing us out just as if we were part 
of the White House, which we were. And so I changed my mind and 
decided that the better way would be to have an independent agen-
cy where the White House would not feel it needed to vet, edit and 
review the work product of a board that was supposed to be doing 
oversight. 

But, again, having said that, everybody acted with correct mo-
tives, everybody did what they believed was right, and, most impor-
tantly, Fred Fielding was able to support the efforts of Alan Raul 
and myself and others to return to the original language that we 
had adopted, the very deletions that had caused me great concern. 

I chose not to continue, notwithstanding Fred Fielding’s support 
of my viewpoint, because I did not want every week or every other 
week to go back to Fred Fielding to ask him to intervene. I thought 
that the board needed fundamentally to be restructured, and that 
is why I reluctantly chose to resign. 

Ms. SÁNCHEZ. Thank you, Mr. Davis. We appreciate your testi-
mony. 

Mr. CANNON. Madam Chair, may I ask unanimous consent to 
speak out of order for 1 minute? 

Ms. SÁNCHEZ. Without objection, so ordered. 
Mr. CANNON. Thank you. 
Mr. Davis and I have disagreed in the past, as he indicated. 

From my point of view, he is an eloquent speaker. 
And I just wanted to say to Mr. Davis, thank you for expressing 

those thoughts with such clarity and with such insight into the 
complexity of government and the jobs that each of us have as indi-
viduals and in describing your role as working on this board and 
the nature of the disagreement. I think that was remarkable. I ap-
preciate it, and I just wanted to say that on the record. 

And, Madam Chair, I yield back. 
Mr. DAVIS. Thank you, sir. 
Ms. SÁNCHEZ. Thank you. 
Mr. Teufel? 

TESTIMONY OF HUGO TEUFEL III, ESQ., U.S. DEPARTMENT OF 
HOMELAND SECURITY, WASHINGTON, DC 

Mr. TEUFEL. Good afternoon, and thank you, Madam Chair-
woman. Ranking Member Cannon, Chairman Conyers, Mr. Feeney, 
Mr. Franks, it is an honor to testify before you here today on the 
progress of the privacy office at the Department of Homeland Secu-
rity and to review the findings and recommendations of the recent 
review of our office by the Government Accountability Office. 

I would like to thank Representatives Watt and Cannon for re-
questing this review, the recommendations of which were useful, 
and I believe some of GAO’s observations confirm progress in areas 
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that we have worked hard to improve. Oversight is a good thing. 
It fosters transparency and accountability, two of the Fair Informa-
tion Practice principles that undergird the Privacy Act of 1974. 

I would also like to thank Linda Koontz and her team for the 
work that they have done on the GAO report and on privacy over-
sight generally. While we do not always agree on issues, I respect 
her greatly and enjoy immensely working with her. 

I was gratified to see GAO acknowledge the privacy office has 
made substantial progress both in the number and significantly the 
quality of Privacy Impact Assessments issued by our office. I at-
tribute this to the hard work of my compliance staff and to our on-
going efforts to update our PIA guidance. We recently released a 
new version of the guidance and held a PIA workshop attended by 
over 100 people. 

The next PIA workshop will be offered at the DHS Annual Secu-
rity Awareness Training Conference in late summer 2007, and I 
am confident that these efforts will support the trend of simulta-
neous increases in the number and quality of PIAs issued by the 
department. 

I was equally pleased to see in the GAO report that the privacy 
office has taken steps to integrate privacy into DHS decision-mak-
ing. We call this important goal operationalizing privacy. To 
achieve this, the privacy office forms close relationships with sys-
tem owners and program managers, along with I.T. security offi-
cials and senior DHS officials. 

By placing privacy into the program development and decision- 
making processes of the department, we can ensure that DHS not 
only meets its legal requirements and improves the effectiveness of 
the department’s programs, but stands as a model of how privacy 
can complement and work with law enforcement and intelligence 
agencies. 

I also want to mention that the privacy office report of the 
Science and Technology Directorate’s program, known as ADVISE, 
was released to the public yesterday. I know there is much interest 
in this report, and I understand that our Office of Legislative Af-
fairs has provided electronic copies in PDF format to staff Members 
of the Committee. It is also available on our public Web site, 
dhs.gov/privacy. 

This report took longer than I had anticipated, but it is a thor-
ough report covering a number of uses of the tool in various stages 
of development and use throughout a number of DHS components. 
The extra time will make the report much more informative and 
useful to the public, Members of Congress and the department pro-
grams planning to use ADVISE in the future. 

I thank the Subcommittee for this opportunity to testify about 
the accomplishments of the privacy office, and we look forward to 
demonstrating continued improvement in our efforts to ensure pri-
vacy is protected throughout the Department of Homeland Secu-
rity. 

I look forward to answering your questions. 
[The prepared statement of Mr. Teufel follows:] 
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Ms. SÁNCHEZ. Thank you, Mr. Teufel. 
Ms. Koontz? 

TESTIMONY OF LINDA KOONTZ, U.S. GOVERNMENT 
ACCOUNTABILITY OFFICE, WASHINGTON, DC 

Ms. KOONTZ. Madam Chairwoman and Members of the Sub-
committee, I appreciate the opportunity to be here today to discuss 
progress made by the Department of Homeland Security’s privacy 
office. 

As you know, the Homeland Security Act of 2002 created at 
DHS, the first statutorily required senior privacy official at any 
Federal agency. The law mandated that this senior official assume 
primary responsibility for privacy policy, including assuring that 
the use of technology sustains and does not erode privacy protec-
tions relating to the use, collection and disclosure of personal infor-
mation. 

At this Subcommittee’s and others’ requests, we reviewed the 
progress the DHS privacy office has made since it was formally es-
tablished in 2003. I would like to briefly summarize our results. 

The privacy office has made significant progress in carrying out 
its statutory responsibilities under the Homeland Security Act and 
other laws. Specifically, the office has established processes for en-
suring that the department complies with the E-Government Act 
requirement to conduct Privacy Impact Assessments before devel-
oping technology or initiating information collections that involve 
personal information. It has done this by developing a compliance 
framework including written guidance, a template for conducting 
the assessments, training and a process for identifying systems 
that require assessments. 

These actions have led to increased attention to privacy require-
ments. It has also proved beneficial in identifying systems that re-
quire an assessment, from 46 identified in 2005 to a projected 188 
in fiscal year 2007. 

However, the resulting workload is likely to prove difficult to 
process in a timely manner. Designating privacy officers in certain 
key department components could help speed the processing of as-
sessments, but DHS has not yet done this. 

The office has also taken action to integrate privacy consider-
ations into the departmental decision-making process by estab-
lishing a Federal advisory committee, conducting public workshops 
and participating in policy development for major departmental ini-
tiatives. These actions provide an opportunity for privacy concerns 
to be raised explicitly and early in the development of policies. 

While substantial progress has been made in these areas, limited 
progress has been made in other important aspects of privacy pro-
tection. For example, the office has reviewed, approved and issued 
56 new and revised public notices that are required under the Pri-
vacy Act. 

However, little progress has been made in updating notices for 
legacy systems, older collections of records originally designated 
and maintained by other agencies prior to the creation of DHS. As 
a result, the department cannot be assured that the privacy impli-
cations of its many systems that process personal information have 
been fully and accurately disclosed to the public. 
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Further, the privacy officer has not been timely in issuing public 
reports. For example, the office has issued only two of the required 
annual reports to the Congress in the past 3 years. In addition, its 
reports on investigations that the office conducted were, in some 
cases, not publicly released until long after concerns had been ad-
dressed. Late issuance of reports has a number of consequences be-
yond failure to comply with the law. It potentially reduces the 
value of these reports and erodes the credibility of the privacy of-
fice. 

Clearly, the DHS privacy office has made significant progress 
and has been a leader in the Federal Government. Nonetheless, 
much challenging work remains to be done. 

That concludes my statement. I would be happy to answer ques-
tions at the appropriate time. 

[The prepared statement of Ms. Koontz follows:] 
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Ms. SÁNCHEZ. Thank you, Ms. Koontz. 
We will now proceed to our first round of questioning. Members 

will have 5 minutes to ask witnesses questions. We ask that you 
remain mindful of the time constraints that we are working under. 

I will begin by recognizing myself for 5 minutes. 
Mr. Davis, I am interested in your testimony because you were 

very clear about people working with correct motives in terms of 
the work the board was trying to accomplish, and yet you also men-
tioned an instance in which there were deletions made in the re-
port for what you termed political reasons. 

How can you reconcile the two statements that you just made be-
cause it sort of seems inherent that if deletions were made for po-
litical reasons, there perhaps weren’t always the purest of motives? 

Mr. DAVIS. Well, I worked in the Clinton White House, and if an 
office of the Clinton White House were putting something out on 
its own without getting permission from the chief of staff or the 
press secretary and it happened to be a message that was out of 
political sync with what the Clinton White House wanted, the 
White House office would not be permitted to do that. 

It would have to go through the press secretary, the Office of 
Management and Budget, the White House chief of staff. The 
White House is an organization that has a hierarchy, so one doesn’t 
just put out public statements that may be out of sync with what 
the President or the White House’s critical message is. That is per-
fectly appropriate. 

That is what happened. Our report was viewed as simply an ex-
pression of a White House agency that needed to be cleared by var-
ious political substantive and bureaucratic methods that are very, 
very consistent with being treated as a White House office. 

When I accepted the job, I understood there was a hybrid trying 
to be accomplished, putting us in the White House as an office of 
the President, but trying to give us independent oversight author-
ity. And I recognized ultimately the-square-peg-in-the-round-hole 
concept simply did not work, and that is why I resigned. 

Ms. SÁNCHEZ. Okay. I am interested in knowing then what you 
think that Congress could do to address the inherent tension in-
volved in the somewhat questionable independence of the board 
when it provides oversight of the executive branch, while at the 
same time being part of the Executive Office of the President. 

Mr. DAVIS. Well, I changed my mind on this. I agreed with Alan, 
and we spoke to Senator Lieberman and Senator Collins and rec-
ommended that the office be kept within the White House but be 
granted investigative special independent powers, and that was our 
hope. 

When I saw what happened to our report and I recognized the 
bureaucratic, political and institutional pressures of being part of 
the White House, it was just too much to ask the White House not 
to act like the White House and treat us as an office of the White 
House. 

At one point, we did send a memo to the President, or tried to, 
in which we asked the President to issue an executive order that 
basically could be summarized by three words, ‘‘Leave them alone.’’ 
And that memo to the President and that executive order was 
never issued. 
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I do believe the new approach does better guarantee independ-
ence. I hope that Alan Raul and his concerns and others’ concerns, 
including myself, can be overcome by allowing the independent 
agency that would be the result of the legislation that I now under-
stand is being considered to have the same access that we did, 
which was phenomenal access and which did lead me to some of 
the positive conclusions, for example, about the surveillance pro-
gram in its execution that Congressman Cannon referred to. 

I had doubts, Congressman, which I would like to get into about 
the constitutional and legal validity of that program, which I now 
feel better about, now that they have FISA court approval. But the 
execution of the program and the people at the NSA executing it 
impressed me greatly as sensitive to civil liberties and privacy 
rights. 

Ms. SÁNCHEZ. Let me ask you this. I am interested in having you 
explain why the brief statement on the national security letter 
abuses by the FBI was relegated to the cover letter of the board’s 
first annual report to Congress and not included in the extensive 
discussion of that report. It seems to me that that is a pretty sig-
nificant issue that—— 

Mr. DAVIS. I have a terrific personal angst about that topic, espe-
cially the man I am sitting next to who backed me up and also be-
lieved that the national security letter violations were egregious, of 
great concern, and to this day to me reflected an FBI out of control 
that had officers in the field violating the law with no effective 
oversight and to this day have great concern. 

For reasons that were beyond my comprehension, we set a date 
for March 1 of that report, and the I.G. report on the NSL letters 
came out in the middle of March. I wanted to include our critical 
comments about the national security letter abuses since it was so 
critical in our report, since it wasn’t due to the end of the month, 
and we had great resistance to doing that. 

The compromise, thanks to Alan’s support of my position and my 
support of Alan’s position, was to put it in the cover letter to the 
report where we were critical, but not in the report itself, some-
thing that to this day I still have never been able to understand. 

Ms. SÁNCHEZ. Well, thank you for your frankness. 
And at this time, my time has expired. I would like to recognize 

Mr. Cannon for 5 minutes of questioning. 
Mr. CANNON. Thank you, Madam Chair. 
Mr. Raul, do you agree with how Mr. Davis characterized your 

views to be? 
Mr. RAUL. Yes, for the most part. We had extensive discussions 

over the substance of the violations by the FBI not complying with 
the legal requirements for issuance of national security letters. We 
also, I think, were relatively congruent in our views about the im-
portance of publicizing that in an important forum. 

So the question really became: Was it going to be in the body of 
the report, in the cover letter, or in an independent statement that 
would be issued to the press and on our Web site? The key point, 
though, is that we did make the substantive criticisms publicly. 

Mr. CANNON. And it seems to me that the cover letter would be 
really the place to do that. 
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Mr. RAUL. It had a prominence in the cover letter that it might 
have lost if it was in the body of it, but all the members of the 
board were agreed that it was important for the board to make a 
statement on this very important sensitive and not well-handled 
matter by the Federal Bureau of Investigation. 

Mr. CANNON. The important thing is how we make this office 
work or this board work better in the future. 

But can I just clarify one thing, Mr. Davis? In the final report, 
the piece that you objected to on the material witnesses was actu-
ally included in the report. I take it that is because you objected 
and then it went back in. 

Mr. DAVIS. Yes, that and a number of other deletions that were 
in the section called ‘‘the year ahead.’’ And it was thanks to Fred 
Fielding and my going to Fred Fielding and his backing me up and 
I must say Alan Raul’s support for returning those deletions that 
they were put back in. Most of them were put back in, not all. 

Mr. CANNON. I am personally a big fan of Fred Fielding. 
Mr. DAVIS. Me, too. 
Mr. CANNON. One of the bright stars out there. 
Let me just talk a little bit about your function and our function 

here, and then I want to take it back to the two of you to talk 
about where we should go, what we need to do, and this is where 
I have been out of sync with Republicans for the 10 or the 12 years 
they were in the majority. 

I think that Congress has an obligation to oversee. When Repub-
licans took over, they had this idea that we would show the world 
that we could cut our own budget and, therefore, the rest of the 
agencies can do it as well, and we actually in fact cut spending. We 
did not cut the rate of growth of spending. We actually cut spend-
ing in 1996, the next cycle that the first Republican majority was 
in charge of, and that was a remarkable thing and I think the 
foundation for the huge growth we have had in our economy. 

I think that is very important, but at the same time, what we 
did was cut our budget by eliminating the oversight folks. Now the 
vast majority of what the Administration does, it does based upon 
laws and mandates, and there is very little discretion on the part 
of the President. But, on the other hand, when something goes 
wrong, the President of whichever party gets all the blame, and I 
think that is actually very counterproductive in our society. 

So I think—and I express this to my colleagues here—that we 
ought to be much more robust in oversight, in part because we 
have given mandates to the Administration. We ought to be mak-
ing sure those happen, and whether that conflicts with the Presi-
dent, whether we are critical of even a political appointee or other-
wise, ultimately, the country is better served by that sort of thing. 

Now you have spoken eloquently, Mr. Davis, about the square 
peg in the round hole and how this doesn’t work, and, on the other 
hand, it may have been fixed with an executive order saying, ‘‘Let 
them be.’’ 

And I take it, Mr. Raul, you would like to see this remain in the 
White House because of the kind of access it gets. Would you mind 
talking a little bit about what you think of where it appears we are 
headed on the board? 

And then, Mr. Davis, if you would respond? 
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And then, Mr. Raul, if you would follow up and—— 
Mr. RAUL. Yes, Mr. Cannon, thank you. I would love to address 

that. 
Let me preface my remarks here with what my views on this are 

for myself. I am a member of a collegial board of four members 
now, so I will express my views and not necessarily those of the 
chair or the full board. 

There is a distinction between the Executive Office of the Presi-
dent and the White House office. Colloquially, we refer to them the 
same, but the Executive Office of the President is a broader con-
stellation of units that work directly for the President and serve 
the presidency but are not within the immediate staff of the White 
House. So the Executive Office of the President has, in addition to 
the White House office, OMB, the U.S. Trade Representative’s of-
fice, and, you know, other offices, Council on Environmental Qual-
ity and so on. 

The original legislation, the Intelligence Reform and Terrorism 
Prevention Act, established the privacy board in the Executive Of-
fice of the President. Congress then proceeded to appropriate funds 
for the board to the White House office. So there was a bit of a mis-
match that occurred right then and there. 

As part of the Executive Office of the President, we have had ac-
cess to anybody that we have sought access to with an ability to 
obtain information and exchange views on the most candid, free- 
flowing basis. Really, I think it is fair to say almost without any 
reservations or inhibitions. 

If the board, as it appears will be the case, is taken out of the 
Executive Office of the President, put at arm’s length from the ex-
ecutive branch, although part of the executive branch, we will have 
an inspector general type situation in contrast with the privacy and 
civil liberties officer type situation. 

We have heard Ms. Koontz in her testimony say that one of the 
positive attributes of Mr. Teufel’s office is that it is increasingly 
able, as I heard her say and as I understand it, to become involved 
in the development of policy early. That is different from a function 
that the inspector general plays and different from the function 
that Congress and its oversight function would play in judging 
whether the Administration has carried out the laws faithfully. 

Ms. SÁNCHEZ. The time of the gentleman has expired. 
At this time, I would like to recognize Mr. Conyers for 5 minutes. 
Mr. CONYERS. Thank you, Madam Chairman. 
I appreciate the witnesses’ testimony. 
I am so glad that we have talked about the national security let-

ters. The head of the Federal Bureau of Investigation, Mr. Mueller, 
will be before us in 2 days, and we have the same concerns that 
you have already expressed, and so I thank you both for raising 
that. 

And I compliment Attorney Raul for working as closely as he did 
in many instances with Lanny Davis. 

Mr. RAUL. Thank you. 
Mr. CONYERS. That gives me hope. 
Now, just to get one matter out of the way, Mr. Teufel, we re-

ceived this report. It came into the staff’s office at about 9:30 this 
morning. 
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Mr. TEUFEL. Yes, sir. 
Mr. CONYERS. As far as I know, nobody has been able to read it. 

We don’t know what is inside it. And you knew you were going to 
be a witness. Couldn’t this have arrived maybe 24 hours earlier? 

Mr. TEUFEL. It could have, sir, and I would be happy to come and 
speak with you and your staff about the report and all the time 
that you would like to talk about it, sir. 

Mr. CONYERS. And if we held another hearing for that, would you 
come to that? 

Mr. TEUFEL. Absolutely, sir. At your convenience. 
Mr. CONYERS. Well, my convenience would have been that you 

delivered it a day earlier. 
Mr. TEUFEL. Yes, sir. 
Mr. CONYERS. We could do it here. 
Mr. TEUFEL. Yes, sir. 
Mr. CONYERS. I mean, we are holding a hearing right now. 
Mr. TEUFEL. Yes, sir. 
Mr. CONYERS. So what is in the report, just real quickly? I mean, 

what can you say about the report in a sentence or two? 
Mr. TEUFEL. Well, in a sentence or two, sir, ADVISE is a tool 

that the Science and Technology Directorate came up with. It is a 
tool for making clearer links between data or among data. 

Mr. CONYERS. Okay, stop. 
Mr. TEUFEL. Yes, sir. 
Mr. CONYERS. I can see under the 5-minute rule that we are not 

going to get very far down the line here. 
Now, Lanny Davis, I would like to know what you think of the 

situation that exists right now. We have a whole string of problems 
inside the United States that deal with constitutional discretion, 
abuses of the executive power. We can hardly get anything here. 

We actually had the Republican National Committee raising ex-
ecutive privilege as a reason they could not give us documents. 
They dropped it. It was too ludicrous. I guess nobody could take 
that, a political party claiming presidential privilege. 

But we have a whole string of problems here, and I would like 
you to comment on whether you see them as serious and as com-
plicated that it would lead me and Chris Cannon both to quote Al-
exander Hamilton. 

Mr. DAVIS. I tried to be consistent with how I felt in the Clinton 
White House when I felt congressional oversight and subpoenas 
were being abused for political purposes, and the assertion of exec-
utive privilege to us made sense when we thought that Congress 
was abusing its investigatory powers for partisan purposes. 

So there is an institutional perspective from a separate branch 
of government called the White House and executive branch when 
Congress appears to be overly intrusive. 

Mr. CONYERS. Whoa. You—— 
Mr. DAVIS. On the other hand, I have great concerns that this 

Administration and this White House have so far gone in the other 
direction that they appear to define executive power as completely 
regardless of congressional oversight responsibilities, to the point 
where I believe that the NSA program itself was launched and im-
plemented, and several years later, somebody finally caught up in 
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the Justice Department that we need legal authority to do what we 
are doing. 

And they got the legal authority in a very creative and, I 
thought, legally correct fashion, but why 3 or 4 years after begin-
ning the surveillance program? Why not do it right away? And I 
think that flows from an assumption among some people in this 
particular White House that there is something called the unitary 
presidency. Whatever that means, it means we are the only branch 
of government that counts. 

So the pendulum appeared to me, while I was there in the White 
House, to have swung too far in one direction of congressional 
abuse of investigatory oversight authority. Now appears to have 
swung too far in the direction of ignoring congressional legitimate 
oversight—subpoenas, requests for documents, requests for testi-
mony. 

If the Clinton White House had ever said, with all due respect, 
to Congressman Burton, ‘‘You can interview us, but not under oath, 
no transcript, and we are not going to appear in front of you,’’ my 
good friend, Congressman Chris Cannon, on ‘‘Crossfire’’ that night 
would have killed me. You have to be kidding me? Not under oath, 
no transcript, and you expect that to satisfy congressional over-
sight? 

And the deafening silence of this particular Congress, Republican 
and Democratic, to the notion that somebody should be interviewed 
by the Congress and no transcript, put aside not under oath, to me 
strikes me as the pendulum going too far. 

But I do hope that Democrats will be intellectually consistent 
and grant that there is a proper assertion of executive privilege 
when the subpoena power and congressional investigations go too 
far. 

Ms. SÁNCHEZ. The time of the gentleman has expired. 
Mr. DAVIS. Sorry to speak so long. 
Mr. CONYERS. No, I thank you. And I don’t have any time for 

questions, but I want to assure you that the 7 months of this Com-
mittee’s existence, the Judiciary Committee, we have been very 
careful about politicizing or turning into a partisan endeavor or 
some wide search for information far beyond our oversight capacity. 
And so I thank you for your comments. 

Ms. SÁNCHEZ. I thank the gentleman. 
The gentleman from Arizona, Mr. Franks, is recognized for 5 

minutes for questioning. 
Mr. FRANKS. Thank you, Madam Chair. 
I thank all of you for coming here. 
Again, I would like to express my personal appreciation, Mr. 

Davis, too. It is not so often that someone is so eloquent in what 
seems to be a genuine attitude of bipartisanship and a commitment 
to—— 

Mr. DAVIS. Thank you. 
Mr. FRANKS [continuing]. Saying what they believe in an unbi-

ased fashion, even if there might be some of us that take issue with 
some of it. 

Mr. Teufel, how would you characterize the interaction between 
your office and the Privacy and Civil Liberties Oversight Board? 
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And do you think that relationship would improve or deteriorate if 
the board was taken out of the White House? 

Mr. TEUFEL. Well, sir, I would describe the relationship as a very 
good one. The relationship is on two levels. 

First is at the working level, and by that I mean that my col-
league at the department, Dan Sutherland, the civil rights and civil 
liberties officer, and I regularly meet with Mark Robbins, who is 
executive director for the Privacy and Civil Liberties Oversight 
Board; Alex Joel who is the privacy and civil liberties officer at 
OD&I; and Jane Horvath at Department of Justice; and other pri-
vacy officers. And so we meet and talk fairly regularly about issues. 

And then also in the more formal sense that my office interacts 
with the Privacy and Civil Liberties Oversight Board, the secretary 
and I have spoken to the board on a couple of occasions, and we 
routinely make available information to the board at its request 
whenever it wants to know something about what we are doing or 
what the department is doing. So we have a very good relationship. 

I am not sure what the differences would be if the office were 
moved outside of the White House. I think my concern would prob-
ably be that there might be a change, and it might be a more ad-
versarial relationship generally between the new office and the ex-
ecutive branch. But, sir, I just cannot tell you. I don’t know. 

Mr. FRANKS. If you were to point to the greatest single achieve-
ment that your office has had and perhaps even go further and tell 
us what you think the best way to improve the office would be in 
just an overall fashion, I might pose that to some of the other mem-
bers as well. 

Mr. TEUFEL. Well, sir, the best thing to improve the office would 
be within the President’s budget, there is a request for funding for 
additional slots within the office. My office is responsible for Free-
dom of Information and also Privacy Act compliance, System of 
Records Notices and Privacy Impact Assessments, and the Presi-
dent’s budget asks for additional folks to assist in those areas. I 
have 211 legacy agency System of Records Notices that I have, and 
I am determined before I leave to review and get up to date, and 
we could use the help. 

In terms of what I have done so far, it is further infusing the cul-
ture of privacy within the department and helping to regularize our 
approach to work product. We still, as Chairman Conyers noted, 
have a long ways to go with respect to reports, but we are making 
great improvements in terms of getting out reports. 

I just looked at our draft annual report for this last year, July 
to July, and read through it, gave my comments to my staff, and 
we are going to get it through the review process and get it out and 
up to Congress in September. 

So that is what I would say in answer to your question, sir. 
Mr. FRANKS. You know, as a political appointee, when an Admin-

istration’s in its last couple of years, I think you have 18 months 
left. It is always kind of a challenging question, I know, but what 
do you plan to do with the remaining 18 months that you have in 
office? 

Mr. TEUFEL. Work on the recommendations of the GAO report, 
get the remaining 211 legacy agency System of Records Notices up 
to date, continue to do the good work of the department, and I have 
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no plans over the next 18 months. Unless the National Guard de-
ploys me, I will be here at the job, sir. 

Mr. FRANKS. Would anyone else on the panel like to take a shot 
at what do you think would be the most significant thing that could 
be done to improve the office and its function? 

Yes, ma’am? 
Ms. KOONTZ. I would just like to underscore a couple of our rec-

ommendations. 
Two of the biggest challenges that the privacy office faces is, 

number one, the reporting issue. The reports have taken a long 
time for them to be finalized, although there seems to be some im-
provement more recently, and I think that putting some more dis-
cipline around that review process could help speed up the issuance 
of those reports, and it sounds like some of the things that Mr. 
Teufel is doing may help in that regard. 

I would think secondly the public notices that are supposed to be 
issued on the Privacy Act, they have a huge workload ahead of 
them, and one of the things that we thought would help that, actu-
ally, the privacy office originally recommended as well, and that is 
establishing privacy officers in certain of the key components in 
DHS to help speed along this process. 

So I look forward to working with them on implementing those 
recommendations. 

Mr. FRANKS. Thank you, all. 
Thank you, Madam Chair. 
Ms. SÁNCHEZ. The time of the gentleman has expired. 
The gentleman from North Carolina, Mr. Watt, is recognized for 

5 minutes. 
Mr. WATT. Thank you, Madam Chair. 
And let me first apologize to the witnesses for not being present 

to hear their testimony. Unfortunately, I had, as we often do, two 
or three different places, all important, to be in at the same time. 

And I especially want to apologize to my good friend and former 
classmate, Lanny Davis—we go back a long way—and applaud, as 
he has already been applauded, his willingness to speak appro-
priate positions that he believes in, regardless of which way they 
cut politically. 

It is that point that I would like to focus on first and maybe then 
pick up a second point if we can get this one, and that is the dis-
tinction between what our Committee has been pursuing with this 
Administration and the way in which some of the oversight was 
done in the last Administration. 

Am I correct that it got to a point with the last Administration 
that Congress was or at least one of the Committees was actually 
issuing subpoenas before they even contacted the agencies to re-
quest certain information? 

Mr. DAVIS. Yes. At the Clinton White House, we were accus-
tomed to receiving subpoenas even before a request for documents 
and a negotiation, which is traditionally the way it is done, and we 
were accustomed at times to try to negotiate something short of the 
subpoena because they were usually very broad and sometimes 
would require emptying all the file cabinets of the White House for 
fear that if you missed one piece of paper, you would be in an ob-
struction of justice charge. 
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So we were frequently concerned about the premature issuance 
of subpoenas, but we never would have conceived of defying one. 
We frequently fantasized about it, but we never actually did it. 

Mr. WATT. What are some of the other distinctions that you 
would draw? I am not trying to draw you into an endorsement of 
our process versus what was happening in the last Administration 
with congressional oversight, but what are some of the other dis-
tinctions that we might be alert to in trying to make sure that we 
stay far from the line where we appear to be being on some par-
tisan endeavor as opposed to the genuine business of oversight? 

Mr. DAVIS. I think conversations and communications between 
staff and the President would be something, whether I am a Demo-
crat or a Republican, I would be very sensitive to, even if it is a 
politically attractive issue. And I am referring to the U.S. attorneys 
issue, which I think there really is serious potential wrongdoing 
that causes me concern, and congressional oversight, I think, is 
necessary. 

Still, communications between individuals and the President 
would, to me, be a line to draw. 

Mr. WATT. But if there are people on record as saying that the 
President had no involvement with a particular issue, would that 
seem to be a sufficient basis for discounting that as a major factor? 

Mr. DAVIS. I think the Justice Department has an obligation to 
disclose everything there is to be disclosed about communications 
between the Justice Department and the White House on that 
issue because there is serious possible impropriety. 

I draw the line about White House staff communicating with the 
President. We were very sensitive to those requests for documents 
for testimony involving communications with the President, but, 
having said that, Congressman Watt, we ultimately surrendered 
and after fighting a while, we ended up saying to ourselves, ‘‘Why 
fight if we are going to give up? This is a transparent process we 
are in. Congress is going to continue to insist that we do this.’’ And 
we ended up giving it up. 

Mr. WATT. Before my red light goes off, let me see if I can shift 
to the second area because it strikes me that the Privacy and Civil 
Liberties Oversight Board is kind of to the executive branch the 
equivalent of what a privacy office would be in a particular agency. 

Is that an accurate assessment, and if so, how have the agencies 
themselves avoided the same kind of potential conflicts that gave 
rise to your resignation? 

Mr. DAVIS. The big difference—and it goes back to Congressman 
Cannon and I in our conversation—is we were a creation of the 
Congress and the word ‘‘oversight’’ was put into our name and the 
legislative history required us to report to Congress and to do over-
sight. 

The privacy officers are supposed to be internal as watchdogs 
within the agency, but the word ‘‘oversight,’’ to me at least and I 
believe to my colleagues, meant that we could be critical and a pub-
lic critic, if necessary, to the Congress as a public entity, not a pri-
vate agency as staff to the President, but a public accountability 
doing oversight, and that is where the square-peg-and-the-round- 
hole problem occurred. 

Ms. SÁNCHEZ. The time of the gentleman has expired. 
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Mr. WATT. Thank you, Madam Chair. 
Ms. SÁNCHEZ. Thank you. 
I have been informed that we have a couple of outstanding ques-

tions, so I am going to ask unanimous consent that I be allowed 
2 more minutes for questioning. 

And, without objection, so ordered. 
Mr. WATT. Can I reserve the right to object just long enough to 

inquire, does that mean that we are doing another round of 2 min-
utes each? 

Ms. SÁNCHEZ. We were trying to avoid doing a second round of 
5 minutes each. I have a very brief question I would like to ask. 

Mr. WATT. What about 2 minutes each? 
Ms. SÁNCHEZ. If there is no objection. 
Mr. CANNON. I would have no objection to the gentleman taking 

an additional 2 minutes. 
Ms. SÁNCHEZ. We will do them all. Does that satisfy the gen-

tleman from North Carolina? 
Mr. WATT. Yes, Madam Chair. 
Ms. SÁNCHEZ. Okay. 
Mr. Raul, page 22 of the board’s first annual report to Congress 

states that, ‘‘In order to maximize the board’s effectiveness and to 
prevent the diffusion of its limited resources across too many pro-
grams, the board has elected to concentrate on the United States 
and U.S. persons.’’ Footnote 46 on page 22 of the report, however, 
notes that the board may revisit that determination. 

Is the reason that the board chooses to limit its scope because 
of funding or because of some other reason? Do you know? 

Mr. RAUL. It was our view that nothing in the statute, Intel-
ligence Reform and Terrorism Prevention Act, or legislative history 
or any of the comments of the 9/11 Commission, which was one of 
the entities that recommended the creation of a board like ours, 
had focused on extraterritorial impacts. The focus was on the 
American way of life, privacy and civil liberties for Americans. So 
I think that we had a robust debate internally after substantial 
legal analysis as to what was required and what was permitted. 

Speaking for myself of what my view of both the law is and of 
our decision on this point, we felt that it was not entirely clear that 
the board was authorized or precluded from considering inter-
national or non-domestic issues, as privacy and civil liberties might 
affect non-U.S. persons. So we thought that it was possible that we 
had the authority to go in that direction, but not required. 

Ms. SÁNCHEZ. Do you think it would make sense if Congress 
wanted to, for example, review civil liberties questions raised by 
detainees at Guantanamo and to meet the mission and mandate of 
the Intelligence Reform and Terrorism Prevention Act of 2004 that 
it should express a legislative mandate for the board to review 
those areas? Would that help clarify some of the confusion? 

Mr. RAUL. Well, that would certainly clarify the confusion. 
Whether it would be prudent to do so is a question that I leave to 
you, and if it gets to the President, the President. Obviously, where 
you trench upon commander in chief and foreign affairs respon-
sibilities, a different set of constitutional considerations come into 
play, but I would certainly agree with you, Madam Chairwoman, 
that it would clarify the confusion or uncertainty. 
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Mr. DAVIS. Could I just add 30 seconds? There was a good debate 
on this issue, and my personal opinion was that when an American 
citizen under the power of our government snatches somebody in 
a rendition and puts them in prison in Syria and tortures them, it 
doesn’t matter to me whether that individual is an American cit-
izen or a non-American citizen. That is a matter that our American 
values have been compromised, and the board should be looking 
into that. 

So we had a disagreement on that, Guantanamo and other 
issues, and the sentence you just read was the compromise that we 
focus on the word ‘‘priorities,’’ but there was serious disagreement 
about whether Congress intended us to be worried about American 
government officials doing that to non-American citizens, and we 
did—I think Alan is right—think the Congress should have been 
much clearer in mandating whether they wanted us to do that. 

Ms. SÁNCHEZ. Thank you, Mr. Davis. 
I understand that the gentleman from Michigan seeks to be rec-

ognized. 
Mr. CONYERS. Yes, I ask unanimous consent to proceed for a few 

minutes. 
Ms. SÁNCHEZ. Without objection, so ordered. 
Mr. CONYERS. Thank you. 
I am so glad that this issue was raised by yourself, Chairwoman 

Sánchez, because I wanted to put in the record an examination of 
the President’s executive order of last Friday in which he issued an 
executive order supposedly clearing up the question of the con-
demnation of torture in this country. As David Cole points, it was 
full of loopholes and cleared up little or nothing. And I ask unani-
mous consent to put it in the record. 

Ms. SÁNCHEZ. Without objection, so ordered. 
[The information referred to follows:] 
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Mr. CONYERS. The main question, though, is to our GAO rep-
resentative, Ms. Koontz. What are these four recommendations 
that you boiled your testimony down, plus the observation that the 
privacy office hasn’t been timely in issuing public reports, poten-
tially limiting their value and impact. 

If you are not well-read in this kind of language, it seems like 
administrative, you know, ‘‘Let’s be neat, let’s be on time, fellows.’’ 
But I suspect there is something far more serious in why you put 
together a lengthy report that comes to these conclusions. 

Ms. KOONTZ. I had hoped our report sounded more powerful than 
that, but I will give you an example. 

There was a report down on the multistate antiterrorism ex-
change. It was started in 2004 based on an ACLU complaint. It 
was not issued until 2006. I would say another example would be 
a data-mining report that was asked under Appropriations Act. It 
was due in December 2005. It wasn’t completed until July 2006, 
but then not made public until late in that year. 

I think in some of these cases, especially in the first one I men-
tioned, the program had already been terminated well before the 
report was issued. Our point was that it is not so much bean count-
ing as it was that this was no longer a useful communication with 
the public, and a large amount of privacy is being transparent with 
the public, saying what you are doing with citizens’ personal infor-
mation. 

Mr. CONYERS. So stalling is a way of obfuscation? 
Ms. KOONTZ. It could be. 
Ms. SÁNCHEZ. The time of the gentleman has expired. 
Mr. WATT. Madam Chair, I ask unanimous consent for a mod-

icum less than a few minutes. 
Ms. SÁNCHEZ. You will be granted 2 additional minutes, Mr. 

Watt. 
Mr. WATT. Okay. Well, I was thinking that I would not dare ask 

for what the Chair of the full Committee asked for, but if I asked 
for something less than that, I will get it. 

Mr. Teufel, just in follow-up to the question that I raised with 
Mr. Davis, have there been situations in the Homeland Security 
privacy setting where you have felt either that the people above 
you in Homeland Security or the Administration have sought to 
compromise your findings and your efforts to do what you are 
charged to do? 

Mr. TEUFEL. No, sir, I have not. And with respect to reports, I 
have a very senior career official within my office, and whenever 
we get ready to issue a report, that senior career official takes the 
pen. She is incorruptible, she has career protections, and she de-
cides what goes into a report and what doesn’t go into a report 
when we send it around for review. So I have not seen that, and 
we have not had those issues, sir. 

Mr. WATT. The second question I wanted to ask: we spent a lot 
of time when we were putting this system together debating wheth-
er the authority to issue subpoenas was important. What, if any-
thing, have you found on that? I don’t know. I mean, I am not try-
ing the program, but for future reference, it would be helpful to 
know, Mr. Raul, for planning. 
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Mr. RAUL. Mr. Watt, on the subpoena authority, this is not some-
thing that the board has requested or really to date found nec-
essary. As I understand it, the pending legislation—— 

Mr. WATT. Not that this Administration would honor any of them 
anyway. 

Mr. RAUL. Well, you see, but this is the irony. The subpoena au-
thority that is under discussion, as I understand it, is whether the 
privacy board can issue subpoenas, and if so, are the subpoenas to 
be issued to private parties or to other government agencies. 

I believe that the language that was in H.R. 1 would have au-
thorized the board to issue subpoenas to private entities and not 
to the government. That is the way the inspector general statutes 
were. 

I am not sure how essential the issuance of subpoenas to private 
parties for the executive branch Privacy and Civil Liberties Over-
sight Board really is, so I think that the issue is perhaps a bit of 
a tangent for us. We have not found it a problem not to have it. 
If we had subpoena authority for private entities, I am not sure 
that there would be a serious constitutional issue there, so I think 
the issue is a bit of a tangent. 

Mr. WATT. I thank the gentlelady. These were just follow-ups to 
some concerns I had. I wasn’t trying to prolong this, and I appre-
ciate the extra time. 

Ms. SÁNCHEZ. Thank you, Mr. Watt. I appreciate the questions. 
Mr. Franks? 
Mr. FRANKS. Thank you, Madam Chair. 
Madam Chair, I will be very brief, just to comment related to Mr. 

Davis and Chairman Conyers. 
Ms. SÁNCHEZ. Without objection, you will be granted 1 minute. 
Mr. CONYERS. I ask unanimous consent for 2 minutes. 
Mr. FRANKS. I will do 1. That will be fine. 
Ms. SÁNCHEZ. Mr. Franks has told us he could be significantly 

briefer than both of you. So he has only requested 1. [Laughter.] 
One additional minute. 
Mr. FRANKS. Thank you, Madam Chair. 
Related to any torture policy of the United States, being on the 

Armed Services Committee, it is my conviction that the policy nor 
the practice of this country has been to torture. In fact, the penalty 
for torture is 20 years in prison, and if the person tortured dies, 
the death penalty is appropriate, according to our policy. 

So I don’t think that policy has been diminished in any way 
under this Administration, and I just wanted to make sure that 
that is on the record. 

Thank you, Madam Chair. 
Mr. WATT. Will the gentleman yield? 
Mr. FRANKS. Sure. You have 20 seconds here. 
Mr. WATT. Does that apply if the torture takes place in another 

country after somebody has been rendered to someplace else? 
Mr. FRANKS. Madam Chair, I just answered the gentleman’s 

question. I do not believe that is the policy nor the practice of this 
Administration to torture anybody in this country or otherwise. 
The Abu Ghraib situation was abuse. But torture is very well-de-
fined. 
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Mr. WATT. The gentleman may have misunderstood the question 
I was asking. Do the criminal penalties apply if we render some-
body to another country and the torture takes place where we have 
not been active participants in the torture? 

Mr. FRANKS. Madam Chair, the gentleman probably is asking 
whether or not the prisoners are under the constitution or the laws 
of the United States, and, no, I don’t think they are. They would 
be under the Military Code of Justice. 

Ms. SÁNCHEZ. The time of the gentleman has expired. 
And that will conclude our rounds of questioning. 
I want to thank the witnesses again for their testimony today 

and for making yourselves available for questions. 
Without objection, Members will have 5 legislative days to sub-

mit any additional written questions, which we will forward to the 
witnesses and ask that you answer as promptly as you can so that 
they can be made a part of this record. 

Without objection, the record will remain open for 5 legislative 
days for the submission of any additional materials. 

I want to thank everybody for their time and their patience, and 
the hearing of the Subcommittee on Commercial and Administra-
tive Law is adjourned. 

Mr. DAVIS. Thank you. 
[Whereupon, at 3:11 p.m., the Subcommittee was adjourned.] 
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