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THE CURRENT AND FUTURE STATE OF
INTELLIGENCE .

THURSDAY, FEBRUARY 24, 1994

Housk oF REPRESENTATIVES,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The committee met, pursuant to call, at 2:05 .m., in Room 2325,
The Rayburn House Office Building, Hon. Dan (Exlickman [chairman
of the committee] presiding.

Present: Representatives Glickman, Torricelli, Skaggs, Bilbray,
Pelosi, Combest, and Bereuter.

Staff Present: Michael W. Sheehy, Chief Counsel; Stephen D.
Nelson, Minority Counsel; Richard H. Giza, Senior Professional
Staff Member; Kenneth M. Kodama, Senior Professional Staff
Member; Diane S. Roark, Professional Staff Member; Virginia S.
Callis, Auditor; Calvin R. Humphrey, Counsel; John I. Millis, Pro-
fessional Staff Member; Patricia M. Ravalgi, Analyst; Mary Jane
Maguire, Chief of Registry; and Ilene B. Romack, Staff Assistant.

The CHAIRMAN. Okay. Thank you all.

I want to first make it clear for the record, this hearing has been
set for at least 30, if not 45 days. It is an annual presentation to
the committee on the state of intelligence and the future of intel-
ligence in the world. So it just is a coincidence it is being done at
the same time as the Ames situation. It was scheduled way before-
hand. So I want to make that clear for the record.

I have an opening statement. Then I will yield to Mr. Combest.

I am pleased to welcome the Director of Central Intelligence, Jim
Woolsey, to the Committee this afternoon to address the current
state of intelligence and its future direction. I might say par-
enthetically he has cooperated with this committee with respect for
our desire to continue the openness of the process of the intel-
ligence community; and while we have had some disagreements on
some of the legislative items, I have the highest praise for his de-
sire to want to be as open as possible about the future of the intel-
ligence community. He should be commended for that.

Today's open hearing serves as a starting point for a series of
hearings the Committee will hold in the next two months which
will examine in great detail the National Foreign Intelligence Pro-
gram and the Tactical Intelligence and Related Activities of the De-
partment of Defense, the two parts of the intelligence budget.

When the committee held its first hearing of the 103d Congress
in public session with Director Woolsey, we had 11 new Members
who were neophytes to this mysterious and often arcane world of
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intelligence. At that time, I suid it was impeoriant that intelligence
be demystified tc the extent possible.

Director Woolsey, as well as other senior officials in the cominu-
nity, have gone a long way in educating and informing the Mem-
bers. A year later, I can unequivoeally state that the Committee
hias developed an understanding of the intelligence community, the
systemns it utilizes, the “INTS” that collect human, signals and im-
agery intelligence, how the analytic product is developed, and more
importantly, how those products serve policymakers and users.

I can also say that during the last vear that Director Woolsey
has been a very aiticulate and active spokesman on matters of both
inteiligence and threats to national security. He has broken new
ground by appearing on “Larry King Live” and giving interviews on
other network news shows. This has improved the public’s under-
standing of intelligence and the contribution it makes to cur na-
tional security posture. '

In building on that process, today the Committee would like a
better understanding of: How a changed world hag led to a restruc-
turing of requirements; how that has impacted on resources and
personnel; how you are reshaping the community to address cur-
rent needs of intelligence consumers: and most importantly, how
you are shaping this community tr meei the challenges in the fu-
ture.

“Reshaping this community, econo
erating more efficiently” are the very words that you used a year
ago. You alse indicated to the Committee that you would be pre-
senting us with a strategic plan for the future, and we are very
much interested if that plan is resdy.

In conjunction with our colleagues on the Science, Space, and
Technology Commitiee—to which we owe a debt of gratitude for
the use of this hearing room today. You will note as you look
around the room that it i¢ all space related—we held an cpen hear-
ing a few weeks ago on remote semging, snd this Commitiee held
a hearing on the industrial base as it relates to intelligence sye-
tenis. )

I hope you will be able to provide us some eveam
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sound bites—uneed a betier understanding of what I term “the tex-
ture” of intelligence avd, most importantly, an appreciation of
where you plan to lead this intelligence community in the future.

Before recognizing Mr. Combest, Director Woolsey, I want to ad-
dress some of the broader issues. The commitiee will be interested
in concerning the Awmes case without talking about that case in
specificity. As serious as this case is, and it is, I believe we, the

nited States, would rake it equally serious and a worse mistake
te let it alone determine the fate of our relationship with Russia,

The rush to judgment of he last couple of days primarily here
ont Capitol Fill among many of my colleagues to suspend and can-
cel U.S. aid to Russia because of this case is, in my judgment, mis-
guided. That would have more profound and damaging ramifica-
tions on this critical relationship, thus on vurselves, than the damn-
age done by Mr. Ames.

Cold War or no Cold W : in simple fact of the matter is
both sides, the T1.8. ané . engage in intelligence and espio-
nage against each other. Those sctivities address a need for infor-
mation not otherwize availalle.

Let me repeat, the fact o each other may say zomething
about the character of the 1.8 Rusaia velationship, but even dur-
ing the depth of the Cold War, it did noi chrome Hur relationship.
This ia less reason let it do so now.

One more point you and [ will dizevss in greater detail in an-
other selting, Director Wo 5y 3 The Awies cage raises dis-
turbing questionz ahout the « anagement of the coun-
terintelligence zctivities withis - CIA. However, I can assure you
the commitiee intends to exsimine closely what the Ames caze
meang for the intellive It ig incvmbent upon us to
de so and we will.

While in no way prei
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3 than complete and

geiee activities. It is
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cally state that the Committee had developed an understanding of the intelligence
community, the systems it utilizes, the “INTS” that collect human, signals and im-
agery intelligence, how the analytic product is developed, and more importantly,
how those products serve policymakers and users.

I can also say that during the last year that Director Woolsey has been a very
articulate and active spokesman on matters on both intelligence and threats to na-
tional security. He has broken new ground by appearing on “Larry King Live” and
giving interviews on other network news shows. This has improved the public’s un-
derzlt;r;ding of intelligence and the contribution it makes to our national security
posture. _
~In Puﬂding on that process, today the Committee would like a better understand-
ing of:

ow a changed world has led to a restructuring of requirements;

How that has impacted on resources and personnel,

How you are reshaping the community to address current needs of intelligence
consumers; and

Most importantly, how you are shaping this community to meet the challenges in
the future.

“Reshaping this community. economizing our resources, and cperating more effi-
ciently” are the very words that you used a year ago. You also indicated to the Com-
mittee that you would be presenting us with a strategic plan for the future, and
we are very much interested if that plan is ready.

In conjunction with our colleagues on the Science, Space, and Technology Commit-
tee, we held an open hearing a few weeks ago on remote sensing, and this Cornmit-
tee held a hearing on the industrial base as it relates to intelligence systems. I hope
you will be able to provide us some examples of how we are getting more out of
some of these systems, how they are serving a broader range of consumers, end how
you are tailoring these resources to meet future needs.

Much of our information needs are being accomplished through the exploitation
of open sources because the world is much more accessible today than it was during
the Cold War. Yet, that information, too, has a cost not just in dollars. For example,
that information often is also available to the public through CNN. While we cannot
make foreign policy based on CNN’s images, we cannot ignore that the media has
a dramatic bearing on how the public perceives national security issues—whether
it was Somalia last October or the recent tragic mortar attack in Sarajevo. This in
turn affects on the intelligence community and what the policymakers and military
planners demand from intelligence, making it imperative that we continue efforts
to demystify intelligence.

I hope you will be able to provide us, and by way of this cpen hearing, the public
as well, a better flavor for this complex issue. The Committee and the public—which
often gets no more than 30-second sound bites—need a better understanding of
what I term “the texture” of intelligence and, most importantly, an appreciation of
where you plan to lead this intelligence community in the future.

Mr. CoMBEST. Mr. Woolsey, I join the Chairman in welcoming
you to this open session of the House Intelligence Committee.

The Committee has requested that you provide us with a focused
presentation on, I quote, “the complexities of the intelligence proc-
ess, the changing requirements, reductions that have and will be
made, and the challenges and uncertainties that intelligence will
face in the future.” Moreover, the Committee has asked that you
brief on management initiatives, economization of resources, and
increasing responsiveness to consumers.

That is quite a charge te you, and I am eager to hear your state-
ment. It is not merely because these are topics on which you owe
us responses; indeed, you have already addressed most of them,
sometimes at length, in closed sessions. Rather, I am eager to see
how well these topics can be handled in an open, unclassified hear-
ing.

Such hearings before cur committee are in large part to increase
the public’s understanding and sppreciation of the contributions of
intelligence to our national security. This objective dovetails with
your admirable efforts to foster s new level of openness in the intel-
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ligence community, and I am hopeful you will succeed today in ad-
dressiing these important issues of real interest to the American
people.

At the same time, I realize that in some areas you are being
asked to defend the activities of intelligence community with, figu-
ratively, at least one hand tied behind your back. You are con-
fronted here today with the most basic dilemma of discussing intel-
ligence openly: You cannot explain capabilities without compromis-
ing them, you cannot cite specific successes without dooming the
hope of their repetition, and you cannot defend without neutraliz-
ing the efficacy of that which you seek to preserve.

Nonetheless, I am hopeful this hearing will be useful and inform-
ative for the Committee as well as to the public at large. If I could
choose only one thing to come out of this hearing, it would be to
put to rest forever the idea that the intelligence community is still
wrestling with overcoming the mindset of the Cold War.

That worn out fiction, I hope, had its last echo in debate on last
year’s intelligence authorization bill from the mouths of a few who
felt compelled to criticize the intelligence community without both-
ering to learn anything about it. I and many Members of our com-
mittee involved in oversight of the intelligence community have
been pleased to note this last year that you have redoubled the
community’s effort continuously to adjust resources to be fully re-
sponsive to the fast-breaking needs and requirements of the policy
makers.

Mr. Woolsey, you and the intelligence community are having te
cope with some monumental challenges. You must cover the water-
front internationally. You must monitor and, if possible, hamper
the proliferation of weapons of mass destruction and the plotting
of terrorists. You must ensure our trade negotiators are apprised
of global economic trends and where the playing field of free trade
is uneven. You must provide ground truth and behind the scenes
insights into developments from every corner of the globe.

Moreover, you must not let up your efforts against the enduring
menace of nuclear weapons in unstable states and the activities of
despots and hostile regimes. Finally, you must do all these things
and many more with ever diminishing financial and personnel re-
sources.

This hearing gives you a chance to describe, as best you can in
an unclassified envircnment, how you are meeting these chal-
lenges.

The CHAIRMAN. Thank you.

You may proceed, Mr. Woolsey. The Members will be recognized
for questions in the order that they are here right now.

[The statement of Mr. Combest follows:]

STATEMENT OF CONGRESSMAN LARRY COMBEST

Mr. Woolsey, I join the Chairman in welcoming you to this open session of the
House Intelligence Committee.

The Committee has requested that you provide us with a focused presentation on
(I quote) “the complexities of the intelligence process, the changing requirements,
reductions that have and will be made, and the challenges and uncertainties that
intelligence will face in the future.” Moreover, the Committee has asked that you
brief on management initiatives, economization of resources, and increasing respon-
siveness to consuimers.
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the Congress over the course of the last several years which have
been begun and then not finished in this area.

Cue I was identified with myself, as an adviser to the Senate Se-
lect Committee on Intelligence, was back in 1989 when I was in
private law practice. A group appointed by then-Chairman of the
Senate Select Comwmittee, Senater Boren, and Senator Cohen, then
the Ranking Member, produced an interesting set of recommenda-
tions, some dozen or so thait were embodied in legislation to im-
prove security. :

It was introduced by Senator Boren and Senator Cohen and then
in 1992 was dropped and went no further as far as legislation was
concerned. I didn’t participate in the final stages of work on that
because I was overseas on a diplomatic assignment; but there have
been a number of responsible efiorts over the course of the last few
years to look at and approach and plan toward how to revise some
of the features of security, including personnel, individual security
in the U.S. Government, and that, [ think, is appropriately a high
priority for those of us in the executive branch and also for you
here in the Congress.

I would add that with respect to the Ames case itself, I have
made a public statement when ! testified earlier this week in pub-
lic seszion before this committee, and I will have nothing to add to
it because the matter is in the hands of the courts. I will simply
reiterate what the prosecuior, the Attorney General, and the Direc-
tor of the FEI have all said, which is to praise in very high terms
the cooperative work, the excellent professional work by both the
F]%I and the CIA that brought this case to the point where it is
today.

Thank yvou, Mr. Chairman.

This is my fourth appearance before the Congress in open session
and my second in open session this week before this committee.

I welcome these opportunities to explain te the American people
the challenges that the Intelligence Community faces.

It i important to recognize that intelligence protects and serves
America’s interssts, that it is changing to deal with the future, and
that it will perform ite missions more effectively and at lower cost.

No oue appreciates more thanr I the delicate balance between ex-
plaining the value of intelligence~how we are making it more effi-
cient and wore responsive to our customers—and the vital need to
continue to protect the sources and methods we use to gather it
And so I must at times leave out details about particular issues.

But I can say openly and without reservation that the United
States possesses an Intelligence Community that is the very best
in the world. It is & vital national asset that serves the President,
hig advisors, the armed forees, and the Congress every day.

Intelligence informs everv gubstantisl international activity of
the United States government. It gives the United States a vital
edge in managing its national interests. [t warns of immediate cri-
ses—anch 28 oo cour in Merth Korea; it gives the U.S. policy-
makers E ce of long-term  dangers—including
threats posed by o t covet chemical, biological, or nu-
clear weapons; blic safety by countering threats
from terro supports the economic secu-
g foreign bribexry and by evaluating
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foreigp intert_est§ that seek banking operations, for example, in the
U.S.; it multiplies the effectiveness of our armed forces by provid-
ing detailed information to military commanders who must, for ex-
ample, attack targets with precision guided munitions. And it car-
ries out these responsibilities day in and day out behind the scenes
without fanfare. ’

As you know, I testified before the Senate Select Committee on
Intelhgepce one month ago in open session to explain the threats
to U.S. interests abroad. I will come before your committee, Mr.
Chalrmap, over the next two months to describe many of these
dangers in detail, so I do not intend for thisg session to be a threat
hearing.

But when I reviewed what has happened over the last 30 days,
I am reminded of the old Chinese curse: May you live in interesting
times. Mr. Chairman, that is as true for intelligence as it ever was.
Just in the last 30 days since I testified, we have tracked and ana-
lyzed a wide range of problems that pose potential and immediate
?angers to U.S. interests abroad and to the safety of our armed
orces.

Last month, I assessed the prospect that President Yeltsin would

face difficult decisions to put an end to the heavy subsidies of inef-
ficient industries and agricultural entities in Russia. I warned that
looser fiscal and monetary policies could bring Russia to the brink
of destructive hyperinflation.

Now, with the resignations of Yegor Gaydar and Boris Fedorov,
the hew government will be unlikely to end these subsidies. Infla.
tion w1ll' continue, discouraging private investment, encouraging
capital flight, and further impoverishing people with fixed incomes.
The question is the degree of that inflation,

The changing political climate in Moscow, Russia’s policies to-
ward the newly independent states and growing Russian concerns
about Western goals in Eastern Europe and the NIS continue to
bear watching. There continue to be important successes, particu-
larly the trilateral accord with the United States and Ukraine on
dismantling nuclear weapons in Ukraine; however, external events,
such as the conflict in Bosnia or East European desires to pursue
NATO membership, have the potential to test Russia’s relations
with the West. Much depends on the ability of Russia and the key
Western states and institutions to engage one another in a search
for positive solutions.

Last month I noted that in Ukraine, a pro-separatist candidate
could win the presidential election in Crimea. This happened, and
the new president, Yuriy Meshkov, has appointed as top advisors
three military officers who claim to have been dismissed by Kiev
for their pro-secessionist views and he has proposed that Crimea
allow the ruble to circulate freely along with the Ukrainian coupon,
Ukraine is using Russian behavior on Crimea as a test of the tri-
lateral agreement. '

Last month I indicated that there may well be an upsurge in
fighting in Somalia before American trog’ps are withdrapwn., gThis
has come to pass. Interclan fighting recently erupted in the south-
ern port city of Chisimayu, and clan battles and violent demonstra-
tions by job seekers occur almost daily outside the U.N. compound,
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airport, and port. U.S. personnel hardly venture out of their secure
compounds.

Hunger is returning to some areas of Somalia because harvests
have been poor and attacks on relief workers have disrupted food
distribution. Two Italian workers were kidnapped for several days
this month, and violence in the countryside has forced numerous
relief agencies to shut down operations. Reconciliation talks con-
tinue between clan leaders, but growing violence cannot be ruled
out. i
These are but a few of the events which we examine and evalu-
ate each day. And of course, in the last 30 days, the shelling of the
market in Sarajevo—the killing of more than 68 innocents that out-
raged the world—led NATO, at the request of the United Nations,
to prepare for air strikes against artillery positions around the city.

In recent days, as the President pointed out early this week, di-
plomacy backed by our decisiveness seems to have prevailed in Sa-
rajevo. But the tension of last week illustrates how events could
add yet another dimension to the role of intelligence in that trou-
bled region of the world. If strikes were to occur, U.S. intelligence
would be called upon to locate threats to our pilots and warn them
in time to let them take action.

This would be a demanding task, but intelligence has done it suc-
cessfully before: During Desert Storm, U.S. satellite reconnaissance
systems gathered information on hundreds of Iraqi air defense sys-
tems, as did other intelligence collection systems. Some very dedi-
cated intelligence officers interpreted this information and found
the locations of these systems, giving our pilots the target data
they needed to attack a very substantial number of them within a
two-week period—dramatically reducing the Iragi air threat.

All of these issues reflect the realities of a rapidly changing
world. It is our job to understand these realities, to warn and in-
form our national leadership, to support our armed forces, and to
reassess our collection and analysis based on their changing needs.

But the time has come to make a point: United States intel-
ligence capabilities are being reduced to a level where, to compare
it to last weekend’s weather, we are skating on thin ice on a warm
day.

We can and will continue to deliver information that is needed
by the President, the armed forces, and the Congress to carry out
the business of government, but the Intelligence Community is
coming under substantial financial stress. Additional reductions
below the President’s budget request could bring essential pro-
grams within the Intelligence Community to the breaking point.
Budget decisions that will be made this year will have great con-
sequences later in the decade.

ur challenges are clearly before us: We must modernize our sat-
ellites and other key technical collection systems; we must deal
with rapid changes in communications by investing in technology
development; we must refocus the collection of intelligence by
human sources to ensure we have insight on issues of the future;
we must orchestrate analysis of the data to match the needs of our
customers; and we must do all of this more efficiently—by using
more open source material, for example, where we can—and with
fewer people.
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Mr. Chairman, I believe that all of these things can be done, but
they can only be done if resources are adequate.

I have watched the fragility of the Intelligence Community grow
over the past year, as has our newly confirmed Secretary of De-
fense. We have, of course, been mindful of the need to cut efforts
that were not essential and to refocus other activities. As Deputy
Defense Secretary, Bill Perry and I met some 25 times over the
past year, spending over 70 hours on joint program reviews of both
the national intelligence programs that I oversee and the tactical
programs that are under DOD responsibility. We scrubbed each
program carefully. Together we have ensured that intelligence has
been pared back to the absolute minimum to still get the problem
done. This year, we cut almost $1 billion out of planned requests
to still get the job done.

These joint reviews are of historic importance—not only because
they have never been done before, but also because they are a rec-
ognition that the old distinctions between national and tactical in-
telligence are less relevant in today’s technological world. The util-
ity of intelligence to war—its avoidance and its prosecution—has
never been more clear.

In fiscal year 1995, spending for intelligence will stay essentially
flat when compared to last year. In effect, we are taking a real cut
in programs because of inflation. Since 1990, morecver, the total
intelligence budget has declined by some 14 percent in real terms.
It has declined because we have been able to do away with pro-
grams that were largely tied to the Cold War and which were no
longer needed. But it has also declined because some past reduc-
tions have had the effect of requiring U.S. t6 eat our seed corn. Let
me give you but one example.

We depended heavily on technical collection programs to support
and protect our troops in Desert Storm. But since Desert Storm, we
have not begun work to modernize and replace our larger and more
important programs. These grow old, just like automobiles. Power
and control systems fail, less data is collected, and eventually they
no longer work. When your car wears out, Mr. Chairman, you ei-
ther fix it or buy a new one. It is very difficult to repair some of
these types of collectors, so we must build new ones.

We plan to replace the satellites we have in space, for example,
with ones that have more advanced technology. These advances—
and changing collection needs of our customers—mean that with
the right mix of satellites, and other technical collection systems,
we can deploy a much smaller satellite consteliation than what we
had during Desert Storm. This will mean 5 very substantial reduc-
tion in the number of programs. We plan an even greater reduction
in the number of satellite ground stations. These are real savings.
As in most areas, savings of this sort require new investment up
front in order to properly carry out program reductions over time.

This modernization plan is both realistic and affordable, It will
Jead to substantial savings over the long run and still deliver the
capabilities the country needs. But make no mistake. These reduc.
tions will expose the country in some ways to greater risk. With
a smaller number of satellites, every launch takes on greater im-
portance.
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Mr. Chairman, we must proceed and build the capability to de-
liver imagery intelligence to battlefield commanders. During Desert
Storm, our commanders found that they had to wait too long for
far too few pictures of battlefield areas. And in the field outside the
Commander in Chief’s headquarters, they had to wait still longer—:
precious hours during battle—for the pictures to get into their
hands because of antiquated procedures for delivering them. These
problems constituted Gieneral Schwarzkopfs primary criticisms of
intelligence support during the Gulf War. These problems must be
corrected. We will make substantial progress toward correcting
’Ec)hem if the Congress approves the plan we have laid out in this

udget.

Mr. Chairman, I can’t tell you with precision when or where the
next crises will occur five years from now or even one year from
now. Casey Stengel once said that forecasting is always difficult,
especially about the future. But as the last 30 days have shown,
crises are bound to happen. And we must have the capability to
deal with them—quickly, flexibly, and reliably.

Let me also say just a word about the challenges we face in the
collection of communications intelligence. Here not only are our
targets more diverse—we focus less now on the former Soviet
states—but the technical nature of the communications information
is changing. Data is moving around the world in greater volumes
and at faster speeds than ever before. In a world where informa-
tion is power, where the capability to guide a precision-guided mu-
nition to a military target, for example, rests upon understanding
the target in great detail—in these and many other areas the Unit-
ed States possesses an enormous advantage. We cannot afford to
allow this capability to atrophy.

Substantial new investments must be made to deal with the
changing communications environment. As you know, Mr. Chair-
man, we have prepared a strategic plan o do this. We have re-
duced reliance on manned overseas sites in favor of mobile and
fixed collection systems that can be operated remotely. By the end
of the decade, we plan to close many of our large, manned collec-
tion sites overseas. In addition, we are establishing within the
United States four joint-service Regional SIGINT Operations Cen-
ters, each focused on a specific target region and drawing on a wide
range of collection scurces.

We are also continuing to invest in understanding secret foreign
communications and protecting our own, a capability in which the
United States leads the world. The skill to accomplish this is
cryptology. The reading of others’ signals protected by codes, ci-
pherg, and compler electronic eountermessures iz known as crypt-
analysis.

Maintaining our advantage in these areas will depend upon pre-
serving a strong and robust cryptologic capability in the face of un-
paralleied technical challenge. We can only continue to enjoy the
advantage we have today through aggressive research and engi-
neering efforts to keep one step ahead. Supercomputing power will
be the key to maintaining cur advantage.

If we fail in these endeavors, adversaries will have free rein to
buy weapon technologies that could threaten our friends and allies,
drug traffickers will operate with impunity, our citizens will be ex-
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posed to increased risk abroad, and our armed forces will face un-
necessary risk on the battlefield.

The challenges we confront in the collection of human intel-
ligence are equally important. We must continue to collect informa-
tion on issues that could undermine United States national secu-
rity or otherwise affect our interests. For our military customers,
particularly since the military has been forced to reduce signifi-
cantly, top quality foreign intelligence saves lives and is an essen-
tial factor in whether or not you have the information you need to
conduct successful military operations. Our collection goals reflect
the needs of the new era. Priority objectives include information on
weapons-related proliferation, weapons of mass destruction and the
missiles to carry them, counternarcotics and economic security is-
sues.

In this new post Cold War era, our officers face more dangers
than ever in our history. The January 1993 murder of two CIA em-
ployees in front of the Headquarters building is one tragedy which
I can speak of here. As you know, Mr. Chairman, other intelligence
officers have given their lives in the past year. Collecting critical
information on terrorists or weapon proliferators, for example, is
difficult and dangerous work. It must be done in nontraditional
ways; so we are devising new methods for our intelligence officers
to conduct business while better protecting our sources and secrets.

For example, in our fiscal year 1995 budget we plan to merge our
human collection assets in the military services into a single man-
agement structure. These units are critical to helping our military
understand the capabilities and intentions of worldwide adversar-
ies as diverse as the Iraqi army or Somali warlords. The new con-
solidated service will save money and provide better support and
responsiveness to the Unified Commands by eliminating separate
tasking and reporting chains and by eliminating potential duplica-
tion in the placement of collection sources. This kind of streamlin-
ing is essential to preserve core intelligence capabilities in the face
of declining resources. I might add, parenthetically, Mr. Chairman,
I am quite proud of the effort General James Clapper, Director of
the Defense Intelligence Agency, has taken in forming this joint
human intelligence service under the Department of Defense.

In many ways, the changes we are making in collection are
matched by adapting our analytical capabilities to new problems
that support new customers. One example is the support that we
provide to the United States Mission to the United Nations.

Last year I assigned senior people from agencies throughout the
Intelligence Community to work with the U.S. Mission here and in
New York.

In addition, I have increased our analytical commitment to U.N.
issues and taken steps to enhance coordination among analysts
working on U.N. problems.

These steps have made it possible for U.S. to respond in a more
timely fashion to ad hoc requests from the Ambassadors and from
the Mission staff in New York.

There are clear guidelines for sharing of intelligence, on a case-
by-case basis, in response to requests from the U.N. To date, the
Intelligence Community has agreed to share intelligence with the
U.N. to support three important operations; the Defense Intel-
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ligence Agency has been the focal point for these specific activities.
These include: Cambodian peacekeeping operations that were ter-
minated in November 1993, the U.N. Mission to Somalia, which
began in March 1993 and continues today, and sharing on the
foz('imer Yugoslavia, which began in August 1993 and continues
today.

Information is passed to U.N. field commands via military com-
munications networks. The same information also goes to the
U.Ns new Situation Center via the U.S. Mission to the UN. in
New York. And some material is'also provided directly to senior of-
ficials in the U.N.’s Department of Peacekeeping Operations.

Intelligence also supports disaster relief. The National Photo-
graphic Interpretation Center has assisted the Federal Emergency
Management Agency and other civilian agencies to collect informa-
tion on the magnitude of natural disasters quickly and efficiently.
This information has proven critical for quick assessments of emer-
gency needs. For example, maps on the Mississippi flooding and on
the Los Angeles earthquake have been given to FEMA officers in
the field to help them direct relief efforts.

During the Mississippi floods, NPIC found evidence of a new
channel forming from a levee break before it would have been dis-
covered by other means. This gave local officials warning to pre-
vent permanent changes to the river bed. In every case, this sup-
port is done at the request of agencies outside the Intelligence
Community and is reviewed by my General Counsel to ensure the
legality of the undertaking.

These are but two examples of how intelligence is serving new
customers. But we have also cut back where customer needs have
changed—in many cases dramatically. For example, we have sub-
stantially cut technical support for processing and analyzing sig-
nals gathered from missile, space, and aircraft tests—the technical
data which we use to characterize weapon performance.

These cuts have reduced our cadre of telemetry experts to bare
bones. Further cuts cannot be sustained without getting out of the
business of telemetry interpretation altogether. This would be most
unwise, and I am prepared to explain why to you in closed session.

I recognize that maintaining high quality service to all our cus-
tomers is a task that is never finished. That is why I established
jointly with DOD a new national needs process which provides a
detailed, systematic description of customer needs that span both
national and defense interests.

A key feature is the appointment of senior substantive experts to
oversee the Intelligence Community’s collection and analytic efforts
in some 17 issue areas. These issue areas cover regional concerns
as well as key topical areas—such as proliferation, terrorism, nar-
cotics, economics, and critical areas of support to military needs.

Issue coordinators are charged to: Maintain close contact with
their consumers, understand their needs and inform them about
the level of support they can expect from U.S. intelligence. Issue
coordinators will develop Intelligence Community strategies to
guide collection and analytic efforts.

And they will conduct periodic assessments of the Intelligence
Community’s performance in meeting consumers needs, identify
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shortfalls.and gaps, and bring these to the attention of senior man-
agers during preparation of the intelligence budget.

This process is now up and running, and issue coordinators will
soon complete their first annual strategic overviews. Their
overviews will identify key areas for U.S. intelligence focus over the
next 12 to 18 months, and will highlight critical gaps in the infor-
mation which will be needed to answer our customers’ questions.

The Intelligence Community stays in contact with its customers
at every level. The Chairman of the National Intelligence Council
meets every other week with senior policymakers to discuss upcom-
Ing issues and needs. Intelligence officers build new relationships
with their customers every day and serve on rotation throughout
the national and def_'ense communities. At the CIA alone, for exam-
ple, the number of intelligence officers assigned to policy agencies
has risen nearly 70 percent since 1990,

The 1ntglhge1;ce gaps we identify via the new needs process will
help US 1denp1fy areas where we must invest in the future. At the
same time, Bill Perry and I have instituted management proce-
dures that will ensure new investments are made rationally and ef-
ficiently. We have taken steps to streamline programs that have
been carried both in the national intelligence budget and the tac-
tical intelligence budget. We have done this by consolidating pro-
grams into one budget area. Such transfers make good economic
sense.

They are one result of a year-long effort to reorient intelligence
program management to achieve a closer coupling of national and
tactical intelligence. The transfers ensure that all intelligence re-
lated resource claims within a single overall budget are fully con-
sidered. And they also ensure that I, Jointly with the Deputy Sec-
retary of Defense, review and implement a common budget frame-
work and issue joint program guidance.

_These program decisions were rooted in a January 1993 Commu-
nity Maqagemex}t Review and a Presidential Transition Report, as
this administration came into office, which urged closer Defense/In-
telligence relationships.

They move the Intelligence Community toward accomplishing the
fge?mhmng goals in the Vice President’s National Performance

view,

And. they respond to language from your committee, Mr. Chair-
man, in mid summer that endorsed an emerging DCI/Defense ap-
proach to program management and which encouraged greater in-
tegration as a way to better define tactical intelligence activities.

I might informally, Mr. Chairman, point out when Bill Perry as
Deputy Secretary and I conducted these 25 or so reviews of na-
tional and tactx_cal programs, there was some discussion in advance
amox(lig.thetﬁlglnouq Staf'?h?bﬁufl just gvhat organization it was that
was doing this review. This had not been done b . i
it?I\ﬁ’hgt was tlhebstaf{)? And so on. efore. Who chaired
] ad a single baseball cap made up with the word Chairman on
it. Bill and I sat at the head of the table and reviewed simulta-
neously, meeting after meeting, the programs. We kept the baseball
cap between the two of us. If anyone wanted somebody to put it
on, that person would put it on. We decided to scrub the bureauc-
racy and get down to solving problems. I look forward to working
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with t}llle new nominee to be Deputy Secretary of Defense, Dr. John
Deutch.

The Joint Defense and Intelligence Security Commission——

The CHAIRMAN. I don’t know how long your statement is. Could
we ask you maybe in five minutes to finish up?

Mr. WooLSEY. I have five and a half pages left, and I am going
at a page a minute, Mr. Chairman.

Mr. BILBRAY. Good answer.

Mr. WoOLSEY. The Joint Defense and Intelligence Security Com-
mission, which was chartered in'May 1993 by the Secretary of De-
fense and I to evaluate security policies and procedures of the De-
fense and Intelligence Communities, is another important part of
our actions to streamline intelligence.

Policymakers, the military, Congress, industry, public interest
groups, and security officials have voiced concerns that the current
security system is unnecessarily inefficient, complex, and costly.
Frequently, security is viewed as a barrier to the free flow of infor-
mation to those who need it while not offering sufficient protection
of information from those who would misuse it. I anticipate that
the Commission’s report will offer innovative ways to redefine and
streamline our security system.

In formulating its proposals, the Commission recognized the im-
portance of balancing the public’s right to know, national policy ob-
jectives, and the sharing of information with the government’s re-
sponsibility to provide security. As recent events indicate, of course,
we must continue to be vigilant to safeguard our national security
with these types of arrangements.

Mr. Chairman, with respect to the National Performance Review,
in the interests of saving time, let me note the intelligence commu-
nity has been in the lead in working with the Vice President on a
whole range of efficiency focused efforts of the sort that the Na-
tional Performance Review has indicated. There are specific exam-
ples on pages 21 and 22 of my statement.

I will conclude with a few quick observations about how we are
managing the most important aspect of intelligence, our people and
the issue of reductions in personnel.

I believe that we have a good story to tell in that each of the pro-
gram managers is working hard to manage personnel reductions
while maintaining the capabilities we have built to protect the na-
tional security of this country. The drawdown and how it is man-
aged will affect the Intelligence Community for years to come. We
are taking extreme care to treat all employees with fairness while
assuring the appropriate demographic and skills mix for the future.
This is a dramatic, difficult problem to do.

The Intelligence Community is in the midst of the most dramatic
changes it has faced since the beginning of the Cold War. There is
a great risk involved here—we know that we will not be successful
in meeting our mission goals without paying close attention to the
needs and concerns of the men and women who have chosen a ca-
reer in intelligence.

The three major agencies with the majority of personnel—NSA,
CIA, and DIA—are downsizing at the same rate following the 17.5
percent reduction by fiscal year 1997 directed by Congress. Work-
ing closely with Defense, we have chosen to continue reducing
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through fiscal year 1999, achieving a 22.5 percent personnel reduc-
tion over the decade. I want to emphasize that while much of the
rest of government will be working to reduce by 12 percent to meet
the National Performance Review’s goals—the Intelligence Commu-
Illg;gys;s reduction will be nearly double that by the end of fiscal year

To achieve the planned reductions, agencies have severely cur-
tailed hiring and offered separation incentives for optional retire-
ments, early retirements, and resignations. Achieving our diversity
goals while meeting the reduction targets presents a formidable
challenge.

Mr. Chairman, I will move to the very end of the statement.

I want to stress we are taking care as we make these reductions
to treat each individual as a human being, an individual who is
part of the intelligence family, to work to make the reductions in
a fair and balanced way. The choices in working on these personnel
issues has not been easy. But the understanding, the hard work,
the quick reaction of this committee, and of the Senate Select Com.
mittee on Intelligence, have helped us take a careful and measured
approach to personnel reductions. We must remain vigilant as we
face grim realities in continuing this process.

Mr. Chairman, let me leave you with one last thought. Intel-
ligence resources—like military forces—are a form of insurance.
When something happens, it is imperative to have more than ade-
quate amounts available. But there is more to intelligence than
this analogy suggests. Intelligence is more valuable before an event
happens the better, in many cases, to avert it. This is as true of
forecasting an economic event detrimental to U.S. interests as it is
of warning of a military or terrorist attack. The programs funded
by this fiscal year 1995 request are designed to ensure that intel-
ligence can carry out these fundamental tasks.

I have appreciated this opfportunity to explain the challenges
that intelligence faces in the future. I would be pleased to answer
any questions you might have.

[The statement of Mr. Woolsey follows:]

OPENING STATEMENT OF THE DIRECTOR OF CENTRAL INTELLIGENCE

THE INTELLIGENCE COMMUNITY’S CHALLENGE: MODERNIZING IN AN ERA OF
DOWNSIZING

This is my third appearance before Congress this year in open session and my
second this week before this Committee.

I welcome these opportunities to explain to the American people the challenges
that the Intelligence Community faces.

It is important to recognize that intelligence protects and serves America’s inter-
ests, that it is changing to deal with the future, and that it will perform its missions
more effectively and at lower cost.

No one appreciates more than I the delicate balance between explaining the value
of intelligence—how we are making it more efficient and more responsive to our cus-
tomers—and the vital need to continue to protect the sources and methods we use
to gather it. And so I must at times leave out details about particular issues.

ut I can say openly and without reservation that the United States possesses
an Intelligence Community that is the very best in the world. It is a vital national
asset ghat serves the President, his advisors, the armed forces, and the Congress
every day.

Intelligence informs every substantial internationat activity of the United States
government. It gives the United States a vital edge in managing its national inter-
ests. It warns of immediate crises—such as could occur in North Korea; it gives the
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US policymakers advance knowledge of long-term dangers—including threats posed
by countries that covet chemical, biological, or nuclear weapons; it s eguards public
safety by countering threats from terrorists and drug traffickers; it supports the eco-
nomic security of our country by uncovering foreign bribery and by evaluating for-
e}gn interests that seek banking operations for example in the US; it multiplies the
eftectiveness of our armed forces by providing detailed information to military com-
manders who must, for example, attack targets with precision-guided munitions.
;}n% it carries out these responsibilities day-in day-out behind the scenes, without
anfare,

As you know, I testified before the Senate Select Committee on Intelligence one
month ago in open session to explain the threats to US interests abroad. I will come
before your committee, Mr. Chairman, over the next two months to describe many
of these dangers in detail, so I do not intend for this session to be a threat hearing.

But when I reviewed what has happened over the last 30 days, I am reminded
of the old Chinese curse: may you live in interesting times. Mr. Chairman, that is
as true for intelligence as it ever was. Just in the last 30 days since I testified we
have tracked and analyzed a wide range of problems that pose potential and imme-
diate dangers to US interests abroad and to the safety of our armed forces:

Last month I assessed the prospect that President Yeltsin would face difficult de-
cisions to put an end to the heavy subsidies of inefficient industries and agricultural
entities in Russia. I warned that looser fiscal and monetary policies could bring Rus-
sia to the brink of destructive hyperinflation. Now, with the resignations of Yegor
Gaydar and Boris Fedorov, the new government wi.i be unlikely to end these sub-
sidies. Inflation will continue, discouraging private investment, encouraging capital
flight, and further impoverishing people with fixed incomes.

he changing political climate in Moscow, Russia’s policies toward the newly inde-
pendent states, and growing Russian concerns about Western goals in Eastern Eu-
rope and the NIS continue to bear watching. There continue to be important suc-
cesses, particularly the trilateral accord with the United States and Ukraine on dis-
mantling nuclear weapons in Ukraine; however, external events, such as the conflict
in Bosnia or East European desires to pursue NATO membership, have the poten-
tial to test Russia’s relations with the West. Much depends on the ability of Russia
and the key Western states and institutions to engage one another in a search for
positive solutions.

Last month I noted that in Ukraine a pro-separatist candidate could win the pres-
idential election in Crimea. This happened, and the new president, Yuriy Meshkov
has appointed as top advisors three military officers who claim to have been dis-
misseg by Kiev for their pro-secessionist views and he has proposed that Crimea
allow the ruble to circulate freely along with the Ukraine coupon. Ukraine is using
Russian behavior on Crimea as a test of the trilateral agreement.

Last month I indicated that there may well be an upsurge in fighting in Somalia
before American troops are withdrawn. This has come to pass. Interclan fighting re-
cently erupted in the southern port city Chisimayu ang clan battles and violent
demonstrations by job seekers occur almost daily outside the UN compound, airport,
and port. US personnel hardly venture out of their secure compounds. Hunger is
returning to some areas of Somalia because harvest have been poor and attacks on
relief workers have disrupted food distribution. Two Italian workers were kidnapped
for several days this month, and violence in the countryside has forced numerous
relief agencies to shut down operations. Reconciliation talks continue between clan
leaders, but growing violence cannot be ruled out.

These are %rut a few of the events which we examine and evaluate each day. And
of course, in the last 30 days, the shelling of the market in Sarajevo—the killing
of more than 68 innocents that outraged the world—led NATO, at the request of
the United Nations, to prepare for air strikes against artillery positions around the
city. In recent days, as the President pointed out early this week, diplomacy backed
by our decisiveness seems to have prevailed in Sarajevo. But the tension of last
week illustrates how events could add yet another dimension to the role of intel-
ligence in that troubled region of the world. If strikes were to occur, US intelligence
would be called upon to locate threats to our pilots and warn them in time to let
them take action.

This would be a demanding task, but intelligence has done it successfully before:
during Desert Storm, US satellite reconnaissance systems gathered information on
hundreds of Iraqi air defense systems. Some very dedicated intelligence officers in-
terpreted this information and found the locations of these systems, giving our pilots
the target data they needed to attack a very substantial number of them within a
two week period—dramatically reducing the Iragi air threat.

All of these issues reflect the realities of a rapidly changing world. It is our job
to understand these realities, to warn and inform our national leadership, to sup-
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port our armed forces, and to reassess our collection and analysis based on their
changing needs.

But the time has come to make a point:

United States’ intelligence capabilities are being reduced to a level where, to com-
pare it to last weekend’s weather, we are skating on thin ice on a warm day.

We can and will continue to deliver information that is needed by the gresident,
the armed forces, and the Congress, to carry out the business of government, but
the Intelligence Community is coming under substantial financial stress. Additional
reductions below the President’s budget request could bring essential programs
within the Intelligence Community to the breaking point. Budget decisions that will
be made this year will have g;‘:at consequences later in the decade.

Our challenges are clearly before us:

We must modernize our satellites.

We must deal with rapid changes in communications by investing in technology
development.

We must refocus the collection of intelligence by human sources to ensure we have
insight on issues of the future.

V&Fe must orchestrate analysis of the data to match the needs of our customers.

And we must do all of this more efficiently—by using more open source material,
for example—where we can and with fewer people.

Mr. Chairman, I believe that all of these things can be done, but they can only
be done if resources are adequate.

I have watched the fragility of the Intelligence Communiti grow over the past
year, as has our newly confirmed Secretary of Defense. We have, of course, been
mindful of the need to cut efforts that were not essential and to refocus other activi-
ties. As Degluty Defense Secretary, Bill Perry and I met some 25 times over the past

ear, spending over 70 Lours on joint program reviews of both the national intel-
igence programs that I oversee and the tactical programs that are under DoD re-
sponsibility. We scrubbed each program carefully. Together we have ensured that
intelligence has been pared back to the absolute minimum. This year, we cut almost
one bi%lion dollars out of planned requests.

These joint reviews are of historic importance—not only because they have never
been done before, but also because they are a recognition that the old distinctions
between national and tactical intelligence are less relevant in today’s technological
world. The utility of intelligence to war—its avoidance and its prosecution—has
never been more clear.

In FY 1995, spending for intelligence will stay essentially flat when compared to
last year. In effect, we are taking a real cut in Programs because of inflation. Since
1990, moreover, the total intelligence budget has declined by some 14 percent in
real terms. It has declined because we have been able to do away with programs
that were largely tied to the Cold War and which were no longer needed. But it has
also declined because some past reductions have had the effect of requiring us to
eat our seedcorn. Let me give you but one example:

We depended heavily on technical collection programs to support and protect our
troops in Desert Storm. But since Desert Storm, we have not begun work to modern-
ize and replace our larger and more important programs. These grow old, just like
automobiles. Power and control systems fail, less g;ta is collected, and eventually
they no longer work. When your car wears out, Mr. Chairman, you either fix it or
buy a new one. It's very difficult to repair some of these types of collectors, so we
must build new ones.

We plan to replace the satellites we have in space, for example, with ones that
have more advanced technology. These advances—and changing collection needs of
our customers—mean that with the right mix of satellites, we can deploy a much
smaller satellite constellation than what we had during Desert Storm. This will
mean a very substantial reduction in the number of programs. We plan an even
ireater reduction in the number of satellite ground stations. These are real savings.

s in most areas, savings of this sort require new investment up front in order to
properly carry out program reductions over time.

This modernization plan is both realistic and affordable. It will lead to substantial
savings over the long run and still deliver the capabilities the country needs. But
make no mistake. These reductions will expose the country in some ways to greater
risk. With a smaller number of satellites, every launch takes on greater importance.

Mr. Chairman, we must proceed and build !t'ie capability to deliver imagery intel-
ligence to battlefield commanders. During Desert Storm, our commanders found
that they had to wait too lon% for far too few gictures of battlefield areas. And in
the field they had to wait still longer—precious hours during battle—for the pictures
to get into their hands because of antiquated procedures for delivering them. These
problems constituted General Schwarzkopf's primary criticisms of intelligence sup-
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port during the Gulf war. These problems must be corrected. We will make substan-
tial progress toward correcting them if the Congress approves the plan we have laid
out in this budget.

Mr. Chairman, I can’t tell you with precision when or where the next crises will
occur five years from now or even one year from now. Casey Stengel once said that
forecasting is always difficult, especially about the future. But as the last 30 days
have shown, crises are bound to happen. And we must have the capability to deal
with them-—quickly, flexibly, and reliably.

Let me also say just a word about the challenge we face in the collection of com-
munications intelligence. Here not only are our targets more diverse—we focus less
now on the former Soviet states—but the technical nature of the communications
information is changing. Data is moving arcund the world in greater volumes and
at faster speeds than ever before. In a world where information is power, where the
capability to guide a precision-guided munition to a military target, for example,
rests upon understanding the target in great detail—in these and many other areas
the United States possesses an enormous advantage. We cannot afford to allow this
capability to atrophy.

ubstantial new investments must be made to deal with the changing communica-
tions environment. As you know, Mr. Chairman, we have prepared a strategic plan
to do this. We have reduced reliance on manned overseas sites in favor of mobile
and fixed collection systems that can be operated remotely. By the end of the dec-
ade, we plan to close many or our large, manned collection sites overseas. In addi-
tion, we are establishing within the United States four joint-service Regional
SIGINT Operations Centers, each focused on a specific target region and drawing
on a wide range of collection sources.

We are also continuing to invest in understanding secret foreign communications
and protecting our own, a capability in which the United States leads the world.
The skill to accomplish this is cryptology. The reading of others’ signals protected
by codes, ciphers, and complex electronic countermeasures is known as cryptanal-
ysis. Maintaining our advantage in these areas will depend upon preserving a
strong and robust cryptologic capability in the face of unparalleled technical chal-
lenge. We can only continue to enjoy the advantage we have today through aggres-
sive research and engineering efforts to keep one step ahead. Supercomputing power
will be the key to maintaining our advantage.

If we fail in these endeavors, adversaries will have free rein to buy weapon tech-
nologies that could threaten our friends and allies, drug traffickers will operate with
impunity, our citizens will be exposed to increased risk abroad, and our armed
forces will face unnecessary risk on the battlefield.

The challenges we confront in the collection of human intelligence are equally im-

ortant. We must continue to collect information on issues that could undermine
{’Jnited States national security or otherwise affect our interests. For our military
customers, particularly since the military has been forced to reduce significantly, top
quality foreign intelligence saves lives and is an essential factor in whether or not
you have the information you need to conduct successful military operations. Our
collection goals reflect the needs of the new era. Priority objectives include informa-
tion on weapons-related proliferation, counternarcotics and economic security issues.

In this new post Cold War era, our officers face more dangers than ever in our
history. The January 1993 murders of two CIA em loyees in front of the Head-
quarters building is one tragedy which I can speak of gere. As you know, Mr. Chair-
man, other intelligence officers have given their lives in the past year. Collecting
critical information on terrorists or weapon proliferators, for example, is difficult
and dangerous work. It must be done in nontraditional ways; so we are devising
new metiods for our intelligence officers to conduct business while better protecting
our sources and secrets.

For example, in our FY 1995 budget we plan to merge our human collection assets
in the military services into a single management structure. These units are critical
fo helping our military understand the capabilities and intentions of worldwide ad-
versaries as diverse as the Iraqi army or Somali warlords. The new consolidated
service will save money and provide better support and responsiveness to the Uni-
fied Commands by eliminating s«gylarate tasking and reporting chains and by elimi-
nating potential duplication in the placement of collection sources. This kind of
streamlining is essential to preserve core intelligence capabilities in the face of de-
clining resources.

In many ways, the changes we are making in collection are matched by adapting
our analytical capabilities to new problems that support new customers. One exam.
ple is the support that we provide to the United States Mission to the United Na-
tions.
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Last year I assigned senior people from agencies throughout the Intelligence Com-
Inunjtyyto work mgtrlll the US I\gission here and in New York.

In addition, I have increased our analytical commitment to UN issues and taken

steps to enhance coordination among analysts working on UN problems, .
ese steps have made it possible for us to respond in a more timely fashion to
ad hoc requests from the Ambassadors and from the Mission staff in New York.

There are clear guidelines for sharing of intelligence, on a case-by-case basis, in
response to requests from the UN. To date, the Intelligence Community has agreed
to share intelligence with the UN to support three important operations; the De-
fense Intelligence Agency has been the focal point for these specific activities. These
include: .

Cambodian peacekeeping operations that were terminated in November 1993.

The UN Mission to Somalia, which began in March 1993 and continues today.

And sharing on the former Yugoslavia, which began in August 1993 and continues
today. . - s

Information is passed to UN field commands via military communications net-
works. The same information also goes to the UN’s new Situation Center via the
US Mission to the UN in New York. And some material is also provided directly
to senior officials in the UN’s Department of Peacekeepi 5 Oﬁerations. .

Intelligence also supports disaster relief. The National P otographic Interpreta-
tion Center has assisted the Federal Emergency Management Agency and other ci-
vilian agencies to collect information on the magnitude of natural disasters ?ulckly
and efficiently. This information has proven critical for quick assessments of emer-
gency needs. For example, maps on the Mississippi flooding and on the Los Angeles
earthquake have been given to FEMA officers in the field to help them direct relief
efforts. During the Mississippi floods, NPIC found evidence of a new channel form-
ing from a levee break before it would have been discovered by other means. This
gave local officials warning to prevent permanent changes to the river bed..In every
case, this support is done at the request of agencies outside the Intelligence Commu-
nity and is reviewed by my General Counsel to ensure the legality of the undertak-

ing.

%‘hese are but two examples of how intelligence is serving new customers. But we
have also cut back where customer needs have changed—in many cases dramati-
cally. For example, we have substantially cut technical support for processing and
analyzing signai’s gathered from missile, space, and aircraft tests—the technical
data which we use to characterize weapon performance. These cuts have reduced
our cadre of telemetry experts to bare bones. Further cuts cannot be sustained with-
out getting out of the business altogether. That would be most unwise, and I am
prepared to explain why to you in closed session. )

I recognize that maintaining high quality service to all our customers is a task
that is never finished. That is why I established jointly with DoD a new national
needs process which provides a detailed, systematic description of customer needs
that span both national and defense interests. .

A key feature is the appointment of senior substantive experts to oversee the In-
telligence Community’s co?loection and analytic efforts in some 17 issue areas. These
issue areas cover regional concerns as well as key topical areas—such as prolifera-
tion, terrorism, narcotics, economics, and critical areas of support to military needs.

Issue coordinators are charged to: ] ]

Maintain close contact with their consumers, understand their needs and inform
them about the level of support they can expect from US intelligence. i

Issue coordinators will gevelop Intelligence Community strategies to guide collec-
tion and analytic efforts. L ) ]

d they will conduct periodic assessments of the Intelligence Community’s per-
formance in meeting consumers’ needs, identify shortfalls and gaps, and bring these
to the attention of senior managers during preparation of the intelligence budget.

This process is now up and running, and issue coordinators will soon complete
their first annual strategic overviews. Their overviews will identify key areas for US
intelligence focus over the next 12 to 18 months, and will highlight critical gaps in
the information which will be needed to answer our customers’ questions.

The Intelligence Community stays in contact with its customers at every level.
The Chairman of the National Intelligence Council meets every other week with
senior policymakers to discuss upcoming issues and needs. Intelligence officers build
new relationships with their customers every day and serve on rotation throughout
the national and defense communities. At the CIA alone, for example, the number
of intelligence officers assigned to policy agencies has risen nearly 70 percent since
1990

The intelligence gaps we identify via the new needs process will help us identify
areas where we must invest in the future. At the same time, Bill Perry and I have

21

instituted management &rocedures that will ensure new investments are made ra-
tionally and efficiently. We have taken steps to streamline programs that have been
carried both in the national intelligence budget and the tactical intelligence budget.
We have done this by consolidating programs into one budget area. Such transfers
make good economic sense:

They are one result of a year-lonfg effort to reorient intelligence program manage-
ment to achieve a closer coupling of national and tactical intelligence.

The transfers ensure that all intelligence related resource claims within a single
overall budget are fully considered. '

And they also ensure that I, jointly with the Deputy Secretary of Defense, review
and implement a Common Budget Framework and issue Joint Program Guidance.

These program decisions were rooted in a January 1993 Community Management
Review and a Presidential Transition Report, which urged closer Defense/Intel-
ligence relationships.

They move the Intelligence Community toward accomplishing the streamlining
goals 1n the Vice President’s National Performance Review. :

ey respond to language from your committee, Mr. Chairman, in mid-sum-
mer that endorsed an emerging DC1/Defense approach to program management and
which encouraged greater integration as a way to better define tactical intelligence
activities,

The Joint Defense and Intelligence Security Commission, which was chartered in
May 1993 by the Secreta.? of Defense and I to evaluate security policies and proce-
dures of the Defense and ntelligence Communities, is another important part of our
actions to streamline intelligence.

Policymakers, the military, Congress, industry, public interest groups, and secu-
rity oﬂggz‘zls have voiced concerns that the current security system is unnecessarily
inefficient, complex, and costly. Frequently, security is viewed as a barrier to the
free flow of information to those who need it while not offering sufficient protection
of information from those who would misuse it. I anticipate that the Commission’s
report will offer innovative ways to redefine and streamline our security system. In
formulating its proposals, the Commission recognized the importance of E‘;alancing
the public’s right to know, national policy objectives, and the s aring of information
with the government’s responsibility to provide security. As recent events indicate,
of course, we must continue to be vigilant to safeguard our national security.

I believe that we have a good story to tell in that each of the program managers
is working hard to manage personnel reductions while maintaining ‘he capabilities
we have built to protect the national security of this country. The draw down and
how it is manageé) will affect the Intelligence Community for years to come. We are
taking extreme care to treat all employees with fairness while assuring the appro-
priate demographic and skills mix for the future,

The Intelligence Community is in the midst of the most dramatic changes it has
faced since the belfinning of the Cold War. There is a great risk involved here—we
know that we will not be successful in meeting our mission goals without paying
close attention to the needs and concerns of the men and women who have chosen
a career in intelligence.

The three major agencies with the majority of personnel—NSA, CIA, and DIA—
are downsizing at the same rate following the 17.5 percent reduction by FY 1997
directed by Congress. Working closely with Defense, we have chosen to continue re-
ducing through 1999, achievi}rlnj a 22.5 percent personnel reduction over the dec-
ade. I want to emphasize that while much of the rest of government will be working
to reduce by 12 percent to meet the National Performance Review’s goals—the Intel-
ligence Community’s reduction will be nearly double that by the end of FY 1999,

To achieve the planned reductions, agencies have severely curtailed hiring and of-
fered separation incentives for optional retirements, early retirements, and resigna-
tions. Achieving our diversity goals while meeting the reduction targets presents a
formidable challenge.

Mr. Chairman, let me leave you with one last thought. Intelligence resources—
like military forces—are a form of insurance. When something happens, it is imper-
ative to have more than adequate amounts available. But 51ere is more to intel-
ligence than this analogy suggests. Intelligence is more valuable before an event
happens—the better, in many cases, to avert it. This is as true of forecasting an
economic event detrimental to US interests as it is of warning of a military or ter-
rorist attack. The programs funded by this FY 1995 request are designed to ensure
that intelligence can carry out these fundamental tasks.

I have appreciated this opportunity to explain the challenges that intelligence
faces in the future. I would be pleased to answer any questions you might have.

The CHAIRMAN. Thank you very much.
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First of all, I want to compliment you. As a general proposition,
I think your statement was responsive to our request. So I think
it is one of the better and more complete presentations of where
you have gone, where you are going that I have seen in a long
. time. So I compliment you.

Mr. WooLsEY. Thank you, Mr. Chairman.

The CHAIRMAN. I want you to prioritize for me the danger spots
in the world, as you see them right now, to the United States. ]

Mr. WoOLSEY. The dangers are of different character and quality,
Mr. Chairman. Let me go region by region. I guess I would have
to start with a place where the potential of instability and concern
is, in my mind, the highest; that is still North Korea. North Korea
is a very difficult intelligence problem because of its forward de-
ployment of conventional forces, its work on its nuclear program,
its engagement in proliferation of weapons of mass destruction and
ballistic missiles. The very closed, isolated nature of the regime
presents a special problem. ‘

Throughout the rest of the East Asian and Pacific Basin, I would
say that although there are certainly some serious problems,
human rights in China, drug growing in Burma, the Khmer Rouge
in Cambodia, and so on, the picture in the rest of East Asia and
the Pacific, from our perspective, is somewhere between light gray
to relatively bright in terms of economic and political evolution in
positive directions. ]

Certainly the former Soviet Union, the future of Russia and of
Ukraine and the other states of the former Soviet Union, and the
potential problems that could develop there as a result, particularly
of the inflation which I mentioned in my statement, have to come
very high on a list of concerns. '

I would say that as a multinational problem, not tied to any spe-
cific country, but heavily focused on, among others, Iran, Iraq,
North Korea, Libya, the problems of proliferation of weapons of
mass destruction and ballistic missiles to carry them in the inter-
national environment and the concomitant problem of the sponsor-
ship of terrorism by several of those same countries presents not
a single issue or single problem but a kind of witches' brew. This
is extremely troubling. It will be especially troubling if weapons
proliferation and terrorism come together in any of several imag-
inable ways.

I—there are certainly others of very great importance: The
scourge of narcotics and international trafficking and the impor-
tance of economic prosperity for us in international trade. Intel-
ligence has an important role to play in those. . )

I think that particularly in the former Soviet Union and in those
areas which were once part of the Soviet bloc, including at one time
in the distant past, the post-World War II era, the former Yugo-
slavia, the problems of ethnic and nationalist strife which have

own up in the aftermath of the collapse of the Soviet empire, the
g)viet Union itself also, create a very high level of uncertainty that
could lead to major problems for the United States, its friends, and
allies.

Those are, I think, the top half dozen or so, Mr. Chairman, I
think in terms of acuteness, I would stay, with putting North
Korea in first place.
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In terms of chronic problems, the others are in different ways all
of very, very great importance as well.

The CHAIRMAN. Okay. At the beginning of my statement, you
probably heard me say something about the rush to judgment on
U.S.-Russian relationships; but I would like for you, to the extent
that you can, to characterize the stability of the Yeltsin regime
right now.

Mr. WOOLSEY. It its very hard for me to say much about that in
open session, Mr. Chairman. Let me say that the fact of a new
Constitution having been approved and conveying, conferring a
sense of legitimacy upon the Russian governmental structure as a
whole, as well as the legitimacy which President Yeltsin already
had as a result of his election, are bright spots. And the reform
minded attitude, particularly of many younger Russians, the de-
gree of privatization that has occurred, about a third or so in the
economy is a bright spot.

But, certainly, the substantially effective performance of both the
communists and their clones and the fascists such as Mr.
Zhirinovsky’s party in the last election together with the possibility
of hyperinflation if the inflation rate is not turned downward in-
stead of upward. Last month, from December to January, it went
up, not down. Those two features together create a substantial de-
gree of uncertainty and concern for all of us.

The CHAIRMAN. This decision by the Russian parliament to par-
don the culpable leaders in the coup attempt, would seem to raise
ominous consequences for Mr. Yeltsin, wouldn’t it?

Mr. WOOLSEY. It certainly adds an element of instability, I would
think, Mr. Chairman,

The CHAIRMAN. I have one final question. I know members have
many questions in other areas. Last year when you testified, you
talked about the importance of maintaining a strong intelligence
capability, and you said, before long, you would be presenting a
plan in general terms of how we might proceed over the next sev-
eral years to shape the intelligence community, to economize our
resources, and to operate more efficiently.

You asked that you be given the opportunity to come to us with
a longer term plan for consolidation and reshaping and refocusing.

I want to know, have you given us that plan? I don’t think I have
seen it yet. So I am trying to figure out where it is and what you
plan on doing.

Mr. WOOLSEY. You haven’t seen it under one cover, Mr. Chair-
man. If I had to estimate by numbers of decisions, I would say it
is about 90 percent complete. If I had to estimate by dollar value,
I would say it is about 75 percent complete. I think by late spring,
early summer, we will on some of the highly classified programs
where important decisions still need to be made, will be in a posi-
tion to tell you that we have pretty well laid everything out before
you.

There are—and we can get into this in executive session of
course any time the committee wants—I would say there are two
or three major funding decisions regarding high technology pro-
grams that I would think we would need to give you a rec-
ommendation on this spring or early summer before I would be
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able to tell you that you have close to 100 percent of what I would
regard as a multilayer plan.

The CHAIRMAN. I think it would be helpful for us to put it in one
package so you can articulate specifically your vision of where this
whole thing is going.

Mr. WooLSEY. I understand. Part of those recommendations, Mr.
Chairman, are—were originally in a review of the National Recon-
naissance Office which I did ‘as a private citizen at former DCI
Gates’ request in the summer of 1992. But some of those—those
were only recommendations of a panel, not a full decision by the
government.

As you know, two or three of those decisions, particularly, we are
still awaiting full assessment and analysis of data on; but I think
we are looking at late spring, early summer as a target date for
pretty much having the rest of this all together for you.

The CHAIRMAN. Thank you.

Mr. Combest.

Mr. COMBEST. Mr. Director, earlier this week, you testified, as
well as others, in another open hearing about the idea of the public
disclosure of the aggregate amount o% the intelligence community
budget. One of our colleagues in that hearing, after you had testi-
fied, one who supports the concept of releasing the aggregate total
as well as reducing the amount of the intelligence budget, men-
tioned some areas that we were in agreement on that needed to be
surveilled, terrorism and others. He also mentioned a couple of
areas specifically that he did not feel were necessary. Con-
sequently, the fact that the intelligence community was gathering
information in those areas, and you referenced that in your state-
ment, meant that we could have a reduction in their expenditure
level because those were areas you didn’t need to be involved in.

I don’t know where that colleague would have, for example, clas-
sified the flooding in the St. Louis area during the floods last year.
I don’t know if there was information gathered on the California
earthquakes. I don’t know how he might have viewed that. Because
we didn’t get into that.

The areas specifically that were mentioned that he was in opposi-
tion to and felt were inappropriate and should not be funded were
economic intelligence andp environmental intelligence.

He went on to say that he felt that it was probably, or implied
that it was, in the interests of the intelligence community to sell
this idea that other agencies could be helped through capabilities
which you had in order to maintain your existence and the reason
for your existence.

I responded to that with some of my concerns; but what I would
like to hear, without you actually having heard the statement, is
how do you justify the collection of intelligence on economies and
on the environment?

Mr. WOOLSEY. Let me say, with respect to flooding and earth-

juakes that I mentioned and environmental matters, ongressman
%ombest, none of those three really involve any substantial extra
effort or funding for the intelligence community, and they do not
really contribute at all to the way we design or size our systems.

If I could offer an analogy, it is a bit like having military forces

stationed in the United States designed for war; but if you have an
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earthquake or hurricane, you often find if you want medical facili-
ties and soup kitchens and tents and so forth, you can get them
leister and more effectively from the military than from anyplace
else.

Something similar is the case with respect to flooding, earth-

uakes, environmental matters. I might add, the Vice President,

ating from his days in the Senate, has been particularly enthu-
siastic, and I think quite appropriately so, about what the intel-
ligence community can do to contribute to our understanding of the
world environmentally. ‘

Basically, all we were doing here is either taking old satellite im-
agery that was collected and stored but has not yet been declas-
sified or in the case of the future, using satellites that are designed
for entirely separate purposes but using them when they fly over
;ain forests to provide a record of how, what is happening to rain

orests.

So neither—none of those subjects involve any substantial fund-
ing; and I think they are useful things that the intelligence commu-
nity can do for the country and for those in other government agen-
cies without a great deal of added effort at all. _

Economic intelligence is a bit different because we do design and,
to some extent, task and analyze those issues separately. We have
an office in the CIA, for example, that focuses on economic intel-
ligence issues. There are a number of ways in which this is very
important to the country.

irst of all, the rest of the government is very interested in our
views about what is happening to wheat crops, oil reserves, trends
in particularly dual-use technology in advanced countries, tech-
nology that might be used for both weapons purposes when ex-
ported as well as for civilian purposes.

All of those things, whoever the Member was who suggested this,
I think if he would talk to the National Economic Council, Mr.
Rubin, the Secretary of the Treasury, the Secretary of Energy, Sec-
retary of Agriculture, he would find they value what we produce in
those areas very highly. We follow economic intelligence with re-
spect to the economies of Iran, Iraq, Serbia, Libya very closely in
order to help the government make decisions about the effective-
ness of sanctions.

Sanctions are essentially economic pressure. You need to under-
stand how the economies of those countries work in order to under-
stand whether you are going to be able to get a job of statecraft
done by use of economic pressure rather than by—Haiti is the
same way—rather than by some other tool of State craft.

We usually—what is controversial about this issue is not those
subjects that I have indicated, but it is the—called industrial espio-
nage. There has been a lot of—there have been a lot of trees killed
over the course of the last year for a few people to say yes and a
lot more people to say no with respect to the United States being
engaged in industrial espionage.

I said publicly on a number of occasions now, there has been a
very thorough review by the National Security Council of economic
intelligence issues generally. The CIA is not going to be engaged
in industrial espionage. We are not going to go steal some foreign
car makers’ plans for the next year and give it to the Big Three.
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That way lies a host of legal problems, foreign policy problems, and
messes of all soris, L ’
What we do engage in, and very intentionally, is finding out
hen foreign companies and foreign countries ars trying to bribe
their way to contracts that American companies eould and do win
when there is a level plaving field. o
The fact that we do thai nol snly am I proud of, but I think it
ziracrdinarily cosi-effective for the United States. We do not de-
a great many resources o this by dellar volume, and we save
Lilliore of dollars @ year in contracts for American companies by
heing able to go to the National Security Couneil, the Secretary of
State and giving them the wherewithal to deliver a demarche to
the president of whatever country, the king, and make it possible
for the American ambasszdor to go in and say, your telecommuni-
cations minister is on the take and he is about fo award or he has
just decided to award this coniraet to a non-American company
based on bribery. The Uniled States doos not take that in a friend-
ly fashion. ] ) ) ) ) )
A very substantial share of the time when that is done, there is
vauge ans the eontract is either split or reawarded or reanalyzed
d the Aveerican corporation will get at least some share, scme-
times all, of what it deserved based upon a level playing field. Our
compacies play on a level playing field. It is generally the tradition
in An an pusiness and certainly the law under the Federal Coi-
rup ctices &ct. o
(iher countries in the world do not have Federal Corrupi Prac-
tices Acts. | think we do a good job by helping American companies
indireeily that way. They do not know we are helping them. We
don't tell them that. It is the U.S. Government that does ihe Job.
I stvongly disagree with any proposition that is asserted that
hat is pot 2 ugeful and cffective vse of the intelligence community.
Mr. COMREST. I conevr. I wanted to just give you an Voppm’tumt;{
o get that on the reeord. You can certainly talk about that in muckh
preater detail and more helpfully than we can, even though, obvi-
Ly, we are aware of it. One of the frther implications I derived
' onversation, wher I made the observation that these
ngs were beneficial to us, is that we might as well use the @ech=
nology that ls theie. We wouldat have it there just to get environ-
mental intelligence, but if we have it, let’s use it well. My colleague
agreed, probably, use of the technology was at no more cost, but
it took a lot of analysts to do this; and, therefore, you had more

perzonnel than yon needed. o ,
i inded him of the 17.8 reduction that was mandated on the

intelligence community and that it would be much better for us te
let you decide how that is best done rather than micromanaging
that, )

You sre, in fact—and I appreciate vou peioting it out in your tes-
timony—Ileading virtually al other agencies of government in your
personnel reductions. I wouald doubt that you have = lot of analysts
argund that are net needed in other capacities.

Mr. Wooisey. They ave working very long houre, Congressman
Combest.

. Before recognizing Mr. Torricelli, which I will
vauted o indicate there arve a largs number of ques-
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tions for the record which we need answered in connection with our
budget review. There are a couple of areas I particularly have an
interest in, which are counternarcotics, making sure after the Vein-
ezuelan problem that took place, you have your act together inter-
nally as well as the whole counterintelligence thing which is the
subject of the Ames case.

Mr. WooOLSEY. I trust, Mr. Chairman, if we answer these for the
record, we can answer them in a classified form?

The CHAIRMAN. That's correct.;, Mr. Torricelli.

Mr. ToRRICELLL. Thank you, Mr. Chairman.

Like most people in Washington, I may be interested in many
subjects, but there is one principally on my mind today. I didn'i
have the opportunity of the Chairman or Ranking Member to make
a statement when the hearing begen. I want to share SOTIE
thoughts with you now.

I recognize in the midst of an investigation and a possible proz-
ecution that there is much that you cannot say. That does nct
mean being from different branches of government with some simi-
lar responsibilities there are not things that should be said to each
other at this point, thoughts that should not be shared.

Like most Americans, I have had the illusion that there were
procedures and there were safeguards ic ensure that the tempia-
tion and the corruption of the American intelligence community
could be avoided. No doubt, and indeed we know to be the case,
there are safeguards. But even in light of some impressive inves.
tigative work by the FBI, at this stage, it must surely be concluded
that the amount of damage that was done, the amount of time that
passed cannot leave us feeling comfortable about the internal secu-
rity of the Central Intelligence Agency.

We have just received a very cold shower about the new werld
order. It leaves me less surprised about the actions of the Russian
government than it does about the failure of these efforis si infor
nal security in the Central Intelligence Agency. Simply because £
Cold War was over does not mean that competing interests in t
desire for information by the governments of forimer adverzaries
even current friends has ended.

There is little that happened here that ene could not have
sumed the Russians, given the opportunity or indeed z host
other Nations, would not have pursued. The principal surprise
my mind, remaing not that it was attempted or perhaps even sadly
that it succeeded but that indeed =0 much damage over so much
time was able to be done before it was discovered.

Beyond the question of the prosecution which now lies with the
Justice Department and the investigation of this case which re-
mains in the FBI, il appears to me, Mr. Woolsey, there is another
burden that remains on your shoulders even now. That is there i
of course, no reason to assume that the procedures which failed to
apprehend Mr. Ames have worked well in =l other instances DY
that 2 Russian governmernt or other governments which sought to
compromise the operations of the CIA have not attempted or eve
succeeded in doing s6 in other instances,

The need I would think, therefore, for some assurance to t
who even now are iu other nation security systems but coopers

with the United States Government to signai to them that their in-
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terests are safeguarded, to assure the American people that their
intelligence community is being closely watched is overwhelming.

I don’t know that this is best accomplished by the public an-
nouncement of an internal review of all cases, polygraphs, internal
financial audits of personnel; a review or replacement of important
officials with responsibilities for internal security. ]

I defer to your judgment both as someone who admires you and
the Agency; but I am sure of this: What needs to occur in th_Js in-
stance is more than the prosecution of an individual. Thex:e is the
rebuilding of the credibility of the CIA in the eyes of those it works
with abroad and the American people.

There is the need for a systematic rebuilding of these matters of
internal security.
1111"i(‘ehe CHAIRMA}I,\I. Mr. Torricelli, I would like to be here when Mr.
Woolsey answers. I want to go vote now.

Mr. TORRICELLL I will conclude in one minute. )

The CHAIRMAN. I think you ought to have a chance to think be-
fore you talk; not that you wouldn’t. )

Mr. TorrICELLL I will conclude, Mr. Woolsey. I will conclude on
simply two points. First, as the Chairman suggested earlier, if the
focus of the debate in the ensuing weeks is on aid to Russia rather
than the failures of internal security, then we—you are not doing
the problem justice, not serving our own interests._ .

The United States has never given aid to Russia because it was
in Russia’s interest. We give aid to Russia because it is in our in-
terests, the promotion of democracy, the deceleration of Russian
military capabilities. The focus must be returned to efforts here
and our failures and not theirs. It is my hope in this brief analysis
to contribute to that process. .

Finally, I want to say that while this may be in the hands of the
Justice Department, I think as the person primarily responsible for
American intelligence you do have another role to play in this indi-
vidual case. That is the instincts of the Justice Department may
be to get a conviction at all costs in this instance.

That may lead them to seek plea bargaining for the speed of con-
viction. That does not serve the interests of the intelligence com-
munity in my judgment. I hope you will enter into that debate pub-
licly or privately. Plea bargaining at all costs should not be accept-
ed. The message must go out from this case that even in a time
when the Cold War having lapsed, these matters could not be more
serious; that spouses that communicate, children that commu-
nicate, anyone who cooperates will be held fully and totally ac-
countable; and their willingness to talk about a spouse or a parent
or a friend will buy them nothing. _

If it takes five times as long to make this case without coopera-
tion, 10 times the resources, it should be done. ]

That is what is different I think about how you will approach
this case from how the Justice Department will approach this case.
I hope, sir, you add your voice to ensure that the larger intelligence
interests of the United States are not deferred as the case is pur-
sued. With that, I get the hint from the chairman he would like
to adjourn. I will do so and be back promptly.

[Recess.]
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Mr. SkaGGs [presiding]. I am going to take the liberty of recon-
vening. I notice you are in the middle of Mr. Torricelli’s question-
ing. I figure we all have other things to do this afternoon. We can
get rid of you early.

One of the things that caught my ear as you were testifying was,
on the one hand, your comment about skating on thin ice in warm
weather and, on the other, your understandable pride in pointing
out that you are taking the initiative along with your colleagues in
the Pentagon to move beyond 17.5 percent to 22.5 percent in per-
sonnel reductions. There might appear to be some surface incon-
sistencies in the figure of speech, on the one hand, and statistics
on the other.

Mr. WooLSEY. Let me explain why I don’t think there is, Con-
gressman Skaggs. The—like other government agencies, the intel-
ligence community, the agencies in the intelligence community,
found that the cost per person has gone up substantially in recent
years and this has been almost, not all, attributed to mandated
payraises, locality pay, and associated benefits costs. It is in the
eighties we spent 10 percent of our personnel costs on benefits and
today it is 20 percent. This will not come as any surprise to mem-
bers of this committee, or the public as a whole: a very large share
of that is retirement benefit costs as well as medical.

So the cost per person has been going up substantially to the
point that it makes even the substantial personnel reductions of
17.5 percent something that leaves us with a rather large share of
the intelligence budget going for personnel; and we considered this
very carefully, John Deutch and I did, particularly during the
budget preparations in consultation with members of the intel-
ligence community and the Department of Defense last year.

And decided that the—in light of the opportunities which we
have over the rest of the decade and into the next century, to uti-
lize expert systems, artificial intelligence, to utilize computers, to
replace some of the more routine work that individuals are some-
times called upon to do. We felt that as long as we were reducing
personnel on this steady scale of around three percent per year and
not trying to take any deep or sudden reductions, that would leave
us with the opportunity to do a very small ability of hiring—not
nearly as much hiring as we need to be able to do over the long
run—to bring in adequate numbers of pecple with special skills
and technical backgrounds, but at least some moderate to modest
amount of hiring.

And with the incentives which the committee and the Congress
gave us for financial incentives to early release, we would then be
able to manage the overall aggregate numbers of people in the in-
telligence community in a sound fashion e continue the decline
down to 22.5 percent over the decade rather than the 17.5 percent,
rather than the 12 percent that is the goal of the National Perform-
ance Review.

As we are doing that, we are and we have to do, I think, in the
last years of the decade more to use our technical programs to do
things such as the following: to make it possible, for example, for
machines, for computers to scan imagery in such a way as to make
it possible for an imagery analyst to only do those very difficult and
sensitive and complex operations which the human eye and the
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human mind are required for. But to l_et. 3nqchjnes doﬂ what ma-
chines can do and have fewer human beings sitting at light tables,
but nonetheless those human beings who are engaged as lmagexl’y
analysts being the very best, working on the things thﬁt omg éy
human beings can work on and letting the computers dio_t el re.,(i
In order to manage that continual drawdown in personne anrt
the funding necessary for such things as technical programs, eiépe
systems, artificial intelligence, computerization, and the .resiO .rec;
quires a rather delicate balance of and some flexibility in being
able to fund the technical mnovaitilons gt the same time that you
& i ed with the personnel drawdowns.
41“% %ﬁiﬁ% %fe balance, ifp‘:lle could pull this all off, would reﬂally b@-
better toward the end of the decade. And toward the end of the de_sii
ade, at this rate of decline, the mt.e;lhgence cornmunity in size wi
be back in the same range of where it was 20 years or s6 ago. )
Mr. SKaGGs. This basically reflects 2 considered shift in ?.'e;la_tne
allocation of resources away from personnel to some other things
that will make for a better capability in the long haul? )
Mr. WooLsey. Let me be sure I say iﬁhl&th}g point is very im-
portant. It does not mark a shift in thinking that the use of hu-
mans in intelligence collection is less important and we are .gom%
to substitute satellites for people or anything like that. That is 'Mi
what it is. This is principally a deqiswn that relates to areas of rel-
atively routine human operations in the overhead structgreg and in
the business of the analysis to some extent and the production and
issemination of intelligence, ‘ o
dliﬁ?@%ﬁé@& I tm.n}l:cgyour presence here again in open session is
further evidence of your efforts to mai;;e this w}mle business a »]Lxﬂtft;Le
bit more understandable to the American people. One of Ehe areas
you mentioned in your testimony that I hope is headed mﬁdhe sa%me
direction is the Comunission on Security Reform; and I wanﬂ;ﬂec% to
engage vou briefly on that point which, as you krow, I am inter-
Lsﬁ.dtg; Committee’s legislation for this fiscal year, and the Eelgzmﬁ;
accompanying our bill, the agency is charged with ge_itymgrlmcf t?;
ug, I think, by the end of March with your considered Judg‘menuuta
that point about how much the current claﬁsyzﬁcatwn ‘a:nd sggu%iy
apparatus is costing us and how much vou ‘[rhmk; wa}}_ugm be fie e
to squeeze out of that by way of savings without putting anvthing
s al o }
aﬁf%éiﬁ"é know whether it iz prematu e 10 ask you whether you
have any rough notion of where that end-of-March statement to us
may come down? i ) 7
T?;O .?'Z%}LSEY, Well, two things, Congy&sfsmanﬁ S}zaggs: F}.tj‘s.t of
eli, we want to review very thorcughly and Q?.remnl%y hf_m f"%gu;n“
the beginning of March the report of th@ﬂ Secority Commission
e r now for nesxly a year. I am
told that the sarly guantification of savinge and costs fr ' various
gecurity measures I:%,&s gmven 1£1] beﬁa very difficult job for them;
i1 am sure it will be for us ag well.
e o oot %?11 P ir@ are statements from individusl
sified programs and indusz_try who
¢ more expensive than it other-
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wise would be because of some of the contlicting, sometimes, secu-

1ty requirements.

You can look and find certain Individuals in the inteiligence com-
munity and the Defense Department who work on clasgification
and who do background investigations and so forth; but that all is
a mizture of anecdote and what you inight call kind of the tip of
the iceberg with respect to security costs.

We will give you something by the end of Mareh, but my gtrong
hunch is that any kind of precise quantification of security costs
and what one can save by changing some of our security systems
is going to take considerably longer than that.

The work between the executive branch and the commission
which will stay in existence until summer on just working out the
implementation of their recommendations is going to take some
months,

This is an area that requires o lot of give and izke, consideration
of issues that vou haven’ thought of before when you think
through it the first time. 1t is going to take ug a while to be very
quantifiable on this. We are going to be working on it very hard.

Mr. SKaces. I will ¢ry to make an honest man vut of myself and
yield back az I promised I would do when Mr. Torricelli and the
Chairman got back.

The CHARMAN [presiding]. Okay. We are back to Mr. Torricelli’s
time.

Mr. WooLSEY. First of all, let me say, Congressman Torricelli,
the great concern you e pressed i subslance and tone is one with
which T would certainly identir it .

I think that this is a very serious problem and it is one that we
take seriously and it is one that, frankly, I fully admit and agree,
In terms of policy decisions about what to change and how to do
i in the intelligence comniunity, I have the central vole. And you
didn’t say it this way, but let me eay it this way: with reepeet to
security, in the CIA, in the intelligence community ag a whole, the
buck stops with me.

It is my responsibility to ensure that the lessons of this case, as
well ag the lessons of other work that we have had ongoing, such
ag that in the Security Commission, guch ag the drafc legislation
dating back from the iate eighties and early nineties, many parte
of which have not been passed, all of those efforts I think we can
draw on and learn from. I do not intend in any way to step aside
i? my policy responsibilities and management responsibilities
there.

Having said that, the prosecution: of the case iiself, of course, is
in the hands of the Depariment of Justice ang the prosecutor in-
volved.

¥ think I would only make one other point: That is ¥ think we
should distinguish befween security and counterintelligence here.
Clearly security in the intelligence world hag g very, very difficult
job. K is a bit like playing goalie on 2 hockey team in which you
can never let a single shot get past you.

But baving said thet, it iz quite clear that in this case, one very
brportant shot did get past the goalie; and it is an issue which
raiges, I think, to the forefront of all of our minds, the way in
which security is mansged, | would 2ay noi only for the CIA and
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not only for the intelligence community, but for the government as
a whole. This is why the commission’s report is very important.

There have been other important espionage cases, inc}udmgi
within the last vear or two. Virtually all of the federal agencies en-
gaged in classified work have been affected.

And over the last number of years, there are important changes
that need to be made in the way security policy is made and the
way in which the security is implemented, giving due credit to the
hard work of the people who have been doing their best working
within the system as it is today. ) _ ..

Counterintelligence is different. Counterintelligence is the at-
tempt to find out what happened and prevent what happened,
something that happened, sort of if there is a security failure. And
I want to reiterate again what the prosecutor, the Attorney Gen-
eral, and the Director of the FBI said publicly, which is also my
judgment: That the individuals in both the FBI and the CIA who
do the counterintelligence work and the counterinielligence inves-
tigation in this case deserve high praise and great credit from the
country. )

Mr.rj’lﬂ‘ORRICELLI. Of course, Mr. Woolsey, I am not questioning
the skill with which the FBI or counterintelligence of the CIA ap-
proached the case in its final stages. It was an example of good in-
vestigative work.

The concern is the number of years that passed, the damage that
was done, potentially the lives that were lost before a system began
to operate.

Mr. WOOLSEY. Right. ‘

Mr. TORRICELLL In reviewing the case this morning which I un-
derstand we cannot do in this open session, let me leave you a sin-

le impression that I hope you will think about in the days that
%ollowe

It is not simply that Mr. Ames evaded the procedures of the CIA,
was able to compromise America’s security interests. He proceeded
with such contempt for the operations of the CIA in the relatively
open operations he conducted, with so little apparent attempt to
disguise some of his operations, that leads me simply to have a
concern that in the culture of the intelligence community he may
not have been alone in recognizing the system may not have been
operating. That discovery is that certain procedures were not work-

ing.

%only leave that thought with you in the hope that as this inves-
tigation proceeds, we find a single misguided individual who has
done great damage to our country, not a system that failed, a cul-
ture that might have let others do the same. My only hope is that
if that is the case, we face it honestly, quickly, and deal with it.
There obviously are careers, issues, and people’s reputations. No
one wants to see them damaged. But they are in every measure
less important than the possibility that there is an ongoing com-
promise of a national intersst. ,

I know you have that same concern. I only want to leave the
thought with you so that if in any way you think it may be correct,
we deal with it promptly. “

Otherwise, thank you for responding to my thoughts, and, Mr.
Chairman, for your patience.

33

Mr. WooLseYy. I would only add one point, Congressman
Torricelli, which is that your point is very well made.

I definitely take it.

Having said that, I would want to say one thing. Even in the face
of this terrible, very serious spy scandal, in the society we live in,
there is an inevitable tension between the needs of intelligence and
of counterintelligence, the needs of secrecy and the open and free
nature of American society and the protection of individual lib-
erties.

It is important that we keep both of those imperatives in mind.

What we will do in the future in order to sclve the security prob-
lems of the intelligence community and the U.S. Government as a
whole are very important and it is important that they be done
well, that they be done thoroughly and that they be done effec-
tively. It is also important that we undertake those steps with an
eye—and I know you didn’t mean to imply anything different than
this—with an eye toward the traditional guarantees for individual
rights, for individuals being innocent until proven guilty, and for—
I may say—to some extent the imperatives of openness which have
to guide our actions in a democratic society.

We talked about this tension two days ago, Mr. Chairman. I
think you remarked it was somewhat ironic, holding a hearing on
an open intelligence budget the day when a major spy scandal
broke. We had questions back and forth about the importance of
maintaining the secrecy of a budget number and so on.

These are—I said this in that hearing and I want to say it here
again: these types of issues are not easy. They are—this tension be-
tween openness and a free society and the needs of secrecy and in-
telligence are important and diifgcuiﬁ: matiers needs to be debaied
in the same spirit they have been presented here, I think, and with
fair-mindedness, a sense of respect for the fact that we do have an
inherent conflict of some substantial dimension that was apparent
as far back as the Constitutional Convention and the ratification
debate in Virginia.

The CHAIRMAW. I hate to cut you off but we have only about five-
and-a-half minutes left for a vote. I will be right back.

Mr. ToRRICELLI. Mr. Woolsey, I am not going to be able to come
back. As they rush, I wil! rush faster to catch up to them.

This thought occurs to me. There is an inverss relationship be-
tween perhaps the need for internal security and the degree of
international tension. That is, during the worst of the Cold War,
the differentiation between treason and simple corruption was
clear. My concern is that with international tensions being eased,
the ability of some to rationalize their behavior, that it does not
compromise great national interests because there is not great
international danger.

Similarly, the intelligence community, our guards can be lowered
because tensions are alse not as great. indeed, I am suggesting it
is just the opposite. Other nations are attempiing to compromise
our intelligence agencies with the same fervor for a variety of rea-
sons; and our guard should be higher, not lower, because the natu-
ral impediments to our own persennel compromising themselves
may also not be as great.

Undoubtedly, this is something that has occurred to you.
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Mr. WooLsrY. It is a very thoughtful and well-taken poinf. ¥
could not agree with you more, Congressmzn.

Mr. TORRICELLI [presidingl. Thank you for your responses.

Mr. WooLsey. Thank you. ’

[Recess.] ’

The CHAIRMAN |presiding]. I think we only have—RMs. Pelosi is
the last person to ask questions other than [ may have a couple
of closing ones. I would like to make clear for the record we want
to work with you on the legislative itemsg dealing with the security
izsue.

You mentioned the package that was offered by——

Mr. WooLSEY. Senator Boren and Senator Cohen.

The CHAIRMAN. The Jacobs Commission. A couple of those items
have made it into law: after-care provisions for NSA and DA em-
ployees. Currently, the Banking Committee ia working on the
consumer credit issue.

My, WoOLSEY. That iz an impeortant one.

_ The CnairmMaN. We are also going to take @ look mayhe &t the
ficancial disclosure issue to perhaps beef vy the Bthice in Govern.
ment Act requirsments for certain emplovees. We will talk about
this,

My, WoorLsey. We look forward to working with you on if, Mr
Chairman. ’ ’

The Crampisr. There ave several lesisiative things thet could
probably sugment your current authority. h

My WoorLsey. That would be excellent.

The CHARMAN, Ma. Pelogi?

Ms. PrLOS Thank vou, Mr. Chairman,

My, [Hirector, weleome again.

My. Woorsey. Thank vou.

Ms. Prrosi. Thank you for vour testimony. On our
fhe vote, my Chairman told e all the tportant
be submitted for ile record so that they mav
sified manner. ¥ should be vaive thet svenue
I will heed his admonition, T know the hour

I do want to commend him, though. I think todey is quite re-
marksble that we arve having, ence again as you indicated in veou
remerks, another oper: hearing; the second within 8 week. the thirg
within a short peviod of time. I think that operness——and that is
the nature of the questions 1 would have been asking. I know they
are included in the Chairman’s gquestions. 1 hope we sre moving
more in that divection. )

way over from
s pestions would
angwered in o clas-
» ack my guestions.

Alse, I am encouraged by the review of ¥our remarl
vieus hearing where you say theve iz no real fustificati
intelligence community doin hat can be efficiently
Fachiv v the rest I think that soun

P
g

e Fesh oF
rom a stand

VeIy g ty end from g stand
point of fiscal mattors as well 82 in terms of

BRVINZS.

I do alze went to asseciate mysslf with one of the eomments My,
lag) o R e & Ye & e 3 o L -
Yoy which i that I hope thie case that we are all con-

fronted with vow will not be used hy those whe oppese aid to Rus-
gia to put a moratorium en it, because we did do it in our intereste
and it iz in our inderests to encoursge veform there, [ hiepe we ean
Leep gome of fesues seps )
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With that, Mr. Chairman, I will yield back the balance of my
time and once again, I thank the Director and wish him much luck
in the weeks ahead.

Mr. WoOLSEY. Thank you, Congresswoman.

The CHAIRMAN. Let me just say again there are a number of
guestions that we are going to need to be answered. They will be
done mostly in a classified manner in order for us to do our budget
process.

You talked about a lot of the things that have to do with acquisi-
tion of systems. So we would like you tc get that to us and then
this plan, I think, is important.

I did mention one issue in the earlier discussion having to do
with counternarcotics. That is another issue that the Agency has
put fairly high grimrity on. I think there have been some successes,
but there have been a couple of problem areas. The most recent one
was the one we discusse«i the one that has been in the national
media involving the Venezuelan counternarcotics center which
raised the question about the operations of your counternarcotics
units and the anti-drug picture.

I dow’t know if you have any comments on that. It is something
that in my mind you can do a good job on, but it requires an ex-
quisite and precise focusing of your efforts and resources. Generally
you are dealing with, shall I put it, pretty scummy people in the
narcotics area. You get yourself into a whole range of trouble,
which is what happened in the Venezuelan thing.

Mr. WOOLSEY. Scummy people with a lot of money, Mr. Chair-
NiaL.

Ms. PELOSI. Those twe things are not uncommon.

The CuAtkMAN. That is right. [ assume this remains somewhat
of & priority of the Agency, the counternarcotics thing?

Mr. WooLseY. Yes. It does, Mr. Chairman. We do think we have
important confributions to make on the overseas intelligence side
of the work, the law enforcement work by the FBI and the DEA.
In many, most, I would say nearly all countries, this partnership
worke guite well.

I would say it works best when we have an experienced ambas-
sador it country who under the instructions of the President is re-
spongible for pulling his country team together, including the CIA
station chief, DEA, any legal attache, the FBI and so on, military,
would have o work together in these very intricate efforts to get
at drug lords, kingpins and trafficking networks.

I am generally quite positive about the degree of cooperation and
the way it is coming to work out under the approaches that have
recently been taken to going after drug kingpins and money laun-
dering networks and the like; but occasionally, as you mentioned,
something does go wmn%

I weulg gay in that—I have said this before, but I would ke to
reiterate, if [ might, in the Venezuelan case which has received a
substantial amount of publicity, there was a joint CIA, DEA In-
gpector General undertaking that uncovered that there was, on be-
half of some employees of both organizations, some mismanage-
ment and misiakes, bul there was no criminal activity or criminal
offenses. And the allegation which has been made publicly that the

CLA officers back then several years ago in Venezuela were actively
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involved in smuggling drugs into the United States for—to be
turned loose on the American market is just flat untrue.

The CHAIRMAN. A couple quick things.

You have been in this job a year. How would you characterize
yourself in the intelligence community? Do you think you are the
chief bottle washer? Chief executive officer? Chief operating officer?

You know you have functions in the NSA, the Defense Depart-
ment, and you know one of the things that my predecessor, Mr.
McCurdy, and Senator Boren, tried to do was a major reorganiza-
tion so truly the Director of Central Intelligence would be the CEO
of intelligence.

Do you think you are closer to that than you were before?

Mr. WOOLSEY. I am pretty sure I am chief testifier, Mr. Chair-
man. I characterize this job as being the Chairman of the Board
of the intelligence community and, frankly, I think I am a rel-
atively active board chairman with respect to the community as a
ghole, and CEO of—chief executive officer of the CIA at the same
ime.

I spend a lot of time on both efforts. I spend time on behalf of

the community in general and the agency in particular, with the
Congress and with the public, and in rescurce management. Many
of the resource management issues are matters that we work to-
gether with the Defense Department for the reasons I described,
and because such a high share, particularly of the expensive pro-
grams, relate to both defense and other intelligence consumers.
. I'spend a good deal of time working with other intelligence serv-
ices in other countries on intelligence liaison matters because those
relationships are very important to us and we have many things
that we do together with a range of other countries. And it is a full
menu.

I think I would say that the job is a fascinating and gratifying
one, even when terrible things happen, such as counterintelligence
cases of this sort.

The CHAIRMAN. Would you recommend any fundamental struc-
tural reorganizational changes?

Mr. WoOLSEY. I really wouldn’t, Mr. Chairman. I think that the
proposals that were made by both this committee and the Senate
§elect committee several years ago were focused very heavily on the
idea of separating analysts and operations officers so that if, for ex-
ample, the United States were managing a covert action, such as
supplying the Contras in Nicaragua, we would make sure that
the——gy that split in the organization, that the analysis of what
was going on in Nicaragua was not corrupted by the fact that the
same organization was engaged in both covert action and analysis.

And many of the proposals that came from both the Senate select
committee and House permanent select committee several years
ago I think were oriented toward trying to make that split, and I
believe that is how they ended up with a director of national intel-
hg(znce separate from the director of central intelligence and the
rest.

I don’t think that is really the problem now. Whether that was
a solution to the problem of the late 1980s, people can debate, but
the problem now is that I think one wants, when working on these
areas which involve both technology, for example, and other areas,
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other issues, such as g_rolifetation of weapons of mass destruction,
one wants the case officer who is trying to recruit assets to leara
about that and the analyst who understands the technology of bio-
logical warfare or chemical warfare to be working right together
side by side.

Indeed, I am in the process of moving the directorate of intel-
ligence and directorate of operations offices that deal with the same
regions and the same problems onto the same corridors, right
across the hall from one another in the CIA so that they can co-
operate more closely. -

I think what we really—in this modern era that we are in now,
I think we want closer cooperation between the analysts and the
individuals involved in intelligence collection.

So I don’t see the value of spending a lot of time and effort now
on moving organization boxes around. I think we have some very
substantive problems to solve, including some of the ones that you
have referred to here today, and we are ready te, and willing and
eager, indeed, to work with you to do that.

e CHAIRMAN. I must say, I agree with your response. I think
all the effort goes into making procadural changes that may or may
not make any substantive difference but on which you expend all
your energies and make pe0§le upset the most.

The dirtiest word in ihe English language is a four letter word,
T-U-R-F. Nothing else even comes close to it. That is what hap-
pens when you do this kind of stuf?.

I thank you for testifying.

Let me close by saying that I know that you heard the comments
of myself, Mr. Torricelli and others. We fully recognize that you
have been on this job one year and nobody is holding—even though
the buck stoys there, a lot of the grief that we are talking about
now are things that occurred many, many years ago. I do think you
have a special, not only responsibility, but capability of bringing
the perspective of the modern world, keeping the good things in the
intelligence culture, but maybe changing some of those things that
don’t need to be done anymore in terms of ways of thinking that
cause Eeople to do things that aren’t necessarily consistent with the
way the world actually acts. You are in that unique role, and
whether you like it or not, you are there, and so we are working
with you.

We expect you to be in that role, but we are working with you
as we work to make our intelligence community even stronger than
it is now.

hMr. WooLsSEY. Thank you, Mr. Chairman. I very much appreciate
that.

The CHAIRMAN. Okay. The hearing is adjourned.

[Whereupon, at 4:15 p.m., the committee was adjourned.]
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