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CHAPTER ONE:
INTRODUCTION (U)

The USA PATRIOT Improvement and Reauthorization Act of 2005
(Patriot Reauthorization Act or the Act] dirccted the Department of Justios
[Department or DOIE} Office of the Inspector Generad [QIG) to review, among
other things, “the effectiveness and use, Inchuding any fmproper or Hlegal use,
of national security letters issued by the Department of Justice.™t The Aot
reguired the OIG {n conduet reviews on the Federal Burean of Investigation’s
{(FBI) use of national securily letters (NSL} for twir separats time perfads.? (U

The QKYs first report on the FI3Ps use of NSLs, issued on March 8,
2007, covered calendar yvears 2003 through 20052 This is the TG s second
report on the FBI's use of NSLs. In this report we describe and assess the
response by the FBI and the Department to the serious misuse of NSL
autharities that our fivst report described. In addition, as reguired by the
Pairiot Reauthorization Act, this report describes the FBI's use of NSLs in
calendar yoar 2006, (U}

We are also i the process of completing an investigation of the FRI's
use of exigent letters, a practice that we described genevally o our first NSL
report. This investigation also will agsess responsibility for the tmproper
use of these exigent lefters, We are nearing the end of that frvestigation on
the use of exigent letters, and we intend o issue a report covering this
subject in the near future, {U)

* Phis repart inchades information that the Departynont of Justics eonsidered to b
clagsified and therefore eould not be pulilicly veleased, To oreals the publie version of the
report, the OIG redacied {deleted) the portions of the report thaedt the Departmsnt considered
1o he classified, and we indicated where {hose redactions weee made. In addition, the OlG
fraa provided coples of the full dlassified report to the Department, the Director of Nationad
Intelligence, and Congress. (U}

POLSA PATRIOT Irrovemenit arvd Reauthorizalion Actof 2005, Pul, L. No. 108-177,
g 119(a), 180 Stat. 193 20046}, (1)

¥ The Patricst Reauthovization Act alao directed the QUG (o vonduct reviews o the
ust andd effectiveness of Section 218 wrders {or business records, another investigative
authoriy that was expanded by the Patriot Act. The results of the QIG s first review on
Section F1E orders arg cantained in 2 report fssued on Maveh @, 3007, The QIGs second
review of Section 215 orders in 2008 is contained iz 8 separate veport issued i conjunction
with this report. {10

¢ 11L&, Repartment of Juastice Offios of U Inspector General, Review of the Federal
Bureaw of weshigation’s Use of Natlonal Security Leffers Mareh 9, 2007 (NSL 1), available
ab www.doj.goviolg, We rafer o the unclassified version of that report as the first NSL
report. Although the Aet requived the OIG to include wnly cdendar years 2003 through
2004 in the fiest report, we vieoted tr alva include 200% i that report. (U}

H
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SEGRET
I Provisions of the Patriot Act and Patriot Reauthorization Act {U}

In the niroduction of our firsi NSL report, we described the expansion
of the FBI's national security letier avthorities in the USA PATRIOT Act
{Patriot Act) and do not repeat that descriplion here® However, for this
report on the FOI's use of NSL anthorities in 2008, we first identily the
fssues that the Batriot Heauthorization Act diveciad the OIG Lo review:; (U)

{1} anexamination of the use of national security letters by
the Department of Justice during calendar year 2006; (U1

() a description of any notewerthy facts or circumstances
relating to such nse, including any improper or illegal use
of such authority; and (L) :

(3)  an examination of the eliectiveness of national securily
leiters as an nvestigative ool including ~ {14

{A}  the impertancs of the information acguired by the
Departiment of Justice to the intelligence activities
of the Department of Justioe ar to any other
department or agency of the Federad Governoment; (U]

B the manner i which sueh tiformation is collected,
retained, anadyzed, and disseminated by the
Department of Justice, including any direct access
te such information {sueh as access to "raw data™
prowided io any other departmment, agency, or
mstrumeniality of Federal, Stale, local, or tribal
governments or any private sector entity; {1}

Q) whether, and bow often, the Deparfment of Justice
utilized such information to produce an analvtical
intelligence product for disteibution within the
Department of Justice, to the intelligence
conmrmunity . . .. or to elher Federal, State, loeal,
or tribal governmerd departments, agencies or
instrumentalities; {U)

DY whether, and how often, the Department of Justice
provided such irdormation to kov enforcement
authorities for use in criminal proceedings; . . . .% {U)

4 NSLT 10-16 The term "USA PATRIOT Act” is an acronym for the law entitled the
Untfingg and Strengthening Amerion by Providing Appropriate Toeols Requdred fo Intercept and
Ohstruet Terrorism Act of 2007, Pab. L. No. 107-86 (2001}, This law ts comnmonly referred to
s "the Patriot Act.” (13

§ Fatriof Reauthorization Act, § 118§b), U}

_SBSRET I



SESRET

With respect to national security letters issued following the date of
enactment of the Patriot Reauthorization Aet {(March 8. 20061, the Act also
directed the OIG to examine: {U}

(£}  the numher of nceasions in which the Department
of Justice, or an sificer or employes of the
Department of Jusiice, issued a national securily
etter without the certifination necessary o require
the recipient of such letter to comply with the
nondisclosure and confidentiality requirements
patentially applicable under law. {U

1I. Methodology of the QIG Review (U}

To describe and assess the status of the FBUs implementation of iis
response to the recommendations made in our first NSL report, additional
corrective actions iaken by the FBI and othier Department companents,
angd the FBUs use of national security letters in 2006, the OIG conducted
interviews of gver 30 current and former FBI and Department employees,
tneluding parsonmiel at Fi3] Headguarters in the Otlice of the General
Cournsel (FB1 OGC), Counterterrorism Division, Counderintelligence
Division, and Cyber Division; and persenmel in 3 ficld offices: Baltimore,
Miami, and Washington, DO, We examined over 18,000 FBI decuments
and pieces of digital fndormation provided by FBI Headquarters operational
and support dmswm:-.. arud the 3 field divisions. Among the documents we
arudyzed were FBE Headguarters guidance memoranda: eorrespordenoe;
national security letters; reports by the FBI's Inspection Division, the FRI
OGC, and the Department’s Office of Professional Responsibility;
information posted on the FEI's Indranet: e-madls; and training materials
on the use of NSLs., (L)

To examine the progress of the FBI's implementation of the 11
recomunendations i our frst NSL report, we analyzed the FBEI's memoranda
deseribing the status of iis corrective actions. We also taterviewed FEI
afficials from the FBI OGO angd Inspection Division, other sendor FBI officials
including the FIBI Director and DReputy Director, and field personncl
responsible for issuing and reviewing NSLs ncluding the Special Agents in
Charge [SAC), Chiel Division Counsels {CDC), Supervisory Special Agents,
and Special Agenits. Addidonally, we reviewed all NSL-related guidance
issued by the FBY since our first report was issued, revicewsd the types of
NSL training provided and to whom # was provided, and observed a
demonstration of the now NSL data system that was designed to manage
arud track NSLs, (U)

SEsRET ]
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We also examined other correciive actions and naw oversight
measures mplemented in 2007 by the FBL the Department(’s Nuational
Security Diviston NS, argd the Office of the Deputy Attorney General
relating to the use of NSLs, Thase measures included the FBI's
establishment of an Ollice of Integrity and Compliance (OIC) and the
NSD's new compliance reviews, called “national securiiy reviews,” which
review the FBI's use of N&L authorities and other intelligenece technigques in
national security investigations, We interviewed NSD and FBI
personnsi responsible for these reviows and examined relevant documents
describing the establishment of the OIC amd the national security reviews,
in addition, we evalnated the August 2007 report and propusal to the
Attorney General by the Departiment’s Chief Privacy and Civil Liberties
Officer which recommended how the FB should use and retain NSL-derived
informalion. {U)

The OIG also visited thres held offices to assess the accuracy of the
FBRI's review of NSLs issued by these fieki offices, infliated afer the issuance
of our March 2007 report. The FBU's review assessed a random sample of
10 percent of all national security investigations aciive at any time from
2003 through 2006, We re-sxamined case fites that had been roviewed by
FBI fnspectors during the FBUs Macch 2007 field review to verdly the
acouracy of the data eollected by the FBEIs review and comparsd our
findings to the FBIs findings. (U]

In addition, in response o the statutory directive to identify the
number of opecasions in which the Department issued national security
lefters without the applicable certification necessary {o require the
recipients {o comply with the non-disclosure and conlidentiality
requirniments of the Patricd Reauthorization Act. wo reviewed a random
sampie of all N8Ls issued from March 10, 20086, through December 31,

3008, to determine whether these NSLs complied with this requirement.

For purposes of assessing compliance with the new legislation, we also
analyzed 11 so-called “blanket” national security lotters issued after March
9, 2008, thai were not part of the random sample but which we identified in

the course of another part of our review and which will be deseribed in our

forthcoming NSL report. {U}

Finally, to document the FBI's usage of NSLs in calendar year 2006,
as requirad by the Patriol Reauthorization Act, we analyzed data in the FBI
OGC database. We also examined the Deparfiment’s annual public reports
Lo evaluate NSL requests in 2006 and to analyse {rends in NSL usage from
2003 through 2006. {1

4
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III. Organization of the Report (U}

This report s divided into cighi chaplers. This lrsi chapter contains
the background to this report, the organtzation and methodoiogy of the
report, and a summary of the report’s findings. (L)

Chapter Two evaluates the FBs specific responses to the 11
recommendations we made in our first NSL report. Iy this chapter, we alsg
examine the FBIs new OIC, the NSIYs now proosdurss for guditing
compliance with NSL authorities and other techniques used in nationad
security investigations, and the repoert by the Department's Chief Privacy
and Civil Liberties Officer regarding the use and reteniton of information
obtained through NSLs, {13

Chapter Three describes steps taken by the FBI in response in our
March 2007 report, including three reviews the FBI inftiated ollowing
release of vur first NSL report: (13

(1) its review of NSLs issued by FBI ficld offices from a random
sample of 10 percent of all natinnal security investigations
aclive at any time from 2003 through 2006, {1

{2) a separaie review of 10 pernent of NSLs issued by FBI
Headguarters divisions during the same period: and {11

(3) a review of NSLs issued in FBI counterinielligence
investigations pursuani to the Fair Credit Reporting Act {FCRA}
from 2002 through 2006, {10

Chapler Four presents the dala on the FBI's use of national security
letters o 2000, This information is based on data derived from the FII
OGC national security leter tracking database and the Depariment’s
sermannual classified reports to Congress on NSL usage. {{j}

Chapier Five addresses the cllectiveness of national security letters in
2006, (U

Chapter Six presents our findings on the nuwmber of vecasions in
which the Department issued national security letiers without the
certifications necessary to reguire the recipients of such letfers to comply
with the non-disclosure and confidentiality requivements of the Patriot
Reauthorization Act. {3 '

Chapter Seven describes several instances of improper or Hlegal use
of national security letter authorities in 2008, These include the matiers
seli-reported by FRI Headguarters and field personnel to the FB OGC in
2006, {U}

b
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Chapter Eight contadns our conclusions and recommendations. {U)

The Unclassified Appendix to the report contains conunerts on the
report by the Attorney General, the Direcior of National Intelligence, the
Assistant Attoroey General for the Nationad Security Division, and the FBL
The classilied report alse containg a Classified Appendix. (U}

As noted above, the OIG will scon issue another NBL report that will
describe the results of our investigation of the FEFs use of exigerd letiers o
obitain {elephone records from three compnunication service providers from
2002 through 2006, The report, which will expand on {he generad findings
i cur first NGL report on the use of exigent lettors inn 2003 through 2005,
will examnine the practios of using exigent letters rather than NSLs ar other
legal pracess to obtain records from the three communication sorvice
providers, the types of investigations for which records were sought, the
process used {o obtain the records, and inaccurate sigtements in many of
the leltters. The report also will deseribe the fypes of rerwrds ehiained from
the three commmmunication service providers and how Bl agents and analysts
handled and used the information aobdained in response to these letiers.
The report will deseribe the FBIs efforts to issue legal process after the fact
to cover information previously ebiained from the exigent lsiters; the
tssuanee of 11 "hlanket” NSLs in 2006, and other tmproper NS8Ls; and the
use of loss formad types of requests to obiadn records frowm the theee
communication service providers, such ag verbal requests, e-mails, and
telephone calls ~ only some of which were later denumented in exigent
Ietters or legal process, In addilion, the report will evaluate the
responsibility of FBI personnel who signed exigent letiers and blanket NSLs
and the responstbility of thely supervisors amgd FBI offivtals, Fmally, we will
evaluate the processes that led (o the issuanee of exigent letters, improper
blanket NSLs, and other improper NSLs and improper requests for
information, (U}

IV, Summary of OIG Findings {11}

Our review concluded that, sinee issuance of cur March 2007 report,
the FBI and the Department have made sigailicant progress in
implementing the recommendations froan that repart and in adopting other
corrective actions to address serivus problems we identified in the usc ol
national seeurity letters, The FBI has also devoted signiffcant encrgy, time,
and resources teward epsuring that its field managers and agenis
understand the seriousness of the FBI's shoricomings in its use of NSLs and
their responsitdiity for correcting these deficiencies. {U)

Our inferviews of senior FBI affictals, including the Divector, the
Depuly Divector, and the General Counsell ingdicate that the FBI's senior

&
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leadership is comumiiied to correcting the serious deficiencies in the FEls
use of NSLs identified in our first report, They have attempted to reinfores
throughout all Jevels of the FBI the necessity of adhering tu the rales
governing thie use of NSL guthorities, (U]

For example. among other measures the FBI has issued needed
guidance on the use of NSle, grovided mandatory training to FBI employees
on the proper use of NSLs, and developed a new data system o facilitate the
issuance of NSLs ant improve the aoocuraoy of NBL data in required
congressional reports. The FDI has issued numerons NSL policies and
guidance memoranda on {opics that include the proper usage of NSLs and
staintory and procedural antherizations and resirictions: a prohibition on
use of exigent letiers; the requirement Ior sulficient and independent
supervisory and legal reviews; and the procedures for dentifving and
reporting possible intelligence violations, {U}

The FBI has also oreated a new Qffice of Integrity and Compliance
{O1C), modelad after private sector complianee programs, e ensure that
national security nvestigations and other FBI actlivilies are conducted Ina
mamer consistent with appropriate laws, regulations, and policies. We
believe this office can perform a valuabde function by providing a provess for
ideniifying compliance regquirements and risks, assessing existing comirol
mechanisms, and developing and implementing betier confrols {0 ensure
proper use of NSLs, However, we reconmmend that the FBI consider
providing the OIC with a larvger permanent staffing level so that i can
develop the skills, knowledge, and imdependence to lead or directly carvy out
the oritical elements of this new compliance program. (U}

In adddition to the FBEUs efforts w address the GIG s reconamendations,
the Department’s National Security Division (NSD) has implemented
additional measures {0 promote belter compliance with NSL authorities and
to address other issues raised by our first report. For example, in 2007 the
NSD began reviews to examine whether the FBI is using various infelligence
technigques, inclading NSLs, in accordanee with apphi ‘ablt' laws, guidelines,
and pelicies, {U} :

Also, the Depariment’s Office of the Chiel Privacy and Civil Liberties
Officer and the Civil Liberties Protection Officer of the Office of the Director
of National [ntelligence convened a working group to examine how NSL-
derived information is used and retained by the FRI, with special emphasis
on the profection of privacy Interests, and in August 2007 sent a report and
proposal to the Attormey General on mininsization procedures with respact
o NSL-derived data. However, afier review of this proposal, we concluded
that the NSL Warking Group's repaort did not adequately address measures
to label or tag NSL-derbved information and to minimize the retention and
dissemination of such infbrmation. In Fehruary 2008, the Acting Chief
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Privacy and Qivil Liberties Gilicer told us that the proposal had been
withdrawn and that he intends to reconvene the NSL Working Group o
reconisider the August 2007 report and proposal. We exaunine the August
2007 report of the N&L Working Group and make recommendations far the
NSL Working Group in consider as U revises ihat proposal. {U)

I this report, we alse examine the theee raviews conducted by the
FRI in 2007 following release of our first report. The FBUs reviews
confirmed thal the types of deficiencies identifled in our first NSL report had
oveurred throughout the FBI from 20032 through 2006, The FBI's field
review was important because it covered g Lzrgel statistically valid sample
of NSLs and case {iles. The FBI reviews confirmed siinilar types of possible
inteliigence viclations in the FBI's use of NSLs that we found. However, the
FRIs field review found a higher overall possible {OF violation rate
(9.43 percent} than the OIG found (7.9 percent} in the sample we examined
in our fivsi NSL report. {U)

Howevar, we examined in detail the FRBIs ficld review and determined
that it did not capture all NS related possible intelligence violations in the
files it roviewed, and therefore did not provide a fully accurate baseline from
which to measure future bnprovement in compliance with NSL authorities.
For sxample, during our re-examination of case files that FBI inspectors
determined had oo NSL-related possible intelligence violations in three field
offices, we identified 15 additional NSL-related possible intelligence
vivlations. In addition, because FBL inspectors were unable {0 locate
irformation provided in response 1o a significant number of NSLs chosen for
review in its sample, the resulis of the FBPs fleld review likely understated
the rate of possible infelligence violations. {U)

In short, despite the significant challenges facing the FBI in
eliminafing fully shorteomings in its use of NSLs, we believe the FBI and the
Department have evidenced a commitment to correcting the problems we
found in our first NSL report and have made significant progress in
addressing the need t¢ improve compliance in the FBI's use of NSLa.
Heowever, because only 1 year has passad since the OIGs Brst NSL report
was released and some measures are not fully implemerded or {ested, we
beliove it is too early to dedinitively stale whether the new systems and
controls developed by the FBI and the Department will eliminate fully the
proehlems with NSLs that we ideniified. We believe the FBI must mnplemernt
all of our recomumendations in the first NSL report, demonstrate sustained
commmitiment {o the steps it has aken and committed (o take to improve
compliance, nplement additional recommendations described o this
second report, consider additional measures to enhance privacy protections
for N&L~denved information, and remain vigilant in holding FBI personnel
aecountable for proporly preparing and approving NSLs and for handling
responsive records appropriately. {U)



Finally, as required by the Patriot Reauthorization Act, this report
details the FBIs use of national security letters in calendar vear 2006, Itis
important to note that the FBPs use of NSLs in 2006 vccurred before we
isswed our first NSL report in March 2007, which identified the serious
deficiencies in the FBI's use of and oversight of NSLs, and before the FBI
began to nnplement corrective actions, Thercfore, not surprisingly, this
report containg similar findings to our March 2007 report regarding
deficiencies in the FBI's use of N8Ls. (U}

As shown in Chart 4.3, we determined that the FBI's use of national
security letters in 2006 continued the upward trend we identified in our first
NBL report that covered the peried 2003 through 2005, In 2006, the FBI1
tssued 49428 NBL requests, a 4.7-percent increase over NSL requests
igsued in 2005, For the 4-vear perind 20032 through 2006, the FBI issued a
total of 192,499 NSL raquests. (U)

CHART 4.8
NSL Requests (2003 through 2006) (1)
[Chart below is Unclassifiad]

§0.000 +

50,000 47

40,000 47 4
30,000 4
20,000

10,000 4

2003 2004 20 20086

e

g )

“t

Sooress: BOJ serstannuad caxafied reports to Congress s
FRE OGET database ss of May 2008 fhy 168 1v NSL
raguesty in 3003 through 20085 {4

As shown in Chart 4.6, the percentage of NBL requests generated from
mvestigations of U8, persons continued to increase significarntly, from
approximately 39 percent of all NSL requests issued in 2003 to
approximately 57 percent of all NSL requests issued in 2006, ()
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CHART 4.6
NSL Reguests Relating to U.8. Persons and
non-U.8. Persons {2003 through 3006) (U}
fChart below is Unclassified]

133G

11,000

8, D0

NBL Requests

7000

5,008 -
20 2004 2038 20046
el ML R, Peraons 0LRRd g A #5ES 58 AOS
ol LS, Porsons &,.51% B4 3 RATH 11,5317

Source: AT seminnoual chowiied raguatys to Comgresa 1Ll

In our intorviews, FBI field and Headguarters personned {old us that
NSLs continued 1o be an indispensgable mvestigative teo! in major temrorism
and sapicnage investigations conducted in 3006, They reported that NSLs
were used 1o identfy the financal dealings of mvestigatve subjects, confirm
the wdentity of subjents, support the uss of sophisticated intethgence
techniques, and establish predication for the mitiation of preliminary and
full counterterrovism and counterintelligence mvestigations, ()

As directed by the Patriot Reauthenzation Act, we also conducted an
audit of the mumber of gocasions in which N3Ls issued after the effective
date of the Act did not contain the certilications negessary to require the
recipients to comply with applicable non-disclosure and confidentiality
requirements. The vast majonty of the N8Ls and approval memoranda we
cxamined, which are known as electronie communications (BC),
substantially complied with the Patniot Reauthorizadion Act certification
requirement and FBI policy., We believe this compliance record was largely
due to the prompt guidance the FBI OGC 1ssued on the date the Act was
signed, the availability of new NSL forms on its Intranet website, and
periodic guidance FBI OGO attorneys provided to the field as guestions
arose. We found that only 10 NELs {3 percent of a random sample of 378
NSLs we examined] were issued without the required certifications. Cur
audit also determined that 97 percent of the NSLs in the randaom sample
unposed non-disclestae and confidentiality obligations on recipients, (U}
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However, we also determined that 17 NSL approval memnoranda
{5 pereent of the random sample} contained insuificient explanations to
justify imposition of these obligations, We identificd eight NSLs in our
sample thal contained recitals about non-disclosure that were inconsistent
with the corresponding approval memeoranda, signifying that case agents,
thetr supervigors, and Chief Dhvision Cotnseds were not careful in reviewing
and approving these docwments (o ensure oomsistency.  In addition o these
non-comphiant N8Ls thal were part of ihe random sample, we identifled
eight “blanket” N8Ls issusd by senior Counterierrorism Division officials in
2008 that did not contain the required certifications, {U)

To assess any “improper or illegal use” of NSLs in 2006, as reguired
by the Patriot Reautharizabion Ant, we examined the reports of possibls
intelligencs viclations nvelving the use of NSLs that were sent to the FBI
OGO from January 1, 2008, through Decomber 31, 2006, We identified 84
pessible intelligence vielations invelving the use of NSLs, of which the FBI
determinad that 34 needed to be reparted to the Prosident's Inteltigence
COversight Board {JOBLS The 34 matters included the same types of ervors
fdentified in our frst NSL report that was completed in March 2007, such as
the issuance of NSLs without proper authorization, irnproper requests, and
unauthorized coliection of tnlephone or Internet e-mail records, Of these 34
intelligence violations, 20 were the result of FBI errars, while 14 resudted
mitially from mistakes by renipients of the national security lefters. We
generally agreed with the FBI's decisions on which vinlations needed to be
reported to the I0B, sxeept for six thal we Dalieved should have been
reported o the [0B bal were not, We conchided that the decisions not to
report these were inconsistent with prier FBI OGO decisions or that the
reasans for nod reporting them te the 108 were unpersuasive. {U}

As we did in our first N&L report, we determined whether the FBI
wonld have been entitled o the information provided under applicable NSL
statutes, Atlorney General Guidelines, and internal policies. We found
that of the 84 possible intelligence viclations identified and reported to the
FBI OGC in 2006, the FBI received information it was not entitled to
receive in 14 matiers. In one of the matters the FBI requested information
it was not entitted to under the applicable NSL statute. In the other 13
matters, the FBI made praoper requests but, due to thivd party sirors,
abtained information if was not entitled to receive under the portinnnt NSL
statutes. {0

& Of the B4 possible intelligence violations, 52 involved the FBIy acguisitiny of
information it had pot requestad in the NS referrad o as “initial third party errors™.
Stncs the FBI OGO has not yvet determined whether the FBI compoundsd the third party
erros by using or upleading the unauthonized information. we cnulid not reach a
conchusion as to whether these 52 muattars invedved Improper use of NSL-derived
informabion. AN
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This report makes 17 recommendations regarding the FBUs continued
use of NSLs, For exznuple, twn reconunerndations are designed to remind
FBI case agents and supervisors (o carefully examnine the chrommstances
surrounding the issuance of cach NSL to determine whether there is
adequate justification for imposing non-disclosure and confidentiality
requirgments on the NSL reclpdent anut to ensure that NSL approval
memoranda and the agsociated NSLs coniain consistent inforrnation and
ertifications, (1

Three additional recompnendations are designed o reinforce the FBI's
ubligation to provide timely reports of possible infelligence violations, ensure
that these reports detail the precise remedial measures emplaved to harndle
unauthorized NSL-derived information, and provide case agents amd
superviaers with examples of common errors it the uss of NSLs, We
address the last reconupendalion to the Department regarding the NSL
Working Group's proposal to the Attormney General, (1) '

Finally, as noted above, we are continuing our investigation of the
FBI's previous use of exigent letfers, the blanket NSLs, arut other improper
N&Ls and reguests for telephone records. The lindings and
recormmendations in this NSL report should be considered in conjunction
with the findings of that fortheoming report. {13
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CHAPTER TW»:
STATUS OF THE FBI'S AND DOJ’S CORRECTIVE ACTIONS IN
RESPONSE TO THE OIG'S FIRST NSL REPORT (U)

111 our first NSL report, we mde 11 recommendations o the FB o
help fraprove its use and oversighi of national securtly lefters. In a letter to
the OIG dated March §, 2007, that was included as an appendix to that
report, the FRI stated that if agreed with cach of the recommensiations and
would work with the Departent’s Nationad Security Division (NSD} and the
Qifice of the Chief Privacy and Civil Liberties Officor {(Privagy Officert 1o
implement the recommended reforms.® {0

in May 2007 and September 2007, the FBI provided memoranda to
the OIG describing the staius of the FBPs olforts o implement thesa
recommendations. The FEI Inspectinn Division and the FBI Offlce of the
Gerneral Counsel {FBT OGC) have also provided updates o the QIG on the
FBUs progress in implementing specific recomumendations, Further, the
Department’s NSD has mplemented additional measures to address the
serious concerns we uncoversd regarding the use of pational securily
letters, (U

In this chapter, we assess the progress of the FB's and the
Department's efforts to address the problems (hat our first yeport found
with the use of national seeurity letiors, To assess these efforts, we
analyzed the FBI's memoranda deseribing the status of #s corrective
actions: irgerviewed FRI officials from the OGO and Inspection Division,
intervicwsd other serdor FBI officials, includiog the FBI Director ard Deputy
Director; and interviewed feld personnel responsible for issuing and
reviewing NSLs such as the Special Agents in Chiarge (SAC), Chiet Division
Counsels {UDRC), Supervisory Special Agents, and Special Agents. In
addition, to assess the Department’s actions, we reviewed all new NSL-~
related guidance issued by the FBI 1o the field and Headquariers divisions
sinee our first report was issued, reviewed the types of NSL training
provided and to whom it was provided, and pbserved a demonstration of the
new data system that was designed fo manage and {rack NSLs. (1)

In Section 1 of this chapler, we provide an overview of the FBl's and
the Department's efforts to fmplement our reconuuendations and the
additional steps # has taken {o promote compliance with the NSL statutes,
applicable Attorney General Guidelines, and internal FBI policies governing
the use of NSks. In Section 11, alter listing each of our 11 recommendations
and the background for each, we suummarizn the FBEs respanses {o the

¥ Hee NSL I Unclassifisd Appendix, iU
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recommendations and analyze the FBs efforts o date to implemend the
recommendations. (U]

In Section Il of thds chapler, we describe other corrective measures
frnplemented in 2007 by the FBL the Depactoaent’s NSD, and the Privacy
Officer. We also describe the FBI creation of a new Office of Integrity and
Compliance (QIC). In addition, we assess a proposal from a working group
led by the Privacy Officer that relates to the retention of NSL-derived
infermation. {U}

L Overview of the FBI's and Department’s Corrective Measures {U)

fu the year since the OIG issued s first report on NSLs, the FBI and
other Department components have implemented a series of measures
designed to promote stricter eompliance with NSL slatutes, Altorney
General Guidelines, arnd tofernal FBI policies governing use of NSL
auvthorities. Some of these measures divectly respond to the O1G's specilic
recommuendations, while others were additional measures propuosced or
implemented by the FBI, NSO, or the Attorney General. (U8

In {tus ollow-up review, we examined the FBI's and the Department’s
actions. as of December 2007, in response 1o the OIG's recommendations.,
Some of these actions are one-thne mwasures {such as the FBI's statistical
reviews of N8Ls issued by fteld and Headguacters divisions in 2003 through
2006 and the FBI's review of N8Ls issued in counterintelligence
investigations pursuant to the Fair Credit Reporting Act {FURA) Irom 2002
through 2008}, Others are longer-term actions that reguire sustained
comumiiment by the FBI's senior leadership, attarneys, CDCs, and ather FBI
and Department persommel] 1o be fully implemented, (U]

Qur recommendations in cur first NSL report fell into four broad
categorics. (1)

« Fpur recommendations ombers 1, 2, 3, and 8} Iheused on
enhancements in FBI recordkeeping and information tenhnology
supporting the use of NSLs. These recommendations were
intended to improve the FBEs ability to capiure accurate,
complete, and timely information on NSLs for congressional and
public reporting: fo render NSLs subjeat to effective internal and
external reviews; and to dentily when NSL-derived information
was used in analvtical intelligence products or provided to law
snforcement authorities for use In criminal proceedings. {U)

»  Three reconmmendations (numbers 4, 7, and 8} addressed the
need for additional guidanee and {raining {o ensure that FI3l
personnel use NSLs in accordance with pertinent authorifies, to
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_SEERET



SECRET )

reduce or eliminate common mistakes in the issuance of NSLs,
o clarily distinclions among the different NSL stafudes, 1o
identify possible Intelligence Oversight Board (IQR) violations
arising from the use of N8Ls, and to climinate the use of exigend
letters. {U)

o Three recommendations numbers 8, 10, and 11} feoused on the
rote of attorneys in the FBI OGC and the CDCs i providing
advice aboul NSLs. These recommendations were designed to
promote better oversight by the FBI OGC's National Security
Law Branch (NSLE] at FBI Headguarters, close and independent
reviow of NSLs by CDCs, and clear guidance about the use and
seguencing of NSLs in accordance with the requirerment i the
Atterney General Guidelines {o use he “least indrusive
collection techniques feastble.” (U}

+  One recommendation (number 5) suggested that the FBI

- consider seeking a legisladive amendment to the Electranic
Comeunications Privacy Act (BCPA] to clarify the information
the FBI is enfitled to obtain through ECPA NSLs. {U)

QIG Findings on the FBI's and Department’'s Corrective Actions {U)

Our review found that the FBI and the Departinent have made
significant progress in implementing our recommendations and in adopting
other corrective actions to address problems we uncovered in the use of |
national security letters. We also found that the FBI has devoled significant
energy, tme, and resources toward cosuring that s feld managers and
agents understand the seripusuess of the FBI's shorteomings in #s use of
NSLs and their responsibility for correcting these deficiencies, However,
there are additional steps that the FBI is still considering and needs to lake.
and we believe that ensuring full compliance will require the continual
afterdion, vigilance, and reinforcement by the FBI and the Departinent. We
alsoe believe it is Do soon to definitively state whether ihe new systems and
controls developed by the FBI and the Departiment will eliminate fally the
probiems with the use of NSLs that we ared the FBI have identified. (U}

it is Inportant to fHrst note that the FBUs leadership has made it a top
priority for the FBI {o correct the serious deficiencies in the use of NSLs. In
our interviews with Rirector Mueller, Deputy Director Pistole, and General
Counsel Capronid, it was clear io us that they appreciated the importance of
this issue, the significance of the problems thut we had uncovered, and the
critical need to correct these problems. (1)

For example, Director Mueller said he believes that the FBlP's

shorteomings in complyving with NSL authorities resulled fromithe FBI's
previous lack of focus on the procedures necessary to ensure that all legal

i5
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regquirements were satisfied. He attributed the problems 10 several factors,
inchuding inadequate infrastructure at FBI Headguarters to ensure that all
legal requirements were {ollowed, organizational “stove piping” nnder which
FRI personnet did not fully communicate across division lines, rotation of
FBI middle management so that they did not always “take ownership” of
problems they encountered, the significant pressure to respond to any
terrorist threat, and nadequale staffing in the FRI's Counterierrorism
Divisfon: 113 in the periced following the September 11 atiacks. {U)

Direcior Muclier also emphasized his commitment o address
problems i the FBUs use of NSLs, angl, as one example, pointed {o the
egtablishment of the FBEI's QIC {discussed in Section I of this chapter). He
stated that he helieves this office will assist him and other members of the
FIUs sendor leadership in identifying and addressing areas of weakness as
well as other compliance issues. He also stated that he believes that e has
been successful in driving down throngh the organization the necessity of
adhering to NSL authoritics and that S8ACs are “on hoard” with the NSL
corupliance and traindng indtiatives and are conununicating this message
throughout the ranks of the FRIL. {U}

- FBI Deputy Director Pistole similarly told the OIG that the FBI is
devoting significant time and attention to ensuring thal SACs understand
the substaniive legal requirements for NSLa. One of the venues he sald he
is using to reinforce these requirements is the Sirategy Performance
Sessions he chairs cach quarter via toleconforence with the SACs in the
FBI's 56 field offivces. Bach of the ten sessions s held with approdmately 6
SACs each and lasts approximately 20 minufes. The second quarter 2007
sessions, which also were attended Ly the FBU General Counsel, were called,
“Preserve Civid Liberties,” These sesstons forused on the O1G's findings in
our first NSL report and the FEs findings on NSL compliance prablems
identified In its field office reviews (deseribed in Chapter Three of this
report). (U}

Deputy Director Pistole also stated that he Is stressing NSL
compliance in conjunction with mid-year progress reviews and annual
performance appraisals of SACs. During these reviews, he asks the SACs
individually what they arve doing to ensure complianes with NSL
requirements and requirves them to cite examples. As the rating official for
all SACk, hwe said that he expects 8ACs t» know the substantive legal
requirements for NSUs and regnlarly stresses in their progress reviews that
they cannet assume that their personnel are following FBI guidance on
NSLs, {U)

FBI General Counsel Caprond stated that she has devoted significant

time and atiention to addressing the QIG’s recommendations and
implementing othier measures to Improve NSL compliance. Following
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release of the OKY's veport, Caproni held a conference call in Magch 2Q07
with all CDCs to review the O3 s most significant findings, degoribe the
FRIs response, and urnederseore the role of ODCs in w\"ieuing aaxd approving
NSLs and ensuring that any unauthorized information obhtained from NSLs
is handled appropriately. She also discussed these issues at the CDC
conference in July 2007 and the SAC conference in Qotober 2007, Caprond
emphasized at the CDC conference that it is "clearly and unequivecally” the
duty of CDCs o review predication for NSLs. (U}

Caprond alse noted that the FBI OGO had Issued or was prepuaring to
issue additional guidance on NSLs based on the OIG’s Hndings and the
additional findings developed from the FBI's reviews in 2007, Amaong the
new guidance issued were memaoranda directin g FBI case agents {o review

N&L-derived records prior {o uploading them into FBI databases {o ensure
that they correspord to the K&SLs and have pot generated unanthorized
information; prohibiting the use of exigent letlers; reftorating the
cistinctions between the NSL authorities in the FCRA; claritfying the role of
ChCs in eonducting independent revivws of NSLs;, and describing
procechires for redacting NSL-derived information that s beyond the scope
of the NSL to prevent unauthorized dissemination. In June 2007, the FBI
OGC issued a comprehensive $4-page memorandum on the use of NSL
auihorities that covered these topics ¥ {1}

Caprond also stated that the FBI OGO has devoted additional
resources to support the NSL-related antivities of FBI Headguarters
divisions, inchuding the assignment of additional NSLB attarneys (o efther
be co-lecated with or o support all the OTD sections., She belicves that
these additional rescurces will assist the FBIQGC in identifving and

B These memoranda are described in more deladl i Section 1T of this chapter in
omjunction with our analysis of the FBI's implementation of recnmendations 4, 7. 8, and
10, )

Caprond slso noted that in Augast 2007, the FBT OGO requested a legal opinion
frovn the Departments Office of Legal Counsel {GLT) an three ssues that arose in the
course of the FRUs 2007 856 reviews. The three guestions were: (1) whether, in respotise
to Elecironic Convrunication Privacy Act (ECPA] NSLs, the FBI may obtain Social Seourity

Nunnbers, datea of birth, and ather irdormation used bv the rommunteation providey €o

identify ur maintain a profile of a rustomer o substeiber: (2} whether the term “toll billing
records nformation” i the BCPX NSL staluls includes records of inconing/outgoing calls
upon which a fee coudd be assessed vegardless of whether a fee is actualiy pssessed and
regardless of whethey the information wust be culled from agoregain date; and (3 whether
the govarnment nuay obtain iodormatiom verbally regurding the existencs of an accousd in
vormnection with & given telephone number or person from an electronic commmunication
service provider without additional legal prooess. As of February 11, 2008, DLC had oot
procvidedd its opindon on thess questions. Caprord stated that onee QLO fssues ibs opinjon,

the F31 OGO will defernrine what steps § must fake to sddress the appropriaieness of

retsining NSL-derved informabion in the categones covered by the opinion. {U}
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avoiding potential problems before they oceur. In March 2007, Caprond also
ordered all NSLE aitorneys to provide live iralning any time t.lm}f visit a ficld
affice. (L)}

In addition o the FRUs efforis (o address the OIG’s recommendations,
the Department’s NSD has implemented additional measures o promoie
betier compliance with NSL authorities and {o address the privacy issues
raized by our first report. For example, in 2007 the NSD bhegan national
securily reviews o examine whether the FI31 is using various intelligence
technigues, including NSLs, in acoordance with applicable laws, guidelines,
and poiit:is‘:a.' {in

Also, the Privacy Officer convened a working group te examine how
NSL~dertved Information is used and retained by the FRL with special
emphasis on the protection of privacy interests, and sent a proposal to the
Attorney General for review on minimization procedures with respect to
NSL-dernived data. {13}

Based on our review, we belisve the FBI and the Departnent have
taken sigoificant steps to address the findings of the OIFs first report on
NSLs and have made significant progress in implemeniing corrective
actions. However, we also believe it is {no soon o stade with fudl confidence
whether the steps the FBI and ihe Departmnent have {aken will climinate
fully the problems we idvntiied in our fivst report on NSLs, Swmne
measures, such as the FRUs new NSL data system and the QIC are positive
steps but are rot fully implemented or tested. Other measures, such as the
1\‘3{) rm*mw» am“I im 1‘:‘:{‘(‘1’1? Fiﬁ L)f.rf.‘ g.,md&m‘e o the le«:pcmsxbzlxw of

genemted mmmimm?:ed ct}}.ltat;tti(m:m he:wc, net. i}esm in pi’mc }ong ennugh te
gauge their effectiveness, (U}

Yet, despite the mulliple challenges facing the FBI fo eliminaie fully
problems in the use of NSLs, we believe the FBI and the Departinent have
tvidtmrd a mﬁmﬂmleni to ei}rrf*t:ting the pmbicms We itmnf:i in our fimt

nnpmve L.anp}hm(..c in me FBI S use ai N&{m. {1h
It the next section of this chapter, we discuss iu greater detail the
specitic steps that have been taken or are planbed to address each of the

OIG's 1] recommnendations. After that, we examine other indiiatives
implernented by the FBL and the Departmend regarvding NSL use. (U]
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II.  Status of the FBI's Implementation of the OIG's
Recommendations in Our First NSL Report (U}

We set forth below eanh of our recommendations in our fivst NSL
report, describe the backgrowrad {or the recommendations, summarize the
actions taken by the FBI to date to address the rcmrnrn(*rmmncn‘h and
provide our analysis, (L)}

Recommendation No, 1 (I}

Require all Headgquarters and field personnel who are authorized
to issue pational security letters to ereafe a control file for the purpose
of retaining signed copies of all national security letters they issue. (U)

Background: In our first NSL repori. we bund thatl the FBI did not
have policies resguiving the retention of signed copies of NSLs or the
uploading of NSLs into the FRI's prinwipal investigative database, the
Autommated Case Support (ACS) system. This meant that the FBI did not
have a reliable audit tradl tracking the ssnance of NSLs, which prevented
internal and external roviews of complianee with NSL statuies, applicable
Attorney Gerwral Guidelines, and internal FRI policies governing the use of
NSLs. {13

FRI Actions Taken to Address the Recomnmendation: The FB issued
three comnunications o fleld and Headquarters divisions to address this
recommmendation. On March 6, 2007, the FBI OGC sent an e-mail message
to all CDCs and SACs directing that copies of signed NSLs be maintained
both in the investigative file and a field office "drop™ Ble so that all NSLs
issued by each field and Headquarters division are maintained and can be
located in one place. This was superseded by the FBI Records Mapagemernt
Division’s memoranduny dated March @, 2007, requiring that sigoed oopies
of NSLg be retained In the relevant inovestigative file by the issuing division.
This requirement s reiterated in the FBI OGC's Comprehensive Guidance
on National Security Letters (Comprehensive Guidance ECY issued on June
1, 2007 {also diseussed in connection with Recommendation Nos. 3.4, and 8

“through 11}, (U}

QLG Analvsis: We believe that the steps taken by the FBI will heip
ensure that copies of all issued NSLs are retained in a file created by field
and Headguarters divisions. Madetadndng signed copies of the NSLs in the
pertinent investigative {iles should ensure that all NSLs issued by a ficld
office or Headguarters division are collected in one location and are
availahle for internal or exiernal audits or reviews. (U}

9
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Recommendation No, 2 {10

Improve the FBY OGC NSL tracking database to ensure that it
captures timely, complete, and accurate data on N8Ls and NSIL
requests. (U]

tr:u:kmg, <i&mb¢iz>c, [Q(;(I da.tabase} dzcl Tt L-f)llhﬁl}. ACeur at,e. cmd cmnp_i_eif:
information about NSL reguests. This scourred Becanse of flaws and
structural problems in the database. In addition, since the FBI relied upon
the OGC database in preparing the Departinent’s semmdanual classilied
reports to Congress, the flaws and structural problems o the datsbase
affected the acouracy of the Department's reports fo Congress.  For exanple,
in the 77 case files we examned in 4 Held offices in conmection with our first
NSL report, we found that for the period 2003 through 2003, the OGC
database underreportesd the total number of NSLs and NSL requests by 17
percent and 22 percent, respactively. (L

We alse identiflied ciroumstances in which certain data fields in the

OGO database were left blank, had typographical errars or other
erroneous entries, or contained default sottings - all of which resulisd In
errors or understatoments in reporling to Congress ot NSLs,. We alsa
fonnd that delays by FBI field and Headguarters personnel in entering
data into the ACS systean contributed to addifional discrepancies in the
data reported e Cangress, including the {atlure to report almest 4,600 KSL
requests for the period 2003 through 2005, Other structural problems or
flaws in the dalabase resulted in f%xc,t‘rf*pmn fes affeciing the Departinent’s
rf,porlmg of the total number of NSL r\,qm:«is, the total number of

“investigations of different ULS. persons”, and the total numbeyr of

"investigations of different non-U.8. persons” that were reported to
Congress over the 3-year period. (U}

In light of these flaws and structural problems with the OGC
database, we recommended that the FBI improve its database to ensure the
collection of timely, complele, and accurate data on NSL usage {or purposes
of congressional and public reporting and {o facilitale internal and external
audits or reviews. {U)

FBI Actions Taken {o Address the Recommendation: The FBI OGC
issued an EC dated Mareh 19, 2007, mandating that izld offices conduct
monthly counts of NSLs tssued by their offices in order o reconcile NSL
data contained in the OGC database. In April 2007, personnel in the FEI
OGC instituted a process for comparing these monthly NSL counts to data
in the (}GC‘ database to check for naccuracies in the dalabase. According
{n the BEC, any discrepancies identified by the FRI OGC are being reconciled
and will be used to improve guidance and trafning on NSL reporting. The
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FBI told the OIG that it will continue requiring these monthly counts and
reconciliations untl the now database for tranking NSL data is
implemented. This database, dizcussed below, Enown as the N&L sub-
system to the Foreign Intelligence Somvelllance Act (FISA Management
System INSL data systemn), has replaced the OGC database. While the new
data system does not correct historical information, Uis designed to
improve the accuracy of NSU data tnn the future, {U}

Fil OGO personnel reporied that the FISA Unit of the FBL OGC's
NSLE developed tha NSL data svstem to facilitate the approval and issuance
of NSLs and support data collection for congressional and public reporting,
The NSL data system promnpts the drafter of an NSL to enter indformation
about the subject, the predication for the NSL, the type of N&L. the NSL
recipients, and the specific information spught by the N8L {such as
telephone pumbers or eq-madl addresses). The NSL data sysiem will route
the NSL request through the requirsyd levels of review and approval similar
to the manner in which applications for use of FISA avthorites are ronted
in the FBIL Upon completion of all approvals, the NSL data system will
genwrate the approval EC and the NSLs for signature by the fleld o
Headquariers approving olficials. As a resuli, the accuracy of NSLs and the
efficiency of fssuing NSLs should improve, and there alse shivuld be tewer

an autornatic dnk between the NSL data systemn and the ACS system that
facilitates aviomatic uploading of approval ECs and N5Ls inde the ACS
system. In addition, FBI OGC personnel said that all information necessary
to generate the Departiment's congressional and public reporiing will be
rotlected as part of the new NSL data system. The FBI informed us that on
January 1, 2008, this svsfem was deploved thronghout the FBL )

The Rerords Management Division's March 9, 2007, directive noted
previousty also mandated that NSLs be upleaded into the ACS sysierm as an
NSL "Document Type” to facilitate vrecordkeeping and reporting. As a result,
NSLs issued after March 8, 2007, can now be sorted and counted by field
office in the ACS system, which will help verify the accuracy of information
used in the Departinent’s congressional and public reports o NSLs ansd will
assist i faciitating internal and external NSL veviews 8 (U}

In addition. in an attempt to correct deficiencies in the existing OGO
database, the NSLB has modified the database so that FBI perscnmel
making entries abowt NSLs must complete all felds required for

$ The “Diovument Types” are Telephone Subsoriber Infinmation; Telephsme Toll

Recurds: E-Muit Sulseriber Reords; B-Madl Tramsactional Recwrds: Financial Records,
Right to Finomcind Priveey Act (BFPAY § 3414 (4805, Financiad Institution Listings, FCRA

Conswuner destifving Information: and full Credit Report., U
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congressional and public reporting. The FBI alse changed the defaudt
setting in the QGC database on the status of the NSL target from “non-11.5
person’” io “‘(J.S. person” and changed the default nurnber of NSL rogquests
from “0" o 17 The FBI {old us that it believes these changes should reduce
EITOrs Lcuwcd by the previcus delault setlings. {11

The FBY OGO assigned additional personnel to enter data into the
OGC database and conducted fraining {or all personnel who entered NSL
data to ensure they understand the data being entered and recognized when
incorrect data had been provided. These mensures were designed o
iraprove the old database before the new NSL data system was implemented.
Now, all reporting of NSLs is done through the new system. (U]

QG Avalvsis: We believe that the steps taken by the FBI to create a
central database for generating and approving NSLs and for collecting data
pertinent 1o mnowwmnai and public reporting on N3L usage should
frnprove the wliux‘(mn of timely, complete, and accurate data on NSLs. This
new NSL data systen will enablke Held agents (o insert case-speniiie

Cinformation into a standardized NSL request form, automatically track the

progress of each NSL, identify delays in the process, send automatic
rerainders io advance the review and approval process, and {acilitate {he
transmission of NSL dosumenis among participants in {he NSL approval
process, {13

Now that the NSL data system is fully operational, it should ediminaie
the need for FBI OGC personnel o manusily re-enter NSL data into the
antiquated OGC database after the information has bean uploaded into the
ACS system by Hiekd and Headguarters personnel. Using the new data
system, FBI field personnel will necd to enipr NSL dala only ence ~ when the
N&L is created ~ because the data system will automatically upload the
approval BC and NSL into the ACS system. The FBI stated that all the
information necessary to produce reguired congressional reports on NSLs
will he collecied as part of this process, which should improve the tinwly,
complete, and accurate eollection of NSL data. {13}

The FREI alse stated that the NSL data system contains controls {o
rainimize the risk of data entry etvors, such as setting the default to U.5.
person, prohibifing an entry of “0” for the number of requests, and
preveniing the use of conswmer full cradit reports in counderintelligence
cases. However, the OIG disagrees that changing the default setiing status
from a "non-ULS. person”™ to a "ULS. person” is the best way {o enaure
accurate data entry. As we noted in our first NSL report, from 2003 through
2005 the GGC database contained a defaull setting of *non-U.8. person” for
the mvestigative subject of NBL requests for Right fo Financied Privacy Act
{(RFPA} and ECPA toll hilling/electronic communication transaction records.
Az a vesult, known or presumed LS. persons could be misidentified if the
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default setting was not corrected rom “non-U.58. person® to U8, person”)
during dats entry. This resulted in an understatement of the muber of
investigations of U.&. persons who were the targets of NSLs. The QIG
belleves that an error is just as likely (o occur i the default is changed to
{15, person” because porsenmnel entering the data may falt o ¢ Oi‘r{,f&t the
default setting when the target of the investigation is a "non-U.8. person.”

We believe the appropriate way o minimize the risk of error wauld be to
create a blank mandatory field and require FB personnel to make an
affirmative selection befors the data system allows the user o proceed o the
next entry, {U)

Similarly, as described in our first NSL report, the OGC database was
programuned to provide a default setling of 07 for the muuber of NSL
requests. Since every NSL generates at Jeast one NSL request, a “0” entry
for NSL requests is erroneous, However, since ope NSL can generate maore
than one request, FBI personnel may fail o corvect the new default “1”
setiing just as they previcusly fadled o correct the previous defaudt “O7
setting.” According to the FRIL the new NSL data systemn corrects this
deficiency because it assigns the number of NSL requests awtomatically. (L5

We believe that the FBIs decision 1o assign additional NSLB personnel
to enter data info the database and provide additienal training for these
persennel should halp reduce the brequency of data entry errors. However,
we also believe that the FBEI OGO should reguire periodic reviews of a
sample of NSLs in the new NSL data sysiem to ensure that the {raining
provided is successfully applied in practioe and has reduced or climinated
data entry errors. {U)

The OG- also notes that the NS data system dees neot capture the
date when the 8AC {or ather approving official) signs the NSL; rather, it
includes the date that the 8AC glectronically certifles approval of the BC and
NSL. Until the FBI implemeants electronic signature capability, this may
create a possible variance betwenn the two dates. {18

Reeommendation No. 3 (U]

Improve the FBI OGC NS database to include data reflecting NSL
requests for information about individuals who are not the
investigative subjects but are the targets of NSL regquests. (U}

Background: We deiermined in our first NSL report that the OGC
database did not inchade data on whether the targef of the NSL is the
subject of the underlying investigation or another individual. The target of
an NSL is frequently not the same person as the subject of the underlying
investigation. Since the database did not distinguish between the target of
the NSL and subject of the investigation, the FBI did not know and was
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unable to estimate the mumnber of NSLorequesis relating o persons who are
not investigative subjects, In light of the Patried AcUs expansion of the FBIs
authority to collect information on individuals whe are not subjects of its
investigations, we recommended that the OGC database be modified to
capture this information from NSL approval ECs so that the information is
subject to infernal and externad oversight. {U)

FB1 Actions Taken to Address the Recommmmendation: The new NSL
data systemn will prompt the nser to enter information aboud the subject. the
predication for the NSL, the type of N&8L, the NSL recipient, and speeific
targets of the NSL. including targets other than the subject of the
investigation, {1}

In 2006, the FBEI modified its NSL guidance {o require, with the
exepption of NSLs sceking subsceriber information, that agents indicate in the
N&L approval EC whetlhier the request is lor a person gibier than the subject of
the nvestigation or in addition to that subject and to state the U8, parson or
no-U,S, person status of those individuals.? That guidance was retleraiad
in the Comprehensive Guidanee EC ssued by the FBLOGC inJune 2007, ({U)

OIG Analysis: Qur review indicates that the steps taken by the FBI
will help ensure that the new NSL data sysiem contains scourats data about
individuals who ave not investigative subjects but ave the targets of NSL
requests. We reviewed a demponstration of the NSL data system, which
indicated that, when fully tmplemented, the pew data system shioudd satisfy

our recommendation by capturing data on the U8, person/uon-1L5. parson
status of targets of NSLs, not jusi the status of the fnvestigative subjecits. (L)

Recommendation No. 4 (1))

Consider issuing additional guidance to field offices that will
assist in identifying possible I0B violations arising from use of national
security letter anthorities, such as {8} measures to reduce or eliminate
typographical and other errors in national security letters so that the
FBI does not collect unauthorized information; (b} best practices for
identifying the receipt of unauthoerized information in the response to
national security letters due to third party errors; (¢} clarifying the
distinctions between the two NSL authorities in the Fair Credit
Reporting Act {15 U.8.C. §§ 1681u and 1681v}; and (d} reinforcing
internal FBI policy reguiring that NSLs must be issued from
investigative files, not from control files, (U}

W There is no stabutory requirement in the BCPA to report the ULS, person status of
NSL requesis for subseribor informalion,  In many cases, the identity of the subscriber is
unknown. (L)
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Background: Our fivst NSL repart noted that the majority of the
possible infelligence viplations that wers self-reported by FBI personnel to
the FBI OGO by feld offices, 22 of 26, arose from FRI errors. Most of these
involved typographival errors or the case agent’s good faith but erreneous
belief that the infermation requested related to an vestigative subject,
Moreover, many NSL-relaied possible fnfelligence violations throughout the
FRI were not identified or reparted by FBI personned. {11}

Some of thy possible intelligence violations we identified rosulied fom
typographical errvors in the telephone mumber or e-mail address in the NSLs.
We also determined that the FBI enlered unanthorized information in an
FBI datahase bhecause agents and intelligence analysts did ot verily that
the information supplied by the NSL recipients matehed the information
requested in the NSLs, Additionally, we found that some FBI personnel
were cordused about the twoe NSL aulhorities available under FCRA NSL
statutes and, as a resull, vither requested or obtained unauthorized
information. {U)

We also identified two ciroumstances in which the FBI relied
exclusively on contvol files rather than investigative files to initiate sapproval
for NSLs in violation of internal FBI policy. In one instance, the FBI issued
at least 3010 NSLe in connection with a classified special project. overseen by
FBI Headguariers. The seoond Instanes invalved the issuance of six NSLs
hy the Electronic Surveillance Qperations and Sharing Unit in the
Counterterrorisimn Division. In addition to violating FBI policy, when NSLs
are fssued exciusively rom condrol files it is difficull to determine if the
statuiory and Attorney General's Guidelines reguirements for issaing NSLs
have been satisficd. (U]

{Unless the errors in the use of NSLs are identtified by the FBI promptly
and any improperly oblained infonmation is sequestered or returned,
unauthorized information oblained in response to improper NSLs may result
in additiopal problems. In some instances, agends and analysts uplead
digital responses to NSLs into the ACS sysiem and the Investigative Dala
Warehouse, which makes the data available to other agenis, Headqguariers
persennel, and other Jaw enforcement and intelligence agencies,

Accordingly, we recommended that the FBI consider issuing additional
guidance that would assist FBI pursonnel in identifying possible imtelligence
violations arising rom these types of errors. {1}

FBI Actions Taken to Address the Recommendation: 4{a) measures
to reduce or eliminate typographical and other errors in national
security: In a Comprehensive Guidanee EC, the FBI General Counsel
mandated that the model NSL approval ECs and model NSLs posted on the
NSLB website be used by FBI persounel when drafting the NSLs. The FBI
helieves that mandatory use of these mmodels will help reduce
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typographicad srvors in NSLs and approval ECs. The FBI alse provided new
NSL training to ficld and Headquariers personned that emphasized the
potential for eollection of unauthorized information due to typographical
errors and the need (o ensure that information is appropriately reguested.,
In addition, as described in Chapter Three of this report, several reviews of
the FBI's use of N8SL authoritiex conductad it 2007 by the FEUs Inspection
Division and national security reviews conducted by the NSD will assist the
FBI inn developing additfonad gunidance to reduce these and other types of
errors. (L)

OI1G Analysis: 4fa) The OIG belioves that the steps takerns by the FI
will help reduce typographical and other errors in NSLs so that the FB does
not colleot unauthorized nformation. {U)

We beleve that mandating the use of the model N8L approval £Cs
and moded NSLs in conjunction with the new NSL data system (in which
daia elements such as case wnnbers, type of NSL, subject and target
names, and telephone numbers mmst be iyped only onee] should help o
reduce fypographical and other data entry errorg. Onne typad, the
irdormation becores part of the declronically generated approval BC and
aconmpanying NSL. These steps will avoid the electronic “cuiting and
pasting” that created errors as we potod in our first NSL report. However,
case ageris and supervisors will still need to verily that the initial data
eniries arg made correctly. To verify this, we reconmmeryd thai the
information in the NSL be checked by the case agent or the supervisor
against any serialized source document to veriy that the data exiracted
from the souree document and used in the NSL {such as the telephone
nurnber or e-mail address) is aenuradely endered. 't This would suable FBI
perascrmel arnd internal and extemal auditors to compare the data in the
souree document with the particulars described in the NSL o ensure
consistency and accuracy. {U}

The QIG also believes that periedic training of FBI personnel
responsible for generating, reviewing, and approving NSLs that emphasizes
the need {o ensure that information is appropriately requested in NSLs and
identifies the potential for unauthorized collections due to typographical and
other errors is essential {o the success of these correciive actions. (U}

Bl Actions Taken to Address the Recommendation: 4{b) best
practices for identifying the receipt of unauthorized information in the
response to national security letters due to third party errors: On

U Under FBUinternal procedures, each docaunment that is placed in an investigative
file must be numbered in seguance. This number is known as the serial number, and the
document is known as the serial. Federal Bureau of {rvestigation, Manual of
Administrative Operations and Procedures, 2-4.1.1, {13
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January 3, 2007, the FBI OGO Issucd a memorandum eniltled, Legal Advice
and Opintons; Uploading of NSL Retumn Infornmation, The memorandwm
directed that information obtained in response to NSLs be reviewed belore it
is uploaded inlo Telephone Applications and other FBI databases to ensare
that the informadion is responsive 1o the NSL request and thet there has
beert o wnauthorized collection. The Comprehensive Guidance BC issued
ory June 1, 2007, reiferated this policy and states that any Improper
information obtained fu response to NSLs may niot be retalned or nploaded
into any FBI database and must immediately be sequestered. It further
stated that a report to the FBI OGC of a potenial intelligence violation must
be pregared by the case agent. The January 2 memorandum also stated
that when the NSLB adjudicates the matter, it is o confinm whether the
information is relevant, I the fnformation is not relevant, the NSLE will
direct that the information either be returmed or destroved, [f unauthorized
infoermation is collected that is relevant to the lnvestigation, the
memorandium directs thal it be sequestered and not apleaded into any FBI
database or utilized in any manner wotil another NSL has bheen issuad
address the everproduction. {U}

The Comprehensive Guidance EC inchides as an attachment an N&SL
Rexview Checklist for use by porsonnel who review or uplead NSL-derived
information. The checklisd has a check box indicating that the case agent
has condinmed that the informaticn is relevant and there has not been an
unauthorized collection. There alsn 13 a check bax indicating that if the
informadion is not relevant to the investigation the user has contacted the
CDC or e NSLE for advice on how o procesdd with a polential I0R report
and that the CDC will sequester the information and determine the
appropviate action. {U)

The Comprehiensive Guidance EC also differentiated betweon two
categories of tnautharized collections: production of information not
refevant to the investigation and “overproduction” of information that was
noi requested by the NEL but is relevant to the investigation. Information
not relevant to the investigation would Include data on a telephone number
other than the ielephone number listed in the NSL due to a typographical
ervor in the NSL. In addition, an NSL recipient may generate unauthorized
collections by providing information on the subscriber associated with the
telephorie nuraber referenced in the NSL for a tiroe period greater than was
requested. The Comprehensive Guidance EC divects that supervisors are

required to monitor compliance with this policy, reconunending that during

quarterly file reviews squad supervisors conduct spot checks of information
obiained in response to NSLs to ensure that case agents are following these
procedures, (L

The FBI OGC also issund a memorandum on April 4, 2007, reganding
procedures for redacting intonmation obiained in response to, but beyond
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the scope of, an NSL and for disseminating the information to case agenis
wiile awaiting adjudination of the potential inislligence violation. The
methaod of redactinn is lefl {o the discretion of the CRC. Howsver, the
pracedures reguire that ne matier what method s used, the redacted
information should nod be visible ur aceessible, should not be uploaded into
any FBI database, and should remain sequestered with the CDC = U]

New NSL training also addresses the need o review NSL-derlved
informaition prior {6 uploading it to FBI databases. In addiiion, we were
informed that the FBL OGC and the NSLE are reviewing the findings of the
Inspection Division's 2007 rovieav of NSLa (o detenuine i additional
measures or training wouldd imparove compliance on the handling of
unauthorized inlormation obhiained in response to NSLs. (U}

OIG Analysis: 4{b} Wre believe that the steps thus far {aken by the
FBI will assist FBI personmel in identifying possible Intelligence violations
arising from use of NSL authorities. The FBI OGO guidance memoranda
dated January 3, 2007, and April 4, 2007, and the Comprehensive
Guidance EQ provide speciic instructons for handling unauthorized
records obtained [ response to NSLs and divect that such records nnt be
uploaded inte any FBI databases. {U)

The new NSL data systeny alss reguires case agenis reviewing NSL-
derived information (o identily the reocipt of any unauthorized nformation.
When case agents receive records In response to NSLs, they must complete
several steps, inchading entering an electronde certification siating that the
responsive records have been reviewed for unauthorized collection. The
data systony bas a commmant field that must be comploted i an upauthorized
collection eecurs. I the person entering data does not complete all required
tasks, the data system sends electronic reminders wnill all regudred entries
are made. (U}

In its respeonse to our recommendations that address potential errors
by the FBI or NSL recipients, the FBI noted its implementation of new
training, ssuanece of new guldance, and development of the new NSL data
system. While we belteve these measures are important, we alsg helieve the
FBI needs to proactively and regularly scrotinize national security
investigations and the use of NSLs. In light of the FBIUs increasing relianen
on NSLs as a primary investigalive techndque emploved in both terrorism
and espionage investgations {discussed i Chapter Five of this report], the
FBI should examnine the preparation of N&L-related documents and the

2 When a portion of NSL-derived information is redacted by a “strike-though™ or by
“blacking out” using a black marker or other similar marking device, the wnformation must
rt be legible thirough the blackened/redacted portion, {3
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handling of NSl~derived information with periodic reviews and inspections.
Any recwrting problems that suggest continuing confusion or uncertainty
abeut the proper use of N8Ls, or inadequate fiekd supervision and review,
should be prompily discussed with FRI aftorneys and addressed. We also
believe that the FBI OGC should establish mechanizms for spot checking
eniries into the new NSL data system using resources avatlable from the FIBL
Inspection PYviston and the FBPs new QIC, Moreaver, FII1 personned
aunthorized {o request information pursuant to the NSL authorities muast
know that the use of thess sutbhorities imposes requirements and
responaibilities for which they will be held accountable. (U}

FRI Actions Taken to Address the Recommendation: e} clarifying
the distinctions between the two NSL authorities in the Fuir Credit
Reporting Act: A memorandum dated March 5, 2007, issued to all §izld
offices and the Counterintelligence Division by the FBI National Security
Branch (NSB}, clarified the distinction between 15 USC, § 1681u and
15 UKL, § 1681y of the FCRA angd mandated a review of NSLs fssued under
the FORA. The distinction beltween the two NSL authortties also is
highlighted in the Comprehensive Guidance EC. L)

As we describe in Chapter Three of this report, on March 5, 2007, the
FBI's Executive Assistant Dvrector for the NSB also divected all B8 field
offices (o review all NSLs issued pursuant to the FCRA in
counterinteiligence case fides from 2002 thraugh 2006, The purpese of the
review was to determine # any of these NSLs requestad consmmer fnll oredit
reports in violation of 15 U.5.C. § 1681y or resulied in the tmproper
collection of such reports in response 1o NSL requests for Himdted credit
information pursuandt to 18 U.S.C. § 1681w, The directive stated that sl
such incidents must be reported to the FBI OGO as potential intelligence
viodations regardiess of whether the information was reguested by the FBI or
erraneousty produced by the credit reporting agency. The memorandum
dirvected that any improperly obtained consmmner full credit reports be
removed fram ihe files and that any possible intelligence vilations identified
through the review be reported. We descoribe the resulis of the FCRA review
in Chapter Three of this report. {n swm, the review showed that the KB
issued at least 33 NSLs seeking conswer full credit reporis in
counterintelligence cases in viclation of the FURA NSL statude and internal
FBI policy. In 29 of these 33 matlers, the FBI abtained the consumer fnll
credit reports. The unsuthorized Inforimation was sequestered in 23
nstances, refurned to the third party provider in 1 instance, and in 8
instances the BECs did not stafe what was done with the information. (U

The FBI General Counsel also provided (ratning at the

counterintelligence conferences for SACs in Jarmary and February 2007
regarding NSLs., the SACSs' reaponsibiltties prior to authorizing NSLs, sad the
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fact {hai an KSL for a consumer full credit report is not authorized in a
counterintelligence investigation absent an nternabionsd terrorism nexus, {U)

In addition, new NSL training addresses the distinciion between the
two FCRA NSL authoritics and cmphasizes the need to ideniify a nexus to
international terrorisro betore generating an NSL pursuant to 16 US.C
§ 1681y in a counterintelligence investigation. {1}

OIG Analvsis: 4{e} The FBI's FURA review revealed that 20 percent of
the FRI's ficld offices (11 of 55} ixsued a total of 33 fmproper FORAv NSLs
during 2002 thwough 2006, the S-year pertad covered by the review. In 89
of these instances, the FBI improperly obtained consumer full credit reports.
The review determnined that ondy two of these matiers had previcusly been
reported to the FBE OGO pursuant o the mandatory sell-reporting
requirement. The review also showed thal 64 pereant of the FBUs field
oifices [35 of 56} issued a total of 233 NSLs secking limited credit
information pursuant to I35 U.S.C, § 1681w during the review period, in
response to which the credit reporting agencies improperly produced
consuingy fall eredit reports. Only 6 of the 233 unauthorized collections
had previcusly been reported to the FBI QGO pursuant to the mandatory
self-reporting requirement. Thus, only & percent of the improper requests
and 3 percent of the unauthorized collections were self-reported to the FBI
QG L)

The results of the FB's review demonstrated continued confusion or
mmadeguate knowindge about the statutory requirements for FCRA NoLs
among case agents, supervisors, wd COCs throughout 2008, Moreover, the
resudls demonstrated the inelfoctiveness of the FBs mandatary self-
reporting requirernents. The case agents, their supervisors, thetr attormeys,
and the SACs did not recognize that they had made mproper requests
under the FCRA. Similarly, the case agents and analysis whe reviewed the
responsive records did not recognize the receipt of the unauthorized
collections. {U}

The QI believes that the steps thus far taken by the FBI will help
clarify the distinetions between the fwo types of FORA NSLs. In addition,
the new N&L data syxizm is prograusned so that FBI personnel cannot
generate an NESL request for a consumer [ull credit report from a

ounterintelligence case file. Also, as demonstrated in the new NSL data
system training module, when the statute nnder which the records are
requested is selected, the language of the stafute appears in a textbox. The
text of the NSL statute informs the requester what records the Fi3l s
authorized (o obiain under each NSL statute. The resulls of the FBl's
review of FCRA NSLs will also assist the FBI in developing urther trajming
to assist agents and supervisors in distinguishing the two types of FCRA
NSLs, {13
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However, successiul implemerniation of this recommendation will
require review by case agenis, thelr supervisars, and CDCs and
Headguarters attorneys of all FCRAv NSLs to verify the required nexus to
international terrovim exisis. To identily any unanthorized collection of
records oblalned in response to any type of FORA NSL, the responsive
records must be carefully and consistently reviewed upon receipt. Case
agents and their supervisors must be vigilant to ensure that any
unauvthorized collections are promptly fdentified and reported in accordance
with ¥FBI pelicies. (i)

FBI Actions Taken fo Address the Recommendation: 4{d) reinforcing
internal FBI policy reguiring that NSLs must be issued from
investigative files, not from control files: In an EC dated February 23,
2007, the FB{ OGC mandains that NSLs be tssued from open investigative
files and that the NSL approval BC must ot refer solely 0 g condrol file
number. The Comparchensive Guidance EC also prohibits NSLs from being
issued aclely from a control file. The EC potes that absent reference to an
autharized Investigation it is diffionll for the FB to ensure for purposes of
congressional reporting and aaditing that the requirements of the NSL
statute are wet. {1

The new NSL data system incorporates the requirements of the
Fehruary 23, 2007, BEC m its programming by prechuading case agents from
genterating an NSL solely from a contral file. {10

OIG Analysis: 4{d) The steps taken by ihe FBI reinforce internal
policy requiring thal NSLs be issusd only from investigative files, not solely
from control files, The clear guidancs contained in the February 23, 2007,

- EC mandates that NSLs be issued from open investigative cases and further

states that: (3} the NSL approval EC must refer (o the mvestigative case file
or sub-file number of the investigation {o which the N8L relates; (2] NSLs
should not be issued under control file mumbers; and {8 investigative
activity requiring an open investigation, such as issuing NSis, may not be
corhicted solely from a conrol file. This policy was reiterated in the
Comprehensive Guidance EC and also is referenced in the FB's mandatory
NSL training provided for isld agonts assigned to courderterrorism or
counterintelligence squads. Additienally, the new NSL data system will
ensure that NSLs are not heing requesied solely from condrol or
administrative files. {3}

Both the Attomey General's Guidelines for FBI National Seourity
Investigations and Foreign intelligenice Collaction (NS Guidelines}) and FBI
policy require that an NSL issued in a national securilty investigation be
fasued from an open investigative file. Regular mwonitoring that inchudes file
reviews and periodic reminders will help ensure that NSLe are issued only
from open national security tnvestigation case files. (L0
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Recommendation No. & {10

Consider seeking legislative amendment to the Electronic
Communications Privacy Act to define the phrase “telephone toll
billing records information.” {0}

Background: We found in our frst NSL report that FBI agents and
attorneys freguently had questions regarding the types of records they could
obtain when requesting “toll billing records information,” a term that is not
delined in the ECPA NSL statute. The imprecision of the statutory language
and sparse case law generated nuidliple inguiries by CDCs {o NSLB
attorneys and confusion on the part of communication service providers
who provided different types of information in response {o the FBI's ECPA
NSLs. Accordingly, we reconnnerded that the FBI consider secking
legislative revision of the BOPA NSL statuie to clarify the recordds the FBI is
parmitted (o abiain and ensure conststent inderpretation of the statute. (U)

FBI Action Taken in Address the Recommendation: Based on
recomnendations rom the FBIL the Departiment has drafted a proposed
amendment 1o olarify the phrase "telephone toll billing records information”
in the ECPA. The proposed amendment specifies the types of information the
FBI can obtain pursuant to the ECPA NSL statute. The proposed amendment

as cleared by the Office of Management and Budget and was sentt to
Congreas on July 13, 2007.%% The proposed amendiment wouldd authorize the
FBI to obtain the {ollowing records in response o BOPA NSLa: (1)

e mans; (U}
¢ address; (U]

» locgl and long distance telephone contection records, or records
of session Umes and durations; (L)

« length of service {including start date) and types of service
utilized: (1Y

» telephone or instrument number or other subscriber munber
or identity, including any temporarily assigned network
address; (11

»  means and source of payment for such service including any
eredit card or bank acoount numberd; and (U]

« records ”entifying the origin, routing, or destination ol
electrorde communications, (Ul '

¥ The FBIEQGE had no additions information on the status of the propesed
legislation as of Pebruary 2008, {U)
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QI Anatysis: The OIG agrees that, i enacted, the proposed
amendment o the BCPA NSL statute would clarify the meaning of the
phrase “telephone toll Wdlling records information” by specifying the types of
records and information that the FBI can obtain in counterterrorism and
counterintelligence investigations from clectronic communication service
providers and remote computing services. {U)

Recommendation No, 6 {U)

Consider measures that would enable FBI agents and analysts to
{a) label or tag their use of information derived from national security
letters in analytical intelligence products and [b) identify when and
how often information derived from NSLs is provided to law
enforcement authorities for use in criminal proeceedings. (1)

Background: We {found n our first NSL report that the FRI generates
a varisty of analytical infelligence produsts using information derived from
NSLs, These inchade analyses of communication and financial links
between investigative subjects and nthers, as well as analyses of NSL-
derived data in relation o information developed from other intelligence
fechniques that are stuved in athor FBI databases, such as the Investigative
Data Warchouse, NSL-derived data also is used to generate more {ormal
intelligence products, such as Intelligence Information Reports, Intelligence
Assessmients, and Intelligence Bullating, These produats are stored in
various FEI databases, shared within the Department and with Joint
Terrorism Task Forees (JTTF], and disseminated o oiher nderal agenecies
and other roombers of the Intelligence Comununily, The FBI alse provides
informsation derived from NSLs w law enforcement authorities for nse in
criminal proceedings. However, bhecause NSL-derived {nformation is not
marked, tagged. ar olherwise identified as coming from NSLs when il is
entered in FBI databases or when it is shared with law enforcement
authorities or other Intelligence Community members, it is impossible to
determine when and how often the FBI provided NSL-derived information
o law enforeement authoerities for use in criminal proceedings (one of the
topics the Patriot Reauthorization Act directed {he OIG to address in our
NSL reports]. Accordingly, we recommended that the FBI consider
measures to labei or tag NSL-derived inlormation so that the FBI's use of
the information can be betler tracked In intelligence products and in
criminal proceedings. {U)

FBI Actions Taken {o Address the Recommendation: Al the direction
of the Attorney General, in July 2007 the Department’s Chief Privacy and
Civil Liberties Officer convenad & National Security Letter Working Group
(NSL Working Group) to exaimine issues regarding retention of N&L-derived
information. The Attoroey General directed the NSL Working Group to
evaluate how NSL-derived information is used, stored, and disseminated,
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with a particular focus on the retention of NSL-dertved information. 14 The
NSL Working Group considered information provided te i by the FBlL about
enthancements to the FBUs intormation technology systems designed {o
support agents when handling NSL-derived data. 5 )

The N&L Working Group concluded that tagging of NSL-dertved
information was not feasible at the thoe, but i reconunended that the FBI
require NSL-derived information (o be placed in a specific sub-{ile of the
pertinent fnvestigative file. In a drafi memorandum to the Attorpey General,
dated August 17, 2007 (NSL Working Group August 2007 Draft), the NSL
Working Group stated: (U]

Recause the [FBI's] new systems provide for the striactured
storage of mlormalion and NSL information can be segregated
in the database, the Working Group concluded that the
individual tagging of NSL- ﬁemwd data did not provide any
measurable value for privacy protentions al this time, That
said, and as explained in more detad i the FBI's proposesd
directive, ensuring that information derived from NSLs is
appropriately labeled as such and Hed fo a specific NSL does
function as a form of tagging. The benefit to privacy of
reguiring additional tagging, such as through meta-tags, was
determined to place an undue hurden on tiw operation of such
an importam tool. (U]

in hrief, the NSL Working Group cancluded that additional measures
requiring the tagging or Tabeling of NSL-derived nformation would “place an
undue burden on the operation [of NSLs.1" {1}

As an alternative to tagging, the NSL Working Group recommended
that the FBI label all NSL-dedved information and place the paper copies or
cleetronic media in an investigative case sub-file spectfically designated for
NEL-derived information. The NSL Working Group alse recommnended that
the FBI implement minimization procedures for NSl-derived information
that were developed by the NSL Working Group. Several of these proposed
procedures replicated procedures thal the FBI had already developed and
implemented inn response o the QIG's rawxmncndatx(ms in our first NSL
report. (L)

2 We provide Further analvats of the NSL Working Group's recommenidaiions in
Section U of this chapter. {18

% The enhancemauty included inproved processes for: {1 approving and
aatharizng the issuing of NSLe [ reviewing and idenidfying the responsiveriess of records.

produeed pursuard to N3L requests; and {3) ensuring that enly NSL-dertved information

deemed to have pvestigative value be upleaded into any F8I database. {3
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The NSL Working Group also concluded that exdsting eontrols and
enhanced guidelines established by the FBI on the acquisition and use of
NSL-derived information, it properly followed, conld protect privacy
interests. The NSL Working Group also staied that the FBI has made
significant progress in responding to and rectifying previous concerns about
its compliance with statutory and puidelines Bmifations regarding the use of
NSLs, has a better mechanism for tracking its use of NSLs, and is subject o
additicnal oversight through the NSLL {U)

QI Analvsis: As discussed later i1 this chapter, while we agree that
the FBI has made signilicand progress in addressing our coneerns about
compliance with NSL authorities, we hellsve #t is {00 scon to say that the
FBI has “rectified” many of the problems we identified in our first NSL report
and {oo early to fully assess whether the new systems and controls will
recduce or clinnate these concerns. {U)

The OIG believes that the NSL Working Group’s analysis of the
tagging issus does not take ivdo copsideration the FBI's existing process for
laheling NSL-derived infornnation in the ACS system and Telephone
Applications daitabase, and whether that process ran be adapted-without
undue burden and cost to follow NSL-derived informadion as it travels
through other databases and uses, The OIG recommuends the FBI and the
NSL Working Group give additional consideration to whether the FBI couldd
buiid vpon existing databases withouwt undue burden or cost to label or tag
NSL-derived information and (o identify when and how often lnformation
derfved from N&Ls is used in analyviical intelligence products and provided
o kow endforcement anthorities for use In crirminal procecdings, (U

Recommendation No. 7 {U]

Take steps 1o ensure that the FBI does not improperly issue
exigent letters. (U}

Background: In our Orst NSL report. we found that on over 700
accasions the FBI obtlained {elephone toll billing revords or subscriber
information from 3 communication service providers without first issuing
NSLs or grand jury subpoenas as the statute reguires. Instead, the FBi
obtained the records with "exigent letters”™ that were signed by FBI
Headguartiers Counterterrorism Division personnel who were not authorized
to sign NSLs. We also found through interviews of the Cowrgderterrorism
Division's Communications Analysis Unit {CAU} personnel and a review of
FBI documants that ithere sometimes were no pending natinnal securily
investigations associated with the reqguests at the time the exigent lelters
were sent, In addition, we found that due to inadeguate recordkeeping, the
FBI was unable to provide reliable documentation to substantiate that NSLs
or other legal process was issued o cover the records obtained in response
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10 a sample of exigent letiers for which we requested such documentation,
We also determined that cxigent lelters sometimes were used in non-
pmergency circumstances. (U

We idendilied additivnal problems with respect to the CALVs effornts o
issue after-the-fact NSLs to cover records obtained from the tree
commmunication servive providers urider contract with the FEL. Among these
probiems wore that the CAU generally: (1) did not inform field division
personnal who they asked to issue the NSLs that the information had
already been acquived by the FBY and (81 did st consistently provida
information establishing predication for the regquests necessary 1o satisty the
ECPA NSL statuie, the Atlorney General's NS Guidelines, and internal FHI
policy. As a resull, the approval ECs issued in connection with the alter-
the-fact NSLs sometirnes viclated the Attorney General's NS guidelines and
FBI internal policy. (L)

We concluded that by issuing exigent letters rather than NSLs, the
FBI circumvenied the reguirements of the ECPA NSL statuie and violated
the Altormey General's NS Guidelines and internal FBI polivy. We were not
convinced by the legal justifications offered by FBI attormeys for acquiring
the records through exigent letters: (1} to reconctle the strct reguirements
of the ECPA NSL statule with the FBI's mission {o prevent terrorist altacks
anet {2) thal use of exigent letfers could be defended as a use of the ECPA's
emergency voelurgdary disclosure awthority for acquiring nan-content
information (18 1L3.C. § 2702{cid}}. Accordingly, we recommendad that the
FBI take steps to ensure that the FBI dees not issue exigent lotters. {U}

EBI Actions Taken 1o Address the Recommendation: tn an BO dated
March 1. 2007, the FBI QGC issund a directive prohibiting the use of
exigent letters that promise future legal process and refterated the
auvthorized procedures for obtaining telephonie records pursuant {o the
emergency volurdary disclosure provision of the ECPA, 18 U.S.C. § 2702
fcH4). The Comprehensive Guidance BC and mandatory NSL tralning
provided to field and Headguarters personnel reiferated the prohibition on
the use of exigent leiters, In the course of the FBU's review of field and
Headguarters NSLs, the Inspection Division included questions designed {o
ascertain whether exigent letters were used by FBI personnel outside the
CAU. The inspectors found no Instances in which exigent letters were used
by the Geld in {he case files they reviewed. {U)

The FBI OGC alse told us it is meeting regularly with the NSD o
address issues previously ideniified by the OIG in our first NSL report. In
acddition, as discussed further in Reconunendation No. 9, NSLB attorneys
regularly attend operational meetings of the Headguarters Counterterrorism
units that had previously issued exigent letiars and Counterintelligence
units to provide legal advice, spot legal issues, and provide oversight on
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national security matters, ncluding lssuance of NSLs, The NSLE has alse

assigned two NSLB attorneys, one gach o the New York and Los Angeles
fleld divisions to provide advice on the use of mtelligence techmques
including NSLs, authorized by the Atlarney General's NSL Guidelines.
Ach:inmn'ziiv, the FBI OGO said it has added two Senior Executve Service
posifions within the NSLB to oversee national securily malters. (U}

OQIG Apalysis: The OIG agrees with the FOI's actions to prohibit use of
exigent lettors, Since our first NSL report, the FBLOGC has sent several
comnmutcations and reiterated in periodic mandaiory NSL brafning that
exigent letters promising legal process in the Inture are prohibited. The FBI
alse has clarified the methods by which {t may oldain certain non-content
telephone and e-tnall trapsactional data in emergency clrowmstances in
aceordance with authority in the BCPA, 18 UL.80. § 2708 clid). {L

The OIG believes that by issuing two ECs, providing mandatory NSL
training prohibiting use of exigent etters, requiring NSLB attorneys i
reguiarly attond counderterrorism and counterintelligense aperational
meatings, placing RSLE aftomeys in the New York and Los Angeles field
divisions, and adding twn Senior Executive Service posttions within N&LI,
tha FBI has taken t}w sleps necessary to provide needed oversight of national
security lefter matiers, While we have no knowledge of additional exdgent
letters being issued in 2007 subsegquent to the March 1, 2007, and June {1,
2007, guidanve memorandsa, the FBI must continue toe emphasize in
mandatory NSL training for all personnel assigned {0 programs overseen by
the National Scourtty Branch and to FBI managers the prohibition against
using exigent letiers and other circumventions of the N&L statutes. In owr
fortheoming report, we will provide additivnal recommendations designed to
address the findings of cur fovestigation of the FBI's use of exigent letfers, (Uj

Recommendation No, 8 {11}

Take steps to ensure that, where appropriate, the FBI malkes
requests for information in aceordance with the requirements of
national security letter authorities. (10}

Background: In the course of pur first NSL review, we identifined a
variety of Instances in which the FBI used NSLs contrary to statutory
limitations, Attormey General Guidelines, or internal guidance or policies.
In addition to the use of exigent letiers {discussad above in connection with
Recommendation No. 7). the instances of improper or illegal use of N&L

- authorities in 2003 through 2008 generally fell into the following

categories: {U]

« issuing NSLs alter the nvestigative guthority to condunt the
undlerlying invesligation lapsed; {{h
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» obtaining ielephone toll billing records and e-mail subseriber
information coneerning the wrong individuads; {13}

» oblaining information that was not requested in the NSL: (U]

» obtaining information beyond the time period referenced in the
NSL: (U

» issuing FOHA NSLs seeking records that the FBI was not
authorized o oblain, such as ssuing FORAv NSLs seeking
consumer Ll eresdit reports for counderintelligence
Investigations with no international terrorism nexus: {U)

+ issuing an BUPA NSL seeking an investigative subject’s
educational records, including appleations for adimission,
emerganey contact information, and assoclations with campus
organizations; and (U

» issuing NSLs exclusively out of contrel files rather than from
investigative files in violation of FBI policy. {U)

In our first NSL report, we also dentiled repealed fatlures to adhers
to internal FBLOGC guidance regarding the dooumentation necessary for
approval of NSLs, In owr review of 77 lovestigative files and 283 NSLs m 4
FRI ficdd offices, w founad that 60 pereent of the investigative files contained
one or more of the following mfractions: {U)

«  NSL approval ECs that were not reviewed and initisled by one
or more of the required field supervisors or CRC; (U)

s NSL approval ECs that did not cantain ail of the required
information: and (U}

+  NSLs that did not congain the recials or other information
reguired by the authorizing statutes. (U}

While these indractions did not rise i the level of possible finfelligence
violations, they were violations of the FBU's interniad control policies
established (o ensure the proper review, use, and trackiug of NSLs. For
exarple, review of the NSL package is designed {0 ensure that errors or
inadequate predication are identified and correcied belore an NSL is issued.
If elements of the approval EC or the NSLU are missing, the FBI official
signing the NSL cannot be assured that the required predication,
specifications of {tema songht, and statutory authority are correct. {U}

FBI Actions Taken o Address the Recommendation: {U)

New Guidanee: The June 2007 Camprehensive Guidanes BC provides
guidance on the use, requirements, and reporting of NSLs by reminding FBI
perseunnel of the statutory and procedural authorizations and restrictions;
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requiring sulficient and independent supervisory and legal reviews;
requiring that FBI personnel use “madel” NSL and approval EC forns posted
un the NSLEB's website to ensure all statutory requirements are met and
decreage the Hkelihpod of errors: providing checklists for use in drafting the
approval BC and NSL. bor reviowing responses (o NSLs, and prior to
disseminating NSL-derived information; and identifying what constitutes a
passible intelligence vickition and spectlying required actions in the event a
passible intedligence violation is discovered, {Uj

The Comprehensive Guidance BC desoribed the lour N3L statuies and
the specific types of informmation that can be obtained from third parties
using NSLs. 1t also amphasized that the contont of communications cannot
be ghiained with an NSL. 1 clarified that {1 | bl

Faay 1ol e requested rough an Nabs a8 & maiier of poficy,

even though these elements have not been determined to e “content”
vnder the ECPA NBL statuie. ){{3

The guidance cautioned dralters of approval ECs and NSLs to review
the carefully {o ensure that the information requested by the EC {such as
tedephone, eqmail, or other account rmbers) rmateh those in the NSL and
that there are no typographical errors that eould resull inn vnanthorized
collection and a possible intelligence violation. The guidanee alse directed
that all approval ECs and NSLs must be reviewed for legal sufficienay by the
CIDIC at the field office or by NSLE atiorneys at H&a_ciqur_u“{.ers before being
forwarded to the appropriate designated approving official. {3

Cm March 5, 2007, the FBI NGB issued a separate gaidance
memorandum clarifying the distinctions between the two NSL authorities in
the FCRA. U}

Training: The NSLB has developed a new NSL training module
incorporating the findings in the OIG's first NSL report and addressing the
common errors disoussed i the repart such as typographical errors,
confusion regarding the two FCRA N8L authorities, and legal review and
approval of NSLs. The tralning refors to the FI3Ps March 2007 prohibition
on the use of exigent lefters that ;:n amise future legal process and
establishes procedures {or properly c}htammg information in emergency
situations in accordance with 18 UL.5.C. § 2702, FBI QGC officials {old us
that the FBI OGC and the NSLB will review the [indings of the Inspection
Division's review of N3Ls in the field and Headguariers divisions 1o
determing if additional procedures or training would improve compliance
with this auihority. (U}

The FBI OGC has mandated that all NSLE attormeys visiting field
offices conduct NSL training during their visits. From March 2007 through
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February 2008, 45 of the FBI's 86 field oifices and at least 3,042 FBI 8eld
and Headguarters personnel invnlved in preparing and reviewing NSLs
received live NSL training from NSLB atiorneyvs. 1® While some I{(xldqzmrt(*r‘s
units had already rec gived NSL iraining following the release ol our hrsl NSL
report, mandatory traindng for personnel in the Counterterrorism,
Counterintelligencs, and C}r{wr Divisions was conducied in early May 2007,

The NSLE and the Training Division developed an online virtual academy

course on NSLs that will be reguired for all personnel involved in drafting
and approving NSLs and will supplement live training. NSL fraining also
has breen praovided 1o non-FBI agents serving on the JTTFs natinnwide. {U)

On August 21, 2007, the FRI stated in a written response to an OIG
request for fodformation, that all FBI cmplovees must complete mandatory
iraining refated o NSls, According to the memorandum, NSL iraining is
affered to new professional stall and o all new Special Agents. A mandatuw
2-hour block of instruction is provided during the 17th week of New Agent

Training. {1}

Management Mentings, SAC Conferenons, and the Annual CLC
Confrrence: As noted above, the FBL Deputy Director {old us that NSLs
were a major topic of discussion at quarterly Strategy Performance Sessions
he chaired via telcconference that were attended by SACs from the FBRIs 56
field offices. Al the sccond guarter 2007 sessions, the Deputy Divector
discussed the findings from the ORY's Hirst NSL report and the steps that the
FBI has taken to resolve the OIG r(*{‘amumndalmma and to implement
procedures directed by the Attorney General. {1}

Alse, BACs fald us that NSL compliance was discussed at the annual
SAC conference held in October 2007, N3LE attorneys also provided a
presentation on use of NSLs at the CDO conference in July 2007, which
ineluded an overview of the findings in the QIG's first NSL report; a
discussion of each of the NSL stalules: an overview of the NSLB's guidances
on standards and approvals {or NSLs: and the reguired elements of the
NSLs, model NSLs, and approval ECs, NSLs also were discussed af squad
meetings within field offices, and fisld office personmed told ns that they
received nunmerous e-mails from FDI OGO altormieys and CDOs providing
guidanoce onn NSLs, {U)

Office of Irtegrity and Compliance: As described more fally in Section
HI of this chapter, the FBI has created a new Office of Integrity and

1 Artempdees ad these trainiog sessiony included Seorstaries, Paralsgals, Intelligence
Analysts, Linguists, Special Agents, Supervismy Specisl Agents, Section and Unit Chiefs,
non-FBI Task Force Officers, Supervisory Resident Agents, Assistant Division Connsels and
Chief Division Counsels, Assistant Special Agents in Charge, Special agents in Charge, FBY
OGC attorueys, and Depuly Assistani DHrectors. {U)
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Compliance {OIC} that reporis {o the Deputy Director. The mission of the
OIC is to develop and oversee a program that develops compliance
standards and training progravns: identifiss compliance risks in FBI
operations and makes sure that pecessary andits are pevformed: and
spsures that natonal securily investigations and other FBI activities are
conducied in 8 manner consistent wﬂ.i._t faws, regulations, and policies. The
OIC is also required to deliver an annual report an compliance issues. v (U

Enhancemerts to Information Te Chzmiﬁg}f‘ As described in
connection with Recommendations Nos, 2 and 4., the new NSL data system
is designed to guide the user to more geeurately and completely preparve
NSLs angd route the NSL through the required levels of review, Upon
completion of all approvals, the system will generate approval ECs and NSLg
for signature by field or Headguarters approving officials, The now NSL data
system also s programmed to prechude users om preparing an NSL
seeking a consumer full credit report in a conmterintelligence nvestigation
that lacks an international tervarisin nexus, For each type of NSL, the data
system generates a link o the fexi of the statute to irdorm the requester
what records are authorized to be requested. {15

Additonal Support for the FBLOGC: The FBI OGC has been
assigned {wo new Sentor Executive Service positions within the NSLEL One
posiiion will hiead a new section nverseeing operafional aspects of national
seeurity law while the other will head a National Seonrity Law Training and
Poliny Section. The FBI told us ﬁmi these positions were Hilled in February
2008, {1

FBI QGO officials told us that they are meeting regularly with the NS
and consulling with it on the development of new policy regarding NSLs o
address issues identified in our first NSL report. In addition, the NSU and
the NSLB conducted 15 national scourity reviews in 2007, which included a
review of the use of NSLs. These reviews were accompanied by NSL training
i such training had not recently been glven, (1)

OIG Analvsis: These inftiatives are positive sleps that will help the
FBI ensure NSLs are issued in accordance with the requirements of national
seourity letier authorities. The Comprahensive Guidance EC compiled in
one document NSL guidance and memoranda that had previcusly been
issued piecomeal over several years, This guldance also addressed several
of the major findings in cur first NSL report, clarified the NSL process, and
resolved prior condlicting guldance., We found that the Comprehensive

¥ Deputy Director’s Qfffce, Federal Bureaa of hnvestigation, glectronic
conmmunication o Diector’s Oifice, Finance Divisinn, and Inspection Difvisiort,
Estabdixhowat of Now FI3T R Divisitrey;, Divector’s Office Creation of the Gffics of Integrity
and Compliange, June 5, 2007, {18
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Guidance BEC was favoerably received by field personnel, who described it
during cuy inderviews as “very comprehensive,” “very helpful.” "a very

worthewhile resource.” and “thorough and well done” (U}

The FBI has also identified additionsd opportanities and methods for
providing NSL training so all FBI personnel assigned o national security
investigations will be awars of the condents of the guidance, including the
requirements of the statutes and the required steps in the NSL preparation
and approval progess, (L)

By issuing the Comprebensive Guidance EC, providing additional
training on NSL procedures to field and Headguarters personnel, adding two
asenior level positions  the FBY OGO Lo ovarses legal issues arising in
national security nvestigations, participating in the KSiYs national security
reviews, and creating a new NGL data system. we believe that the FBI's
ahility to vomply with NSL authorities will improve sigoicantty. (13

Recommendation No. 9 {U)

Impiement measures to ensure that the FBY OGC is consulted
about activities undertaken by FBI Headguarters National Security
Branch, including its operational support activities, that could
generate requesis for records from third parties that the ¥FBI is
anthorized to obtain exclusively though the use of its national security
letter authorities. {U)

Background: In our first NSL report, we noted our concern about the
ability of NSLB attorneys o obfain accurate and complete {oformation about
the FBI's use of NSL authorities. Qur review of the FBI's use of exigent
letters used by the CAU and “certilicate letiors” usad by the Terrorist
Financing Qperations Scction (TFROS] determined that FBI OGC altorneys
were not consulted in advanece about tools used hy Headogusuters CTD
units® For example, we determined that NSLB aliorneys responsible lor
providing guidance on the FBI's use of NSL authorities were unaware of the
CAU's practice of using exigent letters untill late 2004, although CAU
personnel bad been using these letlers as early as 2003, {11

We also determined that the TFOS issued at least 19 certificate leticrs
to a Federal Reserve Bank seeking financial records concerning 244 named
individuals instead of issuing NSLs pursuant {o the Right {o Financial

2 These certificate letlers were used instead of issuing NSLs pursuant to the Right
to Financiad Privacoy Act [BEPAL The letiers contained certifivations that there were
“specific and ariicudable facts giving reason 1o believe that the customer or entity whose
recovds are sought is a foreign power or an agent ot a foreign power as defined i 30 U800
818017 {U

@éi( 0



SECEET 7]

Privacy Act (RFPA). We alse found that the TFOS cordinued to issue
ertificate letters despite an August 2004 restriction on this type of roguest
by the FBI Assistant General Counsel. As a maiter of policy, the Federal
Reserve Bank requires that the FBI issue EFPA NSLs o obtain its records.
Accordingly, Federal Reserve altorneys later stated that the Pederal Reserve
Bank showld not have provided the bank records in response o the
cortificate letters because they wore net dudy authorized REPA NSLs, (U}

I ouy first NEL report, we also found that FBI Headguarters
personnel regularly {ssued NSLs seeking electronio commurtcation
transactional records exclusively from “eontrol files” rather than from
mvestigative Bes, a practice not permitied by FBI policy. This practice
prevents a reviewing or approving aunthority rom determining whether the
NSLs were issued in the course of authorized investigations or whether the
nfprmation sought in the NSLs was relevant o those nvestigations.
Docuwmentaticn of thds information is necpssary to establish compliance with
NSL statutes, the Attormey Geperal's NS Guidelines, and Internal FBI
policy. (U]

Accordingly, {o ensure that Fi OGO attorneys are consublted about
activities undertiaken by the N3SB, we recommended that the FBI implement
measures to promats tmely consuliation about the NSB's activities,
including fix operational support activities, {U)

FBI Actions Taken to Address the Recommendadon: The FIBI OGC
mandated in April 2007 that NSLE atiorneys involved in national security
faw matiors regularly attend operational mestings to provide legal advice
arud oversight., Altorneys o the two NSLB unidis that provide legal advice to
counterterrorism operations regularly attend meetings of the CAU, the
Electronie Surveillance Operations and Sharing Unit, and the
Communication Exploitation Section at Headquarters, The NSLEB attorneys
that provide legal advice 1o counterintelligence operations now alse regularly
atiend eperational meetings {o play 8 more active legal role. Additionally,
NSLE Unit Chiets regulanly atiend operational mestings and have daily
contact with thedr units to provide legal advice, to spot legal issues, and to
provide guidance and oversight on nalional securily matters, including
NSLs. The NSLB has also assigned an NSLB aftorney to each of two large
field offices, New York and Los Angeles, to support the national security law
program in those offices. (13

NSLE attornieys also have provided new NSL training to operational
undts in the CTD and the Counterintelligence Division. The FRI OGC has
pasted an NSL {raining presentation on the NSLB's website and has posted
online a virtual academy iratning course. {U}
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The Compreliensive Guidance EC mandades that all N8ILs and NSL
approval £Cs fssucd by Headguarters components b reviewed and
approved by NSLB attorneys, Prior tn this mandate, Headquarters officials
authorized o sign NSLs were encouraged bt nol reguired o consult with
the NSLB. {1}

QIC Analysis: The OIG believes that the reguirement that all
Headquarters-issued NSLs be reviewed by NSLB altorneys, the attenvdance
of NSLB atftormeys at meetings of the CTD and the Counterintelligence
Divigion sections to which they are assigoed, and mandatory attendance by
RELE attorneys at cortain CTD operationad meetings should help identify
use of new htelligence tools or unconventional requests that may Implicate
NSL authorities or ciber inlelligence techniques. In addition, mandatory
guarterly tvaining of personns! from the specified CTT units should help to
ensure that FBI OGC attarneys are consulled about the CTD's activities, (U}

However, we believe the FBI should alse have NSLB atiorneys
sirntlarly participate in operatonal meetings of other units in the CTD and
the Counterintelligences Division in addition to the units that already have
been associated with inproper use of NSLs, By participating in these
opcrational meetings, it is more Hkely that the FBIOGC will be in & position
fo identify and address requests {or information that may be inconsistent
with the FBI's ehligations under the NGOL statuies, applicable Altomey
Gergral Guidelines, and internmal policies governing the use of NSLs, {U)

Recommendation Neo, 10 (1)

Ensure that Chief Division Counsel and Assistant Division
Counnsel provide close and independent review of regquests to issue
national security letters. {1

Background: In our first NSL report, we identified circumstances in

which some CDCs and Assistant Division Counscls {ADC) were reluctant (o

provide an unbitased, independent lggal review of NSIs for fear of
antagonizing or second-guessing their supervisars, the Special Agents in
Charge, whe had alveady approved the underlying investigation. While
recegnizing (hat review of NSLs is only one ol many issues on which CDCs
independent legal advice s eritical, we recomnended that the FBI consider
measures to ensure that CHCs and ADCs provide thorough and
independent oversight of NSL requests. (U]

FBI Actions Taken to Address the Recommendsation: The
Comprehensive Guidance EC mandaies that CDOs and ADCs provide
independent legal review of NSLs., The EC stated that the CDCs and ARCS
legal reviews are separate from and independent of the investigative reviews
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cordlucted by SACs or Headquarters approving authorities, The guidance
stated that & legal review should consider whethwr: (U}

« the indormation songht in the N8L is relevant {o an authorized
national security investigation (an iovestigation to protect
against international terrovism or clandestine intelligenee
activities); (U}

» there is an open and authorized FBI preliminary or full
imvestigation from which the NSL is being lssued: and (U]}

+ there iz sullicient predication for the underlying investigation
and that prodication is sulliciently detatled in the approval
EC. (U]

The guidance also stated that # the CDCs, ADCs, or NSLB attormeys
determine that legal sulliclency does not eddst, they must return the N&L
document to the requesting employes for revision. Similarly, if the aftorney
determines that ks fnfrusive means of obtaining the information are
feasible, the NSL will nof be approved. {U)

On Marceh 15, 2007, the FBI General Counsel held a conference call
with all CDCs and on March 30, 2007, sant an e-madl to all CDCs and ADCs
reminding them of the need o provide independent legad review of NSLs.
The FBI Director stressed at a conference of all SACs the tmporianss of
CDCs providing independent legal advice and stressing the role of the head
of the office in creating an enwvironment that would foster such advice, The
Reputy Director suid that at the October 2007 SAC canference and during
guarterly Strategy Performance Sessions, he also informed SACs of the need
for them to recognize the independence of the CDCs and ADCs. NSL
training also emphasizes the requirernend that legal roview be conducied by
CDCs, ADCs, or NSLB attorneys. {U}

The ¥FBI General Counsel and the FBI's senior leadership are still
considering how to address the fssues identified in our first N&L report
arising from the current reporting chain for COCs. While CDCs continue to
report to field division SACs, the Genoral Counsel teld us that she is
cousidering whether the CDCs arc assigned an unreasonable level of
collateral duties that distract them from focusing on their legal duties. If
she concludes this is the case, she will discuss the matter with the SACs,
As we noted it our first NSL report, this ssue involves difficu! institutional
questions beyond the issue of complance with NSL authorities. (L)

OlIG Analysis: The actions taken by the FBI reinforced that CBCs and
ADCs should provide independent legal review of reguests to issue NSLs.

- The Deputy Director of the FBI and the Assistant Direetor of the CTD both

told us that they believe CD{s exercise independernt judgment in evaluating
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NSLs and could not identify any circumstances in which they had not done
so. The Deputy Director stated that it is in the best inlerest of the SACs to
have the CDCs” best, candid advice - even ¥ such adviee is nof what SALs
want {0 hear. He sald hie bas discussed this issue with SACs during s
qurarterly meetings with them. (U}

However, further action in response to this recommendation is stll
being considered by the FBIL We believe iU is important for the FEI to
resalve the factors weighing for and against modification of the CDCs
reporting chain within the FBL Review of NSLs is enldy one of the many
oversight functions exercised by CDCs, and the FBI needs the CDCs’
independent judgment in ensuring that field agents and supervisors
scrupudously observe statutory avthorities, Attorney General's Guidelines,
and FBI policies governing national security investigations and other
authorities, (U3}

Recommendation No, 11 {1

Provide guidance and training fo Special Agents, Chief Division
Counsel, and all ¥BI officials authorized to sign NSLs on the meaning
and application of the Attorney General’'s Guidelines' proviso calling
for use of the “least intrusive collection technignes feasible” to the
FBI's use of national security letter authorities. {U]

Background: The Attorney Generals NSI Guidelines provide that: (L)

Chdee of Methods., The conduet of investigations and other
activities authorized by these Guidelines may present cholces
between the use of formation collection methods that are
more or less intrusive, considering such factovs as the effect on
the privacy of individuals and potential damage {o reputalion,
As Executive Order 12333 § 2.4 provides, "the least intrusive
collection technigues feasibie” are {0 be used in such
situations. The FBI shall not hesitate 1o use any lawiil
technigues consistent with these Guidelines, even if intrusive,
where the degree of Intrusiveness is warranted in light of the
seriousness of a threat to the nationsd security or the

strengih of the information irdicating its existence. This paint
is {0 be partivularly observed in investigations relating to
terrorism. 19 {0

We found that the FBI had not provided clear guidance desaribing
how case agents and supervisors should apply the Attorney General

1 NS1 Gunidelines, § W2 {13
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Guldelines’ requirament Lo use the “least tirusive fechniques feasible”
when deciding how {0 use and sequence NSLs, While we recognized that
there cannet be one model regarding the use of NSLs in all types of national
security investigations, and ihat the FBI cannot issue definitive guidances
adidressing when and what types of NSLs should be jssued at each stage of
investigations, we recommended that the FBI provide goidance and {raining
on the use and segquencing of NSls. in providing suph guidance and
training, the FBI could highlight and reconcile the important privacy
corsiderations thal underdls the Altomoy General Guidelines” proviso with
the FBs rission to detect and deter terrorist attacks and esplonage
threats, (U}

FBI Actions Taken in Address the Recommendation: The
Caomprehensive Guidance EC requires thatl as part of thejr independent legal
reviews of N8Ls for legal sulficiency, CDCs, ADCs, or NSLE atiorneys must
not approve an NSL H a less intrasive means of obiaining the information is
feastible, (U}

On December 20, 2007, the FBI OGO issued guidance 1o all divisions
titled Least Infrusive Techmigues in National Secuarity and Criminal
Investigations that further addressed this recommendation. The FBI
CGeneral Counsel told us that a drafl of this guidance had previcusly beex
provided o oivil Hharties groups {for comment, {U}

O1G Analysis: By providing guidance on application of the Alforney
General Guidelines' proviso on the roview of N8Ls in its Comprehensive
Guidance BC, and by issuing the December 20, 2007, guidance on Least
Intrusive Techniques in National Sceurity and Critninal Investigations, the
FBI has taken significant steps toward addressing this recommendadion,
Howsver, because the guidanes indudes many faciors to consider when
deciding when and how to emplay a particular techunique, the FBI also needs
to provide training on the practical application of this guidance for agents
and supervisors. (U]

QIG Conclusions on FBI's Corrective Actions ()

Based on cur analysis of the sieps that the FBI has taken, as well as
our interviews with FBI leadership, {ield managers, and personnel fnvolved
in the NGL process, we believe that the FB has made significant progress in
addressing the serious problems and deficiencies identified by the QIG in
pur first NSL report. The FRI's exeoutive leadership, inchuding the Director,
Deputy Director, and General Counsel, have expressed their eomumilment to
ensuring that Headquarters and fleld managers, supervisars, agents,
analysts, and support stafl understand the seriousness of the FBI's
shortcomings in its use of N&Ls, the proper use of NSLs, and each of their
responsibilities for correcting the defivlencies. The Deputy DHrector and the
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General Counsel continue to emphasize and disenss oritical NSL topies at
meetings and conferences of executive managers and CHCs. {0

Since our first NSL report was priwvided to the FB, the FBI has issued
approximaiely nine NSL policies and sent numerous othey BECs to the field
and Headquarters divisions providing guidance on topics that include
proper usage of NSLs and statutory and procedural anthorizations and
restrictions; prohibition on the use of exigent letiers; review and redaction of
NSL-responsive information; the requirement for sufficient and independent
supervisory and legal reviews; and identification of and procedures for
submilting possible intelligence violalions, The FBI alsa has developed a
new NSL dats system with model NSLs and approval ECs that are required
io be used when issuing and reviewing NS8Ls. These measures should
eliminate or reduce the types of typographical errors found in the past. To
reinforee the new policies and guidelines, FBI OGO attorneys provided NS
iraining to 45 FBI field offices anud at least 3,042 field and Iieadquartm‘
personnel involved in preparing and reviewing NSLs from March through
February 2008, An online virtual academny ocourse on NSLs has also been
developed and will be mandatory for all personnel involved in drafting and
approving NSLs. {1}

Beyond responding to the OIG s specitic recommendations, the FBI
has canducted three fedd reviews on NSL usage {o make an independent
assessment of the sericusness of the problem and o determine what
additional measures wore needed.  {These reviews are mwore fully discussed
in Chapter Three of this repart.} (L)

Hawever, several actions that are necessary to fully satisfy our
recommendations are still under development or are in need of additional
work by the FBI or the Departimmont. Specifically, the FEI nigeds to continue
to work one (U}

» providing periodic tradning to all 56 field offices for thosc
involved in the NSL process. This mandatory training needs 1o
continue indefinitely to address the constant rotation of stadl
into positions that involve NSL-related work; ()

+  meeting ard working with the Chief Privacy and Civil Liberties
Officer’s NSL Working Group to give additional consideration to
label or tag NSL- derived infonuation and to identily when and
how olieny this nlormalion is used in analytical ll'ltt:‘Ul“m‘l(‘f’
products and provided te law enforcement authorities for use in
eriminal proceedings; {U)

» fuily addressing the current reporiing chaln for CDCs; and {U)

»  providing training on “least intrusive collection technigques™ in
national security and criminal investigations™ to the field. (U]
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Wo bellave i is oo soon o conclude whether the new guidance,
training, and systems put o place by the FB in responses to ouar first NSL
report will fully elimdnale the problems with the use of NSLs that we
identified and that the FBI cordinmed in its own reviews, Al the sarme thne,
we belleve that the FBL has made significant progress in addressing these
issues and that the FEI's senior leadership is committed to addressing
unsuse of NSLa, Howsever, to ensure that adherence to NSU authorities
remnains permanently embedded in FBL culture and practice, the FBI - and
the Department - musi be aggressive and vigilant in moniforing compliance
with NSL authoritics by reinforcing the rules governing the use of NSLs,
implementing a sustained process for ficld axd Headguartess verification
that NSLs are being bandled properly, and ansuring that any vielations are
identified and reported in a timely manner. {U)

HI. Other Corrective Measures Implemented by the FBI and Other
Department Components (U)

in this section we desceribe additional oversight measures
implemented in 2007 by the FBL the NSD, and the Office of the Deputy
Attorney General relating to the use of national security letters. 'We describe
the FBI's extablishiment of & new Office of Integrity and Compliance {QIC)
and the NSI¥s new compliance reviews, termed national security reviews,
which review compliance with NSL awthorities and other imtelligence
technigques used by the FBI in national securily investigations, In addition,
we examing an August 2007 proposal to the Attorney Geperal by the
Department’s L}.mzi Privacy and Qivil Liberties Offtcer that addresses how
the FBI uses and relains N8L-dervived information. {U)

A. The FRI's Office of Integrity and Compliance {U}

On July 18, 2007, the FBI announced creation of the OIC 20 The FBI
[Hrector stated that the OIC was eatablished to ensure that national
security investigations and other FBIL aclivities are ronducted in @ manner
cansistentt with appropriale laws, regulations, and policies, Aceording to the
Fial's description of the OIC, its mission is “to develop, implement, and
oversee a program that ensures there are processes and procedures in place
that promote FBI compliance with both the letter and spicit of all applicable
laws, regulativns, and policies."?? The OIC is charged with developing

® Letter from the Attorney General and FBI Director {0 Richard B, Cheney,
FPresidend of the Senate, July 14, 2007, () :

1 Deputy Dircctor's Odfice, Federal Burenu of Investigation, eleptronis
econinmnication to Ddrector's Office, Finance Division, and nspeciion Division,

Establishment of New FBL HG Divisions: Direstor™s Office Creation of the Office of Intagrity
and Comphiance, June 5, 2007, {U)

49
_BECRET



TSEERET.

compliancs standards, training programs, amd risk assessments; ensuring
that necessary andits are performed; and delivering an annual repert on
compliance issues. (13

1.  Organization Structure and Operations (U)

Under the organization plan, the Head of the GIC reports {o the FBI's
Deputy Director, Organtzationally, the Integrity and Compliance Program
consists of a steering commnities [the “FBI Integrity and Compliance
Council™} that is chaived by the FBI Director and includes as members the
Deputy Directorn; the Associate Depaty Divector: the Excoutive Assistant
Director (EAD] of the Naltional Security Brasmby; the EAD of the Crimnal,
Cyhar, Response, and Services Branwht the EAD of the Science and

Technology Branchy the BAD of the Human Resourees Branch; the Chief

Information Gfficer: the Head of the OIC; the FBI's Chief Finaneial Qfficer:
and the Generad Counsel. The Council is supported by the Executive
Managemeni Commitices that arve responsible for identifying compliance
risks in five different functional areas of the FIl's operations: the National
Security Branch, criminal investigations, investigative support,
adminisiration, and informeation technology, (U

Each Execulive Management OComnmities §s chaired by the EAR
responsible for the lunctional area and inchades as memibers the Assistant
Directior {rom the functional area; a Deputy General Counsel from the FBEI
QGO representatives from the OIC; angd other members as the chair finds
negessary. The Executive Managemeni Comunitiees are requived fo meet at
least four tmes a year to analyze the nature of the compliance risks facing
their functional areas; identily specific risk arcas; and assess and establish
polivies, procedures, and training to mitigate thase risks, Within 2 days of
an Executive Management Commiliee meeting, the commitice chair 1s
required o assess angd rank the compliance risks, designate a “risk owner,”
and documernd the results with the OIC. The risk owner is responsible for
further assessing the risk, determining whether corrective actions are
warranted, and developing mitigation plans. {U)

Te conduct the risk assessments, the most significant risks identified
by the Exccutive Management Comumnitiess are to be subjected to a detailed
analysis by a compliance risk assessment team {called a Red Team) oreated
by the risk owner with the assistance of the QIC, The Red Teams are stafled
with a representative from the OQIC. two suliject matter experts from the
organization having pripary responsibility for the risk area, and a
representative from the FBI OGO, The Red Teams will review the law, FBI
policies, training, and monitoring requirements related to the issue. The
Red Teams were directed to produce within 60 days of recelving the tasking
a report analyzing the risks and developing a risk miitigation plan. Those
reports will be provided {o the risk owner and the periinent Executive
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Management Comumitter chair for review and implementation of measures o
mitigats the risks, In addition to reports of individual risks, the FBI
plarmed {o require the GIC o propare a consalidated sniaal report on
compliance risks throughout the FBL  In February 2008, the FBI informed
us that it had decided o eliminate the reguirements that Red Teams develop
risk mitigation plans (but did not ciminate the risk assessment report} and
that the Excentive Management Cormmitiees prepare a consalidated annnal
report on complianee risks throughout the FBL In addition, the FIM stated
that the Exeentive Management Cornmifices are to provide an annual report
on “the state of the Iifegrity and Compliancs program.” Alibough s not
clear that the revised annual report will include a consolidated assessment
of eomplianee risks, we belisve that such a consclidated assessmend Hsting
all identiffed risks will be valuable to the FBI and the Atterney General. (1)

FBI officials told the OIG that they alsoe plan o divide parsonne]
assigned {o the OIC into two units: the Compliance Uperations Unit and the
Compliance Policy and Analysis Unif, According to the FBL the Compliance
Operations Uit will support implementiation of complianes policy and
standards within ¥FBI divisions, indduding analyzing operations and legal
reguiremerntts: identifying specific compliance risk areas; prigritizing the
risks; and ¢stablishing policies, procedures, and raining to ensure

compliance. The OICs Complance Policy and Analysis Unit will establish

compliance poloy, ncluding a methodology for assessing risk {deswribed
below}, complianee standards, and monitoring and auditing procedures.
The Compliance Policy and Analysis Unit alsa will develop and provide
trafning and monitor the overall compliance program. {U}

The OIC is designed to be independeant from, but expected to work
closely with, the FB's Inspection Dhvision (o identify high-risk ateas. The
Head of the OIC said that the Inspection Division would include monitoring
of identified compliance risks {which will be incorporated into the Inspection
Divisian's inspection protocols) in its inspections of Headguarters and field
divisions, According to QIC documents, the Inspection Division is expected
to provide the OIC with inspection data gathered during its inspections to
suppart the OIC's vompliance mondtoring and will condnet audits as needed
to support the compliance oversight program. {14

As of January 2008, the Attormey General and the Qffice of
Management and Budget had approved the estabdishment of the OIC.
Congressional commiiters ware noetified on Novernber 21, 2007, According
to the Head of the OIC, the FBI's Corporate Resource Planning Board (which
approves the establishment of positinonst and the FBI's Position Review
Board {which determines whether posttions are staffed with Special Agents
or support stafl] authorized 12 positions for the QIC, ncluding a Senior
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Executive Service position. 1 Seoretary, 1 Special Agent fonna
detatl /rotation), B Altorneys, and 4 Managernent and Program Analysts 22
In addition, two attorneys from the FBEUs Gffice of General Counsel were
later transferred to the QIC, along with the ethics/standards of conduct
function that they support. As of Febroary 2008, the OIC had 12 personnel
on board, The FBI tdd us {hat the QIC will re-avaluate ifs staffing and
organizational structire as the programn continues to mature, As ol
January 2008, each of the five Excoulive Management Copmnittees had met
three times, and Red Teams were conducting reviews to analyze the top
compliance risks in each of the five lunctdonal areas. {U)

2. Risk Assessment Process (U}

The procedurcs describing the OICs aperations were still in
development during the OIG's review, However, the Head of the DR
provided nformation to the OIG on the assessment tood that the Executive
Management Commitiees intended 1o use (o assess and rank ideptified
risks, The assessmend too] allows the Executive Management Commitices
o assign a numerical value to intermal and external factors associatesd with
each risk, including such considerations as the complexity of the program
or activity, environmerdal factors [such as whether the program is a uew
activity ar involves new technology), workforce factors (such as whether
iraining related to the aclivity is available], and petential privacy and civil
liberty tmpacts. The tool also includes “weighting” factors, such as the
frequency and potentisl magnitude of any potential haom associated with
the risk.®S Using the mumerical values assigoed to all the factors, the
assessment tool caleulaies an overall score that enables the Executive
Management Cormitiees (o rank the risks. The chair of cach commitiee
provides independend judgment regarding the recommended nankings and
approves the ordering of the potential risks. The commitiee Chairs are o
provide the FBI Deputy Divector and the QIC with thelr commifies’s
assessiment of the five highest-ranked risks. The FBI Director, as chair of
the FBI Inntegrity and Compliance Council, is responsible for detenuining
whather the visk identilication and rankings are “sound.” ()

After the most ipportant risks have been identified, Red Teams will
uze an QIC-developed dralt complance checklist to guide their reviews, In

2 Indtially, the OI0 was suthorizad to have bwo Special Agard positions, huat one of
the positions was subsegquently converted o 8 support position.  {i)

T NSEs will not be subjeeted w e risk sssessment process. The Head aof e OIC
told the ORG that the OIC risk identification process will net be used (o assess risks
assoctated with NSLs beeause the reviews conducted by the OI0 in 2008 and 8007 and by
the FBI Ingpection {Hvision in 2007 slresdy identified those rishs and vorrective achions
{inviuding updiling polivy and gwidanee and providing iraining} are being taken i
response {o those reviews, {1}
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arddition, the OQIC rit‘:vempw*l a compliance risk assessment report format for
compiling the Red Teams’ findings that addresses spentlio aloments related
o the risk. The risk assessment report format nchudes: {13

¢ g summary of the risk; {1

¢ g review of the legal authorities elevant to the operations being
reviewsd; {(tH

+ an assessment of the internad policles, procedures, and cost
confrols in place; (LR

»  an assessment of the training provided related in the at-risk
activity; (LY

+ o bisting and assessment of the existing data that management
has available to identify or assess potential complianece failures
related 1o the risk; {8

« a discussion of potential compliance failures that already have
becen identified; and {U}

« o brief assessoent of potential corrective actions idendified by
the Red Team o ameliorate the visk under review. (1)

As noted above, the Red Teams’ reports should be provided te the risk
owner and the responsible Executive Management Commitice within 64
days after the initial Red Team meeting. The risk owner is then expected {o
develop and nplement a mwitigation plan for mueliorating the compliance
risks, {13

3. OIG Anglysis {U}

While the OIC is in the developmental stages and its procedures and
expected outeomes are not yet fully defined, we belleve it can be a valuable
ton! for the FBL  As planowed, the OIC can provide the FBY with a stractured
process for dentifying compliance requirements and risks, assessing
existing centrol mechanisms, and developing and implementing better
controls to ensure compliance with law, regulations, arwd polictes. Sentor
FHEI management, including the FIR Divector, told us that they are
comnitted to supporiing the successful map}('mcnt ation of the compliance
program. (U}

However, we believe that the OIC faces significant challenpges in
fulfilling its mission. One challenge for an biernal compliance programy -
particidarly one siaffed with {echnical experts frow the program ov offics
unler review —is to identify unknown or emerging visks, Consequently,
such a compliance program may unduly focus on risks that are already
known and are already being addressed. However, the Head of the QIC told
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the OIG that the FBI s attempling to meet this challenge by involving
individuals at alf levels of the program or office in the visk identification
process, Additionally, the FBI siated that the OIC staff, Uurough intermnal
and eotdernal contacts and reviews, provides advice o the Execntive
Management Committees on inlormation it develops concerning possible
compliance concerns. {L)

We also note that g compliance oversight process in which the subject
prograim or office that "owns™ a set of identified compliance risks also rates
the severity of the risks may introdues a tenrlency or hias toward {ecusing
on risks or activities most tmportant to the risk owner. These activities may
be different from those risk-sensitive activities viewed as most signiffcant by
an independernd entity conducting & compliance review., While the OIG
recognizes that the Executive Management Copnmittens that identily and
priovitize risks include members from the FBI OGO and FBI exeontive
management who are expected o provide objective complianne expertise {as
opposed {o operational or technical expertise), the linal determination of
how risks are ranked Bos with the "risk ovning” office. According {o the
FBI, hawving the owning office rank the risks will pravide “buy in~ on the
need to address the risk. However, we believe that objective ranking of risks
for further assessment and remediafion is a ceritical component of &
suceessful compliance program. Conseqguently, altheugh the rankings are
reviewerd by the Director saud Deputy Divector, we believe that the FBY must
be vigilant to ensure that the ranking of risks by the risk owners is
abjective. {U]

I addition, we note that the OO currently has an authorized
permanent staffing level of only 14 positions and will depend on FE
personnel in ather offices to carry ouwd many functions oritical to the suceess
of the new complianer program.#* As presently envisioned, the OIC appears
to sarve as a coordinator rather than an entity with sufficient independent
rescurees and a capability 1o identily and assess complance risks. For
exangde, as described above, the Red Teams respongible for conducting the
detailed risk assessments ave composed primmarily of personmel from the
risk-pwning office and the FBI OGO, while the OICs role is to faciittate the
assessment process and receive the results for the Executive Management
Committegs. According to the FBI this structure is modeled on corporate
practices. Stmilarly, (o conduct compliancs menitoring, the OIC will rely on
Inspection Division personnel (0 condudt the mopttoring or inspections.
However, we belleve this can place FIM agents in a difficult position when
they are only temporarily assigned the responsibility to inspect and
poientially criticize the actions of FI3 ¢ olleagues and units since after their

* The number of pormanently assigned OIC staff s much Tower than the number of
smplovees in the Inspection Diviston, whdch curvently (s assigned 50 cmployees, {1
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rotation in the Inspection Division, they often return to work alongside the
FHEI emplovess amd supervisars whose actions they reviewed during their
rotation. Accordingly. to make the difficulf judgment valls regarding
wosknesses and compliance protdems that will arise in the course of the
OIC's work, we belisve that the FBI should consider providing the OIC with
a substantial permanent stafting level so that it can develop the skills,
knowledge, and independence to lead or directly carry out the oritical
elements of a new complianes program. {U)

B. National Security Division (U}

In September 2008 the Department established the National Security
Division (NSD) to canselidate the supervision of the Departmendt’s primary
national security clements within a single division. The NSD was created by
combining the Gifice of Intelligence Polivy and Review {OIPR) and the
Counterterrorism aed Counterespionage Seotions that were formerly part of
the Criminal Division. In July 2007 the Department announesd that it
would reorganize the NSD and, as a part of the rearganization, wonld areate
within the NSD an Office of Intelligence to replace the GIPR. The missian of
the Office of Intelligence is “to ensure thal national seourily hwvestigations
are conducted in a manmer cornsistent with the nation’'s laws, regulations,
and policies, including those designed o protect the privacy interests and
pivil iberties of [L1.5.] citizens. ™ On Septamber 24, 23007, the Assistant
Attorney General for the NSD issued a mpmorandun that defailed the
structure and operations of the three sections that pamprise the new Qfice
of Intelligence.?® However, in February 2008, the NSD informed the OIG
that the reorgamizations announced in Seplember 2007 had not been
completed, as the Offiee of Inielligence had not yel besn oreated. We
describe below the operations of the Office of Intelligenve and {he roles of
each of the three sections as they were announced in September 2007, (1)

1. Office of Intelligence [}

The Office of Intelligence will consist of three sections: the Qversight
Sectipn, the Operations Section, and the Liligation Section (see Chart 2.1).
The Oversight Seelion will oversee all aspects of the FBPs national security
program and its use of intelligence technigques to support that program,
including NSLs. The Qperaltions Scction will conduct intelligence operations
work, such as representing the government in presenting applications to the
Foreign Intelligence Surveillance Court. The Litigation Section will

% Letter from the Attorney General and PR Drector to Richard B, Chenwey,
President of the Senate, July 13, 2007, 1. )

® Assistand Atierrny General, Mationad Security Biviston, mermorandun to all
Natiomal Security Dvision BEmployers, September 24, 2007, (U]
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supervise and coordinate cniminal and civil liigation matters related to the
FISA and other intelligence issues. {U)

Attorney staffing levels for the Office of Intelligence will remain the
same as its predecessor offices - approximateoly 85 attorneys — and it was
anticipated that the attorneys would rotate among various units and
sections within the Office of Intelligence. The majority of the attorneys are
to be assigned to the Operations Section and may serve on rotating
assignments among the three units that comprise that section {the
Counterterrorvism Unit, the Counterintelligence Unit, and the Special
Operations unit). In addition, some attorney positions m the Oversight and
Litigation RBections will be filled by attorneys from the Operations Section on
a rotating basis. Atierneys also will be expected to provide support to other
sections where appropriate. For example, Uperations Section attorneys that
prepare FISA applications would be expected to provide support to the
Litigation Scction if the FISA applications are at issue in related oriminal
frials. {1}

CHART 2.1 {1}
Organization of the Office of Intelligence {U}
[Chart Below is Unclassified]

National Security
Division
L S

Office of Intelligence

i i
i Oversight Bection 4 Operations Bection l Litigation Section J
k -,
Iﬂ' Counterterrovism Unit 1
b

Counterintelligence Uit

Special Operations Unit

h y

Source: Deparunenst of Justice, Natlonal Security Bivision {U)
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2. Oversight Section {U)

Acoording to NS officials, the mission of the Gversight Section will
include functions previously exercised by OIFR as well a8 several new
pversight functions that represent a significant expansion of the
Department’s oversight of the FBIl's investigative operations. QIPR’s
oversight was focused primarily on the FBUs use of FISA authorities and
included “accuracy reviews” to ensure the accuracy of FBI deckuwations 1o
the Foreign Intelligence Surveillance Court and “minirolzation reviews” to
ensure {hat FISa information was handled appropriately. These
mirdmization reviews are conducted v assess the FBI's compliance with
the FISA requirement that the FRI nplement procedures “reasurnably
designad . . . o minimize the acguisition and refention, and prohibit the
dissemination, of nonpublicly available indormation concerning
unconsenting United States persons, . % OIPR also previously
conducied reviews of FBI nolices related {o national securtly investigations
to ensure compliance with the Attorney General Guidelines, {U)

In April 2007 OIPE expanded s pversight funetions to inchade most
aspects of the FBI's national scourity program and s use of natonal
security tonls, including national security letters.?8 These oversight
functions were implernented under QIPR; the NSD did not wait for the
establishment of the Oversight Section, According to the NSD¥s
September 24, 2007, rearganization memorandum, the Oversight Section
will tuke over the rospansibility of reviewing national securily investigation
case fHes in FBI feld offices and Headguarters divisions (o provide gaidance
on 4 wide range of lssues, including compliance with Attorney General
{xuidelines, the use of NSLs, and the predication for nalional securily
investigations. In 2007, QIPR bagan reviewing all FRI referrals {o the [OB
Al will report to the Altorney General any recurring problems or trends, In
addition, as a part of the NSI¥s overall mission, Office of Intelligence

ORGSO 88 180D and 1B21E)AL During the minimization audits,
attorneys from QIFPR visited FBI lleld oftices {0 assess the FBl's muinimization of the results
of FISA-approved electrommic surveillanece and physical searches; counsel case agents,
ntelligence analysts, and lHnguists an specific issues: and provide traming to those ovolved
in the mindmization process. {5

# Arcording {o an NS Associate Cmumsel, broause irgelligence investigatinns
typloally focus more on idaentiiving and addressing threats than on prosseuting oriminals,
Departmond atforneys previously had beats less ivolved i the FBIs nationad sedurity
investigations than they had been o traditional erlminal fnvestigations, In raditional
erimingl byvestigations, Department atiomeys spprove some investigalive steps. abtain
search warrasds. and guide the condunt of the Investigation in preparsgion for grossoution.
in cuntrast, G primary invelvernent of Deparinent attormeys in national security
frvestigations resulted from thelr role as repressntatives o the Forsign Tntelligonee
Surveiliance Court. fU)
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atlorneys will provide training on legal and repulatory compliance issues.
Each of these oversight ri_t'_‘,fi\-*_ftifﬁ\_ . whu:h OIPK began conducting in 2007, is
discusaed further in the following sections. {10}

a. National Security Reviews (U}

in yesponse (o the QIG's March 2007 report on KSLs, the NSD
instiluted what # torms national security reviews o examine whather the
FBI is using a variety of intelligence {echnigues, including NSLs, in
accordance with applicable laws, guidelines, and policies. {13}

Fromn the time the review process was established in April 2007
through December 30, 2007, the NS completed pational security reviews
at 14 FBI ficid offices and 1 Headquarters division, The national scourity
reviews focused on the mitiation and maintenance of natlonal security
nvestigations to verily compdiance with laws, guidelines and prdicies, as well
ax the FBYs use of NSLs. According to NS personned, the scape of the
reviews will expand over time to encompass othier elements of the nationsl
security mvestigative programn, such as undercover oporations, and how
information related {o national security investigations has been
disseminated outside of the FBL {U}

The NSD worked with the FBI to select the 15 offices 1o be reviewed in
2007, The FBI OGC selected ag the fivst ficld office {n be reviewed one that
hadd received a particuiarly favorable review in ifs last lnspection by the
FBI's Inspection Diviston. The NSD selected the remaining 18 ficld offices
and ¥ Headguarters division with the FBI OGO s concurrence hased on
several constderations. To gain expericnce before reviewing a kuge ficld
oifice, the NS scheduded the reviews so that the first reviews were of small
and medinme-sized FBI fleld offices, Two larger tield offices were scheduled
for review in the last quarter of 2007, For 2008, the NSD plans to condunt
reviews at 14 additional FBI field offices and 1 Headguarters division, In
2008, the NSD plans to select for natlonal security reviews offices that have
higher nurmbers of national security investigations about which the NSD has
had questions (identified in its review of FBI initiation notices of national
seourity investigations} and also {o continue {o conduct FISA minimization
and accuracy reviews =® {U]

The national security reviews are conducted by teams consisting of
NS attorneys with indelligence experience and represeriatives from the FBI
OGC, Personnel from the Office of the Chief Privacy and Civil Liberlies
Qffiver may also attend reviews but they are not ennsidered payt of the

% The FBI is required to provide the NSD with approval memeranda signilving the
nitiation of niational securily investigations. U}
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review team. The teams conducting the national security reviews typically
consist of six members: three NS attorneys, two FBI OGC atlorneys, and
one FBI Special Agent. (L]}

During each of the 15 reviews completed as of December 31, 2007,
the team members worked inn pairs to review approximately 25 selected case
files, The case files wore selected to inelude: {1} case files that had already
been identified as being of interest based on OIPR's review of national
security investigation notices; {2] case files generated in both
counterintelligence and counterterrorism investigations: and {3) case files
that included NSLs. For most case files, the team reviewed each NSL issued
since January 1, 2008, but sclecied only a sample from case files that
conttained a large number of NSLs, (U]

To guide the reviews, attorneys in OIPR developed a checklist that
identified the information to be collected from each ease file. The checklist
was modeled on the data collection instrument used by the OIG for our lirst
NSL report. 1 contained additional data points to capture information on
the indftiation and maintenance of national security investigations and on
the use of other intellipence techriques and procedures. (U)

According to an NSIY Associate Counsel, prior to on-site visits OIPR
attorneys provided training to team members on how o conduct the reviews
and record their results. On October 8, 20017, the NSD issued a
memorandum setting forth details of its process for conducting future
naiional security reviews and for communicating results to the NSD's senijor
leadership. (U)

At the conclusion of vach national security review, the team prepared
a narrative report of its findings. A summary of these reports tollows. {U)

The NSD provided the OIG with reports of its roviews of national
security nvestigations in 13 FBI field and Headguarters offices that it
conducted from April 2007 through November 2007.%7 The reviews locused
on three areas: examinations of the inifiations, extensions, and conversions
of national security investigations; evaluations of all aspects of the use of
NSLs issued between January 1, 2008, and ihe date of NSD's review; and
determinations as to whether possible 1013 violations had been reported to
the FBI QGC. The NSD generated separate reports for each review that
inchuded overall observations, along with specific findings regarding each
investigation and NSL it reviewed. {U)

® The QIG reviewed the first report that was finalized, along with 12 draft reports.
After completion of our analysis, the NSD told us that it has finalized all 13 reports. (U}
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During its reviews, which ranged from 2 to & days in engih, the NSD
reviewed a fotal of L7 NSLs in 270 investigations., The NSD reviewed as
few as 4 NSLs in & investigations in { office and as many as 130 N3Ls in 23
investigations in another offics. The rovicwed Investigations included 150
counterterrorism watters and 126 counterintelligence matiers. We were not
able to determine from the NSD reports the statute under wiiich all the
NSLs that i reviewed were fssued, However, approximately 8O percent of
the NSLs for which we were able to identify the statute were issued under
ECPA. {U)

The NSD's {indings were consistent with those tdentified in our fivst
NSL report on the FRIs use of national security letters, The NSD reviews
examined overcollections, errors fn approval ECs and NSLs, inconsisiencies
between approval BCs and NSLs, the inability 1o locate responsive records,
fallure to include the 1.5, parson status of the subject of the investigation
or the targel of the NSL, and faihure 1o describe in the approval EC the
relevancee of the records sought o the investigation. The NS found
that: {4}

» The FE obtained irdormation it did not request or that it was
not erditled to recelve. The NSID observed that a mismaich
between the FBl's requested dale range and the manner in
which third parties madntained theiv records offen caused the
overcaoliections. Additionally, there was little documeniation of
overcoliections or docurnentation of the dispasition of these
matiers. {U}

«  Errors cocurrad inn ihe NSLs and approval ECs because case
agents relied on previously drafted documents that wers
cuidated or no longer valid, (19

* There were “disconnects” between the NSL and approval ECs,
including approval ECs that did not. specifically state the
mii}mmtnfm being reguested or that f.i}jier(*(i fram the records
requested in the NSLs. {U}

« The indormation provided by third parties to the FBI was not
always retained in the lovestigative case liles because the
original documents were provided (o analysts or FBI
Headquarters, (U]

+ The approval ECs did not consistently relerence the US. person
status of individuals, which is required for purposes of
congressional reporting. (U)

» The relevance of information requested in the NSLs to the
underlying investigations was not consistently explained in
approval ECs. {10}
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In addition to these issues, the NSD roviews idendified other
noteworthy matters, I cur firs) NSL report, we noted that a field office
reported to the FBI OGO that it had ebtained mformation from an assat
ared had not issued an NSL to obiain that informaticn. The FBI OGO did
not repart the matter to the OB ~ & denision that we disagresd with and the
FRI Iater changed, In ils reviews, the NSD found instances in two feld
offices in which assets provided financial records to the FBIL but the FBI did
not issue NSLs to obtain the records, as required by the Right fo Financial
Frivacy Act NSL statuie. Neither of these matiers had been reported to the
FBI OGC prior fo the NSD review, The NSD also bund instancss o which
the curreni Pairict Reauthorization Act non-disclosure and confidentiality
models were oot being used, the reguived portifications weore missing, or
there was no stated hasis in the approval ECs for imposing these
obligations. In addition, the NSD identified insiances in which NSLs were
served during lapses in investigations, contrary to the NSL statntes and the
Attorney General Guidelines: consumer full credit roports obtained in
response to Fair Credit Repor? Act NSLs secking Hmited oredit infonmation
were hot suncessiully redacted and the reports were fully readable; and a
field office uploaded indo the ACS system unautherized infonmation
obtained in respanse 1o NSLs., (U}

The NSD made several recommendations o address issues that it
determined warranded {urther examination. To address uwnauthorized
collactions, the NSD recommended that the FBI develop guidance that mioge
specifically provides instruction o {U]

»  pvercollected information; [
»  sequesiration of dormation with the CDCs; {U}

+ destruction or other disposttion of lmproperly obtained
fnformation; {4}

« uploading of information inte FBI databases; and (L]

»  verification of remaoval {of overcollected information) from Fi3l
electironic files and cdatabases, {L0)

To prevent the receipt of unauthorized information, the NSD also
recommended that the FBY woark more closely with NSL reciptents by
revising the standard language used in NSLs in describing the time periods
for which records ars roguested. St {1

2 This NS recommmendation may have aiready been addressed when, in May
2006, the FRIQGC reviged the modsl attachment for ECPA toll record NSLs, The NS
revicwed NSLs fssued on or after Jmzoary 1, 2008, Sioee we are uoable to deformine the
dlites of the NSLs that the N8D roviewed, weare unable to determine whethsy the
[Cont'd.)
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To address errors and inconsistencies between the NSLs and approval
ECs, as well ag missing required language, cortifications, or an established
nexus between the nvestigation and the records reguested, the NSD
recommended that: {4}

o standardized NSL jorms from the FBI OGC wehsite be used; (1)

»  case agents be provided insfruction and training to ensure that
the information reguested in the NSLs matches what is
requesied in the approval FCs; and {1}

+  nase agents he provided instruction and {raining on the
importance of describing n NSL approval ECs a suflicient
nexus or relevance between the investigation and the
Jinformmation requested. {10

Ta address the PIs inability to ncate records received in response o
NSLs, the NSD reconunended thaty {Lh

+  caso agents keep original results in the investigative case files
and provide copies to analvsts and FBI headguarters; and (U

+ ithe FBI QGQC initiate a tracking systomn so case agents can
determine whether NSLs have been served and whethey the NSL
recipients have provided responses to the FBL {U)

The N&D also recommended that the Department establish a working
group of representatives from the NSD, the FBEL and the Qffice of the Deputy
Attorney Gerneral to review the resulls of the NSDVs national security
revicws. The NSD suggested that the NSL Working Group recommend
changes w guidelines, practices, and training to establish dear, coneiss,
well-documented, and consistent procedures for implementing the NSL
statutes and Altormey General Guidelines.  {U}

h. Reviews of FBI Reports to the I0B ()

As directed by the Attormey General in March 2007, the NSD also is
responsible {or reviewing all FBI reports of possible intelligence violations to
the 108 in order to identily recurring problems and assess the ¥Bls
response to such violations, According to NSD officials, the review process
focuses on whether these reporis indicate that a change in policy, training,
or oversight mechanisms is warranted. The Gversight Section also will
report in the Attorney General twice a vear and inform the Departroent's

vnmuthorized collentions necurred prior 1o or sfter the issuance of the new model
attacheent, (U
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Chief Privacy and Civil Liberties Officey of any referrals that raige “sericus
civil liberties or privacy issues,” (Lh

As of Novemnber 30, 2007, the NSD had forwarded its initial
semiarmal report {0 the Altorney General. The report provided a statistical
sunpnary and description of reporis o the IOB from January 1, 2007,
through June 30, 2007, and reported the NSD's observations regarding
trends and patterns in the notices of reports to the 0B, Chief ammong these
were ohservations relating to the reporting of national security
investigations by FBI field offices, compliance with Forajgn lutelligence
Surveillance Court orders, and mainfaining current investigative authority
for ongoing operations. The NSI report recommendead that existing policy
regarding reporting by the FBI to the NSD of the mitiaticn of national
security investigations needed o be modilied. In addition, the NSD
recortinericled additional goidance and trabing to avold lapses in
investigative authority and to olarify the scope of records that may be
phtained through BECPA NSLs. (U]

c. Training and Outreach (U)

In addition to conducting national security reviews, the NSD plans o
provide training on legal and regulatory compliance issues for its attorneys
and for FBI agents and analysts amd to eonduct outreach: o othier members
of the Intedligence Commmunity. {U}

3. O1G Analysis {1}

Bazed on our revipw of documents describing the NSDY's national
security reviews, our interviews of NSI officfals, the data collection
instrument, and ihe report of the resulls of the first national security
review, we believe the nationad securily reviews are important additions (o
other andits and oversight micasures implemented by the FBU (described in
this chapter and In Chapter Three of this report). In particular, we belfeve
the experience of NS attarnevs and other personnel in the new Office of
Intelligencs will hring important expertise to the oversight of NSLs and other
intelligence technigques. {{0)

We also believe that the scope of the NSIVs reviews is reasonable,
These reviews examine compliance with laws, guidelines, and policies
relating to the FBUs use of varfous intelligence techniques, including NSLs,
Further, the NSD's plan to shift the focus of its reviews over thne 1o
envompass other aspects of the FBI's national seonrity investigations sesmns
roasonable and appropriate. {U)

However, it &= importand that sulficient resources be allocated, both in

the FBI and NSD, to keep pace with the plans (o complete approximately 15
national security reviews par vear. Moreover, as the results of the FBI's
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three 2007 N8L reviews [discussed in Chapter Three of this report} are fully
evaluated, the NSD should re-evaluate whether adjustments to the scope
and focus of the national security reviews are warranted. {U}

C. National Security Letter Working Group (U)

In response to a directive in the Patriot Reauthoerizaiion Act and our
first NSL report, the Attorney General directed the Department’s Privacy
Officer, working with the Civil Liberties Protection Officer of the Office of the
Director of National Intelligence {DN]), to convene a working group {NSL
Working Groupl to examine how NSL-derived information is used and
retained by the FBL#2 In addition to the Prvacy Officer and the DNI's Civil
Liberties Protection Officer, the NSL Working Group included the senior
privacy official of the FBI and representatives fram the Departiuent’s Office
of Legal Policy, NSD, and the Office of the DNI Director. (U

In our first NSL report, the OIG noted the proviso in the Attorney
General's NSI Guidelines that national security investigations should use
the “least intrusive collection techniques feasible” to carry out the
investigations. 2 The OIG reported thal we found no clear gaidance on how
Special Agents should reconcile the Attorney General Guidelines' imitations
with the expansive authority provided in the NSL statutes, (Qur concerns
over the lack of formal guidance were magnified because of the volume of

NSLs generated by the FBI each vear and because the information collected
is retained for long periods in databases available fo mmany authorized law
criforcemient persannel. To betier identify NSL-derived data retained by the
FBI, we recommended, among other things, that the FREI consider measures
to label or tag N8L-derived information in ifs databases. (U}

In August 2007 the NSL Working Group completed a proposal for
wminimization and retention of certain NSL-derived information and sent the
proposal to the Altorney General for approval.3 The proposed policy and

2 Section 1191 of the Patrot Reauthorization Act, siates: {{)

Mindmization Progeduges Feasibility - Not later than FPebruary 1. 2607, or upon
completion of review of the report submitied under subsection {c)(1], whichever is earlier,
the Attorney General and the Director of National Intelligence shall jointly submit to the
Committes on the Judiciary and {he Permanent Select Commitles on Intelligence of the
House of Representatives and the Committee on the Judiis ary and the Select Commitiee on
Intelligence of the Senate a report on the feasibility of appi}*‘mg mrnbmization procedures in
the: context of national seeurity letters (0 ensure the protection: of the constitutional rights
of United Stages persons. {U)

3 NSI Guidelines, § B2}, (U)

i The NSL Working Group adopted the definition of “minimization procedures” as it
is u%?d in FISA 50 U.8.C. § 1801{h}: {1}

{Cont'd )
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recommmendations relate (o data obtained by the FBI in response 1o NSLs-
sceking financial and constmer oredit information as well as data ebtained
in response in NSLs seeking telephons billing records, telephone and o-matl
subscriber information, and clecironit commmunication transactiomnal
records, St However, the recommendations of the NSL Working Groap were
not acted upon by the Attorney General. In February 2008, the Privacy
Oflicer told the OIG that the proposal had been withdrawn from the Qffice of
the Attorniey General and that the Privacy Officer intended o reconvene the
Working Group. According to the Privacy Officer, the Working Group needs
to make specific enbancements to both the propoesal and related procedures
to desortbe more fully the research. olarify the Working Group's fncings,
argl poteniially strengthen s reommmendations. Below, we desoribe the
findings, reasoning, and recommendations contained in the proposal
submilted o the Attorney General by the NSL Working Group, followed by
our analysis and recommeniations. We offer these comments for the NSL
Working Group o consider as i prepares o re-exanmine these inportant
issues. (1)

1. Evaluation of Existing Controls and Guidelines (U}

The N&L Weorking Group initially sxamined existing controls and
guidelines that protect privacy interests regarding the acquisttion and use ol
NSL-dertved informatiopn. The repart of the NSL Warking Group noted that
NBLs can only be used in connection with natiopal security tnvestigations,
must be approved by a senior FBI official, and provide access ondy to lHmited
information. Furiher, the report noted that NSL-derived indormaiion is
subject to standard ageney records refention rules, must be disseminated
argl refained only in accordance with applicable Allorney General
Gubdelines, and can only be aveessad through FBI databases by authorized

{1} apeeeific procedures | . . that are reasonably designed in lght of the parpose and
technigue of IN&Ls] to minhmize e acquisition and retention, and prohibit the
dissernination, of non-publicly available information concerning unconsenting United
States persons consistent with the nwed of the United States to obtatn, produce, and
disseminate foreign intelligence information: (2] proceddurss that reguire that nun-
pLiblicly available indonmation, which v wot foreign intelligencs foformation . . . shall
not be disseminated in « maaner which fdentifies any Untted States person, without
such person's consent, undess suelh parson’s ided ity i3 necastauy to understand
forsign irdelligence miormation or assess s importance. (U]

Chicf Privacy and Civél Lwrties Officrr, UB Depariourd of Justive, msmorandaan to the
Attorney General, US. Depuatraent of Justive, August 17, 2007, 8, (NSL Working Group
Memorandomd, 40

2 The report stated that the Department planned to use the findings of the N5L
Working Group i preparing the report to Congress required by § 118 of the Patriot
Krauthorization Act on the “feasibility of applving ninimization provedures in the vontext of
national security letlters {o ensurs the protection of e constitutions! rights of United
Hlales persons.” NSL Working Group Memorandum, 1, {18
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individuals for official purpoeses. Based on this evaluation, the NSL Working
Group concluded that “significant Hmitations already exist governing the
proper use of NSLs."38 {11}

The NSL Working Group's report concluded that the FBI has made
"significant progress in identifying and rectifying concerns about the FBI's
compliance” with NSL anthorities . For example, the NSL Working Group
cited the FBI OGCs June 1, 2007, Comprehensive Guidance EC that directs
Special Agents to review nformation received in response to NSL requests;
improvements to the FBUs electronic data systems: the establishment of the
FBI OIC; and the new oversight activities of the NSD. (1)

The NSL Working Group report concluded that controls provided by
existing statutes and guidelines, If properly followed, effectively minimize the
collection of information on U.S. persons and protect privacy interests.
However, the NSL Working Group alse stated that further enhancements to
privacy safeguards, which we discuss in the next section, would be
appropriate. {U)

2, Additional Privacy Enhancements Recommended by
the NSL Working Group (U]

To improve privacy safeguards for information acquired with NSLs.
the NSL Working Group proposed initial minimization procedures applicable
to information derived from RFPA, FCRA, and ECPA NSLs. Seme of the
proposed procedures amplify recently iinplemented requiremnents imposed
by ihe FBI in respanse to the OIG s first NSL report. The NSEL Warking
Group stated that its recormmendations recognized that “information that
appears to be of ittle value today” may later become significant. It also
stated that private business practices calling [or routine deslruciion of older
records helped guide the group’s recommendations. 38 (1)

a. Financial and Credit Information (U)
According to the NSL Working Group's recommendation, NSL-detived

financial and eredit information should initially be reviewed by the case
agent or analyst to determine whether the information has “investigative

value.” The NSL Working Group defined information as having

“investigative value” if the informmation "contribules to a national security
investigation or to an authorized intelligence collection requirement. " The

% Td, wt 5. (U

3 id.at 8. [

¥ I, al 6-7. {U)

32 NSIL Working Group Memorandum, Attachment, 1. {U)
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determination of whether information has investigaiive value is to be made
by “the case agent or other employee familiar with the scope of the
investigation and s objectives.™3¢ (U}

The NSL Working Group noted that information requested in an NSL
may be produced in paper or electronic form and therefore established
slighily diflerant procedures for making the “investigative value”
determination given the different formats. The NSL Working Group stated
that financial or credit information received in electronic form should be
uploaded onto a deskiop computer and reviewed to identify non-responsive
data and to determine if it has investigative value, Lnder the proposal, data
from responsive financial or evedit paper documents may also be
temporarily entered into a desktop computer - but not into an FBi-wide
database — so that it may be more easily reviewed {o determine if it has
investigative valug. (U]

Under the N&L Warking Group's proposal, FBI personnel may upload
into FBI databases and include in analytical products only financial and
credit information that is determined (o have “current or reasonably
potential” investigative value. The electronic media and paper copies of all
respousive dotuments, whether detennined to have investigative value or
not, are {o be retained in designated sections of the investigative file. {U)

b. Electronic Communication Transactional
Data {(U)

Under the praposal, indormation derived from ECPA NSLs {telephone
toll billing records, telephone and e-mail subseriber information, and
electronic commumnication iransactional records) need only be defermined to
be responsive o the NSL in order ie be uploaded inte any appropriate FBI-
wide dutabase [such as the ACS system or Telephione Applications
database). Unlike the Bmitations imposed on NSL-derived financial and
credit information {requiring an initial determination thal the information
has “investigative value”}, the NSL Working Group’s proposal would not
restrict the initial upleading of these records into FBI databases, The NSL
Working Group conchaded that elecironic comnyunication transactiornial
information cannot be evaluated in isolatfon, but must be uploaded so that
link analysis and other analylical imneasures can be used {o determine s
investigative value. The NSL Working Group also stated that it based its
recommendation on reduced privacy interests associated with ECPA NSL
records. As with financial and credit data, the NSL Working Group's
proposal requires retention of the electronic media containing the data in
designated sections of the invesiigative file. (1)

& 1d. {Uj
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3. Other Enhancements Considered but Not
Recommended (U}

According 1o its report, the NSL Working Group also considered but
decided not to recommend additional minimization procedures. The NSL
Waorking Group alse recommended agatnst applying any time lmitation on
the retention of NSL-dertved frdormation bevond the existing routine agency
data reteniion protocols relating to invastigative files. Instead, the NSL
Working Group stated that information found to have investigative value
should remain available for unrestricted access by authorized users of the
ACS systemn or the Invesligative Data Warehouse until it is archived in
accordance with applicable National Archives and Records Adminisiration
disposition: schedules. ¥ (U]

In addition, the NSL Working Group recommoended against “tagging”
NSL-derived information so that it would be identifiable as such if it is used
in analytical intelligence products or transierrved to other Intelligence
Commumty-wide cornputer systems, concluding this would cause "an
undue burden on the operation of such an important tool.” Further, the
NSL Working Group stated that planned enhancements to the FBI's
information technology systems will allow NSL-derived informmation to be
segregated in the FBI OGC's NSL tracking database. Consequently, the NSL
Working Group concluded that "lagging” NSL-derived data would not
provide “any measurable value for privacy protections . .. 7 {U)

The NSL Working Group decided against recommending that the FBI
delete NSL-derived data from its dala systeins when cases are closed.
Accarding to the NSL Working Groupy's report, requiring the deletion of NSL~
derived data npon case olosing would have potential negative impacts on the
investigative process becanse closing a case is nol uecessarily indicative of a
subject’s innocence, For example, the FBI sometimes closes :
counterintelligence cases when the subject leaves the countyy, but may re-
open the rase if the subject refurns. Further, the NSL Working Group
stated that information gathered during an investigation that is closed could
have investigative value in other cases. {U)

A The lenglh of time that the FBI retains investigative informeadion, whoether in
paper or electronie format, deperuls on several factors, induding the case type {for example,
intelligence or criminal investigations) and other characteristics of the case {for example, i
it involved a "mwst wanted” suspect}). In general, infermation related to inlelligence
investigations s retained in the FBIs fHes {eitlier In the paper case file or in the FBI's
electronic svstems] for 30 years alter a case is dosed, and iformatinn related to eriminal
investigatitns is retained for 20 years aftey a cuse is closed. After thatl time, the case
information is reviewed, and information that is identified {or permnauent retention is
transierred o the National Archives amd Records Administration (NARA) for storage. Ay
cases not meeting the criteria for permanent retention wid transfer to the NARA e
destroysd. (U]
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4. OIG Analysis of the NSL Working Group's Report and
Recommendations (U}

The OIG believes that the NSL Working Group should consider further
whether and how in provide additional privacy safeguards and measures for
minimizing the retention of NSh-derived information. (U}

First, the NSL Working Group’s conclusion that “significart
Hmitations already exist governing the proper use of NSLs"” could easily have
been written in March 2006 when the Patriot Reauthorization Act direcled
the OIG to review the FBI's use of NSLs. Al that time, the NSL statutes,
Attorney General Guidelines, and internal FI3I policies established a highly
regulated system for controliing the approval process and for identifying
viplations of these statutes, guidelines, and policies. Yet, notwithstanding
these controls, we found serious abuses of national security letter
authorities, which we described in our {first NSL report. These included
fmproperly obtaining consumer full credit reports, obtaining information
beyond the time pericd specified in the NSLs, and issuing improper requests
under (e cited NSL statutes. Acvordingly, conirary to the NSL Working

sroup’s conchisions, we do not believe that existing controls are a sufficient
basis upon which to rely in evaluating the need for additional privacy
protections for NSL-derived information. (U)

Second, as we elaborated carlicr in this chapter and elsewhere in this
report, while we agree that the ¥BI has made significant progress in
addressing the findings in our first NSL report, we believe it is too soon {o
say that the FBI has rectified all of the problems we identified. Moreover, we
hedieve it is too early to fully assess whether the new systems and controls
developed by the FBI and the Department (including mandatory NSL
training, the creation of the new NSL data system, the establishment of the
OIC, and the NSIYs national security reviews) will eliminate fully the
irmproper or illegal uses of NSLs that we and the FBI have identified.
Therefore, we believe the NSL Working Group should not base its
recommendations on new and untested measures, some of which have only
recently been implemented, some that are not yet implemented. and none of
which have been evaluated by internal or external evaluators, (U}

Third, the NSL Working Group's proposal does not explain the basis
for two of its majur conclusions. First, it dovs not explain how the new FBI
data system for tracking issuance of NSLs relates 1o the principal FBI
databases that store NSL-derived information. The memorandum does not
explain how the “stmctured storage of itdormation and NSL information can
be segregated in the database” and the reasons for its conclusion that
“mdividual tagging, as that term Is commeonly understood . . . did not
provide any measurable value for privacy protections at this time.” Second,
the memorandurn does not explain what options, including use of "meta
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tags,” the NSL Working Group considered and rejected or the basis for its
conchusion that such mrasures would "place an undue burden” on the
operation of NSLs. In later discussions, the Privacy Officer indicaied that
these matters would be more fully expained in the revised NSL Working
Growp report and reconmmendations, {15

Fourth, we are concerned that the NSL Working Group’s proposed
standard for upleading and retaining NSL-derived financial and credit
information provides no meaningful conslraint and regquires no balancing of
privacy inferests against genuine investigative needs, The NSL Working
sroup's proposal wonld allow any informstion that a Special Agent believes
"eontributes™ to an nvestigation o he uploaded and retained. As described
by the NSL Worldng Group, it is difficuli to coneeive of responsive
tnformation that a Special Agent could not find “contributes” to an
investigation in some way. Consequently, we believe the standard i g0
broad as to be meaningless, When we discussed the standard with the
Privacy Officer, the Privacy (Mlicer stated that the standard was intended to
be hmiting, although he stated that the August 17 memorandum did not
provide apprepriate clarity to ensure that the infended protections wars real
and not Husory. {13

Fifth, we are concermed that the NSL Werking Group did not
sufficiently assess whelher {0 establish any time Hmiis on the refention of
NSL-derived data, sulliciently explain ifs reasoning for ks conclusion, or at
least consider more modest measures such as requiring that indormation
dertved from NSLs be reviewed during annual case reviews, when cases are
closed, or after a reasonable period following the closing of investigations
{for example, 3 or 5 yvears after closure]. While we understand the NSL
Working Group's rationale regarding the dilliculty in predicting al a fixed
point in thme the investigative value of certain information, we are not
corpvineed from the analysis comtained in the NSL Working Group's
memorandum that measures short of retention for 30 vears are not feasible
or workable. In particular, we do not find the NSL Working Group protocols
sufficiently profective of the privacy interests of individuals who have been
determined not to be ol nvestigative intetest. {1

For example, aceording to QIG interviews with FBI Special Agonts,
a primary use of NSLs is fo close leads and eliminate suspects. Yet,
informatlion from NSLs for which the primary investigative value is to
eliminate a suspect or close a lead falls within the NSL Working Group's
broad definition of information having “investigative value” and may be
updoaded and retained or many years. Under this approach, information
related to individuals determined not o be of inferest or concerm to law
enforcement also would be retained on the chance that the information
couwld become relevant in the Inture. However, the argument that large
amounts of data from NSLs that eliminated a suspent or closed leads should

T
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be retyined for many vears because i may noet be available in the future
should be weighed against the individual's privacy interests. H is not dear
that the NSIL Wnrkmo Group did this, and we do not believe H adequately
explained its reasoning for refecting allernatives other than the FBUs geperal
retention policy regarding investgative informatinn. In lght of the vast
amounis of digital intormaiion that the FBI can collect en nommurication,
financial, amd credit fransactions, we believe the NSL Working Group did
not give sufficient weight {o the valid privacy interests that weigh against
retention and accessibility of such data for 30 years, We belicve the NSL

Working Group should reconsider this significant concern wher it

recopwenes. (U}

For the above reasons, we belivve the NSL Working Group shoeuld
reconsider its reasoning and conclusions that tere showdd be no periedic
review of data to determine whether the investigative value gvercormes
reasonable privacy inferests, While we acknowledge that in many. and
perhiaps most, instances under such a review, the Special Agent or other
official reviewing the case {ile may determine that the data sheuld be
retained, we believe that deterreination should be made only after a
considered judgment rather than by application of & low standard that
almost abways will result in retention. (U]

We also believe that the NSL Working Group shoudd reconsider its
proposal fo allow uplimited uploading and retendion of elpetronis
conpnurication transactional data regardless of its tnvestigative value, We
understand ihat frdormation derived rom ECPA NSLs must be uploaded
into apprepriate databases for link analysis and other examination to
determine if it bag investigative value. However, we are concerned that the
NSL Working Group did not adequately consider or explain wity it rejected a
proposal that the FBI remove information that, upon analysis, is detenmined
to have no investigative value after some reasonable perind of time. {U]

We also are not convinced by the NSL Working Group's initial
assessment that the reduced privacy concerns associated with electronic
comnunication transactional data, as compared with financial or credit
data, justify rejection of any lmits on uploading all responsive Information.
To the confrary, we believe that the valume of elecironic communicalion
transactionsl data collected, as well as the wide accessibilily of that data,
should be given more weight in balancing the need for additionad privacy
protections. As we describe elsewhere in this report, the vast majority of the
FBI's N8Ls are requesis bor electronic commumnication records under the
ECPA. Further, much of the information in FBI databases is periodically

Aransterred to the bivestigative Dala Warchouse, According fo the FBI, the

Investigative Data Warchouse contains dala from 53 different sources and is
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available to over 13,000 Special Agents, analysis, and law epforeement
partniers around the world. # Consequently, the Working Group should
ideniify wavs {o establish meaningiul contrels to ensure that NSL-derived
electrenic communication ransactional dats, inclnding information that
has no identified nvestigative valug, is not made mdvl\f available {0 the
world-wide Inw enforcement community, (U]

in sum, we beleve i was presnature for the NSL Working Group (o
conclude that currernt mechanisias to control the use and retention of NSL-
derived information are adequate to 1‘:1‘0?(‘{‘1‘ the privacy and eivil Hberties of
.S, citizens. The NSL Working Group's preliminary conclusions are

based in part on corrective weasures that have not been fully implemented
or demonsiraied {o be efiective. We therefors belipve that the NSL Working
Group's reconunendations related to the retenton of NSU-derived
information require further examination and explanation regarding how 1o
'buku‘zc:f\ th{: iegitimatc priv:_iev intt*resatq (‘s"‘i}‘;diviﬁuulq ffe.;ain »‘-:'t pﬂtential

haw in exfe*m“i :miduimni pnmcv safogua: dx io d.:-zj 31 ohtamed inre bpmm
io the thousands of NSL requests issued each vear that resull in the
collection of data on how UL3, citlkeons commmnieate, bank, and spend their
money. {(U)

IV. OIG Conclnsions and Recommendations (U}

Iz conclusion, we believe-the FBL and ihe Departinerd have made
significant progress in implementing the recommendaiions from our Arst
NSL report and in adopting other corrective actions to address problems we
and the FBI identified in the use of national securily letters. We also Ibund
thal the FBI has devoted significant eoergy, flme, and resources toward
ensuring that its fiekd managers and agents understand the seriousness of
the FBI's shorfcomings in ils use of NSLs and their responsibility for
correcting these deliciencies. {Ul

For example, the FBI Director and Deputy Director have underscored
the significance of the OIGs findings with sendor Headqguarters officials,
S5ACs, and other personmnel throughout the ranks of the FBL stressed that
compliance with NSL anthorities is 8 major priority; and emphasized that
personnel involved in drafting, reviewing, and approving NSLs will be held
accountable for infractions. The Deputy Dirvector and the General Counsel
have reinforced these messages with 5ACs and CDCs. The FBI alsu has

¥ Federal Buresw of Investigation. "By the Numbers ~ FBI Transformwtion Bince
2001," September 6, 2008, hittp:/ fwww. fhi gov/ paged / september 067 numbers080606, it
{aveessed November 30, 2007, [
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generated comprehensive legal guidance on use of N&Ls! provided

mandatory NSL training to Assistant Special Agents in Charge, Supervisory

Special Agents, Special Agents, and Intelligence Analysis; underscored the
responsibilily of CCs o reviewing arel approving NSLs and of case agents
in ensuring that NSLs do not generate unauthorized records; and developed
enhanced information technology tools that should facilitate the preparation
of NSLs, regduce or eliminate errvors, and improve the accuracy of
congressional and public reporting an NSL usage. We believe that these and
athor steps taken in the last vear underscore the FBUs commitment o
addressing the problems we fdentified i our Hrst N&SL repart. (U]

The Fiil's efforts to promote betier complance with NSL authorities
also have been enbanceed by other FBI initiatives and by the national
security reviews condncted by the NS and the FBL The information
dexeloped from the FBI's 3047 NSL audils and the NSD's national securily
reviews is also likely to provide additional insights o problem areas and
form the basis for additional guidanece and complianes measures. {3

However, because only a year has passed singce the OIG's first NSL
report was released and some measures are not fully implemented, we also
believe 11 is too early to definitively state whether the new systems and
conrtrols devetloped by the FBL and the Departiment will elbminate fully the
profrems with the uses of NSLs that we and the FBI haye identified. We
believe the FBI must mmplement all of our recomrnendations in the first N3L
repart, demonsirate sustained conmmitment fo the steps i has taken and
commif{ted to take {o improve compliance, implement additional
recommendations in this seeond report, consider additional measures {o
enhance privasy protections for NSL-derived information, and remain
vigilant in holding FBI personnel accountabde for property preparing and
approving NSLs and for handling responsive records appropriately. {13

In addition to the steps taken to date to address the recommendations
in our Hrst NSL report, we recormuend that the FBLE (1)

1. CUreate blank mandatory fields in the database supporting the
NSL data system for entering the U.S. person/non-1LS. person status of the
targets of NSLs and for entering the mumber of NSL requests i order to
preverit inaccuracies that may otherwise result from the current defaull
settings. ()

2. Implement measures to verify the accuracy of data entyy inda the
new NSL data system by tnacluding periodic reviews of a sampie of NSLs in
the database {o ensure that the training provided on data entry to the
support staff of the FBI OGC National Security Law Branch (NSLB), other
Headquarters divisions, and ficdd personnel is successhully applied in
practice and has reduced or eliminated data enlry errors. These periodic
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reviews shoukd also draw upon resources available from the FR {nspection
Division and the FRI's new Office of Integrity and Compliance (OIC). {U)

&. Implement measures {o varily that data requested In NSLs s
checked agatnst serialized source documentis to verify that the data
extractad from the source document and used in the NSL {such as the
telephione munber oy o-miall addresst is acauraiely recorded on the NSL and
the approval EC. {U)

4. Regularly monitor the prepavation of NSL-related documents and
the handling of NSL-derived information with periedic reviews and
inspections, This includes requiring that during guarterly {ile reviews,
squad supervisors canguct, at a mindmuon, spot checks of NSL-related
documents in investigative files to ensure adherence to NSL authorities,
Attorney General Guidelines, and internal FBEI policies governing use of NSL
auwthorities. {13

5. Assign NSLB atiorpoys to parficipate in pertinent mestings of
operational and eperational support units in the Counterterrorism and
Counterintelligence Divisions. (U]}

6. Consider increasing the stalfing level of the OIC so that if can
develop the sulficient skills, kmowledge, and innlependence {o lead ar directly
carry oul critical elements of the QICs work, {17}

We also recomunend that the Departmeniy {U}

7. Dirvect that the N&SL Wearking Group, with the FBUs and the NSDY's
participation, re-exasnine measures for (1) addressing the privacy interests
associafed with NSL-derived information, including the benefits and
feasibility of labeling or tagging NSL-derived inlormation, and {b) minimizing
the retention and dissemination of such information. {LJ]
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CHAPTER THREE:
THE FBI'S 2007 REVIEWS OF NATIONAL SECURITY LETTERS
IN RESPONSE TO THE OI1G’S FIRST NSL REFORT (I}

In this chapier, we describe additional efforts undertaken by the FBI
in response o the QIFs 2007 repart (o review the FBUs complianes with
staiutes, guidelines, and internal policies governing the use of national
securily etters, Section I desoribes three FBI reviews of NSLs conducted in
2007 i response to the OIG's Andings. These three FBI reviews were
undertake to assess the extent of the errors in NSL usage. The FBI
conducted: {1} & review of NSLs issued by FBI field offices from a random
ssmple of 10 poercent of all national security investigations active at any
time from 2003 through 2006; (3 a sepavate veview nf 10 percent of NSis
issued by Headquarines divisions during the same periad; and {3} a review of
NSLs tssued in counterintelligence investigations pursuant to the Fair Credit
Reporting Act (FCRA) from 2002 through 2008, (U}

The QIG analyzed the resulls of these three reviews to assuss their
methodology and accuracy. Section [ describes the results of the OKGs
analysis, (U}

The FBEs reviews were infiiated scon after the issuance of the CIG's
tirst NSL report in March 2007, In that report, the QM had examined a
judgmental sample of 293 NSLs from 77 national seourity investigation case
files. Inour sampls, we identified 22 NSL-related possible intelligence
viokations, which represented g possible intelligence vielation mte of 7.5
percent.® These errors includesd both improper reguests from the FBI and
unauthorized collections due o third party ervors. {U)

As discussed later in this chapter, the findings of the FBI's three NSL
reviews generally confinmed the OIG's findings as to the types of errors made
by FBI agenis in thelr use of NSL autherities as well as the unauthorized
collections caused hy third parties that provided the FRI with todformmation
that was notl regquested. Current FBI policy requires that substantive errors
i1 the use of NSL authaorities by FBI porsonnel as well as ervors caused by
third parties resulting in overproduction of informatian to the FBI be raported
to the FBI QGC and the FBI Inspection Division as potential Inteiligence
Oversight Beard {10B} viclations {PIOBs). The FBI OGC roviews theae reports
and determines if the FBI has reason to believe that such conduet “may be
unlawiul or contrary (o Executive Order or Presidential Divective,” the IOR's
repeorting standard under Executive Order 12863, Although the types of

33 “The FIN OGC concluded that only B of the 22 matters identified by the OIGs first
NBL report as possible intelligence vinkations should be reporied o the 108, {3
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possible IOR violations identified by the O in our first NSL report andlin the 3]

FBI's N&L reviews were simtlar, the FRUs field review of a larger samply
case filex, found a higher overall possible violation rate (9,43 percent) than
the OIG found in its sample (7.5 percent}.?* }§)

However, when we analyred the FBUs 10-percent field office review,
the OIG identified additional possible infelligence violaiions missed by the
FBL. Moreover, inspeciors were unmable W locate records obtained in
response to 6.8 pereent of the NSLs selected for the field review, ¥ .
Cionsequently, we believe that the rate of possible violstions identified by the
FREin s 2007 field review is still undersiated, and therefore the FBl's field
review does not provide a fully reliable baseline from which to measure
improvement in compliance with K&I. authorities in the future. (1)

The OIGs review also found that the FRI reclassified as
“administrative errors” some issues that itially were reported as possible
intelligence violations during the feld review, For some of these
deficicncies, we are concerned that vse of the phrase “adhministrative error”
appears te uoderstate the severity of the possible violation, {U}

The FBi's 2007 reviews also identified two issues invalving the use of
NSLs that previously had not been fully addressed by the FBI. The FRIs
reviews determined that: {1} FBI field offices received andd retained Social
Security Numbers argl date of birth intormation in response to NSLs sceking
subscriber information pursuant to the Hlecironic Convwrnuaticadions Privacy
Act {(ECPA), even though this information was notl requested in the NSLs;
and (2] field offices and Headguariars operating divisions were often unable
e locate records obladned o response o NSLs. (U}

The FEIs 2007 reviews further demonsirated that the FBI's
mechanism for identifying and self-reporting possible intelligence violations
had been incflective i the vears since enactoent of the Patriot Act in
Qutober 200195 (1)

# The FBI used g statistically valid sample that allowsd iis results to be projectead
1o the universe of all NSLs fssued by the FBI during the 2003 through 2008 review period.
Iny our fivst NBL report, the 016 used & judgmental sarople, and the results codd oot be
statistically projected to the universe of all NSLs issued during the revisw period. (1)

¢ The problems locating responsive repards lkewdse affectod the FB3Us other
reviews: revords provided in response 1o 88 pereent of NSLs ecamined in the '
Headgueoters review were nob initially located, and, o the FCRA review, 13 of the 56 Heold
offices {23 percent] reported being unable to loeate responsive yeoords fir 1 or more FORA
NSLs. (U}

3§ The term "HUSA PATRIOT Act” is an acronym for the United and Strengthening

America hy Providing Appropeiate Tools Requirad o Intercopt and Ohstruet Terrorism act of

{Cont'at}
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In sum, we credit the FBI for using a reasonably sound methodology
in conducting its revicws of NSL activities, for comunitting significant
resources to the reviews, and for making the examination and analysis of
the results a high priority, Its reviews confivmed the probiems that the
OlG's first NSL report identified.  Although vur analysis of the FBPs field
and Headguarters reviews shows that the FRBI was not able to ascertain the
full extent of the possible violations of NSL authorilies in national securily
investigations, the O nonetheless belioves that the resulls of the FBIs
reviews can help guide the norrective action that the FBI is implementing to
enhance compliance with NSL authorities. These reviews ggain demonstrate
that the addifional remedial measures being implomented by the FD are
necessary and should remain a priority. 19

inthe fﬂlinwmﬁ sections, we discuss in more detadl the FIB3I's 2007
reviews and our amliv%m of them. {11

X. The ¥BI's 2007 Reviews of National Security Letters (U}

In this soction, we examing the methodology and findings of three
reviews conducted in Z007 by the FRIs Inspection DRDivision in response o
the Qlty's Brst NSL report: (1) a review of N3Ls issued by FBI field offices
from A random sample of 10 peroent of all national secwrily Investigations
active at any time from 2002 through 2006; (2} a separale review of 10
pt‘.frtt‘:nt f)f 'NSLS 5.3&‘&11{,& bv b'{fs:;idquartf‘rs divisimm dt&rmg; i‘he same period:

pursuani t{) the I* LRA {from "0{)2 ihmup’h ZGQU (U}

A The ¥BI's 2007 Field Review of National Security Letters
()

In response to the (IG's first NSL report, the FBI conducted a special
review to assess whether FBI field offices complied with NSL staiutes,
Attorney General Guidelines, and internal FBI policies governitug the use of
NSLs smd whether certain field offices had higher than average PIODB
viclation rates. The FBI assigned a large number of senfor inspectors to
conduet the reviews guickly, and the FBI made the review and analysis of
the results a high priority. The FBI used a slatistically valid saummple and
audit methodology that allowed s resulis to be projected beyond the
sample of NSLs it reviewed to the universe of NSLs issued by the FBI doring
the review period. {1}

2001, Pub. L. No. 197 RG, LiG Stat, Q72 {2{)01} It is commanly referred {o as “the Pabriot
Act.” (Ui

T
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1. Methodology of the FBI's 2007 Ficld Review (U}

To eondunt its field review, the FBI selected a random sample of
10 percent of the case files in the three types of investigations in which
NELs may lawhully be issued: counterterTorisan, counderintelligenice, and
forpign computer intrusion oyber investigations. The FBI determined that

of these types of tnvestigations were active al sny time betwee

January 1, 2003, and December 51, 2006, and randomdy selectug ]
case files for review ¥ The FB assigned 170 inspectors to review the case
files at 56 ficld offices over a S-day period (March 18, 2007, to March 203,
20071 The inspectors were instructed to review every NSL and related
document in each selected file to dotermine if any possible inlelligenes
viclations eocwrred, When the review was complated. the inspeclors had
reviewed 7,863 NSLs issued during the 4 vears covered by the review s (%)

Because many of the inspectors conducting the field review had no
training or experienee in issuing NSLs ar with national security
investigations, the FBI provided training and guidance on conducting the
review. Inspection Division supervisors and FBI OGC attorneys told us that
they repeatedly instrucied the inspentors Lo err on the side of over-
reporting” possible intelligence violations even if they did not ingvolve an
NSL-related violation ® Also, the Chiel Division Counsels (CDC) at cach

¥ The FR sample was proportional by case type [counterterrorism.
counterinielligence, and eyber mvestigations) and fiekt offies. ’l‘h.t[ cases inchuded
irpvestigations for which the FBI GG NSL mweking database showSd et one of more NELs
hadd been issues! as well a8 investigations In which the database showed no NSLs. The
inspectors fourel NGLs 4 of the case Bles, The nuaier of case files reviewed at each
fisld offies ranged -ﬁ‘m‘ii_ in the Bl Pase and Anchorage fisld offiees € Iiu the Mew York

5] ' icld office. The number of NSLs reviewed in each Held offive ranged fro in Epowville to
11 the Washington, DO, Hekd offices. The FBUs random sample included]  [cases that

were designated] as FBI Headguarters investigations. There were 16 KSLs watiToy these case
fles, wnd thess NSLs wore roviewed saoa part of the FRx Reld audit, not the Headguarters

audit, Mg

M Fowever, the FRY inspactors coudd e bocate vecords I redponase to 832 NSLs,
wd 1,170 N&Ls fncluding these 532} werw not Badly revievesd because the inspectors could
not find all relevant documents fapproval electronte coparunication G, NSL, and
rezposisive records) or were unable to nudie a deterination as o whether a posaible
irfeiigence viokation had eccuwrnsd, We didd not inelude in our caleulations of the
unasitborized collection portion of e PIOB error rates NSLs for which responsive records
eauld not be hooated, Hi}

48 Inspection Division persoune! supervising the awdit told us that they mstrocted
the inspectors tea to search ease Gles for tixfinciions unrelated 0 putionad seourity letter
authorities or sxample, if Grvestigative activity unrelated to NSLs ocowrred after
authorization for the investigation hac lapsed). However, If they encountered such
viohitlons, referred to as "other” reportable posathle inusiligencs violations, they were
instructed o document the possible vinlatlons, ()
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field office were made available to answer questions rom the inspeciors
while they were on site at the deld offices. {15

Whezn the inspecturs noted possible vinlations during the field review,
they were instructed 1o give a paper copy of the NSL, the associated
approval memorandum (referred te as the approval Elecirondc
Communicaiion or ECY, and a PIOB violation form 1o the fielkd office’'s ODC.
The inspectors also fransmitisd the resulis of thedr reviews to the Tnspection
Rivision on a dadly basis. The Inspection Division aggregated this
information inte a consalidaied database for analysis. (U]

For cach possible infelligence vivlation the FBI inspectors idendified
angd reporied to the Inspection Division the CDCs were instrucied to make &
preliminary decision as o whether the matter should be reported o the FB3I
DGO as a possible intelligenee vickation based on guidance issued by the
FBLOGC in Novermnber 2008, These preliminary decistons were forwarded to
the Inspection Division. Regardless of these initial decisions, the CDCs were
mstructed 1o then make an “official” determination (n writing and forward
those decisions, along with all NSlrelated documentation, to the FBI
QGC .5 As of February 2008, the FBI OGC was in the proosss of
adjudicating which matiers in {acl were reportable to the FBOGC and
determining which matiers should be reported to the [0OB. {1

2. The FBI's Post-Field Work Analysis (I

Upon completion of the fleld review, supereisors in the Inspection
Division analyzed the rosulls reported by the inspectors to fdentily the
extent of the NSL-related possible intelligence vielations in each FBI field
office. During their profiindnary review of the results, the supervisars
discovered that: (U}

« some information entered by the tnspeciors was incomplete or
contradictory: {1}

e some forms reported possible intelligence violations that the
supervisors did not believe rose to the level of being reportable;
and (U}

e coertain ficld offices had signtficantly lower rates of pessibie
intelligence violations compared with other fleld offices. (U}

30 As of Uecember 4, 2007, an Inspection Division supsyvisor told us that &l 86
CDCs had forwarded docomentation of the reported posaibie intelligence violalions to the
FRI QGC, However, some CRCs «Bid oot make official determinatinns of whether the
matiers reported to them were possible indelligonee vislatioms; instead, these COUs merely
forwarried the facts and dodunments related to the potentiad intefligence violations to the FI{
QGC for its review and deternyination. {U)
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To resobve contradictions in information submitied by inspectors ansd
determine whether possible nteliigence violations had ocourred, Inspection
Divisfon supervisors performed what they termed a “serubldng process®
during which they examined each form o identify and resolve any
discrapancies. Specifically, the supervisors reviewed the PIOR forros to
determine why some forms were submitted without identifying a possible
intelligence violation and o resolve contradictions bebwesn possible
violations noted and the inspectors’ comments, {U)

Simulianenusly. the Inspectian Division supervisors regquaested
guidance from the FB OGO regarding violations that the supervisors dist not
belteve rose {o the level of a possible intelligence violation, such as instances
in which inspectors were unable to locate the signed copy of an NSL.S! The
FBL OGO agreed with the supervisors that certain types of ervors noted by
the inspectors did not constibute an NSLe-related possible intelligence
viclation. Consequently, the FBI OGC atlomeys oreated a fist of 11 NSL-
related infractions they termed “admindsirative errors.” Table 3.1 provides a
st of the Wnfractions the FBI OGC deomed NSL-related adminisirative
errors. Using the FBI OGT’s Hst, the Inspection Division supervisors re-
examined the entries on the FIOB {orms and determined whether they were
repartable NSL-related possible intelligence violations or administrative
errors. {U}

o

8 As we reporied in owr Hrst NSL report, FBI polivy did not reguire retention of
signed copies of NSLs, I March 2007, in response {0 the OIGs vecommenglations, the FBIE
directed that signed coples of NSls must be retained in the investigative file to which the
request relates. See Records Management Division, Faderal Burenu of Investigation (FBL,
clecironie communicution to sl Divistons, Procedurs] wad Qperationsd Issuaness, Mareh 9,
2007, As desoribed fally in Chapfer Two of this report, ¥BI policy mow requires that the
NSL itself must be uptoaded as an NSL documartt into the Aatomated Case Support {ACH)
system. Id. {U)
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TABLE 3.1
NSL-Related Infractions Identified in the FBI's 2007 Field Review Later
Classified by the FBI as “Administrative Errors™ {U)
[Tahlﬁ below iz Unclassified]

x of
Nature of NSL Infraction &“ﬁ:&ozs
Unable to locate N3 resulls/records subimitted by the NSL recipteat 532
Approval B lacked detadled information on specifie records reguested 433
cenpsredt with detafls in the NoL
Approval EC did nol oite s:pﬁg;;}c .smmts}n suthorily for issaing the NS 138
Laable 1o locate signed NSL 12
Unable to degeomine if the NSL was %f‘l‘;-;{‘{i &1
Lradde 1o locats tnthisded/ approval EC requesting issuanos of NSI 7
Approval EC requeaiing issuance of NSL lacked appropriate approvals 50
Records requested o approvat KO differed frova records roquested i the 33
NEL
Statntory suibrity cited in the approval BC differed frors the oltation i as
thees NEL
Ls*‘ox s Dypsing; srmxdmg of NS date 20

Finally, regarding the variation in PR violation rafes between ficld
offices, the Inspection Division supervisors were concerned that the
inspectors who reported lew PIOB vinlation rates for the field offices to
which they wore assigned may have missed passible mteligence violations.
To determine whether that had ocewired, the Inspeetion Division conducted
follow-up visits to six ficld offices to re-review the files examined during the
initial inapection. The supervisors” concerns proved correct. During the
inttiad field visits, the inspectars had identified one NSL-related pm‘aible
intelligenice vielation in these six offices. Inspectors assigned to the follow-
up vrsits found B3 additional possible intelligence viclations that were
miissed by the Hrst inspection teams. (4]

3. The FBI's Findings (U)

After the Inspection DMvision supervisors complated the serubbing
process, they reported to the OIG that as of Novemnber 2007, they had
wentified 640 NSL-related possible inrelligence violations in 634 NSLs.52
These 6440 matfers included: (L}

5 The data presended bolow descoribing the 840 NSL vislatinns is & summary of the
initial decisions made by CDCs during thie FBI's field roview and does not reflect the final
deeisions that will be made by the FIN GG, As we previvusly noted, as of February 2008

{Cont’dl}
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« Impropey Authorizations. Approximaiely 6 percent invoelved
violations of internial FBI policy designed to ensure appropriate
supervisory and legal review. These included instances in
which NSLs were issued from inv restigations that were inactive
or had not been properly a,utiw.nzccl, lacked documentation of
predication, lacked documentation of reqguired approvals, or did
nat document the relevance of the reguested information to the
underlying investigation in the approval £Cs. (U}

» Improper Reguests, Approximadely 4 percent invoelved NSLs
that requested information the FBI was not authorized to
reguest. (L)

« Unauthorized Collections, The majority {80 percent} inveolved
the receipt of records not requested i the NSL or the receipt of
information not relevant to an FBI investigation. (L)

"Urnawthorized collections” is 2 phrase used by the FRI anwd the OIG to
describe several circuomstances in which the FBI recetves information in
respanse o NBLs that was not requested or was mistakenly requesied. For
example. many unauthorized collections oovur due o ervors on the pard of
NSL recipiests whon they provide more information than was requested
{such as records for a lenger period of time oy rocards on additional
persnns). The FBI sometimes also refers to these maiters as “over
collections™ or “overproductions.” We refer to these as "indtial thivd party
errors” because, while the NSL recipient may initially have provided more
mformation than reguested. the FBI may or may ol have compounded the
initial error by usiog or uploading the information, Other unauthorized
collections can result from FRI ervors, such as when a typographical error in
the telephone mmber or e-mail address resulls in the acqudsition of data on
the wrong person or e-mall address. When we present data on
“unauthorized collections” in this report we note whether the infraction
necurred due o initial third party civor or FBI error. (1]

Table 3.2 provides more specific information on the types of NSL-
related possible intelligence violations identified during the FBI's field review
and shows brow many times each type scaurred. Iy the table below and
elsewhers in this report, we use the phirase "initial third party ervor” to
describe a mistake initially attributable to the NSL recipient of providing
more irdormation than requested by the FBL I some instances, FB3I
employees identified such overproduciions and segregated the indormation,

the FEI O0C had oot completed reviewing and adpudicaiing all of the possible aitelligence
vielations iderdified during the FBUs figld review. The FBI OGC will make the
determination as (o the types of potential intelligence viclations that the Held sheould report
1o the FBI OGT as well an il violations the FEI defermines we reportable {0 the 108, {0
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rather than using i or uplowhing the indonmation into FBI databases.
However, we i(}m;(}. that inn all bul 1 percent of the instanees dentilied by
the FBI's Beld review (4 of BETY, FRI personnel fafled Lo identify the
improperty provided irdormation angd thereby failed to take required steps
for sequestering the infonmation rom the case fie and ensuring that the
information was not used or upleaded into FBI databases ™ Because these
553 matters were nof identifind by fickd agonts or supervisors, they ware nod
seli-reportad to the FBI OGC as mguired. (1)

TABLE 3.2
Paossible NSL-Related I0B Violations
Identified in the FBI's 2007 Field Review (2003 through 2006} {U)
{Table below is Unclassificd]

Possible NSL-Related

Categery 108 Viclation Number | Perceniage
Trapropey NS s with no suthorized investigation (no 2 -
Authorizations | cass ever opencl)

(FI3 ervos} NSLL lacked predivation sy sudfisient & .

justifieatior, or irdormation senght not relevant
1o ths investigation

S fsaued inoa preliniinary investigation prioy 3 -
NSL fsaued inoa prelinyinary investigaion p {
to January 18, 2003

HSL lssued in a preliminary investigatiom under 2

FURA between Jaouary 18, 2003, and

December 31,2003

NBLE lacked approval of Senlor EA\’L’N(I‘» e ‘"wen ics 28 -
oifiedal

NEL raquested befors or after aathortred period >

of lrrvesty

Improper NBL jesued uneley FCRAV for & consurner full 14 -
Heguesis crecdit report in a connderintelligenve case with
(FBI ercon} ng rexies o nlonstional ferrorisn

NEL-requested fnformation bevond the soope g

permissiie by statute

8 Am dincussed i Chapler Soven, on Augusi 1, 2007, the 108 direcied the P
OGO to report third party ervors that are compounded by the FBL Alter thiy direction, B
U6GC officials told ve that they began svaluating third party errors to determins if the FBI
compounded the errors by using the inappropriately provided information or upleading it
itdo FBl databases, H the FHI compontcded a thind party ervor, FRI OGQ officialx told ux
ihey would report the matier to the 108, {U)
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Possible NSL-Related

Category 10E Violation Number | Percentage
Unawthorized | The NSL recipiernd groveisiod dats in cxcess of the LS -
Collections NSL reguest Godtiad thivd party error}

{FBI ervor or T N&L recipient Purnishiod records or 312
initled third information nol reguestad in the NSL
party error) {inival thind paty e} .
NSL issucd with {(ypographical mistsles in 149 -

pames, addresses, telephone numbers, accound
nunibhers, ot {FB] n,mi

Naote: The total of the threo rows abwove must be {1186}
adjusied o akunt for NSLs that had
t thatt one o

@{\: I\\ \-.\.\.:-.\\\\\\\\\\\ k SR \I

Noste: We derived Lht: peroentage 01 vmiat&uns t}v e iy if‘ t! e tunnber of aeourvences by
840, the total raymber of NSL-reigted PIOE vipklations, 18

As shown in Table 3.2, 876 of 640 {90 percent) possible intelligence
violations were the resull of the unanithorized collection of {elephone ar
e-mail iransactional records, financial records, and credit records pursuant
{o the ECPA, RFPA, and FCRA NSL statutes, These unauthorized
collections occurred due to ervors made either by NSL reciplonts [meml
third party srror) or by the FBL For examnple, these included instanoes in
which: (L3

. The NSL recipient errad by providing data in excess of ihe NSL
reguest, such as providing Information for a full billing cycle
rather than providing records for the shorier peried regquested
in thie NSL.& 1)

2. The NSL recipten erred by furnishing records or inlormation
not requested in the N8I, such as information on individuals
who used a particalar telephone number or c-mwail address
during dates before or after the subject of the FRI
investigation. Certain NSL recipients also produced Social
Security Numbers and dates of birth in response to ECPA NGLs

In May 2006, the Fil QGO approved use of a revised attachment for ECPA {0l
record NSLs that included foformation “which encompasses the hilling aycle that is used
witht respert to the ageourrdis) informaiion requested” among the fypes of records that way
be considered by the recipients o be "oll billing recovds,™ (U}

5 FBI OGO attorneys told us that i the date range in the NSL was reasonable when
tha NSL was ssued, and the veomds reeeived were within the date range of the NSL, the
FBl OGO does not consider such records o be vnauthorized collections, {1

pet:!
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seeking subscriber information, even though this information
was not requested in the NSL.S8 (1)

3. the FBI grred by requesting information on the wrong felephone
nurnber, sald account, or Intemet Protocol address in the NSL
due to FBI typographical srrovs. (U]

4. Comparison of Findings in the FBI's 2007 NSL Field
Review and the OIG's First NSI Report {UJ}

The findings of the FBI's 2007 NSL field review woere generally
consistent with the OIG"s Gndings in our March 2007 NSL report as to the
types of orrors mado by FBI agents in thelr use of NSL authorities.
Although the types of possible intetligence violations tdentified by the OIG
and in the FBI's 2007 field review were similar, the FBI's review fouidd a
higher overall violation rate and a higher rate of errors atfvibutable to third
party unanthorized collections than the G found. {5

In the OIG's judgmental sample of 77 national svenrity investigation
case ez malntained by 4 field offices, we identified 22 possible violations in
the 293 NSLs we examined that we believed showdd have beent reported to
ithe PRI OGCST Of those 22 violations, 10 invoelved unauihorized collections
due to third party ervor. [ its 2007 field review, FBI inspectors reviewed
6,888 NSLs for which all relevant NSL documents were available, {approval
BC, NSL, and responsive records) and {ound 634 NSLs that contained 640
possible violations, Of those 840 viclations, 557 involved unauthorized
collections attributable to nitdal third party srrors. A comparison of these
findings Tor the twn reporting periods is illustrated m Chart 8.1, (U}

W As discussed iy Chapter Two of this report, in August 2007 the FRI1 OGC
requested a legal opinion from the Repartment’s Office of Legal Counsel (OLC) on whethier
the FBE may lawiolly refain Social Secnrity Numbers and date of birth indormation provided
io the FBILin response to NSLs secking subseriber information pursuant fo the Elextronie
Communications Prinacy Act (RCPAL 18 ULB.C, § 27084&]. As of Februay 2008, the OLO
Fiaed vt issued s oplnion. {Uj

 Following issuance of our first NSL report, the FBI OGC instruvied pertinent fisdd
vifivey Lo report the 22 potential 108s {o the FBI OGC. The FBI OGU determined that only
five wore reportable to the 108, The five matters that were reparted to the IOB were
Issuance of an NSL without obtaining required appreoval o muend the investigation;
issuance of an NSL for material that arguasbly constituted probibited cantent; issuanes of
an N3L etting the ECPA NSL statinte that requestsd the Right to Firarngial Privacy Act {REPA}
financial records assoctated with e-mail acoounts; and lssuanes of two NSLs requesting
eonsumer il credil reports pursuant to 15 UE.C. § 1681y in 8 counterintelligence case
with oo internutional terroriam nexas. (L5



CHART 3.1
Comparison of Possible NSL-Related I0B Vielations 1dentified in the
OIG's First NSL Report and the FBI's 2007 Field Review {U}
[Chart below is Unclassified]

0% o ——————

PRI Fisld Review

OIS NSL T {003 - 2005 (2003 - 20063

FBE NEL PICE: 4. 10%, 1.1
B Third Farty NSL FIORs A1 §.33%
£3 Total NSL PIORB Rats T.21% 34030

B. The FBI's 2007 Headguarters Review of NSLs {U)

As a result of the QIG's findings in our fivst NSL report, the FBI
Inspection Division also conducted a special review of N3Ls issued by
Headguarters divisions to determine the nature and extent of any problems
assoviated with these N3Ls, In this section, we describe the lnspection
Dwvision’s review of NSLs issucd by Headguarters divisions from 2003
through 2006, including the FBUs methadelogy, findings, and subsequent
recommendations, (L)

1. Background (U}

In cur first NSL report, the OIG ound that FBI Headquarters
personnel issued approximately 300 NSLs exclusively from control files
rather than from investigauve files. If N8Ls are issued exclusively {rom
control files, case agents and their supervisors cannot determine whether
the requests are tied to substantive mvestigations that have established the
reqguired evidentiary predicate for issuing NSLs, Issuing NSLs from control
files ix contrary to internal FBI policies, {Uj

&6
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2.  FBI Methodology (U}

To determineg the extent of NSL-related possible intelligence violations
m FBI Heaslgpuarters divisions, in April and May 2007 the FBI Inspeciton
Division reviewed a random sample of approximmaiely 10 peroent of 2,440
NSLs {249 were selected for review] issued hetween Janwary 1, 2003, and
Recemher 31, 2006, hy FBI Headguarters divisions.®® The FBI searched the
Automated Case Support LACS) system o identify the universe of NSLs
issued from Headguarters.® Quee the universe of NSLs was identified and
the sample was salected, the process used o conduct the Headguarters
review was similar to that used for the field review: inspectors manually
and electronically {thrpugh the ACS system) reviewed documentation,
inciuding the approval ECsx, the NSLs, and information received in response
to the NSLs for compliance with NSL statutes, Attorney General Guidelines,
and interpal FBI policies, {U)

3.  The FBI's Headquarters Findings (U}

The Ingpeetion Division's review of Headguarters-issued NSLs
produeced much higher violation rates than those the FBI reported in the
field roview. In tolal, the FBI inspectors identified 165 possible violations in
the 248 Headguarters N8Ls they reviewed. The 248 Headguarters NSLs
were tHed to 25 case files, of which 15 weore bnvestigative fles apd 10 were
coritrol files. The Headguarters review also identified a type of wrror -
issuance of NSLs solely rom comirol files - that was not identified in the
FBU's field review avd thatl acenunied for a significant proportion of thw
pussible intelligence violatdons, Over B0 percent {135} of the NSLs in the
FBI's Headquarters review sample were issued sxclusively frony control files,
in violabion of internal FBI policy. As & result of these N8Ls, the overall
PIOR violation rate for Headguarters-issued N3SLs was 71.D percent,
cotnpared with a 9.d-pereent violalion rate in the FBI's field review.®? {U}

% the Inspection DHvision's review of the Headgquurters-issuerd NSLs couststed of a
{0-peronat sampls of N3Ls issued foors Hesdgoarters, This was a didferent methodology
thum that userd in the field review, wihich consisied of s review of all NSLs opitained witldn
thar 10-pewcent swunple of randomily selected national securtty fnvestigation case files, (U}

5% The Inspection Division used a keyword search on approval ECs in the ACS
gystem (o identiy s untversy of N8Ls, However, this search wonld have missed those
NSLs issued without approval BOs, Additionally, the NSLs selected for the review of
Headyuariers’ case Bles conld not be identified by case fle number through the ACS systern
because NSLs issued by Headoguarters officials did not always have weoass file associated
with the NSLs, U}

59 The FBI's Headquartrs review found KS8Lg issosd {rom vondrn! files burause the
FRI bl not ssaoned specific gurckaor on this ssae wutil 2007, As discussed 1o our first
N")L reprrt, many of the NSLs tssued from Headgquarters control files related to classified
{Cont'd
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Even if the 185 NSLs issued from control files are not included, the
resulting violation rate of 22.4 percent woulkd place Headguarters among
those feld offices having the highest vinlation rates. Only 3 of 56 field
offices had higher violation rates than Headquartsrs, {U)

Talile 3.3 provides specific information on the types of possible
vielatious found during the FBUs Headguariers review and {dentifies how
many thnes each viplation cccurred. {U)

TABLE 3.3
Possible NSL-Related TOB Violations Identified in the FBI's 2007
Headguarters Review (2003 through 2006} (1)
{Table below is Unclassified]

NMuwmber
Category of Rate of
Errors Error
HNSL issued froan cortrel {e with no open lovestigation (PR eooo) 1251 50.%%
NSL Jacked predication or sufficient fustification, or information ) 2%
soupht not relevant to the investigation (FBY «rrord
3L reguested informeation bevind the scope poroissibis by i 0.8%
statuie (FBI error
NEL issued with yyypgraphical mistaley (0 names, addresses, ¥ {L5%
teleplwsse nugabers, accni masntbers [FEY exvrod
NSL reciptents provided data in excess of the NSL reguesd, o AT ORTO%W
fursished records or information not reguesied in the NSLy {initixd
third pariv errvor}

R R
*The rate of third parly ery onby on the 179 NSLs for which inspectors were able
{0 looate and review records obtained in response to the NSLs. When responaive
irtformation cordd not he locatsd during the Feadguarters revisw, the OIG eliminated those
NSLs from the third party errar rate calealation. {4

The FBI inspeciors reviewing Headquarters-issued NSLs had greater
difliculty locating signed copies of NSLs and records provided by NSL
recipiends than nspectors who reviewed NSLs during the field roview.
During the review of Headguarters-issued NSLs, inspectors were unable {o
lecats signed copies of 2285 of the 249 NSLs {dentified for the review and
were unable to locate the records provided by the NSU recipients in response
to 70 NSLs (88 perceni}.®t In addition, the inspectors found 168 approval
ECs that did not rederence preliminary or full investigations, which made if

special profeets. See KNSL L 98163, The FBI Inspection Divistor reported that 88 of these
145 NGLs {70 peresdd) were generated from these olassiiod spaetal projeets. {U)

51 At the tme of the Headguarbers review, responsive recards onuld not be localed,
Inspection Division personnel teld us thet these records were later lonated in Headguanters
cloged les and were reviewed (o deterinine if there were gvercollection. {U)
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difficult to determine il the NSLs were issued from authorized iovestigations
as regquived by the NSL statules and the Attorney General's Guidelines for
FBI National Securily Investigations and Foreign Infelligence Collection {NS1
Guidelines). {U)

To address the deficiencies identilied {n is review of Headguariers-
Issued NSLs, the Ingpection Division recommended that (1) the Assistant
Director for the Counterterrorism Division (CTD) perform a fle review every
90 days of all Headipuarters natjonal security investigation case files to
ensure NSl compliance, and {3} imiaraal controls should be strengthened o
ensure that each Headguarters NSL can be verified and associgted with its
responsive records. The Inspection Division alse recommended that the
Assistant Director for the CTD and the FBI General Counsel provide
appropriate training to CTD personnel on the proper use of N8Ls and that
the Assistant Director for the CTD take action to facilitate the appropriate
reporting of possible NSL-related intelligence viclations to the FBI OGC. As
of October 2007, a draft e-mail had been prepared for the signature of the
Assistant Director instructing the FBI Headguarters divigions to review the
pussible inteligence violations identified by the Inspention Division's review
of Headguariers-issued NSLs. The Hes idqamrtms division personnel were
also instnacted to provide a written response to the Inspection Division with
speeific fidormation o each possible intelligence vinlation, stating whether
they agreed that a possible violation existed and to report thoge findings to
the Internal tovestigation Section, fo the OTD, and o the FB8I OGC. (U)

C.  The FBI's Review of FCRA NSLs Seeking Consurner Full
Credit Reports in Counterintelligence Investigations (U}

In response to the findings of the OIG in the fivst NSL report, the FBI
recognized that some of its employees did not understand that a FORA NSL
could et be used te obtain a consumer full credit report in a
counterintelligencs investigation that does not have a nexus (o international
ferrorvism. Acrordingly, o ensure that no such credit reports were in its
files, the FBI ordered a review of all FCRA NSLs that bad been issued in
counterintelligence matlers from January 1, 2008 through Tecember 31,
2008, in all 58 field offices. In this seclion, we provide a briel summary of
the ORY's Hindings in ouy first NSL report on the FBI's use of FCRA NSLs
from 2003 through 2005. We then describe the resulis of the FBI's 2007
review of FCRA N&Ls issued in counterintelligence investigations during the
S-year period the FBI reviewed. (1)

1. The OIG's Findings on FCR& NSLs in Our First NSL
Report {Uj

In our first N&L report, the OIG examined the potential intelligence
violalions sell-reported by FBI personnel {o the FBI QGO in 2003 through

&9
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2005 and found that only ene fnvelved an improper roquest for a consumer
full credit report in a counterintelligence investigation with no nexus to
international {errorism B This matier subsequently was reported to the
OB However, during our review of investigative case files in four FBI fleld
offices. we identified two additfonal Improper requests {or consumer full
credit reports in counterinteiligence investigations. These improper
reguesis were not reported to the FBI OGC pursuant to the mandatory seli-
reporting requirement.® ARler examining these two additional matters, the
FBI reported both to the OB in 2007, (U]

n addition to noting the polential indelligence violations involving use
of FCRA NSLs summarized above, we found in our first NBL report that FBI
ficld personnel sometines confused the two NSL authorities under the
FCRA. Although the National Security Law Branch {NSLB} attorneys sent
pericdic guidance and e-mails to all CDCs to clarily the distinctions between
the two FCRA NSLs, we found that probderns and condfusion persisted.
Accordingly, we recommendad that the FBI issue additipnal guidance to Held
offices to clarify the two anthorities and imaprove the identification of
possible intelligence vielations arising from the use of FCRA NSLs. % (U}

2. The FBl's 2007 Review of FCRA NSLs {1}
a. Didrective to the Field )

On Magreh 8, 2007, the FBI's Exeontive Assisiant Divector for the
Naiional Security Branch {EAD N&B) dirented the FBI's 68 field offices and
the Counterintelligence Division {o review all FORA N8Ls issued from
January 1, 2002, through December 31, 2006, in connderinteligence
investigations.® The purpose of the review was to determine whether any of

S The PCRA was enaeted in 1070 o profect personal information collecied by
credit reporting agencies, I 3001, the Fairiot Act amended the FCRA e add a new
national security lettey authority, refarred to as FORAv NELs, which suthorizes the FBl o
obtain & eredit reguating ageney’s reports snd “all other™ vorsuprr information o its {fles
Thus, the FE caronmw obiam full credit reports o inadividuals during national secariky
irvestigations upon certification that the information is "necessary for™ the FBls
“investigations of, or intelligence or counderintelligendce activilles or analysis teladed o,
mlernational terrortsmy L. L) See NSL L 14415, {U

£ Hd. at 70-72. {U)

54 1. at 79-81 {U}

8 We disousy this guidance in Chapter Twa of this report i conpeotion witl
Recomunendation 4 o our frst NSL report. U}

® National Security Branch, FBY, electronic communication to all Field Qffices and
Courderintelligences, Guidance o Use of Falr Crodi{ Reporting Act NSLs in
Counterintelligence Investigations; Review of Pair Credit Reporting Act NSLs lssued in CY
2008 in Counterintelligence nvestigations, March 5, 2007, In response to the directive
{Cont'd])
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these NSLs requested consumer fudl credit reports or resulted in the receipt
of such reports in viclation of the NSL statutes, Attorney General
Guidelines, or internal FBI policies, The directive stated {hai i any such
reporis were requested or obiained in {he absence of the required nesxus to
international ferrorism, the incidents were to be reported to the FBI OGO as
possible intolligence vislations regardiess of whether the mformation was
requested by the FBI or was errenecusly produced by the credit repurting
agency. The directive alse stated that the consumer full credit reports st
be sequestered with the isld office’s CDC pending the issuance of the FBI
QOGCs opindon as o whether the madter should be sent {o the IOB.SY (U}

B. Summary of Findings {U)

In response to the direciive, 41 FBI field offices reported that they had
identified one or more FORA NSLs that eonstituted improper requests or
resulied in unauthorized collections. The bwo types of unauthorized
collections includerd ins{ances in which the response o the FORA request
exveaded the seope of the request by providing the bllowing: (U}

+ The N&L requested FCRAWR! financial instibution-identifying
mformuaticat or FORAWD] consumer-identifyiag information bul
the response included a consumer full credit report. (14

e The NSL requested FCRAGD) consumer-identifyving information

BHut the response ineluded financial institution-tdentiving

informubion. {45
Thirteen of the 56 field offices (23 parcent) reported being unable to lneate
ihe resulta of at least 1 FCRA NSL. One office reported belng unable to
locate the resulis of 97 FCRA NSLs. Table 3.4 summarizes the potential
violations reporied by the FBI feld offices to the FBI OGC in response to the
EAD NSB's divective. Each type of viclation is described hurther in the
following section. {U)

from the BAD NSB, cach of the 86 field offices veported their résnlts via EC. These are the
documents the OIG reviewerd in order to perform fts analyvsis of the results of the FHl's
FORA NSL review. The Counterintelligence Division responded that it had not issued any
FURA NSLs during the review pentod. {3}

A W)
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: TABLE 3.4
Possible FCRA IOR Violations Identified in the F8BI's 23007
Review of NSLs Issued in Counterintelligence Investigations
{2002 through 2006} ()
[Table below is Unclassified]

No. of
Cousmmer No. of
FURA PIOBs Reported by Full Credit | PIOBs

FRBI Field OMiices Ho. of Reports Previously
Field No. of | Provided to | Scli-
Offices | NSks | the FHI Reported

NSL requests for consumer full credit
reports in cowmrerintstligence
frrvestigatiins with no nexus
international terrovism {(FBY error}

11 53 24

b

NBL requests for lHnnted credit
informatian for which cormsmuser foll
credit reports were provided

fnittel thod pariy eevord

35 233 233 )

N5L reguests for constunng-identifving
information for whicls fivencial
inatitution-identifving information wasg
provides! fodtial thivd paaty sron

i 1 N/A Q

€. Improper Requests {1}

Qf the 58 FBI field offices, 11 reported that they had issued a tolad of
33 FCRAy NSLs in counterintelligence investigations with no nexus o
international terrorism. ¥ Howsver, in one fustance, 8 case agent and
supervisor thought that the ariginal FORAv request was jnstified because
the vestigation later developed a nexus to international terrorism.® In
another {our instances, the requesting field offices did not recelve the
consumer full credil reporis that they had improperly requested.
Conseguently, of the 33 FCRAv N8Ls reported by the field offives, 33 were
improper requests and 29 were Guproper regquests for which the FBI
obtained unauthorized information {consumer full credit reports). Of the 33
improper FCRAv NSLs identified in the review, ondy 2 had previously been
reporied to the FBI OGC pursuant to the mandatory self-reporting
requirement, (U}

bt the text of the NSL requested “oredit reports™ or "all information in the fle” The ¥
categorized thess as inproper requests. {U)

8% T OGC atiorneys told the OIG that the nexus to international terrorisor must
exist al the thme the NEL is issued. [

a2
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d. Unauthorized Collections {U)

Thirty-five of the FBPs 56 field offices reported that they had obtained
unauthorized collections inr t‘,’.San*:»P to NSLs seeking Hmited credit
information pursuant o 15 1,5, § 1881ula). These field offices had
issued a total of 233 FORAU NSLs requesting limited oredit informatical, in
responss o which eredit reporting agencies had produced consumer Tull
eredit raports. ™ During the roview pr:ru)ci the FBI had issued a total of

FCRAw NSLs of whie El_lvvﬂrf* issued in counterintelligencs cases.
Thus| |perect of thesy NSLs resulted in unauthorized
coliections. Of these 233 unautharized collections, only 6 {3 porcent) imd
previously been reported o the FBI OGO pursuant fo the mandatory selt-
reporting requirermnent. 16

In another type of unauthorized collection, one FBI fisld office
reported that it had eblained fnancial ostitution-idendifving information
{permissibie in response to 15 U.5.C, § 168 1ulal NSLs) in response to an
MNSL sceking consumer-identifving information parsuant to 15 U.8.C.

8 1681u(b)." (U)

1. The OIG’s Analysis of the FBI's 2007 N8L Reviews {10}

In this section, wa provide the OIG's analysis of the thvee NSL reviews
ropnducted by the FBUin 2007, deseribed above, {1

A, The OIG's Verification of the FBI's 2007 Field Review of
N8Ls {0

To assess the acouracy of the FBUs ficld review, the QIG visited three
ficld offfces and re-examined case files that had been reviewed by FBEI
inspeciors during the field review. We found that the FBI's field review used
a sound saynpling methodology but that FBI inspectors missed a significant
number of NSL-related possible infelligence violations as they were
reviewing the case files, thereby understating the actual rate of possibie

7 among the 233 voaathoriecd colleations was one insiapee In which the case
agent cmakd casily read thor text of the consumer Bl eradil report, even though the credit
reporting agency attempted to redact this informmation. Moreover, the case agad relied on
the poarly redacted sformation received from the eredit reporting ageney to later issue two
NSLs secking financial information pursuard {o the Righ! fo Finaneid Pricacy Act {IRFPA
NS statute, (1)

P oThe FCRAu) NSL statute, 12 US.C, § 168 1udal, awthorizes the FHI fo obdain the
paunes and addresses of all fnancial instilutions al which & consumer maniains or has
maintained an accouwnt, The FCRAuh] N3L statute, 15 U1.8.00 § 163 1ull, authorizes the
FBi 1o obtain the consuuney’s name, aderess, {former sshlresses, places of employment, or
former gphaces of omployment. (1)

93

_SEeRET_ T

bl
b3



W 1j

infelligenne violations. Ia this section, we describe the methodealogy of our
review, our findings, and nur analysis. (U]

1. The 0IG’s Methodology (U}

The OIG reviewed a judgmental sample of the case files examined by
FBI inspentors at thres ficld offices during the FBU's March 2007 field
review. The QIG's review was not designed {o guestion the fudgments of the
CDCs or the Insspm‘:uan Division delerminations rogarding whether
violations ideatified by the inspedtors ware reporiabde to the 0B, Instead,
our objective was v determine if the inspeciors had identified all of the
NSL-related possible intelligence violations in the files. Therelore, in
selecting our sample {for review, the OIG did not include any NSLs that were
previcusly identified by the FBIs inspectors as confaining possible NSL-
related intelligence viclations, {U}

The three field offices we sclected for our review had an average NSL
violation rate below the FI field reviow's overall .43 -percend violation
ate. ™ Just as the Inspection Diviston did when selecting ifs Hcld offices for
re~visils, the OIG selected field offices with NSL violation rates below the
overall average to test the assumption thatl these lower-than-average rates
were the result of FBI inspectors mifssing violations in some of the NSLs they
reviewed. {U}

Using a judgmental saumple, the OIG selected 15 case files in each of
the 3 field offices, and from those iles identified up to 80 NSLs in each finld
office {o review."® The O selected vase fles thal coniained possible
intelligence violations proviously identified by the FBI mspeciors daring
thedr review {and later confirmed by the CDCs), as well as case files in which
no possible intelligence viplations were identified by the inspectors. We
reviewed the NSLs using the same criteria thai the FBI inspeciors were
instructed to use during the FBI field review, {U)

2.  Findings of the OIG's Review (U}

The O1G's review found that the FBI's field review did not identify a
significant munber of NSL-reladed possible infelligence violations, In the 42

© Ar the 3 field offices we visited, the FBI inspectory had proviowsly reviswed a fstal

of 1,1 la-} N&Ls and fdentified 33 NSL-related posaible inteliigence victalions in those NSLs,
for a PIOB violation rale of 2.86 percent for the 3 offices. Enflm.duitﬂy, the PIOB viclation
rates for the three offices were 2.56 pereent, 2.47 percent, and 6.80 percent. {1)

¥ The (G selected sulfictent samnples to allow for cases that were not svailable for
review, We nltimately reviewsd 13 files iIn Fleld Offfee 1, 14 files in Field Qffice 2, and 15
filex & Fiekl Offize 3, for a total of 42 files. From those 49 files, we revizwed a total of 168
different NSts, {U)
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case files re-examined by the OIG, the FBEI's inspectors had previously
reviewed 396 NSLs and identified 13 possible intelligence violations, for a
violation rate of 3.28 percent. The OIG re-examined 169 of the NSLs in
which the FBI inspectors had identified no possible intelligence violaiions,
and we identified an additional 15 possible intelligence violations, for a
violation rate of 8.88 percent.? Qverall, the vinlation rate identified by the
QIG was almost 3 times higher than the viclation rate found by the Fi3l in
these 42 case {iles. Table 3.5 describes the type and number of vielations
identified by the OIG inn these case files. As noted above, we use the phrase
“initial third party error” fo describe instances in which the NSL recipient
provided records beyond those requested in the NSLs. However. the FBI
may at times have compounded the initial third party error by using or
uploading the improperly provided informaticon. {1}

TABLE 3.5
Possible NSL-Related IOB Violations Identified by the QIG Not
Identified by FBI Inspectors at Three Field Offices During the FBI's
2007 Field Review (U}
[Table below is Unclassified]

Category NSL-Related PIOB Violations Nuamber
Iniproper NEL lavked predication, sulicient justification, or 2
Authorization docmentation of refevance Lo the investigation

[FEL srror)

Unanihorized N3L issued with typographical rdstakes in navones, addresses, 2
Coflactian telephone manbess, secouni nmshers, el

{FBE errost

NSL resulted in collection of data requested in the NSL but for a 4]

tonger {or different] pericd than was designaded in the NSL
{irsitial third party orren)

LA

NSL resulted in collection of data not requested in the N&L ar
which was not retevant o fhe investigation

Chart 3.2 compares the error rates identilied in the 42 case files al
the 3 field offices visited by hoth the FBI and the OI(;. The chayt illustrates
the rate of ervors attributable ta the FBI or initial third party error. (U}

1 The OIG was unable w locate records responsive to 15 of the 169 NSLs we
revieweet, The 8,88 percent violation rate therefore did not include possible adelligence
violations that may have resalted from records obtained in response to these 15 NSLs., (U}
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CHART 3.2
Comparison of Possible NSL-Related 0B Violations
Identified by the FBI and the QIG (by category) in NSLs
Reviewed in Three Field Offices (U)
[Chart below is Unclassified]

0%

Gt
GG Samypsle: 159 NS&Ls
oyt
b
|"]:.
545 FOL Saanple: 390 MNSLs
K

PUaE Rate Duae o FBL Error (376 23T
B PIOB Rae Due ta lnitdad Thitd 2,502 % 6.5

Party Error

O 7tetal PINE Rate 3,45 R.BR%

Table 3.6 illustrates the number of N8Ls reviewed, the number of
possible intelligence vielations found in the 42 case {iles reviewed by the FBI
and re-checked by the QIG, and the rate {occurrence of errors) at which the
FBI and the OIG found possible intelligence vielations within the sample
reviewed. (U)

TABLE 3.6
Comparison of Possible NSL-Related I0OB Violations Identified by
the FBI and the OIG at Three Field Offices {U)

\: NSLs - Viclations | FBIPIOB | NSLs Re- ' Violations | OIG PIOB |

. Field | Reviewed  Identified @ Violation | Reviewed | Identified | Violation |

Office |byFBI __ byFBI  Rate | by OIG by OIG  Rate

n 210 5. 288%y ST .2 381%

..... 42 121 5 Bechtuiintis . : :
oo o I S
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Maost of the poasible Intelligence violations identified by the OKG
shiould have been dentified by FBE inspectors i the tnspentors compared the
data provided by the NSL reviplent with the data requested i the NSL and
determined whether the data provided was relevant 1o the investigation,

The violations were readily apparent io the GIG upon a review of the case
files. For example, we identified instances (o which the dates on the
information provided by the NSL recipients did not mateh the dates
requested on the NSLs, {{7)

The five most serious possible intelligence violations identified by the
OIG that were missed by the FBU's inspectors werer {U)

»  The receipt of telephone toll billing records for the “family plan™
multiple telepbone numbers) of indivicluals who were not
refevant to an authorized investigation; these telephone toll
hilting records were not sequestered and were maintained in
an FBI case file. They were ot uplaaded into FBI data

systems 7 {1

« The NGL requested data on o wrong telephone number dize to an
FBi typographical error in the area cody; these telephone tell
hilling records were not sequestered and were maintained in an
FBI case file, They wore vnot uploaded into FBI data syxtems, {U)

» The NSL recipient provided tedephone toll billing reeords for 1
year carlier than the time period requested by the FBL {1

«  Two Instances in which docwnents reflecting veceipi of
responsive records speciiically incorporated Sceeial Security
Numbers and date of hirth information on individusds who were
not relevant to ihe underlving investigation; the error was
compournded when these documents were clectronioally
uplpaded inte the ACS system by the ficld office that served the
NSL. ™ {1}

¥ the records olxtained from the provider showed that the individual who was

refevant (o an authorized nvestigation was associaten with the telepbone number for the
fast 21 days of the 7-month perdod vogueated by the NSL. The FBY recelved additionad
telephors: records refated to {wo previcus st scribers of e telephone number identified in
the NSL. There was no indication that either of the previous subseribers wers subjects of,
o redevar to, any FHBI investigation. The records of ane of the previous subseribers
inclnded tnll hilling recavds for the telephone mmnher Hsterd iy the NSL sy well as aoultiple
“lamily plas Enes for a perdod of 2% months within the 7-month period. During s review
of the case ik, the OIG dentifisd these records for the two prior subscorthers more than s
vear after the records were providend to the case agent. {UJ}

7 The case agent in the ficld office that issued the NSL had nioted on the responsive
records: “individual account records not relevart jo this matter. New subscoriber not
related to subject. Don't uplowd,” {8
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The OHYs re-examination of case files in thyee FBI field offices
demonstrated that the procedores implemented by the FBI for reviewing
case les were not effective o ensuring that all NSL-related possible
intelligence violations were identified. While the QG is unable {o calculate a
revised NSL-related PIOB violation rate for all Held offices, our determination
that the FBI's possible intelligence violadion {otals are understatad is also
supported by additionad data from the FBEUs fleld review, Specifically, in the
FBI's follow-up reviews of NSLs in & field offices in which ¥FBI inspectors had
imtially identified only 1 possible infelligencs violalion during the field
review, the FBI identified 85 additional NSL-related possible intelligence
violations, (U}

B. OIG Analysis {U}

1. The O1G’s Conclusions Regarding the Field and
Headqguariers Reviews {U)

Despite the short peried of thne that the FRI devoted to planmning and
conducting its nationwide NEL ficld review, we believe the FBI used a
reasenable methodology in conduating the review, cammitiad significant
resources (o the effort, and made examination and analysis of the results a
high priority. The FBI's 2007 {ield and Headguarters NSL roviews confirmeaed
that the types of deficiencies identified by the OIG in our first NSL report
gecuryed througheut the FBI from 2003 ihmugi} 2006, Moreover, the FBU's
2007 reviews demonstraied that these deficiencies ocourred i even greater
nurabers than the QUG feund inour st NSL report. {13

However, we also concluded that the FBI's field review did not provide
a fully reliable basaling from which o weasure future improvemoent in
compdiance with NSL audberities. The OIG's re-examination of case files in
{hree field offices that were included in the FBI's March 3007 field review
demnonstrated that the FBI's review missed a sigpificant number of possible
intelligence viclations and therelore undersiated the pereerdage of possible
violativns, We believe this occurred becanse of: [U)

« the short time period devoted to planning the review, {0

» {the luspectors’ lack of prior experience in conducting national
secnyity investigations or handling NSLs, and {13}

s the Inspection Divisicn's inability {o conduct effective quality
conirel during the review at the field offices due {o time
constraints it impesed on the review. {1}

In addition, we believe the resulls of the FBUs fleld roview Ikely

undersiated the rate of possible intelligence violations hecause of the extent
to which the FBI's inspoctors were unable to locate information provided in
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response to NSLs, The inspectors were unable 1o locate or properly analyee
the responsive records such as financial records, credit veports, or
telephone toll billing records) for almost 18 percent of the FBI's sample of
NSLa jssued within the 2003 to 2000 review period. 77 Withowd finding or
fully reviewing the responsive records, FBI inspectors could not determine
whether an unauthorized collection had seourred ™ Given that
unauthorized coflections represented the substantial majority (576 of 840,
or 90 pereent} of NSL-related possible intelligence violations iderntified
during the FE's field review, it is likely that more possible intelligence
violations woudd have been idendified if all the responsive dats for the NSLa
reviewed by ihe FBI inspectors had bean located and reviewed. 7 {11

Also, we note the FBEI's categorization of 557 of the §76 tustances of
unauthorized collections {897 percend] as third party errors rather than FBL
arrors. 5 While the initial mistakes may be atiributably to NSL recipients
who provided more information than was requested in the NSLs, the FBI
compmundesd the errors by the manmer in which # handled the information.
Significantly, upon receiving unauthorized information froim third parties,
case agents did nnt consisiently vecognize that they had recetved
mnauthorized information or, if they did, they did not {ake appropriate steps
ta sequester the indormation and sell-report the violations to the FBIL QGC.#

oas noted previcusly, the FBE spectors oould not Iocats records i response (o
532 NSLa, st 1175 NS0y fincluding the 533) wers not fully reviewed bause the
nspeciars conbd not Hond all relevant dovvwmsads fapproval BC, NSL, wnd responsive
records) or were unable to malte determinations as to wheiber a possible intelligence
violation had ecourved, {#

& The FBI was able to identify onby one Dnstance of unauvihorized collection withoud
reviewing the NSL-responsive recordds, {U)

¢ I light of the OWGs finsdings in our fivst NSL report that NSL-dervived tnfornmation
could not consistently be located in the four field offices we visiled, the FBI OGU tssurd
gudance in January 2007 requiring that NSL-derived recnrvds be reviewed before uploading
into Fi31 databases. This reguiremend was refterated and exparsded in the June |, 2007,
Comprehensive Guidanwe EC requiring that vase agents ensure the N8L-derived
inforowtion is responsive to the reguest and stored in the appropriate investigative file, and
that receipt is documented, This and other recent NSL guithones ave deseribed i Chapter

Two of this report. {1

8 As shoem i Table 3.2, FBI inspeetors identifiord §76 thivd party srrors fthese
miatiors are ingduded o the 364 wnd 312 lotals]. Howgver, in 117 instances, the same
viglation was roporisd in both third purty error unantherized collection totals and, in 2
addittonal instances, were alse repurted as FBI typographical exvors. When the duplicale
entries are renwrved, the balanee is 587 violatbns due to mitial thivd party errors, {48

81 Guidanee i the feld issued by the FBRI OGO on Noverndber 16, 2006, stated that
if the feld improperly or unintentionally aoguires iformation through an NSL, the case
agentt should sequester the information with the CDC pending ressiution of the potential
ntelligenee violation by the FBI OGC. The FRI OGO theresdter advises the fleld whether the
information may be used or whether the Ddonmation posst by returned by ey caurier or be

{Cont'd]
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As noted abeve, of the BET identified possibe intelligence vigiations that
resulted intially from third party orvers, case agents sclf-reported only 4
{less tham 1 percent).® We determined in our field office reviews that
because the unauthorized information was not identified and sequestered,
FRI agents incorporated the information into their case files. Additionally,
in some cases, according to an FBI Inspection Division supervisor, this
information was uploaded into the FBI's Telephone Applications database,
whifch i tuwrn is shared with othier members of the Intelligence Commmunity.
Purswant fe the [OB's Auagust 1, 2007, direciive, the FRI OGO will be
assewaing whether the FBI compounded indlial third party ervors in the
matters reported to it from the FBI's 2007 reviews. 1)

The OG alse is concernnd mth the FBI's characterization of various
irfractions as “adminisiratve errors.” Many of these maiters involved
viokations of infernal controls designed 1o ensure appropriale supervisory
and legal review of the use of NSL authorities. As wo nated o our first NSL
report, adherence to these internal contrels is necessary to ensure that the
FBIs NBL authorfties are used asppropriately and {o facilitate appropriate
Supt‘:wisary and legad review of NSLs ¥ By calling these "administrative
errors,” the FBI diminishes thedr scriousness and losters g perogption that
complianece with FBI policies geverning the FBI's use of its NSL autharities
s annoving paperwork, We believe that proper supereiscry and legal review
of all NSL-redated doouments arve required (o ensure complianee with NSL
stafutes, the Altornwey General's NSI Guidelines, as well as internal FBI
policies. We discussed this issue with senior FRI offfcfals during the conrse
of our review, and they agreed that the administrative error label conld send
the wrong message regarding the serionsness of violations of statutes,
guidelines, or policies governing the use of NSLs. These officials agreed (o
consider using s differend label, such as “lapses in nternal contrels,” 1o
describe these types of deficiencies. (U}

destroved with appropriaie documentation to the {ile. On November 30, 2008, the FBI OGC
issued internial guidance stattng that case agents are required to report to the FBIE OGC the
wnauthorized collection of indormadion obtained 0 rosponse {0 NSLy, bul that thesy matiors
are nob reportable to the IO, National Security Law Branchy {(NSLI), Federal Bureau of
Investigation. memorandum to NSLB Attorneys, Guidance for Drafiing 108 Opinions,
Movember 30, 2006, §-7. However, on August 1, 2007, the OB directed the FBI o report
inatanees in which the FEY "compounds a thind party ervor by uliieing the inappropriately
provided inforanmtion or uploading the informatiun into Burean dataluses .. 0" U}

8 The FBPs {ailure o self-report violations was not Himited to wnauthorized
collecdions, Only 2 of the other 84 possible intelligence violafions (540 minus 376}
delermined to be improper rognests or improperly authorized NSLs had previeusly been
reported to the FBI QGO trrough mandatory self-reporting. U

8 NS&L I, 103-107. {15
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2.  The OIG's Conclusions Concerning the FBI's FCRA
Review (U]

In our first NSL report the GG dentified instances i which
cemsumer full eredit reports were obtained or requested through an NSL
Issued pursuant to the FCRAv NSL authorily in counterintelligence
Investigations unrelated to international tarrorism. a viclation of the FCRAv
NSL statute. The FBI responded by underiaking a comprehensive review of
all such FORA NSLs issued from January 1, 3{}{}2. through December 31
2006, to delermine whether these NSLs imnproperly requesiad 1681y
consumer {ull cradit reports or resulted in the receipt of unauthorized

collections of consumer full credit reports in the absence of an intemnationad

terrorism pexus. The review confirined that such violations of the FCRA
statutory requirements had vecwrred. For exanaple, ihe FBI review
identified 33 improper requests seeking conswmer [l credit reports and
233 unautherized collections of thuose reports, {1

To put these violations of the FCRA in perspective, ws caloulated the
numnher of viclations identificd in the FBIUs 2007 FCRA review in relation o
the total number of FURA N&Ls issuad in counlerinteiligence mvestigations
during the 2002 through 20086 review perind: {U)

o The 33 improper FORAY requests represent an ervor rate of

percend sinee the FBI issued FCRAY NSLs I
counterinielligence investigations during the S-year review
period.5t &

« The 233 unauthorized collections ohiained in response to (8]
FORAu NSLS reppesent an error rate of b ercent since the
FBi issuerd FORAR NSLs in coustferintelligence  §)
investigations qurinyg the review pertod. 88 {K)

The results of the FBI's FORA review demonstrate that confusion or
lack of knowledge of the statutory requirementis was present among case
agents, supervisors, and CDCs thooughout 2006, Consequently, the FRI's

= Thin caleulation is based on datawe analyeed from the FBE OGCs B8 tracking
database, LI

& We compared the 13 possible FCRAv intelligence viokatiorns iduntifizd in the field
review to the 33 possible FORAv intelligonce violations Wit the FBY identified i s
100-percent review of cownderintelligence lovestigations between 2002 and 2006 in which
FURAv NSLs were ssued without a nexus to international tervorism. We assuned that all
13 PCRAY matters would be smnong the 33 FORAy identified i the 100 percent roview. We
had sufficient indormation to definitely madeh 11 of the 13, We could not maich the othey
two matters. In one, the feld office reporting in fhe 100 percent review did ot inchode
sufficient identilving fnformation. I the other matier, the fekd review reported that a
FORAY NSL was issued but the responsive records could ot be located. {1)
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S
mandatory seli-reporting mechanism was not effectiver only__pt thd | 8
FCRA NSLs ssuex] i oounderintelligence investigations that svere either
imiproper requests or resulted in unauthorized collections — 3 pereeni — were
seil-repartad to the FBIL QGC.# 11 appears that case agends, thedr
supervisors, the CDOCs, and the Special Agenis in Charge did not recognize
thal they made improper requests undar the FCRA, Similarly, neithor the
case agents nor the analysts wheo reviewed mecords responsive 1o these NSLs
recognized that they had recetved unauthorized information in response to
FCRA N&Ls. For the maosi part, FBI field offices offered no explanation for
the results they reporied to the FBI QGC. %

. Ok Conclusions and Recommendations {U)

I conclusion, we fouad that the vickations identificd during the FREUs
2007 Headguariers and feld reviews, as well as the OIG's 2008 and 2007
field reviews, demonstrate that the additional remedial measures being
implemerted by the FBI are necessary and should remadn a priovily. These
measures are required 1o enswre thaty {11 the FBI adheres to national
security letter authoniies, Attormey General Guidelines, and internal FBI
padicies: {2} supervisors and CDCs provide close and independent reviews of
NSLs; and [3) possible intelligence violations arising from the use of NSL
authoritios are promptly entified and accurately reported to the FBI QGC
anid, when required, to the 0B, Based on the results of the FBI's FCRA
NSL review and other informaiion about FOURA NSLs discussed elsewhere in
this report, and the high percentage of instances in which the NSL-derived
information conld not be located by FBI and OIG inspectors, we helieve the
FBI must continue to refnforee the distinetions among the FBUs FCRA NSL
authorities and cnsure that any improperly obtained mibrmation is
identified, sequestered, and reported as appropriate, and develop guidelines
to anprove the abilily to locate NSL-derived informatien. (U}

We therefore reconuneryd that the FBL (U}

1. Retnforce the distinction between the FDU's NSL authorities
pursuant to the Fair Credit Reporting Act (FCRA} throughout all levels of the
FBI's National Security Branch at FB Headquarters, in new agent tradndng,
in advanced training provided {o agenis and supervisers assigned to
counterterrorism and counterintelligence programs, and in training
provided to Assistand Special Agends in Charge and Special Agents in
Charge. (U} |

¥ The 266 total s composed of 33 fmproper rerpests plus 2373 vuanattwrizend
collections. (1)
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2. Add procedures to include reviews of FCRA NSLs issued in
counterintelligence investigations in the FBI Inspection Division’s periodic
reviews and in the National Security Division's national security reviews
{described in Chapter Two of this report]. (1)

3. Retferate in ils continuing discussions with major credit reporting
agencies that the agencies should not provide consumer full credit reports
in response o FCRAU NSLs and shoulkd ensure that they provide only
requesied imformation in response to all FCRA NSLs, (U)

4. BEnsure that guidance and {raining continue to identily the
circumstances under which FCRA NSL matters must be reported to the FBI
OGC as possible intelligence violations. {U)

5. Issue additional guidance addressing the filing and retention of
NSL-derived information {ial will improve the ability {o locate NSU-derived
irformation. The guidance shouid require that all NSL-derived information
be appropriately documented, stored, easily identified, and readily available
for internal and external review. (U)

6. Include in its routine case file reviews and the National Security
Division's national security reviews an analysis of the FI3Fs compliance
with requirements governing the filing and reteniion of NSL-derived
information. (1}
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CHAPTER FOUR:
NATIONAL SECURITY LETTER REQUESTS
ISSUED BY THE FBI IN 2008 (U}

In this chapter, we deseribe the FBI's data on the use of national
security letters during calendar year 2006, However, for reasons discussed
in our previous repurt on NSLs. we believe that the data provided by the FI3I
from the Departient’s semfannual classified reports to Congress and the
FBI Office of the Geperal Counsel (FBI OGC) national security lefter tracking
database (OGC database} do not accurately reflect the total number of NSL
requests issued v 2006, (L

In our first NSL report we depumented varous techndoal and
structnral problems with the OGO database that resulted in Inaccuracies
and a signifivant understatement of NSL requestis in the Department’s
reporis to Congress. While noting the Hmitations of the OGE database, we
provided iz our first NSL report & sumemary and analysis of data derived in
Iarge part from the database because that database was the ondy centralized
repository of data reflecting the FBYs use of national security letier
authorities, {U) -

Moreover, in our investigation of the FBI's use of exigent letters, which
will be described in our fortheoming NSL report, we {ound additional
maccuranies iy the Department™s semiannual classified reports to Congress
and the OGC database, We determined that the FBI sought or ebtained
records or other information on thousands of telephone numbers culside
the normal approval process, same of which were assoviated with improper
NSLs, exigent letiers, or other Informal requests. Among these non-routine
N&Ls were 11 “blanket” NSLs thal sought telephone data on appreximaiely
3,860 telephone numbers (8 percent of all NSL requests captured by the
QGC database in 2008). These NSls were ssued in an attsmpt to validate
the FBI's earlier acqguisifion of data from three communication service
providers pursuant {o contracts with the FBI. The requesis contained in
these NSLs were not upleaded into the DGO database because they were not
docuunented by electronic communications {EC) with leads sent to FBI QGC
for purposes of compiling data for congressional reporting. The FBI told us
that, after eliminating duplicates, there were 2,186 unigue telephone
munbers in the 11 blankef NSLs. (U}

Our fortheoming NSL report will describe in more detail the
eircumsiances swrounding tssuance of these N8Ls, inchuding the fact that
the FI did not generate approval ECs belore these NSUs were signed by
senior FBI officials; some of the NSLs were signed by FBI personnel who wers
not authorized o signn NSLs: and some NSLs did not comply with the Patriot
Reauthorization Act requirements regarding non-disclosure provisions. (U}
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With these caveats, we discuss in the balance of this chapter the data
on NSL usage that was contained in the QGC database and in the 2006
sermignnual classified reports to Congress. In Section | we discuss the
methodelogy we used to collect and analyze the FRI data on NSL use in
2006. In Section It we report on the number of NSL requests issued in
2006, In Section Hi we present data on overall trends in the FRBUs NSL
usage from 2003 through 2006, (U}

I Methodology {U)

For this review, the OIG analyzed data in the FBI OGC database
related te NBSLs issued during calendar yvear 20006.87 The FBI used this
database to collect the data it needed to prepare the Deparlment™ annual
public reports and semiannual classified reports to Congress on NSL usage.
We also examined these annual public reports to evaluate NSL requests in
2006 and to analyze trends 1n NSL usage from 2003 through 2006, (U

N - \ CHART 4.1
Wi‘.li,-};&i'nli‘ 1ed ,thﬁ NSLs and NSL i Relationship between Investigations,
requests issued during the three types of R3Ls, and N5L Requests in 2006 (U}

fChart below iz SSRACT]

i

investigations in which NSLs are
authorized: counterterrorism,
counterinteiligence, and foreign 50,060
computer intrusion cyber 30,000
investigations. [n our analysis,
we refer to the number of

30,000

national security letter requests 20,001} 1

rather than the number of 16000 LT

ational security letters S e
. N RS i PERREAI N\ i - Sl d

because one NSL may include

more than one reguest, For

e_xamp}(:, oncec NSLtoa Hlnvestipaions 4 BO7

telephone company may @nsis 18,499

request information on many CINSEL Renuesis 18,106

telephone numbers. The data
presented in the Department’s
semiannual classified reports to Congress and in its annual public reports

are the nmumbers of reguests made, not the number of letters issued. In this

Seurce. FIOGC database as of My 2007 {0

57 After we completed our analvsig of the FBI OGC NSL database, the FBI provided
the OFG with an gpdated database in January 2008 that included a small sumount of
additional data for the third and {ourth guaiters of the semiannual clagsified reports to

Congress for 2006, The January 2008 version of the database include 0.5 percent} bl
more NSLs arldl:l-"{ percent} more NSL requesis than the May 2007 database that we b3
used for our anglyses. We determined that this small amount of additonal N8Ls and NS,

requests would not maierially change our analyses. {X}
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report, we follow that same approach. Chart 4.1 shows the relationship
beiween the numbers of investigations, NSLs, and NSL requests
2006, {1

We used the OGO database for this information because it was the
ordy centralized scurce on the Department’s use of NSLs during 2006, Ax
neted above, our frst NSL report documented flaws in the irternal reporting
of N&Ls and structural probdems with the OGO database that affected the
arcuracy and relability of the Depariment’s sodannual classified reports to
Congress 58 Since the OIG issued its first NSL veport, the FBI has taken
steps 1o upgrade the technology it uses to generale NSLs and related
documernts. ™ {1

The Depariment was required 1o file semiannual classtfied reports to
Congress describing the total nuraber of NSL requests issued pursuasd to
four of the five NSL authorities: Right o Financial Privacy Act {(finanetxd

records), Electroric Commurtdcations Privacy Act {telephons toll billing
records, electronic commmmication transactional records and subscriber
information {telephone or e-maill}, and two Fair Credit Reporiing Act
authorities {for consumer and financial instiiution-idendifying information
and consumer full credit reports] ® In additian, beginning in Marveh 2006
pursuant to amendments {o the NSL authorities in the Patriot
Reauthorization Act, ithe Department was required 1o provisle anmual public
reports on certain aspects of its NSL usage. {10}

i its classificd reports, the Departieent described: {1

{1) the mumber of investigations of different persens or
organizations thatl generated NSL requests and {U]

(2] the number of requests made In those Investigations.  {U}

B See NSL L 336 )

= o Chapter Two of s repor, we provide a description and o analysis of the
FIil's offorts 1o wprove the acouraey of the OGO database and the public anad classifind
reports (o Congress st are gﬂmwratu{ using this daia. (1)

¥ Prior o the Falriot Reauthorization Act, the Department was required to provide
reports to Congress ondy on dts wse of s NSL authorities under the Righi to Financial
Privacy Act (RFPA], the Electronic Comnunications Privacy Act {BCPA), and under the Fair
Credit Reporiing Act fFCRA) Tor consumer angd fAndncial institution-identifying information.
The Patriot Reawthorization Act reguiros the Department alse o report on use of s NSL
authority pursuant to the FCRA for consumer full credit reports. See § 118{) of e Patriot
Reawmthorization Act. The Deparbiment is not reguived to report the number of N&L roquests
isaned pursuant to the National Securityy Act NEL statutes {authorizing the FBI to obtain
finaraial recnrds, other Boancial infermation, ammd consunur reportal, {0
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Based on data uploaded into the OGC database aned the sermdanousl
classificd reports o Congress, we separated these totals indo diffevent
categories for investigations of "8, persans or organizaiions™ and “non-
U8, persons or organdzations ™ {U}

. National Sccurity Letter Requests Issued in 2006 (U]

1z this section, w doscribe the FBI's use of N&Ls in 2000 as
documernted in the OGC database. We describe 1he total number of NSL
requests as well as NSL reguests relating 1o investigations of U.5. persons
angd nop-ULS. persons. We also include a teeakdown of the propartion of
NBL regquests issued during counterterrorism, counterinteliigence, and
foreign computer intrusion cyber vestigations, {U)

In 2008, the FBI fssucd g {olal of 48,108 NSL roquests pussuant ta
four of the five national security letter authorilies.® As shown in Chart 4.2,
the overwhelming majority of these requests sought iclephons toll billing
records information, subsoriber information {telephone or e-madl), or
clectronie commmunieation transactional records uruler the Fleofronic
Conymundcitions Prinacy Act {ECPA) NSL stacnie®? The second maost
frequently used NSL authorily, accounting for approximately]  percent of
the total, sought records from financial institutions, such as banks, credit
card companies, and finance comparies under the Right fo Financiad Privacy
Act [RFPA} authority, These records inchude open and closed checking and
savings accounts. The remaining ercent of the NSL requests wary issued
prrsuant to the two Fadr Credit Reporting Acl IFCRA] NSL authorities and
soughd either financial dostitution- or consumer-identifving information or
repsumet full oredit reports ™

B0 US.COE 180 defines a “United States Person” as: {0

a citizen of the United States, an alien lawindly admitted for permanent

residence.. . ., an unincorporated association s substandial number of

members of which are cfiizens of the Unifed States nr aliens lawislly

aclotitted for permanent residence, or & corporation which is incorporaded in

the Liniled States .. .7 1)

PRI rcords sduny Had e nationsd security letters were issund pursusad to the
Natipnal Secnrity Act NSL statate ln 2008, 18

2 Electronic commundoaton transactional records fe-mails) may include e-mail
addresses assoctated with the accsunt, screen names, and billing records and wmthed of
payuent for the aesount. {1}

¥ A detatled description of the rmber of NEL requests for each of the fowr types of
NSLs i counterterrorism and counderin{elligence investigations is Included in the
Classified Appendix to this repet. (U}
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requests were issued during counterterronism investgations, approximately
S i

&

CHART 4.2
NSL Regquests (2006} (U}
[Chart helow is SSORWWEY]

bl
b3

S|

Source: FRI OGO NSL dalabase ax of May 2007 (U)

As shown in Chart 4.3, the majority of N3L requests issued in 2006
were generated from tnvestigations of U8, persons. (U)

CHART 4.3
NSL Requests Relating to Investigations
of 11.8. Persons and non-U.8, Persons (2006} (W)
[Chart below is Unclassified]

non-Us
Persons
19,279

us

Persons
28,827

Source: FRI QGC NSL database as of May 2007 (U)

bl

FBI data showed that in 2006 approxzimately bereent of all NSL ba

rercent were ssued in counterintelligence investigations, and
approximately percent were issued in foreign computer intrusion cyber
mmvestgations {Chart 4.4). }é}
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CHART 4.4
NSL Requests in Counterterrorism, Counterintelligence, and Foreign

Computer Intrusion Cyber Investigations {2006) (U}
I bnet halao: io QEENEAENN

8

Source: FBI D450 NSL datahase as of May 2007 {0

FRI data showed that on average approximately one third of all
counterterrorism, counterinteiligence, and cvber investigations that were
open at any time during 2006 used NSLs. NSLs were used in)

of counterintelligence in‘vestigation_s:lacrcent} than m

TOTITICT eI 0TI investigations bercent) or cvber investigations

g I;hﬁ‘-i'ﬁﬁ‘-nt} in 2006, as shown v more detail in the Classified Appendix o
t

1S report,

Ill. Trends in National Security Letter Usage from 2003 through
2006 {U)

In this section, we describe the general levels and trends in the FBI's
N8L requests from 2003 through 2006 as decumented in the Department’s
sermigrmual classified reports to Congress and the OGC database, when
applicable. {U)

According to the Department’s semiannual classified reports to
Congress from 2003 through 2006 and information in the OGC database,
the FBI issued a total of 192,499 NSL requests pursuant to its RFPA, ECPA,
and FCRA NSL authorities during this 4-vear period.®® The total number of

% As we reported in our firgt NSL report, this total in.ciu.desi IIN'SL requests for
constnier full eredit reports issued fiom 2003 through 2005 that the Departiment was nat
required to include in its reports to Congress. See NSL I, 36. [ﬂ

bl
b3

bl
b3

bl
b3



SEERET_

NSL requests issued by the FBI rose slightly {appreximaltely 5 percent} in
2006 over the 2005 levels. Chart 4.5 illustrates the (otal number of NSL
requests issued during esch of the years from 2003 through 2006, {U)

CHART 4.5
NSL Requests (2003 through 2006} (U)
[Chart below is Unclassified]

GO,000 7

50,000

40,000

30,0300

203,000 -

1.G,O0K)

£

2003 2004 2005 H006

Sources: L sedamyaal classified reports o Congress and FRI OGC databuase
as of May 2006 Jor 153 U.S.C. 8§ 1681+ NSL reguests in 2003 through 2008) (U}

FBI datashowed that from 2003 through 2006, the overwhelming
majority {abou percent) of the FBI's NSL requests sought telephone toll
hilling records information, subscriber information {telephone or e-mail}, or
electronic communication transactional records under the ECPA NSL
statute. The second most frequently used type of NSL request, accounting
for a_p'premxzixnaiel@per-::ent of the total, sought finanaal records {for
example, open and clesed checking and savings accounts) from financial
institutions such as banks, credit card companies, and finance companies
under the RFPA authority, The remsining - percent of the NSL requests
were issued pursuant to the two FCRA NSL authorities and sought either
financial institution- or consumer-identifying information or consumer full
credit reporis.?®

NSI Requests Relaring to U.S. Persons and non-U.S. Persons: FBI data

also showed that the percentage of NSL requests generated from

%% We provide a more detailed analysis of trends in the FBUs use of sach of the four
types of NSLs over the $-year peried in the Classified Appenrdix to this report. {U)
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investigations ol U.S. persons versus non-U.5. persons shifted over the
d-year period. In 2003, approximately 39 percent of NBL requests were
generated in the course of investigations of LS, persons. However, the
rnber of NSL requests generated from lnvestigations of 1.5, persons
abmost doubled from 8.51% in 2003 {o 11,517 in 20006, which represented
57 purcent of all NSL reguests i that yvear. During the same peried, the
number of NSL requesis generated from investigations of non-ULS. persons
declined from 10,232 in 2003 to 8,605 in 2006, (1))

The Executive Assistant Director of the FBY's Natonal Securily
Branch (NSE} provided several reasons for the inerease fn NSLs involving
LS. persons over the d-vear perieed. He stated that as the FBI has moved
forward from the nvestigations of the September 11 attacks, it has focused
oy inveatigations of possibide sleeper cells in the Undted States and
conducted follow-up investigations of lerrorist activities in the United
Kingdom and elsewtiere to determine if there is a U.S. nexus to those
events, He also pointed o the FBEUs interactions with state and locad law
enforcement agents, the work of the FRIs Field Intelligence Groups, and the
Investigations conducted by Joint Terrorism Task Forces, all of which have
generated leads nvolving U.S, persons that result tn the nitation of
national securily investigations and the Issuance of NSLs, (U}

Chart 4.6 depicts the number of NSL requests generated from
investigations of 118, persons and non-ULS. persons from 2003 through
2006.%7 {13

¥ Chast 4.8 does not cordtain the same tolals as Chart 4.0 because the FB is not
recpatredd to report the U8 person statns of targets of subscriber N8Ls, Specifically,
1RV 11T NBL requests secking subscriber indormnation for telephione numbers and Internet
e-mail accounts in 2003 through 2006 did not identily thie subjecl's status as a U8, person
or nevrUL S poesonn. Sttlardy, while the FEI captured data on the status of persons whao
were the targets of consumer fall credit reports issued i 2003 through 2003, the
Dicpartinent was not reguidred o include this data in s reports. Beginning o 2006, the
Patriot Reanthorfzation Act required the Departiment Lo report to Congress the statws of
targets of its NS cests for consumer full credit reperts. Thus, we do not include in
Clizat 4.8 th SE requipats st the D00 database dentified as having been fssued
i 2003 through 20056 and thy Pisl requiests reported (o Congress in 80088 for
congumer full eredit reports porsamm {o 15 D800 8 1681 {ﬁ{
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CHART 4.6
NSL Requests Relating to U.S. Persons and
non-U.S. Persons {2003 through 2006} (U)
[Chart below is Unclassified]

13,000

11,000

4,000

NEEL Reguests

7,000

5,000 SR
2003 2004 20035 2006

e Non-LLS, Persons 10,233 8,404 8,536 8,605
~@- {8, Persons I 6519 8.043 9475 11.517

Spurce: DOJ semiannual classified reports to Congress (L

NSI Requests Issued During Counterterrorism, Counterintelligence, and
Foreign Computer Infrusion Cyber Investigations: Chart 4.7 shows the
distribution of N8L requesls 1ssucd from the three fypes of investigations
during the 4-year period. Overall, NSL requests issued in counterterrorism
investigations accounted for a substantial majority of all requests. The
{5 ’__umm;mon of N8L requests Issued in counterintelligence investigations was
;SJ_ —n 2004 ercent} than in 2003, 2005, and 2006 {ranging fron]

bl
b3

i1 proportzon of NSL reaquests issued in foreign computer intrusion cvber
G investipations waq in 20006 Dperc;em} than in previous vears (less
.5'5"4 than| percent), }i&p}

9% In 2004, the FBI issued @ NSLs seeking subscribet information on 11,100
telephone numbers nx connection with a single mvestigation, (U}
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CHART 4.7
NSIL Requests in Counterterrorism, Counterintelligence, and
Foreign Computer Intrusion Cyber Investigations {2003 through 2006} {U}
[Charts below are SNUNRNY]

bl

Source: FBl OGC NSL database as of May 2000 and May 2007 {3
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CHAPTER FIVE:
THE EFFECTIVENESS OF NATIONAL SECURITY
LETTERS AS AN INVESTIGATIVE TOOL (U)

It our first NSL report we examined the effectiveness of national
securlly letiers in different types of national security investigations
conducted between 2003 and 2005. Based on our interviews of
Headguarters and field personmel and our examination of case files in four
FBI field offices, we described the value of each type of NSL as well as the
analyses developed {rom NSLs that enable the FBI to identify
communication and [nancial links between subjects of its investigations
and others.® 10

Our first NSL report also described the principal uses of NSLs: {o
develop evidence to support applications for Foreign intelligence
Surveillance Acl orders; assess comnmunication or financial links between
investigative subjects or nthers: eollect information sufficient to fully develop
national security investigations; generaie leads for other field divisions,
members of Joint Terrorisin Task Forces (JTTF), or other {ederal agencies, or
to pass to [oreign govermments; develop analytical products for distribution
within the FBI, other Department compaonents, other federal agencies, and
the intelligence communily; develop information that is provided to law
enforcement aathorities for use in criminal proceedings; collect hformation
sufficient to eliminate concerns about investigative subjects and thereby
close national security investigations; and cormrobeorate information dertved
from other investigative techniques. (1)

We reported that the FBI uses information derived from NSLs (and
other investigative tools) to gerierate a variety of analytical intelligence
products, including Intelligence Information Reports, Intelligence
Assessments, and Intelligence Bulletins. Information derived from NSLs is
stored in varicus FBl databases, shared within the Department and with
JTTFs, :mud disseminated to other iederal agencies and the imtelligence
comrnurity. The FBI also provides informmation derived from NSLs to law
enforcement authorities for use in criminal proceedings. {UJ)

In this review, our examinaltion of case files and interviews of K831
Headquarters officials and personnel in three FBI field offices confirmed that
NSLs continued to be important tools in the FBl's national security
investigations conducted in 2006, Many FBI personnel told us that NSLs
arc an essential and indispensable intelligence tool. (U]

% See NSL I, 45-6G4. {U)
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FBI personnel provided the following examples of the value of NSLs
Issued pursuant to the Right fo Financial Privacy Act (RFPA}, the Fair Credit
Reporting Acl (FCRA), and the Electronic Communications Privacy Act (ECPA)
in advancing national securily investigations they conducted in 2006:; {U}

« A field office reported that information from national security
letters enabled case agentis to identily pertinent e-mail
addresses, telephons numibers, and bank accounts that were
nsed to support a subject’s tervorist activities. The investigators
used information derived from the ECPA and RFPA NSLs to
idernttify the extent ol a subject’s circle of associates and his
financial network. Case agents stated that information on the
subject’s financial network was essential in developing the
money laundering portion of the case. {U)

« In 2006, while investigating a plot to conduct terrorist activities,
a field office served ECPA and RFPA NSLs to obfain financial,
telephione subseriber, and telephone toll records for the subjects
and their associates. Using this information, investigators
identified the financtal associates of several of the
investigation’s subjects while ruling out the possibility that a
larger lerrorist organization was financing the plot. {U)

» A field office openexd a counterterrorism investigation in the
spring of 2006 and issued numerous ECPA and REPA NSLs to
conmurnications providers and financial institutions. These
NSLs assisted the investigators in confirming the identities of
the subjects and were used in support of an application for
authority 1o use additional investigative technigques. NSLs also
identified financial institutions that the subjects used, which in
tum led to the discovery of certain purchases. {U)

» In the summer of 2005, the FBI received information suggesling
that mdividuals associated with two e-mail addresses were in
contact with known extremisis. The FBI issued ECPA N5Ls to
two Internet service providers (ISP} associated with these e-mail
addresses {o determine the identity of the users. This
information was insufficient to positively identify the users of
the e-mail accounts. However, information received indicated
that the majority of log-ins for both e-mail accounts could be
traced to two different 1SPs. The FBI served ECPA NSLs on
these 15Ps. Responsive records enabled the FBI to determine
where the users of the e-mail addresses were located, (U)

e In June 20086, the U.S, military] | :;
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secause of the

potertdiad tireat, the MR tated prelunmary mvestigations on
the U.S.-hased subscribers of two telephone numbers and
issued ECPA NSLs to identify the subscribers. The investigation
is continuing. (%)

Two individuals in possession of weapons were stopped by law
enforcement officials and an F8I national security investigation
was inifiated, Over the next few months a source reported that
one of the subjects was planning to travel abroad to engagde in
armed jthad against U.S. and Coalition troops. A number of
RFPA and ECPA NSLs were issued seeking financial
information, credit reports, toll records, and e-mail account
information an the primary subjects in this group. {U)

The FBI is investigating the foreign intelligence activitics of a
subject involved with a foreign government, An NSL has been
served to assist the FBI in investigating a network for procuring
iilicit dual-use technology for use in a weapons of mass
destruction programn. (i)

In an FBI national security investigation, the ¥BI has issued
NSLs that have helped to identily two FBI assets who were in
contact with the subject of the nvestigation ~ contacts
previously unknown to the ¥Bl. The NSLs identified the
subject’s e-mail aceounts, which in turn led to the issuance of
additional NSLs, FBI counterintelligence personnel said that
the impesttion of the non-disclosure provisions in the NSLs has
been critical in keeping the FBI's interest in the subject from
oring to the atiention of the foreign government involved in
the matier. {13}
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CHAPTER SIX:
O1G FINDINGS ON THE FBI'S COMPLIANCE WITH THE
PATRIOT REAUTHORIZATION ACT'S NON-DISCLOSURE AND
CONFIDENTIALITY PROVISIONS (U}

Section 119{bHAHE} of the Patriot Reauthorization Act divected the
O1G to perform an audit of national security letfers issued after the Act

hecame effeciive in March 2006 to determing the number of occasions in

which NSLs were issued “withoul the certification necessary to require the
recipient of such letter to comply with the nondisclosure and contidentiality
requirements potentially applicable under law.” {13}

In Section I of this chapter we describe the new certification
requiremnent in the Patrief Reauthorzation Act, the steps taken by the FBI
to implement the new measures, and the methodology of the OIG's audit of
fhe FBI's compliance with the certification requirements. Section II provides
our findings and analysis, and Section I contains our conclusions and
reconunendation. {1}

I Background {{)
A. The Patriot Reauthorization Act (U}

As initially drafted, the NSL statutes imposed non-disclosure and
confidentiality obligations on all NSL recipients.t® The national security
letter provisions of the Right to Financial Privacy Act (RFPA}, Electronic
Communications Privacy Act (ECPA), and the. Fair Crédit Reporiing Act
(FCRA) authoerized the FBI to advise recipients that they were prohibited by
statute from disclosing te anyone that the FBI had seught or obtalned
aceess to the requested records. 0t {U)

The non-disclosure and conlidentialily provisions of the three NSL
statutes provoked significant public controversy and generated the first

KO Throughout the pational security letter statutes and Sectiong §18 aned 117 of
ihe Patriod Reandhorization Act, the terms “non-diselosure” and “confidentiality” are used
interchangeably. {10

W Prior to the Patriot Act, the BEUPA and the RFPA provided that no wire or
eleetronie commumication servics provider or financiad Institution “shall disclose to any
persen that the Federal Bureau of Investigation bas sought or obtained avcess to
information or records.” 18 U.5.C. § 2709020001 12 U.5.C. § 3414H3H2000}). The
FCRA authorized disclosure gnly ta "those officers, employees, ar agents of a cansumer
repocting agency necessary b fulfill the requirensad to disclose information ta the Federal
Bursaw of nvestigation . .. 7 15 1.5, § 1681ad)(2000), (11
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judicial challenge to any of the Fadrint Ao amendments o the NSL sialutes,
See Doe v, Ashorafr, 334 F, Supp. 2 471 {S.DUNY 2004, vacaded by Doe v,
Gonzales, 449 F.8d 415 (24 Civ. 2006} Des v, Gonzades, 386 F. Supp. 24 669
. Conn. 20038). dismissed as moal, Do v, Gonzales, 449 F.23d 415 {34 Cir.
Q006}, npon remand Do v. Gensales, B0 FL Sapp. 2d 379 (S DALY, 2007)
(holding non-disclosure provision in the Fairiot Reauthorization Act,

18 1L.S.C. § 2709, to be nnconstitutional under the First Amendment). (U}

The Patriot Reauthorization Act modified the non-disclosure and
confidentiality obligations on NSL recipients. The Act authorized the FBI to
impose these obligations only upon certification of specified havm that might
arige in the underlving investigation i a disclosure oncurred. Specifically,
after March 8, 20086, if the FBI seeks {o impose non-disclosure and
confidentiality disclosure requiramends on an NSL recipient, the Patriot
Reauthorization Act requiires the FBI Directar or his designes to vertify that
disclosure of the FBU's demand for informatioo might resalt in: {13

« danger (o the nadiooal security of the United States; {U)

« interference with crirpinal, countkerterrorisin, ot
cournierinicligence investigations: (1)

« interference with diplomatic relations; or {U)

¢ danger to the lic ar plhivsical safety of any person. 19 {U)

If the certifving official determines that confidentiality is necessary,
Section 116 nf the Pamm Reauthorization Act requires that recipienis be
notified of ihiree specilic obligations: {10}

{1} that receipt of the NSL must renmain cordidendial and cannet be
disclosed extept as required to comply with the NS or to obtain
legal advice Irom an attorney; (U}

(2} if the reciplents disclose the existence of the request to anyone
{either to comply with the request oy to obtain legal advice from an
atiomey), they must inform thoese individuals of the non-disclosure
and confidentiality requirements; and (U}

(3] upon request of the FBI Divector or his designees, the recipients
must reveal the identities of the individuals to whom they disclosed
the exdstence of the NSLs ¥ D

0 Patrioft Reauthorization Act, § 116 {3008). The Act provisdes that the Birector's
designee mm}{ rit be i a posilton lower than @ Headiguarters Deputy Assistant Director or
field diviston Special Agent in Churge designaied by the Divector, i {13
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B. The F8I's Implementation of the Patriot Reanthorization
Act Non-Disclosure and Confidentiality Reguirements (U}

On March 9, 2006, the date the President signed the Patriot
Reauthorization Act, the FBI DGO notified all Special Agents in Charge
{SACY and Chief IHvision Counsels [CHC) that the NSL mndels that had been
posted on FBI OGC's National Security Law Branch (NSLB} Intranel website
could no longer be used o generate NSLs. The FBI OGC advised FBI
personne] that all NSLs that had been prepared but not vet served would
have to be redrafied {o conlorm 16 the new requirement it the law. (U}

To implement the new Law, on March 9, 2008, the FBI Director
delegated certification authoriiy to all SAUs and other dosignated sendar
officials 2 In the delegation memorandum, the FBUOGC advised that
non-disclosure ceritlications “should not and may nat be made in a
perfunctory manner.” The delegation also stated that the individual signing
the NSL must make an assessmernd that there is "a genuine need for non-
discloswrg” based on one of the pussible dangers listed in the statute that
vauld result from disclosure 9% {U)

The FBL OGC concurrently disserninated guidanee on dwe provisions
of the new law to FBI Headgnarters and field divisions. Alsoe on March 9,
the FBI OGC distributed revised NSL approval ECs and NSL models to all
SACs and CDCs and posted the new models on the FBI OGCs Intranet
wehsite. 198 The FEI OGC advised that the non-disclasure provision could ne

Y NS recipiends are not reagpaved Lo divadge to the FBY that they intend to consuld
a0 atiorney to obtain legal advice or legal assistance aboul the NSL. Palrivt
Keauthorization Aci, § 1108 (2006}, A4

W In addition Lo the SACs, the Direcior delogated certification sigoscire authority,
non-thisclosure certiffeation authoily, and non-disclosurs recortifieation authority for NSLs
{0 the follewing FBI sexdor offivinls: Deputy Director; Expentive Assistant Director and
Asgistant Executive Assistant Director for the National Security Branol; Assis{ant Divertors
avud all Deputy Assistant Durectors of the Counterterrorism, Cournderintelligence, and Cyber
Divisiorss; General Counssl and Dieputy General Counsel for the Naticnal Security Law
Braneh, and Assistand Divectors in Charge of the New Yok, Washington, .G, and
Los Angeles field offices. {8

08 Oihee of the General Counsel, Federad Burean of lovestigation, elsctronic
comamanication to all Divisions, Delegation of Non-Disclosurs Certifieatfon Aauthority,
March 8, 2008, at 4. )

e PRI polioy reguires U all NSLs and approval ECs contain certain information.
NSE approval ECs must provide “predication” Ior the NSL by expiatning why the
information seught s relovard to an anthorizen investigation: docuraent approval of the
NSL by appropriate parsonnel: certily the necessity fov non-disclosure and confidentially
when applicable; incluste information nesded to fulffll congressional reporting requirements:
and decument trarpsmofttal information for the NSLB, the responaibie Headguarters division,
arwd the diviston that s asked o serve the NBL. The NSL must sdenufy the statatory
authority for the request and iypes of reecerds requested: condain identifying infoemation for
{Cont™d.)
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longer automalically be inchuded in NSLs and explained the certification
process. The FBI OGC vepeatedly emphasized through e-mails to all CDCs,
copunuications with individual CDCs, and the new models it generated
that certifications for imposing the non-disclosure obligation were not to be
perfunctory or automatic, (U}

On March 15, 2006, the FBI OGC issucd further guidance reiterating
that the non-disclosure provision was “no longer automatically included in
the NSL™ and that the FBI must ensure that there is a “genuine need” for
non-disclosure prior to use. To amplify the statutory directive noted above.
the FBI OGC guidance explained that when the non-disclesure provision is
sought, the approval EC must provide a factual predicate o justity
imposition of the provision. %7 The guidance listed the 4 poteniial hanms
noted in the Act {guoted above} and suggested the following 13 adverse
consequences that case agents should consider in arlienlatng the {actual
predicate justifying non-disclosure: (1) :

1 Disclosire mavl |
18 ¥
2. Disclosure mad |
=
X
3. Disclosure maﬂ |
kK
X
4. Disclosure may]
i8] y

the targeted individual or account; certify that the records are relevant fo an authorized
investigation; certify, when applicable. that disclosure may result in an adverse
eorpsequanes: wnd provide the notifications Usted abeove Lo the recipient. For & more
detailed description of these requirements, see NSL I, 22-287. (i3

W7 According o the NSLE Intranet website, “{if] & gon-disclosure provision is
scught, the EC must set forth a factual predicats to require such a proviston,” {U)

SeeREL— 1
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5. Disclosure may | 2;
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X
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7. Disclosure may
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9. Disclosure may
H
14, Disclosure may
8]
| X
11, Disclosure may
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13, Disclosure '1'1‘1&_?{ |

] NG
The FBI O glso advised case agonis 1o idently In thelr approval ECs any
other reasons for imposing non-disclosure and confidentiality requirements
i they were not on the list. (L)

C.  Methodology of the OIG Review (1)

1. Random Sample of NSLs Issued After March 8, 2006
)

To perform our audit of the FBI's compliance with the non-disclosure
and confidentiality provisions of the Patriot Reauthovization Act, we
identified a statistically valid random sample of all NSLs issued from
March 10, 2006, through December 31, 2006, By reviewing those NSLs to
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determine the number of NSLs that truposed non-disclosure and
confidentiality obligations, we could project how wmany NSLs issued
throughout the FBU during thal period imposed these conditions. (L)

The FBI provided us with the FBI OGO NSL tracking database for
calendar year 2008, which we used to determine the universe of natinonal
security lefters issued during the mwlevant thne perind. The dalabase
contained 15,187 records, each representing one national security lefler
fssued from Marveh 10, 2006, through Decsmber 31, 2008, We defermined
that a sampie size of 375 NSLs would pergidf us to project fram the sanple
to the universe of all NSLs issued from March 10, 2006, through
December 31, 2006, at & 95 pernerd confidence level, We then sequentially
numbered the 15,187 records and used a random pumber generator
produce a list of 500 numbers [to ensure an adequate Hst of NSLs i the FBI
was unable to produce every NSL we vequested), 'We used the fiest 375
random numbers o locate the corresponding NSL in the OGC database, and
we ohdained copies of the NSLs amd corresponding approval BCs W (U]

Our random sample inchuded NSLs from 51 different FBI field
offices and Headquarters divisions. The number of NS&Ls from each office
ranged from 1 1o 37,198 Counterierrorism investigations generated 243 of
the 375 NS8Ls in {he sample. counterintelligence investigations generated
127 N&Ls, and forcign computer infrosion ovber investigations generated
5 NSLs. 10 {1])

BB As we noted in our first KEL report, during the perod 2003 iheongh 2005 the
F8I did not require cass agents or others o relain copies of sigoed N3Ls, Az desribed in
Chapter Three of {his report. the divective {o retsdsng sigred copies of NSLs was lssued in
Mareh 2007 i conformity with oue of our recommendations in our first NSL repord.
Avcordingly, to perform this audit we had o use unsigned copies of NSLs that we oblained
from a query of the FB Antomated Case Support {ACS! system. (U}

For s variety of reasons, the FBI was unable to provide B8 NSL approval ECy and
corresponding NSLs frowm our originad list {o respunss {o oo roguest. These reasons
inchuded instances in which NMSLs were not slectrodeally wploaded tato the FBLACS
systern, the reguested documents were subjeot 10 access restrictions or had been
permanently “charged out” or removed from the database, or the case {ile or serial wunbers
thich net exist. Whenr this occurred, we reguesstod replacement records based on the random
nuembers we had gerseated, (L)

W Three NSLs in our randon sanple were dssued from FB Headguarters case
ffles. {(Lh '

LS The distribaation of NSLs among the rounterterroriyim counterintelligence, and
cvher investigative programs I owr random sampie v&ai o the distribnstion
{3

18] revorded in the FFI NSL tracking database iy NSLy iseGad Tnoughoul 2006, an issue we

8]

'S
By

T3 pereent from cyber investigations. This isl

20 i Chapter Four of this report, Ouwr snalysis of the OGC database found that

of all N&Ls issued i catendnr vowr 2006 were genevated from
counterterrorism nvestigations from vounterintslligencs Investigations, amul

to the distribatinn ws
fCant'd.)
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For purposes of evaluating compliance with applicable non-disclosure
and confidentiality reguirements in the Act and other FBI policies, we
reviewed hoth the NSL approval ECs and {he NSLs, We examined the
approval ECs to deternmine whethey they: {10

+ identified a national security investigation or foreign compuler
intrusion cyber investigation file number; and (U}

+ contained either a certitication that disclosure that the FBI
sought the requested inbormation would resuli in the adverse
consequences lsted in the statute or a defermination that the
case did not warrant activation of the non-disclosure
provisforn (L)

We then determined whether the approval EC inciuded a justification
far non-disclosure and condidentiality. 1 a justification was included, we
next determined whether that justification referenced any of the 13 possible
adverse consequernces isied on the FBI OGO Intranct webstte ar identified
cther advorse consequences. We also examined the NSLs to determine
whether {hey included non-disclosure and confidentiality obligations. (L5

2. Other 2006 NSLs Identified During the Review (U}

In addition io our analysis of the random sample of 375 NSLs, we
identified & "blanket” N&Ls issued after March 8, 2008, that we found did
not comply with the Patriot Reauthorization Act noen-disclesure angd
confideniiality requirements, We identified these blaoket NSLs in our
investigation of the FBUs use of exigent lefters. In that investigation, we
learnad that the FE's Counterterrorism Division issued al keast 11 follow-
up blankel NSLs to “cover” information ebtained by porsonnel in the FB's
Communications Analysis Unit at FBI Headquarters in response (o exigent
letiers or other informal requests. These NSLs soughi tedephbone toll billing
records for 3,860 telephons numbers {which carresponded to approximately
2,186 unique telephone numbers) pursuant to the BECPA NGL statute. None
of these NSLs was accompanied by approval ECs, a vicladion of FEI policy.

foumd i gy ranom smmpiﬁi Izene:ra?;ed. froomy esppsterterraristn lovestigations,
rom counterintsiligence nvestgations, and [roin ayher

investigations.

L The Attorpey General's (Guidadines for FBI National Security Investigations and
Foretgn asdligence Collsetion require that NSLs be {ssued only in connection with national
securiyy investigations.  FRI policy requires that N3Ls be issued from lovestigative files, not
from condrod files. See NSL L 100-104. We mwviewed the approval Bs accompanying the
375 NELs to deterpdre: whether they vomplied with thds requirsment. Of the 375 approvad
ECs we examined, we found 1 instance inwhich an aporoval BC indicsied thad the FBE
refied sxolusively on an FRU Headguantors eantrol file rather than an investigative file (o
initiate approval for the fssvanve of an NBL. {4}
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As a resull, we were unable to determine whether the senior FBI officials
who signed these NSLs considered whether there was adequate predication
to impose the non-disclosure and confidentiality obligations that were
referenced in & of the 11 NSLs. We will provide moaore details and our
analysis of these N3Ls in our fortheoming N3L report, (U}

IL. OIG Findings and Analysis {U)

A. NSLs That Invoked Non-Disclosure and Confidentiality
Obligations {U)

Of the 375 N8Ls we examined inn our random sample, 363, or
97 percent imposed the non-disclosure and confidentiality obligation
established in the Patriot Reauthorization Act. Based on that result, we
projected that of the 15,187 N8Ls the FBI issued from March 10, 2004,
through December 31, 2006, 14,782 NSLs imposed the non-disclesure and
confidentiadity obligations. {U}

CHART 6.1
NSLs that Imposed Non-Disclosure and Confidentiality Obligations
{March 10, 2006 through December 31, 2006} {U)
{Charts below are Unclassified]

OIG Sample Projected
365
400y" 15,000¢"
.
S00 § 10,0004
200
1004 5.0001" |
0 o (}l N e o e o n g OSREORNOREERORL L e ]

Yrs Nog

Yes

As noted above, we examined approval ECs to determine whether the
recitals required to be made when scoking to impose the non-disclosure and
confidentiality obligations matched the text of the NSLs, We found that the
language of the approval BECs was niot consistent with the corresponding
NBLs it anly 2 of the 365 instances. In one instance, the approval EC did

not inchude the SAC’s vertification of the need for the requirements, and in

the other the approval EC contained internally inconsistent recitals about
the necessity for immveking the provisions. {U)

Of the 364 N8L approval ECs that included justifications for imposing
the obligations, 225, or 62 percent, included ! of the 13 justifications listed
in the FBI QGC's March 13, 2006, guidance discussed above, Of these 225
approval BECs, 184, or 84 percent, stated that disclosure could prematurely
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reveal a national security investigation o the target or persons affiliated
with the targel or the subject matter of the national security investigation
and cause them to change their behavior patterns and circumvent
detection. This justification alsp was cited in 23 additional approval £Cs in
conjunciion with 7 other justifications {from FBI OGC's list. The remaining
18 approval ECs cited other justifications suggested by the FEBI OGC. (U]

The balance of the approval ECs (139 of 364, or 38 percent) referred
to adverse consequences from premature disclosures that were not
specifically referenced on the FBI OGC's list. The adverse consequences
described in the certilications ranged from perfunclery justifications to
detailed descriplions of thie specilic consequences that might result from
disclosure. The detailed descriptions included how disclosure would aftect
the behavior of suspects ar the effectiveness of the FBEs investigative
technigues and overall investigations. {U)

Of the 364 approval ECs we examined that sought approval 1o immpose
the non-disclosure and confidentiality obligations, all but 17 {5 percent)
contained justifications for imposing the nen-disclosure and confidentiality
obligations that complied with the FBI OGC's guidance. The remaining
approval ECs contained justifications for imposing the ebligations that were
case-specific. Examples of these justifications were that disclosure: (U)

will have a defrimental effect on the instant investigation for a
2/ number of reasons. Firsl| nnd his associates would
Hkely conceal thedr activities from the FBI and therefore
oy frustrate PO efforts o collect evidence of terrorist activity.

Seeond would refrain from using the telephione to
8] di_s_cns; . I_nr}atters which would undermins

' FRBleflorid @0 e
15 [Third, premature
. oxposure of an KBl mterest i votild jeopardize the
181 terrorist fmancing investigatiﬂn_afl land possible
151 FBI recrutment efforts. (X

W od ok

@l Due to Commmurtcations with subjects ir

who've been detained on terrorism related charges since

I [and his communication and association with

subijects of several [full investigations], disclosure of this
request may deirimentally effect |sic} the outcome of the foreign
prosecutorial efforis of charged terrorists iy i
ongoing intra-divisional counterterrorism wesngaons. (#

Examples of perfunctory justifications that we found to be insufficient
were: (U
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You sheuld remind| |that it is prohibited from k70
disclosing that the FB] has made this request sinee it may
i interfeve with an jsic] counterterrorism vestigation. 18

Ho% &

A Prelinminary intemational terrovism investigation of subject, a
Nen-11.5. Parson, was authorized in accordanecs with Attorney
General Guidelines tecause the subject is or may be engaging,
or has or may have engaged, In activities constitating a threat
to the national security for or on behalf of 2 foreign powser. The
subject may or way not be nvolved with interpational terrorist
activities, or knowingly conspired with or alds and abets sueh a
person in such activities. (U]

B. NSLs That THd Not Invoke Non-Disclosure and
Confidentiality Obligations (U}

Our review determined that 10 of the 375 NSLs we examined, or 3
percert, were issued “without the certification necessary to require the
reciplent of such etleris] {0 comply with the nondisclosure and
confidentiality requirements polentially applicable under law. 7112 We
reviewed the approval ECs assoctated with these 10 NSLs and found that 4
af these approval ECs contained representations that the faots of the cases
did not warrand imposition of the pen-disclesure and confidentiality
obligations under the applicable NSL statute. Therelore, it appears that the
absence of the non-disclosure and confidentialily provisions in the NSUs
wag deliberate in these four cases and not an oversight. (U0}

In conbrast, 6 of the 10 approval ECs were inconsistend with the
corresponding NSLa, In five instanees, the non-disclosure and
confidentiality provisions were ot included in the NSL despite the fact that
the SAC had certified the need for the requirements in the approval ECs. 13
In one instance, the approval EC failed to address the basis for the SACS

12 Patriot Reguthorization Act, § 119 bHAEL (3

NE We deternined that in three of the five instanees the approval ECs contained the
certifications justifving tnposttien of the non-disclosurs and confidentiality obligations, bat
the vase agents used ouidated NSL modets that did not contain the approprisgs provisians,
In twe other instances, the approvad ECs vontadned the certifications justilying imposition
of the non-disclosurs and confidentialily obligations, but the provisions were missing from
the associsded NSLs, {U
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determination that the facts did not warrant imposition of the non-
diselosure and conlidentiality obligalions,.!}4 (U)

Based on our sample, we project that, in total, the FBI issued 405
NSLs from March 10, 2006, through December 31, 2006, that did not
impose the non-disclosure and conlidentiality ebligations. (U}

C, “Blanket” NSLs Issued in 2006 (U)

As noted ahove, in the course of our exigenl letters investigation we
examined 11 NSLs issued by FBI Headquarters officials in the
Countertermorism Division in conneetion with efforts to issue legal process
to cover information already acquired through exigent letters and other
informal requests. (1)

Eight of these 11 improper NSLs imposed non-disclosure and
condidentiality requirements on the recipients that did not comply with the
Patriol Reauthorization Act certification reguirentent for invoking these
provisions.!!® The individuals who prepared these NSLs appear to have
relied upon outdated NSL modeis that did not include the required
certification. These eight NSLs included the pre-Patrict Reauthorization Act
language to the effect that the recipient was prohibited under 18 U.S.C.

§ 2709{c} from disclosing that the FEI had sought or obtained access to
inforrmation or records under the ECPAME (1)

[ addition. none of these 11 blanket NSLs complied with internal FBI
policy reguiring the preparation and approval of memoranda establishing
the existenice of an open investigation and the relevance of the information
sought to the underlylng investigation. FBI policy requires that such

4 We determined that the case agent used an puldated approval EC tat did not.
pravide options for including or omitting the non-disclosurs and confidentialily provisionms
in the NSL. {U)

L The other three blanket NSLs imiposed a non-disclosure requirement on the
recipients that complied with the Patriot Reantluwization Act certification requirernent for
invokinug these provisions, {U)

As we will describe in detail in o next NSL report. we determined that five of the
sight N8Ls that fafled to contain (he requdred ECPA cerfification violated the ECPA NSL
statute for fwo additional reasons: two of the five NSLs were signed by FBI personnel who
were not authorized to sign NSLs and at keast four of the five sought records that were not
relevart to an investigation ol international tervorism. (U}

e Thye: FHE officials who signed these NSLs were an Assiatant Director, & Deputy
Assistant Director, two Acting Deputy Assistant Directors, and a SAC. In addibion to being
non-compliant with the non-disciosure and confidentiality requirements, these NSLs ware
improper for other reasons that wili be discussed in the Oy fortheoming NSL reporl. We
determinied that none of these NSLs was reviewed by FBEE QGC atiomeys. (U}
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memorands accompany the submission of NSLs Tor approval; be approved
by the squad supervisor and Assistant Special Agent in Charge: and contain
a statemnent by the official signing the NSL thal non-disclosure is necessary,
togoether with facts {o jusiify the nop-disclosare and conlidentiality
obligations. Since November 28, 2001, FBI policy stated that NSLs should
also be reviewesd by CDOs to ensure i.e,:d}. sufficiency. 117 (14

1. O1G Conclusions and Recommendation {4

The vast majority of the NSLs and approval BCs we examined in our
random sample substantially complied with the Pairiot Reauthorization Act
certification requivemernd arud FBI policy related {0 non-disclosure and
confidentiality requivements, We haliove this complifance record was Fargely
due to the prompt guidancs the FBI OGC issued on the date the Act was
signed, the availability of now NSL formms on its Intranet website, and
}7(‘1‘1{}(11{‘ guddance FBI OGO attarneys provided to the feld as questions
arase, (U}

Quir analysis also showed that at least 97 percent of the NSLs we
examined in the random sample fmposed the non-disclosure and
onfidentiality obligations on recipients, The majority of the approval ECs
supporting these NSLs referenced the assertion that disclosure of the NSL
cotelel] |

ase agents

: T I - 8 T SUEEtRLions by the
FBI {)(‘Q as to ihe* pabbible adverse wnmquumes that eouki result from
disclosure. 18

In general, FBI emplovees complied with the requircroent o provide
substantive justifications for the non-disclosure certifications. We found
thiat only 5 percent of the approval ECs in the random sample contained

LY The November 28, 2001, FBI OGO memorarmum states that "fphior 1o
certification, every NSL and cover BC {ssued by the Held division showld be reviswed by . . .
th: Office of the Chief Division Counsel | ¥ The memoviedom provides that "ilawyers
reviewing NSL package s slhwuld s the {lse-rldms provided with tluds vommunisation o
ensure legal sufliciency.” Office of General Coused, National Security Law Uil Pederad
Bureau of Investigation (T8, slectronde conununication to all Freld Offives, National
Seourity Letter Matters, November 28, 20051, The FBI Ddrector's Mareh 8, 2008, delogation
menoragium awiborized the NSLE to issue guidimos regarding the eevisions of the
national seourity letler statutes. NSLEz Intranet website stated in 2006 that "NELs are
reviewed by CIXs at the feld office level™ On June 1, 2007, the FBI OGC issued &
comprehensive guidance BEC to all divisdons for the first Hime stating thag “all Field Offics
MNSLs st be reviewed by CDOs or ADCs for legad sudliciency™ prior to forwarding the NSLs
to thie SAC for approval. The comprehensive guidanee EC is deseribed in Chapter Two of
this report. {IH
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perfunctory justifications for invoking the requirements. [ these instances,
the case agents apparently failed to read or to follow FBI guidance plaindy
stating that such perfunctory reasons were not satisfactory. In addition, the
case agents’ squad supervisors, CDCs, and SACs accepted and approved
these insuflicient justiticalions. While the number of non-compliant NSlLs
in pur randoem sample was small, we are concermned thatl some case agonts
and their sapervisors failed to adhere to FBI peliey requiring sulficient
justification for imposing non-disclosure and confidentiality requirements
ort NSL recipiends, (L1

Although we did not seek to vorify whether the facts cited to support
impositicn of the non-disclosure and confidentiality ohligations were
accurate, we niote that many of the approval ECs secking to tmpose these
obligations reciied one of the FBI OGCs rationales without providing
additional supporiing detafls. N The FBUs comprehensive gaidanee EC
dated June 1, 2007, divected that “FBI officials muast make a case by case
deiermination whether disciosure of the NSL™ may canse one of the
ernmerated dangers to arise. We recomnmend that the FBI rederate that
case agents and supervisors must give individuadized serudiny to the
circumstances of eanh case before secking to invoke the non-disclosure and
confidentiality requiremenis and that the FBl's Inspection Division and the
Department’s National Seeurity Division consider including whether these
jusiifications are factually supported in their porindic augils, 2% {U]

We found that a small number of NSLs and approval ECs inouy
random ssunple (8 of 373} contained neonsistent renttals with respect to the
need for invoking the nen-disclosure and confidentiality obligations. Case
agents and thelr supervisors, as well as CDCs, failed to entily and correat
these errors. To address this and other data entry discrepancies, the FRI
has implemented several corrective measures, inchuding a new NOL data
aystem that FBI officials believe will eliinats this and other data entry
errors in the creation of NSLs and approval ECs. 120 {U)

More troubling, 11 hlankef NSLs issued by Headquarters officials in
2006 that seught telephone data on 3,860 telephone numbers did not

NE We helievs the justification requdred by FE palicy should be described in the
approval BC and that it i not suflicient that the ustification is dooumanited elsewheres in
the investigative file, Squad supervigsors and CDOs for inteenal and external auditors)
should not be expected o seavceh through multi-volume investigative files to locate reasons
for frivaking non-disclosure andd configtentiadily obligatons, In light of the FBI OGCs
June 1, 2007, comprehensive guidance EC, approval ECs must now contain facts
supporting imposition of these obligations. U}

138 These periodiv aadits are deseribed wn Chapter Two of this veport. (D

20 The corrective messures implemenied by (he FBL in responss to our first NSL
report ave desoribed in Chaptar Two of thds repory. {0}
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comply with the Patriot Reauthorization Act requirements respecting these
provisions, irternal FBI policy, or both. We arve concerned by the failure of
senior Counterterrorisin Division officials to comply with statutory
requirements and inlernal policy regarding the issuance of NSls and their
failure to consult legal counsel. As noted previously, we will examine the
circumustances that led to the issuance of these blanket NSLs in the OIG's
forthcoming NSL report. {U)

Based on our review and (o ensure that non-disclosure and
confidentiality provisions are irposed only when appropriate, we
recommend that the FRI: (1)

1. Periodically refssuc guidance and training materials reminding
case agents and supervisors assigned to naticnal security investigations
that they must carefully sxamine the circumstances surrounding the
issuance of each NSL to determine whether there is adequate justification
for imposing non-disclosure and confidentiality requirements on the NSL
recipient. {U)
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CHAPTER SEVEN:
IMPROPER OR ILLEGAL USE OF NATIONAL
SECURITY LETTERS REPORTED BY FBI PERSONNEL
IN 2006 (1)

The Patriot Reawihorization Act directed the QIG {o describe
“tmproper or illegal uses™ of the NSL avthorities in 2006, similar to the
requiremment i ouy first NSL report. In this chapier, we report some of pur
findings on inproper or illegal use of NSL authorities that were identified
and reporied to the FBI Office of the General Counsel {(FBI OGC) by FBI
personnsd in 2008, However, our main findings on the most serious
improper ov illegad uses of NS authorities will be descaribed in our next NSL
report, which will include the results of cur detailed investigation of the
FBEI's use of exigent letiers. That investigation expanded on the resulis of
pur exigent letter review in our first NSL report by examining, among other
topics, the scape of the practics; the FBIU's slforts to issue legal process after
the fact to cover the information obtained from the exigent letters and other
frproper requests: pur assessmont of the acepuntahility of FBI porsannel,
inchuding agents who signed exigent letters and their supervisors, bor the
immproper use of exigent letters: and the regults of our examination of
improper NSLs served on three communication service providers. (L)

As we will fully describys in our next NSL report, from 2002 through
2006, we found that the FBI obiaied tedephons data on approximataly
3. 764 domestic and international {elephone numbers {which correspond to
approximately 2,032 unigue telephone numbers) pursuant to exigent letiers
and other indormal requesis rather than through NSLs or other legal pmocess
served in advanee of obtaining the recards. We also found that the FBI
fssued 11 "blanket™ NSLs in 20086 that sought retroactively to justify the
FBYs acquisition of data through the exigent letters or other informal
requests. All 11 of these blanket NSLs were improper for one or more
reasong. Some soughl records that the FBI was nol authorized to obdain
through the Electronic Communicalions Privacy At (ECPA} NSL statute;
many were issued in violation of the Attorney General's Guidelines for FBI
National Security Investipations and Foreign Intelligence Collection (NS]
Guidelines); and all were issued in violation of internal FBI policy. Following
constllation with FBI OGC attorneoys, the FRI issued new NSLs in 2007 to
correct scane of the improper blanket NSLs and also generated for the first
time docuimentation explaining the predication for these NSLs. B! [n Hght of
our findings of significant improper or illegal use of N8Ls in 2008 through

B We will deseribe and evaluate in owr forthwoming NSL report the FBL QG s
adjudication of any possible intelligence violations thal were reported as a result of exigent
letters, blanket NSLs, and other improper requests. [}

131 |
sgerer U



S i)

the use of exigent letfers, other informal requests, improper blanket NSLs,
and other inproper NSLs, cur findings in this chapter should be considered
in conjunciion with our forthooming N84 report.  (UJ

Chapter Three of this veport deseribes additional improper NSLs
identified through three reviews conducted by the FBI in 2007 in response
to the OIG's first NSL report: {U}

{1} a review of N3Ls issusd by FBEY {ield offices from a random
sample of 10 percent of all national security investigations
active at any time from 2003 through 2006, {))

{2} a review of & racdom sample of 10 percent of all NSLs issued
by Headguarters divisions during the same periods and {1

{3 a review of all NSLs issued pursuant to the Falr Oredit
Reporting Act {FCRA} in counteriniallipence investigations fram
2002 through 2008, (1)

In this chapier, we address the matters thatl were self-reported by FBI
field personnel in 2006 to the FBE QGC ax possible intelligencs viclations,
These violations ocourved before the OIG issued its Brsl NSL report and
hefore the FBI began taking corrective action in response i our report
{deserihed in Chapter Two of this report}. 1t is therefore not stoprising that
we found possible NSL-related intelligence violations o 2006 caomparable to
our findings in our first NSL report. Moreover, compared with the number
of possible intelligence vialations assoniated with the FBI's 2007 reviews,
exigent letters and other idormal reguests, and the 11 blanket NSLs and
sther improper NSLs ssusd in 2006, the nunber of matiers discussed in
this chapter is relatively small, {U]

It is important e note, however, as described in Chapter Three of this
report, thati the overwhelming msjority of possible NSL-related intelligence
violations that cocurred since the Patriof Act significantly expanded the
FiI's NSL authorities were not reported by FBI personnel to the FBI OGC
through the self-reporting mechanism established 25 yvears ago to identlfy
and address auch violaticns, 2 {1

As described in Chapter Two of this report, the FBI is in the process of
implementing the recormmendations in our first NSL report that were
intended to improve its comphiance with NSL statutes, Attorney General
Guideloes, and internal FEI policy. Moreover, the ¥ and other
components of the Departmend are {aking additinnal steps fo promotes

B Possible ntelligence viokutions can be reported by case agents, the case agents’
sapervisors who approve the issuance of the NSLs. s the Chiel Division Crunsels {CDEL
They alse can be reporfed o o result of a superviver's file review or an audit. {11
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compliance with NSL statules and policies governing other investigative
technigues used in national security investigations. Once implementsad, the
FBI belleves that many of the errors categorized as possible infelligence

violations in our first NSL report. in the FBUs 2007 reviews, and in this
chapter will be significantly reduced. (L}

In Section: { of this chapter, we desoribe the FBI's procedures for
reporting possible Indelligence Oversight Board (HOB) violations to the FBI
OGC and the FBI OGC's process for deciding whether to report the vielation
to the I0B. In Section I, we dizcuss K‘I(lldﬂ(}llb triggered by the use of NSLs
thal were reported in 20086 by nase agents to the FB OGC as possible
viclations that should be reported to the 0B, In Secion I, we summarize
our conclusion and provide our recommendations, (U}

As we did in our first NSL report, we determined whether the FI3
would have been entifled to the nformation under applicable NSU sialutes,
Attorney General Guidelines, and internal policies. We found that of the 84
possible intelligence vielations identifisd and reporied (o the FB1 OGC in
20086, the FBI received informadion it was not entifled o receive in 14
matiers, In one of the matiers the FB requested information it was not
entitled to under the applicable NSL statute, I this matier the case agent
modified the standard language used for requesting information pursuant to
the ECPA NSL statute by reguesting publicly avaflable confent information,
The FBI OGC concluded that the alieration of the ECPA N8L statutory
language ¢ request and obtain the information was heyond the scope of the
ECPA, W3 {U)

i the other 13 matters, the FBI made proper requests bngd, due {o
third party ervors, obiained information il was not entitled {o rereive under
the pertinent NSL statates. (U]

HE W could not conclnde whether the FBI compounded thwe errors involved in 58
matters i wiich it recedved snaathorized information as a vesult of third party srrvors
because the FB OGC has nwi yet adjudicated whether the FBY used the inapproprintely
abtained information or upleaded it ot FBI databases. Pulor to November 13, 20006, case
sgents were reguired to report to the FBI OGO unauthorized collections from third party
errors. REifestive Niseember 13, 2006, the 108 agreed that sueh thivd party errors disd nust
have o be reparted to the JOB. However, as discussed later in this chapler, on August 1,
2007, the 108 directed that the FBI report unmathorized collections dus to thivd party
errors if the FBI compounded the errors by using information inappropriatety provided or
uploading ¢ inte FBI databases. We consider matiars in which the FBI compounded third
parly errors to be an mproper” use of NSL-derved idormation.  {U)
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L The FBI Process for Reporting Possible Violations Involving
Intelligence Activities in the United States (U)

In this section we briefly swmsrize the FBEUs procedures for reparting
possible intelligence vivlations to the FBI OGO and the wanoner in which the
FBI OGO decides whether to report possible intelligence violtions to the
IOR. We then describe the Novernber 2008 FBI OGC guidance fo the fiekd
on reporting pessible intelligence vielations to the FBIL QGC and separate
guidance to the FBI QGO attorpeys assigned to evaluale possible
intelligence violations. {11

A. The Process for Reporting Possible Intelligence
Vioilations [}

Sxeculive Order 12863 desdgnates the IO as a standing conymitlee of
the President's Foreign ndelligence Advisory Board ansd directs the OB to
inform the Presidend of any activilies wl “may be unlawiul or contrary {o
Executive Ovder or Presidential Dircctive.” ¥ This directive has been
inderpreted by the Departinent and the OB during the pertod covered by our
review to include repuorts of poessible violations of provisions of Attorney
General's NSI Guidelines or other gaidelines or regudations approved by the
Attormey General in accordance with Execntive Qrder 12333, dated
December 4, 1831, if the provision was designed o ensure the protection of
indivichal rights, {1}

To comply with the Executive Order 13863 diroctive, the FBI has
developed an infernal process for reporting possibide intellipence vinlatlons o
the FBI QGC that begins with the duty of FBI persemmel 1o seifreport io the
FRI OGC possible intelligence violations within 14 days of discovery. These
reports must include ihe identification of the subsiantive investigation in
which {he guestionable activity nccurred, the names of the relevant FBI
personnel, the identification of the investigation’s subject’s status as o US.
persan or non-1L8, person, the legal authority for the fnvestigation, a
complete and thorough explanation of the error believed to have been
committed. and the date of the incident. FBI OGC atinrmeys review the
reports, prepare @ written opliton as o whether the matter should be
reported {o the [013, and draft the wrilten communication o the 108 for
those matiers the FBI OGO determines meet the reporting requirements of
Fxeeoutive Order 12863, {1

B For a more detailed deseription of the 0B reporting provess, see Offive of the
Inspectar Genecal, Report o Congress on Implenwiitation of Section 1001 of the USA
FATRIOT act fMarch 8, 2006]. {8
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In November 2006, the FBI OGO issued guidance to the ficld on the
iypes of infractions involving the use of NSLs that must be reported to the
FBI OGC as possible intelligenice violativns, The FB OGC also issued
revised guidance for altomeys assigned 1o its National Security Law Branch
(NSLEB) who evaluate possible intelligencs violations. These gulidance
meamoranda ars described helow, (U}

B.  FBI Guidance on Reporting and Adjndicating Possible
Intelligence Viclations (U]

1. November 16, 2008, Guidance on Reporting Possible
108 Violations to the FBI OGC {1

Or November 168, 2006, the FBI QGQC issund a memorandum to all
FRI divisions regarding revised procedures for reporting possibile intelligence
vislations 135 Alhough the FBI OGC provionsly had issued general
guidances on reporling passibile intelligence violations and responded
informally to guestions that arose from the field aboul matters that should
be reparied, it had not previously identified tn a comprehensive manney
what infractions relating to the use and approval of NSLs {or other
investigative techinigues) were reguired {0 be reported to the FE OGC and
the Inspeotion Division’s Intemal Investigations Section as possible
intelligencs violations. 1% The November 16, 2008, guidance alse addressed
the FBI's refention practices lor handiing improperiy or uninterstionally
acguired inforination and reporting such matiers {o the FBLOGC. As we
noted in our first NSL report, prior to the 2000 guidance, FBI practices
regarding these tssues were not unitors, and the guldance for FBI
employecs was not clearly articulated. 137 {3)

The memorandurm identified the following types of NSL-related
ineidents that must be reported to the FBI OGC as possible intalligence
vioiations and cautioned that the Hst was not exhanstive: {1}

Serving a National Security Letter {NSL} that contains 2
substantive typographical error thal resulls in the acquisition of

"

5 Office of the General Counsed, National Securily Law Branch (NSLB). Federal
Bureau of Investigation, electronte communication to al divisions, Revised Procedures for
the Subsmission of Keports of Potential lofelligenwe Crersight Board Matters, Noveniber 16
2006, {U)

R On April 7. 2008, the FEI OGE send an e-mail o all CDCs sand NSLB attorneys
stating that unamtborkzed eollections dus to third purdy sevars shoudd be repreted to the FBI
QG ax possibide intelligenee vislations, That policy was formatized and disseminated to all
FBI divisions on November 16, 2008, {1}

¥ See NSLI 29, [
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data that is nol reievant io an authorized investigation {i.e,
munbers in telephone nomber transposed), ({0

Serving an N&L that requests information that s boyond the

Receiving information from a carrier beyond the scope of an
NSL resulting in the unintentional avquisition of data, {13

The memorandum also dirceted FBI personnel to sequester with cach
field division’s Chief Division Counsel {CDC) any information irnproperly
received or unintentionally acquired using an NSL. 2% The memorandum
stated that as part of its JOB adiudication process, the National Security
Law Branch (NSLE} will advise the Deld whether the information sy be
used or whether # muust be refurned to the carrier or be destroyed with
appropriate documentation {o the file. {18

2. November 30, 2008, Guidance to FBI OGC NSLB
Attorneys Adjudicating Possible I0B Vislations {U}

Qi November 30, 2006, the FBI OGC issued guidance to FBI QGC
attorneys assigned to drafl opinions based o reports of possible intelligence
violations. 2% The maemorandum described whether certain matters
reportable to the FBIL QGC in tom should be reported to the [OB. The
categories addressed in the guidance were cerfain violations of the Altormey
Ceneral’s NSI Guidelines, copduct involving NSLs, mistakes involving
informaiion obtained pursuant to orders of the Foreigo Totelligenes
Surveillance Court, and conduct periaining to other investigative technlgues
authorized by the Attorney Geperal’s NS Guidelines. {L)

With respect to the use of NSLs, the guidance directed FBI OGC
attorneys 1o review the attactunent o the NSL (o determine whether there
had been an unanthorized colection. 193¢ The guidance further stated thay if
the nformation obtainred in response {0 an NSL was relerenced in the
attachment to the NSL, it was nof necessary for the fiedd to report the

B National Swewrtty Law Branch, electronic conwnunication to all divisions,
November 16, 2006, The FBI OGO firther divected that information uniniendonally
acepairesd woeler the Forelgn Inteliigence Surveilance Act o siquestered, seaded, and
delivered o the responsible FBI Headguariers unit to be submitted to the Forelgn
Inteiligencs Surveillance Court for apprapriate dispostdon. kil {3}

R Fyudie Thomas, Deputy General Counsel, NSLB, Federal Burean of Investigation,
memorandum to NSLIF Atornieys, (hadance for Drafting 108 Opindons, Novanber 30,
2008, {15

132 PR practice is to list on an attachment to the NSL - rather than i ihe body of
the NSL itsell ~ the types of records thatl the rovipient mey consider to be within the scope:
of the statute, {Ul
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putier to the FBI OGO and the Inspeetion Division. If the information was
not referenced in the attachoment bul was relevant 1o the vestigation, the
CCs o the fedd office that issued the NSL were directed to sequester the
information untll a new NSL was issued for the information, However, the
guidance directed that such rmatters were {o be reporiad to the FBI OGO and
the Inspection Division as possible intelligence viclations. (10

The maost significant issue addressed in the guidance memorandum
was whether information obtained by the FBI that was beyond the scope of
the NSL due to third party error - referred {o as "unauthorized collections™ —
had to be reported to the OB, The memorandum advised that “if the FBI
properly issuns an N&L, and the gamier provided the information ouiside the
scope of the NSL, the matier is not reportable to the HOB."SY However, the
memorandum did not address whether the FBI's handling of the
unauthorized information could in seme cireomstances trigger the need to
report to the OB, For example, guidance did not address whedher, i case
agents recpived and uploaded unauwihorized information provided (o the FBI
due to thivd party error, the mishandling of such information should be
reported to the 10B. {1

On August 1, 2007, the OB directed the FBU OGC to report third
party errors that are compounded by tha FBILS2 pon such divection, FBI
OGT officials {old us that they began evaluating third party srrors to
determine if the FBI compounded the ervors by using the nappropriately
provided information or uploading i into FBI databases. As a resudt of the
new directive, the FBE OGO sand i wouldd reevaluate reports of unauihorized
collections to detenmine H the FB compounded the initial third party errovs,
I so, FII OGO officials told us they would report the matiers {0 the 10T, {1

.  Possible Intelligence Vielations Arising From National Security
Letters Reported to the ¥BY OGC in 2006 ()

We determined that in 2000 FBI field divisions reported 84 possible
intelligence violatinons to the FBI OGC avising Trom ithe use of NSL
anthorities i 75 different nadional securlly investigations ¥ As shown in

B The November 30, 2008, memorandum noted that the 108 had agreed that third
party exvors that resulted in the unanthorized collection of mfwmation pursuant to an NSL
must be reported to the FBI OGO but were not reguired o be reporisd to the IOB. See

sereral Counsel, Infelligence Oversight Board, letter to Jubie F. Thomas, Deputy Generald
Counsel, NSLE, Fedoral Bureau of lovestigation, Novewber 13, 200G, {13

B See General Counsed, Inteligence Oversighy Board, letter to Julie ¥ Thomas,

Dreputy General Counsel. NBLE, Federal Dureau of Investigation, August 1, 2007, {3

¥EOWe considered the univirse of possible NSL-rslated intelligenve viclkalions L
2006 (¢ tnchade all matters reportad (o the FIY OGO between January 1, 2008, and
{Cont’d.)
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Chart 7.1, this compares with 20 possible intelligence violations reported to
the FBE OGQC over a 3-year pertod (2003 through 2005) as we reported in cur
first NSL report.?3 {U)

We believe the overall inorease i the reports of possibile intelligence
vislations may be explained in large part by the attention that our firgt NBL
review fncused on the FBUs ohligation o examine mformation obtained in
regponse fo NSLs and report possible tntelhgence violations and closer
seruting of N8Ls and NSL-derived indormation by case agents, supervisors,
and CDCs. {19

CHART 7.1
Possible NSI-Related IOB Violations Reported to the FBI OGO
{2003 through 3006} (U}
[Chart helow is Unclassified]
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FBI Headguarters divisions, which issued approximately 430 NSLs in
2006, reported, in corgunction with a ield office, one possible NSL-relatecd
intelligence viclation to the FBI QGU i 2000155 Headguarters divistons did
not report any such viekations rom 20083 through 2003, U}

December 31, 2006, We reviewed all such matters for which we received documentation by
Angust 1, 2007, [U]

¥ Gee NSLI, 7Q. ()

W Rased on the results of the FBI Inspeciion Division's review of 10 percend of the
N8Ls tssued by Headguarters duting the poried 2003 through 2008, desaribed in Chapter
Threa of this report, we beliove that FBI Headguarters divisions wers oot recognizing or
reporting possibie N8L-related intelligence vinlalions througheut this period. The
Inspection Division review identified, bazed on guidance provided by the FBI OGC, at least
130 possible NSL-related inteligenee violations from FBI Headguarters divisions in
investigations open froms 2003 through 2006, These towhuded N8ls that exoreded stabudory
authority, N8Ls issuud solely out of nentrol filus, N&Ls issued despite the lank of
presifoatinn in the approval memoranda, and N8Ls that resulied in unauthorized collections
due tn FBI or thicd party errors. {4
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In this section we describe the possible intelligence vislations
regarding the use of NSL. anthorities that were reported to the FBIQGC in
2006, the number and nature of the possible intelligence violations, and our
antalysis of these matters compared with the 26 possible intelligence
vialatinns reporfed by the FBI from 2003 through 2005 and described in our
first NSL report. Table 7.1 lists the categories of the possible intelligence
violations reported in 2006 and whether they initially resulted from FBI or
third party errors.13¢ {1]

TABLE 7.1
Summary of 84 Possible NSL-Related I0B Violations
Reported to the FBI OGC {2006) (U}
{Table below is Unclassified]

Passible 10B
Violations Reported | IOB Violations

Categary of Fussible to the FBI OGC Reported to the 10B
FBI Initial Third | FBI | Initial Third

Exror | Paxty Error | Error | Parcty Earox

Tmproper andhorizalion a4 £ 3 O
lmiproper requeast 3 o i 0
Unauthorized investigative activily & o H 0
during lapse in investigation

Unautivrized dissemination 1 D {} ]
i | - 5

A. Possible NSL-Related IOB Violations Reported o the IOB in
2006 (U}

In 2006, the FBI OGC reporied 34 of the 84 possible intelligence
viclations to the [0B, or 40 percent of the total.1% Twenily of the possible

3¢ in Table 7.1 anud slsewliars in this chapter we use the phrase “initial third party
error” because, as noted above, the FBL OGO has not vet determined whether the FRI
compounded the NSL recipients’ grrors by using the tnformation or upleading it into FI31
databases, {IN

137 One matter included an indtial third party error that resulted in both an
v thorized collection and ars tmproper requast by the FBL Both possible intelligencs
violations are reflecied in Table 7.1, {U)

3¢ Poasibie inlelligenve violations reported tu the FRI OGC are also reported to the
Inspection Divisios's Internad Investigations Section (%), If HS determines that the
condact of an FBE employes i3 more than a performanee issze, the FBLOGC refers the
ndier to the FEI's Gffice of Professional Responsibility (FBI OPR). The ¥ lnspeciion
Division reported that it did not refer any reports of these possible vielations to the FI3E OPR
in 2006, {1
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intelligence vielations reported to the JOB were attributable to FBI errors,

while 14 were initially attributable to third paoty ervors. {U)
Table 7.2 proviges additional delails on thess matiers. (1)

TABLE 7.2

Suwmamary of 34 NSlL-Related 10B Viclations Reported fo the 10B by the

FBI OGC {2006} (1
[Fable below is Unclassified]

Obtamim., f CTA electmmv & ommu l'ilC-rlftl

ity

H

Number of
Category of 108 Violations ;iﬁgigﬁsm
the 100

Improper Authorization (FBI Error)
Issuing BCPA NSL without ohiaiing roquired Special Agent in Chacge ]
suthortzation fo extend prelhminary investigation after 6 months
Isswing Right to Financial Privacy Act (RFEA} MNBL without obtatning 1
reguired Headguarters authortastion o exdend preliminagy dnvestigation
after 1 yeog
Serving BOPA NSLs beiore prelinitary uvestigation was properly 1
reauthorized by Special Agent in Charge

Improper Request {FBI Eyror)
Issuing BOREA NSL to an infernel servics provider in 8 reanner that was !
deepwed an impropar request undsr periioend NSL statute
Upauthorized [uvestigative Avtivity During Lapse
in Investigation After NSL Was Properly Issued (FBI Error}

Obtaining and snalyring REFA records withont shiaindog required FBI H
Headquuaters authorization (o extend profiminacy investigation after
Lyegetés

Unauthorized Collection (FBI Error)
Oblaining BOPA telephone subseriber formaiian not relevant to an 3
agtharized national segurily vestigation
Obtaidndng BCPA dephorne ol billing information not radovant toan 10
auihorized nattonal securily vastigation
Obtaining ECPA c-madl subsoriber information not relevant te an authorized H
national security investigation _

o1l ti cmoactwnﬁl rzeords ot 1

eI November 2007, the FBE QGO advised the OIG thad #f intends (o issue a
emrrected adjudication memoratndum stating thai (his violation is nol reportabie to the

106, {U]

¢ The four possible NSL-related intelligence violations in Table 7.2 that are

categorized as improper avthorizations and improper requesis also resulied in

unauthorized collections. However, we did not “double count” these madters by incdading

“

them in the “unauthorized collection” eategovy. (U
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Number of
Violations
Category of I0B Violations Reported to
the 108
naathorized Collection {Initisl Third Party Errorjit
Obiaining BOPA elephone subsceriber information not relevant o an 4
authonzed national secwrily tnvestigation
Chtalring EOPA telephone mllblllmg informmation ot relevarnt to an 4
authorized national security Investigation
Obtaining BCPA felephone toll billing information outside the time frame 2
requestsd i the NSL
Ohtaiging subject oz or Il contmat in response {0 an clerinaic 3
commpmnication ransarivaal record ECPA NSL
Obtaining BOPA e-mafl subscoriber information ot relevant fo an suthorized 1
national seourity Investigation
Obtataing REPA finamial records aot relevass To soslbumized nationad 2

Nuture of IOB Viohutions: The 34 intelligence violations reported by the
FBI to the IOB in 2006 tnvolved the [cllowing calegories of violations. ()

» In three matters NS8Ls were signed by appropriate ficld officials
but the wmulerlving investigations had not been approved or
extended by the appropriafte Headguariers or field
supervisurs. {U)

e In one matter an NSL was served on an Internet service provider
(ISF} in a manner that that was deemed an mproper reguest
vrdey the pertinent NSL statute. {U}

¥oAs noted previously, Tunauthorized collections” is a phrase used by the FBI and
the QIG o deseribe several efrcumstances i wldeh the FBI receives information in,
respouse to NSLs that was nod requissted ar was nistakendy requested. For exsouple, many
unauthorized collections oocuy dug 1o ervors o the part of NSL recipdents when they
provide mere informaiion e was requested {such as records for a longer periad of time o
records an swdditionad persousl. The FBI sometimes also refers o these matters as “over
collections™ av "overproductions.” We refer to these as “initiy] {hdird party errors” hecause,
whils: the NSL recipient may initially have provided more information than requested, the
FHEI may or may not have compounided the inftial erriw by using or uploading ths
informabion. Other unauthorized collections can resudt from FRI errors, such as when a
typographical coroy i the frdephone number v o-msdl address results i the sequistiion of
data on the wrong person or e~mall address, When we present dada en “unauthorized
ollections™ i this report we note whether the infraction ccourred due w initial thivd party
error or FEY arvor, {U}
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e In one matter the NSL was appropriately issued ast the NSL
recipient provided the records alter the preliminary
investigation had lapsed. {1}

« 1029 matters the NSL recipiend provided indormation that was
not requested in the NSL or provided intormation on the wroeng
person due either to FBY typographical strors or indtial errors by
the NSL recipients % {U)

Three of the 14 initial ihird party errors noted in Table 7.2 resulted in
the FBI's acguistiicar of either full e-madl content {bwo matters) or e-moail
subject line contend fone matter} from 1ISPs in response to BOPA electronie
corpnunication transactional yecord NSLs. In the two matters that resulied
in acguisition of full e-mail condent, an ISF mistakenly provided on the same
disk the full message content of the e-mails for the requested account and
for the account of an asscciated subscribey in the same nvestigation whost
records had been reguested in ancther N8L. On instruction from the FI3[
QGC, the disk and paper coples of the records were sealed and sequestered
by the field division's CDC, and & new NSL was issued, In response, the [BP
improperly sent the same full content information, which was therealter
again sequestered. (L)

I the matier nvalving scguisition of e-madl subject line content, the
ISP inciuded the subject field for cach e-madl transaction along with the
e-maail header information for the requested 2-year time pericd. The NSL
specifically directed that the ISP not inchude subject Hebds in its response.
The FBI OGC directed that the information that exceeded the scope of the
NSL be sealed sxd seguesiered and awalt further divection frons the FBE
OGE, (U

Status of Investigative Sulject and Target of NSL: We also attempled
to determine whether the subject of the nvestigalion ju these 34 matters
was a 1.5, perseon and if the investigalive subjoct was the same as the target
of the NSL.13 {U]

2O the 15 unauthorized oollections resulting oo FBY errors, 18 were due to
typugraphical ervors, & were due o inadverient misidentification of telephivne numbers, and
1 was doe to 8 computer siftware mistake. (1)

8BGO UKSCE IB016) defines 2 “United States Persun™ as: (U3

4 oitizen of the Untted States, an alien wfolly admitted {or permanent
regidence . . . an undncorpirafed assaciation a substantial aumber of members of
which arg citizens of the United States or aliens lawlully admitted for permanent
residence, or a corporation which is incorporated in the United States .. 0.7 {3
OnJure 3, Z0Q7, the PBI QGU issued comprehensive guidance that refterated
sariber guidance instrueting agents to tdentify in NSL approval docwments the status of
{Cant'd.)
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» I 25 of the 34 maliers, the subject of the Investigation was a
LS, person, in 8§ matters the subject was a non-ULS, person,
and in 1 matier the status of the subject eoudd not he
determined. {7

I 27 of the matters, the NSLs sought information about the
subject of the underlying national sccurity nvestigation, 5 NSLs
sought information on a person other thar the subject, 1 NSL
sought informaticn on beth the subject and a non-subjeet; and
3 NSL targets could not be determined. (Uj

Timeliness of Reporting: We determined that 19 of the 34 possible
intetligence violations reported to the OB (B0 percent) were reported
within 14 days of disoovery to the FRE QGO in accordance with FBE policy.
Huowever, 12 {35 porcent) were not reporied in a thmely fashion 1% Seven
af these 12 toak belween 17 and 486 days to report amnd 5 took between
145 and 418 days. I two of these five matters, the agents dHd not realize
ihe maliers were reporiable as pessible indelligence viclations until they
attended NSL tradning a yoar after the viclations oceurred ¥ I the
nther (hree, noe reason was given for the dday in reporting. We could
not determine how long it toek o report the remaining 3 of the 34
vislations. (L)

persons associitted with all NSL requesis, See National Scourity Law Policy and Training
Unit, Federal Burean of Investigation, elecivonic communication to sl divisions,
Comprelmnsive Guidancs on Natlouad Securdty Letters, June 1, 2007, at 13, which vee
described {n detail in Chapter Two of thds report. {1

¢ This compares with § of the 28 possible intelligence violatiors (23 peromy
reparted 10 003 through 2005 that were rt reported to the FIT OGC within 14 days of
discovery, desceribed {o our frst NBL report, See NSL L 74, {18

1Y In both matters, the agents made ypographical ercors in the NSLs and
discovered the ervors when they recefved the records from the NSL recipianis.  {0)
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CHART 7.2
Timeliness of 34 FBI Field Reports to the FBI OGC of Possible
NSL-Related YOB Violations Reported to the I0B (2006) (U}
[Chart below is Unclassified]

Muraber of pogsible
T3 wilalon s

14 or Feoer HOR T 45 10 418 nismewt

Mumber of davs benween possible OB

viotation and regort to the PR GOL
Houroe, PEO{G

We alzo caloulated the tune it took for FBI personnel {o identify
possibie intelligence vickations, From our examination of reports to the FBI
OGC, we determined that 26 of the 34 violatinns were discovered within
approximately 2 months of the oocwrence. Five of the possible intelhgence
viclations were discovered between approximately 2 months and & months
after they occwred. In one instance, discovery was delayed because the
case agent mistakenly believed the underlying preliminary investigation had
hesn extended. In the second case, discovery did not oocur untl the data
was being upleaded o an FBI database. [n the third, the case was
reassigned and the wielalion not discovered until the new case agent tonk
over. In the two remaining cases, field reports to the FBI OGC did not
specily reasons for the delay, We could not determine how long it tock for
FRI personnel to discover the remaining three possible violations, (1)

Remedial Actions: Twenty-nine of the 34 possible NSL-related

collections. We examined the 29 matiers to determine whoether case agents
handied the unauthorized informaton in conformity with FBI guidance. FBI
ficld and ¥FBI OGC documentation stated that the inappropriately obtained
records received 1o respanse to 20 of these 29 matters were sealed and
sequestered while they were awaiting final dispositions by the feld offices or
further instructions from the NSLB. In ficld reports to the FBI QGC for the
remaining nine matters, documentation indicated that a variety of remedial
steps were taken: ssuing a new NS8L for the records; forwarding the
unauthorized material to FBI Headguarters for appropriate action; offering
the records back to the NSL recipient; removing telephone data from
Telephone Applications, the FBPs principal database {or storing telephone
records, and from other FBI records; and destroving the records, (U}
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Twerty-one of the 283 matliers reported to the FBI OGO involving
unauthorized collections resulted in the FBI's acquisition of telephone
subscriber or toll billing records, We examined the field reporis to the FBI
QGU to determine whether the inappropriately oblained data was uploaded
into FBI databases. While 17 of the 21 reports stated that the information
was not upleaded, we found that field reports for 4 matters did not address
the issue, {1

B. OIG Analysis Regavding Possible NSiL-Related 10B Violations
Reporied to the IOB {1}

As we rargl i our first NSL report, the severity of the possibile
intelligence vinlations reporied to the OB varied. We beliove the most
serious were those in which the FBI obtained full e-mail content. In 2 of the
14 instances in which the mnauthorized collection was initially attributabls
to thivd perty crrors, the FBI received full content e-mall information, 198
Ameong the 1H matters in which the FBI collected unauthorized information
due to FBI error, 10 were due 1o typographical errors or misidentification of
telephone pumbers that resulted ine the FBI collecting telephone toll records
on the wrong person. {((f

Our examination of the 34 possible NSL-related intelligence viclations
reported by the FBI in the 0B in 2006 did not evidence deliberaie or
intentional viclaticns of NSL statutes, Attormey General Guidelines, or
fiternal FRI policy. Although the majority of the possible intelligence
violations - 20 of 34, or BY percerid - arose from FBL errors, most ware &
conseguance of errors i the welepbnne rmumber Hstad i the NSL. 1o all bat
one instance, the FBI would have heon entitied to obtain the information
under the N8L statutes had it followed the requirements of those statutes,
Attorpey General Guidelines, andd intoinal FEI policies. In one matter, the
case agent modified the standard language used for requesting information
puranant to the BECPA NSL statute by requesiing publicly available contend
information. The FBUOGC concluded that the alteration of the ECPA NSL
statuiory language to reguest and obiain the inforipation was beyond the
scope of the BECPA, The FBI OGC concluded that the maiter shiould be
reporfed 1o the IOB because the BCPA “does not bave a 'catch-all authority,
nor does it altow for content as requested in the NSL™ U}

However, although the 14 unauthorized collections were reported {o
the 108, the FBL OGC has not vel adjudicated whether case agents

5 Avcording fo FIH records, FBE personnel did nol compound the third party ervors
in either of these matters. {1

.3.45
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compounded the errors by using the inappropriately provided indormation or
uploading it into ¥BI databases. 7 (U}

C. Possible NSL-Related IOB Violations Not Reported to the
I0B in 2006 (U}

In 2006, FBI {ield offices reported 50 pussible intelligence violations to
the FBI QGC ihat were not reported to the OB, Of these 50 that were not
reported to the JOB, 13 resulted from PRI errors and 38 resulted from initial
third party errors.t48 {U])

Table 7.3 provides additional details on the nature and source of
these possible intelligence violations: {1}

TABLE 7.3
Summary of 50 Possible NSL-Related IQOB Viclations
Not Reported to the I0B {20086) (1))
[Table below is Unclassified]

‘Number of
Possible
Category of Possible IOB Violations Violations
Reported to
the FBI OGC
Unauthorized Investigative Activity
During Lapse in Investigation After NSL Properly Issued {FEI Error)
Reviewinyg records obtained from an BCPA NSL after the national seourity 1
investigation hwxd lapsed
Requesting fbut not issuing or serving} an NSL aiter the national secuority 1
investigaticn? had lapsed
Allowing the national security investigations to lapse before records 3

sought in the NSLs were reveived

Allowing the national securily investigations o lapée before analyzing 2
records obtained from RFFA or BECPA NSLs

Improper Request (FBI Error)

lTesuing ECPA NSL withowt language regarding non-disclostoe and 1
confidentiality requirentents pursuant to the Patriot Reauthorization Act
lesuing BOPA NSLs based on an unaothorized collection i

W7 The 8131 QGC has been adjudicating over 1,200 possibds FOB violalions reported
10 it s a result of the three reviews the FBI conducted iy response to the OIG's first NSL
report. These reviews are desoribed in Chapter Three of this repori. {U)

M Ome of the 50 viclatons included both an indtial third party ervor and a
subsequent FIRI error. (L)




Category of Possible I0B Violations

Number of
Possible
Violations
Reported to
the FBI QGC

Unauthorized Collection {FBI Errorx)

Obtaining ECPA telephons subseriber information nel relevant to an 1
authorized national security investigation
Obtaming BOPA telephone toll information not selevant to an authorized 2
national securnity investigation

Unauthorized Disspmination (FBI1 Error}
Providing ECPA telephone subsariber and tolt information to a third party 1

not authorized o receive such information

Unauthorized Collection (Initial Third Party Error}

a presesvation letter (not an NBIL

Obraining BCPA telephone suhscriber information not relevant to an 1

authorized national security mvestigation

Obtaining ECEA telephone subscriber information outside the time frame 2

or ot requested in the NSL

Obtaining ECPA teleplione toll information not relevant to an auvthorized L2

niational securily investigation

Ublaining BCPA telephone toll information sutside the time frame oF met 4

requiesied i1 the NSL

Obtaining BCPA telephone toll Infermation whizn subseciber information 1
was reguested and oldaining toll records outside the Hine fraone requested :

Obiaining subject Mne or full content in response to BLPA electronic a

communication transaetional records NSL

Ohitaining ECPA electronic commnnunication ransactional records outside 4

the time frame ov not requested inthe s, |
Oht'{inmg, R¥FPA financial records pot relevant to an authorized national 3

secnrity ipvestigation . .
Dhiammgl” CRAY full credit information in responss to a FORAR NSL ina 4

courderintriligence fnvestigation

Obtaining electronic communicalion iransactional records in.response {o 1

We determined that 30 of the 50 possitle inteHigence violations that
were 1ot reporied to the IOB (60 percent) were reported to the FBI OGC
within 14 days of discovery in accordance with FBI policy. We could not
determine how long it took to report 4 of the 50 possible intelligence
violations. However, the remaining 16 possible intelligence violations

122 One matter irwluded botl arr unauthorized collection ervor by the NSL recipient and

a subsequent improper request error by the FBL Both errors are reflected in Tabde 7.3, (U}




(32 pereeni} were not reported to the FBI OGO in a timely fashion. Eight of
these 16 took between 16 and 51 days o report, and & ook between 71 and
268 days to report, (1)

In 12 of the 16 matters that were not reported on o timely basis, no
reason was given for the deday in reporting. In 3 of the 16, the reason for
the delay was thal the case agenits did nol realize the matiers were
reportable as possible intelligence violations until they were triformed later
or untit they attended NSL training. % In the final instance, the case agent
stated that he could niot ask about the possible inteiligence vintation until
the CDO returned {o the office. {10)

D, OIG Analysis of Possible NSL-Related 10B Violations Not
Reported to the IOB {U)

Shmilar to possible intelligence violafinns reported o the 108 in 2006,
the maiters not reported to the I0B in 2006 varied in seriousness, Among
the three possible intelligenee viclations nat reported to the 108 in which
the FBI collected informatdion not assoclated with an fnvestigation due to FRI
eITOrs, two were matters in which the FBE in good faith requested telephone
records on persons they belisved were associated with the telephons
rusbers, Howover, after the records were received, the case agent
discovered that the twa sourees had provided the wrong I‘luilli}fll\‘: The
third possibie intelligence vinlation was the resuli of 2 mistranslation of a
foradgn name, In € of the 38 iInstanwes i which the unauthorized collection
initially was atiribaatable to thivd party ervors, the NSL recipients send the
FI31 subject ne or full ponieont e-mall information, whick: s prohiltied by
the WCFA NSL statuie. In three matiers the NSL recipients sent the FBI
information well bevond the time rame requested in the NSL, which
reswlted in collection of records 1 year, 3 years, and 4 years outside the
requested time frame. {U}

In our examination of FBI OGC decisions that resulted inn
determinations not fo report possible intelliigence violations to the [OB, we
agreed with the FBI QGC's reasoning for not reporting 44 of the B0 matiers.
Among the six other matters, we identified four FBI OGC decisions in which
the rationale for not reporting the possible intelligence vielation to the I0R
was inconsistent with prior FBI OGC decisions and two FBL OGO decisions
that were unpersuasive. Three of those possible intelligence violations were
attributable to FBI error, two resuited from third party errors, and one
involved both a third parly error and an FBI eyror, (U]

0 I each of these three instances. the NSL recipient provided records not

requested i the NSL, which the vase agents disenvered when they received the records
frome the NSL reciplant. (1)
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We concluded that the FBI QGGCs decision not {o report the following
four maiters o the 0B was inconsistent with other FBI OGC denisions in
2000 that involved similer facts, The four wmatters wers: U

« {wo third party ervors in which properly served NSLs for ECPA
telephone subscriber and cleclronic conununication
transactional records resulied in the acquisition of records
ouiside the {ime period requested {in one instance resulting in
the acquisition of records 4 years prior to the indbial date noted
in the NSLEFL and {U)

« o FBI evrors in which the records obtained from properly
issued NSLs {ECPA and ancther statuie not identificd} were
received and analyeed prior to an anthorized extension of the
nvestigation. {10

For each of these four possible intelligence violations, the OIG found ol least
one nearly identical matter thatl the FBI OGO decided to report 1o the 103 in
2008.3%2 The FBI OGC deciston memoranda did not identify any faels or
circumstances that distinguished these matters from similar matiers that
the FBI reported to the JOB in 20046, (U}

We also identified two other matters that we believe should have been
reported to the I0B under the applicable reporting standard: {U)

HE Although, as noled ahove, thivd party ervovs did not have (o e reported w the
(GE from Novenibey 13, 8006, fo Sagust 1 2007, The twi possible inteligence vidations
frevolving thisd party ervors wers adjudicatsd grior (o those dades {Dotober 3, 2008, angd
Cotober 7, Q0081 Therefore, we bedieve both of these should have besa eeported o the FOR
i1 avcordance with applicalde standards at the e, The FBI QG advised the DIG in
Devember 2007 that it s re-ovaluating these two opinions in acenvdance with the TOBs
November 13, 2006, leilor and the Awgust b, 2007, dircctive,  Under the oew standard, one
of these fwo matters would be reporiable to the I0B because the FR cmnpsonnded ths
erroy, and the ¥31 QGC told us that it will issue & corrected opinion. {U)

B2 Similar matters that were reported to the 108 includad recgiving records ootside
the time period refuesied and analyzing records prior to s requirad exivnsion of e
investigation. In November 2007, FRI OGO offivials selvisced the O0G that it reomnsidered
one of ifs prior dectstons fo yeport a visdation o the JOB that the GG used o contrast FB3Y
QGC decistuoms ot to veport simifay witters to the TOB. ‘The FBL OGO stated that it bad
erropeously analyzed and reported a matier to the 108 in which investigative activity
{specilically, analyzing records! was perfornied after the prelimmary ivastigation hnd
expired, In eonimast to the reasoning of & June 2006 decision, the FBL OGC reasoned that
investigative activity undertaken after e expivation of a prelivninary nvestigation is
permissible i thal activity is ponmissible noder a threal assessment puarsuant to the
Attorney General's NS Guidelines, FH OGO offfvials tnid us that they vonsider the N8EL-

deriver] information fo be FBI records beoause the feld office had receivest the records in
msponse o properly issusd NBL. The FBI OGC's rationale is vaflected in the
November 30, 2004, guidance to NELE atiorneys. {U
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« mproperly disseminating records to a commundeation sexvice
provider reeeived In mesponse to an BCPA NSL sceking
telephone toll hilling records: and {U)

« using data obtained theough an unauthorized callection to
wnproperly generate BCPA NSLs for telephone toll hilling and
electronic carununication subscriber records. (U}

In the {irst matisr. an FBI {izld office oblained BECPA ielephone toll
billing records with the intant of sending the records to the field office that
issuesd the NSL. Instead, the FBI field office inadvertantly disseminated the
records to another communication service provider rather than the Held
office that indtiated the NSL. Documentation of the incddent states that the
communication service provider that recefved the records reongniesd the
error and codtacted he onigingd commmurnication service provider, which
then contacted the FBL The FBE OGO reasonod that improper
disgermination o a private comrnurdcation service provider did not damage
national security aryd hiad no impact on the rights of {he subsoriber. {U)

Although the dissemination was inadvertent and the communication
service provider did not further disseminate the information, we believe any
dissemination {o a parly not authorized io receive the records, absent the
consent of the parson who the records concern or in specified emergency
situations, should be reported o the OB Y The ECPA states that the Fi3i
may dissenrinate information ondy as specified in the Attormey (eneral’s NSI
Guddelines, The Atorney General’s N3T Guidelines provide staradards and
procechares for the sharing and disseminaiion of information oblained in
nafional security nvestigations, The dissemination that ook place in this
matter was not among the specilled types of dissemination permitied by the
Attorney General's NS Guidelines, and the matter should have been
reporfed to the IOB. B ([U]

1335 the flectronic Commuinizations Frivacy Act, 18 ULSC.§ 2709(d), provides: 1]

The Federal Purean of Investigation nuty disseminate information and
records obtained under this section only as provided in guidelines approved
by the Attorney General for freign intelligenos colluotion and forsign
conrnterinielligence investigations sonducted by the Federal Burean of
Investigation, arl, with regpect to dissendoadion to an ageney of the United
States, andy § such informatinn is olearly relevant 1o the authorized
responsibilities of suchi agency. {4

1% The Attorney Generad's NS Guidelines provide: {

s lnformation may be disseminated with the omsent of the person wlui

the informalion concerns, or whers necessivy o protect life or property from

threatensd force or violence, otherwise necessary for the safety of secarity of

persons or property or i the preventinn of orime, or necessary o eblain

irformrastion for e conducet of & lawlad Investigation by the FBL {18 _
{Conte.}
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In the sccond matter, the FBI properly served an NSL for electronio
cemmpmndeation {e-mail] subscriber records, In response, the NSL recipiond
provided the subsoriber records and, in addition, electranic commmunication
transactional records that were nol requested in the NSL. Using
information contained i the records that were not requested in the NSL and
to which # therefore was not entitlied, the FBI issued NSLs [or ECPA
telephone toll billing and elentronic communication subscriber records
{e-madl records) to two ether NSL recipieintis. The first NSL recipient
responded that # had no information, and the second NSL recipient
furnished subscribey information. The FBI realized the error angd issued twao
new N&Lg to cover the information provided in response o the NSLs based
an ihe inappropriately collected information, The field office reported the
unautharized collection and the issuance of the NSLs to the ¥BI OGC. (U]

However, in fis decision memorandum the FBI OGC addressed only
the thivd party unauihoerized collection, stating that the field office should
contact the ISP and ask whether unintentionally acquired information
should be returmed or destroved or, allematively, issue a new NSLU for the
electronic comunmunication fransactional records. The FBI OGO reasoned
that the original NSL was properly served, but that the provider furnished
records that were not reguested. Yet, the FBI OGC decision did not address
the FBI's tssuance of the two BECPA NSLs based o e-mail address
inkormation that the FBI had ot requested in the original NSL but that was
produced as a resull of the NSL recipient’s ervor. Since the FEI was not
authorized o obtain the elentranic cormmmunication transactional records in
response 1o the inftial NSL, we belfeve that the FBPs use of these records to
generate acdditional NSLs shoukd have heen reported to the 108 as improper
requests. We also believe the FREs issuanee of the NSLs that were based on
the unawthorized nformaation should also have bheen reported to the FBI
QGC and in turn to the JOR as improper requests because the FBI
compounded the third party error by using the information n ils
investigation, 58 (U}

b, Indormation that s publicly avaiiable or does not identify Unilad $tates
prersons may he disseminated for any lawhad parpose. {U)

¢ Disseminaiiin of indormation provided to the FBI by other Intelligence
Cormunity agencies is subject to applicably agreements and
unnderstandings with such agencies concsrning the dissemination of such
mformation. (G}

NSI Gasdelines, § VIEBHL.
135 The FBI Improperly requested the two ECPA NELs between March 2006 and
May 2006, (L)
{Cont’d)
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I addition to the malier deseribed above, there were 37 other
possible intelligence vielations for a tolad of 38 matiers that involved
unauthorized collection due to third party errors in which the casce agents
may have compounded the errors. As nofed in the previous section on
possible intelligence violations reparted o the IOB, the FBI GGC has not yot
determined whether case agents compounded the third party errors in these
38 unavthorized collections, (Ul

We also examined the remedial actions taken regarding the
unauthorized collections that ook place o the matters that were not
reporiad to the I0OB, similar o our examination of the unauiborized
collentions that ook place in the matiers that were reported ta the 1013, We
found that the field reports of unauthorized collections that wers not
reported to the IOR did not consistently addvess whether telephone toll
billing renards were upleaded into FBI dalgbases. Of ihe 41 ficld reporis of
unanthorized ecollections that were not reported o the I0B, 18 involved
receipt of telephone toll billing records. While 12 of thesce 19 reports
indicated that records were not uploaded into FBI databases, 7 of the
reports did not address whether information inappropriately obiaimed was
uploaded into FBI databases, W {{J}

E. Comparison of Possible NSL-Related IOB Violations Reported
ta the FBI OGC in 2006 and from 2003 through 2005 ()

To determine whether there wore noteworthy trends fn the reporting of
possible NSL-related intelligence violations to the FBI OGC from 2003
through 2006, we compared the 84 possible intelligence violations reportud
to the FBL OGO iy 2006 with the 286 possible violations reparted to the FB
OGU from 2003 through 2005, which we described {nour first NSL

)

report. 157 Table 7.4 compares the data in both perieds. (U]

As noted above, prior 0 August 1, 2D07, the FBI OGC was not required to report to
the IOB fnstances in which the FBI compounded third party evrors such as i thds madter,
in Lght of the new reporting standacd, the FBI OGO s in the process of reviewing previons
sdindications of matiers nvolving {hird party errors to detormine i the FBE compouneded
these errors, InJarrsary 2008, the FBE OGO decided (0 "rowrile” ite inilial degision in this
inatter, and the rewrite conciuded that the matter was reportadile i the 108 under the new
reporiiog standand heoidse the agent had “tudverisntly compounded the third party crror
by {ssuing NSLs based on indorination dertved from over-produced data” {U)

18 The FBI OGC Novernber 16, 2008, guidance memorandum reguired that
improperty obtained information be sequestered pending the FRI OGO s determination of
whether the material can he used. {L)

W See NSL I 70, {1
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TABLE 7.4
Comparison of Possible NSL-Related I0B Violations Reported
to the FRI OGC {2003 through 2008 and 2006) ()
[Table below is Unclassified]

2003 through 2000 2008
Fassible IOR Pogsible IOR
Violations Vivlations
#eported to the Repuorted to the
FBLOGC FBrOGE ]
Indtial Pozsihle Initisl | Possible
Third Viplations Third Victations
Category of Possible ¥Bi Party Raporied BRI Pasty Reported
IOR Vielation Error | Errer to the 08 | Error Exeor tx the IOB
hupeaner suthorization 3 U a3 3 \ 3
Trnpaper reqguest 3 i 3 3 i !
Unanthiorized iovestigative ¥ 0 & 8 i
activity diving lapse in
investigation
Um Ly mm fred diss £xt mmh i)

As shown in Table 7.4, the number of possible intelligence violailons
reported to the FBI OGC rose dramatinally in 2000 compared with matlers
reported in 2003 through 2003, from 26 for the & yoars 0 84 in 1 veur
(20048}, The data also shows a marked increase inomatiers reported
involving unauthorized collection. {U)

Overall Number of Violations: The fact that the field reported to the
FBEI OGC over three times the number of possible intelligence violations in
20086 that it reported for the 3-year parind from 2003 through 2009 appears
privrarily due to a significantly higher incidence of reported third party
errors invelving unauthorized collection. 1t also is hikely that case agents,
supervisors, and Cl3Cs began to maore closely sorutinize NSLs and NSL-
derived infonmation when the OIG was conducting its first NSL review from
December 20050 until March 2007, {U]

Nuture of Violatons: In 2008, the possible intelligence vinlations
resulting from tnauthorized colleciions were simdlar to those we reporied in
our first NSL report, but inn 2008, a much higher number of these matters
were reported {19 in 2003 twrough 2005 compared with 70 in 2008]. We
believe the higher incidence of such reports is attributable to the FBl's
closer serutiny of records obtained in response to NSLs to verify that the

B8 Que malier incduded an mitial third party ervor that resulted in both an
unanthorized collection. and an tuproper rerpuest by the FBL Polly possible intelligence
vicdalions are eeflected in Table 7.4, {0
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responsive data matched the NSL requesis. We believe that this heightened
serdiny of adhererwe to NSL authorifies was likely attributable te the FRs
appropriate response o the GIG's firsl NSL review. (U}

Sowrce of Errors: The increase in the number of reported matiers
invelving thivd payty crrors was particidarty striking, From 20038 theough
2005, FBI errors accountded for 85 percent of the ervors, while in 2006 FBI
errors acoounted for only 39 percent of the carors. With regard to the
souree «f the errors in just the unanibarized collections, from 2003 through
20005, the FBI was responsibde for 79 percent of unauthorized collections,
while in 2006 the FBI was responsible for only 27 percent of the
unauthorized collections. As noted above, this trend suggests that FBI
agenls, their supervisors, and CDCs were serutinizing NSLs and NSL-
derived information more closely in 2008 than in the past, (U)

Muatters Reported to the 108, While FBI ficld porsonnel reported {o the
FBIOGC in 2006 over three times the number of possible intelligence
viclations thatl were reported from 2003 through 20085, the percentage of
matiers reported o the HOB i 2006 was smaller, From 2003 (hrough 2005,
the FBI reported 73 percent of possible fndelligence vielaticns to the I0B, In
2006, only 40 parcent of the matters reported to the FBI OGC wore reported
to the 108, The lower percentage reported to the [0B in 2008 s aftribuaitable
1o the significant yamber of matiers invelving unauthorized collections
resulting rom initial third pacty arrors {hat the FBI QGC adindicated after
November 13, 2008, After November 13, 2006, under agreement with the
1GB, these matiers were 1o kemger requirved to be reported {o the JOB, (U}

However, following conmmmunications hetween the FBI OGC and the
10B in August 2007, these maiters are now reportad o the 108 when the
FBI compounds the nitial thivd party error by improperly utilizing the
unauthorized information ar uploading the unauthorized information into
FBI databases. The FBI OGC lnstructed all CDCs to address whether the
inifial third party orvors were campaunded by the FBI when reporting
possible intelligence violations to the FI) OGC, The NSLD Deputy General
Counsel also advised the I0B's General Counsel that the FBI QGC would
review its previous decisions un possible intelligense viclations arising from
third party errors to determine whether application of the Augusi 2007
cirective required further reporting to the 101, The NSLE's Deputy General
Coumasel told the OIG that the FBI OGC will adjudicate these matters after
the FBI OGC has completed its adjudications of matiers arising from the
FRI's three 2007 NSL reviews [described in Chapier Three of this report). In
Hight of the increased reporting of initial third parly ervors, we believe the
FBI must take aggressive steps to ensure that when it obtains information
not requested in NSLs discrepancies are promptly identified; that records
are sequestered, returned, or otherwise handled in cordformity with the FBI
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OGC's guidance: and that the FBI does not compound the error by using or
uploading the improperty provided information. (L)

III. OIG Conclusions and Recommendations {U}

FRBI field reports of possible intelligence violations arising from the use
of NSLs in 2006 were similar to the reports we examined in ouy {irst NSL
report covering 2003 through 2000, While there was a notable increase in
reports of unauthorized collections in 2008, the percentage of reports of
possible intelligence violations atiributabile to FBI crror deareased in 2006,
However, in August 2007 the JOB's General Counsel notitied the FIBI that it
would require third party errors to be reported as possible intelligence
viglations when the FBI compounds such third party errors by utilizing the
inappropriately provided information or uploading the information into FBI
databases. (U}

We believe the overall increase in the reports of possible mtelligence
violations may be explained in large part by the attention that our first NSL
review focused on the FBI's obligation to examine information obtained in
response to NSLs and report possible intelligenice violations and {c increased
scrutiny of NSLs and NSL-derived inlormation by case agents, supervisors,
and CDCs. {U)

As discussed in Chiapter Two of this report, alter the issuance of our
first NSL report in March 2007, the FBI and other Department components
took a variety of steps {o promote compliance with NSL authorities. These
include mandatory training of FBI personmel on statutes and rules
governing the use of NSLs, as well as several reviews conducted by the FBUl's
Inspection Division and the National Security Division in conjunction with
NSLB attorneys. The FBI also is incorporating technological improvements
designed to simplify the preparation of NSL documents and minimize errors
in generating these documents. While these efforis are ongoing, we
recomnend that the FB3L: (1))

1. Periodically reinforce in training and guidance provided to case
agents and supervisors assigned to national sccurity investigations the FBI
OGE directive to report on a Uinely basis to the FBI OGC possible
intelligence violations arising from the use of NSL authorities. {1J)

2. Require case agents and supervisors assigned to national security
investigations to specily in any reports to the FBI OGC the precise remedial
measures employed o handle any unauthorized infermation they obtain in
response to NSLs and o address whether the inappropriately provided
information was uscd or uploaded into FBI databases, {U]
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3. Periodically provide case agents and supervisors assigned (o
national security {nvestigations with examples of common errors in the use
of NSLs, such as the examples used in the November 30, 2006, FBI OGC
gutdance memoranduin rogarding possibde NSLorelated intelligence

violations. {ID
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CHAPTER EIGHT:
CONCLUSIONS AND RECOMMENDATIONS (1)

We believe the FII and the Department have made signfficant
progress in implementing the recommendations from our first NSL report
and in adopling other corrective actions to address problems we identified
int the use of national security letters. We found that the FBI has devoted
signilicant time. energy, and resources toward ensuring that its field
managers and agents underatand the seriousness of the FI's
shnrteomings in its use of NSLs and their responsibility for correcting
thiese deficiencies, (U}

For example, the FBU Direclor and Deputy Director have underseorad
the significance of the QIG's findings with senior Headguarters officials,
Special Agents in Charge (SAC] and other personnel throughout the ranks
of the FBI: sirvessed that compliamee with NSL authorities is a major priorify:
and emphasized that personnel involved in drafting, reviewing, aud
approving NSLs will be held accountable for indfractions, The Deputy
Director anmd the General Counsel have reinforced these messages with
SACs and Chief Divislon Counsels (CDC). The FBI also has generated
camprehensive legal guidance on use of NSLs; provided mandatory NSL
training o SACs, Assistant Special Agents in Charge, Supervisory Special
Agents, Special Agents, Intelligence Analysts, and Headguarters personnel;
underscorad the responsibility of CDCs in reviewing and approving NSls
and of case agents in ensuring that NSLs do not generate unauthorized
vecords: and developed enhanced information technology lools that should
facilitate the preparation of NSbs, reduce or eliminate errors, and anprove
the accuracy of congressional and puablic reporting on NSL usage. We
believe that these and other steps taken in the last year indicate that the
FBI is comunitted to addressing the problems we identiffed in our first NSL
report. (U)

The FBI's efforis to promote better compliance with NSL authorities
Aalso have been enhianced by other FHI iniliatves and by the national
security reviews conducted by the National Security Division (NSD) and the
FRI The FBI has also created o new Office of Infegrity and Compliance
(I}, modeled after private sector compliance programs, o ensure that

national security investigations and other FBI activities are conducted in a

manner consistent with appmpnai.ﬁ laws, regulations, and policies, W
believe this office can perform a valuable funciion by providing a process for
fdentilving compliance requirements and risks, assessing existing controf
mechanisms, and developing and implemernting betier controls {o ensure
proper use of NSLs. However, we recomimeiud that the FBE consider
providing the OIC with a larger permanent stafiing level so that it can
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develop the skills, knowledge, and independence to lead or directly carry out
the crifical elements of this new compliance prograzn. {U)

In addition o the FBI's efforts to address the OIG’s recommendations,
the Department’s N5D has implemented additional measures to promote
better compliance with NSL authorities and to address other issues raised
by our first report, For exampile, in 2007 the NSO began reviews to examine
whether the FBI is using various intelligence techniques, including NSLs, in
accordanice with applicable laws, guidelines, and policies, (U)

In this report, we also examined the FBUs 2007 field and
Headquarters NSL reviews, which confirmed that the types of deficiencies
identified in our first NSL report had ocaanrred throughout the FBI from
2003 through 2006, The FBUs field review was important because it
covered a larger, statistically valid sample of NSLs and casc files, The FBI
reviews confirmed similar types of possible intelligence violations in the
FBI's use of N8Ls. However the FBI's ficld review found a higher overall
violation rate {9.43 percent) than the OIG found (7.5 percend) in the sample
we examined in our hrst NSL report. (U}

However, we examined in detail the FBI's reviews and determined
that they did not capture all NSL violations in the files they reviewed and
therefore did not provide a fully accurate baseline from which to measure
future imprevement in compliance with NSL authorities. For exainple,
during our re-examination of case files that FBI inspectors determined had
no intelligence viclations in three field oflices, we discovered 15 NSL-related
possible intelligence violations. [n addition. because FBI inspectors were
unabile to locate information provided in response to 4 significant number of
N5Ls chosen for review in the FBI's random saniple, the resulis of the FBEs
field review likely understated the rate of possibie intelligence violations. {U)

I its review, the FBI categorized most instances of unauthorized
collections as third party errors rather than as FBI errors. Yet, while the
initial mistake may have been attributable to NSL recipients who provided
more information than was requested in the NSLs, the FBI may have
compounded the reeipients’ error by nol taking appropriate steps to identify
the overproduction, sequester the information, and report the viglation to
the FBI Qffice of the General Counscl {FEI OGC)L We also noted that of the
557 identified possible intelligence violations that resulted initially from
third party errors, case agents self-reported only 4 (less than 1 percent}. (U)

Finally, as required by the Patriot Reauthorization Act, this OIG
review exaiidned the FBI's use of national security letters o calendar year
2006. (U}



Dur review found that the FBT's use of national security letter
requests in 2006 continued the upward {rend we identified in cur first NSL
report, whiich covered the period 20063 through 2005, In 2008, the FBI
issued 49,425 NSL requests, a 4.7 percent inerease over NSL requests
issued in 2005, For the 4-year period, 2003 through 20086, the FBI issued a
total of 192,499 NSL requests. {U)

Most NSL usage {aimu_me‘c;‘mt of all NSL requests) in 2006
occurred during cownerterrorism investigations [compared td:bercent in

2008}, Abou sereent of all 2006 NSL requests were {ssued during
counterintelligencs investigations, and less than  percent of the requests

were generated during forelgn computer intrusion cyher investigations. In
addition, the use of NSLs in FBI counterterrorism investigations increased

from approxi v| percent of investigations opened during 2002 to
approximatel sercent of the counterterrorism fnvestigations opened
during 20086.

We also found that the percentage of NSL requesis related to
investigations of "L1.&. persons” increased in 2008 compared with the
corresponding percentage of such requests in 2008, from 53 percent to 57
percenit. We also foumd that the percentage of NSL requests related o
investigations of non-U.5. persons decreased from approximately 47 percent
of all NSL reguests issued in 2005 to approximately 43 percent of all NSL
requests issued in 2006, (U)

With respect to the effectiveness of national securily letters, FIEI
Headguarters and field personnel reportied that they continue to believe
national securify etters are indispensable investigative tools that serve as
building blecks in many counterterrorism and counterintelligence
investigations. Natlonal security lefters have various uses, inchuding
obtaining evidence (o support Foreign Intelligence Surveillance Act
applications for electronic surveillance, pen register/trap and {race devices,
or phiysical searches; developing commmurnication or financial links belween
subjects of FBI investigations and between those subjects and others;
providing evidence to initiate new investigations, expand investigations, or
enable agents to dose investigations; providing investigative leads; and
corroborating information obtained by other investigative {echriques, FBl
officials told us thal information derived from NSLs was a significant factor
that contributed to the progress of major terrorism and espionage
investigations conducted in 2006, (1)

In addifion, as reguired by the Patriot Reauthorizalion Act, we
examined national security letiers issued from March 10, 2006, through
December 31, 2006, to determine if they were issued without the
certification necessary to require the vecipionts to comply with potentially
applicable non-disclosure and contfidertiality requirements. The vast
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majority of the NSLs and approval ECs we examined substantially complied
with the certification requirement and FBI policy. We believe this
compliance record was largely due to the prompt guaidance the FBI OGC
issucd on the date the Act was signed, the availability of new NSL forms on
its Intranet website, and perindic guidance FBI QGC attorneys provided to
the field as questions arose. {1}

Our analysis showed that at least 97 percent of the NSLs we
examined it a random sample imposed the non-disclosure and
confidentiality obligations on recipients. The majority of the approval
memoranda supporting these NSLs asserted that disclosure of the NSLs
could prematurely reveal a national securily investigation to the targets,
persons affiliated with the targets. or the investigative subjects. We found
that only 17 of 264 {6 percent) NSL approval memoranda in the random
sample contained pearfunctory or conclusory justifications for invoking the
non-disclosure and confidentiality requirements. While the nomber of non-
compliant NSLs inn our random sample was small, we are concerned that
some case agents and their supervisors did not follow FBI policy that
requires suflicient justification for imposing non-disclosure and
conlidentiality requiremenis on NSL reciptents. (L))

A small number of NSLs and approval memoranda in our random
sample {8 of 375} also contained inconsistent recitals with respect to the
need for invoking the non-disclosure and condidentiality obligations, and
case agenis and their supervisors, as well as CDCs, failed to identify and
correct these errors. FBI officials believe that a new NSL data system
implemented in 2007 will eliminate this and other data entry discrepancies.
However, apart from the randem sample, we identified 8 (of the 11) blanket
NSLs issued by Courtterterrorism Division officials in 2006 that did not
comply with the Patriot Reauthorization Act requirements respecting these
provisions. These eight NSLs included the pre-Patriot Reauthorization Act
language to the eliect thiat the recipientt was prohibited from disclosing that
the FBI had sought or obtained access to information or records under the
Electronic Communmnications Privacy Act. The senlor Countertertorism
Division officials who signed these NSLs failed to ensure that the NSLs
complied with statutery requirements and that the NSLs and related
documents were reviewed by FBI attorneys prior to signing. (U)

As required by the Patriot Reauthorization Act, our review also
examined instances of improper or illegal use of national security letters in
2006. First, cur review analyzed possible N3L-relaied intelligence violations
that the FBI was required to report {o the President’s Intellipence Oversight
Board (IOB}. We identified 84 possible intelligence violationg involving the
use of national security letter authorities that were reported to the FB3E OGC
from January 1, 2006, through December 31, 2008, of which 34 were
reparted to the I08. These 34 matters included the same types of
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infelligence violations reported to the OB in 2003 through 2005, including
NSLs without propey authorization, inproper reguests, and unsuthorized
collection of {slephone oy Internei e-mail records. O these 34 intelligence
violations, 20 were the result of FBI srvors, while 14 resulted initially from
migtakes by recipionts of the national security letters. Of the 84 possible
intelligence violations involving the use of NSL authorities idertified and
reported to the FB OGC i 2006, the FBL received information it was not
entifled to receive in 14 matters. In one of the matters the FEI requested
information it was noi entitled {o under the applicable NSL statuie. In the
other 13 matters, the FBY made proper requests but, due o tdrd party
errors, obtained information it was not entitled {0 receive under the
periinent NBL statiies, {Lh

In sum, despite the significant challenges {acing the FBI to ellminate
fully shortcomings in iks use of NSLs, we believe the F8I and the
Departmnent have evidencerd a commmitinent to eorrecting the problems we
found in sur first NSL report and have made significand progress in
addressing the need to improve complinnee in the FBPs use of NSLs. The
FRI's expoutive leadership, ncluding the Director, Deputy Director, and
General Counsel, expressed thefr conmonitment to ensure that Headguarters
and feld personnel understand the serionsness of the FBIs shortconrngs in
its use of NSLs, the proper use of NSLs, and their individual responsibilities
for eoatecting the deficiencies. {U]

However, because only 1 year has passed sines the O1G's first NSL
report was released and some measures are not fully inplemented. we
believe it is too early (o delinitively state whether the new sysiems and
canirols developed by the FBI and the Department will eliminate fully the
problems with NSLs that we {dentified. 'Wo believe the FBI must implement
all of gur recommendations in the first NSL report, demonstrate sustained
commitment to the steps it has taken and conuuitied to take to improve
compliance, implement additional recommendations described in this
second repert, conskler additional measures {0 enhanee privacy profections
for NSl-derived information, and remain vigilani in holding FBI personnel
accouniable for properly preparing arsl approving NSLs and for handiing
responsive records appropriately. {U)

As a result, in this report, we make 17 additional recommendations to
the FBI to further improve its oversight ared use of national security letters,
We recommiend that the FBI {11}

L. Create blank maudatory fields in the database supporting the NSL
data system for entering the U8, parson/non-U.S. person status of the
fargst of NSLs and for entering the mumber of NSL requests in order to
prevent inaccuracies that may otherwise resull from the current defawdt
settings, (L)
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2. Implement measurss to verlly the accuracy of data enfry ato the
pew NSL data system by innluding perindic roviews of a sasnple of NSLs in
the database to engure that the tralning provided on data entry o the
suppaort stall of the FBI DGO National Security Law Branch INSLE), other
Headguariers divisions, and Held personnel is successiully applied in
practics and has reduced or climinated data entry errors. These periodic
reviews should alse draw upon resourees available rom the FBI Inspection
Division and the FBI's new Office of Integrity and Compliancs (QIC). (U}

3. Implement measures to verfly that data requested in NSLs i
checked against serialized source documents to verily that the data
extracied rom the source documen and used in the NSL {(such as the
tolephone number or e-mail address] fs accurately recorded on the NSL and
the approval EC. {U]

4. Regularly mmoniler the preparation of NSLrelated doecuments and
the handling of NSL-derived information with periadic reviews and
inspections. This inchades regquiring that during quarterly file reviews,
squad supervisors conduct, at a minimumn, spol checks of NSL-related
documents in investigative files to ensure adherence to NSL authorities,
Attorney General Guidelines, and irdernal FRI policles governing use of NSL
authorities, U}

5. Assign NSLB attorneys o participate in perbinent mestings of
operational and operatipnal support units in the Countertervorism and
Counterintelligence Divisions. L)

8. Consider increasing the staffing leved of the OIC se that U can
develop the sufficient skills, knowledge, and independence 1o lead or directly
carry out critical elements of the OICs work. {U)

7. Reinforce the distinction befween the FBI's two NSL authoritiss
pursuarni to the Fair Credit Reporting Act throughout all levels of the FBI's
National Security Branch at FBI Headquarters, in new agent iraining, in

advanced training provided to agents and supervisors 1&351511&1 to
counterterrorism and n,cm,nh::m1Lel\lig€:1me prograsms, and in tradning
preovided {o Assistant Special Agents in Charge and Speciad Agents in
Charge. (L)

8. &dd procedures to inchade reviews of FORA NSLs in
counterinteigence investigations fu the FBI Inspection Division's periodic
reviews and in the NSIVs national security reviews. {U}

9. Relterate in #s continuing discussions with major credit reporting
agencies that the agencies shoudd not provide consumer full credit reports
in response to FCRAu NSLs and should ensure that they provide only
requested information in response to all FORA NSLs. {11
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10. Ensure that guidance and training continue to identify the
circumstances under which FCRA NSL matters must be reported to the FBI
OGC as possible intelligence violations. (1))

11. Issue additional guidance addressing the filing and retention of
NSL-derived information that will lmprove the ability to locate NSL-derived
information. The guidance should require thal all NSL-derived information
be appropriately documented, stored, easily idenitified, and readily available
for intermal and external review. (1)

12. Include in its routine case file reviews and the NSIY's natlional
security reviews an analysis of the FBI's compliance with regquirements
governing the filing and retention of NSL-derived information. (Uj

13. Pericdically reissue guidance and training malerials reminding
case agents and supervisors assigned to national security investigations
that they must caretully examine the circumstances surrounding the
issuance of each NSL to determine whether there is adequate justification
for imposing non-disclosure and confidentialily requirements on the N3L
recipient. {U}

14, Periodically reinforee in training and guidance provided to case
agents and supervisors assigned to national sccurity investigations the FBI
OGC directive to timely report {o the FBI OGC possible intelligence
vislalions arising from the use of NSL authorities. {UJ]

15. Require case agents and supervisors assigned to national security -
investigations to specily in any reports to the FBRI OGC the precise remcedial
measures employed to handle any unauthorized intormation they obtain in
response to NSls and to address whether the inappropriately provided
informeation was used or uploaded into FBI databases. {U)

16. Periodically provide case agents and supervisors assigned to
national security investigations with examples of commmon errors in the use
of NSLs, such as the examples used in the November 30, 2006, FBI OGC
guidance memorandum regarding possible NSL-related intelligence
violations. (U)

We also recommend thatl the Departiment: (U}

17. Direct that the NSL Working Group, with the FBIU's and the NSD's
participation, re-examine measures for {a) addressing the privacy interests
associated with NSL-derived information, inchuding the benefits and
feasibility of labeling or tagging NSL-derived information, and (b} minimizing
the retention and dissemination of such information. (U}
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Finally. our forthcoming report will deseribe in detall the FRIs use of
exigent letters, the issuance of 11 improper “blanket” NSLs and other
improper NSLs, and other improper requests for telephone recards, and will
includke additional recommendations. Therefore, the FRI should consider
the findings and recommendations in our forthcoming NSL report together
with the recommendations 1 this report in addressing measures to
continue to improve the FBI's compliance with NSL authorities, (U}
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The Attorney General
Washington, D.C

February 2%, 20148

The Honorable Glenn AL Fine
Inspecior General

United States Department of Justice
540 Pennsvlvania Avenue, NW
Washington, DC 20530

Pear Mr. Fine:

Thank you for your report entitled “A Review of the FBE s Use of National Security
Latiers: Corrective Actions and Use in 2006

When vou fssued youe report Last yeur den@iving conzerns about the Federal Burean of
Investigation’s use of national security fetters during the vears 20032008, Attorney General
Gonzales apd Dircctor Mueller directed that significant resources be dedicated o improving
oversight of this important national security tool. | appreciate vour positive masessment of the
Departmient’s and the Bureau’s efforts 1 this aves, including your conclusion that the Department
has made “significant progress” in implementing the recommendations ouwtlined In vour report.
I particular, { am pleased that your report lighbights the Bursaw's important work i establishing
sn Office of lntegrity and Corapliance and the significant efforts of the National Secarity
Division to creste an Oversight Section within the Office of Intelligence, as well as thedr wark @

jninty complate 17 gational security roviews in FBI field offices and headgosriers cormposents in
2007, Your repon also correctly emphiamizes the need for sustsined focus on the Bureau’s use of
nationil seeurity letters, and the institutidnal changes the Departinent has put in place will help

ensore that we continue 1o devote sufficient resourees 10 the oversight of our netivnal seounity
investigations,

| appreciate your continued recognition that national security letters are an important
investigative tool, and that they have contributed to many counterterrorism aud
counterintelfigence investigations. As the substantial efforts of the past year should make clear,

the Department s committed t0 using this critical ool responsibly and in a maoner consistent
with the law.

Again, my thevks to you and & your staff for vour efforts i preparing this repoet.

P/ 74

Mé;

Michaf: B. Mokasey
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The Honorable Glenn A, Fine
Inspector Gensyal
United States Department of Justice
Q50 Pennsybvania Avene, MW,
Washington, D.C, 20538

Thear Mr. Fine:

{1y Thank you for providing us & copy of your drafY repon dated Fobrwary 14, 208
titled, “A Raview of the Federal Boresu of Investigation’s Use of National Svounty Latters:
Assessment of Corrective Actions and Examination of MSL Usage in 20047 We have reviewed
your repont and appreciate the opportanity fo provide conment.

{U} As vour veport makees clear, National Security Letiers see an invglnadble ted the
Federsl Burean of Jovestipation (FBF)Y uses to obtaln indormation hs nanonal secutiy
investigations. We thank vou for the exionsive review your office has wondunted, and fook,
forward 1 receiving the fortheoring additiomal recommendations. W belleve your repon
demonstrates the many haprovenents the FBY end Depadment of Justive bevs made 10 ensare
comphiance with Nattonal Sccoaty Letier laws, and opplicable guidelines and procedursy, Whike
it s eridead that nur intelligenoe professionals have the muthortties they aved W detect and
prevent theeats w the national security, # s equally imprrative that these anhorities be exactied
with due care 0 the protestion of civil herties and with sffective conplisore sl oversight
mechaniems in place.

Sincerely,

J. M. MeConuell

IRCLASSIFIED
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LY, Deparbment of Justice

Wational Security Division

Woshingroa, D0 20330

Februgry 29, 2008

The Homorahle Glenn A, Fine
Inspecter General

Linited States Department of Justice
930 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Mr. Finer

Thank you for the epportunity {o provide the views of the National Security Division ¢u
your report entitled A Review of the FBIE s Use of National Security Letters: Corrpetive Actions
and Lse in 30067

As you know, follewing the issuance of vour initial report identifying concerns sbout the
Federal Bureay of Investigation™s (FB1) uxe of national security letters (INSLe) in 2003-2003,
Attomney Ceneral Gonzales and Director Mueller directed the imaplementation of a series of
corrective actions, including implementation of all of the recommendstions in your inltial report,
I addition, the Astorney Genersl dircoted the National Securify Division (NSD) and the
Diepartment’s Privacy and Civil Liberties Office to work with the FBI to implement these
vorrective achions. These efforts were aimed ot ensuring that the FBI uses NSLs in an
approprigte manner in compliance with sll appiicable Jaws and poltecy requirements.

Thiz direction and the actions faken pursusnt to 1t, as well as the continuing efforts of the
Department, demeonstrate the commitment of senior Department leadership to addressing the
serions isxues identified in vour earlier report. As your report notes, the Department has niade
significant progress and continnes to devate significant energy, time, and resources to this effort.

For example, as your report states, the FBI hgs issued comprehensive guidance
conceming the proper use of NSLs and has conducted training in field offices across the country.
The FBI has algo taken steps to improve the accuracy of ifs reporting of NSL statistics to
Congress by developing a new MSL tracking database that is now available apross the FRL
Further, with respect to the use of so-called “exigent letters,” the FBI issued s Bureau-wide
directive prolubiting the use of the type of letters described in vour reports. In addition, in March
2007, the FBI Director ordered s one-time review of ten percent of all national security cases in
the 36 FBI field offices and headquarters. This review was 2 substantial undertaking, requiring
the deployment af over 100 mspectors and the review of thousands of investigative files. Finally,
as you discuss in your report, the Attorney General requested the Departmoent of Justice™s Chief
Privacy and Civil Liberties Officer and the Office of the DN to canvene a working group to
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examine how NSL~derived nformation 1s used and retained by the FBI1. The working group has
made important progress in this aren almed at the protection of privacy and civil liberties, and the
Attorney {reneral has divected the group to continue s efforts. As part of this process, the
working group will take into ageount the rezommendations made in your new repor.

[ also want o highlight the progress of the Departtnent’s significant npw national security
oversight and comphance effort that was publicly announced in Julv 2007, This effort
eoeompasses substatial changes within the Department of Justice to imgwove the Departiment’s
controls over its national seourity activities, The effort includes fhe implementation of a
dedivated Owversight Section within NSI) and the establishment of an Office of Integrity and
Compliance within the FBL The oversight sand congpliance programs run by these offices are at
the forefront of the Depariment’s ongoing effort to ensure that national security tavestigations arg
conducted in a manner consiytent with our laws, regulations, and policies, including those
designed to wotest the privacy and wivil liberiies of our citizens.

For the first tdme, DOJT attorneys have been given the clear mandaie to examine afl
aspects of the FBI's national securily program for comphiance with low, regudations, and policies.
As part of this effort, the NSD is conducting regelar Nationsl Seourity Investigation reviews at
FBI ficld offices arwd headguarters units, working with the helpfid inpn of the FBIL These
reviews, which were developed in consultation with representatives of'the Office of the Inspector
General, represent a substantisl new level and fype of oversight of mationad security
investigetions by career Justice Deportment lawvers wiih years of imlelligencs experience. The
reviews are not limited fo areas where shorfcomings have already been identified: instead, they
are intended o enhance compliance aoross the nations] seonriiy investigative spectrum. NSD
completed 135 such reviews in 2007 and plans to conduct 2 similar number on sn annual basis. In
addition, the Attorney General directed NSD to review all violations that the FBI refers to the
Intetligence Oversight Bowrd (IOB) in order to identify recurring problems and 1o assess the
FBY s respouse 1o such violnfions, MNSIY is reporting regularly to the Attorney General on s
review i thix area,

The innovations and corective actions described abave reflect a new level of oversight
and an appreciation of the need for strong megsures to improve compliance n our national
security nvestipations. We appreciate the very fine work that went fnto this NSL revigw, and we
look forward to working with you ag we implement all of the recommendations in vour repart.
As yowr reports have noted, NSLs are an indispensible investigative tool and have contributed
sygnificantly fo many counterterrorism and countenntelligence investigations. We are committed
to using this entical tool In au appropriate manaer that profects the privacy and civil liberties of
all Arnericans.

Sinverely,

s i B 4 ot
Kenneth L. Wainstein
Assistant Attorney Genersl
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SE | LR, Department of Justice

Federal Burean of Investigation

. {MFice nf the Director Washmgean, DO 20333

February 28, 2008

Honorable Glenn A. Fine

Inspestor General

United States Departmant of Justice
Sutig 4706

950 Pennaylvania Avenue, MW,
Washington, DC 24330

Re: UGS Depariment of Justice, (ffice of Ingpector General
" & Review of the Federal Bursau of Investigation”s Use of Nationgd
Security Letters: Corrective Aotions and Lise in 20067

Dear Mr. Fine:

The FBI appreciates this opporfunity to respond to the findings and
recommendations made in the Office of the Inspeetor General’s (“OG87) review of corrective
actions tuken by the FBI in response o an QIO report published last year regarding the FBI's
usage of National Security Letters ("NSL&™YNSL 1™ and vour review of the FBI's usage of
N&Ls in 2006 ("NRL 2" or “Report™) as required by the USA PATRIOT Improvement and
Rezuthorization Act of 2008 (“Patriot Reauthorization Act™). This Ieiier conveys our response,
and 1 request that 1t be appended to the Report.

The Report begins with the first external review that has been condacted of the
exiegnsive actions faken by the FBY following the publivation of KSL 1 in March 2007 and notes
that FRI executive leaderstup has made correcting the problems identified in WSL 1 a “top
priority” (Report at 15}, We appreciate the Report’s finding that by deveting “significant time,
energy and resources,” we have made “significant progress” in comecting the deficiencies
discussed in NSL 1 {Jd. at ). As detailed i the Report, these actions include policy changes,
incressed mandatory fraining and the creation of a new N&L automated workflow svstem that
will help ensure comphanes with laws, guidelines and policies and will improve the accuracy of
oar Congressional reporting regarding NSL wage. In addition (o the actions reconmmendad in
NSL 1, we have conducted extensive internal reviews to ascertain fully the scope and nature of
our compliance problems and 1o gudde corrective acdon.  Moreover, we have - inn what may be
unigue within a federal government agency ~- created a new Office of Imegrity and Complisnee
{OICY), which is modeled afier private sector complisnce programms, Further, in conjunction

with the Department of Tustice {DOFY s Mational Security Division (*NSD™}, we have
instituted a program of systematic reviews of PBI national security investigaiions as a way both
o ensure compliance with statutory scheres like those thet govern NSLs and 1o serve as a
warning system i there are other areas in wiich cur compliance efforts can be sirengthened.
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Although we have mude substantial progress, we concur that we miust -~ and will - sustain our
commitment 1o ensuring compliance with the laws and policies governing usags of NSLs,

{n addition to providing a review of cerrective actions taken in response o NSL 1,
the Repart also responds to the Congressional mandate that the OIG examine the use of NSLs in
2006, We appreciate the Report recognizing “that the FBL s use of NS8La in 2008 [discussed in
the Repuort] ocvurred before™ NSL 1 and before extensive FBI corrective actions were
fraplerented (Report at 8).  Therefore, 1t is “not surprising] 1 that NSL 2 contains findings
simifar to NSL 1 (#4). NSLs remain an indispensable investigative too! that significandy
advance the progress of national security imvestigations, a3 the Report detsils in Chapter §, and,
in almost all cases, potential errors or policy viclations lavelving NSLs relate o information that
the FBI was lawfully entitled 1o olbtain (Report at 1371

The Report also reviewed compliance with the non-discloaure and confidentiality
provisions of the Patriot Reauthorization Act and foungd that, thanks 1o prompt and recturing
gutdance, the “vast wajority™ of sampled NSLs (97 percont) complied with the Act in imposing
non-disclosure and confidentinhity obligations on NSL recipients (Report at 101

As noted above, the FBI took very substantial corrective getions in the wake of
N3L 1, inchuding pelicy changes, increased mandatary training snd the deploviment of an
astomated workflow system for NSLs that is desigaed to facililate compliance with statutes,
goidelings and policies and to improve the accurgey of the FBIs Congressional reporting, Our
most significam actions are discussed below:

Mundated that sl information receivad in responsze to sn NSL be reviewed priorto
uploading the information tnto FBI databases. Because all reviews of the FBI s XNSL
usage (Le,, those conducted by FBI and O1G) have found freguent examples of
overproduction of materials by NSL reciplents, this policy change aleae shoutd reault
i substantially fewer potential intelligence oversight board vielations connected
the use of NSLs.
Prohibited the issuance of exigent letters, and issued clear policy, with sudit trails, for
acqiring communications records in traly exigent chiroumstances.
« Prohibiied the issuanos of NSLs solely from control files.
o Mandated legal review of all NSLs either by attorneys in the Office of General
Counzel {OGE) or by Chief Dvision Counse! and clearly delineated the scope of that
review to include the predication for the NSL and the predication for the underlying
investigation.
Established an Office of Integrity and Complianee to facilitate the offorls of exenutive
management to identify and mitgate significant areas of risk, The OIC has been
functioning for approndimatedy one yesr and has demonstrated its value in focusing the
aitention of execuiive management an aspents of the FBI's operations and business
processes that pose compliance risks,
In conjunetion with DOJ, implemented 2 program for regular reviews of national
securily investigations i FBI field offices wd headguarters units, including but not.
limited to compliance with NSL statutes, policies and procedures. Those reviews,
fike the activities of the CIC, have proved valuable in uncovering policies and
procedures that pose comphiance challenges.

a2
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Following NSL 1, all NBL policies and required procedures were combined into a
stngle document that provides elesr and comprehensive guidancs to FRI employces who issue
and approve NSLs during national security investigations. Prior to iis ssuanee, a draft of the
new “ope-stop” policy docwment was briefed to Congressinnal staff and privacy groups and
many of their comments were ineorporated mfo the finsl version of the policy., We also
instituted mandatory in-person NSL traiming and have developed further tratming that 1s available
on the FBI's Virtual Academy.

We alsor developed and fully deployed enhanged information technology tools &
automate the NSL warkBow, including sccumalating the data necessary for Congressional
reporting. The system {called the NBL Subsysiem} w programuned with drop down menus and
other user-friendly features to make the NSL process loss thme intensive for agents and analysis
while simultaneously increasing the accuracy of the process and decreasing the sort of hnunan
errors noted by the OIG (e g., failing to chie the appropriste statate in the Blectronic
Comrmmication {"ECY) requesting an NSL; inconsistency between the data requested i the EC
and that regquested in the NSLY. No NSL can now Issue unless vital information is inchuded such
as: the subject of the NSL, the predication for the NSL, the type of NSL, the recipiont, and the
spectfic targets of the NSL. In other words, the aniomated systems captures sit the information
reguired for Congressional reporting befors generating the NSL. In addition to bnproving the
sccurasy of Congressional reporting, the systemn ensures that each NSL recetves the reguired
legal review and cach tevel of required supervisory review. Providing one database for
sutomated generation of NSLs also reduces the time consuming manual procesy for generating

the required documentstion and ensures consistency between the documents reviewed and the
NSL actually tssued. Afler a pilot projecty, the NSL Subsystem became operational in all Fil
fichd offices and Headgharters on January 1, 2008,

Finally, as suggested by the O1G in NSL 1, we issued comprehenstve guidanee fo
assist our emplovees in effectuating the requirement that the FBI use, if possible, the “least
intrusive altemative”™ when conducting investigstions. - We believe this guidance will be valuable
i pointing employees to {he sorts of constderations they should balance when deciding between
investigative altermnatives that have differing levels of Intrusiveness,

FBI's Response to Speeific Recommendations

Overview: the FBI agrees with all of the OIG s recommendations in the Report and will
implement each recominendation as discussed below,

Recommendation #1: Create blank mandatory fields in the sofiware supporting the NSL data
syster for entering the UL, person/non-ULS. person status of the target of N3Ls and for enfering

the number of NSL reguests in order o provent inacouracios that may otherwise resuit from the
currsnt defaudt settings,

The FBI agrees with this recommendation: To improve the accuracy of NSLL
Congressional reporting, the FBI will modify the NSL Subsystem to require the user to select
one of the U8, person status options before an NSL may be approved,

.3.
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Recommendation #2: Implement measures to verify the accuracy of data entry into the new
NSL data system by including periodic reviews of 3 sample of NSLs in the database 1 ensure
that the taining provided on data entry o the support staff of the FBL QG National Security
Law Branch, other Headquarters divisions, and field personnel is successfuily applied in practice
and has redoeed or elininated dita entry ervers. Thaese periedic reviews should alse draw upon

resources avallalde fram the FBI Inspection Dhvision snd the FBI's new Office of Integrity and
Compliance (OIC),

The FBI agrees with this recommendetion: The FI agrees that there should
be periodic apot checks to ensurs that informadion is being properly reported and to make system
improvements where issues dre Kentified. The FBI will utflize the resonrces of the Inspection
Division to conduct surh periedic reviows snd the resouress of QI 1o assist in mansging the
policy and training changes indicated by the results of such revigws. In addition, 1t is importam
to pote that the data from which Congressional reports will be prepared will come solely frony
data contained within the NSL Subsystem. Thus, NSL data will no longer he sulled from ECs
and transferred manually 10 a standalone database {3 process that geversted many data entey
errors’ but instead will be recorded automatically upon the creation of the NSLL As a resull, the
data entry role of the support stalfl of the National Security Law Branch is grestly diminished,
and the process under the new system is designed to minimive the llkelihood of data entry serors.

Recommendatinn ¥3: Implement measures by verify ths data requested in NSLs is checked
against seralized sourve docwments 1o verify that the data extracted from the source document
and used in the N8L (such as the telephone nomber or e-mail address) is accurately recorded on
the MSL and the approval BEC.

The FBY agrees with this recommendation: Data such as a telephone numbers
or email sddresses that are the basis for N8Ls should be verified against authoritative documents,
Such an autharitative document will frequently, wlthaugh not always, he a serfaized docament,
The FBI will continte to train and advise its emplovees regarding their duly to acvurately
prepare NSLs and 1o verify eritical data agatnst authoritative documents ta avoid clerieal errors.

Recommendation #4: Regularly monitor the preparation of NSL-refated docoments and the
handiing of NSL-derived information with periodic reviews and inspections. This mcludes
requiring that during quarterly file reviews, squad supervisors should conduet, at a nuninnun,
spot checks of MNSL related documents in investigative files to erisure adherance to NSL
guthorities, Anomey General Guadelines, and internal policies governing use of N3L guthorities,

The FBI agrees with this recommendation: The FBI requires an examination of
NSL-related documents and return information during quariedy file reviews, Moreover, the
National Sseurlty Reviews conducted by DOENSD end FBI-Office of Genergl Counsel (fOGC™
will help ensure adherence to laws, policies and procedures with respect to all investigative tools
in the national security area,

Recommendation #3: Assign NSLB attorneys to participate in pertinent megtings of operational
and operational support units in the Counterferrorism and Counferintelligence Divisions.
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The FBY agrees with this recommendation: NSLB will continge the well-
eatablished practice of reguiring ativmeys to attend meetings of operational and operational
support units.

Recommendation #6; Consider invreasing the staffing level of OIC so thatit can develop the
sufficient skills, knowledge, andd independence 1o fead or directly carry out oritical elements of
the QI s work,

The FBI agress with this recommendation: The mission of the OIC s 1o
devetop, implement, and overses a program that ensures that there are processes and procedures
in place that facilitate FBI compliance with both the letter and the spirit of all applicable kaws,
regulations, rufes and policies, The DIC will cultivate an environment committed to these
principles, serve as a tovsl point for the compliance program, and assist FBY management at all
levels in maintaining a cultuve where ethics and comypldiance are emphusized a3 paramount
considerations in decisions throughout the FRL

ORC staff engages the leadership of the FRBI in integrating the Integritv and

Compliance Program imo all FBI cperations, programs, and activities and promoting a culture of
ethical consphiance throughow the FBL The Office is responsible for establishing policy and
methodology for compliance standards, risk sssessment, workflow, momtoring and auditing, as
welf as establishing baseline standards for measwring the effectivensss of rixk mitigation
nieasures, Qs respomsibilities alsn include working with the Inspection Division to develop
approprigte inspection protosrois and provedures, tasking the Inspeetion Division with condueling
sargeted mudits as needed, and anadyzing the resudts and recommending such actions as may be
neCEssATy Or appropriate {0 miligate dentified risks. ORD i3 also tacked with developing
effective and open channels for receiving reports, including anonymous reports, of potential
eomplianee risks; recelving, reviswing and analyzing data from s vagiety of sowees o identify
compliance trends, problems, and best practices; delivering training on the Integrity and
Compliance Program; and supporting and facilitating the work of the Integrity and Complianse
Council snd the Integrity and Compliance Executive Management Committees. OIC also
coordinates and manages the FBI Standands of Conduct and Ethies Program to inchude effecting
fiaison with the Office of Governmenl Ethics and the DOJ Fthics Office, the review of financial
disclosure reports, the Intfiation and matntenance of ethics education and training programs, and
the provision of ethics advice and counsel to individual officers and emplovees.

The OIC is making steady progress in each of these argas of responsibility, and
the office workload is Increasing as the program maturgs, The OIC expects two additional
personned 1o report in the near future - one attomey aad one Special Agem - which will bring
the office up 1o its cuerently-authorized persennel complement. The FBI will continue {0
evaluaie OIC's personne! needs as the program evolves,

Recommendation #7: Reinforce the distinetion between the FBI's two NSL authorities pursuant
to the Fair Credit Reporting Aot (FCRA) throughout all fevels of the FBI's National Security
Branch at FBI Headguarters, In new agent training, in advanced training provided to agents and
supervisors assigned to counterterrorism and counterintelligense programs, and in training
provided to Assistant Special Agents in Charge and Special Agents in Charge.
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The FBI agrees with this recommendation: The FBI will continue to train
employses involved in the isstmnce of NSLs on the distinction between FRCAv and I'CRAu
NSLs. In addition, the new NSL subsystem will not allow a 1881v NSL to be issued from a
counterintelligence investigation further ensuring that agents do not use FCRA NSLs coutrary to
the authonzing statute.

Recommendation #8: Add procedures 10 include reviews of FCRA NSLs in counterintelligence
investigations to the FBI Inspection Division's periodic reviews and the National Security
Division’s national securily reviews.

The FBI agrecs with this recommendation: The Inspection Diviston is currently
wndergoing a redesign of its inspection process and wil incorporate a review of NSLs, to include
FCRA NSLs, in the new inspection prolacol for NSB programs.

Reecommendation #%: Clarify in its contimuing discussions with major credit agencies that the
credit agencies should not provide conswmer full credit reports in response to FCRAu N3Ls and
should ensure that they provide only reguested information in response to all FCRA NSLs.

The FBI agrees with this recommendation: The FBI continues to have
conversations with credit burcaus regarding responses fa FCRA NSLs. The credit bureaus have
been asked to carefully review N3L requests and to provide only linsited cradit information in
response 10 a FCRA 1681u MSL request. The appropriate Chief Diviston Coungsels will continue
to communicate with the credit bureaus regavding overproduction in response to NSLs. Itis
important to note that our ability to work collegially with the credit bureaus on an attorney-to-
attorney bhasis has, in recent years, resulted in fewer overprodustions by the credit bureaus.

Recommendation #10: Ensure that guidance and training continue to identify the circumstances
under which FCRA NSL matters must be rf:poned 0 the FBL OGC as possible intelligence
violations.

The FBI agrees with this recommendation: Cwrent FBI training and policies
identify matters that nmst be reported to OGC as potential Intelligence Oversight Board (IOB)
matters, Following receipt of a report identifying a potential IOB matter, OGC reviews the
conduct deseribed in the report to determine whether the IOB must be notified of the reported
error.  The FBI will continue to provide such training and Wlll update guidance relating to IOB

. matters as appropriate..

Recommendation #11: Issue additional guidance addressing the filing and retention of NSL-
derived information that will imiprove the ability 1o locate NSL-derived information. The
guidance should require all NSL-derived information be appropriately documented, stored, easily
identified, and readily available for internal and external audit.

The FBI agrees with this recommendation: FBI will coordinate any guidance
on filing and retention of NSL informmation with the NSL working group as it continues to
consider whether NSL-derived data should be tagged or Iabeled ar otherwise subject to new rules
o linut retention or dissemination of NSL~derived data. In addition, the FBI now requires all
N&Ls, MSL approving ECs, and records produced in response to an NSL to be maintained in a
*“National Security Letler” subfile of the mmvestigative file.

-
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Recommendation $12: Include in its 90-doy case file revicws and the National Secunty
Division's national securlty reviews an analysis of the FBIP's compliance with requirements
poverning the filing and retention of NSL-derived information.

The FBI agrees with this recammendation: The FBI now requires sepervisons
to, inter adia, exantine compliance with requirements governing filing and refention of NSL-
denved information during regular guarterly file revizws. In addition, an analysis of compliance
with FBY requivements governing the filing and retention of NSL-decived sformativn will aceur
1n connection with the Nationsl Sceurity Reviews,

Recommendation #13: Periocdically reissue goidwwe and tealving materialy reminding case
agents and supereisors assigned o paticmal security investigations that they must carefully
examine the circumstances surrcunding the issuance of each NEL 1o determine whether thers s
adequate justification for imposing non-disclosure and confidentiality requirements po the NSL
rocipient.

The FBI agrees with this recommendation: The FRI will continge to issue
guidance wud training mateyials 3 appropriate in order to romind employees involved in the
ssunnce of NSLs that the son-disclosure provision of an MSL s it automatic and that a non-
disclosure determimation must be made for each NSL. In addition, the NSL Subsystem has
barer reminding the user that the determination 1o impose 8 non-disclosure obligation must be
made on a case-hy-case basis for each NSL.

Recommendation #14: Perodically reinforce fraining and guidance provided to case agents and
supervisors sssigned to nations! secority investigations the FBI OGC directive to timely repont ta
the FBI OGC possible intelligesce violations arising from the use of NSL mdhoritivs.

The FBI agrees with this recommendation: Current FBI training sod policies
identify matters thet must be reported to OGU as potential JOB matters, Following recsipt of &
report identifying a potential OB matter, OGL reviews the conduct deseribed in the seport to
determine whether the reporied error requires notification to the I0B, The FBI will continue to
provide rairing wxd update gouidance relating o JOB matters ex appropriate.

Recommendation #15: Require case agents and supervisors assigned 1o national securify
investigations to specify in any reports o FBI OGO the precise remedial measures employed to
handle any unauthorizad mdbrmation they obtain in responss 1o NSLs and to address whether the
imapproprigtely provided information was used or uploaded into FBI dutabases.

The FBI agrees with this recommendation: The FBI currently requires remedial
measures (o be included 1n the electronie compmunication that reposts to FBI OGC possible
intelligence violatlons. In fiture training and guidance, the FRI will continue 1o erophasize the
requirement that such remedial measures be included with the reporting EC,

Recommendation #16: Periodically provide vase ageots and supervisors assigned to national
security investigations with examples of common errors in the use of NSLs, such s the
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examples used in the November 30, 2006, PBI OO0 puidance memorandum regarding possible
NSL-related intelligence violations.

The FBY agrees with thiz recommendation: The FBI will continue the practice
of incorporating anecdotal information regarding commmon ervors in the use of NSLs in ts NSL
and intelligence oversight board fraining. The FBL will update examples of Lommon errors in
trafning as new issues arise. (o addition, the FRI Is hopeful thet the NSL Subsystem will greatly
diminish the nomber of errors in the wse and issuance of NSLs, many of which came from
inadvertent errors, routing mistakes and typographical errors.

Recommendation #17; Direct the NSL Working Group, with the FBI's and the NSD’s
participation, 10 re-examing measures for {3} addressing the privacy interesis associated with
NSL-derived information, including the benefits and feasibliity of labeling or tagging NSL-
derived information, and (b) minimizing the retention and disemmation of such information

The Department of Justiee and FBI agree with this recommendation: The
Attorney General has directed the working group 10 continue s work.

sincersly yours,

£ g

Robert 8. Mueé;x, i1
Dirveptor




L5, Deparbmont of Justice

Cfice of the Deputy Attorney Genersl|

Chict Frivaey aeaf Clvil Libersies Offieer Washington, D10 20535
Mok 7, 2008

The Honorable Glenn AL Fine
Inspector (eneral

United States Department of Justice
950 Pennsylvamia Avenug, NW
Washingion, O 20338

Dear Mr. Fine:

Thank vou for the ppportunity 10 comment on behalf of the National Secuority Letter {NSL)
Waorking Group, on yvour report entitled “A Review of the FBI's Use of National Seeurity
Letters: Cogrective Actions and Use in 20067 We weleamne the recommendation in vour repor!
and are pleased thal you consider the NSL Working Group an appropriate vehicle 1o continue Yo
examine and develop further safoguards for privacy and civil hberties,

The NSL Working Group worked with dedication snd commitment over the past year to
strengthen safeguards for mdividuals’ privacy and civil liberties in comnection with the FBI's use
of NSLs. We believe that your recommendation, combined with the work that the grow bas
already done and will do poing forward, will hedp achieve the goal we all share — to make certain
that the FBI is camrying ont Hg vital national security misston wnder the rule of law and In a
mianner that protects the privacy and civil liberties of Amuericans.

As you note in your report, the NSL Working Greup analvzed additional protective measures
including new minimization procedures for the FBL To do this, the group examined aa array of
issues concerming the use, storage, and dissemination of N&L-derived information o inclode
gonsideration of tapging and labeling, potential retention periods for each category of NSL-
derived data, and the privacy concerns assoctated with the type of information collested,
Additionally, the group met wath FBI operational, policy, and technology persennel to befier
understand the operational and techuical feasibibity of different options. The group has also
recgived feedback from ouiside privacy advocates. As we move ahead and take on your
recommendation, we look forward to sharing with your office greater detail about the NSL
Working Group's activities and progress.

Again, we appreciate yvour recommendation and commit that the NSL Warking Group will
continue 1o address these imposrtant ssues and keep your office informed. We look forward 1o
continping this important effort to ensure thai the FBT's policies and procedures regarding the
use of NSLs safeguard privacy and civil Hiberfics in 8 manner that is consistent with the FBI's
critical mission to protect the Nation from threats to our national security,

Sincerely,
alzy.
- T “ip
7

D
wili P \mnmmn
Acting Chief Privacy and Civil Liberties Officer
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CLASSIFIED APPENDIX {Uj}

In this appendix, we provide detatled statistios for sach of the four
types of NSLs that the FBI issued from calendar yoars 2003 through 2006 1
counterterrorism, countorinteibgence, and foreign somputer intrusion cyber
investigations.d The dats in this appendix is classified because it diseloses
the actual nomber of investigations of each type, as well as the number of
NSLse issued under sach of the N8L suthorities. (L}

X

Rumber of Investigations That Used NBLs {CY 2006} {1}
{Chart below is SRORET}

Source: FRBI OGC NSL database and FRI HQ Divisions (U}

t This appemdix inclodes data from 2003 through 2008 inchuded i the Clasaified
Appendix to the OIG's Review of the Pederal Burenu of eestigation’s Use of Nuifonal
Securfty Letters {March 9, J00THNSL Iy {14
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1

X

Investigations, NSLs, and NSL Reguests in 2006
by Type of Investigation (U)
[Chart below is SNORNY]

Jource: FB OGC NSL database (L)
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Numbers of FBI National Security Letter Requests Issued
From 2003 Through 2006 (U}

{Chart below is NRCRNYY

SORITCED RMAD semmmannual clussiied reports 1o Congress and
FHI OGO NSL database as of May 2006 {for 15 U580, § 1681v NBL reguests in 2003 through 2003) {

B.4
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SECRET 1.

Right to Financial Privacy Act {RFPA} National Security Letters
{t

Y

ATOREYT

Charl below by SSUREY

Soures: DOJ seruarmual cleasifivd reporis to Congreas  {U)

Chart below iz SEUREYT

Source: DOJ semiannual classified reports to Congress {11
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1. Electronic Communications Privacy Act (ECPA] National Security
Letters {U)

X

A. Telephone Bubscriber Information {Uj}

I the semiannual classified reports, the Department combined reguests for
telephone and glectronic cormmunication subseriber {e-maill} record nformsation and,
separately, combined reguests for tdephone foll hilling and slectronic communication
fransactional {e-maill records, As & result, we rebed on the O0C database instead of the
reports to determine the U8, persaninon-1LE. porson sdatos for reguests pursuant to sach
of the four types of BOPA N8Ls, {7}

& FBI officials stated that they may never Irarn the U 8. person/non-U.S. person
status of an NSL request igsued for subscriber information requests (telephone or e-maill,
However, the FBI s vequired to ldentify the status of the subject of the investigative case
file for theee NSL requests as either & U8 person {or presumed U8, persun) or as 8 fone
LB pergon {or presumed nor-ULS. person). This information is not reported to Congress
for telephone and e-mail {electronic] subscriber informartion. ()

B-&
SECRET_

bl
b3

bl
b3



SECRET.

Frnore e ieores do SRNSNVER

Sowrce: FBI OGC NSL datsbazne (U8

B. Electronic Communication Subscriber Recards (U

Rourze: P OGL NSL database (10

)
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Source; P QGC NSL database (U

il

C.

Telephone Toll Billing Records (U)

Souree: FBI OGO NSL database {U)

P

source: FBY OGO NBL database L)
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D. Electronic Communication Transactional Records ()

%) Sogroe: FBL QGD N8L oadabass (U}

Soures: FRI OGO NSL database {U)

X

III. Fair Credit Reporting Act (FCRA) National Security Letters (U)

Fair Credit Reporting Act {FCRA] N8Ls fall under two statutes:
15 UR.C 8 168Tula) and (b} and 15 UR.C§ 1681v. {10

A, 1681ufa) and {6} {U)
Section 1681y authorizes the FBI (o issue NSLs to obtain mformation

regarding: {1} identity of financial institutions and {3} consumer identifying
information. (1)

B-0
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1. Identity of Financial Institutions {U}
OULTCE, LAk BCITIRATTIIR] IS B
reports o Congress {L)
8!
Source: DOJ semiannuel olassified
X reporis fo Congress  {U)
L ] F % 3 H : M Fa kil
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Source: MM smypinonual clessified repores to Congross {18
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Sotrce: DOJ semuaranbal clagsifisd
reporEs to Cotggess (L
B. 1681v {Consumer Full Credit
Reports} (U}
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sourge: LGL database ag of May L0000 and DOJ
X seriannual classified reports to Cougress {(U
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1V, Nationsal SBecurity Act National Security Letters {U}
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