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NOTE

In connection with Freedom of Information Act litigation brought by
The New York Times in the Southern District of New York, the OIG’s March
2008 report “A Review of the FBI's Use of Section 215 Orders for Business
Records in 2006,” has been re-released with additional information
declassified by agencies with the authority to do so. The following pages in
this version of the report contain information that was previously redacted:
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I Background (U) (OO PRE:

On May 23, 2006, the U.S. Department of Justice (Department) filed
an application with the Foreign Intelligence Surveillance Court (FISA Court)
seeking a Section 215 order requiring the production of certain records to
the National Security Agency (NSA). Specifically, the application sought
telephone call-detail records, also known as telephony metadata, relating to
all telephone communications mamtamed by certam telecommumcatlons
prov1ders The records were sought fg

concerning the activities o
ersons in the United States and
: lication. si
1 3

telephone ca

program (“NSA program”) authorized by the President on October 4, 2001,
in response to the September 11 terrorist attacks. For several reasons,
including the public disclosure of one aspect of the NSA program in a
December 2005 New York Times article, the government decided to seek

collection of the telephone call-detail records under the authority of FISA
and cease collection under the Presidentially-authorized NSA program.

TS/ SISW/NF—

This appendix summarizes the May 23, 2006, FISA application, the
FISA Court’s May 24, 2006, order authorizing the collection, and the
subsequent modifications to and renewals of the order. The facts and
circumstances surrounding the events preceding the application, as well as
the implementation of the order approving the Section 215 request, are the
subject of an ongoing OIG review of the Department’s and FBI’s involvement
in the NSA program. This appendix addresses the 2005 Reauthorization
Act’s requirement that the OIG examine the FBI’s use of Section 215, one of
which was the Section 215 application for telephone records from certain

telecommunications providers. (FS/SI.SW/NE}._

II. The May 23, 2006, Section 215 Application (TS/SI/NE)

The records sought by the FBI on behalf of the NSA in the May 23,
2006, Section 215 application were all telephone call-detail records, or
telephony metadata, maintained as business records by certain
telecommunications carriers. The application sought the production of
metadata on an ongeing basis for the duration of the period covered by the

1
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Court order. This metadata essentially consists of routing information that
includes the originating and terminating telephone number of each call, and
the date, time, and duration of each call. Telephony metadata does not
inciude the substan‘ave content of any communication or the name,
address, or finag q subscriber or customer. According to
the application, he telephony metadata provided to the
NSA was expected to involve communications that were (1) between the
United States and abroad, or (2) wholly within the United States, including

local telephone calls. {FTS/SHNF)

The purpose of this bulk collection of data, as explained i in the
application, was to allow metadata analysis, which i
significant tool available to the U.S. government in
According to the application, the call-detail records prov1ded to the NSA on
an ongomg basis would be placed in an g he NSA copld th

“queries” against this archive to identify
operatives. The queries would attempt to id
1nd1v1duals reasonably suspected of being

h
(b)(1). (b)3)

application, the telephone numbers selected by the NSA to query the archive
would be known telephone numbers for which, “based on the factual and
practical considerations of everyday life on which reasonable and prudent
persons act, there are facts giving rise to a regsona :

that the telephone number is associated wi
W The application stated that the identification of any

such number believed to be used by a U.S. person would not be based solely
on activities protected by the First Amendment to the Constitution.

(FS7S5HNF)

The FISA apphcatlon stated that the Section 215 order over the course
i the collection of telephony metadata pertai
telephone communications (approximately

day), including records of communications of U.S.
persons located within the United States who were not the subject of any
FBI investigation. The stated justification for this broad collection was the
NSA’s determination that a data archive was needed for the NSA to perform

analysis to find known operatives and to identify unknown operatives of -
some of whom may be in the

United States or in commumcatlon w1th U.S. persons. The application
stated that the primary e ability to
identify past connections — was possible
only if the NSA “has collected and archived a broad set of metadata that
contains within it the subset of communications that can later be identified

2
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as terrorist-related.” According to the application, the NSA estimated that
only a tiny fraction (0.000025 percent or one in four million) of the call-
detail records included in the archive were expected to be analyzed. The
results of any such analysis would be provided, or “tipped,” to the FBI or
other federal agencies. The application stated that the NSA expected to
provide on average approximately two telephone numbers per day to the
federal agencies. The application also stated that the FBI would handle
tipped information in a manner consistent with The Attorney General’s
Guidelines for FBI National Security Investigations and Foreign Intelligence

Collection. (FSASHNE

The FISA application proposed restrictions on access to, and the
processing and dissemination of, the data collected. The restrictions
included the requirement that queries be approved by one of seven NSA
officials or managers, and that queries only be performed with telephone
numbers for which there was a re ble. articulable suspici at they
were associated with In
addition, the application stated that the NSA’s Office of the General Counsel
would review and approve proposed queries of telephone numbers
reasonably believed to be used by U.S. persons. The application also
pointed to several mechanisms for oversight of the use of metadata,
including controls on the dissemination of any U.S. person information, the
creation of a capability to audit NSA analysts with access to the metadata,
and the destruction of collected metadata after a period of 5 years. The
application also stated that the Director of the NSA would inform the
Congressional Intelligence Oversight Committees of the FISA Court’s order,
if granted, requiring the communications carriers to produce the call-detail

records. (FSASHNF)

III. The May 24, 2006, FISA Court Order (TS/SHNF)

The FISA Court approved the Department’s Section 215 application
on May 24, 2006. The Court found that there were reasonable grounds to
believe that the records sought — the telephony metadata — were relevant to
authorized investigations being conducted by the FBI to protect against
international terrorism. The Court’s order also incorporated each of the
procedures proposed in the government’s application relating to access to
and use of the archived metadata. This included a requirement that any
application to renew or reinstate the authority for the bulk collection include
a report describing (1) the queries made since the Order was granted; (2) the
manner in which the procedures relating to access and use of the metadata
were applied; and (3) any proposed changes in the way in which the call-
detail records would be received from the communications carriers.

(FS/SHNF)



|
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The Court’s order was accompanied by%secondary orders to the
telecommunications providers directing each to produce the records
identified in the order and to continue producing such on an ongoing daily
basis for the duration of the order, which was set to expire on August 18,

2006. (FSASHNE
IV. Modifications to and Renewals of the May 24, 2006, FISA Court
Order (FS/SHNF)

On August 8, 2006, the FBI presented to the FISA Court a Verified
Motion for an Amended Order author1zmg the use of the telephon metadata

Nternationa
(b)( )- (b)X3)

ation and Ma
(B)D). (O)3) The proposed
the archive of telephon

modification would allow the NSA also to que
metadata for information associated with

ersons
in the United States and abroad. The government’s motion asked that all
other provisions of the FISA Court’s May 24, 2006, Order remain in place.
The motion was supported by a declaratlon of the Director of the National
Co the use of telephone communications
by The Court granted the government’s
motion for an amended order on August 8, 2006. (FS5/S5HMNH

On August 18, 2006, the FBI filed a renewal application requesting
that the FISA Court authorize the continued collection of the telephony
metadata authorized in the May 24, 2006, Order, as amended by the
Court’s August 8, 2006, Order. However, the August 18 application
modified the prior applications in a few respects, including a request that
the FISA Court increase the number of individuals at the NSA authorized to
approve queries of the telephony metadata from seven to eight, and that the

3 and
(B)(1). (b)(3)

The August 8 application
also included the report required by the FISA Court’s May 24, 2006, Order
describing the queries that had been made since the May 24 order was
granted, the manner in which the procedures relating to access and use of
the metadata has been applied, and any proposed changes in the way in
which the call-detail records would be received from the communications

carriers. (FS/SHNH

The Court approved the government’s August 18 application the same
day it was filed and issued the accompanying secondary orders to the

4
“TOP-SECRET//COMINT/H STELLARWAIND /- NOFORN—



TOP-SECRET//COMINT//STELEARWIND//NOFORN-

communication carriers. The August 18, 2006, order was set to expire on

November 15, 2006. (FSASILLNE)

On November 14, 2006, the FBI filed a renewal application requesting
that the FISA Court reauthorize the collection of the telephony metadata
authorized in the August 18, 2006, Order.

(b)(1). (b)(3)
and that the NSA expected to provide an average
proximately jilitclephone numbers per day to the FBI, an increase of
rom the estimate provided in the May 23, 2006, application. The
November 14 application also included the report required by the FISA
Court’s May 24, 2006, order describing the queries that had been made
since the August 18 order was granted, the manner in which the procedures
relating to access and use of the metadata had been applied, and any
proposed changes in the way in which the call-detail records would be
received from the communications carriers. (FSASHNE

The Court approved the government’s application on November 15,
2006, and issued the accompanying secondary orders to the
communications carriers. Since that time, the government has filed five
additional renewal applications — on February 7, May 3, July 25, October
18, and January 10, 2008 - each of which was approved by the Court.

(FS/SHANE

In June 2007, the government presented a proposed modification to
the telephony metadata collection that sought to add additional foreign
powers to those against whom the collection was targeted. This
modification was approved and incorporated into the Court’s July 25, 2007,
Order. The government anticipates filing the next renewal application for
the collection of telephony metadata in April 2008. FSASHNE
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The Department of Justice Office of the Inspector General
(DOJ OIQG) is a statutorily created independent entity
whose mission is to detect and deter waste, fraud,
abuse, and misconduct in the Department of Justice, and
to promote economy and efficiency in the Department’s
operations. Information may be reported to the DOJ
OIG’s hotline at www.justice.gov/oig/hotline or

(800) 869-4499.
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