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: TWO SEPTEMBER 11 HIJACKERS: I_ALID
..... AL-MIHDHAR AND NAWAF AL-HAZMI

I. Introduction •

In this chapter, we examine the FBI,s handling of intelligence
information concerning two ofthe September 11 hijackers,, Khalid al.Mihdhar

: • • i " " ' • ' " " - " .". " . " : ' _, , _....

and Nawaf al-Hazmi. Mihdhar, Hazmi, and three.other terrorists hijacked and
crashed American Airlines Flight 77 into the Pentagon.

The FBlhas asserted that it learned in late August 2C,01that Mihdhar and
Hazmi were al Qaeda operatives and that they had traveled to _theunited States
in January 2000. In August :2001, the FBI also discovered thatMilidhar had
entered the United States on Ju!y 412001, purportedly for amonth-10ng stay.
In late August, the FBI initiated an investigation t0 deterrr_ine whether Mihdhar
was still in the country andto findhim; The FBI was still searching for him at
the time of the September 11 attacks, _ _

We examined the info_ati0n:that i_e Intelligence Community :andthe
FBI had about Mihdharand Hazmi prior to September 11. We found no
evidence indicating the FBI or any other member of the Intelligence
Community had specific intelligence regarding the September 11 plot'
However, beginning in late 1999 and continuing throug h September 11,2001,
we found five junctures at which the FBI either lem'ned of intelligence :
information about Mihdhar and Hazmi, could haw,_learned, of additional
intelligence information about them, or couldhavedeveloped additional :
information about their location and terrorist connections. These five junctures
were"

• In early January 2000, Mihdhar traveled to Kuala Lumpur,
Malaysia, where he met with other al Qaeda operatives. Intelligence
information developed by the CIA in early•2000 revealed that
Mihdhar was a suspected al Qaeda operative, he traveled to
Malaysia to meet with Otheral Qaeda operatives, and he had a
multiple-entry U.S. visa. The CIA also discovered in March 2000
that Hazmi had traveledto Los Angele,_ in January 2000.
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®:In late January 2000, Mihdhar and Hazmi both traveledt° Los
Angeles and then moved toSan Diego, where they associated with a
former subject of anFBI investigation and also lived with a long ....
time FBI asset. _s6

® In late December 2000 and early January 21)0I, a reliable joint
FBI/CIA source pro-¢ided information related to the FBI's ongoing
investigation of the attack on the U.S.S: Cole. ,57 The source's

information linked Hazmi and Mihdhar with the pro'ported
mastermind of the Coleattack. :

..

® In the summer of 2001, the CIA and the FBI had various
interactions regarding the FBI's investigation of theCole attack.
These interactions touched on the particip_ats in•the •January 2000

'• Malaysia meetings and information developed by the CIA about the
Malaysia meetings.

• InAugust 2001, the FBI learned that Mihdhar had enteredthe
_,,,_ United States on July 4 and began searching for him in early

September 2001 It also learned that the purported mastermind of• ., ". • ...... i .... : . • " ' " :

the Cole attack hadmet with Mihdhar and Haz_ in the Malaysia:
meetings. The FBI didnot locate himbefore t-heSeptember 1t ....
attacks.

Yet, despite these ongoing discussions and opportunities for the FBI to
learn about and_focus on Mihdhar and Hazmi; including their presence in.the
United States; the FBI was not made aware of and did .not comlect important ,
details about them until late August 200 t, a short time before they participated
in the terrorist attacks. Even in August, the FBI's search for 1V[ihdharand
Hazmi was not given any urgency or priority, and was not close to locating
them by the time•of the attacks.

156Hazmihad alsotraveledto andattendedthe January2000meetingsin Kuala
Lumpur,Malaysia.

157As notedpreviously,on October12,2000,twoterroristoperativesin anexplosive-
ladenboat committeda suicideattackon the U.S.S.Colenavaldestroyerduringa brief
refuelingstopat •theport in Aden,Yemen. Seventeensailorswere killedand39 were
woundedin the attack.
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In .this chapter, we describe each of these five opportunities in detail. We
set forth the available intelligence information regardingHazmi and Mih_
that existed at the time, whether the information was made available to: the FBI,
and what additional information about Hazl_ and Mihdha:r the FBI could have

,.. ., ..

developed. In the analysis section of this chapter, we evaluate the problems

that impededthe FBI's handling of the intelligence information about Hazmi
and Mihdhar before September 11.

.,

. , : :•

IL Background ., ......

A. ' OIG investigation
• • . ... .': , . .....

To investigate the issues involving Hazmi and Mihdhar, the OIG asked
forand reviewed all documents the FBI had:regarding them before

September. 11. The FBI search for these documents included searches ofits
AutomatedCase Support system (ACS), Integrated Intelligence Information
Application (IIIA) system, 1.58and CTLink.!S':9 tn addition, searches were

conducted on archived FBI e-mail messages and the FBI Director's briefing
documents., These searches were initially conducted in response to a request:i

.... bythe Congressional Joint iIntelligence Con_'nittee's hqui13, Staff, whichwas
conducting its own inquiry into this subject, The OIG also obtained direct
accessto ACS:so that we could conduct our own searches for relevant

-, documents. In addition, we reviewed hard copy case and informant files to
search for documents relevant to Mihdhar and Haz_i. •

" In addition to reviewing these documents, we conducted more than 70
interviews related tothe Mihdharand Hazmi matter. These included

interviewsof FBI IOSs, special agents, attorneys, and supervisors who had
access to some of the relevant information or participated in meetings or

158IIIA is a database designed to capture comprehensive amounts.of information from
counterintelligence, international, and domestic terrorism investigations. The system

. includes information ranging from biographical data on persons to profiles of terrolist
groups. The FBI describesthe system as "conducive to pulling together information
regardless of office of origin or case."

159CTLink is a shared database used for the dissemination of intelligence information
among agencies within the Intelligence Community.
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operationsrelated tothese hijackers. We also interviewed FBI employees
detailed tothe CIA and FBI agentswho participated in debriefings of
intelligence sources who had relevant information.

Because much of the information discussed in this chapter of the report:
involves the FBI's interactions with the CIA, we also .obtained information
directly from the CIA. The DOJ OIG does not have oversight authority over
CIA operations or personnel, and we therefore did not make as.sessments ofthe
performance of CIA personnel. That issue is the responsibility of the CIA
OIG, which is conducting its own inquiry in response to the JICI report. We
had to rely on the cooperation of the CIA in providing access toCIA wime,sses
and documents that were relevant to the Ot[G's oversight of the FBI.

-.

We interviewed CIA staff operations Officers, analysts, and supervisors,
as well as CIA employees detailed to the FBI, including a CIA:employee
detailed to theFBI's New York Field Office's Joint Terrorism Task Force. (S)

Initially, the CIA made availableto the OIG forreview various

documents that the C_'s "Director of Central Intelligence _"(D_c.I)Review
Group"! 6°had identified as being related to our inquiry. The Review Group
had gathered these and other documents during its review of the September 11
attacks and during additional searches conductedatthe request of the JICI
staff. We didnot have independent accessto CIA databases, and therefore we
could not independently verify that all relevant documents had been provided
to us. However, we had several lengthy sessions with members of the Review
Group at which they identified the documents they used to support their
conclusions regarding Hazmi and Mihdhar. The CIA permitted us to review
but not have a copy of these documents. ,

In addition, a member of the CIA General Comlsel's staff conducted
additional searches for documents relevant to particular disputed issues. As a
result of that review, copies of additional relevant doc,uments were also made
available for our review.

160The CIA formed the DCI Review Group in late 2001 to assist the; CIA in
determining why it had not detected the September 11 plot. The group included former CIA
case officers and CIA OIG personnel.
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• In:response to the JICI report issued in December 201)2,the CIA OIG
initiated a review in February 2003 of the CIA actions relalled to the
September 11 attacks. In July 2003 the CIA OIG _reviewteam informed us it
had several more documentsthatwere relevant to our revie,w. These
documents were made available tous to review, and redacted copies of the
documents were provided to us in November 20021. The CIA OIG review_team
also provided additional relevant documents and information to us that it found
during the course of its review.

In February 2004, however, while we were reviewing a list of CIA
documents that had been accessed by FBI employees assigned to the CIA, we
noticed the title of a document that•appeared to be relevant to this review and
had notbeen previousiydisclosedto us. The CIA OIG hadnot previously
obtained this document in connection with its review. We obtained this

• document, known as a Central Intelligence Report(CIR). This CIRwas a draft
document addressed to the FBI containing information about Mihdhar's travel
and possessionof a U.S. visa. As a•resultof the discovery of this new

:: document, a critical document that we later detemfined had not been sent to the
FBI before the September! I attacks (see SectionlII; A;II4below);i We had to

: re-interviewseveral FBI and CIA employees and obtain additional documents
_: from the CIA. The belated discovery of this CIA document delayed the• " . " . _ •

completion of our review.....
. .

.,

' B. Background ontheCIA

Inthis section of the chapter, wedescribe background information
relevant to the interactions between the CiA and the FBI madthe ways in:which

• they exchanged intelligence.• •We begin witlha discussion of the CIA's
authority and mission, organization, forms of communications, and ways in
which the CIA passed intelligence to the FBI. We also discuss therole of the
FBI's employees who were"detailed" to work at the CIA.

• • . : .,

1. • CIA authority and mission

As discussed in Chapter Two, the National Security Act of 1947 created
the CIA and established itas the nation's lead foreign intelligence agency of

the United States. The CIA engages primarily in the clandestine collection of
"foreign intelligence" information- information relating to the capabilities,
intentions, and activities of foreign governments or organizations, including
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information about their intemational terrorist activities. The CIA is charged
with evaluating and disseminating the intelligence information it collects.

The CIA reports directly to the President through the Director of Central
Intelligence (DCI), who is the head of both the CIA and the Intelligence
Community. The DCI is the primary advisor to the President and the National
Security Council on national foreign intelligence matters. George TenetwaS
namedto that position in 1997.

2:. Organ_ation of the CIA..

Thework of the CIA is conducted primarily through three "directorates":
the Directorate of Operations, the Directorate of Intelligence, _mdthe
Directorate ofScience and Technology. Each is led by a Deputy Directorl
Below we brieflydescribe the relevant structure and positionS within each
directorate.

a. Directorate of Operations
..:. .: •. , • . ,. . .

: :TheDirectorate 0fOperations is responsible for the clandestine .
collection of foreign intelligence, Thistakes place in field offices known as
"stations? 'i_._SmaIlercities _ _" ...... " _" _may have bases, Which are sub-offices of the

• , _. . . • . • . ... . . , :

stations. "Operations officers," also knownas "case officers," are responsible
for collecting intelligence through contacts with human sources and through
the use of technology. Collection management officers, also kaaownas "re,ports
officers," are responsible for takingraw intelligence reported by the operations
officers and removing from itthe information that reveals the ;source, method
of collection, or other sensitive information. Thereports officers publish
intelligence information in a form that can be made available to the Intelligence
Community.

The head of a station or base is usually an operations officer and is
known as a Chief of Station (COS) or Chief of Base (.COB), Stations and bases

!61 The CIA also has field offices within the United States that are part of the National
Resources Division within the Directorate of Operations. They are responsible for the overt
collection of foreign intelligence volunteered by individuals artd organizations in the
country.
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•are usually grouped by geographic division and report to the chief of the
geographic division at CIA Headquarters. Within the geographic division at
CIA Headquarters are ,'staff operations officers," or "desk officers," who;
provide operationalresearch, advice; and other forrns of case management
support, to the officers in the field. .: ....

The CIA's Counterterrorist Center (CTC), which is basedin the
Directorate OfOperations but which draws ,on all I_IA resources, is charged
with preempting and disrupting international terrorism, The CTC is staffed by
managers, analysts, operations officers, desk officers, and reports officers:. :The
CTC collects and analyzes strategic.intelligence on terrorist groups.,and state. : .
sponsors.of;terrorism to. ascertain the capabilities, sources of supporti and .. .. -.
likely t_gets of terrorist elements, .aridto fua'nish detailed information on,... '..

• terrorist-related intelligence to the.Intelligence CommunitT. ._.:.-_ .
..

Atthe time of the events relevant to our review, the CTC operated a unit.. ..: _..... • . . . . .

" .that wecall the "Bin Laden Unit" "that dealt exclusiveb, With issues related
to al Qaeda and Usama Bin Laden..The. Bili Laden-Unit was .later merged .into

i a!argerigr°up:in the CTC. Although staffing leveisfluCtuated,approximately ,.
•;,.. 40-5.0 peopleworked withinthe Bin.Laden.Unit before September 1t, 2001 ....
" The.BinLaden Unit wasknown as a."virtual station" because it operatedffom

within_CIA Headquarters but collected and operated against a subject, much as
stations in the field focus on a country.

b. Directorate of Intelligence
•

• __ The Directorate of Intelligence, the analytical branchof the CIA, is
responsible for the production and dissemination of timely, accurate; and"
objective intelligence analysis onforeign policy issues. It focuses analysis on
key foreign countries, regional conflicts, andissues such as',terrorism and
narcotics trafficking.

.

The Directorate of Intelligence is primarily c,omposed of analysts, who
concentrate on particular areas of expertise, For example, intelligence analysts
are assigned a particular geographic region tomonitor the leadership, ..
motivations, plans, and intentions of foreigngovernments in relation, to U.S.
national security interests. Additionally, counterte_orism analysts stationed in
the CTC produce a range of long-term intelligence products about terrorist.
organizations and provide tactical analytic support to intelligence operations.

229



c. Directorate of Science and Technology

The Directorate of Science and Technolot_ is i'esponsiblLefor creating
and applying technology in support of the intelligence: collection mission: It
employs abroad range of professionals, including computer programmers,
engineers, scientists, andlinguists.

3. The CIA's collection and. internal disseminatiion of
information _ • • .

Official internal communications between entities: withht_the CIA are
normally conducted by an electronic communication i_mownas;a "cable?'
Cables are addressed to the stations, offices, or units vAthin an office from
which some action is expected. Information acceptabl[e for sharing with a
foreign government service is put into a section of a cable called a "tear line."

4. Passing of intelligence information by the CIA to the FBI

The CIA shares intelligence with the rest of the Intelligence Community
through a communication known as a"TD" (',Telegraphic Dissemination").

....... TDs can be sent to other Intelligence:Community agencies, including the FBI,
and are available to the Intelligence Communitythrough the Intelink system:

Another type of intelligence report used by the CIA when conducting
business with other agencies is a CIR, or "Central Intelligence Report." CIRs
are used for disseminating information toa specific agency or group of
agencies. CIRs to the FBI n0rmally concern something occurl:ing in the United
States, involving a U.S. person or an ongoing•FBI •investigation.

• ,

In addition to formal methods of communicating by the CIA to the FBI,
much information can be shared with the FBI informally. CIA andFBI
employees who have similar positions and expertise develop relationships and
communicate informally while working together on related matters, either by
secure telephones or in person. In addition, meetings•are sometimes held to
discuss a matter or a piece of intelligence that is of value to both agencies.
According to the CIA employees we interviewed, when the CIA passed
intelligence information or other kinds of information verbally or by another
informal mechanism to the FBI, the information exchange normally would be
documented through a TD or a CIR. However, they said that not every
telephone call or conversation was documented.
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C. FBI detailees to the CIA Counterterrorist Center
-

In 1996, the FBI began detailing employees to work inthe CIA's CTC.

During the time period relevant to this chapter of the report, five FBI "
employees were detailed tothe CTC's USama Bin Laden Unit in four separate
positions. Two of the positions were filled by personnel from the FBI's

• Washington Field Office, and one position eachwas filled J_om the FBI'SNew
YorkField Office and FBI Headquarters. _62 -- :

• .- . .. . •

uarters detain es1. FBI Headq e :

• One of the FBI detailees assigned to Bin Laden unit, who we caI1 "Eric;'"

held a supervisory position as a deputy chief of the, Bin LadenUnit. 163Eric, an,
•' FBI Headquarters supervisor in the Radical Fundamentalist: Unit, was detailed

to the CTC as a branch chief for a particular terrorist group in September 1997.
In March 1999, FBI Headquarters transferred him :from that part of the CTC to
thedeputychiefposition in the Bin Laden Unit. According to Eric, he was.t0!d.
by;FB! Assistant Director Neil Gallagher that there were a lotof problems-•:':_ . • . ....

..... betweenthe FBI,s New York. Field Office a:ndthe Bin Laden Unit and thathe .

..i .needed to mend the relationship, l_ Eric stated that althoughhe acted.as a •
_.: . liaison between the CIA and the FBI, his pri.ma_ job was to perform .

substantive work related to the Bin LadenUnit' s mission.
• .,, .. ., ..

_: Eric left the Bin Laden Unit in January 2000 and was replaced in July
2000 by an FBI employee who we call "Craig. ''_65By this time, the BinLaden
Unit had.been placed into a newly formed group, which was a.much larger

• ,

• 162Other FBI employees were also detailed to the CIA during _[s time. However, the._ • .:.. .

FBI detailees to the CTC'sBin Laden Unit were the only ones relevant to the issues in this
review.

163A CIA employee was the other deputy chief in the Bin Laden.Unit. Both the FBI
detailee and the CIAemployee reported to the chief of theBin Laden Unit, a CIA employee.

i64Eric told the OIG that when he arrived at Bin Laden Unit, he "walked into a buzz
saw" and there was a greatdeal of animus from CIAempl0yees toward the FBI detailees..
Eric Saidthis experience was vastly different from his tenure in another CTC section, where
he was readily accepted and integrated into the CIA's operations.

165No one filled the deputy chief position between January 2000 and July 2000.
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organization than the Bin Laden Unit. Craig wasdesignated as a deputy chief
in the new, larger group. He described his primary job as being a "referent" for
law enforcement issues. He explained this role as involving coordination
between the FBI and CIA when they wanted to conduct joint interviews or
when the CIA requested assistance with a law enforcement matter.

Eric and Craig had access via .computers on their desks tothe CIA's
internal cables. Eric said that while he was at the CIA, he attempted to read all"
incoming Bin. Laden Unit cables. •However, he said that the amount of cable
traffic was overwhelming and was too much for. one individual to read
consistently. In contrast, Craig told the OIG that he did not believe his job was
to read all the cable traffic and that he did not. even attempt to do so.

...

•. 2.. Washington Field Office detailees

Another FBI .employee detailed to the Bin Laden Unit, anIntelligence.
Operations.Specialist (IOS) who we call "Mary," was assigned to CIA
Headquarters.fromthe FBI, s Washington Field Officein.April 1:99.8.Although
she .wasassigned to work on issues of mutual interestto theFl:_I and the.CIA,._
such as theEas t.Africanembassy b0mbings; 166she also was assigned to work..•
.on unilateral CTCmatters. She said thatas a desk officer, she read and
responded to cable traffic that was pertinent to the matters she was assigned.
She nominally reportedto a supervisor in the FBI's Washington Field Office,
but her work was assigned by her CTC supervisors at the. Bin Laden Unit. _67

The Washington Field Office als0 detailed to the CTC a ;special agent,
who we call "Dwight." His performance evaluations weredone by the
Washington Field Office, but his assignments came from CTC managers. He
focused on the financial aspects of terrorism ancl obtained information through
the CTC to help identify and investigate persons who were responsible for

166On August 7, 1998, nearly simultaneous vehicle bombs were detonated at the U.S.
embassies in Nairobi, Kenya, and Dares Salaam, Tanzania, killing over :200 people ancl
injuring over 4,000.

167Her position was later transferred from the Washington Field Office to FBI
Headquarters' Usama Bin Laden Unit.
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funding terrorism. He had access to CIA cables and reviewed them •for
potential leads or other information related to terrorist financing.

3. New :YorkField Office detailee

• An FBI New YorkField Office agent from its Bin Laden squad, who we
: call "Malcolm,"• was also detailed<to•the CIA's B_nLaden Unit in •early 1999 at:

the request of John O'Neill, the New York Field Office Special Agent in
Charge for Counterterrorism at the time. Malcolm replaced another New•York •
Field Office Bin Laden squad agent Who had left flaeCIA's Bin Laden Unit in
August 1998. _Malcolm toldthe OIG that he was not given instructions as to
his•specific duties at the CIA. He said he understood his job there was tobe
the ',eyes and:ears', of theNew York Field Office and "to monitor" New York
Field Office cases. He said his r01e was to "facilitate inquiiries of mutual
interest,, and to act as a liaison for FBI offices around the country by following-- ..,

up on tracing requests and reporting on theirl status. He stated that he also ....• .

• _: spent a significant amount of timecoordinating with the CTC in preParation for. .,,...

: and d_ng the trials that arose outof the FBI,S investigations into the East
<_ AfricaliEmbassybombings.,Hetold theOIG thai:he did not review all cables;
.... he reviewed only the cables that he thought: were interesting, generally' basedi• ::..

=" solely on his reView of the cable subject line. He said he reported to an SSA.in
• _i_ the NewYork Field Office, not tO anyone at the C.IA.._..

..

•+ Ill. Factual chronology regarding Hazmi and Mihdhar ..

In this section of the report, we discuss in detail the five junctures before
September 1•1,2001, during which the FBI had ml opportunity to obtain or
deyel0p •information about Mihdhar and Hazmi but did not. We describe in
chronological order the sequence of events regarding these five opportunities,
including the information that the FBI obtained or could have obtained about
Hazmi and Mihdhar.

Many of the witnesses told the OIG they did not have specific
recollection of the events and conversations related to the Hazmi and Mihdhar

matter. In addition, we found few notes and documents relating to these events
and conversations. The following is ourbest reconstruction of the events based
on the participants' recollectionsl and the existing documentary evidence.

t

l
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We show a timeline of the Hazmi and Mihdhar events described in this
chapter on the next twopages of the report......

A. Identification in January 2000 of Hazmi and Mihdhar as al
Qaeda operatives

This sectiondescribes the initialdevelopment and dissemination of
intelligence:information concerning Haznfi and:Mihd]har. This intelligence was
obtained by the NSA in late 1999 and early 2000. The intelligence led to a
surveillance operation in Malaysia in which it was discoveredithatMihdhar had
a valid multiple-entry U.S. visa and photographs of Mihdhar meeting with
other al Qaeda operatives were taken.

Therewere several ways the FBI could have acquired this information
from the CIA- through a CIR from the CIA tO the FBI, info_aally through
conversations between aCIA employee and FBI Headquarters, employees, and
through the FBI employees detailed to the CIA reviewing the CIA cable traffic.
We reviewed whether this information was in fact passed to the FBI by the

• .CIA,.and based on the evidence; concludedthat while...the.CIA passed some,of.
the information about Mihdhar to the FBI, it diclnot contemporaneouslylpass
•the information about Mihdhar'sU.S. visa tothe FBL We concluded itwas. .

not disclosed by the CIA until late August2001, shoil:ly before the September
11 terrorist attacks. We also reviewed whether FBI detailees to the CIA

.contemporaneously acquired this information and what action:, if any, they took. .

with respect to this information.
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In addition, the CIA learned in March 2000 that Hazmi had boarded a
United Airlines flight in Bangkok, Thailand, bound for Les Angeles, •

California, on January 15, 2000. '68 We also reviewed whether the. FBI was
informed of this information, and concluded that :itdid not learn about this

information until August 2001.

1. Background

• In late 1999, the Intelligence Community developed significant

intelligence information regardingHazmi and MiMhar. At this time, the
Intelligence Community was on high alert because of concerns involving
possible terrorist activity planned in conjunction with the coming of the new
Millennium. In addition to concerns about attacks at New Year's Eve

celebrations, the Intelligence Community was concerned tlhat a terrorist attack
was planned for January 3, 2000, which in the Islamic calendar is considered a
"night of destiny. ''169 There were additional concerns about potential terrorist
attacks coinciding with the end of Ramadan, around January 6, 2000. l:'°

Several of these planned attacks were uncovered in December 1999. For
example, on December 1, 1999, in Jordan, aplot to disrupt New Year activities
with explosives designed to kill thousands of revelers, including U.S. citizens,
was uncovered and thwarted withthe arrest of 16 people. On December 14,
1999, Ahmad Ressam was stopped at the United States/Canadian border in
Washington state as he attempted to enter tlae United States in a vehicle loaded
with explosives. It was determined later that he had intended to detonate the
explosives at the Los Angeles airport.

To be prepared for possible terrorist activity atthe end of 1999, the FBI
activated its Strategic Information Operations Center (SIOC). The SIOC is

168Mihdhar was also on the same flight, but that fact apparently was not known within
the Intelligence Community until much later, in August 2001.

169During the course of the Cole bombing investigation, it was leamed that artattack
also had been planned against the U.S.S. The Sullivans in Aden, Yemen, on the same date.
That attack failed because the attack boat sank before reaching its target.

170Ramadan is the ninth month of the Islamic calendar. Ramadan begins when
authorities in Saudi Arabia sight the new moon of the ninth month.
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located in a secure area within FBI Headquarters and:contain,; several meeting
rooms, conferencing equipment, communications equipment, computers, and
other operational equipment. It allows the FBI to manage major investigations
or other significant operations 24 hours a day, 7 days. a week. -

During the Millennium period, the FBI operated its International
Terrorism Operations Section from within the SIOC. In addition, the FBI
detailed field supervisors with counterterrorism experience and other
counterterrorism personnel tothe SIOC for around-the-clock monitoring and
response to possible terrorist activities.

At the CIA, additional personnel were called in to work at the CTC and
planned leave was canceled. In addition, personnel fi'om the CIA and other
Intelligence Community agencies were detailed to work in the FBI's SIOC.

During this period, personnel in the FBI"s SIOC prepared two daily
briefings for the FBI Director and his executive staff', one at 7:30 a.m. andthe
other at 4::30 p.m. The daily briefings contained summaries of significant

terrorism investigations and the latest intelligence re][ated to counterterrorism.
Accompanying the briefings were daily threat updates prepared each afternoon
for the Director and his executive staff. The briefings and the threat updates
were prepared by various people throughout tile course of the day and night in
the SIOC.

2. NSA provides intelligence regarding planned travel by al
Qaeda operatives to Malaysia

In the midst of the Millennium period concem,; in late: ]L999,the NSA ,,
analyzed communications' associated with a suspecte,d terrorist facility in the
Middle East linked to A1 Qaeda activities directed against U.S. interests. The
communications indicated that several members of an "operational cadre"' were
planning to travel to Kuala Lumpur, Malaysia, in early January 2000. Analysis
of the communications revealed that persons named Nawaf, l_halid and Salem
were involved. In early 2000, the NSA analyzed what appeared to be related
communications concerning a "Khalid. ''17_

_71The NSA had additional information in its database fiarther identifying "Nawaf" as
Nawafal-Hazmi, a friend of Khalid. However, the NSA informed the OIG that it was not
(continued)
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The NSA's reporting about these communications was sent, among other
places, to FBI Headquarters, the FBI's Washington and New York Field

Offices, and the CIA's CTC. At the FBI, this information appeared in the daily
threat update to the Director on January 4, 2000.

3. Mihdhar's travel and discovery of his U.S° visa

A CIA desk officer working in the Bin Laden Unit who we call
"Michelle" determined that there were links between these people and A1
Qaeda as well as the 1998 East African embassy bombings. In addition, the
CIA identified "Khalid" as Khalid al-Mihdhar. ,

Mihdhar arrived in Kuala Lumpur, Malaysia, on January 5, 2000.
Mihdhar was traveling on a Saudi passport. This passport contained a valid
U.S. visa. Mihdhar's passport was photocopied and sent 1:oCIA Headquarters.

Several CIA cables contemporaneously discussed 1V[ihdhar's travel and
the discovery of his U.S. visa in his Saudi passport. CIA :records show that a
CIA employee, who we call "James ''172and who 'was detailed to FBI

._ Headquarters during the Millennium period, accessed one of these cables
:. approximately two hours after it was disseminated in the morning, and he

accessed another of the cables about eight hours after it was disseminated on

the next morning. James discussed some information about Mihdhar with two
FBI Headquarters employees on the evening of January 5:,which we detail in
Section 7 below.

4. CIR is drafted to pass Mihdhar's visa information to the FBI

Dwight, the special agent detailed to the C][A'S Bin Laden Unit from the

FBI's Washington Field Office, also read the cables discussing Mihdhar's U.S.
visa within hours of each cable being disseminated. CIA records also show

(continued)
asked to conduct research on these individuals at that time, and it did not uncover that
information on Hazmi. It was thought at the time that Salem might be Hazmi's younger
brother, and this was later confirmed.

]72The CIA has asked the OIG not to identify the true names of CIA employees for
operational reasons.
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that Dwight's immediate supervisor in the Bin Laden Unit opened one of the
cables soon after Dwight.

Dwight opened one of the cables, which reported that Mihdhar's visa
application had been verified and that he had listed New York as his intended
destination.

Around 9:30 a.m. on the same moming, Dwight began drafting in the
CIA's computer system a CIR addressed to the UBL Unit Chief at FBI
Headquarters and an SSA in the UBL Unit at FBI Headquarters who we call
"Bob." Dwight's CIR also was addressed to the FBI's New York Field Office.
The CIR first described the NSA information that had been received about

Mihdhar, including the planned travel to Kuala Lumpur, Malaysia in early
January. The CIR also discussed the potential links between the suspected
terrorist facility in the Middle East and the 1998 East Africa embassy
bombings. The CIR stated that photographs of Mihdhar had been obtained and
would be sent to the FBI under separate cover.. The CIR detailed Mihdhar's
passport and visa information, including that Mihdhar had listed on his visa
application his intended destination as New York and that heplanned to ,;tay
three months. Dwight alsowrote that the CTC was requesting "feedback" on
"any intelligence uncovered in FBI's investigation" resulting from the
information in the CIR.

Michelle, the Bin Laden Unit desk officer who originally had taken
notice of the information about Mihdhar and his COl_aectionsto A1 Qaeda,
accessed Dwight's draft CIR less than an hour after Dwight drafted it at
approximately 9:30 a.m. Around 4:00 p.m. on the same day, Michelle added a
note to the CIR in the CIA's computer system: "pls hold off on CIR for now
per [the CIA Deputy Chief of Bin Laden Unit]."

CIA records 'show that the same moming, the CIA Deputy Chief of Bin
Laden Unit, who we will call ,'John," also had read the cable indicating tlhat
Mihdhar's visa was valid and that New York had been listed as his intended
destination. Around 6:30 p.m. on the same day, Jol_a again accessed this cable
and then another cable, the same two CIA cables about Hazrni and Mihdhar in
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the CIA's computer system that Dwight had used in drafting the CIR. CIA
records do not indicate that John accessed Dwight's draft CIR. _73

CIA records show that the CIA employee detailed to FBI Headquarters
who we call James and who discussed the Mihdhar information with two FBI

Headquarters employees, also accessed the draft CIR on the day it was drafted.
In addition, two other FBI detailees accessed the draft CIR: Eric, the other
Deputy Chief of the Bin Laden Unit, accessed it t,.¢¢0hours after Dwight began
writing it, and Malcolm, the New York Field Office's detailee to the Bin Laden
Unit, accessed it two days later.

CIA records show that as of eight days later the CIR had not been
disseminated to the FBI. In an e-mail to John in mid-January, Dwight had
attached thedraft CIR and wrote, "Is this a no go or should I remake it in some
way." The CIA was unable to locate any response to this e-mail.

By mid-February, the CIR had not been sent to the FBI and was still in
draft form in the CIA's computer system. CIA records show that Dwight e-
mailed a CIA contractor who handled computer matters and asked him to

_ delete several draft cables in the computer system unrelated to this matter, but
'_ to save the draft CIR concerning Mihdhar. The contractor accessed the draft

cable in the system the next day.

When we interviewed all of the individuals involved with the CIR, they
asserted that they recalled nothing about it. Dwight told the OIG that he did
not recall being aware of the information about Mihdhar, did not recall drafting
the CIR, did not recall whether he drafted the CIR on his own initiative or at
the direction of his supervisor, and did not :recall _mydiscussions about the
reasons for delaying completion and dissemination of the CIR. Malcolm said
he did not recall reviewing any of the cable traffic or any information regarding
Hazmi and Mihdhar. Eric told the OIG that he did not recall the CIR.

The CIA employees also stated that tlhey did not recall the CIR.
Although James, the CIA employee detailed to FBI Headquarters, declined to

Iv3Accordingto John,onceCIRswere draftedthe CIA's standardoperatingprocedure
was for the drafterto "coordinate"thecIR in thecomputersystem,whichnotifiedthe
personsdesignatedby thedrafterthat therewas a CIRthat requiredtheirattention. He said
that it wasnot standardoperatingprocedureto accessCIRsin draftform.
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be interviewed by us, he toldthe CIA OIG that he did not recall the CIR. John
(the Deputy Chief of the Bin Laden Unit) and Michelle, the desk officer who
was following this issue, also stated that they did not recall the CIR, any
discussions about putting it on hold, or why it was not sent.

5. Mihdhar in Dubai

On the same day that Dwight was drafting the CIR, the CIA reported in
an internalcable additional information about Mihdhar. The cable stated that it

appeared that,despite his multiple entry visa, Mihdhar had not yet traveled to
the United States. The cable then stated that it was up to the CTC as to
whether anyone should inquire with the INS to verify whether Mihdhar had
traveled to the United States. TM

The cable also reported additional infomaation about Mi[hdharwhile he
was in Dubai.

CIA records reveal that this cable also was read by FBI detailee Dwight.

However, Dwight did not include in the daft CIR the additional information
about the lack of any indication that Mihdhar had traveled to United States or
the additional information about Mihdhar in Dubai. '75

6. CIA cable stating that 1Vlihdhar's visa and passport
information had been passed to FBI

Also on the same day that Dwight was preparing the CIR, Michelle, the
Bin Laden Unit desk officer who was following the issue of Mihdhar, prepared
a lengthy cable to several stations summarizing the information that had been
collected at that point on Mihdhar and three other individuals who also were
possibly traveling to Malaysia. The cable began, "After following the various
reports, some much more credible than others, regarding a possible [Bin

174We did not determine whether the CIA actually contacted the INS pursuant to this

suggestion. As we discuss below, we did determine INS records reflect that Mihdhar first
entered the United States on January 15, 2000, and only entered again on July 4, 2001.

_75This cable also was read by James, the CIA employee detailed to the FBI's SIOC.
As detailed below, he later discussed some of its contents with an FBI Headquarters
employee.
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Laden]-associated threat against UIS. interests in East Asia, we Wish t:onote
that there indeed appears to be a disturbing trend of [Bin Laden] associates
traveling to Malaysia, perhaps not for benign reasons."

This cable then summarized the CIA's information that indicated several

individuals were planning to travel to Malaysia. In the paragraph describing
Mihdhar, Michelle stated that Mihdhar's travel documents, including a
multiple entry U.S. visa, had been copied and passed "to the FBI for further
investigation."

This cable -the fifth CIA cable to discuss Mihdhar's U.S. visa -did not
state by whom or to whom Mihdhar's travel documents were passed. It also
did not indicate how they had been passed, or provide an), other reference to
the passage of the documents. Because this cable was an internal, operational
cable, it was not forwarded to or copied to the FBI.

This cable was disseminated to various CIA stations approximately three
hours after Michelle had noted in the cable system that Dwight was directed to

hold off on sending his draft CIR to the FBI "for now per [the CIA Deputy
i_: Chief of the Bin Laden Unit]."

When we interviewed Michelle, she stated that she had no recollection of
who told her that Mihdhar's travel documents had been passed to the FBI or
how they had been passed. She said she wouldnot have been the person
responsible for passing the documents. According to Michelle, the language in
the cable stating "[the documents] had been passed" suggested to her that
someone else told her that they had already been passed, but she did not know
who it was. The CIA DeputyChief of the BinLaden Unit also said he had no
recollection of this cable, and he did not know whether the informatien had
been passed to the FBI.

Neither we nor the CIA OIG was able to locate any other wimess who
said they remembered anything about Mihdhar's travel documents being
passed to the FBI, or any other documents that corroborated the statement that
the documents were in fact passed to the FBI.

7. The Malaysia meetings and surveillance of Mihdhar

After he arrived inMalaysia, Mihdhar was followed and photographed in
various locations meeting with several different people. These events are
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referred to as "the Malaysia meetings." CIA e,mployees wrote several cables
contemporaneously about the Malaysia meetings, which we discuss belowl

a. First cable regarding Mihdhar in Malaysia

The CIA prepared an internal cable stating that Mihdhar had arrived in
Kuala Lumpur on the evening of January 5. The cable also described his
activities with other Arabs who were unidentified at the time. This cable,
which we refer to as the "first Malaysia meetings cablei" did not contain any
information regarding passports or visas.

b° January 5 FBI threat update

It appears that this first Malaysia meetings cable was provided to tile FBI.
Sometime before the daily FBI executive briefing that took place on January6
at 7:30 a.m., the January5 threat update information concerning Mihdhar was
edited in the FBI's SIOC.

This January 5 threatupdate reflected art almost verbatim recitation of
portions of the CIA's first Malaysia meetings cable, including the same
spelling mistake in reference to a particular place in Malaysia, which indicates
that the CIA provided a copy of the first Malaysia meetings cable to the FBI.
However; we were not able to determine who in the FBI received this
information from the CIA or who edited the January 5 threat update. No one
we interviewed at the FBI said they recalled handling information related to
Mihdhar or the January 5 threat update. The threat update contained no
reference to Mihdhar's passport inforrnation or his U.S. multiple-entry visitor's
visa.

The January 5 threat update also was made part of the January 6
7:30 a.m. executive briefing document. This briefing did not contain any
additional information about Mihdhar. The January 5 threat update was the
only official document from this period located by the FBI that referenced the
Malaysia meetings that were discussed in the first CIA Malaysia meetings
cable.
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: c. Discussion between CIAand FBI employees about
Malaysia meetings

As noted above, computer records show that James, theCTC employee
detailed to the FBI's SIOC, read the cables; and tile draft CIR indicating that
Mihdhar had a U.S. visa. Contemporaneous e-mails show that James discussed
the Malaysia meetings with two FBI Headquarters employees in the SIOC in
the early morning hours of January 6. Below we detail the cables and the
evidence about the discussions that took place between the CIA and FBI
personnel in the SIOC about the Malaysia meetings.

Contemporaneous e-mail messages among CIA employees show that
during the night of January 5 James briefed the FBI SSA who we call Bob
about Mihdhar's travel. At the time, Bob was an SSA in the UBL Un.it in FBI
Headquarters, which was operating out of the SIOC during this period.

James wrote an e-mail to several CIA employees in which he stated that
he was detailing "exactly what [he] briefed [the FBI] on" inthe event the FBI
later complainedthat theywere not provided with all of the information about

_ Mihdhar. _76This e-mail did not discuss Mihdhar's passport or U.S. visa.

_ As previously mentioned, James told the CIA OIG that he had no
._ recollection of these events. He declined to be interviewed by us,

Bobtold the OIG that he had no independent recollection of any briefing
from a CIA employee regarding the Malaysia meetings. However, he,"was able

, to locate a scant contemporaneous note that confirmed he had been briefed
regarding Mihdhar and his trip to Malaysia. This note contained no details as
to the content of the briefing and no reference to Mihdhar's U.S. visa..

Bob told the OIG that he does not believe t!hat he had been told in this

conversation about Mihdhar's U.S. visa. Bob stated to us that the presence of a

176James wrote these e-mails in response to an e-mail from another CIA employee who
was detailed to the FBI SIOC. That employee reported on the monaing of January 6 that he
had been asked by an FBI employee for the latest on Mihdhar. James responded in a series
of e-mails that he had already briefed the FBI. The final e-mail by James sets forth the
details of his briefings.
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U.S. visa in Mihdhar's passport would have been extremely i:mportant and
would have triggered a more significant response than his minimal notes.

Bob also told the OIG that he did not know why James chose to brief him
about Mihdhar. Bob said that he was not a designated point Of contact for the
CIA while the SIOC was activated, although he also said that hedid not know
whether there was a designated point of contact in the SIOC. Bob saidthat he
knew James because James had previously been detailed from the CTC to FBI

Headquarters and had worked in ITOS with Bob.

d. Second cable regarding Mihdhar and the Malaysia
meetings

The day afterthe CIA employee discussed the Malaysia meetings with
the two FBI SIOC employees, the CIA sent another internal cable providing
new information about the activities of Mihdhar. This cable, "the second
Malaysia meetings cable," provided information about Mihdhar's activities
once he left the Kuala Lumpur airport and his meetings with 'various
individuals.

e, Discussion between CTC officer and FBI employee
about Malaysia meetings

Shortly after 7:30 a.m. on January 6, James briefed another FBI SSA-
who we call "Ted"- who was detailed to the SIOC from an FBI field office,
about information contained in the second Malaysia meetings, cable. Ted told
the OIG he was working in the SIOC as an "assistant" to the ,day shift
commander and the UBL Unit Chief, but that ]hehad no specific duties.
Because Bob had left FBI Headquarters on a trip to New York by this time,
James briefed Ted to ensure that someone at FBI Headquarters had the latest
information on Mihdhar.

In the same e-mail in which he had detailed what he told Bob, James
provided specifics of what he told Ted. The e-mail also statedthat the CIA
would "continue to run this down and keep the FB][in the loop." The e-mail
did not contain any reference to Mihdhar's pas;sport or U.S. visa.

Based on this briefing by James, Ted prepared an update for the JanLuary
6 afternoon FBI executive briefing. Ted e-mailed the update to the ITOS
Assistant Section Chief at 8:40 a.m. This update reflected the details of t!he
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information Ted had received from James. It did not contain any reference to
Mihdhar's passport or U.S. visa.

Like Bob, Ted told the OIG that he had no recollection of being briefed
regarding the Malaysia meetings. Although he said he did not recall these
events, Ted asserted he did not believe that he had received Mihdhar's passport
or U.S. visa information because if he had he would have unquestionably
recognized their significance and documented such information in the update
for the executive briefing.

Ted told the OIG that he did not know why James briefed him about the
Mihdhar information. Like Bob, Ted stated he was not a designated point of
contact for the CIA while the SIOC was activated. Ted also knew James

because of James' previous detail to ITOS :inFBI Headquarters when Ted
served as an SSA in the RFU.

f. Cables updating the Malaysiia meetings information,
including Mihdhar's travel to Bangkok

On January 8, the CIA reported in another internal cable that a new
,: individual had joined Mihdharand the others, and. that additional surveillance

photographs were taken. The cable did not state how many photographs were
taken or what would be done with the photos.

: In another cable sent five hours later, the CIA reported in an internal
cable that Mihdhar and two of the unidentitied men - one ,ofwhom turned out
tobeHazmi - departed Malaysia from Kuala Lumpur airport en route to
Bangkok, Thailand.

g. Cables regarding Hazmi's travel to the United States

On January 9, the CIA's Bin Laden Unit prepared a cable asking that
Mihdhar and his associates be identified while in Thailand. CIA records show

that on January 13, the CIA was attempting to locate •Mihdhar and his traveling
companions. In addition, Mihdhar had been watchlisted at:the airport in the
event that he attempted to leave Thailand. •

Several weeks later, CIA officers in Kuala Lumpur fbllowed up with
their Bangkok counterparts for additional information about Mihdhar and his
traveling companions. Approximately two weeks later, Bangkok repovled that
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there was a delay in responding due to difficulties in ,obtaining the requested
information.

In early March 2000, officials in Bangkok reported internally that it had
identified one of Mihdhar's traveling companions as Nawaf al-Hazmi. The
cable reported that Hazmi had traveled to Bangkok on JanuarF 8 and had
subsequently traveled on a United Airlines flight to Los Angeles, California on
January 15. The cable also stated that Mihdhar had arrived in Bangkok on
January 8 but that it was unknown if and when he had departed. _vvIn addition,
the cable identified the third traveler as Salah Saeed Mohanm_ed Bin Yousaf. 178

CIA records show that none of the FBI detailees accessed this early
March cable. The OIG found no documents ol, witnesses indicating that the
information that HazlN had traveled to Los Angeles on January 15, 2000, was
shared with the FBI at this time. Rather, as we',discuss below, this fact was not
shared with the FBI until August 2001.

We found no indication that CTC personnel took any action with regard

to the important information that Hazmi had traveled to the United States.. For
example, he was not placed on any U.S. watchlists. The day after Bangkok
Station reported about Hazmi's travel to Los Angeles, one office that received
the Bangkok cable sent a cable to the CTC stating the Bangkok cable regarding
Hazmi's travel had been read "with interest." Yet, despite this effort to flag the
significance of this information, the cable was not shared with the FBI and did
not result in any specific action by the CIA.

As we discuss below, it was not until August 2001 that FBI tteadquarters
personnel learned that on January 15, 2000, both Mihdhar and Hazmi had left
Thailand and traveled to Los Angeles, California, where they were both

177In fact, Mihdhar had traveled to the U.S. with l[-Iazmion January 15, 2000. This fact
was not discovered by anyone in the Intelligence Community until August 2001.

_78Yousafleft Bangkok on January 20 for Karachi, Pakistan. Some time after
September 11, Yousaf was determined to be Tawfiq Muhammad Salih Bin Rashid al Atash,
a/k/a Khallad, the purported mastermind of the Cole attack. We discuss the FBI's discovery
of information about Khallad and the Cole attack, and the FB]['s opportunities to connect
Khallad to the Malaysia meetings, in Section III, C below.
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admitted into the United States on non-immigrant visas and authorized to

remain until July 14, 2000.

8. OIG findings regarding FBI's knowledge about Mihdhar
andthe Malaysia meetings

We discuss here our findings regarding the FBI's kxlowledge of
information about Mihdhar and the January 2000 Malaysia meetings, including
whether the intelligence information concerning Mihdhar's valid multiple entry
U.S. visa and Hazmi's travel to the United States in January 2000 was passed
to the FBI. Several witnesses told the OIG that Mihdhar's possession of a U.S.
visa provided a clear domestic nexus that should have triggered the passing of
this information from the CIA to the FBI.

At the outset, we note that the CIA has acknowledged that it obtained
information that Mihdhar had a U:S. visa and that Hazmi hadtraveled to the

United States, and that the CIA should have placed their names on U.S.
watchlists, but that this did not occur. _79 The CIA OIG is :reviewing this matter
to determine why this failure occurred and who ,'1_,responsible for it.

_- a. Forma_ passage of information from the CIA to the FBI
" ,._._.'

As noted above, the formal method of communicating intelligence

information between the CIA and the FBI was an intelligence report called a
CIR. CIA records show that between July 1999 and September 10, 2001, the
Bin Laden Unit disseminated over 1,000 CIRs, most of which were sent to the

FBI. CTC employees as well as FBI detailees to Bin Laden unit had authority
to draft CIRs, and the detailees collectively drafted over 150 CIRs to the FBI
during this period. However, CIRs could only be disseminated by persons with

authority to "release" the CIRs. _8°In the Bin Laden Unit, only supervisors,

179Mihdhar and Hazmi were placed on watchlists by other countries, including
Thailand.

_80Once a supervisor approved a CIR for release, it was electronically disseminated by
a unit in the CIA known as the Policy Community Action Staff.
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including John and Eric as the deputy chiefs of the station, had authority to
release CIRs. _8_

Dwight drafted a CIR in which he summarized the infolnnation that had
been disseminated by the NSA about Mihdhar. He also provided detailed
information about Mihdhar's passport, visa, and visa application indicating that
New York had been his intended destination. According to CIA records, this
CIR never was disseminated to the FBI. A desk officer's note on the draft CIR
indicated thatlthe Deputy Chief of the Bin Laden Unit, John, had instructed the
draft CIR be put on hold, and Dwight contacted him through an e-mail about
the disposition of the CIR a week later. Despite this e,mail, the evidence
clearly shows that the CIR never was disseminated to the FBI.

The evidence shows, however, that Dwight acted in accordance with the
system that was in place at the time by drafting the CIR to formally pass the
visa informationto the FBI. In accordance with Bin Laden Unit policy,
Dwight was not permitted to pass the CIR to the FB][without permission..

All of the witnesses stated, however, that they did not recall the CIR or
any communications about it. Other than the note written bythe desk officer,
we found no documentaryevidence about why the C_:IRwas not disseminated.
Thus, we were unable to determine why it was not sent.

The information in the CIR, which was documented in the appropriate
format for passage to the FBI, was potentially significant to the FBI and ..should
have been passed to the FBI. We believe it was a significant failure for the
CIR not to be sent to the FBI.

b. Informal p_ssage of information from CIA to FBI

We also considered what information that James, a CIA detailee to the
FBI, informally passed to FBI Headquarters and whether he :informed anyone
of the visa information about Mihdhar. Based on the contemporaneous e,-mails
in which James documented in detail what he told FBI SSAs Bob and Ted, we
concluded that he reported to the FBI the information regarding Mihdhar's

181CIA records show that Eric released five CIRs during his tenure at the Bin Laden
Unit.
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transit through Dubai, his arrival in Kuala Lumpur, his activities after his
arrival, and his meeting with other suspected al Qaeda operatives. It is far less
clear, however, whether he provided Mihdhar's passport and U.S. visa
information to the FBI.

We do not believe that James briefed either Bob or Ted on Mihdhar's

passport or U.S. visa information. First, nothing in Bob's contemporaneous
notes or Ted's e-mail or briefing update referred to Mihdhar's passport or visa
information. Bob and Ted also stated forcefully and credibly to us that they
would have recognized the significance of a U.S. visa in flaehands of a
suspected al Qaeda operative and at a minimum would have included such
information in their notes or reports.

Moreover, James wrote a detailed e-mail to document the contents of his
conversations with Bob and Ted. Since the stated purpose of James' e'mail
was to prevent the FBI from later claiming he had failed to brief them on some
important details, he had every incentive to include all relevant details in that e-
mail. At the time he wrote this e-mail, he had read three of the CIA cables

indicating that Mihdhar had a U.S. visa, as well as the draft CIR. Yet, James'
e-mail contained no mention of Mihdhar's passport or visa.

_, We found only one piece of evidence suggesting that the FBI was made
aware in January 2000 of Mihdhar's U.S. visa- the early January cable by the
desk officer who we call Michelle which stated that Mihdhar's travel
documents, including a multiple entry U.S. visa, ihadbeen copied and passed
"to the FBI for further investigation." We could not, however, find any
evidence to corroborate that this information actually had been passed to the
FBI.

• This cable did not state by whom or to whom the documents we,re passed
or make any other reference to the passage of the documents, The cable was an
internal cable, which means it would not have been forwarded to or accessible
to the FBI. In addition, Michelle, the CIA desk officer wJhowrote the,,cable,
had no recollection of who told her that the documents had been passed or how
they had been passed. She said that she would not have been responsible for
passing the information but instead would have been told by someone else that
the documents had been passed.

We were unable to locate any wimess who said they remembered
anything about the documents being passed to the FBI, as',Michelle's cable
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asserted. Even if her cable was accurate, and she had been told by someone
that the documents had been passed to the FBI, there is no evidence that such
information was correct. The CIA and FBI witnesses we interviewed described

this period as very hectic and said they were flooded with information, Several
witnesses suggested that these hectic circumstances ,could have created an
environment where unintentional misunderstandings might have occurred
about whether information was actually passed to ot]herIntelligence
Community agencies.

We also searched ACS for any FBI record of the travel documents having
been provided to the FBI, since this cable indicated that a physical copy of the
documents; not merely information about the documents, was passed. We
found no reference to the documents.

Aside from this cable, we found no other evi_de,nce that the information or
documents about Mihdhar's passport or visa information was. in fact provided
_tothe FBI during this time period.

,.

c. FBI detailees' handl_ng of information on Mihdhar

As discussed above, five FBI employees were detailed to the CTC to
work on Bin Laden matters during 2000 and 2001, and all hacl access at their
desks to CIA intemal cable traffic. Four 6f those employees- the supervisor
who we call Eric, the IOS who we call Mary, and the agents who we call
Dwight and Malcolm- were at the Bin Laden Unit in Januaa2¢2000 when the
Malaysiameetings occurred. _SzWe considered how each handled the
intelligence information concerning Mihdhar during this period.

After reading two of the cables indicating that Mihdhar had a U.S. visa,
Dwight prepared a draft CIR to officially notit_ the FBI about that infommtion,
since the U.S. visa presented a nexus between Mih_tar and the United States.
But the CIR was not provided to the FBI. However, we also ,examined whether
any of the detailees took any other action to notify FBI Headquarters or, in
Malcolm's case, the New York Field Office, about the infommtion Concerning
Mihdhar.

182The fifth detailee - the manager who we call Craig - did not arls[veat the CTC until
July 2000.
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The evidence shows that eachFBI detailee reviewed some of the cables
about Mihdhar's U.S. visa. Dwight accessed several of the cables that
indicated Mihdhar had a U.S. visa, such as the cables stating that Mihdhar had
transited through Dubai and had a U.S. visa, the cable stating that Mihdhar's
visa application listed New York as his intended destination in May 1999, and
the cable stating that based on a review of Mihdhar's visa, it did not appear that
he had actually traveled to the United States.

Malcolm also accessed the cable stating that Mihdhar's visa application
listed New York as his intended destination in May 1999, and the cable stating
that it did not appear that Mihdhar had actually traveled to the United States.
Malcolm also accessed the two cables stating that Mihdhar had arrived in
Kuala Lumpur and that surveillance photos showed him meeting with others in
Malaysia. Malcolm also accessed Dwight's draft CIR indicating passage of the
visa information to the FBI, including the New York Field Office.

Mary accessed the January cable stating that Mihdhar's travel documents,
including a multiple-entry U.S. visa, had been passed to theFBI, but she did
not access the previous cables reflecting the visa information or Dwight's CIR.

_ She also accessed the two cables stating that Mihdhar had arrived in Kuala
Lumpur and that surveillance photos showed him meeting with others in

_ Malaysia.

Eric did not access these cables, but he accessed Dwight's draft CIR
which detailed Mihdhar's visa information and which summarized the NSA
information.

However, Dwight, Malcolm, Mary, and Eric all told the OIG that they
did not recall anyone from the CIA bringing to their attention the fact that
Mihdhar had a U.S. visa. In addition, despite the records of their access to the
cable traffic or the CIR, they all told the OIG that they did not recall
discovering at the time- such as by reading a cable- that Mihdhar had a U.S.
visa. _83As discussed above, Dwight told the OIG that he did not even recall

_83The detailees also told the OIG that they did not necessarily read all of the cables
they accessed. They explained that they often skimmed cables to determine if any action
was required on their part or to find specific information in connection witha particular
assignment or issue.
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writing the CIR or even being aware of the Malaysia meetings or of the filct
that Mihdhar had a U.SI visa, Eric told the OIG that his CIA .counterpart-
John, the CIA Bin Laden Unit Deputy Chief- mentioned the Malaysia
meetings and that surveillance photos had been taken, but Eric didnot recall
ever hearing anything about Mihdhar having a U.S. visa. Mary told the OIG
that she did not recall even being contemporaneously aware of the Malaysia
meetings. TM Mary explained that she didnot have reason to be made aware of
the Malaysia meetings at the time because the matter had been assigned to
another CIA desk officer- Michelle (the one who wrote the cable indicating
that Mihdhar's travel documents had been passed to the FBI).

Malcolm said he was not aware of the fact that Mihdhar had a U.S. visa

until after September 11. He stated, that he recalled being shown the Kuala
Lumpur photos, but he could not remember whether that was before or after
September 11. He said that it was not until he wasshown the:Kuala Lurnpur
photos that he became aware of the Malaysia meetings.

Yet, the evidence shows that all had accessed contemporaneously cables
indicating that Mihdhar had a U.S. visa, which was Jimp0rtant intelligence
information that was never provided to FBI Headquarters. They did not violate
any specific policy or procedure in their handling of the information, and they
did not have the authority to unilaterally pass CTC information to the FBI
without permission. This restriction included any in:formal passage of the
information, such as by telephone call or in-pe,rson discussions. However,
none of them, particularly Dwight, ensured that the i:nformation was provided
to the FBI ....Dwight drafted a CIR that would have provided the FBI with the
important information about Mihdhar, but the CIR was not released by the
CIA. Although Dwight followed up a few days later to ask whether the cable
was going to be sent or whether he should remake it in some other way, there is
no record of a response to his request, and no one could explain why the cable
was not sent. We believe it was critical that the information be sent. We found
no indication that this ever happened.

184Whenwe showedMarycopiesof an e-mailwrittenby the CTCofficerwhohad
briefedSSABob and Ted,whichindicatedthat she was copiedon the e-mail,she saidthat
she didnotrecallhavingread the e-mail.
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This failure to send the information to the FBI, in our view, was also
attributable to problems inhow the detailees were, instructed and supervised,
and that these problems significantly impeded the flow of information between
the CIA and the FBI. We discuss these systemic ]problem,; in detail in our
analysis section later in this chapter.

d. OIG conclusion

In sum, theevidence shows that in January and March 2000, the CIA
uncovered important intelligence information about Mihdhar and Hazrni:

• They were al Qaeda operatives who had traveled to Malaysia, where
they were photographed meeting with other Suspected al Qaeda
operatives;

° They traveled to Bangkok with a third person;

° Mihdhar had a valid, multiple-entry U.S. visa; and

• Hazmi had traveled toLos Angeles in January 20(3,0.
a,.

Yet, we foundthat the CIA did not share significant pieces ofthis
_-;.

; information with the FBI- that Mihdhar hada U.S. visa and that Hazmi had
__

,, traveled to Los Angeles. An FBI detailee at the CIA drafted a CIR to share this
information with the FBI, but that information was not released by the CIA to
the FBI. We were unable to determine why' this did not occur. No one we
interviewed said they remembered the CIR or why it was not sent to the FBI.
We consider it a significant failure for this CIR not to be sent to the FBI.

..

In addition, the evidence shows that the limJitedinformation that was
provided to FBI Headquarters - that Mihdhar traveled to Malaysia and met
with other suspected al Qaeda operatives - was never documented by the FBI
in any system that was retrievable or searchable, thus limiting the usefialness of
the information that was shared. The FBI's; only official record of having
received this information was inthe hard copies of the January 5 threat update,
which was attached to the January 6 executive briefing, and Ted's e-mail
summarizing information from his discussion with the CIA employee. We
discuss this and other systemic problems in our analysis section below.
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B. Hazmi and Mihdhar in San Diego

1. Introduction

The second set of events that may have led the FBI to discover Mih_ar
and Hazmi's presence in the United States related to their stay'in San Diego.
As noted above, on January 15, 2000, Mihdhar and Hazmi boarded a flight in
Bangkok, Thailand, for Los Angeles. They were admitted to the United _=,tates
on non-immigrant visitor visas and authorized to remain in the U.S. until
July 14, 2000. Shortly after arriving in LOsAngeles,. they traveled to San
Diego, California, where they were aided in finding a place to Stayby Omar
al-Bayoumi. Bayoumi had been the subject of an FBI preliminary intelligence
investigation that had been closed.

In late May 2000, Hazmi and Mihdhar rented a room in the residence of
an FBI asset. _85Mihdhar remained in San Diego until June 10, 2000, when he
left the United States. 186Hazmi remained in the San Diegoareauntil
approximately December 2000, when he moved to the Phoenix, Arizona area.
In Phoenix, Hazmi lived for approximately three months with another
September 11 hijacker, Hani Hanjour. In April 2001., Hazmi and Hanjour
movedto New Jersey and remained on the East Coast untilSeptember 11

While residing in San Diego in 2000, Mihdhar and Hazmi did not act in
an unusual manner that would draw attention, but they did not attempt to ihide
their identities. Using the same names contained in t]heirtraw_ldocuments and
known to at least some in the Intelligence CorrmmniVy, they rented an
apartment, obtained driver's licenses from the state of California Departrnent
of Motor Vehicles, opened bank accounts and receiw_d bank credit cards,
purchased a used vehicle and automotive insurance, took flying lessons at a
local flying school, and obtained local phone service that included Hazmi's
listing in the local telephone directory.

t85This kind of individual is often referred to as an "informant" - the common

vemacular for an individual providing information to an investigative agency. Within the
FBI's foreign intelligence program, they are known as assets.

186Mihdhar departed from Los Angeles on Lufthansa Airlines.
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Although Hazmi and Mihdhar were in San Diego fc,r a significant period
of time,• the FBI did not learn of their presence there until after September 11,
2001. After September 11, much would be learned about Hazmi and
Mihdhar's time in San Diego and the Intelligence Community's missed
opportunities to find and investigate them before', the terrorist attacks in which

they participated. In this section, we descfib_ the, facts surrounding Hazmi and
Mihdhar's residence in San Diego, including their associations with two
persons known to the FBI.

2, Hazmi and N[ihdhar's association with Bayoumi

Omar al-Bayoumi is a Saudi Arabian nationalwho came to the United
States in 1993. In early 2000 he had been living with his wife and four
children in San Diego for at least four years. Although he described himself to
others in San Diego as a graduate student in business administration, he took
Classes intermittently and was not enrolled in a program of study. He did not
work in the United States and received a monthly stipend of $4,000 plus "other

allowances," ranging from $465 to $3,800 each month, from Dallah/Avco, a
ii" Saudi contractor to the Pres!dency of Civil Aviation. _87Bayoumi was active in
.... the San Diego Muslim community and was involved in the establishment of

several mosques in the United States.
.....

In September 1998, the FBI's San Diego Field Office opened a
•

preliminary inquiry on Bayoumi based on allegations raised by the manager in
the apartment complex where he was living atthe time. The manager alleged
that Bayoumi had received a suspicious package :from theMiddle East, and the

maintenance worker for the apartment complex had noted strange wires in
Bayoumi's bathroom. In addition, the manager reported fi'equent gatherings of
young Middle Eastern males at Bayoumi's apartment on weekend nights.

The FBI case agent conducted a limited investigation of Bayoumi, but the
preliminary inquiry was closed in June 1999 and was not converted to a full

187Bayoumi was employed by the Saudi Presidency of Civil Aviation from 1!975 until
1995 and became a contractor for the organization begimfing in 1995.
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field investigation, lss As a result, the FBI was no lorigerinvestigating Bayoumi
at the time that Hazmi and Mihdhar met Bayoumi in Februaly 2000. However,
the following paragraphs describe what was later learned about Bayoumi's
interactions with Hazmi and Mihdhar.

On February 1, 2000, Bayoumi traveled by car from San Diego to Los
Angeles, to resolve a visa issue at the Saudi consulate. Bayoumi invited an
associate, Isamu Dyson, to accompany himi_89 Dyson provided the following
account to the FBI of the trip with Bayoumi. _9°

Dyson said that at the time of the invitation, Bayoumi mentioned a :Los
Angeles restaurant serving halal food where they could eat lunch after
Bayoumi's meeting at the consulate, t9_After Bayoumi spent approximately
one hour at the Saudi consulate, he and Dyson went 1:0the restaurant but
discovered it had been converted to a butcher shop. The butcher shop
employees recommended another nearby halal restaurant, the "Mediterranean
Gourmet?' Bayoumi and Dyson walked to that restaurant. While they were

eating there, Hazmi and Mihdhar entered the restaurant and the four talked in
•Arabic. Although Dyson had limited Arabic language skills, he said that
Bayoumi kepthim apprised of the content 0ft:he conversation. Hazmi and
Mihdhar told Bayoumi that they were in the United States to study English, but
they did not tike living in Los Angeles. Bayoumi invited the men to visit San
Diego and offered to assist them. Bayoumi provided[ the men with his phone
number. Bayoumi and Dyson left the restaurant, and after stopping at a nearby
mosque for sunset prayers, returned to San Diego. Dyson asserted that the
encounter with Hazmi and Mihdhar seemed to be a coincidental meeting.

Within several days of the meeting, Hazmi and Mihdhar accepted
Bayoumi's invitation and traveled to San Diego. In ;SanDiego, Bayoumi

188In Section IV B 1 of this chapter, we examine the inwestigative steps taken by the
FBI in this preliminary inquiry and assess the appropfiatenes,; of the decision to close;the
inquiry:

189Dyson is an American Caucasian who converted to Islam. He has since changed his
name to Caysan Bin Don.

_90Dyson provided the information to the FBI in an interview after September 11.

191Halal is an Arabic word meaning "lawful" or "permitted."
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arranged for Hazmi and Mihdhar torent an apartment on Mount Ada road in
the same apartment complex where Bayoumi lived. Bayoumi also co-signed
their lease. Shortly after Hazmi and Mihdhar moved into the apartme,nt,
Bayoumi hosted a party to introduce them to the local Muslim community.

Within a few weeks of moving into the apartment, Hazmi and Mihdhar
filed a 30-day notice to vacate the apartment, apparently to move to another
apartment. However, they later rescinded the vacate notice and continued to
lease the apartment until June 2, 2000.192

The apartment manager told the FBI that Bayoumi paid Hazmi and
Mihdhar's first month's rent and security deposit: because they had not yet
established a local bank account and the apartment complex would not accept
cash. A review of Bayoumi and Mihdhar's financial records after September
11,2001, indicate that Bayoumi was reimbursed for this expense on tlhesame
day it was paid. 193

3. Hazmi and Mihdhar's communications

* OnMarch 20, 2000, a long distance telephone call was placed from
:' Mihdhar and Hazmi's Mount Ada apartment to a suspected terrorist facility in
_: the Middle East linked to al Qaeda activities. (See Section III, A, 2 above.) A

record of the call was captured in the toll records. After tlheSeptember 11
attacks, the call was identified through a record check.

192Bayoumi left the United States for some of the time Hazmi and Mihdhar lived in the
apartment. INS records do not indicate when Bayoumi left the country, but the re.cords
indicate that he obtained a United States visa in Jeddah on May 10, 2000, and returned to the
United States onMay 31, 2000. Bayoumi left the United[ States permanently in July 2001
and was living in England on September 11,2001.

193Bayoumi's bank records show a cash deposit in the exact anaount of the re,nt and
security deposit ($1,558). Mihdhar's financial rec:ords also indicate, that he opened an
account with a deposit of $9,900 in cash within seven minutes of Bayoumi's cash deposit,
which suggests that they were in the bank together.
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4. Hazmi and Mihdhar's association with an FBI asset

beginning in May 2(}00

Sometime in May 2000, Hazmi and Mihdhar moved out of the apartment
Bayoumi had found for them on Mount Ada Road and moved as boarders into
the home of an asset of the FBI's San Diego Field Office. i94 Hazmi and
Mihdhar met the asset at the mosque they attended. _95Mihdhar stayed at the
asset's residence until June 10, 2000, when he left the United States. Hazmi
resided in the asset's house until December 10, 2000,. when he moved to
Arizona.

a. Background on the FBI asset

In 1994,.the asset was recruited by San Diego FBI Special Agent w]ho we
call "Stan." The FBI had interviewed the asset in co_mection with a bombing

investigation severalyears before. Stan remained the asset's ihandling agent-
or "control agent" - until Stan retired in February 2002.196

The asset was opened as an asset on May 14, 1994. L97He worked as an
informational source, providing to the FBI information acquired in his normal
daily routine. He normally was questioned about specific individuals who
were under investigation by the FBI, although he occasionally volunteered
information that he thought might be rel[evant. Accerding to Stan, during some

194The OIG was not able to interview the asset. The Joint Intelligence Committee
Inquiry had attempted to interview the asset without success. The Corrmaitteethen
submitted interrogatories that the asset declined to answer, asserting his Fifth Amendment
privilege. The asset indicated through his attorney that if subpoenaed bigthe Committee, he
would not testify without a grant of immunity.

195There is some dispute about whether Hazmi and Mihdhar actually responded to an
advertisement for boarders posted by the asset or whether they were inta'oducedto the asset.
The OIG did not have access to the witnesses who could address this issue.

196Stan was interviewed twice by the JICI staff, and he testified bet'ore the Joint
Intelligence Committee. After his retirement from the FBI, Stan declined repeated requests
for an OIG interview. The OIG does not have authorit3,to subpoena individuals and cannot
compel former Department of Justice employees to submit to an interview.

197Initially the asset was not paid. In July 2003, the asset was given a $100,000
payment and closed as an asset.
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periods, he Would talk to the asset several times per day, but there were periods
in which he did not talk to him for several weeks or months. Stan said that

many of their conversations were about family matters, the informational
asset's health, and other non-substantive issues.

In 1996, theasset began renting out rooms _nhis home. Prior to
September 11,2001, he had 14 different boarders in his house, including
Hazmi and Mihdhar. When Hazmi and MiJhdharrented rooms from the asset in
2000, two other persons also were renting rooms there.

b. Information from asset on Hazmi and Mihdhar

It is not clear what information the asset provided to the FBI about
Hazmi and Mihdhar before the September 11 attacks.

After the September 11 attacks, the FBI inte,rviewed the asset and asked
about the conduct and activities of Hazmi and Mfhdhar while they were living
with the asset. In those inters'Jews, the asset desc_ribed them as quiet tenants
who paid their rent. He said they were good Muslims who regularly prayed at

:_ the mosque. The asset said that Hazmi and Mihdhar often would :go outside
_. when using their cellular telephones. The asset insisted that he noted no
,_ indicators of nefarious activity by Hazmi or Mihdhar that should have resulted

in his reporting their identities to the FBI. _9'8

The asset was asked what information he provided to Stan about Hazmi
and Mihdhar before September 11. In these interviews, the asset provided
conflicting accounts regarding the information on Hazmi and Mihdhar that he
had disclosed to Stan. The agent who interviewecl the asset - this agenthad
taken over as the asset's control agent ariel"Stan's retirement from the FBI -
told us that the asset said he told Stan about his boarders in general terms,
although he had not fully identified Hazmi and Mihdhar. The control agent
said that the asset later said that he had not told Stan about the boarders at all.

_98The FBI opened an investigation after September 11 to determine whether the asset
was involved in the attack. The asset has Consistently maintained after September 11 that he
had no suspicions about Hazmi and Mihdhar. The results; of a polygraph examination on his
potential role were inconclusive. Based on its investigation, however, the San Diego FBI
concluded that the informational asset had not been complicit in plotting the attacks.
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Although Stan declined to be interviewed by the OIG, after
September 11, his FBI supervisors had interviewed him about, the asset. Stan
also had discussed the asset with co-workers and was interviewed by, and.
subsequently testified in, a closed session before the Joint Intelligence
Committee. _99Stan reported that the asset had told him contemporaneously
that two Saudi national visitors were residing in a room at his residence. Stan
said that the asset merely provided the first names of the boarders, Nawaf and
Khalid. Stan contended that he had asked the asset for the boarders' last names
but never received them and did not follow up. He said that t]heasset told him
that his boarders were in the U.S. on valid visitors' visas, and they planned to
visit and to study while they were in the country. In addition, Stan said that the
asset told him that he believed that the two boarders were good Muslims
because of the amount of time that they spent at the mosque. Stan stated that
hedid not recall the asset ever telling him that either of the boarders had
moved out. According to Stan, the assetdid not describe his ]boarders as
suspicious or otherwise worthy of further scrutiny. Stan reported that he :never
obtained Hazmi and Mihdhar's full identities from the asset and that he did not

conduct any investigation of them.

5. OIG conclusion

In sum, the FBI did not obtain information about Mihdhar's and Hazmi's
time in San Diego, either as a result of the Bayoumi preliminary inquiry or
from the asset. In the analysis section of this chapte:r, we evaluate Stan's
actions with regard to Hazmi and Mihdhar and whether he should have pursued
additional informationabout who was living with one of his assets.

C. Mihdhar's association with Khallad, the purported mastermind
of the Cole attack

The third potential opportunity for the FBI to acquire information about
Hazmi and Mihdhar occurred in January 2001, when a joint FBI/CIA source
identified an al Qaeda operative in photographs of the January 2000 Malaysia
meetings that Hazmi and Mihdhar had attended. However, the FBI has

199The OIG was permitted to review the transcripts of Stan's testimony before the Joint
Intelligence Committee's Inquiry.
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asserted that it did not learn of the source's iden6fication ofthe al Qaeda

operative at the Malaysia meetings until much later in 2001, just before the
September 11 attacks. This section of the report describes the events
surrounding this third opportunity for the FBI to focus on Hazmi and Mihdhar.

1. Background

In 2000, the CIA and the FBI began debriefing a source who provided
significant information on operatives and operations related to Usama Bin
Laden. The source gave the CIA and the FBI information about an al Qaeda

operative known as "Khallad" and described him as being involved with the
East African embassy bombings in August 1998. Shortly after the U.S.S. Cole

was attacked in October 2000, the CIA and the FBI received a photograph and
information that a man named "Khallad" was the purported mastermind behind
the attack on the Cole. In December 2000, the CIA and the FBI showed the

source the photograph of Khallad, and the source identified the person in.the
photograph as the same Khallad he had described as involved with the East
Africanbombings. As part of the Cole investigation, the FBI sought to find
Khallad.

In January 2001, the source was shown photograph,; from the Malaysia
meetings in an effort to determine whether Khallad was in the photographs.

The source identified Khallad in one of the photographs, thus connecting the
purported mastermind of the attack On the Cole with the Malaysia meetings
known to have been attended by Mihdhar and others. 2°°

FBI officials told the OIG, however, that file FBI was not aware of the

identification of Khallad in the Kuala Lumpur photographs. The FBI officials
said that if they had known that Khallad - the puJrported mastermind of the
Cole attack who they were seeking to find- was identified in the Kuala
Lumpur photographs, they would have aggressively pursued information on the

circumstances of the Malaysia meetings and the other participants, including
Mihdhar. As a result, they said, they may have uncovered earlier the 'CIA's

200Information developed after September 11,2001, revealed this was a
misidentification, and the person identified as Khallad was actually Hazmi. We discuss this
misidentification in detail below.
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information about Mihdhar and Hazmi and found them in the,,United States
well before thesummer of 2001.

On the other hand, the CIA has contended the FBI in fact was aware in
January 2001 of the source's identification of Khallad from tJheKuala Lumpur
surveillance photographs. For example, on September 26, 2002, Cofer Black,
who served as Director of the CIA's CTC from 1999 until May 2002, testified
before the Joint Intelligence Committee:

FBI agents and analysts had full access to information [the
CIA] acquired about the Cole attack. For example, we ran a
joint operation with the FBI to determine if a Cole suspect was
in a Kuala Lumpur surveillance photo. I want to repeat" it was
a joint operation. The FBI had accessto that information from
the beginning. More specifically, our records establish that the
Special Agents fromthe FBI's New York Field Office who were
investigating the USS Cole attack reviewed the information

about the Kuala Lumpur photo in late January 2001.
,),

We therefore examine in detail the evidence relating to whether the:FBI
was aware of the identification of Khallad in the phetographs of the Malaysia
meetings.

•2. Source's identification of Khallad

a. The source

In mid-2000, Drug Enforcement Administratio,n (DEA)personnel
arranged for FBI Legal Attach6 (Legat) Office personnel overseas to meet a
source who had substantial information on Bin Laden and his operatives and
operations. This particular FBI Legat office was staffed by the Legal A2ttach6
(the "Legat") and the Assistant Legal Attach6 (the ALAT), who were FBI
Special Agents. TM

201The primary mission ofFBI Legat Offices is to establish liaison with foreign law
enforcement agencies to support the FBI's investigative activities overs,eas. While Legat
staff may become involved in specific investigations, they have no law enforcement
authority in foreign countries. For a description of the role and responsibilities of FBI
(continued)
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Because of the FBI Legat personnel's inability to converse in any of the
source's languages, limits on the FBI's authority to conduct unilateral
intelligence activities overseas, and the source's potential value as a source of
intelligence information relevant to the CIA, the FBI contacted the CIA for
assistance with the source. The source was subsequently handled as ajoint
FBI/CIA source. Even though the FBI ALAT- 'who wecall "Max"- was
unable to directly communicate with the source Clueto the lack of a common
language, he was designated as the FBI control agent for the source.

Because the source had significant information about Bin Laden and'his
operatives and operations, the FBI New York FMd Office - the office that was
leading the investigations on the East African embassy bombings, the Cole
attack, and other Bin Laden-related investigations - also became involved with
the source. This joint handling of the source created concerns within the CIA.
The CIA's most significant concern was the FBI's desire to use the source for
the criminal investigations involving Bin Laden conducted by the FB]['s New
York Field Office. The CIA believed that the source should not face possible
exposure in criminalproceedings. .

CIA Headquarters was asked to work with FBI Heaclquarters to convert
z:. the source to purely an intelligence role, solely under CIA control. According

to CIA documents, the CIA and the Legat had discussed tlheFBI's "wall"
whereby separate but concurrent intelligence and criminal investigations were
conducted within the FBI, but the CIA expressed concerns about the CIA's
ability to continue clandestine handling of the source if the FBI was involved.
Although the CIA acknowledgedthat the source lhadvalue to the FBI's
criminalcase, the CIA argued that the source's potential as an intelligence
asset was more important then his potential assistance in the criminal ,case.
Despite the CIA's concerns, the source remained a joint FBI/CIA asse.t.

b. Debriefings of the source

Beginning in 2000, the CIA and FBI began to debrief the source on a



(continued)
Legats, see the OIG report entitled, "Federal Bureau of Investigation Legal Attach6
Program" (March 2004).
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shown photographs and asked to identify people in them: _Although Max was
the source's designated control agent, a CIA officer who spoke one of the
source's languages conducted the debfiefings. Max was prese, nt for some of

these debfiefings, but not all. Some of the debfiefings were unilateral CIA
interviews. The time spent with the source was kept short because of issues of
travel and security.

According to Max, during the debfiefings the CIA officer usually did not

immediately translate the source's statements for the benefit o,f Max. He said
that the CIA case officer would only immediately translate something when

Max had specific questions for the CIA officer to ask the source. The CIA case
officer told the OIG he recalled translating for Max things that the source said,
but he did this only when he recognized the si[Nificance of the information to

Max or an FBI operation.

In an effort not to duplicate the reporting of infi_rmation received from
the source, the CIA and the FBI agreed that tile CIA would be responsible for
reporting the information from the debfiefings.. However, in instances where
the source was solely being shown FBI photographs or questioned based ,on an
FBI lead, Max would document the source's information, either in an EC or an
FBI FD-302 form, and the CIA would not document the same information.

After the debfiefings, the CIA officer would wIite internal cables

coveting the debfiefings and forward them to the CTC and otlher appropriate
officesl These cables were internal CIA conmmnications and were not

provided to or shared With Max or other FBI personnel. 2°2 In,;tead, Max _md
FBI Headquarters would be informed of the debfiefings when the information
was reported by the CIA in a TD. As previou,;ly discussed, TDs were prepared
by CIA reports officers who reviewed the internal cables and determined what
information needed to be disseminated and to which agencies. Based on our

review of internal cables reporting the source's debriefings and the TD

reporting of the same interviews, it is clear the TDs often contained only a part
of the information obtained during the source debriefings. As a result, either

202As discussed above, FBI detailees to the CTC had access to the,;eCIA cables,,but the
review and dissemination of source information to the,,FBI was not considered their
responsibility.

266



through direct knowledge or through the TDs, Max had access to only some of
the information obtained from the source during the debriefings.

In addition to the debriefings of the source by the CIA case officer, FBI
agents from the New York Field Office working Bin Laden-related criminal
investigations also interviewed the source with the CIA case officer present.
Max occasionally was present for these interviews. After each of these
interviews, the New York agents documented the source's, information in detail
in an FD-302 that was entered into ACS and retrievable b,.¢all FBI personnel
working on the Bin Laden cases. 2°3These FD-302s were routinely shared with
CIA personnel in the field and at the CTC.

c. Source identifies Khallad from Yemeni-provided
photograph

Over a 3-month period in 2000, FBI New York Field Office personnel
interviewed the source overseas four times.. During one of these interviews, the
source described an individual known as "IGaallad" as a trusted senior Bin

_ Laden operative with potential connections to the East Afi'ican embassy
bombings.

,_

' As noted above, on October 12, 2000, two terrorists in a boat laden with
explosives committed a suicide attack on the U.S.S. Cole, a U.S. naval
destroyer, during its brief refueling stop in the port in Aden, Yemen. The
FBI's investigation intothe attack was led by the FBI's New York FMd
Office.

After theattack on October 12, theYemenis provide,d the FBI mid the
CIA with information on the Bin Laden operative: known as "Khallad."
According to this information, Khallad had been clescribed as the purported
mastermind of the Cole attack. U.S. intelligence agencies had already

z03When a witness is interviewed as part of a criminal investigation, the FBI prepares
an FD-302 to document what was said in the interview. When information is being obtained
as part of an intelligence investigation, the FBI documents the information in an EC. There
was often a significant lag time between the interview and the completion of the
documentation due to a variety of factors, including the intensity of investigative activity,
the agents' extensive travel, and the required review of the documentation by FBI
supervisors before dissemination.
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connected Khallad to the East African embassy bombings. The Yemenis also
identified "Khallad" as Tawfiq Muhammad Salih Bin Rashid aI Atash. On
November 22, 2000, the Yeminis provided the FBI with a photograph of
Khallad ("the Yemeni-provided photograph"). Around this same time, tile
Yemenis provided the FBI with several photographs of other Cole suspects.

The New York FBI agents investigating the Cole bombing wanted to
determine whether the Khallad identified by the Yemenis was the same
Khallad who had been previously described by the source. At the same time, a
:CIA intemal cable to was sent to several CIA officessuggesting that the
photographs of the Cole suspects that the FBI had obtained from the Yemenis,
including the Khallad photograph, be shown to the source. Because the FBI
did not have the technological capability to easily transmit the Khallad
photograph from Yemen to the ALAT who was handling the source and who
we call Max, the photograph was forwarded through CIA channels tothe
nearby CIA office in order to show the photograph to the source. TM

CIA documents show that on December 16, 2000, the CIA officer
conducteda debriefing of the source. Max Waspresent for the debriefing. 2°5
During the debriefing, the CIA case officer showed the source many photos of
Cole bombing suspects and other suspected Arab terrorists, including the
Yemeni-provided photograph of Khallad. The source immediately identified
the individual in the Yemeni-provided photograph as the same Khallad he had
previously described as a trusted senior Bin Laden operative with potentital
connections to theEast African embassy bombings.

The CIA officer prepared a cable documenting: the debriefing, which was
addressed to several CIA offices. The CIA officer wrote in tlhecable that the
source was shown the many photographs and "quicldy"• identified Khallad in

204Max told the OIG that at the time he and the CIA case officer believed that tllds
photograph had come from the FBI's New York Field Office. Max added that it was not
uncommon for him not to know the source of photographs that were shown to •the source
and that the source was shown hundreds of photographs.

205Although FBI agents from New York had traveled overseas several times in 2000 to
interview the source, in December 2000 the agents with the appropriate language abilities
were tied up in Yemen after the Cole attack and were unable to travel to debrief the source.
Therefore, the FBI relied on the CiA to conduct this debriefing.
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the Yemeni-provided photograph. Notably, the CIA cable statedthat the CIA
officer had the source repeat the identification specifically for the benefit of
Max. In addition, the cable stated that before the:debriefing ended; the CIA
officer again showed the photographs to the source and asked the source to
verify the Khallad identification.

..

Max acknowledged to the OIG that he was.contemporaneously ,aware of
the identification of Khallad in the Yemeni-provided photograph by the source
on December 16. Max stated that he recalled specific circumstances of the
debriefing and recounted them to us. Max told us that he recalled the source
immediately identifying Khallad in the photograph.

..

d. CIA suspects that Khallad may be Mihdhar in Kuala
Lumpur surveillance photographs

Around this same time, CIA personnel were beginning to connect
Khallad with Mihdhar and the January 2000 Malaysia meetings. Ina
December 2000 cable, CIA personnel overseas asked for copies of the January
2000 Kuala Lumpur Surveillance photographs of Mihdhar. The cable noted

_i- that further connections had been made between IVlihdhar and A1 Qaeda. As a
" result of these further connections, the CIA believed there might be a
"-_"

,.:. connection between Mihdhar and the Cole perpel_rators.

The CIA office reported in the December 21)00 cable that the it had
learned that Fahd al Quso, who was in Yenieni cu'.stody for his participation in
the Cole attack, had received $7,000 from someone named Ibrahim, which
Quso had taken to Bangkok, Thailand, on JanuaD, 6, 2000, to deliver to
"Khallad," a friend of Ibrahim's. It was noted in the cable:that because
Mihdhar had departed Kuala Lumpur around that same time to travel to
Bangkok, the CIA suspected that the "Khallad" mentioned by Quso could
actually be Khalid al Mihdhar or one of his associates. 2°6 It was noted further
that this information had "added significance" because Khallad had been

206As previously discussed, the CIA had reported previously in an internal March 2000
cable that Mihdhar, Hazmi, and another individual had lefilMalaysia on January 8, 2000,
and traveled together to Bangkok.
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identified as a "key operative likely serving as an intermediary between Usama

Bin Laden and the [Cole] perpetrators."

In another December 2000, cable the CTC concurred with the overseas

CIAoffice's theory and forwarded a Kuala Lumpur surveillance photo of'
Mihdhar to the CIA case officer to show to the source. According to the cable,

the purpose was "to confirm/rule out this particular Khalid [Mihdhar] as a
match for [Khallad]. ''2°7 The next day, the CIA officer received permission to
show the Kuala Lumpur surveillance photographs to the source.

Max told the OIG, however, that he was not aware of the CIA cables or
the theory that Khallad was actually Mihdhar. We found no other evidence
that Max knew about the information that Mihdhar was at the. Malaysia

meetings, or the CIA's theory that Khallad was actually Mihdhar3 °8

e. Source identifies Khallad from Kuala l,umpur
photograph

The CIA case officer debriefed thesource again in early January 2001.

At some point, the CIA case officer showed the sour,ce photographs, including
two of the surveillance photographs taken during the January 2000 Malaysia
meetings. Oneof the photographs from the Malaysia meetings, which we call

207The CIA cable referred to its forwarding of only one Kuala Lurapur surveillance
photograph, although subsequent cables showed that thereceiving office received two Kuala
Lumpur photographs to show the source. It is unclear why the sending office sent only two
of the photographs instead of all three of the Kuala Lumpur photographs it had.

208In fact, CIA cables suggest ihis information was not shared with the FBI. We saw
several CIA cables during this time that discussed working with the FBI in relation to the
FBI's investigation of the Cole attack. For example,we saw a December 2000 cable stating
that the FBI had provided an update on its investigation of the location associated with
telephone numbers the CIA had provided to the FBI in conne,ction with an investigation, and
the office that drafted the cable asked to be advised of whether the two offices to whom the
cable was addressed were aware of additional information that could assist the FBI.
However, we saw another December 2000 cable, which discusses Khallad and other
information not related to Khallad, which specifically instructed two CIA offices to share
with the FBI the other information in the cable that was not :relatedto Khallad, but it did not
instruct the offices to share the information regarding the possible comlection of the
Malaysia meetings and Khallad.
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"Photo No. 1" included an unknown subject. The source identified one of the
individuals in this photograph as Khallad. According to a January 2001, cable
written by the CIA case officer, the source was asked if he was sure, and he
replied that he was "ninety percent" certain. 2°9

The second photograph from the Malaysia meetings, which we call•

"Photo No. 2," contained•a picture of the person t]heCIA knew to be Mihdhar.
The source couldnot identify the person in the photograph. E|°

However, the source's identification of Khallad in the first photograph
was significant. First, the source previously provided information that Khallad
was a Bin Laden operative who was connected to the Cole attack and the East
African embassy bombings. Second, as a result of the identification, it was
suspected that Khallad was at the Malaysia meetings•along with other
suspected al Qaeda operatives. From otherinfomaation, it also was known that
Mihdhar was at the meetings, and it was suspected that Hazmi was there also.
Thus, the source's identification of Khallad at the Malaysia meetings raised the
question whether Mihdhar and Hazmi also were linked to the Cole attack.

; We tried to determine if the FBI's ALAT learned of the source's

_; identification of Khallad in the photograph. Max told the OIG that he did not
i_ specifically recall the early January 2001 debriefing of the source. He stated he

also did not recall being aware of any early January 2001 identification of
Khallad from the Kuala Lumpur surveillance photographs. In addition, Max
asserted he was not aware of the Malaysia meetings and the photographs until
he was questioned about them by the JICI staff on June 27, 2002.

The CIA case officer told the OIG that he had no independent
recollection of any particular meeting with the source, including the meeting in
early January 2001.

209As noted above, information developed after•September 11,2001, revealed this was
a misidentification, and the person identified as Khallad was actually Hazmi.

2i0This failure to identify Khallad in the photograph l_own to be of Mihdhar should
have ended the theory that Mihdhar and Khallad were the same person.
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'L Documentation regardingthe.souree's identification of
Khallad in the early January 2001. debriefing . .-

(1) CIA cables

To examine whether the FBI learned of the source's identification of

Khallad in the Kuala Lumpur photographs, we reviewed the CIA
documentation concerning the meeting with the source in early January 2001.
In an internal cable written the day after the debriefing, the CIA case officer
reported that the source had identified Khallad in one of the guala Lumpur
photographs with a "ninety percent" certainty. However, unlike in the
December 2000 CIA cable, which stated that the CIA officer ihad the source
repeat the identification of Khallad in the Yemeni-provided photograph to
Max, the January 2001 cable did not suggest the identification was repeated for
Max or was brought to the attention of Max. The January 2001 cable did not
provide any other details about the debriefing, such as where the meeting took
place, when exactly dul'ing the debriefing the photographs were shown to the
source, who was present when the photographs were shown to the source,, or
what other topics were discussed with the source.

We also reviewed a detailed January 2001 CIA TD to the Intelligence
Community regarding the early January 2001 debriefing. The TD reported
specifics about what the source discussed and that he had provided a stack of
documents to his CIAand FBI handlers. The TD made no mention of any
photographs being shown to the source or any identification of Khallad. TM

A few days later, the CIA case officer wrote another cable describing the
logistics of the early January 2001 meeting with the source. In addition, the
cable summarized what was discussed during the meeting. This cable also did
not mention the photographs being shown to or discussed wit]hthe source, but
the CIA case officer told the OIG that these kinds of cables were not always
comprehensive with respect to the information obtained from the source.

211Althoughno witnesscan recallthe detailsof thisparticulardebriefing,it is possible
that Max,who lackedthe appropriatelanguageskills fbr a debriefing,eitherphotocopiedor
hand Wrotetheinformationfromthe documentsthusexplaininghis absenceat the timethat
the photographswereshownto the source.

272



(2) FBI documents
..

We also reviewed FBI documents from thi,; period relating to the source.
On January 9, 2001, a New York FBI agent who was the FBI's lead case agent
on the Cole investigation sent Max an e-mail stating that he and his co-case
agent wanted to meet with the source to talk about some of the Cole suspects,
including Khallad. The New York agent wrote that he was "specially [sic]
interested in all [the source] knows about Khallad and his associates:" The
agent noted that the source previously had given the agents important
information regarding Khallad and the Cole attack.

In a January 10 e,mail response, Max referred to the December 16
meetingwith the source in which the source had been shown many
photographs and had immediately identified the Yemeni-provided photograph
as Khallad. Max also mentioned the early January 2001 meeting, Summarizing
specific information provided bythe source in the debriefing. Max wrotethat,
due to the lack of technological capabilities in the Legat ()ffice, he promised to
make the CIA TD numbers relating to the source available to the case agent

, within a few days so the agent could read them bef0rehis trip to interview the
source. However, Max made no mention of any identification of photographs

_: by the source in the early January 2001 debriefing.
-¢_

_ Around the same time as this e-mail exchange, Max:was criticized by the
head of the FBI's UBL Unit at Headquarters for insufficient_reporting
regarding the source's information. The UBL Unit chief wanted to know from
Max what information the source was providing. She also wasconcerned
because Max was not producing any reports regarding the,'source. :

In response, on January 16, 2001, Max Wrote a 34-page EC surrmaarizing
the source's debriefings and other information obtained from the source since
mid-2000, most of which was based on the information that had been
disseminated in the TDs by the CIA. Max explained in the EC that he merely
was repeating what the CIA had previously reported in TDs, which had already
been forwarded to FBI Headquarters. He notedthe agreement with the CIA
that there would not be duplicative reporting on the source's information. He
explained the CIA was doing the primary reporting on the source debriefings
Max noted that the interview was conducted in the foreign language, and he

would read the CIA's report of the interview (the TD) once it was completed.
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Max then listed all of the CIA's TDs that summarized what the source had:
said.

On page 29 of this January 16 EC, Max summarized the CIA's reporting
of what had occurred at the December 16, 2000, meeting with the source. The
EC stated the source was handed a stack of many photographs and immediately
identified the top photograph as a photograph of Khallad, the person the source
had previously implicated in the attack on the Cole. The EC stated, "At that
time it was the clear impression of [the Legat] and [tlheCIA officer] that both
FBIHQ CTD and NYO were receiving all of the reportingabove from CIA
liaison in the U,S., as soon as it was being filed."

In the next paragraph of the EC, Max summarized what the CIA had
reported in the TD about the early January 2001 debriefing o:fthe source. This
summary is contained on pages 29 through 33 of the EC. Max reported at
length about the source's information, and the EC provided a lengthy
description of the documents provided by the source. Again, there was no

mention of any photographs from the Malaysia meetings or tlhe identification
of Khallad.

,.
• .

Max discussed with the CIA case officer the complaint from FBI
Headquarters about Max's reporting on the source. As a result, the CIA case
officer provided Max with a report of the next debriefing of the source in late
January 2001. •Theday after this debriefing, Max prepared a lengthy EC
summarizing this debriefing. He noted inthe EC that the report was based on
the CIA's report of an interview conducted bya CIA officer and, aRhough Max
was present for the debriefing, he only became aware of what was said after the
CIA officer provided the report, zl2

212Around the same time, the CIA officer sent a cable to CIA Heaclquarters that
described the FBI's need for reporting directly through FBI channels, as opposed to CIA
channels. The CIA office then asked permission to provide electronic copies of TDs to Max
so that Max could send the same reporting through FBI charmels.
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g. New York FBI agents' interview of source on February
1,200i

Around the sametime, Maxwaspreparingfor the arrivalof theColecase
agent from the FBI's New York Field Office. The Cole case agent was
traveling to interview the source about Khallad, along with another FBI agent
who spoke one of the languages of the source and was going to assist in the
preparation of the FD-302 for the criminal investigation. Max had received a
January 17 e-mail from one of the Cole agents stating that the information
being provided by the source was very important to the FBI's criminal
investigation of theCole attack and discussing the arrangements for the
upcoming interview of the source by the Cole agents.

TheNew York Cole agents also asked Max to prepare an FD-302
documenting Max's personal knowledge of the source's identification of
Khallad from the Yemeni-provided photo87aph on December 16. On January
24, 2001, Max sent an EC to the New York Field Office and FBI Headquarters
with an attached FD-302 regarding the source's December 16, 2000,
identification of Khallad.

_: On February 1,2001, the New York Cole case agent and anothe, r agent
who spoke one of the source's languages interviewed the source overseas. 2_3

The CIA case officer who had shown the Kuala Lumpur photographs to the
source in early January was also present at the interview. During the interview,

they showed the source the Yemeni-provided photograph of Khallad, which
previously had been shown to the source by the CIA officer on December 16,
2000. The source again identified Khallad in the photograph.

As discussed above, the agents had received information indicating that
Quso, who was in custody for his participation in the Cole attack, had. traveled
to Bangkokand met Khallad in January 2000. Tlhe New "York agents were

investigating the circumstances of that trip. The agents l_aew that Quso
previously had claimed that he had intended to meet Khallad in Malaysia. The

213In anticipation of the Cole agents' interview of the source, theCIA case officer had
sent a cable asking the Bin Laden Unit to touch base with FBI Headquarters regarding the
case status and the planned trip of the New York FBI agents. The CIA case officer noted
that the source was "currently of very high interest to our [FBI] colleagues."
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agents were concerned about Quso's veracity and whether Quso, as well as
Khallad, had actually traveled to Malaysia. Therefore, an identification of
Khallad in Malaysia during this period would have been very signifcant to the
agents.

Both FBI agents who participated in the February 1 debriefing of the
source told the OIG that they were not informed about surveillance
photographs of the Malaysia meetings, that they did not know such
photographs existed, and that they did not show any such Kuala Lumpur
photographs to the source. They stated that they were not told that the source
had identified Khallad from a Kuala Lumpur surveillance photograph in early
January. They added that if theyhad been awaxe of any such identification of
Khallad, they would have wanted to have the source repeat the identification
for them since Khallad was a subject in the Cole criminal investigation, z_4
However, they stated that they were never informed of such a:aidentification.

3. OIG conclusions regarding whether the FBI was aware of
the source's identification of Khallad in the ]Kuala Lumpur
photograph

We concluded that the evidence shows that the FBI was not made aware

that during:the early January 2001 debriefing the source identified Khallad in
the photographs of the Malaysia meetings. Max insisted in his interviews with
us that he was unaware of this identification of KhaHad and that he was not..

even aware of the existence of the Kuala Lumpur surveillance: photographs
until after the September 11 attacks. Neither Max nor the CIA case officer
specifically recalled the early January debriefing, but the documentary
evidence supports this conclusion. In mmaerous CIA and FBI documents
discussing the source andthe early January debriefing, other important
information from the source is described, but the sotu:ce's identification of
Khallad in the Kuala Lumpur photograph is never mentioned. Given the
importance of that identification and the other detail,; reported[ in the

214The CIA's ReviewGrouphas also assertedthatthe FBImayhavereceivedthe
KualaLumpurphotographsfromanothersource. The CIAdid notrefer to anywitnessesfor
this claimbut insteadreferredto a seriesof CIAcablesandFBI documents.Our reviewof
the cablesandotherdocumentaryevidencedidnot supportthis claim.
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documents, we believe such information would have been included had the FBI
been made aware of the identification.

For example, as described above, in the CIA case officer's cable
reporting the December 16 debriefing of the source during which the source

had identified Khallad in the Yemeni photograph., the CIA officer specifically
noted that ALAT heard the identification and that: the identification was

repeated for the benefit of him. Max said herecalled this debriefing and the
identification of Khallad being brought to his attention by the CIA case officer.

By contrast, in his cable reporting the early January source debriefing,
the CIA case officer did not state that he brought to the attention of Max the
identification of Khallad in the Kuala Lumpur photographs. Likewise in his

cable, describing the logistics of the debriefing, the CIA case officer provided a
description of what was discussed with the source and stated that Max was
present for a significant portion of the meeting with the source, but did not
mention any Kuala Lumpur photographs or that t]he CIA case officer had
brought the identification of Khallad tothe attention of Max.

..._

The documents prepared at the time by Max about flaeearly January

. debriefing also suggest that Max was .not aware ofthe identification of Khallad
_i in the Kuala Lumpur photographs, For example,-in response to the Cole_case
" agent's January 9 e-mail specificallyrequesting "all [the source]knows about

Khallad," Max did not include any information about the Khallad identification
from the Kuala Lumpur photographs. This; was shortly after the early January
debriefing, and the case agent had specifically indicated his interest in any
informationabout Khallad.

Max's January 16 EC to FBI Headquarters in which he described at
length what the source had reported in the early January meeting also did not
mention the _dentification of Khallad or that any Kuala Lumpur photographs
were shown to the source. In addition, Max prepared an FD-302 to document

the source's identification of Khallad from the Yemeni photograph tOprovide
documentation for the criminal investigation. We believe that if Max had

known of the source's identification of Khallad in the Kuala Lumpur photos,
he likely would have prepared a similar FD-302 of that identification as well.

We also found that the New York Field Office agents who inteiwiewed
the source overseas in February 2001 were, not made aware of the early January
identification of Khallad. The agents insisted that they were completely
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•unaware that any Kuala Lumpur surveillance photographs had been shown to
the source or that the source had identified Khallad in any photographs other
than the Yemeni-provided photograph. In addition, we found no docume:ntary
evidence that the New York FBI agents were even aware of the Malaysia
meetings •or the resulting surveillance photographs at the time they interviewed
the source. Because the agents were keenly interested in Khallad and had
asked the source to confirm his identification of Khallad from the Yemeni

photograph, we believe the agents would have noted, remembered, and acted
uponany information regarding another Khallad identification. We also
believe that had the FBI known about the identification of Khallad in the Kuala
Lumpur photographs, they would likely have sought information about the
other participants in the meeting, including Mihdhar and Hazmi, which could

•have •increased the FBI's chances oflocating them be,fore the September 11
attacks.

Due to the OIG's lack of complete access to CIA employees and
documents, we were unable to fully examine why the CIA did not inform Max
or the New York agents that the source had identifiect Khallacl in the Kuala
Lumpur photographs at the early January debriefing. We believe the FBI
should have been made aware that the joint FBI/CIA source had provided such
significant information about the person purported to.be the mastermind behind
the Cole attack. This failure demonstrated significant problems in
communicationbetween the FBI and the CIA. However, theFBI employees'
inaccurate belief that CIA reporting in TDs was comprehensive contributed to
the FBI's failure to obtain this critical piece of information. We discuss this
and other systemic problems that this case revealed in the analysis section of
thischapter.

D. FBI and CIA discussions about the Co]leinvestigation in May and
June 2001

The fourth opportunity for the FBI to have acquired intelligence
information about Hazmi and Mihdhar- including Mihdhar's possession of a
U.S. visa, Hazmi's travel to the United States, and the source's identification of
Khallad from the Kuala Lumpur photographs - occurred in May and June 2001
when the CIA and FBI Headquarters discussed the status of t]heirinformation
concerning the Cole attack. Once again, these discussions could have caused
the FBI and the CIA to focus on the other persons attending the Malaysia

278



meetings with Khallad, and thereby led the FBI to search for Mihdhar and
Hazmi earlier than it did. But, as we describe below, the FBI.did not obtain the

critical information about the identification of Khallad at tlhe Malaysia
meetings, despite several interactions in May and June 2001 between the FBI
and the CIA about Khallad.

1. Background

a. The Cole investigation

As discussed above, the FBI's investigation on the Cole attack was led by
the FBI's New York Field Office. 2_5One of the case agents investigating the
Cole attack was an agent who we call "Scott," and who was assigned to the
New York FBI's counterterrorism squad that handled only al Qaeda
investigations (the "Bin Laden squad"). 2_6After serving eightyears in the U.S.

Navyas a fighter pilot, in April 1996 Scott became a speciial agent in the FBI's
New York Office. In July 1996 hewas assigned to the TWA Flight 800
investigation because of his experience as a military pilotl Shortly after the

.... East African embassy bombings in August 1998, ihe was transferred to the New
_ York's Bin Laden squad to assist with the embassy bombings investigation,
_ and then was assigned as one of the case agents on the investigation the Cole

attack.

The New York FBI was assisted on the Cole investigation by several
Intelligence Operations Specialists (IOS) assigned to the UBL Unit and the
Radical Fundamentalist Unit (RFU) at FBI Headquarters.

One of the primary IOSs who worked on the Cole investigation was an
IOS who we call "Donna." She had joined the FBI in 1988 as a clerk while she
completed her college education. After graduating from college in 19!95, she

entered the FBI's language training program and became a Russian language

215Through their work on the 1993 attack on the World Trade Center and the

subsequent discovery of the terrorist plot to attack New York landmarks, the New York FBI

became the primary office for the investigation of al Qaeda, eventually leading to the
indictment of Bin Laden in the Southern District of New York in November 1998.

216The other primary case agent on the Cole investigation was out of the cotmtry during

the events discussed in this section of the report.
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specialist working on foreign counterintelligence matters. In November 1997,
she became an Intelligence Research Specialist (IRS), and a year later was
assigned to assist the RFUon the East African embassy bombings
investigation. In 2000 she was permanently assigned asan IOS in the UBL
Unit and was assigned to work on the Cole investigation in October 2000.

With regard to Donna's work on the Cole investigation., she stated that
she and the other UBL Unit IOSs conducted the investigation as directed by the
New York Field Office, sent out requests for information to other law
enforcement and intelligence agencies, obtained budget enhancements to
support the investigation,_and performed other dufie,; in support of the
investigation. She and the other UBL IOSs often traveled to New York where
they met with theCole agents and worked on the investigation.

b. The wall and the caveat on NSA information •

The information relevant to this section of the :reportincludes NSA
information disseminated about Mihdhar in late 1999 and early 2000. •Asnoted
in Chapter Two, by the summer of 2001 NSA counterterrorism intelligence
information could not be disseminated within the FBI without adheringto
certainprocedures and protocols. At this time, the FBI was required by the
Department and the FISA Court to keep criminal investigations separate from
intelligence investigations, a policy which was commonly referred to as "the
wall." Information obtained from FISA intercepts and searchwarrants had to
be screened by someone not involved in the criminal investig,ation and t[ien
"passed over the wall" from the intelligence investigation to the criminal
investigation. The FISA Court became the screening mechanism for FISA
information obtained from al Qaeda intelligence investigations that the FBI
wanted to pass to criminal investigators.

As described in Chapter Two, in response to notification that there had
been many errors in FISA applications approved by the FISA Court, the Court
imposed additional restrictions before information could beshared. First,
based on the FISA Court's concerns about the errors in the FISA applications,
the FBI directed that only intelligence agents were permitted to review FISA
intercepts and materials seized pursuant to a FISA warrant (called "FISA-
obtained material") or any CIA andNSA intelligence provided to the FBI
based on information obtained through FISA search or intercept (called ',FISA-
derived" material) without further Court approval. The Coul_ required anyone
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who reviewed the FISA-obtained or FISA-.deriw_d intelligence to si_l a
certification acknowledging that the Court's approval was required for
dissemination to criminal investigators.

Because FISA-obtained information often was passed from the FBI to the
NSA and the CIA, the question was raised to the FISA Court whether the FBI
was required to obtain certifications from all NSA or CIA employees who
reviewed the FISA-obtained material. The,,Court: exempted the NSA .andCIA
from the certification but required that the two agencies note on any
intelligence shared with the FBI if it was FISA-derived. This was referred to
as "a caveat."

When made aware of this requirement, the NSA reported to the
Department of Justice that for the NSA to determine in real-time whic,h
counterterrorism intelligence that it had acquired was FISA-derived would
delay dissemination of the information. As a result, the NSAdecided to
indicate on all its counterterrorism intelligence provided to the FBI as being
FISA-derived so that it could not be disseminated to crirninal agents or

_ prosecutors without approval from the NSA. 2_7Therefore, when the FBI
• wanted to pass this NSA intelligence to criminal :investigators, it had to contact
_i- the NSA GeneralCounsel's Office todetermine whether the information was
_ in fact FISA-derived before it could be passed. 2_8

2. Discussions in May 2001

• In May 2001, the potential connection of I_hallad to the Malaysia
meetings was again discussed by CIA personnel. FBI personnel also discussed
Khallad in reference to his nexus to the Cole attack. There were also

217According to the NSA, its average response time to FBI requests for approval to pass
information to criminal investigators was one to five business days.

218The NSA information concerning Hazmi and Mihdhar was from late 1999 and early
2000, and contained the initial caveat stating that information could not be disseminated to
law enforcement officials without approval from OIPRI By the time FBI Headquarters was
dealing with this information in the summer of 2001, the new caveat was being placed on
NSA reporting, and FBI Headquarters was operating under the understanding that the NSA
General Counsel had to approve dissemination of NSA counterterrorism information to
criminal investigators.
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discussionsbetween the CIA and FBI in reference to the Kuala Lumpur

photographs. But, as described below, the identification of Khallad in the
Kuala Lumpur photographs and Khallad's connection to other suspects, such as
Hazmi and Mihdhar, were not addressed, during these May discussions between
the FBI and the CIA.

a. John's inquiriesabout Khallad

Between the early January 2001 debriefing of the source and May 2001,
the CIA's focus on whether Khallad, thesuspected mastermind behind the Cole
attack, had attended the Malaysia meetings appears to have subsided. In May
2001, John, a former Deputy Chief of the Bin Laden Unit, who by that time
was detailed to ITOSI in FBI Headquarters, had continuing concerns about the
Malaysia meetings' especially whether they had any nexus to the Cole
attack. 219John also noted to the OIG that during this period tJherewere
heightened concerns in the!ntelligence Community about the threat of an
imminent terrorist attack in Southeast Asia.

CIA records show that on May 15,2001, John accessed the March 2000
cable stating that Mihdhar, Hazmi, and another person had traveled to Bangkok
from Malaysia on January 8, 2000. Thecable also stated that Hazmi had left
Bangkok on January 15, 2000, flying from Bangkok to Hong Kong and then to
Los Angeles.

Around this same time in May, John began inquiring about the Malaysia
meetings with a CTC analyst, who we call "Peter," at CIA Headquarters. John
said he knew that Peter had been "down in the weeds', and knew the "nuts and
bolts" of the Cole investigation because Peter had been assigned to prepare a
CTC report on who was responsible for the Cole attack.

Peter told the OIG that his area of expertise and focus since August 1999
was the Arabian Peninsula. He said that because the Cole attack took place in
Yemen, he was assigned to develop an intelligence report on who was

219Johntoldthe OIGthat in thisdetailto the FBI he actedasthe CIA's chief
intelligencerepresentative to ITOSSectionChiefMichaelRolince. John statedthathe did
not have lineauthorityover anyoneat the FBI andthathis primaryrole was toassist theFBI
in exploitinginformationfor intelligencepurposes.
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responsible, for the Cole attack. He completed his report in january 2001,
finding thatUBL/al Qaeda was circumstantially tied to the attackY ° Peter
stated that while working on the Cole report he regularly interacted with the
IOSs in the FBI's UBL Unit. By the spring 2001, he was no longer working
directly on the Cole attack, and had moved on to potential threats in Saudi
Arabia and Yemen. However, Peter said he had a continued interest in the
Cole information and continued to gather information on an adhoc basis.

According to John, he and Peter•discussed the Malaysia meetings, and
Peter providedhim with a copy of the timeline of events related to the Cole
investigation that Peter'had compiled as part of hi.swork on the Cole attack. 22z
In addition, John said they discussed Quso., a Cole perpetrator in Yemeni
custody, and any connections Quso may have had with the individuals in
Malaysia. John and Peter were aware that Quso had stated that hewas
supposed to take money to a person named "Khallad" in Malaysia but had met
him in Bangkok instead in January 2000. John told the OIG that.Peter had
posited that perhaps Quso had gone to Malaysia and met with the others who

_;_ had been observed therein January 2000, and therefore Quso might have been.
_; in one of the Kuala Lumpur photographs.

_" In an e-mail to Peter in mid-May 2001, Jolm noted that Mihdhar had
_ arranged his travel to Malaysia and was associated.with "[another terrorist

organization] courier travel: at the same time." John also noted in the e-mail
that Quso, who was believed to be a courier since: he had stated he had traveled
to take money to Khallad, had traveled a few days earlier than Mihdhar. 222In
addition, John wrote that he was interested because Mihdhar was traveling with
two "companions" who had left Malaysia and gone to Bangkok, Los Angeles,
and Hong Kong and "also were couriers of a sort." John noted in the e-mail

220The report did not mention Mihdhar's visa, Hazmi's travel to the United States or the
Khallad identification from the Kuala Lumpur photographs.

22_The timeline did not mention the Kuala Lumpur photographs, Mihdhar's U.S. visa,
or Hazmi's subsequent travel to the United States.

222As previously discussed, after Quso was detained in Yemen, he acknowledged that
he had received $7,000 from someone named Ibrahim, which Quso asserted he took to
Bangkok, Thailand on January 6, 2000, to deliver to "Khallad," a friend of Ibrahim's.
Mihdhar had traveled to Bangkok on January 8.
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that "something bad was definitely up." Peter :replied[in ane-mail dated May
18, "My head is spinning over this East Asia travel. Do you kxlow if anyone in
[the CIA's Bin Laden Unit] or FBI mapped this?"

b. Discussions among FBI and CIA employees

Around this same time, FBI IOS Donna and other FBI IOSs working on
the Cole investigation were focusing on Quso's connection to Bangkok andhis
trip to deliver money to Khallad. The FBI, like the CIA, was aware that in
January 2000 Quso had planned to travel to Malaysia to take money to
Khallad. According to an FBI document drafted by Donna in May 2001, Quso
had claimed that on January 6, 2000, he and Ibrahim A1-Nibras went to
Bangkok first but were unable to travel on to Kuala Lumpur because of
problems with their travel documents, and Khallad had traveled to Bangkok to
meet them there instead. The FBI began researching telephone numbers that
appeared to be connected to Quso's trip and requested that several Legat
Offices contact local law enforcement authorities to obtain subscriber

,,

information. .:

Donna told the OIG that she and others were tracking the information
related to the telephone numbers associated with Quso in an attempt to
determine the truth of his statements. In addition, shesaid that she was focused
on the identity and whereabouts of KhaHad, since he was the purported
mastermind of the Cole attack.

At some point before the end of May 2001, John discussed with Donna
the East Asian travel of Quso. Inresponse to Peter's May 18 e-mail that asked
whether anyone had "mapped" the East Asia travel, John replied in an undated
e-mail that "key travel still needs to be mapped" and stated "[Donna] sounds:'
really interested in comparing notes in a small forum expert to expert so both
sides can shake this thing and see what gaps are common."

In addition toreviewing the East Asia travel of several Bin Laden
operatives in January 2000, John also began looking in CIA records for the
Kuala Lumpur photographs. John obtained three of them. John told the OIG
that he had not read the cable stating that the joint source had identified
Khallad in the photographs, but he was aware that an identification of Khallad
in the photographs had been made. At the end o.fhis e-mail to Peter, John
stated thathe had obtained three surveillance photogxaphs of Mihdhar in
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Malaysia, but he did not see "Khallad" in any of the photographs, and he
believed he Was "missing something" or "someone saw something that wasn't
there." John also questioned whether there was a cable somewhere that
documented the identification of Khallad. 2z3

In response to John's e-mail, Peter wrote in an e-mail dated May 24 that
he had thought one of the Kuala Lumpur phOtos was of Khallad. Peter added
that Donna and another FBI IOS in the UBL Unit:,who we call" "Kathy, were
meeting with Peter on May 29 to discuss the Cole investigation. Peter
suggested that he could raise the issue of the Kuala Lumpur photographs and
the possible identification of Khallad with the FBI IOSs. Peter told the OIG
thathe had learned about the source's identification of Khallad in the Kuala

Lumpur photographs when it had occurred, but by May of 2001 it had been
several months since he•had worked on the Cole matter and he could not recall
whether Khallad hadbeen identified in the photographs.

On May 24, Donna sent John an e-mail stating that a meeting with Peter
and others was "tentatively scheduled" for May 29 for "an in depth discussion
about the Cole." •

-_.

' We were unable to determine with certain_, whether a meeting with2#. • ,

,_,. Peter, Donna, and Kathy actually took place on May 29. ?Noneof the witnesses
had notes of any such meeting, nor were there any e,mails discussing the
meeting after it would have taken place. The witnesses told the OIG that they
could not recall whether a meeting took place on May 29. For example, when
asked whether she knew Peter, Kathy told the OIG that his name sounded
familiar and that she may have met him, but she did not recall a meeting on
May 29, 2001, about the Cole investigation. A May 29 e-mail from Peter to
Mary indicates that he met with Mary earlier in the day, but it does not identify
the other participants or what was discussed.

z23As noted above, John was correct - Khallad was not in any of these three

photographs. After September 11 it was learned that the person the source had identified as
Khallad was actually Hazmi. It was also learned after September 11, however, that Khallad

was in another Kuala Lumpur surveillance photograph that had not been shown tothe
source.
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However, it is clear that at some point before the end of May 2001,
Donna became aware of the existence of the Kuala Lumpur photographs in
January 2000. Donna told the OIG that she recalled John printing:one of' the
CIA photographs on the printer in his office at FBI tteadquar_ers, and Donna
acknowledged that she obtained two other Kuala Lurnpur photographs from
him. According to Donna, Peter had raised the photographs iina discussion
with her prior to her obtaining the photographs from John, although she said
that she did not recall the details of their discussion about the photographs.
Donna said she did recall that, at the time, Peter had posited that one of the
photographs could relate to Quso, which if true would contradict Quso's
statements about going only to Bangkok and not going to Malaysia. According
to Donna, the FBI was attempting to determine the veracity of Quso's
information, so the photographs potentially were connected to the Cole
investigation. She stated, however, that outside of this potential connection,
the photographs were "another piece of a thousand tJhingscoming in" at the
time. She said that if Quso were determined to be inLthe photographs, then the
photographs would have become significant to the Cole investigation.

Donnaalso told the OIG that she did not recall a "substantive

conversation'°' with John about the photographs or the Malaysia meetings.
Donna told the OIG teat she wrote on the back of the photographs what John
told her about the photographs, which included that "Khalid A1-Midar"
traveled from Sana, Yemen, via Dubai, to Kuala Lumpur on January 5, 2000,
and he was in Kuala Lumpur between January 6 and 8. She also wrote Khalid
Mihdhar's name on the back of the photograph in wlhich he had been identified.

According to Donna, neither John nor Peter discussed with her the fact
that Khallad had been identified in these photographs. Donna told the OIG that
she believes she would have noted being told that Khallad was in the
photographs because she was interested in identifying Khallad and because it
would have meant that the photographs had a definite connection to the Cole
investigation. Donna also said that no one told her that Mihdhar had a U.S.
visa or that Hazmi had traveled to the United States.

John told the OIG that he did not recall anything about his discussion
with Donna when he printedthe Kuala Lumpur phollographs for her. John said
he recalled that at the time the FBI was trying to "nail down Quso's story."
He said that he did not recall ever discussing the Khallad identification from
the Kuala Lumpur photographs with Donna or anyone else at the FBI.
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John emphasized that the FBI was focused ,on the Cole investigation, not
the Malaysia meetings. He stated that while he had begu n to theorize that
Khallad had been in Malaysia, it was only "speculative" and he had not
confirmed any ofthe information about a source identifying Khallad in the
Kuala Lumpur photographs. Therefore, according to John, he would :nothave
discussed the identification of Khallad with Donna. John emphasized that a
significant impetus for the CIA's interest in Khallad's activities revolved
around concerns that Khallad was planning a future terrorist operation in
Malaysia.

Peter told the OIG that herecalled talkingto FBI IOSs, including Donna,
about mapping the telephone number information based on information
provided by Quso. But he said that he did not recall discussions with Donna
about the Kuala Lumpur photographs or the KhaHad identification.

3. June 11,2001, meeting

a. Planning for the meeting

_- Around the same time that Donna was discussing Quso and the Cole
:: investigation with Peter and John, she also was planning a meeting at the New

York FBI Office to discuss the Cole investigation. The planned participants
for the New York meeting included persormel from FBI tteadquarters, the
CIA's CTC, and the New York FBI agents working on the Cole investigation.
FBI documents show that Donna began organizing the meeting as early as
May 24.

There was no record of an agenda for the rneeting, and no supervisors
were involved in the preparation for this meeting or were consulted regarding
what should be accomplished at the meeting. Donna told the OIG that she
organized the meeting in an effort to consolidate information and determine
what further action was warranted on the Cole investigation. She stated that
the purpose of the meeting at the New York FBI Office was to address
unresolved issues and produce additional leads or other activities focusing on
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the Cole investigation. According to a May 24 e-mail by Doima, the meeting
was "to discuss our direction, particularly as it relates to Nashiri.', 224

Donna stated that she planned to take the Kuala Lumpur photographs
with her to New York to find out whether the New York FBI Cole agents, who
had met and debriefed Quso, could identify him in the photographs. She said
that if Quso was in the photographs, the FBI would have reason to question
Quso's statement that he had not gone to Malaysia but had met Khallad in
Bangkok instead.

Sometime after obtaining the Kuala Lumpur photograp]_s from John,
Donna queried CTLink for the name Khalid al-Midhar [sic], 'which John ihad
provided to her and which she had noted on the back: of one of the
photographs. 225 In CTLink she discovered the NSA information from late 1999
and early 2000 referencing Mihdhar's planned[ travel to Malaysia and
Mihdhar's association with a suspected terrorist faciJ[ityin the Middle East
linked to al Qaeda activities. She also queried ACS about Mihdhar but did
not obtain any additional information about him.

Mary, an FBI detailee to the Bin Laden Unit who worked as a CTC desk
officer, also attended the June 11 meeting, as did Peter, the CTC analyst.
According to Mary, Donna invited her to the meeting and told her the meeting
was intended for information sharing and as a "brainstorming session"
concerning the Cole investigation. Mary told the OIG she had recently been
given the assignment by CTC management of"getting up to speed" in her
spare time on the Malaysia meetings and determining any potential connections
between the Malaysia meetings and the Cole attack. Mary said that she had not
yet begun reviewing the Malaysia meetings at:the time of Donna's invitation.

224Abdul Rahim al-Nashiri was al Qaeda's chief of operations in the Persian Gulf and
was suspected to have been involved in the attack on the Cole. According to Donna, at the
time he was believed to be the "on-scene commander" for the Cole attack, and the IOSs had

been assigned the task of trying to locate him based on the intelligence reporting on him. He
has since been arrested outside the United States.

225CTLink is a database administered by the CIA and used to disseminate information
within the Intelligence Community.
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.According to Peter, the meeting.was also described tohim as an
"information sharing and brainstorming session"' to determine whether any
further leads should be pursued. Peter said that heheard about the meeting
from Mary and contacted Donna about attending because he was interested in
learning.what the New York FBI agents had uncovered in their investigation of
the Cole attack.

According to FBI personnel in New York, Donna told them that FBI
Headquarters and CIA personnel had indicated they. had ";information. to share"
regarding the Cole investigation. The FBI New York personnel anticipated the
meeting wouldbe a mutual exchange of information. Scott, one of the New
York case agents on the Cole investigation, said hewas told that the CIA
representativeswho would be attending the meeting wanted a briefing on the
Cole investigation. On his own initiative, Scott arranged for David Kelley, an
AUSA from the SDNY who was assigned to the Cole matter, to discuss with
the CIA representatives other issues related to the Cole investigation, one of
which was the impact on the prosecution if some of the targets of the Cole

investigation were captured or detained outside tJ_eUnited States.

_, b. The June 11meeting.

_ On June 11, the meeting was held in a conference room at the FBI's New
York Field Office. We could not determine with certainty all the participants
at the meeting. There was no list of attendees, and the wimesses could not
recall exactly who was there. However, we confirmed that Donna, Mary,
Peter, Scott, and another New York agent assigned to the Cole investigation
who we call "Randall," attended. AUSA Kelley attended for part of the
meeting. Although it was unclear exactly how long the meeting lasted, the
wimesses said it lasted between two and four hours.

In interviews with the OIG, the attendees said they did not recall the
specifics of what was discussed at the meeting. The only contemporaneous
notes from the meeting that we were able to obtain were Donna's. Her notes
indicate that the latest developments in theCole investigation were discussed.
The second.page of the notes is labeled "to do" and referenced several items.

Randall said he recalled that at the beginning of the meeting, Scott gave
an update of the results and status of the investigation. Mary said she recalled
that the attendees "brainstormed" various issues, but she did not recall any
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significant ideas being developed during the meeting. Peter said he recalled
that the New York agents "railed" about'the U:S. Ambassador to Yemen and
the lack of cooperation they believed they were receiving from the Yemeni
government. At some point during the meeting, AUSA Kelley discussed the
feasibility of prosecution in the Cole case.

Toward the end of the meeting, Donna produced the three Kuala Lumpur
surveillance photographs and asked the agents if they recognized Quso in any
of the photographs. Donna said she told the agents that the plhotographs ]had
been taken in Malaysia around the Millennium. Donna said she provided
Khalid al Mihdhar's name to at least some of the agents present. A New York
agent tentatively identified one of the pictured individuals as Quso, buthe
could not make a definitive identification, z/6 The witnesses' accounts of what
happened next differ,

Scott told the OIG that after reviewing the Kuala Lumpur photographs,
the FBI agents began to ask questions, such as whether there were additional
photographs or information conceming the background on the photographs,
including questions about Mihdhar, who was in the p,hotographs. According to
Scott, he pressed Donna and Peter for details of the Malaysia meetings. Scott
told the OIG he was interested in the fact that the photographs were from
Malaysia because from the Quso'sdebriefings he knew that I_allad had
planned to meet Quso in Malaysia, and any information linking Khallad to
Malaysia was ',directly related" to the Cole investigation.

Scott contended that Donna "refused" to provide any further information
•about the photographs or the Malaysia meetings due to "the wall." Scott told
the OIG that he previously had numerous conversations about the wall with
Donna, which had been an issue between them. He stated that during this June
11 meeting, he disputed that the wall was applicable to the information at hand
because the photographs had not been obtained as the.'result of a FISA Court
order, and he continued to press Donna for more information. Scott said the
meeting degenerated into an argument about the wall.

226Only a limited number of New York agents had actually met Quso. The others
had only seen photographs of him.
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In his initial OIG interview; Scottdescribed the meeting as very
contentious and combativeY v In a second OIG interview, although Scott did
not characterize the meeting as having the same level of combativeness, he
contended that he pressed Donna for more information but none was
forthcoming. Scott stated he had heated telephone conversations and e-mail
exchanges with Donna over this issue after the June l 1 meeting.,.

Donna, Mary, and Peter described the showing of the Kuala Lumpur
photographs as a sidebar to the main meeting and generally inconsequential.
All three asserted that neither the display of the surveillance photographs nor
the meeting overall was contentious. Although Donna agTeed that the FBI
agents asked further questions regarding the origin of the photographs and
asked for additional information regarding the Malaysia meetings, she
contended that she responded simply by saying she did not know anything
further. She told the OIG that these questions made sense to her when they
were asked, but_she did not know the answers. She stated that someone asked
what kind of passport Mihdhar was traveling on, and Peter responded that it

was a Saudi passportY s According to Donna, she had not known this
:_ information prior to Peter stating it. Donna told us that this was the only
" information volunteered by Peter, and she believed he would have provided

additional information if he knew it.

Peter told the OIG that he was not asked any questions at the June 11
meeting, he had no formal role, and he did not brief anyone on anything at the
June 11 meeting. Peter explained that it is not within his purview or authority
as an analyst to share CIA information. He said he did not recallthe meeting
becoming heated or contentious. He said he did not recall any time during the

227When we asked Scott whether an intelligence-designated agent could have been
provided the information outside the presence of the criminal agents., Scott agreed that could
have been done, but he did not think of it at the time and no one else:suggested it. During
his subsequent testimony before the Joint Intelligence Committee, however, Scott said that
the wall must not have been at issue because the criminal agents could have just left the
room and any information could have been related to an intelligenceagent.

228Donna's contemporaneous notes reflect this information. It appears as the last entry
on the notes, indicating that this was discussed at the end of the meeting.
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meeting where Donna said, "I can't answer that question" or directly refus,ed to
answera question. 229

Mary stated that she had not been "upto speed" on the case at this time,
so she was not in a position to provide information at the meeting. Shestated
that she and Peter were not asked any questions during the meeting. She said
that she did not recall any serious disagreements arising during themeeting.

According to Donna, she remained in New York after the meeting,
without Peter and Mary, and she continued the discussions with the New "York
agents regarding the photographs after the meeting. She said that these
subsequent conversations became fairly "heated," as the agents pressed her
with questions such as whether there were additional photographs,and any
documentation about the photographsY °

Donna told the OIG she had provided to the agents all the information
she had received from the CIA regarding the photographs. She told us that all
she knew was that these three photographs were taken in Malaysia around the

Millennium, and one of the persons in the photograp])s was someone named .-
Khalid al Mihdhar. Donna stated she advised the agents of this and told them
that efforts wouldbe made to obtain the requested information. She said.she
was not aware that there would have been additional_information to provide.
She added that she recalled having the impression that the agents did not
believe her when she Said that she did not have the information about the

photographs that the agents were requesting.

As discussed earlier, however, Donna had additional NSA information
about Mihdhar that she had discovered through her CTLink query. The
information related to the planned travel to Malaysia of several members of an
"operational cadre" and Mihdhar's association with a suspected terrorist
facility in the Middle East linked to al Qaeda activitiLes. Donna told us that she

229As described earlier, Peter and John had exchanged several e-mails about the:
Malaysia meetings and the photographs. However, ff is unclear based upon the infolrnation
available to us exactly what Peter knew at this point. He said he was unable to remember
exactly what additional information he had on June 11, 2001.

230We believe it likely that the agents were confusing the post-meeting discussions with
the showing of the photographs at the meeting.
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could not provide this information directly to the agents working the Cole
criminal investigation due to the caveat, which prevented all NSA

, counterterrorism-related intelligence information from being provided to FBI
criminal agents without approval from the NSA. TM

Donna told us that the New York FBI primarily worked criminal
terrorism investigations and the sharing of intelligence information with the
criminal agents was often an issue. She said thatsome of the New York agents
had become "overly sensitive" about a perceived lack of information sharing.
Donna emphasized that any information could be shared but often a process
had to be followed before certain intelligence infi)rmation could be shared With
agents working criminal investigations. She added that it was not her job to
keep information from the agents but instead to ensure they had the tools
necessary to do their job.

According to Donna, the only issue regarding the Kuala Lumpur
photographs would have been obtaining permission from the•CIA to allow
individuals outside of the FBI to see the photographs in filrtherance of the Cole

:. investigation, such as in interviews conducted in Yemen, 232 Donna saidat
?

_ some point while she was in New York, she and the agents discussed providing
the photographs to the agents working in Yemen in order to get a positive

_ identification of Quso in the photographs and to conduct J_rther
investigation. 233She stated that she told the agents that she would attempt to
obtainthe requisite permission to provide the photographs to the agents
working the Cole investigation in Yemen.

231It is important to note, however, that this NSA infbrmation ,originally had been
routed not only to FBI Headquarters but also to the New "YorkFBI Office in late 1999 and
early 2000.

232A policy in the Intelligence Community, which is designed to protect intelligence
sourcesandmethods,is that the originatorof intelligenceinformationcontrolsthe further
disseminationofthe information.Thispolicyis describeclas originatorcontrolled,or
"ORCON."Disseminationof ORCONinformationrequirespermissionfromthe originating
agencyto furtherdisseminatetheinformationoutsidethe receivingagency.

233Apparentlyunbeknownstto the involvedFBI andCIApersonnel,the Yemeni
authoritiesalreadyhadbeengiventhe photographson January 3, 2001, six monthsbefore
anyoneat theFBI receivedthe photographs.
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Although she had no explicit discussion with John regarding the use of
the photographs, Donna stated she understood that the photographs were "not
formally passed" to the FBI when John gave them to her, but only provided for
limited use in the meeting. Therefore, Donna said she did not believe that she
could leave the photographs with the New York agents until the requisite
permission to show the photographs outside of the FBI had been obtained.

However, John told the OIG that that since the photographs had been
given to Donna, an FBI employee, they could be further distributed within the
FBI. John agreedthat the photographs could not be used by the FBI in may
manner where they would be disclosed to a foreign government. For example,
he said that without approval from the CIA, the FBI agents could not keep the
photographs and show them to Quso, who was in Yemeni custody, because
Yemeni officials also would see the photographs.

c. Fonlow-up after the June 11 meeting .,.

We looked for evidence as to whether Donna or the New York agents
conducted any follow-up efforts about the Kuala Lumpur photographs or
obtaining permission from the NSA to pass the intelligence information to the
New York agents. Donna said that she "probably" had follow-up
conversations with John, Peter, and Mary about the photographs, butshe did
not specifically recall the conversations or obtaining additional information.
Mary told the OIG that she recalled conversations wiithDonna about obtaining
permission for the FBI to use the photographs of the Malaysia meetings in their
investigation.

Donna stated she was not contacted by S,cott after the meeting, although
she was working with another agent on the squad, w]ho we call "Glenn," :in
connection with tracking telephone toll records. Those records related to the
Cole participants, the travel of Quso to Bangkok, and Quso's potential travel to
Malaysia.

According to Scott, over the course of the summer, he had several more
conversations with FBI Headquarters asking about any additional information
on the Kuala Lumpur photographs, but he was not provided anyadditionat
information. He stated that he did not seek assistance from any supervisor in
obtaining additional information. He told us that he and the rest of the New
York Field Office had been fighting a battle with FBI Headquarters over
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information sharing for months, and he waS "dumbfounded" that he could not
obtain the information about the Kuala Lumpur photographs. He stated that in
hindsight he,probably should have sought the intervention of a supervisor.

Documentary evidence shows that, as a result of the June 11 meeting,
Donna and the New York agents discussed the Kuala Lumpur photogTaphs in
several follow-up conversations. In an e-mail dated August 22:from Donna to
Glenn, she wrote that there were additiona'l photographs of the Malaysia
meetings and that the reason that Mihdhar was of interest at the time was
because of some threat information that led tothe CIA looking at all persons
named_"Khalid. '' In addition, she wrote that she ]hadreceived assurances that
the FBI would be able to use the Kuala Lumpur photographs outside the FBI.
We discuss this e-mail in further detail in tlhenext section.

Documents also show that on .August:27 Donna requested permission
from the NSA to provide the intelligence information about Mihdhar to the
New York Cole criminal agents. However, this request came after the;FBI had
discovered on August 22 that Mihdhar might be in the United States and had
opened an investigation to determine whether he was in the country. We

'_ discuss the events that led to that investigation and the investigative efforts Of
:i the FBI in the next section of the report.

.:_,"

4. OIG conclusions on May and June discussions

While there were several interactions between FBI and CIA personnel in
May and June 2001 that could have resulted in the FBI learning more about the
Kuala Lumpur photographs and Mihdhar, the FBI personnel did not become
aware of significant intelligence informationabout Mihdhar and Mihdhar's
connections to Khallad. The fact that Mihdhar had possessed a United States
visa was notdisclosed at this time by the CIA to I)onna or the FBI. T]hefact
that Hazmi had been at the Malaysia meeting and then traveled to Los Angeles
also was not disclosedby the CIA. In addition, the fact that the source had
identified Khallad, the purported mastermind of the Cole bombing, from the
Kuala Lumpur surveillance photographs was not disclosed duringthese
interactions.

Although Donnakncw about the Kuala Lumpur sur_'eillancc
photographs, we do not believe that she was infol:med that Mihdhar had a U.S.
visa or that Khallad had been identified in the photographs. Donna's
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contemporaneous notes on the back of the Kuala Lumpur photographs reflect
the limited information that she had obtained about thephot0graphs and the
Malaysia meetings. The notes do not mention anything aboutMihdhar's
possession of a U.S. visa. In addition, Donna stated that she was aware of the
significance of Khallad to the Cole investigation, but the notes on the
photographs also do not mention Khallad. Moreover, John, who provided the
photographs to Donna, told the OIG he did not:recall discussing the Kuala
Lumpur photographs with her, and he did not believe that he would have
discussed with Donna that Khallad had been identified in the ]photographs.,
because at the time hewas not sure that this was true and he tlaought the
information was "speculative." Although an e.,mail message indicated that

,

Peter was planning to discuss the Khallad identification with Donna in a
meeting on May 29, we were unable to determine that this meeting actually
occurred.

It was impossible for us to determine exactly wlhat happened at the
June 11 meeting with respect to the Kuala Lumpur photographs because the
witnesses cannot recall the specifics of the discussions and there is little
documentary evidence. It is clear, however, that the information regarding
Mihdhar's U.S. visa and the fact that Khallad had bee,n identified in the Kuala
Lumpur photographs was not discussed at the June 11 meeting.

Donna told the agents about the photographs and provided them limited
information that she had obtained from the CIA abouiLthe photographs. Most
of the questioning about the photographs took place after the meeting, when
Peter and Mary had left. We believe those interactions after the meeting
became very contentious, with the New York FBI wanting more information.
Donna did not provide the New York agents with the NSA intelligence
information about the Mihdhar's association with a suspected terrorist facility
in the Middle East linked with al Qaeda activities, which she obtained through
her research. She said she did not because of the restrictionsplaced on sharing
such NSA information. As we discuss further in the next section, Donna
subsequently contacted the NSA in reference to having the NSA information
passed to the agents, but this did not occur until much later, on August 27,
2001.

We found little attempt by either the FBI agents or Donnaafter June 11
to follow up on the information about the photographs that was discussed ;atthe
meeting. There is little evidence of follow-up until some time in August 2001,
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when, as we discuss in the next section, the FBI learned that Mihdhar had
recently entered the United States, and the FBI opened an investigation to
locate him.

The interaction between the CIA and the FBI in May and June 2001 was
another failed opportunity for the FBI to obtain the critical information about
Mihdhar and Khallad. The failure of the FBI to learn about Mihdhar, his
connection to Khallad, and his travel to the Unitecl States at that time
demonstrated significant problems• in the flow of' information between the CIA
and the FBI. We discuss these deficiencies in the analysis section of this
chapter.

E. The FBI's efforts to locate Mihdhar in August and September
2001

The fifth and final opportunity for the FBI to locate Mihdhar and Hazmi
occurred in late August 2001, when it was informed thatMihdhar andHazmi
had traveledto the United States. The FBI learned in August2001 that

- Mihdhar had entered the United States in July 2001 and that Mihdhar and
_ Hazmi had previously traveled together to the UnitedStates in JanuaE¢ 2000.
" On August 29, the FBI beganan investigation to JlocateMihdhar, but it did not
:_ assign great urgency or priority to the investigation. The New York FBI '

criminal agents who wanted to participate in the investigation were specifically
prohibited from doing so because of concerns about the wall and the
procedures to keep criminal and intelligence investigations separate. The FBI
did not locate Mihdhar before the September 11 attacks.

We review the facts surrounding the FBI's discoveu¢ of this information
about Mihdhar and Hazmi and what the FBI did with this information in

..

August. We :also•examinethe FBI's unsuccessful efforts to locate •Mihdhar
before the September 11 attacks.

1. Continuing review of the Malaysia meetings in July and
• August 2001

As discussed above, John, the CIA Bin Laden Unit Deputy Chief, was
detailed to the FBI's ITOS in May 2001. Shortly before assuming his dutiesLat
the FBI, John had asked CTC management to assiign a CTC desk officer with•
"getting up to speed" on the Malaysia meetings and dete_nining any potential
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connections between the Malaysia meetings and the Cole attack. This
assignment was given to Mary. She told the OIGthat "getting up to speed"
meant she would have to research and read the pertinent cable traffic as her
schedule permitted. She emphasized that her priority assignment during this
period was the credible threats of an imminent attack on U.S. personnel in
Yemen, and she said that she worked the Malaysia meetings connections to the
Cole attack whenever she had an opportunity.

Inearly July 2001, based on recent intelligence information, the CIA had
concerns about the possibility of a terrorist attack in Southeast Asia. On July 5,
2001, John sent an e-mail to managers at the CTC's Bin Laden Unit noting
"how bad things look in Malaysia." He wrote that there was a potential
connection between the recent threat information and information developed
about the Malaysia meetings in January 2000. In addition, he noted that in .
January 2000 when Mihdhar was traveling to Malaysia, key figures in the
failed attack against the U.S.S. The Sullivans and the:subsequent successful
attack against the U.S.S. Cole also were attempting to meet in Malaysia, and
that one or more of these persons could have been in Malaysiia at that time.
Therefore, he recommended that the Cole and Malaysia meetings be re-
examined for potential connections to the current threat information involving
Malaysia. He wrote, "I know your resources are strained, but if we can prevent
something in SE Asia, this would seem to be a productive place to start.'" He
ended the e-mail by stating that "all the indicators are of a massively bad
infrastructure being readily completed with just one purpose in mind."

On July 13, John wrote another e-mail to CTC managersstating that he
had discovered the CIA cable relating to the source's identification of
"Khallad" from the Kuala Lumpur surveillance photographs inearly January
2001. John began the e-mail by announcing ";OK This is important." He then
described Khallad as a "major league killer who orc]aestrated the Cole attack
and possibly the Africa bombings." The e-mail recommended revisiting the
Malaysia meetings, especially in relation to any potential infi3rmation on
Khallad. Significantly, John ended the e-mail asking, "can this [information]
be sent via CIR to [the FBI]?"

Despite John's recommendation that this information be forwarded to the
FBI in a CIR, we found no evidence indicating that the CIA ]provided this
information tothe FBI until August 30, 2001, which, as we describe below,
was after the FBI learned about Mihdhar's presence in the United States.
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In a response e-mail dated July 13,2001, a CTC Bin Laden Unit
supervisor stated that Mary had been assigned to handle the request for
additional information on the Malaysia meetings. In addition, the e-mail stated
that another FBI detailee to the CTC, Dwight, who was out of the office at the
time, would be assigned to assist Mary upon his return.

Later in July, Mary drafted a cable to another CIA office requesting
follow-up information about the Malaysia meetings. The cable included a
reference to the source's identification of Khallad in one of the Kuala Lumpur
photographs and that Khallad and Mihdhar had been in Malaysia at the same
time, possibly together. A week later, the CTC supervisor forwarded the cable
to John for his review prior to release, and the cable was sent to the office to
which it was addressed three days after that.

On the same day she drafted the cable referencing the source's
identification of Khallad, Mary located one of the CIA cables referencing
Mihdhar's possession of a U.S. visa. Onthe same date, Mary also reviewed
the CIA cable that stated this visa information had been passed to the FBI in
January 2000. TM

..

• :; In early August, Maryand Donna continued to discuss the Kuala Lumpur
_:: _ photographs. In ane-mail on August 7 fromDomaa to Mary, Donna requested

a copy of the flight manifest for Mihdhar's January 2000 t-ripto Malaysia in
order to determine whether Quso had traveled with Mihdhar. She also asked,
"if we could get the pictures cleared to show A1-Quso?' 235She continued, "the
reasoning behind this would be that first, we do not have a concensous [sic]
that the individual with Midhar [sic] is in fact A1-Quso... [second] to
determine if A1-Quso can identify Midher by an other [sic] name." Donna then
discussed her continuing efforts to track telephone number information
developed in the investigation. At the close of the e-mail, Donna wrote, "I plan
to write Something up, but perhaps we should schedule anothersit down to
compare notes on both sides. Let me know."

234AS discussed above, we found no evidence that this information had, in fact, been
provided to the FBI.

235Apparently the desk officer was unaware that clearance had been received and that
the photographs had been shared with Yemeni officials.
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In a response e-mail on the same date, Mary wrote, "okay, all sounds
good." Mary also wrote that she though t Dorma had Mihdhar's flight manifest
because John had mentioned it, but Mary indicated she would find the
manifest. She wrote, "I think we will be able to clear the pictures, they acrefor
passage to Quso, fight?" Mary also asked whether the FBI would be able to•

meet with Quso again. Mary ended the e-mail, "I think a sit down again would
be great" and mentioned the potential logistics of anranging the meeting.

Inanother e-mail exchange on August 7, Donna thanked Mary and
advised her that the FBI would again have access to Quso. Donna continued
by stating that the Kuala Lumpur photograph,; also would be passed to a
foreign govemment because Quso was currently in its custody. She stated that
John could call if he had any questions. Donna tentatively scheduled a meeting
with Maryat FBI Headquarters on August 15, 2001. However, it appears that
the meeting did not take place. 236

2. Discovery of Mihdhar's entl_, into theUnited States

On August 21, Mary located the CIA cables referencing Hazmi's travel
to the United States on January 15, 2000. 237 l_,_aI_, checked with a U,S. •
Customs Service representative to the CTC about Hazmi's and Mihdhar's
travel She discovered that Mihdhar had entered the United States on July 4;
2001, and had not departed. In addition, she confimled that Hazmi had
traveled to the United States in January 2000.

...... Mary immediately relayed to Donna in a voicemail me,;sage on
August 21 that Mary had something important to discuss with her. Donna was
on annual leave on August 21. Mary told the OIG she did not have an

236Marytold the OIG that she took a week of annual leave during August, which she
thought was duringthat week, and she thought that the meeting therefore had not occurred.
Although the e-mail references a meeting, Mary and Donna both told us that they had no
recollection of any meeting on August 15 or any one prior to August 22.

237Mary was copied on an e-mail from John to Peter in mid-May, 2001, in which John
discussed the travel of Mihdhar and others who appeared to be "couriers on a sort." In this
e-mail John stated, among other things, that "Nawaf' [Hazmi] had traveled with someone
from Bangkok to Los Angeles to Hong Kong. Mary stated to the OIG that she received this
e-mail before she was "up to speed" on the Malaysia meetings.
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opportunity to focus on the Malaysia meetings until August, but upon
discovering on August 21 that Hazmi had traveled to the UnitedStates "it [the

importance of the information] all clicks for me."

On August 22, Mary met with Donna at FBI Headquarters and informed
her of Mihdhar's July 4 entry and Hazmi's travel to the United States in March
2000. z38 Donna verified in INS indices Mi]hdhar's recent entry. She also
learned that both Mihdhar and Hazmi had entered the United States on January
15, 2000, and that they were allegedly destined for the Sheraton Hotel in Los
Angeles, California. The; INS records showed Mihdhar had departed the
United States from Los Angeles on June 10, 200(), on Lufthansa Airlines. No

departure record couldbe located for Hazmi. An INS representative advised:
Donna that departure information often was not captured in INS indices. 239
Therefore, she incorrectly surmised Hazmi had also departed on June 10,
2000. 240

Further INS indices checks confirmed Mihdhar had re-entered the U.S.

on July 4, 2001, at the JFK Airport in New York, allegedly destined for the
: "Marriott hotel" in New York City. By the terms of his entry, Mihdhar was

authorized to remain in the United States until October 3,2001. The INS had

_: no record indicating Mihdhar had departed the United States as of August 22,
,_ 2001.

Mary and Donna met with John on August 22 in his office at FBI
Headquarters to discuss their discovery that Mihdhar recently had entered the
United States and there was no record of his departure. All of them saidthey
could not recall the specifics of the conversation, but all agreed that they

238There is some discrepancy in witness statements on whether this meeting occurred
on August 22 or August 23. Although it is unclear on which date this meeting occurred, we
believe the meeting occurred on August 22, 2001.

239The problem of INS departure records not being complete or accurate is described in
an August 2001 OIG report entitled "The Immigration and Naturalization Service's
Automated 1-94System."

240Investigation conducted aiderSeptember 11 found that Hazmi had remained in the _
United States.
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realized it was important to initiate an investigation to determine whether
Mihdhar was still in the United States and locate him if he was.

On August 22, 2001, Donna sent an e-mai! to the New York FBI Special
Agent who we call "Glenn." He was one of the agents assigned to the Cole
investigation. In the e-mail, Donna advised Glenn that she had obtained
Mihdhar's flight manifest. Donna also wrote, "the reason they [the intelligence
community] were looking at Midhar [sic] is relatively general - basically they
were looking at all individuals using the name Khalid because: of some tbxeat
information." Significantly, the e-mail also advised that the CIA had
additional surveillance photographs beyond those she had taken to New York,
and the source had identified one of the individuals in these additional

photographs as Khallad. Donna said that she was "requesting the details on
that [Khallad's identification]." Donna also stated in her e-mail that the
clearance to show the Kuala Lumpur surveillance photographs to Quso should
not be a problem. TM

This e-mail was the first reference we identified that the:FBI had been
informed of additional Kuala Lumpur surveillance photographs in the CIA's
possession. It is also the first reference in any FBI document to the
identification of Khallad in the Kuala Lumpur photographs.

After her meeting with Donna on August 22, 2001, Mary asked another
CTC officer to draft a CIR tothe State Depamnent, INS, U.S. Customs
Service, and FBI requesting the placement of Mihdhar and his travel
companions, Hazmi and Salah Saeed Muhammed bin Yousaf, on U.S.
watchlists. 242The CIR briefly outlined Mihdhar's attendance at the Malaysia
meetings and his subsequent travel to the U.S. in January 2000 and July 2.001.
On August 24, the State Department placed Mihdhar and his travel companions

241Donnawas unableto recallhowshe first discoveredthe informationon the Khallad
identification.Wewere unableto find anydocumentsorother evidenceclarifyingthis
issue.

242 At thistime, severalagenciesmaintainedseparatewallchlists.The StateDepartment
watchlistwas theVISA/VIPERsystem. WithinVISA/VIPER,the TIPOFFsystemfocused
on suspectedterrorists. The INSmaintainedtheLOOKOUTsystem,whichwas also
availableto the CustomsServicethroughTECS.
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onits terrorism watchlist. This is the first :record[of the placement of Mihdhar
or Hazmi on any U.S. watchlist.

On August 23,2001, Donna contacted the State Department and
requested a copy of Mihdhar' s most recent visa application from the U.S.
Consulate in Jeddah, Saudi Arabia.

3. The FBI's intelligence investigat:ion on Mihdhar

a. Steps to open the investigation

On _August23, Donna contacted her supervisor, an SSA who we',call
"Rob," regarding the information about Mihdhar's travel to the United States.
As discussed in Chapter Three, Rob was the acting Unit Chief of the UBLU at
the time. 243

After reviewing the information, Rob concurred witlh Donna that the
appropriate course of action would be to open ala intelligence investigation in
New York, Mihdhar's last known destination in the United States, to Iocate
Mihdhar.

; To expedite the investigative process and provide a "heads up [alert]" to
the New York Field Office that the information was coming, on August 23
Donna telephoned an agent onthe Bin Laden squad in the New York Field
Office who we call "Chad." To comply with thewall, the New York Field
Office had designated agents as either "criminal" or "intelligence," and Chad
was an intelligence agent. Donna discussed with Chad Mihdhar's most recent
entry into the United States and FBI Headquarters' request for the New York
office to open a full field intelligence investigation tOlocate Mihdhar. Donna
told the OIG that she did not normally telephonically contact the field on these
types of issues, but there was some urgency to her request: because the FBI did
not want to lose the opportunity to locate Mihdhar before he left the United
States. She told us, however, that Mihdhar's significance continued to be his
potential connection to Khallad and the Cole attack - not that he was
operational in the U.S.

243 He wasthe actingUnitChiefof theUBL fromJune28, 2001,untilSeptember10,
2001.

303



Chad told the OIG that although he routinely worked with Donna, this
was the first time that Donna had relayed a need for urgency in an intelligence
investigation. Chad told us, however, that he questioned both. the urgency and
the need for a separate intelligence investigation. Chad explained that the
attempt to locate Mihdhar seemed to relate to the criminal investigation of the
Cole attack, and efforts to locate an individual normally would be handled
through a sub-file to the main investigation and not as a separate full field
investigation. Nevertheless, he told Donna that New York would open an
intelligence investigation.

On August 23, Donna sent an e-mail to John concerning her telephone
conversation with Chad. She advised in the e-mail that "[Chad] will open an
intel[ligence] case." In the e-mail she also discussed a connection that had
been made between Mihdhar in Malaysia to another suspect in the:Cole attack.
She wrote, "I am still looking at intel, but I think we :have more of a definitive
connection to the Cole here than we thought." She ended by stating that she
was working on the EC requesting a full field investigation, but doubted that it
would be completed that day.

On August 27, Donna requested permission through the, NSA
representative tothe FBI to pass to the FBI agents working Onthe Cole
investigation the information associating Mihdhar with a suspected terrorist
facility in the Middle East linked to alQaeda activities. Donna told the OIG
that she thought that the NSA information on lvlihdhar could be useful to the
Cole criminal investigators, even if the Mihdhar search remained an
intelligence investigation.

On the morning of August 28, Donna sent Chad a draft copy of an EC
requesting the intelligence investigation to locate Mihdhar. In the cover e-
mail, Donna stated, "here is a draft" and that the EC ihadnot been uploaded due
to some tear line information that was not yet approved for passage. TM She
concluded, "I do want to get this going as soon as possible."

The EC, entitled "Khalid M. A1-Mihdhar" with various aliases, stated in
the synopsis, "Request to open an intelligence investigation." The EC outlined
Mihdhar's travel to the United States in July 2001, hiisprevious travel to the

244Accordingto theNSA,therequestwas approvedlaterthat same;day.
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United States •withHazmi in January 2000, the background on and his
attendance at the Malaysia meetings, his association with a suspected terrorist
facility in the Middle East linked to al Qaeda activities, and similarities
between Mihdhar's travel and that of Cole, suspects Quso, Ibrahim Nibras, and

Khallad. As to the identification of Khallad in the Kuala Lumpur photographs
by the source, Donna told the OIG that she did not include this information
because it had not yet been officially passed to the FBI, although she•had
requested the passage from a CTC Representative to the FBI. z45

While Donna had relayed urgency to opening the investigation in her
telephone conversation with Chad and in •her cover e-mail, she designatedthe
EC precedence as "routine," the lowest precedence level. 2:46She explained this
by saying this case was "no bigger" than any other intelligence case. •She also
told us, however, that there was a time consideration because Mihdhar could be
leaving the United States at any time and that is vchy she had personally
contacted Chad.

b. The FBI opens the intelligence investigation

On August 28, Chad forwarded Donna's draft EC to his immediate...

. Supervisor, a Supervisory Special Agent who we call "Jason." Jason became a
,_.

_ supervisor on the JTTF in the New York Field Office in 1996. He had been on
the New •York JTTF since 1985.

At approximately 2:00 p.m. on August 28, Jason forwarded the EC to
various •agents on the Bin Laden squad, including the Cole: criminal case agent
who we call "Scott." In the cover e-mail, Jason d_irectedtile Relief Supervisor,
who we call "Jay," to open an intelligence investigation and assign it to a
Special Agent who we call "Richard." •Jasonalso directed another agent to

..

245This informationofficiallywaspassedto theFBIin a CIRon August30,2'001.

246As discussedin ChapterThree,ECs aremarkedwith a precedencelevelbasedon an
escalatingscalebeginningat "routine;""priority,"connotingsomeurgency;and
"immediate,"connotingthehighest levelof urgency.
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check on an investigative lead related to Mihdhar while the agent was in
Malaysia. 247

Scott received the EC on August 28. Scott, who had been at the June 11
meeting and had discussions with Donna about the Kuala Lumpur photographs,
contacted Donna to discuss the appropriateness of opening an intelligence'
investigation as opposed to a criminal investigation. Donna told the OIG that
when she realized that the EC had been disseminated[ to Scott, she asked Scott
to delete it because it contained NSA information and therefore required
approval for review by criminal agents. Scott told the OIG that he deleted the
EC as she requested.

Shortly thereafter, Scott, Donna, and Rob engaged in a conference call to
discuss whether the case should be opened as a criminal instead of an
intelligence investigation. Scott told the OIG that he argued that the
investigation should be opened as a criminal investigation due to the nexus to
the Cole investigation and the greater investigative re,sources that could be
brought to bear in a criminal investigation. Scott explained that more agents
could be assigned to a criminal invesfigationdue to t]aesquad designations. He
also asserted that criminal investigation: tools, such as grand jury subpoenas,
were far quicker and easier to obtain than the tools available in an intelligence
investigation, such as a national security letter..

Donna told the OIG that the information on Mihdhar was received

through intelligence channels and, because Ofresections on using intelligence
information, could not be provideddirectly to the criminal agents working the
Cole investigation. The only information that could be provided directly to
them was the limited INS information. She stated that without the intelligence
information on Mihdhar, there would have been no potential :nexus to the Cole
investigation and no basis for a criminal investigation. Rob told the OIG he
had concurred with Donna's assessment that the matter should be an

intelligence investigation. He added that there was also aprocess through

247Jason told the OIG that he did not specifically recall t]his e-mail.. He said he was out
of the office the majority of the time from June until September 11,2001, due to a serious
medical condition, and he did notretum to work full-time until September 11,2001.
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which the information could potentially be shared, with the,' criminal agents in
the future. 24s

Scott was not satisfied with that response, and he asked for a legal
opinion from the FBI's National Security Law UnLit(NSLU) whether the
investigation should be opened as a criminal matter relating to the Cole

criminal investigation. Additionally, Scottwantecl a legal opinion on whether a
criminal agent could accompany an intelligence agent to interview Mihdhar if
he was located.

According to Donna, she subsequently contacted the NSLU attorney who
we call "Susan" on August 28, and she and Rob discussed the issue with Susan:
It is unclear how she presented the matter to Susan because there were no
documents about the conversation and she and Susan had little or no

recollection of the specific conversation. Donna told the OIG that she provided
the EC to Susan. According to Donna, Susanagreed with her that the :matter
should be opened as an intelligence investigation. Donna said Susanalso
advised that a criminal agent should not be present for an interview of Mihdhar

_: if he was located. During an OIG interview, Susan said she could not
_ specifically recall this matter or the advice she gave. Rob told the OIG that he
i didnot recall the specifics of this consultation, but he statedthat the NSLU
_' opinion was supportive of FBI Headquarters, determination that the case

should be opened as an intelligence investigation.

At approximately 7:30 a.m. on August 29, Donna sent an e-mail to Jason,
which stated:

I think I might have caused some unnecessm'y confusion. I sent
the EC on A1-Midhar [sic] to [Chad] via email marking it as
DRAFT so he could read it before he went on vacation. There is

material in the EC...which is not cleared for criminaI

investigators. [Scott] called and [Rob] and I spoke with him
and tried to explain why this case had to stay on the intel, side of
the house...In order to be confident...for this case to be a 199,

248Rob told the OIG that the squad's Supervisory Special Agent acted as "the wall"
between intelligence and criminal investigations during this period, and Jason could
subsequently open a criminal investigation if warranted.
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and to answer some questions that [Scott] had, [Rob] and I
spoke with the NSLU yesterday afternoon 249...The opinion is as
follows: A1-Mihdar [sic] can be opened directly as a FFI [Full
Field Investigation]...The EC is still not cleared for criminal
investigators...Per NSLU, if A1-Mihdar [sic] is located the
interview must be conducted by an intel agent. A criminal agent
CAN NOT be present at the interview. This case, in its. entirety,
is based on intel. If...informatiOn isdeveloped indicating the
existence of a substantial federal crime, that information will be
passed over the wall according to the proper procedure,; and
turned over for follow-up criminal investigation. 25°

Approximately 15 minutes after sending the e-mail to Jason, Donna sent
an e-mail to Scott with the same language advising that the NSLU agreed the
investigation should be an intelligence investigation and a criminal agent could
not attend the interview if Mihdhar was located. That same morning, Scott
responded in an e-mail to Donna stating: . ,

...where is the wall defined? Isn't it dealing with FISA
information? I think everyone is still confusing this

•issue...someday someone will die" and wall or not - the public
•will not understand why we were not more effective and
throwing every resource we had at certain 'problems.' Let's
hope the National Security Law Unit will stand[by their'
decisions then, especially since the biggest threat to us now,
UBL, is getting the most 'protection'.

Later that morning, Donna replied in an e-mail:

I don't think you understand that we (FBIHQ) are all frustrated
with this issue. I don't know what to tell you. I don't know
how many other ways I can tell this to you. These are the rules.

249Rob told the OIG that he could not recall whether he had talked to anyone from the
NSLU about this issue.

250Rob told the OIG that the New York Field Office technically could have ignored
Headquarters' recommendation and opened a criminal investigation. However as a practical
matter, the field,would not normally ignore Headquarters' •decision.
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NSLU does not make them up and neither does UBLU. They _
are in the MIOG TM and orderedby the [FISA] Court and every

office of the FBI is required to follow them including FBINY...

4. The New York Field Office's investigation

On August 29, 2001, the FBI's New York Field Office opened a full field
intelligence investigation to locate Mihdhar. The:investigation was assigned to
a Special Agent who we call "Richard." Richard was a relatively
inexperienced agent, who had recently been transferred to the Bin Laden
squad: 252This was Richard's first intelligence investigation.

On August 29, Donna received Mihdhar's visa application from the U.S.
Consulate in Jeddah. The application indicated that Mihdhar planned to travel
as a tourist to the UnitedStates on July 1,2001, for a purported month long
stay. On the application, Mihdhar falsely claimed that he had not previously
applied for a U.S. non-immigrant visa or been in the United States. 253

On August 30, 2001, Donna sent an e,-mail to Richard. After a paragraph
.: introducing herself, Donna advised she was attaching Mihdhar's visa

application form, which included Mihdhar's photograph, and that she would be
.": faxing the remaining documents. Donna stated she would send a couple of
" pages from the Attorney General Guidelines "which apply to your case" and

then she would mail the documents,

Richard told the OIG that on August 30, he :received a telephone call
from Donna in reference to the investigation. He said that Donna said the goal
of the intelligence investigation was to locate and identify Mihdhar for"a

25_The MIOG is the FBI operational manual - Manual of Investigative Operations and
Guidelines. Donna asserted this reference actually related to the Attorney General's FCI
Guidelines that are contained in the MIOG.

252Richard began working in the New York Field Office after graduating from the FBI
Academy in June 2000. After serving briefly on an applicant squad, a drug squad, and a
surveillance squad, Richard was assigned to the UBL squad in July 2001.

253Donna said she did not notice this discrepancy. As we discuss below, neither did the
New York FBI.
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potential interview. According to Richard, Donna did not indiicate the
investigation wasan emergency or identify any' other' exigent circumstance.

On August 30, 2001, the CIA sent a CIR to the FBI outlining the
identification of"Khallad" from one of the Kuala Lumpur surveillance
photographs in January 2001 by the source. The first line of tlhe text stated the
information should be passed to Rob. The CIA cable stated the FBI should
advise the CIA if the FBI did not have the Kuala Lumpur photographs so they
may be provided. This is the first record documenting that the source's
identification of Khallad in the Kuala Lumpur photographs was provided by
the CIA to the FBI.

Richard told the OIG that he began to work on locating Mihdhar on
September 4. He stated that he had received the assig_e/it on Thursday.,
August 30, but he worked all weekend and Monday on another exigent
investigative matter involving a Canadian hijacking. As a result, he said he did
not have the opportunity to begin work onthe Mihdhar investigation until
Tuesday, September 4.

On September 4, Richard completed a lookout request for the INS,
identifying Mihdhar as a potential witness in a terrorist investigation. Due to
his unfamiliarity with completing the lookout form, Richard contacted an INS
Special Agent who was assigned to the FBI's JTTF in New York. We call this
Special Agent "Patrick." The INS lookout form has a box indicating whether
the individual waslwanted for "security/terrorism" reasons. Kichard did not
check this box. He said that he thought Patrick told him to identify the subject
on the form as a wimess, not a potential terrorist, to prevent overzealous
immigration officials from overreacting. By contrasll, Patrick:, who was
assigned to the JTTF since September 1996, told us that he did not provide this
advice to Richard and he always checked the securit2j/terrorism box whenever
he completed the lookout form for a potential wimess in a terrorism
investigation.

However, Richard asked Patrick to revie.w the lookout request foml for
completeness, and Patrick sent the form to INS Inspections for inclusion in the
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INS lookout system, without making any changes.254 During his initial
interview with the OIG, Richard asserted that he als0 asked Patrick to review
and explain Mihdhar's travel documents, including the INS indices printouts
and the visa application. In a follow-up interview, Richard said he could not
definitively recall whether he had actually provided the predicating materials to
Patrick or whether he merely had Patrick review the INS lookout request form.

Patrick told the OIG that he recalled this request because it was the first
one from Richard and because of Mihdhar's subsequent involvement in the
September 11 attacks. Patrick stated that he had not reviewed the predicating
materials, but had only checked the request form for completeness. Hieadded
that if he had been shown any of the predicating materials on Mihdhar's travel,
the review would only have been cursory. Patrick and Richard both
acknowledged that they did not notice the :false statement,; on Mihdhar's visa
application.

Richard also contacted a U.S. Customs Sel_Ace representative assigned to
the JTTF and verified that a TECS lookout was in place for Mihdhar. Richard
conducted other administrative tasks such as uploading the initial information
about Mihdhar into ACS.

:,_ OnSeptember 4, Richard requested a local criminal history check on
Mihdhar through the New York City Police Department. Richard told the OIG
that he initially focused on Mihdhar, since he was captioned as the subject of
the investigation in the predicating EC. After reviewing the EC several times,
Richard noted the connection to Hazmi, so he conducted tlhesame record
checks on Hazmi as he had on Mihdhar. On September 5, Richard requested
an NcIC criminal history check, credit checks, and motor vehicle records be
searched in reference to Mihdhar and Hazmi.

On September 5, Richard and another JTTF agent contacted the loss
prevention personnel for the New York area Marriott hotels, since Mihdhar had
indicated when he entered the United States in July 2001 that his destination

)

254Patrickexplainedthatagentsoftenprovidedjust the informationandhe completed
thelookoutform,but"new" agentsoftencompletedtheformthemselves.Patrickestimated
he receivedapproximately10lookoutrequestseachmonfl_.
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was the Marriott hotel in New York. Richard ][eamed that Mihdhar had not

registered as a guest at six New York City Mamotts.

Richard stated he also conducted Choicepoint TM searches on Hazmi and
Mihdhar. 255Richard said he recalled he had another JTTF officer assist him

-,

with the searches because he was not familiar with the system. Richard did not

locate any records on either Hazmi or Mihdhar in ChoicepointTM. 256Richard
told the OIG that it was not uncommon not to :find a record because of

variations in spelling of names or other identifying information.

Hazmi and Mihdhar had traveled to Los Angeles, California on January

1, 2000, via United Airlines, and INS records indicated that they claimed to be
destined for a "Sheraton hotel" in Los Angeles. Therefore, ola September 10,

2001, Richard drafted an investigative lead for the FBI Los Angeles Field
Office. He asked that office to request a search of the Sheraton hotel records

concerning any Stays by Mihdhar and Hazmi in early 2000. tte also requested
that the Los Angeles office check United Airlines and Lufthansa Airlines
records for any payment or other information concerning Mihdhar and Hazmi.
However, the lead was not transmitted to Los Angeles until the next day,

September 11,2001.

By the morning of September 11, when the American Airlines flightt 77
that Mihdhar and Hazmi hijacked and crashed into the Pentagon, Richard. had
not uncovered any information regarding Mihdhar's or Hazmi's location in the
United States.

5. OIG conclusions on the intelligence investigation

Although FBI and CIA personnel had many discussions throughout: July
and August 2001 about the Cole attacks and the Malaysia meetings, the CIA

255 ChoicepointTM is a commercial service that mines information such as names,
addresses, phone numbers, and other identifying information from public sources (such as
telephone directories, local taxing authorities, and court records), aswell aspurchase

• information from merchants or other companies. The information is then consolidated into a
large database and is accessible to law enforcement and other subscribers for a fee.

256After September 11, however, the FBI located record,; on Hazmi in this commercial
database.
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did not provide andthe FBI did not become aware of the significant
intelligence information about Mihdhar's U.S. visa, the Malaysian matter, and

the identification of Khallad in the Kuala Lumpur photographs until August 22,
2001. In May 2001, one detailee to the CTC was assigned to "getup to speed"
on the Malaysian matter in her spare time but said she had been unable to focus
on the matter until August 2001. On July 13, even after John had suggested in
an e-mail to the CTC that the Khallad identification from the Kuala Lumpur
photographs be passed to the FBI via CIR, this was not done for several weeks.
The CIR was not sent to the FBI until August 30, after the: FBI•learned of

Mihdhar's presence in the United States.

The CIA also did not provide to the FBI the: information about Hazmi's
travel to the United States in January•2000 until August 22. Donna stated that

she did not receive this information until August 22, and her actions upon
receipt of the information clearly indicate• that she understood the significance
of this information when she received it. She took immediate steps to open an

intelligence investigation when she learned of this information.

:: On August 22, once the FBI was aware of the intelligence information
about Mihdhar and that he was in the United States, the FBI took steps; to open
an intelligence investigation to locate him. Yet, the FBI didnot pursue this as
an urgent matter or assign many resources to it. It was given to a singIel
inexperienced ,agent without any particular priority. Moreover, the dispute
within the FBI about whether to allow a criminal investigation to be opened
again demonstrated the problems with the wall between criminal and
intelligence investigations. The FBI was not close to locating Mihdhar or
Hazmi when they participated in the terrorist attacks on September 11,2001.
In the analysis section of this chapter, we address in more cletail the FBI's

decision to open the matter as an intelligence investigation instead of a criminal
investigation, and the inadequacy of the FBI's efforts to investigate Mihdhar in
late August and early September 2001.

F. Summary of the five opportunities for the FBI to learn about
Mihdhar and Hazmi

In summary, there were at least five opportunities for the FBI to have
learned about Mihdhar and Hazmi, including their connection to the purported
mastermind Of the Cole attack and their presence m the United States, well
before the September 11 attacks. First, in early 2000, the FBI received the
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NSA information about Mihdhar's planned travel to Malaysia. Although the
CIA informed the FBI of the Malaysia meetings in January 2000, the existence
of Mihdhar's U.S. visa and the surveillance photographs was not disclosecl to
the FBI. FBI detailees at the CTC read the pertinent CIA cable traffic with this
information and drafted a CIR to pass this infolnnatio:n to the FBI. But the CIR
was not released to the FBI, purportedly at the direction of a CIA supervisor,
and the FBI did not learn of this critical information until Aus_st 2001 In
addition, in March 2000 a CIA office discovered that Hazmi had traveled to the
United States in January 2000, but no one from the CIA shared this info_nation
with the FBI.

Second, in February 2000, Mihdhar and Hazmi moved to San Diego,
where they were aided in finding a place to live by the former subject of an FBI
preliminary inquiry. In May 2000, Hazmi and Mih_tar moved in with an FBI
asset in San Diego, California. However, the FBI did not learn of this
information until after the September 11 attacks.

Third, in early January 2001, the CIA showed the Kuala Lumpur
surveillance photographs to a joint CIAATBI source, and the source stated that
"Khallad" was in one of the photographs. This identification .could have led
the FBI to focus on who else was at the Malaysia meetings with Khallad, the
purported mastermind of the Cole attacks, which cou][dhave led the FBI to
identify and locate Mihdhar. However, we concluded that, despite the CIA's
assertions, the source's identification of Khallad in these photographs was not
known by the FBI.

Fourth, in May and June 2001, due to concerns about possible terrorist
activities, CIA employees were again examining the Kuala Lumpur
photographs, Hazmi's and Mihdhar's travel (including Hazmi's travel to Los
Angeles), and the identification of Khallad in the Kuala Lumpur photographs.
At the same time, these CIA employees were discussiing with FBI employees
the Cole investigation and the Kuala Lumpur photographs. Yet, despite these
interactions between the two agencies on the telepho:ne, in e-mails, and in a
June 11 meeting in New York, the FBI never was infigrmed of the critical
intelligence information that Khallad was identified in the Kuala Lumpur
photographs with Mihdhar, and that Hazmi had traveled to the;United States.
Again, this information could have led the FBI to initiate a search for Hazmi
and Mihdhar earlier than it eventually did.
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Fifth, in July 2001 a former Bin Laden Unit Deputy Chief who was
working in ITOS in FBI Headquarters confirmed that Khallad had been

identified in the Kuala Lumpur photographs and wrote in an e,mail to CTC
managers that this information•needed to be sent in a CIR to the FBI.
However, this information was not sent in a CIR to the FBI untiI several weeks

later. On August 22, an FBI employee detailed tO the CTC notified the FBI

that Mihdhar had entered the United State,; on July 4, 2001. The FBI began an
intelligence investigation to locate Mihdhar and Hazmi. However, the FBI

assigned few resources to the investigation and little urgency was giwm to the
investigation. The FBIwas riot close to locating Mihdhar and Hazmi before
they participated in the September 11 attacks. •

IV' OIG's analysis of the FBI's handling of the intelligence information
concerning Hazmi and Mihdl_ar

We found systemic and individual failings in the FBI,s handling of the
Hazmi and Mihdhar matter. As a result of these failings, there were at least

five opportunities for the FBI to connect information that could have led to an
_ earlier investigation of Hazmi and Mihdhar and their activities in the United
,_ States.

_ In this analysis section, we first discuss the systemic problems involving
the breakdowns in the gathering or passing of inff)rmation about Hazrni and

Mihdhar between the FBI and CIA. We then tumto the problems in handling
intelligence information within the FBI. Finally, we discuss the actions of
individual FBI employees in handling information about Hazmi and Mihdhar
information.

In this section, we do not make,' recommendations regarding the actions of
the CIA and its employees. We believe the CIA shares a significant
responsibility for the breakdowns in the Hazmi •and Mihdharcase, and that
several of its employees did not provide the intelligence information to the FBI

as they should have. We leave it to the CIA OIG, the entity with oversight
jurisdiction over the CIA and its employees, to rea.ch conclusions and make
recommendations on the actions of the CIA and its employees.
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A. Systemic impediments that hindered the sharing of information:
between the CIA and the FBI

The most Criticalbreakdown in the Hazmi and Mihdhar case was the
failure of the FBI to learn from the CIA critical information about them; their
travel to the United States; and their association with Khallad, the purported

mastermind of the Cole attack. These breakdownsreflected serious problems
in the process before the September 11 attacks for sharing intbrmation between
the FBI and the CIA.

The FBI failed to receive from the CIA three critical pieces of
intelligence about Mihdhar and Hazmi in a timely manner:

• Mihdhar's possession of a valid, multiple-entry U.S. visa;

• Hazmi's travel to the United States; and

• The identification of Khallad in a surveillance photograph of the
Malaysia meetings attended by Hazmi and Mihdhar and other al Qaeda
operatives in January 2000.

The CIA became aware of these three pieces ef intelligence in January
2000, March 2000, and January 2001. Despite claims to the contrary, we
found that none of this information was passed from the CIA to the FBI until
August 2001. Although the CIA failed to timely pass this information to the
FBI, there were several opportunities for the FBI to have obtained this
information in other ways. But significant systemic problems, which we
describe below, hindered the flow of information between the CIA and the FBI.

1. Use ofdetailees

One of the most significant opportunities for the FBI to.have obtained the
intelligence information relating to Hazmi and Mihdhar was through the FBI
detailees at the CTC. As discussed abeve, the FBI detailees _o the CTChad
access to CIA cable traffic and could read the cables that discussed Mihdhar's
U.S. visa, the surveillance of the meetings of al Qaeda operatives in Malaysia,
Hazmi's subsequent travel to the United States, and the Khallad identification
from the Kuala Lumpur photographs. Several of the:FBI detailees accessed
and read some of these cables. Significantly, in January 2000, one detailee,
Dwight, prepared a draftCIR to pass to the FBI the information about
Mihdhar's visa, his al Qaeda connections, and his travel to Malaysia. The FBI
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should have been informed of this information be,cause of its cleard0mestic
nexus.

,

However, the CIR was never sent to the FBI. According to a note on the
CIR, John, a Deputy Chief of the Bin Laden Unit, directed that the CIR be
placed on hold, and FBI detailees did not have authority to disseminate CTC

information .without approval from the CIA. Eightdays .later, Dwight inquired
about the disposition of the CIR through an e-mail to John asking whether
•anything needed to be changed on the cable. However, this e-mail failed to

_ prompt further action on this CIR. The wimesses, we interviewed had no
recollection of the CIR and why it was not sent. We found no further record
that anything was done with regard to the CIR.

In our view, the CIA should have sent the CIR to the FBI because of the
important information it contained, and the FBI detailee s]hould have tbllowed

up to ensure that it was sent. While we found evidence that Dwight inquired
about its stares at least once, there is no evidence that he took any other action
to ensure that the information was.sent to the FBI., including inquiring with
other CTC supervisors about the need to send the cable to the FBI.

i: _In reviewingthe actions of the detailees, we found tl_at the FBI lacked

_ clear guidance on the role and responsibilities ofFBI detailees to the CTC's
Bin Laden Unit. This led to inconsistent expectations about what they were
supposed to be doing at the CTC. Our review of' the documents and interviews
with.the five FBIdetailees to the CTC'sBin Laden Unit found that none of

them had defined duties that were clearly understood, either by them or FBI
managers. Nor were there any memoranda of understanding (MOU) between
the FBI and the CIA setting-out the job duties and responsibilities of any of the
detailees.257

Moreover, we asked the FBI for the performance appraisals for all five of
the detailees to the Bin Laden Unit during this period, and. ,we received

257We asked both the FBI and the CIA for.any memoranda of understanding between
the agencies specifying the job duties of any of the detailees. The only MOUs we received,
which were provided by the CIA, related to the administrativenature of the details, such as
•time and attendance reports, travel and training expenses, security clearances, and medical
coverage. The MOUs did not address their substantive duties or res,ponsibilities.
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appraisals for three of them. They revealed that the FBI detailees were
evaluated based on the elements for their positions at the FBI, not based on
whatever they were supposed to be doing while worldng at the CTC. z58The
FBI was unable to provideany other documents defining or outlining the roles
or responsibilities of these detailees.

We also interviewed the detailees about their understanding of their roles
and responsibilities at the CTC. They stated that they were not given any
specific instructions about their job duties.. They described their details at the
CTC as ill-defined and with little direction. As a result, each detailee defined
the job at the CIA as he orshe determined it to be, andthere was significant
variation in. their conceptions of the job.

F0r example, Dwight told the OIG that h.e focused on leads that were
relatedto financial components of terrorism, which he developed from various
sources, suchas from reviewing cable traffic, from his supervisors at the CTC,
and from referrals from CIA officers at the CTC. By contrast, Malcolm told
the OIG that he thought he was the "eyes and ears" of the New York Field
Office, and that his role was "to monitor" cases being Worked jointly by tlhe
CIA and theNew York Field Office, such as the East African embassy
bombings investigation. He said that he also would follow up on requests for
information from the FBI to the CIA. Moreower, Marry said she was not given
any specific instructions about: her role at the C,IA, bm she was eventually
trained to be a CTC desk officer and that was how she operated- like other
CTC desk officers with specific assignments or "accounts."

Eric, who was aBin Laden Unit Deputy Chief, said that hewas told "to
fix" the relationship between the Bin Laden Unit and the FBI, but he was not
given any specific instructions about how to go about accomplishing this
objective. He said that he assisted in the running of tlheBin Laden Unit by
directly overseeing CTC operations and that he;also fimctioned in a liaison role
between the CIA and the FBI. He supervised the FBI detailees like he did
other Bin Laden Unit employees. He was not given any other supervisor3,

258For a fourthdetailee,Mary,the FBI producedonlya performanceplanbutno
appraisalreports. Theperformanceplanwasrelatedto her dutiesas an FBI IOS. Marytold
the OIGthat she wasdirectedby CTCmanagementbasedon herworkas a CIAdeskofficer
andwas notevaluatedby FBIpersonnel.
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oversight particular to the detailees. He said that on his own initiativc_ he tried
to stay abreast of matters that might be of interest to the FBI byreading the _
CTC cable traffic. However, he explained that determining what might be of
interest to the FBI was very subjective because there were no criteria ,defining

what should be brought to the attention of the FBI.

Wealso interviewed the highest-ranking FBI employee detailed to the
CTC, who was a Deputy Chief of the CTC from 1.999 through 2002. We call
him "Evan." Evan believed that one of the FBI detailees' functions would

have been to review CIA cable traffic for information of potential rele,vance to
the FBI. Yet, the detailees told the OIG that while reviewing CIA cable traffic
was part of their jobs, it was not their• function to review cable traffic for items
of interest tothe FBL and they did not review all of the cable traffic on a daily

basis. They said they did not think they were acting as backstops to ensure that
•anything that might be relevant,to the FBI was brought to the FBI's attention. 259
The detailees _asserted emphatically that their function did not entail scouring
CIA cable traffic for the FBI, and their efficacy would be •limited if they were -
perceived by CIA personnel merely as moles for the FBI. 26° They also

'_ explained that even if this had been their role, it would have been difficult to do
'_:_ because of the volume of cables, especially' during thechaotic Miliermium
' period.

The two FBI employees who held Similar supervisory positions- one as
a deputy chief in the Bin Laden Unit and the other as a deputy chief in another
unit that later housed the Bin Laden Unit- also had differing views on their
responsibility for reviewing cable traffic. Both a._eed that their role was not
merely to review cable traffic for items of interest: to the FBI. Eric told the

259We also interviewed the first FBI employee detailed in March 1996 to Bin Laden
Unit soon after itwas created. This detailee was an agent from the FBI's New York Field
Office, and he remained at the CTC until August 1998. He said that he did not attempt to
review all of the cable traffic. He indicated, however, that:when he ,didlocate information of
interest to the FBI, he did not encounter problems obtaining the CIA's permission to share
this information with the FBI. •

z60Some CIA employees we interviewed stated that they, by contrast, believed that this
was the function of the New York Field Officedetailee. We discuss this further in the next
section.
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OIG that while he tried to review the traffic in order 1Lostay. abreast of the.
information in the CTC, itwas too much for one person to manage effectively.
By contrast, Craig, who followed Eric as a manager detailed to the CTC, told
the OIG that he did not even attempt to review thecable traffiic but only
focused on those cables that required action on his part.

In addition to failing to clearly define the,'roles and responsibilities of the
detailees, the FBI did not provide oversight of the detailees. Eric acted as;one
of two deputy chiefs within the Bin Laden Unit. After Eric left the CTC, Craig
was a deputy chief in a much larger unit that included the Bin, Laden Unit:.
Both said that they performed day-to-day supervision of the detailees in tl_e
same manner in which they supervised the other CTC employees assigned to
their groups, z6_ According to Eric and Craig, they did not focus specifically on
the role of FBI detailees.

Evan told the OIG that he did not supervise any of the dketailees,and he
had no authority to oversee their duties or direct their activities, except by'
virtue of his position as a senior manager within the FBI. Hesaid that they
were evaluated by their chain of command in the FB][office fromwhich they
had been assigned, which is supported by the limited documents we reviewed.
We found that there wasno oversight by the FBI of tlhedetailees based on their
function as;detailees.

The FBI's failure to adequately oversee the detailees is illustrated by the
role of Mary, the only FBI analyst detailed to the Bin Laden Unit. She hats
been detailed to the CIA since 1998. Mawhad the 0ppormnity to learn
valuable analyst skills by working alongside CTC personnel _mdthen use those
skills at the FBI. Additionally, the detail provided an opportunityto learn
about the CIA infrastructure and establish liaison contacts at the CIA.

Mary told us that she operated as a full-fledged CIA des;k officer, and that
she has worked with FBI personnel during her detail but from the position of a
CIA employee, not an FBI employee. We believe there needs to be a review of
the duration of these details to ensure the value of these details is maximized.

261Eric let_the CTCin mid-January2000,andCraigdid notarriveat the CTC_LtilJuly
2000_Thus,betweenmid-JanuaryandJuly2000theFBI had nosupervisorypresencefor
theFBI employeesdetailedto workBinLadenmattersat the CTC.
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At a time when the FBI is concerned about the shortage of qualified analysts to
do the work it has, a 5-year detail of an FBI analyst working as a CTC
employee warrants review by the FBI. 262

The same lack of oversight and direction was evident regarding the work
of Malcolm, the FBI New York Field office detailee to the CTC. He had been
traveling to the CTC from New York ona weekly basis for four years., until
January 2003. On Mondays hetraveled from New York to the CTC, stopping

by FBI Headquarters, On Fridays he stopped by FBI Headquarters on hisway
back to New York. After the bombing of t]he Cole,,he spent at least half Of his
days in Washington, D.C. at FBI Headquarters. Thus, hewasfrequently away
from the CTC and not in a position to maximize his potential for obtaining
information at the CTC. Thisalso leftthe perception with other CTC
employees that he was not fully integrated into the CTC.

•We found that that the FBI lacked a systematic approach to itsuse of
detailees at CTC's Bin Laden Unit. The detailees couldhavefunctioned in one

of three ways - as fully integrated members of the, CTC working unilaterally
",: on CTC matters, as backstops ensuring all pertinent CTC information was
!.. forwarded to the FBI, or in some combination thereof. While there_are

:. potential benefits to using the detailees in any of tl_ese functions, the potential
' benefits were not maximized because there was no clear underStanding of the

detailees' roles and no system to ensure that any objectives were met. The lack
of oversight over FBI detailees to the CTC resulted in squandering critical
opportunities for information sharing between the CIA and FBI.

We also found significant misunderstanding,; between employees, ofthese
two agencies regarding their respective responsibil[ities for information sharing.
First, as noted above, we found that some CIA employees believed that: FBI

detailees had more responsibility, for reviewing the',CIA cable traffic than the
FBI detailees believed that they had. One CIA Bin Laden Unit employee told
the OIG that the CIA was not going to "spoon feed" information to the FBI and

" that the FBI personnel at the Bin Laden Unit had access toall of the CIAcable
traffic. She stated that while the CTC provided to the FBI intelligence

262The OIG is in the process of completing a comprehensive rev_iewof FBI's analyst
program.
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information that contained a domestic nexus; she did not believe it was the
CIA's responsibility to provide all of the predicating material, since the FBI
detailees also had access to the same cables. In addition, CIA personnel
described FBI detailee Malcolm as a "mole" for the FBI's NewYork Office,
suggesting they thought he was reading CIA cables for the express purpose of
reporting back to the New York Field Office on what he found.

In addition, we found that a similar misunderstanding existed among FBI
employees inNew York with respect to the role of the CIA employee detailed
to the FBI's New York Field Office. A CIA employee assigned to the JTTF in
the New York Field Office had a desk in that office',_ sensitive compartrnented
information facility (SCIF). 263 FBI agents in the New York Field Office
asserted to the OIG that this individual was knowledgeable regarding their
investigations and that he was responsible for reviewing CIA traffic, finding
items of interestto the FBI, and bringing this information tothe attention of
appropriate New York agents.

The CIA employee, however, denied that this was hisrole. He told the
OIG that he hadbeen sent to theNew York Office to "improve the relationship
between the CIA and the FBI" and that he provided the FBI with CIA
intelligence that was designated for the FBI New York Field Office's review.
He stated, however, his job was not to "sPoon feed" information but only' to
make itaccessible to the agents in New York. This meant that he would print
information +obtained from CIA databases that was of potential interest to the
FBI NeW York Field Office and make that information available for review in
the SCIF if FBI agents decided to come and review it. But, apparently
unknown to many New York FBI agents; he believed the onuswas on FBI
personnel to come into the SCIF and see if any new, relevant information had
arrived, rather than to alert them to that information, lie also said that while he
generally knows what the various FBI squads are investigating, the NewYork
JTTF has over 300 members and he could not reasonably be expected to have
knowledge of all their investigative interests. He said that if he spent his time

263TheFBI agentsdo notroutinelyworkin a SCIFarea. The computersonwhichthey
accessACS do notcontainsensitivecompartmentedinformationor m_Lterialsclassified
aboveSecret. Becausea highpercentageof CIAtrafficcontainsthis information,the CIA
detaileemustworkin a separatearea.
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solely looking for information of interest to the FBI, he Would never get any
work done.

As a result, FBI agents in New York believed they were receiving from
this CIA employee assigned to the JTTF all of the CIA information of' interest
to the FBI, when in fact they were not. Therefore, the New York agents could
have received information on Hazmi and Mihdhar directly through their own
CIA employee, but they misunderstood the process.

,

2. FBI employees' lack of understanding of CIA reporting
process •

These gaps in the inf0rmation sharing process were exacerbated byFBI
personnel's lack of understanding of the CIA's reporting process, This
problem is clearly illustrated by the failure of the FBI to obtain the infbrmation
on the identification in January 2001 of IChalladinthe Kuala Lumpur
photographs by the joint FBI/CIA joint source.

As detailed above, we concluded that the FBI's ALAT was not made
_' aware of the source's identification of Khallad in the Malaysia meetings

photographs. Although the ALAT attended the debriefing of the source; the
_ ALAT did not immediately receive the information that the source had
•"_• ' identified Khallad. We were unable to ascertain the reasons for this significant

omission. However, our review found that there were later opportunities for
the ALAT to have obtained information about the.,identification from CIA

documents. In addition, we found that the New York FBI agents working the
Cole attack investigation did not leam of this significant information, despite
interviewing the source on several occasions. We believe this was due in part
to the fact that the FBI personnel were not familiar with the CIA's process for
reporting intelligence information.

As discussed previously, the CIA primarily relies on cable traffic to share
intelligence among its personnel who are stationed around the_worldl None of
these cables are available for FBI review, except by the limited numbe,r of FBI
personnel with direct access to CIA computer systems, such as the detailees at
the CTC.

The CIA uses a certain type of cable called a TD to disseminate CIA
information outside of the CIAto other U.S. govemment agencies. These
cables are created by CIA reports officers based on their review of the internal
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CIA cable traffic. The reP0_S officers were described to us as "editors', ,echo
remove references to sources and methods contained in the cables and
determine what information should be i-hrther disseminated in the TDs. As a

result, TDs did not necessarily include all the substantive information
contained in the internal cable traffic.

Our review found the ALAT did not understand that the TDs did not
necessarily contain all of the intelligence gathered by the CIA from a particular
source or on a particular event. The ALAT had been keenly aware of the:
significance of Khallad to the FBI, and contemporaneous FBI documents;
outline his efforts in mid-January 2001 to try to ensure that all the information
obtained from the joint source was provided to the UBL Unit: at FBI
Headquarters and the Bin Laden Squad in the New York Field Office.
However, he relied on the TDs concerning the source's reporting to ensure the
completeness of the information thathe had provided to his FBI colleagues.
The ALAT erroneously believed he had obtained all the Source reporting
through the TDs. This was not the case. The January 2001 tGhallad
identification was only reported in an intemal CIA cable and was never
included in a TD.

In addition to the ALAT, New York FBI agents working on the Cole
investigation told us that when they read a TD regarding a particular subject
(which they could access through CTLink), they mistakenly believed that it
contained all relevant information from the source debriefings. The primary
Cole case agent told us thathe believed that the CIA operational cables dealt
with techniques and methods, but he did not know that these cables also
contained the details0f debriefings. He said that hehad "assumed" all the
substantive reporting would be contained in the TDs, so he never asked the
CIA to allow him to review the underlying cable traffic.

If these FBI employees had a more thorough knowledge of the
information flow within the CIA, they could have ensured that they received all
the relevant information from the jointsource. This; was especially significant
in the case of Hazmi and Mihdhar beCause the CIA and FBI ihaddecided the

majority of the joint source's reporting would be handled through CIA
channels, and the ALAT did not independently report in FBI documents most
of the source's information. For example, in this case, the FBI could have
requested to review the CIA's internal cables or asked the interviewing CIA
officer to review the TDsand the FBI documentation to ensure all the
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information had been captured. However, thelack of understanding by FBI
personnel of the CIA reporting process an_.:tits procedures for sharing
intelligence contributed to the FBI not learning o,fsignificant information in
CIA cables about Khallad - which would have tied an al Qaeda operative to the
Malaysia meetings attended by Mihdhar and potentially resulted in the FBI

focusing on Mihdhar much earlier.

3. Inadequate procedures for documenting receipt ofCIA
information.

We also found that the FBI lacked consistent policies or procedures for
the receipt and documentation of intelligence information received from the
CIA. In addition, structural impediments within the FBI undermined the
appropriate documentation of information received from the CIA.

As we detailed above, the information concerning the surveillance of
suspected al Qaeda operatives at the Malaysia meetings, including Mihdhar,
was verbally conveyed in January 2000 by a CIA officer to two FBI employees

- who were working in the FBI's Strategic Information Ope,rations Center
(SIOC). But this important information was not documented in any retrievable

_. form at the FBI.

" The FBI was able to provide only three documents regarding the,'briefing
on this information. First, one FBI e-mail message was recovered through a
painstaking review of messages on an FBI server that the FBI searched in
connection with a request from the JICI. Although this written record survived
from that time, no analyst or agent would have had access to the information,
leamed of its existence, or been able to conduct the type of search that: led to
the discovery of this document. Second, information regarding the briefing
was also located in one of the FBI Director's daily briefing documents;
prepared in response to the Millennium threats. These briefing documents,
however, were not electronically archived in a searchable ,database that
analysts or agents in the field could access. Third, a brief ihandwritten note
about the information he received from the CIA was contained in the personal
daily calendar of one of the FBI employees briefed by the CIA officer in the
SIOC.

We found there were no clear procedures for documenting intelligence
communicated by the CIA to the FBI in an infomn.al manner, such as the verbal
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briefings on Mihdhar in the SIOC. Although the SIOC had beenactivated
during the Millennium for the express purpose of handling tI_reatinformation
from various sources, FBI personnel assigned to the sioc during this period
told us that there were no procedures for the receipt and handlingof
interagency information communicated infom_ally unless it related to an
ongoing FBI investigation. Although one wimess suggested that some type of
log might have. existed to record incoming physical information, such as
documents, the FBI found no such 10g. Moreover, FBI wimesses told us that

. the log would nothave been used to document: verbal briefings. Therefore, any
documentation of information received informally would have been at the
discretion of the recipient.

We are not suggesting that every informal communication from the CIA
to the FBI should be documented. We als0recognize itis difficult to know the
significance of any individual piece of information when it is received. Yet,
we believe that the FBI should attempt to establish criteria or guidance for
determining what information from informal briefings should be documented,
and how it should be documented. The information received in the SIOC on
Mihdhar was recorded only in a briefing provided to the Director and executive
staff, which is not available to others throughout the FBI. Clearly, the authors
of the Director's daily briefing believed there was sOme import to this
information. Because the Mihdhar information was never documented in an
accessible format, only those individuals personally informed about the CIA's
information on the Malaysia meetings or those: present for the Director's
briefings were made aware of the Mihdhar information. In effect, it was lost to
everyone else because no analysts or field agents Would be able to search for or
locate this information. An effective analytical program requires that analysts
have access to all available information, and that pell:inent information is not
contained solely in the personal memories of selected individuals.

This was particularly significant because the information on Mihdhar
initially did not appear to be important. But it subsequently became very
significant. In the summer of 2001, FBI personnel eventually recognized the
significance of the Malaysia meetings. At this time, the e-mail and the
information from theDirector's briefing in January 2000 were not available to
the FBI personnel. Without mechanisms to maintain information in which the
Significance is not immediately apparent, the FBI will not be able to fully
connect and analyze disparate pieces of infomlation for their significance.
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In addition, even if the agents who received the information in tl_eSIOC
had wanted .to document it in a form. that was aVai[labletl_'oughout the:FBI, the
FBI lacks an information technology system capable of adequately handling
this type of information. As discussed previously, the FBI's primary electronic
information •storage •systemis the Automated Case Support (ACS) System.
ACS is a case management system designed to capture information related to
specific investigations and not for this type of genera! intelligence information.
There. was no FBI system that would allow this type of information to have
been maintained so that it would be available for directed searches or ,other
subsequent data mining. It is also important to note that ACS is not approved
for storage of information classified above the Secret level and is not approved
for storage of any sensitive compartmented information. Thus, it is not
available for storage of the majority of the :relevant Intelligence Community
information, including the information on Hazmi and Mihdhar.

In the absence of effective methods for recording and retrieving
information obtained from other intelligenc,e agencies, the benefits of increased
informationsharing among the agencies will remain of limited use. Based on
the system in effect duringthis period, the value of the informationwas

_: minimal, unlessthe information :Wasrelayed to an individual who could
_ immediately use the information or the information related to an ongoing FBI

investigation. When, as here, subsequent additional information increases the
significance of the prior information, the absence of an effective infol_mation
retrieval system effectively precludes any rneaningful effort by the FBI to
analyze the disparate pieces of information over time.

In sum, despite the fact that some personnel at the FBI were aware in
January. 2000 that Mihdhar was possibly linked to al Qaeda operations and
traveled to Malaysia to meet with other suspected al Qaeda operatives, this
information was unavailable for further analysis or use once the SIOC closed
down in late January or early February 2000. Bec,ause no one was assignedto
document, follow up, or track the information on Mihdhar, the FBI's
opportunity to discover Mihdhar's valid U.S. visa during this period and
therefore try to locate him was lost.

4. Lack of appropriate infrastructure in FBI field offices

Information sharing with the FBI also was impeded by the inadequate
facilities for the handling of intelligence information in the two field offices
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most directly involved in the Hazmi/Mihdhar matter,, Intelligence information
from the CIA is often classified a} a high level. As a result, safeguards must be
taken in handling the information, while still allowing• appropriate FBI
employees the ability to access and use the infbrmation. Unfortunately, the
FBI's field offices generally lacked both the necessary physical infrastructure
and information technology to readily use this type of information. Without
the appropriate physical infrastructure, the FBI will not be able to handle
sensitive information in an effective manner.

To handle SCI classified material, employees must store•and review such
information in a SCIF. Access to the SCIF is limited to individuals with the
appropriate clearance level •and the need to know the information in the SCIF.
Adequate security measures must be implemented to prevent unauthorized
individuals from gaining access to the spaces containing such materials. The
type of equipment that may be brought into the space is also strictly limited.
For example, cellular telephones, two-way pagers, and other unsecured
communication devices are prohibited. Telephones in SCIFs must be

designated for secure transmissions. Computer networks also must be secured
for transmission of information.

During our review, we Observed the workspaces in the FBI New york
and San•Diego Field Offices and found that they were not set:up to adequately
handle the type of information involved in the Hazmi andMihdhar cases.
These workspaces were not adequately secured to permit FB][personnel to
handle CIA and NSA information at their own desks, even if they had been..

given the information. Nor were the SCIFs suitable to permit agents to
regularly access or handle such information. In the New York Field Office, for
example, the SCIF we were shown was extremely small•. The CIA detailee to
the JTTF worked in this SCIF, but there was little room for any other personnel
to enter, let alone use it as a workspace. In the San Diego Field Office, a small
SCIF was used as•a secure communications center for the entire office. The

San Diego office lacked a separate SCIF for the JTTF, TM including theCIA

264We were informed that a separate SCIF for the JTTF :isunder construction in the San

Diego Field Office. However, this SCIF will only be large enough to accommodate three or
four employees at any one time_
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representative assigned to the task force As a result, the SanDiego agents
were hampered in their ability to access CIA information.

We also found that New York and San Diego FBI agents did not: have
sufficient access to securetelephones, known as Secure Telephone Unit third
generation or STU III telephones. The limited STU III phones available had to
be shared among nUmerous agents. Again, this made communications',
involving classified material within the FBI or with other 1membersof the
Intelligence Community more difficult. An entire squad comprising as many
as 25 individuals shared one or two STU III phones.

In addition, asnoted above, the FBI agents did not have accessto
computer systems that could store much of the information received from the
CIA. The computers at each agent's desk in the New. York and San Diego
Field Offices only provided access to ACS. This system does not permit
storage or access to any information classified above the S,ecret level or any
information deemed sensitive compartmented infi)rmation. Therefore, even if
the FBI recipients of the CIA infomlation regarding Hazmi and Mihdhar had
wanted to document and store such information in a retrievable fashion, they
could not have stored it on the system that FBI agents use. The FBI had no
internal system in New York:and San Diego that allowed them to use the type

._ of information involved inthe Hazmi and Mihdhar case.
.:

,,

In addition, most FBI agents in the field did.not haw_ direct access to
CTLink, the shared Intelligence Community database that did contain some of
the information on Hazmi and Mihdhar, such as t]heNSA iinformation. Field
agents could not access, let alone conduct research, on this system. As a result,. . .

even if the New York and San Diego agents wanted to search for relevant
information about Hazmi and Mihdhar, any sensitive or highly classified
information obtained from the NSA and CIA could not be stored in the one

system that they used.

In contrast, we observed that the CIA's workspaces :permitted their
employees to access highly classified information on-computers in the.ir
personal workstations. Each CIA employee had their own secure cornputer on
which they could receive and research highly classified material. They had
several secure telephones that could be used to discuss Top Secret information
with others. The difference in CIA and FBI workspaces was particularly stark
in the FBI's San Diego Field Office where,, due to the lack of access to an
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appropriate SCIF, the CIA employee co-located with the FBI's San Diego
Field Office could not access CIA systems. To access CIA systems, he had to
travel to a domestic CIA station.

5. OIG conclusion on impediments to information sharing

in sum, significant and systemic problems that were evident in the FBI's
handling of the Hazmi and Mihdhar case inhibited information sharing between
the FBI and CIA. The FBI failed to define the roles ;andresponsibilities of the
FBI detailees to the CTC's Bin Laden Unit. The FB][failed to ensure effective

oversight of the detailees at the CTC. The FBI and tJheCIA failed to dew, lop a
clear understanding of the function of detailees from each other's agencies.
The FBI failed to understand the CIA's reporting process. Tile FBI lacked an
adequate computer system and appropriate infi'astructurefor 1handling
intelligence information not directly related to a specific investigation.

Although these systemic problems affected the flow of information
between the FBI and CIA, we do notbelieve they fully explain the FBI's
failure to obtain the critical information on Hazmi and Mihdhar. Employees at
both the CIA and the FBI failed to provide or seek important information about
Hazmi and Mihdhar, despite numerous interactions between them on issues
related to Hazmi and Mihdhar from January 2000 ttu'ough August 2001. We
found these interactions were substantive and that much of the information
about Mihdhar andHazmi was exchanged through these ongoing efforts.
Unfortunately, the critical pieces of information relating to Hazmi and Mihdhar
did not become known to the •FBIuntil shortly prior to September 1•1. As a
former CTC Bin Laden Unit Deputy Chief aptly summarized it to us,
"information that should have been shared was not, repeatedly."

B. The actions of the San Diego FBI

In addition to issues that affected information sharing between the FBI
and the CIA, the FBI had other opportunities to find information about Hazmi
and Mihdhar before the September 11 attacks. The trimethat Hazmi and
Mihdhar spent in San Diego was an opportunity during which the FBI could
have obtained information about them but did not. As discussed above, Hazmi
andMihdhar entered the United States in January 2000 and moved to San
Diego in February 2000, where they resided unbeknownst to the FBI. While in
San Diego, Hazmi and Mihdhar associated with Omar al-Bayoumi, a person
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whom the FBI had previously investigated, and they also lived with an active,
FBI in'formational asset. Yet, the FBI did not become aware Oftheir presence
in San Diego until-after September 11,2001.

Because. Bayoumi spent a significant amomat of time with Hazmi and
Mihdhar in early 2000, it is possible that had a full field investigation of
Bayoumi been open at the time- the FBI could have discovered Mihdhar and
Hazmi's presence in San Diego and also uncovered the CIA information about
their attendance at the Malaysia meetings. Because Hazmi and Mihdhar lived
with an FBI asset, itis also possible that if the FBI had documented their
presence in San Diego, it would have p/'ovided additional investigatiwe leads
that could have aided the New York FBI in.locating them in August 2001. We
therefore evaluated the San Diego FBI's investigation of Bayoumi and the
decision toclose its preliminary inquiry on him in June 19'99. We also
examined the San Diego FBI control agent's decision not to obtain or
document .information from his information asset about Hazmi and Mihdhar,
who were boarders in the asset's house.

_ In examining the SanDiego Field Office's handling of the.Bayoumi
" investigation and the informational asset; we also found that, despite the. fact
-_ that FBI Headquarters had established counterterrorism as a top priority of the
_'-": FBI in 1998, the San Diego Field Office was continuing to pursue drug

trafficking as its top priority in 2001. While the FBI made. counterterrorism its
top priority on paper, theFBI took few steps to ensure that: field offices
complied with this directive. We discuss this issue at the end of this section.

1. The San Diego FBI's preliminary investigation of Bayoumi

As discussed above, Bayoumi is a Saudi national who in January 2000
had been livingin the United States for approximately six years, was well-paid
by a Saudi company that contracted with the Saudi government, and was
involved in setting up mosques in the San Diego area:. Hazmi and Mihdhar met
Bayoumi in Los Angeles approximately tWOweeks after entering the United
States in January 2000. A few days later they moved to San Diego, where
Bayoumi assisted them in obtaining an apartment:inthe complex where he
lived. They lived in this complex for four months

Bayoumi's name had first surfaced at the FBI in 1995 in connection with
other investigations. Bayoumi.'s name resurfaced ',atthe FBI on August: 31,
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1998, when his apartment m_inager contacted the FB][ to repoi_ her suspicions
regarding Bayoumi's activities. Themanager reported that she had been
notified by the U:S. Postal Inspection Service in Mm'ch 1998 that Bayoumi had
been sent a "suspicious" package from the Middle East. According to the,
manager, the package had:broken open and had a number of wires protruding
from it. She reported further that the apartment cOmplex maintenance man had
noticed a-number of wires protruding beneath the bathroom sink in Bayoumi's
master bedroom. Shereportedthat there had been large meetings of men, who
based upon their dress appeared to beMiddle Eastern, gathering in Bayoumi's
apartment on Weekend evenings. She also cornplaine,d that several parking
spots Were being illegally used by the people gathering at Bayoumi's
apartment.

On September 8, 1998, the San Diego FBI opened a preliminary inquiry
on Bayoumi. 265 The assigned agent checked FBI indices for farther
information regarding Bayoumi and conducted other investigative steps.

The agent contacted the U.S. Postal Inspection Service in reference to the
alleged "suspicious" package sent to Bayoumi. A postal inspector advised the
FBI agent that "suspicious" did not necessarily mean "nefarious," and the vast
majority of suspicious packages were benign. The postal inspector reviewed
the report: relating tothe Bayoumi package and told the agent that the package
had been deemed "suspiciOus" because it had no customs papers or appropriate
postage and originated in Saudi Arabia. According to the report, there was no
record of any wires protruding from the package, Bayoumi had retrieved the
package, and it was no longer called a "suspect parcel."

According to the FBI agent, the apartment manager agre,ed to recordthe
license plate numbers of the meeting participants. However, the manager later
advised the agent that meetings had dwindled to a few participants and then
stopped all together.

265In accordance with the Attorney General's Foreign Co:anterimelligence Guidelines, a
preliminary inquiry could be opened when there was information or allegations indicating
that an individual is or may have been an international terrorist or a recruitment target of an
international terrorist organization. Preliminary inquiries were permitted to remain open for
120 days and had to be closed unless the FBI obtained sufficient evidence to open a full field
investigation.
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The agent asked fellow FBI agents: to ask their "'logical sources" for
information regardingBayoumi. The sources related the following concerning

Bayoumi:

• Bayoumi was married with small children and had recently
completed a master's degree program and he',was looking for a
Ph. D. program, but his test scores were too low. He was
approximately 30 years old and unemployed.

• Bayoumi was a Saudi who regularly attended the ICSD (Islamic
Center of San Diego). He was manried with children and was
working on a master's or other advanced de_ee.

• Bayoumi reportedly delivered $400,000 to file Islamic Kurdish
community in E1Cajon, Califbmia in order to build a mosque.
Source opined Bayoumi "mUst be an agent of a foreign power or
an agent of Saudi Arabia."

• Bayoumi was in the U.S. on a student visa but was applying for a
green card. Bayoumi c,laimed to have a master's degree and was
working on a Ph.D. His father was sending him $3,000 a month

_ for support while he was in school.
:,... ._..¢

The FBI agent also contacted the INS in refi:rence to Bayoumi's
immigration status. An INS special agent advised that Bayoumi was in the
U.S. on an F-1 student visa, but his work visa had expired. However, the INS
reported that his visa could be renewed.

The FBI agent received no further substantive infommtion in response to
various information checks. According to the agent, the only remaining option
was to conduct an interview of Bayoumi. After her supervisor consulted with
fellow FBI agents who were working on a large, sensitive counterterrorism
investigati0n involving an alleged terrorist organization, the supervisor
instructed the agent not to conduct the subject inte,rview of Bayoumi. z66. The
agent told the OIG that she did not believe the decision was inappropriate

266The file indicatesthat thedecisionnot toconductaaainterviewwas dueto an
investigationthat includeda proposedproactiveelement. The FBIbelievedthat thebenefits
of interviewingBayoumidid notjustifytherisk to theproposed operation.
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based on the potential effect of such an interview on the other sensitive
investigation.

On June 7, 1999, the FBI closed its preliminary inquiry on Bayoumi, and
he was no longer actively under investigation by the FBI.

The FBI case agent told the OIG that she had no concrete information
linking Bayoumi to any terrorist activities. She stated that the allegations that
gave rise to the preliminary investigation were',not substantiated. With respect
to the source reporting that Bayoumi had received la_rgesums of money from
overseas, the case agent explained it was not unusual for foreign students,
especially from Saudi Arabia, to regularly receive money, even large sums of
money. Therefore, the case agent did not consider this to be :inherently
suspicious. The agent's squad supervisor at the time and other agents on the
squadalso told the OIG that it was not unusual or suspicioUs for SaUdi st_adents
to have received large sums of money from Saudi Arabia.

As stated above, one source had provided unve, rified in:formati0n that

Bayoumi could potentially be a Saudi intelligence operative or source.
According to the agent, Bayoumi was allegedly very involved and interested in
Saudi affairs in San Diego, and this probably led to thesuspicions about
Bayoumi's connection to the Saudi government. However, the agent told the
OIG that Saudi Arabia was not listed as a threat country and the Saudis were
considered allies of the United States. 267Therefore, Bayoumi's potential
involvement with •theSaudi Arabian government would not have affected the
FBI's decision to close the preliminary inquiry.

The squad supervisor at the time of our investigation, who had been an
agent on the squadfor several years, told the OIG that before September 11,
the Saudi Arabian government was considered an ally of the United States and
that a report of an individual being an agent of the Saudi government would not
have been considered a priority. Other agents on the,,' squad also said that a
source reporting that an individual was an agent of the Saudi government

267Country threats are defined by the FBI as foreign governments ,orentities whose
intelligence activities are so hostile, or of such concern, tothe national security of the;United
States that counterintelligence or monitoring activities directed against such countries are
warranted.
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would not have been cause for concern because the Saudi government was
considered an ally of the United States,

In addition, the case agent explained that more intrusive investigative
techniques could not be conducted because of the restrictions of the Attorney
General FCI Guidelines in effect at the time. No meaningful surveillance
could be conducted, no bank records or other financial records could be sought,
and very little investigative activitybeyond fully identifying the individual
could :be done.

In sum, we do not believe that the FBI's actions with regard to Bayoumi
and its decision to close the preliminary inquirywere inappropriate. The agent
conducted logical investigative steps that were permitted under the Attomey
General Guidelines in effect at the time, such as checking FBI records, for
information, asking other intelligence agencies for information about the
subject, and asking agents to query their sources about the.,subject, but the
agent did not uncover any information to support the allegations. The
Guidelines did not permit the case agent to engage in more intrusive
investigative techniques, such as a clandestine search of Bayoumi,s property,
obtaining his telephone or financial records, or secretly recording his

::' conversations.
-._,

Although the Attorney General Guidelines would have permitted a
subject interview of Bayoumi prior to closing the preliminary inquiry, the
decision not to conduct an interview appeared warranted, :given its po,;sible
effect on an ongoing significant investigation.

2. The FBI's handling of the _nformational asset

As describedabove, in May 2000 Hazmi and Mihdhar began renting a
room in the home of an FBI informational :asset. An FBI San Diego Special
Agent who we call "Stan" was the asset's contro_agent since theasset was
opened in 1994. The asset had provided the FBI with si_fificant infoimation
over the years and was considered a reliable source. Hewas well known.in the
Muslim community. He often rented rooms in his house to Muslim menin the
community who needed temporary housing. At the time fhat Hazmi and
Mihdhar moved in with him, he had two other individualsrenting rooms in his
house. Mihdhar lived with the asset until June 10, 2000, when he left the
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United States, and Hazmi remained as a boarder at tlheasset's home until
December 2000.

According te Stan, the asset told Stan that two Young Saudis who had
recently cometo the United States to visit and[study had moved in as boarders.
The asset described them asgood Muslims who often went to the mosque and.
prayed. The asset provided Stan with their first names but little other
identifying information. Stan did not obtain any additional information l_om
the asset about the boarders, such as their last names'.,and he did not conduct.

any investigation of them.

Had Stan pursued information about Hazmi and Mihdhar, he might have
uncovered the CIA information about them. In addition, he might have created
a record in FBI computer systems about Hazmi and Mihdhar's presence in San
Diego, which Would have provided the FBI with additional information and
avenues of investigation when it began to sem'ch for them in August 2001. For
these reasons, we examined Stan's actions with regard to the asset.

In interviews with the JICI staff and in congressional te,stimony, Stan.
stated that the informational asset primarily provided information about the
activities and identifies of persons in theMuslim community in San Diego who
were the subjects of FBI preliminary inquiries or full field investigations. 268
Stan said that the asset volunteered some infon'nation about other individuals
as well. He said he thought that the asset had good judgment about which
individuals might pose a threat and that his reporting had been "consistent"
over the years. We reviewed the asset's file _nd noted the asset provided[
information on a regular basis on a variety of,different indivMuals and topics.
Although we could not evaluate the asset's judgment from the file, we consider
Stan's description of the asset' s reporting to be apt.

Stan also stated that he was aware that the asset had boarders in his house

over the years, and the fact that two new boarders had moved inwith the asset,
did not arouse suspicion. He notedthat the asset volunteered that the two
boarderswere livingwith him soon after they moved in, but the asset provided
the information about his boarders as part of a personal conversation and not

268Asnotedabove,Stanhas retiredfromthe FBI and declinedto be interviewedby the
OIG.
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•because the asset believed that it had. any significance. Stan stated the:
information provided from the asset was that the two boarders were from Saudi
Arabia, which, according to Stan, was not a countTy that the united States had
placed on the list as a threat to national:̀ security. Stan said that the asset did not
describe his boarders as suspicious or otherwise worthy of further scrutiny. He
also ass_ertedthat he was prohibited from further pursuing the information
about Hazmi and Mihdhar, including documenting the infbrmation that he had
obtained, because of the Attorney General Guidelines in effect at the time.

In examining Stan's actions, we first considered whether the Attorney
General's FCI Guidelines were applicable to the ,;ituation involving Hazmi and

Mihdhar. As suggested by Stan, the Attorney General'sFCI Guidelineswere
designed to ens/lre that the FBI opened preliminary inquiries and conducted
investigations only if the required predicatiffg intbrmation was present.
Because there were no allegations or information provided to Stan that Hazmi
and Mihdhar were terrorists, or agents of a foreign power, weagree that Stan
did not have sufficient information tO open a preliminary inquiry and actively

investigate Hazmi and Mihdhar, •

We also considered whether, at a minimum.,. Stan could have attempted to
;:;. obtain additional information about people who were livingwith his

informational asset, such as their full names, and whether he was required to
document the information on Hazmi and Mihdhm: that he !hadreceived from his
asset. First, we reviewed FBI policies and procedures for handling assets.
Those policies did not require Stan to obtain infolznation fi'om an informational
asset about people living in the asset's house or to conduct record checks to
obtain this information. In addition, the policies do not appear to require Stan
to have documented information received fi'om the asset about anyone living
with him, or to even document their full identities if he had obtained tlhat
information.

Wealso interviewed several FBI agents who were on Stan's
counterterrorism squad and asked them ,whether it would have been their
practice to seek additional information about boarders living with an
informational asset and what, if anything, they would haw_ done with this
information. We found no consensus among them about whether information
on boarders like Hazmi and Mihdhar who lived .with an informational asset
should have been obtained and documented. Some agents stated that they
would have pursued more information about boarders living with an
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informational asset, while othersstated that they would:not have. Some of the
agents stated that:they would have noted the fact of the informational asset
having boarders in his file. Some agents stated that they would have
documented the identities of the roommates inLan EC that would have been

upl0aded to ACS. However, former San Diego Division Special Agent in
Charge William Gore.told the OIG that he "did not believe anything had been
done wrong" inthe handling of the:informational asset and he did not fault
Stan for not obtaining the information.

While we recognize that no FBI policy addressed this issue and there was
a lack of consensus on what should have been done in a situation like this, we
believe that it would have been a better practice for Stan to have questioned the
informational asset about his boarders and obtained their full identities. Stan
was aware thatHazmi and Mihdhar were relative strangers to the informational
asset, and that they were not friends, family, or long-time associates of the
asset. Stan also was aware that the asset had no direct knowledge of Hazmi

. "_

and Mihdhar's backgrounds and could not vouch for their character.
Moreover, the boarders in the asset's home were in a position to put the asset
and the information he supplied to the FBI in jeopardy. Therefore, prude.nce
and operational security would suggest that information about persons living
with the asset should have been sought, at least to theextent of learning and
documenting their names, and perhaps running a records check on them.

If Stan had asked more questions about the asset's boarders, he also may
have acquired enough information to pursue fijrther iinquiry. For example, the
asset has stated after the September 11 attacks that I-][azmiand Mihdhar did not
make telephone calls from his house, and that in retrospect: he found this
behavior to be suspicious. The asset also stated after September 11 that he had
told Hazmi to stay away from Bayoumi because of his alleged association with
the Saudi government. Therefore, if Stan had asked the asset: a few more
questions about Hazmi and Mihdhar and acquired this ldnd of information, it
may have led Stan to conduct further inquiries, particularly siince Bayoumi had
been the subject of an FBI investigation.

Moreover, while no specific FBI policy required agents; to obtain
information about persons living in a house with an informati[onal asset, ]?BI
policies required control 'agents to continuously evaluate the credibility of their
informational assets. Before informational assets are approw_d, they are
required to undergo a background investigation to assess their suitability,
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credibility, and "bona tides. ''269 Certain minimum checks were required, such
as a check of FBI indices, local criminal checks,' and CIA traces. The policy
provided that additional checks "may be deemed necessary," Such as querying
other assets and running indices checks on immediate family members. In:
addition, FBI policy provided that an asset's bona tides "should be continually
addressed," even after the initial assessment was completed.

More specifically, the FBI field office is required to conduct a yearly
evaluation of each informational asset and provide the evaluation report to.FBI
Headquarters. Thisreport is required to contain, among other things; the FBI's
number of contacts with the informational asset during the reporting period, a

" summary of the most significant information furnished by the informational
asset, the number of preliminary.inquiries and full investigations that 'were
openedbased on informationprovided by the informational asset, and "steps
that have been taken to establish asset bona tides since last evaluation.."

Although Stan would not have been required to obtain additional information
about his informational asset's boarders to complete this report, the FBI's
policy of continually vetting the credibility of its assets permitted Stan to seek

,-- more information about Hazmi and Mihdhar and the other boarders from his. , . .

_ asset and run indices checks on any persons living with his informational asset.• ..,

We reviewed the informational asset's file, Stan's yearly evaluation of
the asset, and Stan's reporting on the bona :tides clhecks conducted on the
informational asset. Based on our review, we were concerned by the lack of
information included in the file in support of the bona tides checks conducted
by Stan each year. In each of the documents provided tOFBI Headquarters
about the informational asset :that we reviewed, Stan wrote the following
perfunctory paragraph: "Asset bona tides have been established through
independently received reliable asset reporting, [redacted] and physical
surveillance."

Stan maintained no predicating information in the file on these bona tides
checks. The file did not disclose which checks or surveillance had been

,,

269 The FBI defines "bona tides" to mean that the asset or informational asset "is who
he/she says he/she is;" that the asset"has the position or access the asset claims to have;"
and that the asset "is not working for or reporting to a foreign intelligence service or
intemational terrorist organization without the knowledge of the FBI."
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conducted, by whom, when, Orthe results. Without that material, the
informational asset's bonatides were merely verified through the attestation of
Stan. It is possible that Stan conducted numerous indices checks and
conducted an exhaustive bona tides check on the infi)rmational asset each year.
It also is possible that he conducted minimal or no checks and merely attested
to the informational asset's credibility based on their personal history and
relationship. Because we were unable to interview Stan, we couldnot
determine which was more likely.

However, no FBI policydescribed the level of detail to be contained in
an asset file. We believe the policy should require an asset file to contain at
least minimal information to allow a reviewer to independently verify•that an
adequate backg-round check has been conducted. This information is necessary
to allow FBI managers to determine whether tlhecontrol agent is continuing to
assess each informational asset's credibility. This information wouldalso help
ensure that the control agent has not become too comfortable with the
informational asset and thus vulnerable to being misled or failing to obtain
adequate information about the asset.

We also were concerned by the lack of policy 0r practice specifying what
information from the asset must be documented. The Hazmi •andMihdhar case
clearly demonstrates that informati0nmust be documented to be useful. Even
if Stan had obtained the full names of Hazmi and Mihdhar from the

informational asset, he would not have been required tO document it in any
retrievable format. Without the requirement to document such information, the
information would not have been accessible to other' FBI personnel. For
information to be Useful, it must be documented in aretrievable form and it
must be available for consideration and analysis.

In sum, we believe that Hazmi and Mihdhar's presence in San Diego
should have drawn some scrutiny from the FBI. Althoughunknown at the
time, documenting their presence in San Diego in a searchable and retrievable
manner would have provided an opportunity for the FBI to connect infon_afion
in the future. If Hazmi and Mihdhar's presence in. San Diego in 2000 had been
documented, an FBI indices record check in August 12001,when the FBI
received information from the CIA that Hazmi and Mihdhar had entered the
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United States, mighthave led the FBI tO the San Diego information. This
connection would have provided substantive leads for the New York FBI's
effort to locate Mihdhar in August 200 1. 27°

3. San DiegoFBI's failure to prioritize eounterterrorism
investigations

As discussed in Chapter Two, in 1998 the FBI adopted a 5-year strategic
plan that established the FBI investigative: priorities in a 3-tier system. Tier I
priorities were "foreign intelligence, terrorist, and criminal activities tlhat
directly threaten the National or Economic Security of the:United.States."
Tier IIpriorities were "crimesthat affect the public Safety or undermine the
integrity of American society: drugs, organized crime, civil rights, and public
corruption." Tier III priorities were "crimes that affect individuals and
property such as violent crime, car theft; and telemarketing scares..."

On March 15, 1999, shortly after Director of Central Intelligence George
Tenet asserted the U.S. Intelligence Community was declaring war on Usama
Bin Laden and al Qaeda, FBI Headquarters establLishednational level priorities
within its CounterterrorismProgram. Bin Laden and alQaeda, along with the

_i Bin Laden-allied Egyptian Islamic Jihad (EIJ) and alGama'at al Islamiyya •
_': (IG), were designated as',priority group.one" for the FBI's counterterrorism

efforts.

Our review of the Hazmi/Mihdhar chronology revealed no appreciable
shift in resources by the FBI's San Diego Field Office in response to these
changed priorities. We found that prior to September 1i, 2001, the actual
investigative priority for the San Diego Field Office was drug trafficking,
According to former San Diego SpecialAgent in Charge WilliamG0re, the
highest concentration of FBI agents and resources in San ]Diego was directed at
combating drug trafficking based on the FBI's process and procedures used
each year to set priorities in its field offices. He said that white-collar crime
was the office's second priority, and violent crime was its third priority.

..

270Asnoted,MihdharandHazmiusedtheirownnamesto open bankaccounts,conduct
financialtransactions,obtainstateidentificationcards,purchasea vehicle,obtaintelephone
service,takeflyinglessons,andrent an apartmentwhileresidingin SanDiego.
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Counterterrorism was only the fourth priority :tbr the San Diego FBI office.
The counterterrofism efforts in San Diego were directed primarily at anotlher

terrorist organization and related groupsnot connected to A1 Qaeda, and the

majority Of San Diego's counterterrofism investigations targeted activities
related to the indirect support of terrorism conducted by those: groups.

We found that the San Diego FBI focused little to no investigative

activity on al Qaeda prior to September 11. San Diego FBI personnel stated to
us that theyhad believed there was no significant al Qaedaactivity in San
Diego based on information from their sources, and investigative activities.

The former supervisor of the San Diego counterterrofism squadexplained their
job at the field office level was to "shake the tree and[ see what felt out" in
relation topotential terrorism activities in their area. Although San Diego

agents assigned to counterterrofism conceded they had received little to no

specific training conceming Bin Ladenor al Qaeda, they asserted that al Qaeda
did not have a significant presence in San Diego prior to September 11.

Yet, al Qaeda was present in San Diego, unbeknownst to the FBI. Hazmi

and Mihdhar resided in San Diego. UnfortunatelY £the San Diego agents were
not focusing on al Qaeda. Even though FBI Headquarters had designated al
Qaeda as the number one counterterrofism priority, tlhe San Diego FBI was not
attempting to identify individuals that were associated with all Qaeda.

Since September 11, many San Diego agentshave been moved from
other squads and assigned to counterterrofism. Significantly, the San Diego
office opened a large number of intelligence investigations on potential all
Qaeda subjects immediately after September 11. Obviously, the focus and

priorities dramatically changed after September 11. But there is no reason to
believe the al Qaeda presence in San Diego began ordy after ',September 11. If
San Diego's focus on counterterrorism and al Qaeda had occurred earlier in

San Diego, there would have been a greater possibility, though no guarantee,
that Hazmi's and Mihdhar's presence inSan Diego may have come to the
attention of the FBI before September 11.

However, it is important to note that San Diego's allocation of resources
before September 11 and the lower priority it gave to the Counterterrorisim

Program were not atypical of FBI field offices before September 11 In an
OIG September 2002 audit report entitled "A Review of the Federal Bureau of

Investigation's Counterterrorism Program: Threat Assessment, Strategic
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Planning, and Resource Management," we found that "Although the FBI has
developed an elaborate, multi-layered strategic planning system over the past
decade, the system has not adequately established priorities or effectively
allocated resources to the Counterterrorism Prog_ram."

Furthermore, the OIG report found that resources were not allocated
consistent with the FBI's priorities -particularly at the field office level -
because of the lack of"management controls" in the FBI's "complicated and
paper-intensive Strategic planning process."' Instead of allocating resources
based on FBI priorities, field offices allocated resources primarily based on
previous caseloads in the field office. According to the report, prior to
September 11, "the Bureau devoted significantly more specialagent resources
to traditional law enforcement activities such as white coll!arcrime, organized
crime, drug, andviolent crime investigations than to domestic and international
terrorism investigations." For example, in 2000 twice as many FBI agents
were assigned to drug enforcement than to counte,rterrorism. Thus, the San
Diego's office allocation of resources was not different from manyother FBI
field offices, despite the stated priorities of the FBI.

•

_ C. Events in the spring and summer of 2001

.. As described in the factualchronology, the FBI had several opportunities
in the spring and summer of 2001 to obtain critical intelligence about Mihdhar
and Hazmi. Although the FBI and the CIA were ctiscussing Mihdhar, Khallad,
and the Cole investigation throughout the spring _mdsummer of 2001, theFBI
did not become aware of the critical intelligence involving Mihdhar's U.S. visa
and subsequent travel to the U.S. until late August 2001. As we discussed
above, we believe that systemic problems regarding information sharing
between the two agencies contributed to the FBI's failure to obtain this
information earlier. But restrictions within the FBI also contributed to the

FBI's failure to acquire critical information about Hazmi and Mihdharbefore
September 11. Inthis section, we discuss those problems.

1. Restrictions on the flow of information withinthe FBI

By the summer of 2001, the effect of the various resl_ctions within the
FBI on information sharing- commonly referred to as "the wall"- had
resulted in a nearly complete separation of intelligence and criminal
investigations within the FBI. This separation greatly hampered the flow of
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information between FBI personnel working criminal and intelligence
investigations, including information concerning Hazmi and Mihdhar in the
summer of 2001.

As discussed in Chapter Two, in late1999 the FISA Court had become
the "wall" for purposes of passing FISA information on targets ofa partic,ular
terrorist organization from FBI intelligence investigations to criminal
investigations. Any information that intelligence age,nts wanted to give to
criminalagents had to be provided to the FBI's NSLU; which then provided it
to OIPR; which then provided it to the FISA Court, which then had to approve_
the passage of the information to criminal agents. In addition, after the FISA
Court was notified in the fall 2000 about errors in approximately 100 FISA
applications, a significant portion of Which related to the FBI's representations
about the "wall" procedures in al Qaeda cases, the FISA Coul_imposed new
restrictions on the FBi's handling of FISA information. The FISA Court
required a certification from all individuals who received FISA information
stating that they understood this requirement.

The FISA Court exempted CIA and NSA personnel, who often received
FISA information from the FBI; from this certification requirement. But the
FISA Court required thatthe CIA and NSA indicate on the information they
provided to the FBI whether the information had been obtained based on FISA
information previously provided to them by the FBI (called "FISA-derived
information"):. In response; the NSA decided that it was more efficient not to
delay dissemination of intelligence while checking to seeif it was derived from
FISA, and it therefore placed a caveat on all NSA counterterrorism reporlls to
the FBI stating that before information could be considered for dissemination
to criminal personnel, the FBI had to check with the NSA:General Counsel
about whether the intelligence was FISA-derived. Oncethe NSA determined
whether the information was FISA'derived, the FBI ]hadto comply with the
wall procedures for passing FISA,derived information to criminal agents or
prosecutors. If the information wasnot FISA-derived, it could be passed
directly.

FBI Headquarters personnel became waI3rthat any invc,lvement of
criminal agents in intelligence investigations could present problems for the
FBI with the FISA Court. A former ITOS unit chief described the FISA

Court's certification requirement as a "contempt letter" and said that it "shut
down" the flow of information in the FBI. He further stated that FBI

344



Headquarters .employees became worried that any misstep in handling: FISA
information could result in harmto their careersbecause an FBI agent was.
banned from appearing beforethe FISA Court and OPR began an investigation
on him..These three, factors - the Court had become the screener in al Qaeda
cases, the certification requirement imposed by the FISA .Court, and concerns
about violating the Court's rules - combined to stifle the flow of intelligence
information within the FBI. FBI employees described thi:sto 'the OIG as the ..
walls within the FBI becoming "higher" over time. New YorkFBI agentstold
the OIG that the walls Were viewed as a "maze" that no one really understood
or could easily navigate.

As we discuss below, these walls affected tlheFBI personnel's
discussions .about the Mihdharinformation at' the June 11,2001, meeting in
New York and theFBI's decisionto open an investigation to locate.-Mihdhar in
August 2001.

,_ 2. Problems at the Jane 11 meeting

_: At the June 11,2001, meeting, FBI Headquarters andCIA CTC
. personnel discussed withNew York FBI investigators issues relating 1:othe

Cole investigation. At the time of this meeting, tlheFBI analyst who we call
-< Donna had received information from the CIA concerning travel in January

2000 of an al Qaeda operative named Khalid al,Mihdhar to Malaysia through
Dubai. Donna also had received surveillance photograph,; from the CIA
showing Mihdhar meeting With other unidentified al Qaeda operatives; in
MalaysiaY _

After receiving the information from the CIA, Donna had condu.cted_her
own record check on Mihdhar in CTLink and discovered the NSA:information

from late 1999 and early 2000 associating Mihdhar with a suspected terrorist
facility in the Middle East linked to al Qaeda activities and his plans to travel
to Malaysia in January 2000.

271Althoughnot sharedwithDonnaor knownto anyoneelse in theFBI, theCIAalso
knewin June2001that Mihdharhad a U.S.visa,thatMihdhar'sass;ociate-- Hazmi--had.
traveledtothe United.Statesin January2000,andthat the ColemastermindKhalladhad
beenidentifiedin oneof the KualaLumpursurveillancephotographs.
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This NSA intelligence• about Mihdhar would have been important to the.
FBI agents conducting a criminal investigation of the Cole atlLacks.However,
Donna did not share this information withthe criminal agents at the June 11
meeting because of concerns about the wall. By this time, the FBI was
operating under the requirement that allNSA counterterrorism information had
to be reviewed by the NSA's General Counsel's Office for a determinationof
whether.it was FISA-derived before it could be considered.for dissemination to
criminal.agents. Because she had not yet. asked the NSA whe,ther the ..
information could be passed, Donna did not provide the New York agents: with
any of the NSA information. That information woultd have been imp0rtantto
the New York agents who were working the Cole investigation because tlhey
specialized in al Qaeda operations and at the June 1 ][meeting: showed great
interest in the Malaysia meetings and Mihdhar. That: information may also
have provided the criminal agents with additional leads and could have le,d to
the information that Mihdhar and Hazmi had _raveled to the United States in
January 2000.

We recognize that the caveat on sharing any NSA counterterrorism
information did not mean that the criminal agents we:reprohibited from ever
obtaining access to the NSA information OnMihdhar. But if the information
was FISA-derived, the caveat created a delay in the criminal agents receiving
the information because ofthe lengthy procedures that had to be followed to
share the information with them.

With respect to the information Donna had received from the CIA about
the Malaysia meetings, Donna showed the photographs to New York agents
and asked whether they could identify Cole participant Fahd al Quso in the
photographs. After one of the agents made a tentative identification, the agents
asked questions about Mihdhar and the photogTaphs. The agents continued to
ask Donna questions about Mihdhar, the Malaysia meetings, and the
photographs on June 11 after the meeting. As we discussed above, it is unclear
how much questioning occurred during the actual meeting and how much
occurred after the meeting. Donna was unable to answer most of the agents'
questions because she had not obtained the information from the CIA. Tlais, in
our view, was not because of the wall, but was because of Donna's failure to
plan the meeting adequately or ask sufficient questions from the CIA in
advance of the meeting.
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First, we believe the planning forthe June It! meeting was flawed.
Although Donna and other IOSs frequently traveled to New York to work on
the Cole investigation, she told the OIG that this was the first time that she had
arranged for a meeting involving CTC personnel in New York..Yet, according
to what the meeting participants toldthe OIG, the purpose andthe age,nda of
the meeting were not clearl The participants agre,ed that they knew there was
going to be a.discussionof the investigative results on the Cole attackl The
New York agents believed that the CTC and FBI Headquarters had information
to share with New York. Donna andthe CTC participants, howeverl described
the meeting as a "brainstorming" session to determine what newleads could be
pursued and what FBI Headquarters could do to assist New York.

No agenda was prepared andno supervisors were consulted:for their
input about the meeting. Even though Donna said that she called the meeting

•to explore further leads or avenues ofinve,;tigation in the ,Colecase, slae
apparently didnot ask the CTC participants to be prepared to present
information Oranswer questions. Mary and Peter t01dthe OIG they were not in
a position tO discuss the Cole investigation. Maqt said she was not up to speed
about the Cole investigation or.the Malaysia meetings. Peter told the OIG that

. as an analyst at the CIA, he did not have authori_ to discuss CIA information
• ._: at the meeting and he was merely "tagging along."

Donna told the OIG that she considered Mary to be another FBI
employee at the meeting, and for this reason did not provide her with any
specific instructions in preparation for the meeting. Donna also said that she
had not invited Peter and because .she was not in l.aischain of commancl, she did
not ask him to be prepared. However, the New York agents we interviewed
told the OIG that they believed that cTc personnel were c,oming to the
meeting in part to share information with them. ]:he fact that all the
participants we interviewed described the meeting as unproductiveand a
"waste of time" highlighted that a more useful exchange of information could
have occurred.

With respect to the Kuala Lumpur photographs, Doraaa had obtained only
limited information from CIA employee John abeut the photos when she
received them. She did not ask general background questions such as whether
anyone else in the photographs had been identified, or what else was known
fromthe Malaysia meetings. Donna toldthe OIG that because she believed the
CIA provided her with everything she was entitled to know, she did not have
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an in-depth discussion about the photographs. John ,;aidhe did not recall
anything about his discussions with Donna regarding the Kuala Lumpur:,

photographs.

Donna told the OIG that when the New York agents asked her questions
about Mihdhar, the Malaysia meetings, and the photographs, she thought that
they were reasonable questions, but she did notknow the answers. She_stated
that at the time she obtained the Kuala Lumpur photc_graphs ti-om the CIA, she
believed thatthey were 0nlypotentially related to Quso and t]heir significance
to the Cole would hinge on whether Quso was in the photographs.

We believe Donna should have asked the CIA additional questions about
the photographs. Shehad reason to believe Quso, a key individual inthe Cole'
investigation, may have attended the Malaysia meetings. Given her interest in
whether Quso had attended themeetings, she should have wanted to ascertain, '
and asked the CIA, what, if anything, wasknown about the purpose of the
Malaysia meetings, who were the other participants at the meetings, what was
known about the participants, and any other available information,

Donna alsodid not ask the CIA whether there were additional, phot0s or
documentation. Donna told the OIG she was unaware that there could have
been additional photographs or other relevant information available. We
believe that someone in her position should have known or at least asked for
additional information about the subject of the photographs in preparation for
the meeting.

We also were troubled by Donna's inadequate ,efforts to obtain additional
information after the June 11 meeting, particularly informatien about the
Malaysia meetings, since it had been the subject of a dispute between Donna
and Scott. Although Donna told theNew York agents that she would check
with the CIA about additional information regarding the photographs and, the
Malaysia meetings, Donna made little effort to obtain this information until
two months later, in August 2001. Donna told. the OIG that She believes that
she made some unsuccessful follow-up phone calls to Peter and John about the
photographs. It is not clear from the documentary evidence how much Donna
did before August to obtain the information, but she did not provide additional
information to theNew York agents about the photographs forat least two
months. We recognize that FBi analysts were overwhelmed with assignments
and had to juggle many responsibilities, however, given the possible
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connections of this information to the Cole investigation, we believe Donna
should have made more aggressive and timely effbrts to•obtain this int"orro_ation
soon after the June 11meeting and to keep the New York agents informed •
about what her follow.up efforts were.

By the same token, Scott, the NewYork Cole case agent, did little to
follow up after the June 11 meeting to obtain information he requested about
the Malaysiameeting. Scott toldthe OIG he" '"" " ....on:on asked Donna about the

status of the information, but hewas not provided any suclh infon'nati0n..,

Donna contended that Scott did not follow up on lais June 11 requests. We.
found no evidence such as e-mails or other documents to support. Scott's claim
that he raisedthe issue often With Donna. We believe that neither Donna nor
Scott made significant efforts after the meeting to"0btain the information.

3. The FBI's investigation in August 2001 to find •Mihdhar and
Hazmi

As discussed above, on August 22, 2001, the FBI learned that Mihdhar
•and Hazmi had entere d the United States inJanuary 2000,:that Mihdhar had
again flown t0 New York on July4, 2001,and that there was norecord of

: either of.them leaving the country. The FBi also learned tlhatKhallad had been
identified in the Kuala Lumpur-photographs. Upon discoveryof this

• information, the FBI opened.an intelligence investigation in New York in an
effort to locate Mihdhar.

Once again, however, the separ.ation between intelligence and criminal
information affected who could receive access tOthe infonmation about Hazmi
and Mihdhar. This interpretation of the wall also ihampered theability ofthe
FBI New York agents working on the Cole investigation to participate in the
search for Hazmi and Mihdhar. In addition, we found that the FBI's el[forts to
locate Hazmi and Mihdhar were not extensive. We do not fault the Ca,;eagent
assigned to locate them. He was new and not insl_mctedto give the Ca,;eany
priority. Rather, we found that the FBI New York: did not pursue this asan
urgent matter or assign many resources to it.

349



a. The effect of the wall on the FBI's attempts to locate
Mihdhar• ,

As discussed above, Donna drafted an EC to the New York FBI
requesting it open an investigation to locate Mihdhar. She als0 called Chad,
the FBI New York agent who primarily handled intelligence investigations for
the Bin Laden squad, to give him a "heads up" about:the matlLer,andshe
subsequently sent the EC to him. She wrote in the e-mail that she wanted to
get the intelligence investigation going and the EC could not be sharedwith
any of the agents working the Cole criminal case. C]hadforwarded theEC to
his squad supervisor, Jason, who nevertheless disseminated the EC viae-mail
within the Bin Laden'squad, including tothe criminal agents assigned to the
Cole investigation.

Scott read the EC and contacted Donna regarding it. Donna informed
Scottthat he was not supposed to have read the EC because it contained NSA
information that had not been clearedto be passed to. criminal agents. Donna
told Scott that he needed to destroy his copy. Scott responded that the effort to
locate Mihdhar Should be part of the Cole criminal investigation, and he argued
with Donna regarding thedesignation of the investigation, as an intelligence
matter. Donna.asserted that, because of the wall, criminal agents were.not yet
entitled to the underlying intelligence provided.by the NSA, and without that
predicating material, the FBI could not establish any connection between
Mihdhar and the Cole criminal investigation.

Scott, Donna, and acting UBL Unit Chief Rob then spoke via conference
call. Scott argued that the investigation should be opened as a criminal
investigation and that more resources and agents could be assigned to a
criminal investigation by New York. He also argued that criminal investigative
tools, such as grand jury subpoenas, were far quicker in obtaining inforrnation
than the tools available in intelligence investigations.

Donna consulted withan NSLU attorney, Susan. According to Do_a,
Susan concurred that the matter should be handled as an intelligence
investigation and that because of the wall, a criminal agent could not
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participate in the search for or any interview of MihdharY 2 When Donna
' advised Scott .of Susan's opinion in an e-mail: message, Scott responded by e-

mail that he believed the wall was inapplicable. Scott ended his message by
suggesting that because of the NSLU's position, people were going to die and
that he hoped that NSLU would stand by its position then.

:.

The way that FBI Headquarters handled the, Mihdhar information
reflected its interpretation of the requirements of the wallprior to September

11. First, because the predication for the search for MihdJhar originated from
the NSA reports, this information could not be irrmaediately shared with,.

criminal agents. Instead, it first had to be cleared for dissemination by the
NSA, which would determine whether the intelligence was based on FISA
information. If so, the information had to be cleared for passage to the criminal

agents- the information had to be provided to the NSLU, which then provided
the information to OIPR, which then provided it to the FISA Court, which then
had to approve the passage of this information to criminal agents. In fact, the
limited INS information concerning Mihdhar' s a:nd_Hare'hi' s entries into the

United States was the 0nly unrestricted infi3rmation in the EC immediately
' available to the criminal investigators.
4,

_ As in the Moussaoui case, the decision to open an intelligence

_: investigatio n resultedin certain restrictions. FBIHeadquarters employees
understood that they needed to ensure that they avoided any activities that the.

FISA Court or OIPR could later deem "too criminal" and ,could use as a basis

to deny a FISA application. This included preventing a criminal agent from
participating in a subject interview in an intelligence investigation. While
Scott was correct that the wall had been created to deal with the handling of
only FISA information and that there was no legalbarrier to a criminal agent
being present for an interview with Mihdhar if it occurred in the intelligence

investigation, FBI Headquarters and NSLU believed that the original vcall had
been extended by the FISA Court and OIPR to cover such an interview.

Scott's frustration over the wail was similar to Hen12.c"sin the Moussaoui
investigation, when Henry was told by Don that seeking prosecutor

272ASdiscussed above, Susan told the OIG that she did not recall this discuss:ionwith
Donna.
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involvement prematurely could potentially harm any FISA request. Scott, like
Henry, wanted to pursue a criminal investigation and became frustrated vehen

he was advised by FBI Headquarters that he could not proceed in the manner
he deemed appropriate. Scott's perceptionwas that FBI Headquarters had
misconstrued "the wall" and the wall had been inappropriately expanded. He
told the OIG that he believed the wall should only relate to FISA or FISA-

derived information. Like the Minneapolis FBI, Scott believed that he was
being "handcuffed" in theperformance of his job and that FI3I Headquarters
"erred onthe side of caution" in its approach 1:ointelligence information.

FBI Headquarters, on the other hand, acted in accordance with its

experience with OIPR andthe FISACourt. FBI Headquarters believed tlhat
OIPR and the FISA Court required strict adherence to the procedures for the
passage of intelligence information to criminal investigation,; and required

separating criminal and intelligence investigations. Donna explained that the
FISA Court's mandates resulted in the :need for the FBI to create a near

,. _

.... complete separation between intelligence and criminal investigations in order
to effectively use intelligence:information. Rob also told the OIG that.there:
were "land mines" in dealing with intelligence versus criminal information,-,

and it was difficult to appropriately straddle the two sides.
•

Our review of this case showed that the wall had been expanded to create

a system that was complex and had made it increasingly difficult to effectively
use intelligence information within the FBI, The wall or "maze of walls" as
one witness described it- significantly slowed the flow of intelligence
information to criminal investigations. The unintended consequence of the
wall was to hamper the FBI's ability to conduct effective counterterr0fism

investigations because the FBI's efforts were sharply divided[ in tWO, and only
one side had immediate and complete access t:o the available information=

The wall was not, however, the only impediment in the FBI's handling of
the investigation to find Mihdhar and Hazmi. We fi3,und there were also other
problems in how the search for Mihdhar and Hazmi was handled.

b. Allocation of investigative resources

We found that prior to the September 11 attacks, the New York Field
Office focused its al Qaeda counterterrorism efforts ,on criminal investigations,
but it did not expend a similar effort on intelligence iinvestigations or the
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development of intelligence information. New York agents told the OIG they
believed that criminal prosecution was the most effective toolin combating
terrorism. They asserted that criminal investigations are also a preventive
activity and the FBI had always focused oiapreve,nting ten'orism, even before
September 11. They pointed to the TERRSTOP investigation •in1993, an
investigation to uncover a terroriStplot t0 attack New York City landmarks,

•and the criminal investigation into the East African embassy bombings.

Prosecutors also argued that criminal investigations andprosecutions are
an effective preventive measure against tenorism. Testifyingbefore the:Joint
Intelligence Committee, Mary Jo White, the fom_er U.S. Attorney for the
Southern District of New York (SDNY), stated, "[W]e viewed the terrorist
investigations and prosecutions we did from 199:t-2002 as a preventiontool."
Patrick Fitzgerald, currentlythe U.S. Attorney for the Northern District of
Illinois and formerly an Assistant U.S. Attorney in the SDNY, told us that it is ..
a misconceptionthat there has to be a difference between prosecution and
gathering intelligence. He added that the SDNY prosecutions produced a
"treasure trove of [intelligence] information."

: However, prosecutors also realized criminal investigation and
prosecution werenot the only means of countering terrorism. White stated,

_:• "the c0unterterrorism strategyof our country in the 1990s was not, as I have
read in themedia, criminal prosecutions." She further stated, "none of us
consideredprosecutions tobe the country's counterterrorism strategy, or even a
major part of it." As Fitzgerald told us, "in order to connect the dots, you need
people to gather the dots."

Although we agree criminal investigations are a highly effective
counterterr0rism tool, intelligence investigations were not given nearly the
same level of resources and attention in the FBI's New York Field Office

before September 11,2001. This criminal focus ,wasclem: in the•assignment of
personnel on the New York Bin Laden squad. From October 2000 to June
2001, only one agent on the BinLaden squad was designated as the
"intelligence" agent- the agent we call "Chad" The remainder were
designated as "criminal" agents. 273Chad told us that he was inundated with

273Onecriminalagentworkedon intelligencematterson apart-timebasis.
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intelligence investigations and information, and he rareIy had enough time
even to review all the incoming Bin Laden intelligence information, letalone
to digest, analyze, or initiate the procedures to,pass the information to the
criminal agents where applicable. Chad also told us that the "intelligence"
agentdesignationwas "not a desirable position" within the Bin Laden squad.
He described himself as the "leper" on the squad due to "the wall."
Furthermore, Chad stated that the intelligence side of the squad received far
less and lower quality resources.

The•handling of the investigation to locate Mihdhar provides a clear •
indication of the primacy of the criminal over intelligence investigations in the
New York office. On August 28, 2001, the New York Field Office opened an
intelligence investigation to locate Mihdhar based•upon Donna's EC. Donna
toldthe OIG that she believed there was some, urgency to the Mihdhar
investigation, not because of any evidence that he was operational, but because
he could leave the United States at any time and the opportunity to find out as
muchas possible about him wouldbe lost. She said she therefore called Chad
about the EC in advance, which she didnot normally do.

'.

However, when she sent the EC to New York, she assi_ed the matter
"routine" precedence, the lowest precedence level. When asked about this
discrepancy, Donna told the OIG that the Mihdhar investigation was "no
bigger" than any other intelligence investigation that the FBI was pursuing at
the time.

The New York Bin Laden squad relief supervisors, who we call "Jay"
and "David," told the OIG that they recognized that there was some urgency to
the Mihdhar investigation. :Yet, the FBI in New York did not treat it like an
urgent matter. The investigation was given to an inexperienc,ed agent-
"Richard"- who had only recently been assigned to the Bin Laden squad. This
was his first intelligence investigation. As one of the largest field Offices;in the
FBI, with over 300 agents assigned to the JTTF, the New York Field Office
could have assigned additional or more experienced agents who were:not
involved in the Cole criminal investigation to assist Richard. However, the
New York Field Office Bin Laden Squad was focused on criminal
investigations. As a•result, the designation of the Mihdhar matter as an
intelligence investigation, as opposed to a criminal investigation, undermined
the priority of any effort to locate Mihdhar.
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Finally, we also noted that there was a clear predicate for a criminal
investigation that no one appeared to•notice•at the time. In her EC, Donna
noted that Mihdhar had previously traveled to the United States, according to
information she had obtained from the •INS. After the FBI's intelligence
investigation was opened; she obtained and forwarded to•Richard a copy of
Mihdhar's June 2001 visa application on which he stated that he had not

previously been issued a visa and hadnever traveled to the United States:
Thus, there was a clear basis to charge Mihdhar c,riminally with false
statements or visa fraud, Significantly, this information had been provided to
the FBI without the restrictive caveats placed on NSA reports and other
intelligence information. As a result, if Mihdhar had been found, he c,oul•d
have been arrested and charged with a criminal violation based on the false
statements on his visa application. However, the FB][did not seem to notice
this when deciding whether to use criminal or intelligence: •resources to locate
Mihdhar.

D. Individual performance

This section summarizes the performance of individual FBI employees in
the Hazmi and Mihdhar matter. While none of them corm'nittedmisconduct,
webelieve that several FBI employees did not perform their duties as well as
they could have and should have. We address in turnthe FBI employees
involved in each ofthe five lost opportunities.

In this section, we do notdiscuss the perfol_mance of individual CIA
employees. However, we believe that a significant cause of the failures in the
sharing of information regarding the Hazmi and Mihdhar case is attributable to
the actions of the CIA employees. It is the responsibility of the CIA OIG to
assess the accountability of the actions of CIA employees.

..

1. Dwight

In January2000, intelligence information was developed aboutHazmi,
Mihdhar, and other al Qaeda operatives meetingin Malaysia. Dwight:, an FBI
detailee to the CTC's Bin Laden Unit, read the CIA cables,about the Malaysia
meeting. The cables indicated that Mihdhar had a U.S. visa and that he listed
New York on the visa application as his intended destination. Dwight
recognized the significance of this information to the FBi and drafted a CIR to
pass this information to the FBI.
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Unfortunately, his draft CIR was never sent. A notation added to the CIR
suggested that it was held at the request 0f the CIA's Deputy Chief of the Bin
Laden Unit. Several FBI detailees accessed the CIR, and Dwight inquired
about it again five days later, asking the Deputy Chief in an e-mail whether it
was going to be sent or whether he needed to "remake" it in some way. We
found no response to his e-mail, and none Ofthe partJ.cipants, including Dwight
and the Deputy Chief, said they remembered this CIRat all.

We believe the primary responsibility, for the failure to pass this
information rests with the CIA. The evidence indicates that the CIA didnot
provide permission for the CIR to be sent. TM However, we also believe that
Dwight should have followed up as much as necessary to ensure that the
information was sent to the FBI. Although we found evidence that he inquired
once about the disposition of the CIR, we found no additional evidence that he
continued to follow up to ensure that the information was sent. If Dwight: was
stymied in his attempt to learn about thedisposition of the cable, or if the CIA
gave no reasonable explanation for why the information was not being sent, he
could have brought this issue to the attention of another supervisor in the CTC.
In our view, Dwight took the commendable initiative to draft the CIR to share •• _

the information with the FBI, but did not follow through adequately to ensure
that it was sent, and the information in the CIR. was not provided to the FBI
until shortly before the September 11 attacks.

2. Malcolm

Malcolm was a New York FBI agent detailed fi3rseveral years to the
CTC. He told the OIG that he understood his role at the CTC was, among
other things, to be the "eyes and ears" of the New York Field Office..We do
not believe that he performed this role sufficiently. He acknowledged to the
OIG that one of his duties was "to monitor" New York Field Office •cases, but
he said he read'only the cables that he thought were "interesting," •generally

274TheCIAhas assertedthat the informationin the CIRwas sentto the FBI through
anothercable,whichmaybe whythe CIRwas not sent. A CIAcablestatedthatMihdhar's
traveldocuments,includinga multipleentryU.S.visa, had beencopiedandpassed"to the
FBI for furtherinvestigation."Asdiscussedabove,however,we foundno evidencethat this
cablewascorrectand that thisinformationhadactuallybeenprovidedto the FBI.
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based solely on his review of the cable subject lille. In addition, while he said
his role was to "facilitate inquiries of mutual interest," the,only example he
could provide was his acting as a liaison for FBI .offices around the country by
following up on tracing requests and reporting on their status. This was not
very. onerous or substantive. We believe thatFBI management is primarily

• t ''_ •responsible for failingto provide the FBI detailee.s to the ..TC, including
Malcolm, with clear duties, direction, and supervision. But we believe
Malcolm should have done more and taken more initiative in performing his
duties at the CTC.

3. Stan

For several months in 2000, Hazmi and Mihdhar lived as boarde,rs in the
house of an FBI informational asset. The asset briefly mentioned the two
boarders tohis FBI control agent, who we call "Stan." Stan did not document
this information, seek to learn the boarders' full identities, or conduct any
checks on them.

.... No FBI policy required Stan to seek or document this type of information
from the asset, andwe found differences among tlheother FBI agentswho we_
interviewed about whether they would have sought such information fi-oman
asset. While Stan did not violate any specific FBl[_policy, we believe it would
have been a better and more prudent practice •for him to have sought at least

!_ minimal •information from his asset about •thebom'ders living with him. The
asset knew little about the boarders, and the boarders could have compromised
information provided by the asset to the FBI.

Moreover, FBI policy required Stan to continually evaluate the asset's
credibility and provide a yearly evaluation report on the asset. Stan's yearly
report on this asset was minimal, with a bare attestation of the asset's bona
tides, it contained no indication of what evidence Stan had used to make these
attestations. While we do not suggest that Stan had to conduct extensive
reviews of everyone living with the asset, Stan's actions in following up on this
information were not particularly thorough or aggressive.

4. Max

In January 2001, a joint FBI/CIA source identified Khallad in
photographs of the Malaysia meetings. Because the FBI ALAT who was
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involved in the handling of the source, Max, was unable to speak any of the
joint source's languages, a CIA employee conducted the debriefings of the
source, including the debriefing in which the source identified Khallad. 'We
concluded that Max was not informed of the source's identification of Kl_allad

from the Kuala Lumpur surveillance photograph, eit:her at the time of the
identification or afterwards. Although CIA cables coveting the debriefing
described the identification of Khallad, these were not shared[ with Max.
Instead, he saw CIA TDs that did not_contain the inSormation about the
identification.

CIA documents do not indicate that the ALAT was informed of the
identification, and no other evidence indicates that tile ALAT knew. We found
that the ALAT included detailed descriptions in his reports of other .
information from the source, which indicates he was not provided the
information about the identification of Khallad. We also found that the New

York FBI agents who interviewed thesource in February 2001 were not
informed of the identification of Khallad. In sum, we believe: the ALAT did
not learn about the source's identification, not that he knew about identification
but failed to share this information with others',.

We believe that, as the ALAT, Max should have been more familiar with
the CIA's reporting process. He was not aware that the CIA's TDs contained
only a part of the information obtained during the source deblfiefings.
Although our review revealed that many FBI employees operated with
misunderstandings about the ways the CIA recorded and reported intelligence
information, a significant function of the ALAT position is to interact with the
CIA. Had he recognized that he could not rely on TDs for full reporting about
thesource's information, he.could have asked his CIA counte,rpart directly for
any additional information from the source, and the ALAT may have learned
about the identification of Khallad. In addition, given Max's concern that he
provide FBi Headquarters with all of the information reported by the source, it
would have been prudent for him to consult with the CIA case officer and ask
sufficient questions to ensure that he had received all. of the information. We
found no indication that he did so.,

5. Donna

Donna, the FBI analyst who worked[ onthe investigation of the Cole
attacks, planned a June 11,200.1, meeting with the Cole inves.tigators and CIA
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employees to discuss information relating to the Cole investigation. She
deserves credit for organizing this meeting and seeking to share intelligence
information with the Cole investigators. However, we fault her performance in
two respects. First, we found that the meeting was poorly planned, and Donna
did not clearly communicate the purposeof the meeting to the participants.
Donna also failed to obtain significant informationprior to the meetingthat• ..

could have been shared with the investigators about the Malaysia'meetings.'
After the meeting, although Donna devoted a significant amount of time to the
Cole investigations, she did little specific follow-up to pr0videanswers•to the
investigators about their logical questions regardiing the Malaysia meetings.
We believe she did not do all-she could have to acquire that information for the
New York agents, even though she had said that ..shewould as a result Oftheir
discussion at the June 11 meeting. As a result; the FBI missed another
opportunity to focus on Mihdhar and Hazmi earlier than it did.

When Donna finally learned from Mary on August 22, 2001, that Hazmi
and Mihdhar were in the United States, Donna q_:ticklyand appropriately took
steps to.have the FBI open an investigation tOlocate them. She personally
called the New York Bin Laden inteliigence agent and told him about the
matter. This was an unusual step to call the agem directly, and it suggested-:-.

that the investigation should be given some priority. However, when.she sent
the EC to New York, she designated the EC as having aroutine precedence.
Donna's actions indicated some urgency in the ne,ed for the investigatiion yet
the subsequent EC did not convey any urgency. The New York Field Office
assigned the case immediately, and the agent begumworking on the case within
two business days of the assignment. If the EC had conveyed urgency', the FBI
New York Field Office might have assigned additional or more experienced
agents to locate Mihdhar and Hazmi and initiated the search sooner.

6. Rob

We believe that Rob, as Donna's supervisor, is also responsible for
Donna's failures. While the FBI at the time pemfitted IOSs to make significant
decisions, often with little supervisory input, we believe that as a supervisor, he

, should have ensured that she was handling the June 11 meeting appropriately
and, if necessary, become involved with the planning or execution of t]he
meeting. Although Donna often traveled to New York to work on the ,Cole
investigation, the June 11 meeting involved the CIA and an AUSA, which
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should have led tO•more supervisory involvement in the purpose, agenda, and
outcome of:the meeting. But Rob had little supervisory involvement with it,
either before or after the meeting. In addition, although Donnadraftedthe EC
requesting the investigation of Mihdhar, the EC was ultimately approved and
sent by Rob. Therefore, we believe healso bears some responsibility for
failing toensure that the appropriate precedence lewe:lwas used on the EC.

7. Richard /

We donot fault Richard for his limited investigation, which was still in
the nascent stages bythe time Ofthe September 11 attacks. Aswe described
above, Richard took logicalsteps to try to locate Mihdhar and Hazmi, SUchas
completing a lookout for Mihdhar with the INS, requesting local criminal
history checks, checking with New York hotels about Hazmi and Mihdhar, and
conducting commercial database checks on them. However, therewere many
more investigative steps that could have been pursued, inNew York and
elsewhere, ihad the investigation been assigned greater pl_ori_yand hadthe FBI
provided more resources to this investigation. The FBI was notclose to
locating Hazmi and Mihdhar when theyparticipated in theSeptember 11
attacks. We believe thatthe FBI in New York should have assigned the matter
more priority than it did.

8. Mary
r'

Mary was assigned by her CIA managers in May 2001 with finding and
reviewing the CIA cables relating to the Malaysia meetings and their potential
connection to the Cole attack. Mary did not find the relevant CIA:cable traffic
until late July and mid-August 2001. She told the OIG that she did not have
time to focus on this assignment until then._Upon discovering on August 21
that Hazmi and Mihdhar had traveled to the United '__.tates,she immediately
passed this information to the FBI.

We recognize that the disparate pieces of information al)out the Malaysia
meetingswere not easy to connect and that the',task c,f developing pattems
from •seemingly unrelated information was complex. Yet we question the
amount of time that elapsed between Mary's assignment and iher discovery of
the important information. As we discussed previously, however, Mary',;
assignments were directed and controlled by her managers in the CTC. We,
therefore, leave thisissue to the CIA OIG for its consideration.
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V. OIG conclusions

In sum, we found itidividual and systemic failings in the FBI's handling
of information regarding the Hazmi and Mihdhar matter. The FBI had at least

five opportunities to learn about their presence in the United States and to seek
to find them before September 11, 2,001. Much of the cause for these lost
opportunities involved systemic problems. We fbund information sharing
problems between the CIA and the FBI and systemic problemswithin the FBI
related to counterterrorism investigations. The systemic problems included
inadequate oversight and guidance provided to FBI detailees at the CIA, the
FBI employees' lack of understanding Of CIA procedures, the inconsistent
documentation of intelligence information received info_nally by the FBI, the
lack of priority given to counterterrorism investigations by the FBI before
September 11, and the effect of the wall on FBI criminal investigations.

Our review also found that the CIA did not provide information to the
FBI about Hazmi and Mihdhar when it should haveand we believe the CIA
shares significant responsibility for the breakdown in the Hazmi and Mihdhar
case. However, the FBI also failed to fully exploit the information that was
made available to them. Inaddition, the FBI did not assign sUfficient priority
to the investigation when it learned in August 2001 that Hazmi and Mihdhar
were in the in the United States. While we do not know what would have

happened had the FBI learned sooner or pursued its investigation more
aggressively, the FBI lost several important opportunities to find Hazmi and
Mihdhar before the September 11 attacks.
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