
CHAPTER TWO
BACKGROUND

. .

I. Introduction

This chapter provides a description of key terminology, the FBI's
organizational structure, and legal background related to a:n examination of
how the FBI investigated international terrorism matters before the

September.l 1 terrorist attacks? It also provides it basic overview.of the legal
issues and policies :that affectedhow the FBI typically handled terrorism ..
investigati0nsbefore September 11 200.1 6

• . . i .. _ " : . .

• A. Introduction to international terrorism :
• ,

The FBI defines terrorism as the unlawful use or threatened use of

violence committed againstpersons: or property to intimidate or coerce a
_government, the civilian population, or any segment thereof, infurtherance of
political or:social objectives.. When such violent acts are c,arried out by a group
or individual based and operating entirely within the United States without ..

foreign direction, they are considered.acts .ofdornestic terrorism, such asthe
April 1995. bombing ofthe Alfred P. Murrah. federaI building in Okla]homa
City, Oklahoma. When such acts. are committed by an individual or g,r-oup
based or operating outside of the United States, .they are considered acts of
international terrorism, such:as the September 11, 2001, attacks on the World

Trade Center and.thePentagon. See the FBI,s National Foreign Intelligence
Program Manual, Section 2,1.1. :.

:According to the FBI, there are three main c:ategories of international
terrorist threats to U.S. interests: formal, structured terrorist organizations; v

5A list of acronyms used in this report is attached in the Appendix.
:.

6Those Whohave such knowledge may not need to read this chapter and can go directly
to the.chapters of the report detailing our investigation of llheFBI's handling of specific
matters, beginning with Chapter Three's discussion of the Phoenix EC.

7Formal, structured terrorist organizations are those withtheir own personnel,
infrastructures, financial arrangements, and training facilities, Such groups include al
Qaeda, the Palestinian Hamas, the Irish Republican Army:,the Egyptian A1-GamaA1-
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state sponsors of intemational terrorism8; and loosely•affiliated: Islamic
extremists. 9 According to Dale Watson, the former Executive Assistant•
Director for Counterterrorism, the trend in international terrorism has been a

..

shift away from state sponsors of terrorism and formalized terrorist
organizations towards loosely affiliated religious extremists who claim Is]Lain
as their faith.

Among these Islamic extremists is Usama Bin Laden, who heads the al
Qaeda transnational terrorist network. A1 Qaeda leaders were harbored in
Afghanistan by the Taliban regime from 1996 until the U.S. military operations
there in 2001. In addition to the September 11 attacks., •alQaeda was •
responsible for the bombing of the U.S.S. ColeinYemen on October 12;;2000,
the bombings of the U.S. Embassies in Kenya and Tanzania •inAugust 1998,
and numerous other terrorist attacks, i

_,
. .

B. The FBI's role in protecting against international terrorism

A critical part of the effort to prevent terrorismis the _eollection of ti[rnely
: . • . • . . . , . _ • • .

and accurate intelligence information about'the activities, capablhtles, plans
and•intentions of terrorist organizations. The U.S. ,'In:telligence Comrn_Lity"
is composed of 14 U,S. agencies responsible for collecting intelligence
information on behalf of the governmenti_°, . . .

.......

' • .i" " "

(continued)
Islamiyya, and the Lebanese Hizbollah. Hizbollah, for example, carried out numerous
attacks on Americans overseas, including the October 1983 velhicle bombing of the U.S.
Marine barracks in Lebanon and the June 1996 bombing of K/hLobarTowers in Saudi _M'abia.

8 According to the FBI, as of 2001 the primary state sponsors of terrorism were lJran,
Iraq, Sudan, and Libya.

9 This is sometimes referred to as the "Islamic Jihad Mow;ment" or the "international
Jihad Movement."

l0 These 14 agencies are: the CIA, FBI, Defense Intelligence Agency (DIA), National
Security Agency (NSA), U.S. Army Intelligence, U.S. Navy Intelligence, U,S. Air Force
Intelligence, U.S. Marine Corps Intelligence, National Geospatial Agenc,y (NGA), National
Reconnaissance Office (NRO), Department of the Treasury, D,epartment of Energy,

-)Department of State, and the Coast Guard. The Director of Central Intelligence (the L CI)
oversees the Intelligence Community and also serves as the principal ad,_isor to the
President for intelligence matters and as the Director of the•CIA. •



The National Security Act of 1947 created tlaeCentral Intelligence
Agency (CIA) and established it as the United States' lead intelligence agency,
The CIA engages primarily in the collection of fereign intelligence
information, which is information relating to the capabilities, intentions, and
activities of foreign governments or organizations, including info_ation about
their international terrorist activities. The Act prohibits the CIA from - ..
•exercising any.',police,, subpoena, law enforcement powers;, or intemal seclwity
functions."

The FBI is the nation's lead agency for the collection of"foreign
counterintelligence information. ''t_ According to the Attorney General
Guidelines in place at the time, which were called the Attorney General
Guidelines for Foreign Counterintelligence (FCI)Investigations, FCI is
information relating to espionage and other intelligence activities, sabotage, or
assassinations conducted by, for, oron behalf of f0reign governments or
organizations, aswell as information relating tOintematioI_al terrorist
activities. Intelligence investigations include investigations of individuals who

:,iazeinternational terrorists, groups or organizatior.Lsthat are:engaged in
espionage; or go:ups or organizations that are engaged in international

....terrorism.

The FBI can initiate an intelligence investigation even if a crime has not
been committed. For example, the FBI may investigate and collect intelligence
information about an individual who is believed to be an international terrorist
or a spywithout showingthat the individual has participated in any terrorist act
oractualIy committed espionage.. Intetligenceinvestigations are
distinguishable from criminal investigations, such as bank robbery or drug
trafficking investigations, which attempt to deten_aine who committed a crime
and to have those individuals criminally prosecuted. Prewmtion of future
•terrorist acts rather than prosecution after the fact:is the primary goal ,ofthe
intelligence investigations with respect to international teI_rorismmatters.

II The authority for the FBI's broad mission to act as.the nation's lead domestic
intelligence agency is set forth most clearly in Presidential Executive Order 12333,
implemented on December 4, 1981.

9



International terrorism-could be investigated asboth an intelligence

investigation and as a criminal investigation:. _Pnen a criminal! act, such as the
bombing of a building, was determined to be an act of international terrorism,
the FBI could open a criminal investigation and investigate the crime, as it did
other criminal cases, with the goal of prosecuting .the terrorist. :t2At the:same:

time, the FBI could open an intelligence investigation of an individual or a

group to investigate the person' s contacts, the group's other members;the
intentions of the individual or the group, or whether any future terroristact was
.planned. 13 ....• .. .
. .

One significant difference'between an intelligence investigation anda
criminal investigation is the legal framework that applties when a:physical
search or electronic surveillance is initiated.14 In a criminal in'vestigation that
implicates the privacy interests protected, by. theFourth Amendment, the ._
general rule is that 'searches may not be. conducted without a warrant issued by
a magistrate upon a finding that probable cause exists that evidence of a crime
will beuneovered. 15 Whenthe FB! .seeks to. conduct electronic surveillance in

a criminal _inveStigation, t:he FBt-mustobtain a warran.tby complying _th the.
..'requirements o fTitle III o fthe Omnibus Crime Control and Safe Streets Act of
.1968, 18 U.S.C. §§ 2510'2522 (Title III). When a physical search is soughtin

12The FBI has been assigned "lead agency responsibilitie,;" by the Attorney General to
investigate "all crimes for which it has primary or concurrent iarisdiction and which involve '
-terrorist activities or acts in preparation of terrorist activities within the statutory jurisdiction
:of the United States." National Security Directive 207,.issued:in 1986, specifically:as.signed
responsibility to the FBI for response to terrorist attacks, statiI!g: "The Lead Agency wilt.
normallybe designated as follows: The Department of Justice for terrorist incidents that
•take place within U.S. territory. Unless otherwise specified by the Attorney General, the
FBI will be the Lead Agency withinthe Department of Justice;for operational respon,;e to
such incidents."

13 After the attacks of September 11, 2001, the FBI significantly changed how it
investigates international terrorism cases. We discuss those changes throughout this report.

•. - 14Electronic surveillance includes wiretapping of llelephones,installing microphones in
'a house or building, and intercepting computer usage. Electronic surveillance is considered
a particular kind of search.

_5There are several exceptions to the warrant requirement that are not material to this
report.
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a criminal investigation, the FBI also must compl,.¢with the requirements of
Rule 41 of the Federal Rules of Criminal Procedt_re.

With respect •to an intelligence investigation, however, criminal search
warrants issued by a magistrate are not required. Thecourts have long
recognized the Executive Branch's claim of inherent constitutional power to
conduct warrantless surveillance to:protect national security. 16 However, _ .
because such authority was abused, Congress created procedures and judicial

: oversight of the Executive Branch's exercise of this authority with the.,passage
H I ...of the Foreign Intelligence Surveillance Act of 1978 (FISA). 17 50 U.o.C.

§1801 et seq. FISA requires :the FBI to obtain an ,order from the Foreign
Intelligence Surveillance Court'(FISA court) upon a showing of probable
cause to believe that the subject of the surveillance is a foreigngove_maent: or

• organization engaging in clandestine intelligence activities or intemationall '
terrorism, or is an individual engaging in clandestine intelligence activities or
intemational terrorism on behalf of a foreign gow_mment or organization, TMIn
addition, prior to September 11,2001, the government had to submit a

ce_fication tothe FISA Court that "the puipose" of the surveillance or search
• wascollection of"foreign intelligence information. ''_9 50 U.S.C.

•§_;1804(a)(7)(E).

16The U.S. Constitution, Article IIi Section-l, clause 7, supplies the President's
constitutional mandate to "preserve, protect and defend the Constitution of the UNted .....:.
States."

17Among the most notable examples oftheExecutiw_Branch's abuse of this authority
was action taken in relation to the Watergate scandal.

18Prior to September 11, 2001, the FISA Court consisted of sewen federal district court
: judges designated by the Chief Justice of the Supreme Com't, at least one ofwhomwasa

member of the federal district court in Washington:. D.C. After September 11,201)1, the
number of FISA Court judges was increased to 11. The government presents app][ications
for a court order authorizing electronic surveillance or a physical search to the judges in in
camera, exparte proceedings. FISA also created the Foreign Intelligence Surveillance ._
Court of Review, which has jurisdiction to review the denial of FISA applications by the
FISA Court.

_9The FISA statute provides thatthe FBI must show tl_at "the target of the electronic
surveillance is a foreign power or an agent of a foreign power." 50 U,S.C. § 1804(a), These
terms and requirements are discussed in more detail in Section IV, A below.
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II. The FBI's• organizational structure with respect to international
terrorism ... ...

The FBI's Counterterrorism Program is responsible for supervising and
handling FBI terrorismmatters. Before September 1I,.2001, the ..
Counterterrorism Program was housed, inthe Counterterrorism Division at FBI

: Headquarters. 2° Intemational terrorism and domestic terrorism were _
subprograms within the Counterterrorism Program.

A. Counterterrorism Program

Although the FBI has had primary responsibility since 1!)86 for
investigating and preventing acts of terrorism commiti:ed in the UnitedStates;
the FBI developed its formal Counterterrorism Pr0gram in the 1990s: For

" much of the1990s, terrorism matters were overseen at FBI Headquarters by
about"50 employees in the counterterrorism section within the FBI's National
'Security Division (later called the Counterintelligence Division). The National
Security Division also managed the.FBI's Foreign Co'unterinte,lligence
-Program. According to Dale Watson, formerExecutive Assistant.Director for "
.Counterterrorism, in the early1990Scounterten:orism was considered a"low'.
priority program" in the FBI.

According to Watson's testimony before the SenateSelect Committee on
Intelligence and the House Permanent Select Commi_Iee on Intelligence on .

September 26, 2002, the .first attack on the World Trade Center in'February ._
.: 1993 and the April 1995 bombing of the AlfredP. Murrah Federal Building in

Oklahoma City, Oklahoma, 'were "confirmation,' that terrorist acts could be "
:: committed on U.S. soil. Watson testifiedthat tJ_eWo:rld Trade Center bombing

in 1993 was a "wake-up call" and that priorto this at!Iackandllhe Oklahoma
City bombing "terrorism was perceived as an overseas problem."

In addition to the FBI's counterterrorism efforts, the CIA has for years
focused on international terrorism in general, and Usama Bin Laden in
particular. In 1986, theCIA established a Counterten:orist Center (CTC) at

20The FBIhas reorganizedits CounterterrorismProgram,,severaltimessince
September11,2001.Weprovide in this sectionof thereportthe descriptionof the _:._
organizationandpositionsthatexistedimmediatelypriorto the September11attacks....
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CIA Headquarters after a task force concluded that U.S. government agencies
hadnot aggressively operated to disrupt terrorist activities. The CTC's stated
mission is to preempt, disrupt, and defeat terrorists by implementing a
comprehensive counterterrorist operations program to collect intelligence on
and minimize the capabilities of international ten'orist groups and state
sponsors of terrorism. The CTC attempts to exploit source intelligence to
produce in-depth analyses onpotential terrorist threats andcoordinate the
Intelligence Community's counterterr0rist activities. _ _

..

CIA Director George Tenet testified before Congress that Usama Bin
" .Laden came to the attention of the. CIA as,"an emerging terrorist threaf' during

his stay in'Sudan from 1991 to 11996.AS early as 1993, the CIA began to
propose action to reduce his-organization's capabilities. Tenetstated that t.he

,Intelligence Community was taking action to stop Bin Laden by 1996, when he
left Sudan and moved to Afghanistan.

....:: In 1996, the CIA established a special unit, 'which we call the BiinLaden
Unit, to obtain more actionable intelligence on Bin Laden andhis '

_:;'_:"..organization. _I.This effort was the beginning of an exchange program between
:: the FBI and the CIA in which senior persormel moved temporarily between the
- two agencies.

:.::':_' Around the same time, in April 1996 the FBI created[its own
Counterterrorism Center at FBI Headquartersl As,part of the Counterterrorism
Center, the FBI established an exchange of working-level personnel and :
managers with several government agencies, including the CIA, Immigration
and Naturalization Service (INS), the Federal Aviation Administration (FAA),
and others.

In May 1998, a task force of FBI officials created a 5-year strategic plan
for the FBI, based on a 3-tier system, setting investigative priorities that would
.affect the allocation of FBI resources. Tier 1 included crimes or intelligence
problems that threatened national or economic security. Counterterrorism was

2_TheBinLadenUnit was housedorganizationallywithinthe CTCduringthe time
periodmost relevantto thisreport. AroundSeptember11..2001,approximately40-510•
employeesworkedin the Bin LadenUnit. We discussthe,BinLadenUnitin moredetailin
ChapterFive.
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designated a Tier I priority. Tier 2 involved criminal enterprises or those
offenses that adversely affected public integrity, and Tier 3 included crimes
that affected individuals or property. ....

In November 1999, the FBI took the Counterten'orism Program out of the
National Security Division and created a separate Counterterrorism Division.

1. Organization of the Counterterrorism Division

The major components of the FBI's Counterterrorism Division prior to
September 11,2001, were the InternationalTerrorism Operations Section
(ITOS), the Domestic Terrorism OperationsSection (DTOS), the National
Infrastructure Protection Center(NIPC), and the Natkmal Domestic
Preparedness :Office (NDPO)Y "

• , . _. :

. " The issues in this report focus primarily on ITOS, which was responsible
" for overseeing the FBI's international terrorism investigations, both criminal

and intelligence investigations. The mission of the ITOS was twofold: .to

:. prevent terrorist acts before they occurred, andif they occurred to mount an:
effective investigative response withthegoal of prosecuting those responsible.

' Prior to September 11,2001, approximately 90 .employees worked m
ITOS at FBI Headquarters. ITOS was led by Section Chief Michael R01ince
during the time relevant to this report. "

..

. _!TOS.was.divided into several units-. One of thosemilts handled Bin Laden,i.
related investigations, and was called the Usama Bin Laden Unit or theUBLU.
Cases:that could not be linked-to a specific group and-that inwglved radical

. •
. .

.

22'The NIPC, created in February 1998, was originally called the Computer
Investigation and Infrastructure Threat Center. The NIPC's mission was to serve as the U.S.
government's focal point for threat assessment, warning, investigation, and response for ..
threats or attacks against the nation's critical infrastructures. These infrastructures include
telecommunications, energy, banking and finance, water systems, government operations,
and emergency services. The NDPO was created in October 1998 to coordinate all federal
efforts to assist state and local law enforcement agencies with. the planning, training, and
equipment needs necessary to respond to a conventional or non-conventional weapons of
mass destruction incident. The NIPC has since been moved to the Department of Homeland
Securityl The responsibilities for the NDPO were moved to the Federal Emergency

• Management Agency before September 11, 2001. ..
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extremist:allegations were assigned to Radical Fundamentalist Unit or the
RFU. Before September 11, it had approximately ten employees.

2. Management ofcoanterterrorism cases at FBI Headquarters

FBI Headquarters was more closely involved in overseeing
counterterrorism investigations.• compared to crirnmal cases such as baJak
robberies or white collar crime. In counterterrorism cases, FBI Headquartezs
was responsible for, among other things, ensuring that intelligence information
received from outside agencies was providedto the relevant field offices and
assisting field offices in preparing••the paperwork necess_' to apply for aFtSA
order. For this reason, we discuss the duties of the relevant personnel atFBI

-Headquarters with. respect to counterterrorism investigatio:ns. _
: :: . •

a, Supervisory Special Agents and Inte]tligence Operations
Specialists

..... • . .

ii Each of the five units within ITOS was staffed by several Supervisory
i_!'i'iSpecial Agents (SSA), each of whom worked closely with Intelligence _:

•Operations Specialists (IOS). The SSAs were FBI agents 'who had several
::_v::_years of experience in the field and had been promoted to a superviso_ry

headquarters position. These SSAs generally worked in ITOS for
approximately two years before becoming supervi[sors in a field office or
_elseWherein FBI Headquarters. ITOS SSAs typk:ally had at least some
experience in terrorism matters prior to coming to ITOS.

.:

IOSs were non-agent, professional employees. 23 Some had adwmced
_degrees in terrorism or terrorism-related fields. Others had no formal training
in analytical work but advanced to their IOS positions flora clerical positions
within the FBI. Most IOSs were long-term employees who were expectedto
have institutional knowledge about terrorisna matters, such as the history of a
particular terrorist organization or the principal participants in a terrorist
organization.

23In October 2003, the FBI reclassified all FBI analysts under one position title -
Intelligence Analyst. IOSs now are called "Operations Specialists."
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The responsibilities of each SSA and IOS depended on tlheunit in which
they worked. Some SSAs and IOSs oversaw all FBI investigations relating to a
particular terrorist group or a particular target. Other SSAs and IOSs were
responsible for overseeing terrorism investigations conducted in a particular
region of the country.

SSAs and IOSs were the firstpoint of contact fi?,ragents and supervisors
in the field:conducting counterterrOrism investigations when approval, advice,
or information was needed. For example, ifa field office's investigation :
•revealed connections between the subject of the investigation and a,known
leader of a terrorist organization, the tOS was supposed to provide the:field ....
. .._ .

office with the FBI's information on the leader of the terrorist organization, In
addition, SSAs and IOSs assisted field offices by assembling the necessary _
•documentation to obtain court orders authorizing electronic surveillance
pursuant toF.ISA. This is discussed further in Section IV, B below. ...

.: •

SSAs and IOSs also were. responsible for.collecting and disseminatiing- .

intelligence and threat informafiqn.. They receivedintE'ormation from various.

FBI field offices and-from otherintelligenceagencies:that needed to be.. • :.:'
analyzed and disseminated to the field."::SSAs and lObs als0 acted as liai,;ons.
with other intelligence agencies. They.also received informatiion from these
agencies in response to name check requests or traces"on telephone nurnbers as
well as intelligence and threat information. •"

_ Withrespect to threat information, SSAs and IC)Ss worked with FBI field .
'Offices or.Legal Attach6 (Legat) offices to assess thelihreat and take any action .
•necessary to prevent terrorist acts:from occurring.Z4 F..orexample, an IOS •
would conduct research on the names associated with the threats, .arrange,forl. . .
translators to translate any intercepts from electronic ,surveillance, request
information from other agencies about the personsassociated with the threats, .

•

and prepare communications to the field office and Legat.to. ensure that .

24Priorto September11,2001, the FBIhad44 Legatofficesaround[theworld. Legat .
.offices.assistthe FBIin its missionfromoutsideof the UnitedStatesby.,for example,
coordinatingwith othergovernmentagenciesto facilitatethe extradition,ofterroristswanted
for killingAmericans,As of June2004,the FBIhad 45 LegatofficesaxldfourLegatSub-
offices. ..
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updated information was provided to the necessary:persons involved :inthe
investigation.

• b. Intelligence Research Specialists and analysis within the
Counterterrorism Division

Prior to September 11, 2001, Intelligence Research Specialists (IRSs)
alsowere apart of the FBI,s Counterterrorism Program, although they were• ....-
housed in:aseparate division of the FBI from the SSAs and lOSs. Both IRSs
and IOSsperformed an important function :inthe intelligence arena called
"analysis:" " .

Analysis is the method by which pieces of intelligence information are "
evaluated, integrated, and organized to"indicate pattern and meaning. As "
information is received, it must be examined in-depth and ,connected to.other.
pieces of information to be most useful.

.Analysis .generally is considered to be either tactical ,orstrategic:.. Tactical "
•:: analysis , which also. is called operational analysis, directly supports
.....• inv_stigations or.attempts to resolve specific threats. It normally must be acted

upon quickly to make a difference with respect to an investigation or a threat.
. An_:i_Xampleof tactical analysis is the review of the telephone records of
' several subjects todetermine who might be connected to whom in a certain

investigation or.across several investigationsl. Another example of tactical
analysis is. a review of case files to determine whellher similar, suspicious
circumstances in two unrelated police reports exist in other cases 'and are
somehow, connected to each other or to criminal or.terrorist activity..

,.:

• In contrast to tactical analysis, strategic analysis provides a broader view
of patterns Of activity, either within or across terrorism programs. Strategic
analysis involves drawing conclusions from the available intelligence
information and making predictions about terrorist activity. It is not silnply
descriptive but proactive in nature. A typical product of sUategic analysis is a
report that includes program history, shifts in terrorist activity, and conclusions
about how the FBI should respond.

The FBI has acknowledged that prior to September 11, 2001, its
Counterterrorism Division was primarily geared toward conducting tactical
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analysis in support of operational matters rather than strategic analysis. 25 ..,
Tactical analysis generally was handled by IOSs within the operational units..

Prior to September 11, strategic analysis fbr the Counterterrorism
Division was performed by IRSs. Like IOSs, IRSs were non-agent,
professional employees who were expected to be subject matte,r experts about a :.
particular terrorism group, program, or target. All IRSs atthe FBI hadcollege
degrees, and somehad advanced degrees.. Like IOSs; IRSs were expected to,be
long-term FBI employees who possessed the "institutional knowledge'" about a
particular program or target. 26 ..

During the time period relevant to our review, IRSs who worked : "
counterterr0rism matters were assigned to the Investigative Services Division.

(ISD)_:a division separate from the Counterterrc)rism Divisionthat containedall
IRSs in the FBL IRSs were groupedin units and reported to a unit chief, whO.
reported to a section chief. The IRSs who were assigned to the FBI's :,
Counterte_orism Program typically worked with the same SSAs .and:IOSs • •
assignedtoa particular terrorist group or target.. For.example, an IRS who was

. assigned toBin Laden matters typically worked with ]iOSsand SSAs in the..-_....
UBLUin.ITOS...... _ .... • ' ..... • .-

" As we discussin detail in Chapter Three,the number ofFBI IRSs "'

decreased significantlybefore September 1I, 2001, and the relatively few IRSs
were often used to perform functions other than strategic analysis: ,

Many FBI analysts and:supervisors noted to the',"OIG that the resources
devoted to the Counterterrorism Program and analysis were inadequate, and
that the amount of work in the Counterterrorism Program was overwheln_ting.
They also. stated that they were hampered significantly by inadequate. :
technology. _We discuss these issues in further detail iinChapter Three of the+
report on the handling of the Phoenix EC. However, llhese difficult conditions
in theCounterterrorism Program apply equally to the issues in the other
chapters in our report.

25In ChapterThree,we discussin moredetailthe ?FBI'slackof strategicanalysis.
capabilitiesprior to September11,200.1.

26IRSsnoware called"AllSourceAnalysts."

18



...B.. Fidd.offices and counterterrorisminvestigations . : •

Prior to September 11,200 I, FBI counterterrofism investigations,

whether intelligence or criminal, were open.ed andl led by tlhe FBI's 5(; field '
offices. In many field offices, counterterrorism investigations were handled by
a squad that focused on terrorism cases only. In the New '.fork Field Office
and other large, offices, several squads were devoted _solely to international
terrorism, matters: In. smaller field offices, international ten'orism and. domestic

•terrorism investigations _often were assignedto the :same squad: .FBIagents .....

generally.developed specialties within the terrorism field such asa particular' .
terrorist organiZation. Each squad was led by an SSA who, reported to an

AssistantSpecialAgent in Charge (ASAC)who, in turn, reported to t]he
• Special Agent in Charge (SAC)Y

As.stated above,, field offices opened international terrorism " .::.
investigations as either a criminal investigation o.1"an intelligence investigation.

., Attorney.General Guidelines delineated the information or allegations that.
• were necessary to open a criminal investigafion'or an intell:igence .. .
:: in,cestigafion.28 ....

For both criminaIand intelligence cases, the An,- -,. General Guidelines

:: set forth the criteria for opening two levels of" e " " -• lnv.:stlgatlons a "preliminary
:.,,inquiry" (PI) and a "full investigation" (also called a fifil field investigation or

FFI). :TheGuidelinesalso specified what investigative tec]miques could be
employed in preliminary inquiries or full investigations. Both sets ofthe ,:.

. . .: :

! . .

27In larger field offices suchas New York, several SACs report to an Assistant Director
in Charge (ADIC). "

..

28Separate Attorney General Guidelines regulate the FBI's conduct in criminal
investigations, intelligence investigations, and the handling of infomlants, among other
issues. The Attorney General Guidelines that addressed criminal investigations were called
"The Attorney General's Guidelines on General Crimes, Racketeering Enterprise and
Domestic Security/TerrorismInvestigations" (hereinafter '"criminalAG Guidelines"). The
Attorney General Guidelines in effect at the time that adch:essedintelligence investigations
were labeled "Attorney General Guidelines for FBI Foreign Intelligence Collection and .
Foreign Counterintelligence Investigations" (hereinafter "FCI AG Guidelines"). Revised

-. .criminal.Attorney General Guidelines were issued ,onMay 30, 2002, and new FCI
Guidelines were issued on October 31, 2003.
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Guidelines provided that preliminary inquiries were conducted to determine
whether a basis existed for a full investigation. However, preliminary inquiries
had to be closed when there was insufficient informatJion after a certain period
of time to support opening a full field investigation.

With respect to intelligence cases, agents could ,collect ilfformation by,
among other methods, questioning sources, finding new sources, checkingFBI
and other agency:databases, and reviewing intelligence information from Other' '
intelligence agencies. Information was recorded in theform of Electronic
Communications (ECs) that became part of the case file.. An EC is the. _• •
standard form of communication within the FBI.

Before September tl, 2001, FBIintemational te,rrorism intelligence cases
contained the case identifier number 199. Letter or "alpha" designations were
also used, alongwith the case identifier, to further identify intelligence
investigations. For:example;intelligence investigations related toa paNcular
terrorist organization were designated as 199N investigations. International

terrorism'intelligence'investigations: oftenare referred to as "a 199." A
criminal international terrorism investigation had the_]FBIcase identifier '

;number 265; these investigations were commonly ret_;rred to as "a 265. ''z9

C. The Department's Omee of Intelligence:Policy and Review• :,:
... .... _,;....: . .... . .. • . .... .... . ....... : -.._... ..... .

..... AS menti0ned above, When t!-ieFBI conducts intelligence investigations,
a significant tool for uncovering information is the F]iSAstatute. The FBI
obtains an order from the FISA Court authorizing electronic surveillance and
searches with the assistance of Department attomeys Jinthe Office of
Intelligence Policy and Review (OIPR). OIPR is under the:direction of the
Counsel for Intelligence Policy. 3°

29Currently, the FBI uses only one designation for international terrorism
investigations.

30We discuss in detail the process for obtaining FISA warrants and the role of FBI and
OIPR personnel in this process in Section IV, B.
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IIl. The wall betweeninteUigence and criminalterrorism investigations

A. Introduction

This section summarizes the creation of the "wall" separating criminal:
and intelligence .terrorism investigations in the Department of Justice..The wall

•began.as a separation of intelligence.investigator,,; from contact withcriminal,
prosecutors, and evolved to include a separation-of FBIinvestigatorsworking.
.on intelligence investigations from investigators working on.criminal. .
investigations. ........ . .... . •

As discussed above, FBI terrorism investigations could be opened either
as an intelligence investigation in which •information was collected for the
protection of national security, or as a criminal investigation to prevent a
criminal act from occurring or to determine who was responsible for a
completed criminal act•.:In the course•of an intelligence investigation, •

::....information might be developed from searches or electronic surveillance
+_obtained tmder FISA. That intelligence information also could be relevant to a

_:,.:?potential or completed criminal act, However, concerns were raised thatif
....:intelligence investigators consulted with prosecutors about the intelligence
• information or provided the••information to criminal investigators, this•
_ interaction could affect the prosecution by allowing defense counsel to•argue

that the government had misused the FISA statute and it also could affect the
intelligence investigation's ability to obtain or continue FISA searches or

• surveillances. As a result, procedural restrictions - a wall- were created to••
separate intelligence and criminal investigations: Although information could
be "passed over the wall"- i,e_____.,shared with criminal investigators - this
occurred only subject to defined procedures.

The wall separating intelligence and criminal investigations affected both
the Moussaoui case and the Hazmi and Mihdhar case. As we discuss in detail
in Chapter Four, in the Moussaoui case FBI Headquarters believed that the
Minneapolis agents should not contact the local U.S. Attorney's Offic:e to seek
a criminal warrant to search Moussaoui's possessions because, under the
standards prior to September 11,2001, contact with the local prosecutor would
undermine any later attempt to obtain a FISA warrant. And as we discuss in
detail in Chapter Five, because of the wall-- and beliefs about what the wall
required- an FBI analyst did not share important intelligence information
about Hazmi and Mihdhar with criminal investigators. In addition, also
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•••becauseof the wall, in•August 200I when the New York FBI learned that
Hazmi and Mihdhar were in the United States, criminal investigators were not
allowed to •participate in the search for them.

Because the wall between intelligence and criminal investigations
affected these two cases, we provide in this section a description of how the
wall was createdand evolved in response to the 1978 FISA statute. Wealso
describethe-unwritten policyseparating criminal and intelligence • ...
investigations in the1980s and early 19.90s, the1995 ProceduJ:es-that codified
the wall, the FISA Court procedures in 200O.that required written certification
that the Department had adhered to the wall between criminal and intelligence
:investigations, and the changes to the wall after' the September 11 attacks .........

, . . .

1' The "primary purpose" standard

The FISA statute,enactedin 1978, authorizes thLeFISACourt to grant an
application for an orderapproving electronic surveillance or a search warrant
to obtain foreign intelligence information if there is p,robable cause tobelieve :" " ....... '' : : ' " .... i" : " " " " : " " " " '

that the target of the surveillance or search:wan:ant isaforeignpower or an .,.
agent of a foreign power. 50.U.S.C:. § 1805(a)(3)...The statute requires _Latthe
government certify when seeking the:warrant that "the pro-pose',,of theFISA
search or surveillance is to obtain "foreign-intelligence information." The _:
statute states that.the certification must be made "by _tlheAssistant to. the
President for National Security Affairs or an executive branch official or
officialsdesignated by the President from among those executive officers.
employed in the area•of national security or defense and appointed by the •
President withthe advice and•consent of the Senate." 50 USC § 1804(a)(7),
Within the Department, the certification is usually signed by tlheFBI•Director.

While Congress anticipated that evidence of criminal conduct uncovered
during FISA surveillance would be provided to•criminal investigators, the
circumstances under which such information could be; furnished to criminal

investigators were not provided for in the statute. 31 Defendants in criminal

31The legislativehistorystatesthat "surveillanceto collectpositiveforeignintelligence
mayresult inthe incidentalacquisitionof informationaboutcrimes;but thisis not its
objective." Further,it states,"Surveillanceconductedunder[FISA]neednot stoponce
conclusiveevidenceof a crimeis obtained,but insteadmaybe:extendedlongerwhere
(continued)
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cases can challenge the govemment'suse_ ofinfoi_mation collected under a :
FISA warrant by arguing that the government's propose in obtaining tim
information pursuant to FISA was not for collection of foreign intelligence, but
rather for use in a criminal prosecution. Such a pro'pose would violate the
Fourth Amendment's prohibition against warrant]less searches, and could result
in evidence obtained under FISA being suppressed in the criminal case,
Alternatively, the FISA Court could reject an application for aFISA warrant

• because of concemsthat the government's purpose for seeking the FiSA
warrant was for use in a criminal case rather than collecting foreign :
intelligence.

As aresult, in interpreting FISA courts applJied,the primary propose"
• test. This allowed the use of FISA information in a criminal case provided that

• the 'iprimary purpose', of theFISA surveilhmce o:r search was to collect foreign
: _ intelligence information rather than to conducta criminal investigation or

: prosecution. The:seminal court decision applying this standard to information
.....collected in intelligence cases was issued in 1980. See United States v. Truong

_,::_:::DinlaHung, 629 F.2d908 (4thCir. 1980). In this case, the Fourth Circuit Court :
of Appeals ruled the government did not have to c'btain a criminal walrrant

i._:iwhen"the object of the search or._thesurveillance is a foreign power, its agents

:: :or cOllaborators," and "the survei:ltance is conducted 'primarily' for foreign
intelligence purposes." Id_____.at 915. However, the court =ruled that the
government' s primary purpose in conducting an intelligence investigation
could be called into question when prosecutors had begunto assemble a
prosecution and had led or•taken on a central role inthe investigation.

• i . ..

: Although the Tmong_,decision involved electronic su_eillance conducted
before FISA's enactment in I978, courts used its reasoning and applied the,
primary purpose test in challenges in criminal cases to the use of infonnation

: gathered from searches or electronic surveillance conducted pursuant to FISA.
See, e.g., United States v. Johnson, 952 F.2d 565 (1stCir. 1991), cert. denied.,• •

113 S.Ct. 58 (1992) ("[a]lthough evidence obtained under FISA subsequently
may be used in criminal prosecutions, the investigation of criminal activity

(continued)
protective measures other than the arrest and prosecution are more appropriate." S. 1566,
95th Congress, 2d Session, Report 95-701, March 14, 1978.
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cannot be the primary purpose of the surveillance"); UnitedStates v. Pel_tort,
835 F.2d 1067 (4thCir. 1987), cert, deni_ed,486 U.S. 1010 (1988):.

In the 1980s, the Department also adopted the "primary purpose"
•standard contained •inthe Truong case. 32 It interpreted the FISA statute as
requiring prosecutors not to •have•control in intelligence investigations inwhich
informationwas being collected pursuant to FISA. The concern was that too

;. .

much involvement by prosecutors in the investigation createdthe risk thal_a
court would rule thatthe FISA information could not be used in a criminal case• .

because the "primary purpose" of the search was not the gathering of foreign
intelligence.

As a result, during the 1980s and through the mid'a 990s, the
Department's policy was that prosecutors within the 12)epartment's Criminal:
Division- not attorneys in the local United States Attorneys' Offices (USAOs)
-had.to be consulted in connection with intelligence investigations in which
•federal criminal activity was uncovered, or whe, n legaladvice was needed, to

avoid: investigative steps that might inadve_ently jeopardize the option of
" prosecution using information iobtained from.the intel][igence investigation.

• : , . .. , . :- • "_' , . , ' . • ., . .

Criminal Division attorneys were briefedby the FB1 aboutongoing intelliigence
investigations and Were expected to.provide ad,Ace geared toward preserving a.
potential criminal case, but they were not allowed to exercise control: over the
investigation. TheCriminal Division and FBI Headquarters made the policy
decision about when to involve theUSAO inthe invet_tigation..isince consulting
with the USAO was viewed as a bright line signlifying the transition from an
intelligence investigation to a criminal investigation. However, during this-
timeperiod; no formal written guidefines governed thecontacts between the
FBI and:the Criminal DiVision.

32The Foreign Intelligence Surveillanc, e Court of Review later noted that while the
Department adopted this policy in the 1980s, "the exact moment is shrouded in historical
mist." See InRe Sealed Case, 310 F.3d 717, 727 (2002).
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:2. InstitutionaK divide between criminal and!intelligence
investigations

• The effect on FISA warrants or the legal restrictions on sharing
intelligence information was not the only issue regarding :sharingintelligence
information with criminal investigators. Agents conducting intelligence .....
investigations are generally wary about the impact of sharing intelligence
information with prosecutors and criminal investigators. They expressed ....

i concerns about potential harm that disclosure wo_dd have on intelligence •
sources and methods, and the damage that such disclosure: would haw; on
furore collection of intelligence information. Intellligence collection i,; ....
dependent upon secrecy; investigators often rety upon clandestine sources or.

: surveillance techniquesthat are rendered useless :ifthey are exposed:" In _
addition,_most of the information collected is classified and cannot be made
public. In contrast, criminal investigations are usually intended to result ina
prosecution, which may require the disclosm'e of information about the souxce

.... _:.of evidence relied upon by the government. Thus, intelligence investigators'
....._need to,protect secretsources andmethods may be at odds with criminal ....
, investigators' use of the information derived from:those sources and methods.
-..

..

;'_ :3. TheAmes case and concerns abeut the primarypurPose
'_...... standard

..

In February 1994, CIA employee Aldrich AJmes was arrested on various
espionage charges. The FBI pursued an investigalfion regarding Ames that

involved several certifications to the FISA Court that the purpose of electronic
surveillance was for intelligence purposes. At the time of the ninth ,
certification in theAmes case, Richard Scruggs, the new head of OIPR, was
concerned that no guidelines governed the contacts between the Criminal :
Division and the FBI that were permitted in.intelligence investigation,_.
Scruggs raised concerns with the Attorney General that the:primary purpose
requirement and FISA statute had been violated by the:extensive contacts
between the Criminal Division and the FBI in the Ames investigation.

To address these concerns about coordination between the Criminal. .

Division and the FBI in intelligence investigations;, in 1994 Scruggs proposed
amending the Attorney General,s FCI Guidelines to require that any questions
in intelligence investigations relating to criminal conduct or prosecutions had
to be raised first with OIPR, and that OIPR would decide whether and to What
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.extent toinvolve the Criminal Division and the:USAO in the intelligence
investigation. Scruggs' proposal also prohibited the FBI .from contacting the
Criminal Division or a USAO without permission from OIPR.

In.one memorandum, Scruggs •described this separation of criminal..and
intelligence investigations as a wall.: "The simple.legal response• to paratl.el
investigations is a :'_Chinese•Wall'.which:divides the alLtorneysas well ast.be. '.
investigators. •'' Scruggs" use•of the term ,'Chinese wall" isthe first reference
-we found.to the-term "wall"in connection with separating.intelligence and"
criminal investigations. In another memorandum discussing.his:proposal;
Scruggs wrote that the. goal.of the changes was "not to prevent: discussions with

•the Criminal. Division" but "to regulate, them so as to place the Department in
•the best possible Iegal posture should prosecution be .:tmdertaken." In addition,
he wrote that the goal .was to.develop "a simple mech._mism" to .maintain.the
legal distinction between criminal investigations and intelligence operations,.

Scruggs' proposal generated considerable controversy within the - .
.Department and the FBI. TheCriminal:Division and 1LheFBI _ote position
papers-opposing the proposal. Although the CriminalDivision and the FBI

.. :..bothagreed that some formal procedures were necessary to guard against
abuses-in:theuse of FISA and to rebut unwarranted.claims of abuse, they
argued thatallowing OIPR to decide when prosecutors could be consulted.was
unnecessary and unduly burdensome:, and would deter useful and productive
contacts between investigators and prosecutors. 33.The Criminal Division also
:argued that:itwas "imperative" for any procedures to "allow fi_rpotential :.
criminal: prosecutions to be protected through early evaluation and guidance"
.and.advocated continuing the requirement that.the Criminal Division hadto be:
advised any time the FBI uncovered, evidence of federal criminal activity.in.the
course ofan intelligence investigation. ..

Also in response to Scruggs' proposal, the Executive Office for National
Security, which was located in the Deputy Attorney General's Office,. sought.
an opinion from the Office of Legal Counsel (0LC) whether a search under

33The FBI agreed,however,that therole preventingcontactwith a UnitedStates
Attorney,sOfficewithoutapprovalfrom.theCriminalDivision andOIPRshouldrem.ainl
The FBI statedthat "therequisitesensitivityto theseconcerns',and experiencewithtreading
this .finelinewilloftenbe absent"in U.S.Attorney's Offices.
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FISAcould beapproved "only when the collection of foreign intelligence
[was] the 'primary. purpose' of the search or whet]aer it suffic[ed] that the
collection of foreign intelligence [was] one of the,purpose,,;." In a
memorandum that was circulated in draft in mid-January 1995, OLC concluded
that While courts had adhered to-:and were:likely to continue to adhere to- the
,'primary purpose" test with regard toFISA infonnaation, tile courts had shown
greatdeference to the government in challenges to evidenc,e gathered through

• intelligence.searches that wasused in:criminal prosecutions,. OLC opined:that ..
someinvolvement ofprosecutorscou!d be permit!Ied..tobe involvedwith the .., .. . . .

' FISA searches .without running an "undue risk" .of having 'evidence suppressed,
.but that there were"few bright line.rules" for discerning when a ,'primarily.,

intelligence search becomes a ,primarily' criminal investigation search.,' OLC
wrote, "[I]t must be permissible for prosecutors to be invol[ved in the searches
at least to the extent .of ensuring that the possible criminal .casenot be'
prejudiced." At the end of its opinion, OLC recommended that "an appropriate

. internal process be set up to insure that FISA certifications are consistent with
,. the 'primary purpose' test,"' "

::(?;.. , .., : ........ .,
._.

-_,"::,: 4, The 1995 ProcedUres

• ::_:: a. Creation of the 1995 Procedures

In late December 1994, at the direction of 1-)eputyAttorney General
.....Jamie Goreiick, the Executive OffiCe for National Security convened a

working group to resolVe the dispute between OIPR and the FBI and the
CriminalDivision concerning contacts between the FBI and the Criminal
Division. The Criminal Division, OIPR, theFBI, OLC, and the Executive
Office for National Security participated in the group. As a result of '
discussions within the working group, on February 3, 1995, the Executive ._
Office for National Security circulated draft procedures for Contacts between
the FBI and prosecutors. The draft procedures, ,,Procedures for Contacts
Between the FBI and the Criminal Division Concerning Foreign Intelligence.
and Foreign Counterintelligence Investigations,'" 'were transmitted on April .12,
1995, by the Executive Office for National Security through the Deputy
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Attorney •General to the Attorney General for approwtl and implementation. 34
The Attomey General sign.ed.and issued the procedures on July 19, 1995. "
These procedures, became known as '"the 1995 Procedures."

b. Description of the 11995Procedures

In general, .the 1995 :Procedures rejected 'i........ OIPR _,original prop0sal of
giving it the sole authority to decide when FBI agents could consult with
Criminal Division prosecutOrs on an intelligence inw_sfigafion. However, the
1995 Procedures gave OIPR formal oversight over contacts be,tween the FBI
and the Criminal Division in intelligence cases, and titleprocedures formalized
restrictions on the extent that Criminal Division prosecutors could be inw)lved
in intelligence investigations. The procedures applied to intelligence ;

..

..

..

34At the time these draft procedures were being discussed, the FBI's New York ]Field
Office was conducting at least two significant criminal terrorism investigations involving the
World TradeCenter bombing in 1993. Indictments hail beeri returned in one of the cases:
Duringthe criminal investigation of these two cases, significant counterintelligence
information was developed relating to foreign powers operating in the United States, _mdthe
FBI initiateda, fu,ll;-fieldcounterinteltigenceinvestigation, lnamemorandum written to the
FBI, the Southern-District of New York (SDNY) USAO, OIPR, and the CriminalDivision,
and filed with the FISA Court on March 4, 1995, Deputy Attonaey General Gorelick
provided instructions for sharing information from these two terrorism investigations in the,::
FBI's New York Field Office with intelligence investigators, _md for separating the .......
counterintelligence and criminal investigations. The memorandum stated thatl the . _ :.:
procedures were designed to prevent therisk of creating an mawarranted appearance that,
FISA was being used to avoid the procedural safeguards that applied in ,criminal .
investigations. The memorandum, which acknowledged that the procedures went ,beyond
what [was] legally required," included having an Assistant United States Attorney (AUSA) •
not involved in the criminal cases but who was. familiar with fhem act as "the wait" as well
as ensure that information indicative of acrime obtained in the intelligence investigation
was-passed to the criminal agents, the USAO, and the Criminal Division. The memorandum
also included several procedures to facilitate coordination and information sharing, .
including requiting intelligence investigators who deweloped information that reasonably
indicated the commission of a crime to notify law enforcemen.t agents and assigning an FBI '
agent involved in the criminal investigation to be assigned to the foreign counterintelligence
investigation.
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investigations both in which a FISA search or surveillance was being ...... ....
conducted and in which no FISA .order hadbeen issued. 3_ • • .. ..

The 1995 Procedures formalized the tmwritten policy that had existed
since the I980s requiring the Criminal Division, rather thaa the local USAO, to
be consulted about intelligence investigations when questions of criminal
activity or.criminal prosecution.arose. 36.The 1995 Procedures required_that the. ..:
'FBI and OIPR notify the. Criminal Division when "facts or circumstances._,

[werel developed that reasOnably indicate[d] that asignificant federal crime: • ...
[had] been, [was] being,.or [might. have been] conmfittedY' • "

. . : :

i.. In cases in which. FISA surveillance wasbeing conducted, the 1995.
• Procedures! provided that OIPR aswell-as the Criminal Division had to approve :.

an.FBI, field.office's request.to, take an investigation to the USAO. Guidance... :
.

.. 35Part A of the 1995 Procedures applied to investigations in which a FISA order had •.i.
been issued; and Part B applied to.those investigations in which no FISA order had_been .

issued,.. _

'ii!i:<': 36However, there was an exception for the USAO in the Southem District of New York., • • - •

....: (SDNY). While the 1995 Procedures were being considered in draft, Deputy Attorney

.,_-......General Gorelick had recommended that they be reviewed by U.S. Attorney for t!heSDNY
:;._::MaryJo.White. White responded that the USAOs should be on equal footing wifla the _

Criminal Division, and she recommended changes to the 1,995Procedures to achieve this_
such as requiring in intelligence cases notification of a crime to both the Criminal Division
andto the USAO. White argued.that"[a]s a.legal matter,, whenever it is permissible for ,the
Criminal Division tobe in contact with the FBI, it is equaltly permissible for the FBI robe in
touch with: the U.SI Attorneys'. Offices.," This suggestion was unanimously rejected by'.the
FBI, OIPR, the Criminal Division, andthe Executive Office for National Security, andthe
exception was not included in the 1995 Procedures' However, White continued to press this
issue. In a memorandum faxed to Gorelick on December 27, 1995, White argued that the.
Department and the FBIwere structured andoperating in a way thai: did not make maximum
legitimate use of all law enforcement and intelligence awmues to prevent terrorismand
prosecute terrorist acts. She asserted that the 1995.Procedures were building "unnecessary
and Counterproductive walls that inhibit rather than.promote our ultimate objectives" and ....
that "we must face the reality that the way we are proceeding now is inherently .and in
actuality very dangerous." Eventually', on August 29, 1997, the Attorney General issued a
memorandum creating a special exemption for the SDNY USAO in cases in which no FISA
techniques were being employed. In those cases, 'the FBI was permitted to notify directly
the SDNY USAO of evidence of a crime, and the USAO then was required, to involve the
Criminal Division and OIPR.
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issuedby the FBI Director that accompanied the1995 Procedures instructed
FBI field offices that any potential.contact with prosecutors (either.the :..
Criminal Division or requests to consult, with the USAO) had robe coordinated
through FBI Headquarters.

In cases in which no FISAwarrant had been iss_aed,.the 1995 Procedures
required thatthe Criminal Division decide when it was.appropriate to inw_lve •
the USAO inthe intelligence investigation, although notice of the decision had
to be given to.OIPR. For example, as discussed[ in Chapter Four,. the FBI. •
Minneapolis Field Office opened the Moussaoui. investigation: as an " •
intelligence.•investigation, .but then wanted to seek a.cfiminal searchwarrant
from the USAO. Since an intelligence investigation was opened but no FISA:

.... Warrant had•been issued, the Minneapolis FBI needed[ permission which .it .
was required to obtain through FBI Headquarters- from the Criminal. Division
in order to approach the USAO for a criminal search warrant.

Under the 1995 Procedures, the Criminal Divisi!on was responsible :_or
notifyingOIPR of; andgiving OIPR an opportunity to participate in, all of the

.... •Criminal. Division, s .consultations with:the.FBI concerning intelligence ... .

•. investigations in which_a FISA.warrant had.been obtained. In.intelligence
investigations where no FISA warrant:had been ob._ned,, the Criminal
Division hadto provide notice to OIPR of its contacts with the...FBI,.-In:.bOth._
types of cases, the FBI was required to maintain a log of all its.-contactsv¢ith
the Criminal Division' _

•" .The 1.995 Procedures provided that in intelligence investigations the
Criminal Division could give advice to the FBI "aimed at preserving the. option
ofacriminalprosecution," but could not"insmact the FBI on the operation,
continuation, or eXpansion of FISA. electronic surveillance orphysical.. ....
searches." In addition, the FBI and the Criminal Division were .required to
ensure that the advice intended to preserve the prosecution did not
"inadvertently result in either the fact or the appearance of theCriminal
Divisi0n's directing or contro!ling[the investigation]toward law enforcement
objectives,"

5. Additional restrictions on sharing _ntelligence information

In addition to the wall between FBI intelligence investigators and
criminal prosecutors, a wall within the FBI between criminal investigations and
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intelligence investigations •also was •created..• Although iris unclear exactly
when this wall within the FBI began, sometime between 1995and 19!)7 the

FBI began segregating intelligence investigations from criminal investigations _
and restricting the flow of information between agents who conducted

intelligence investigations and agents :who conducted criminal investigations.
...

Asdiscussed above, in a position paper prepared by OIPR when the ,

Department was considering the 1995 Procedures.i OIPRrecommendedthat the.. ..
FBI berequired to open seParate. and parallel_ criminal and intelligence . _..
investigations, and that theFBI place ,'a wall', between the two investigations _
by staffing the criminal investigation withFBI agents who did not have access.
.to the intelligence investigation. .This.wall was intended to ensure that.

information _0meach investigation Would be fully admissible in the other.
OIPR prOposed, certain procedures for sharing infbrmati on developed in the
intelligence investigation that was relevant, to•the criminal investigation, a
process that wasreferred tO as "passing info_ation over the wall."

!.._ i.... '_ ! . ._..i _,-- . - .. " :
._ The.process for .passing information fi,om the intelligence investigation to
....._--::the criminal investigation was that an FBIemployee, usually the .SSA of an:/. •., :. _.. . . .. _ ...: . .: . .: .. ..... _ . . • .

•",:..international terrorism squad, the Chief Division Lo_sel of a field office, 'or
:.;_:_anFBIHeadquarters employee wouldbe permitted, to re.view raw FISA ..
•.-.::intercepts or.materials seized pursuant-to a FISA and act a,; a screening

mechanism to decide what to "pass" to the criminal investigators or "
" prosecut0rs: ......

i _ :., . .

• , .
• . . ,. • ,.: ... •

In March. 19.95, at the direction of the Department, the FBI. established _.:

special "wall" procedures for the New York.:Field Office',; handling of the..
•" criminal and intelligence investigations that arose out of the 1993 World Trade

Center bombing. It is unclear when similar procedures were employed
throughout the FBI. By 1997 OIPR was including a description of the;
screening or "wall" procedures in all. FISA applications that were filed with the
FISA.Court:when a criminal investigation was opened. 37 The particular

. .

37Neither.OIPR nor the FBI had any written policy requiring the inclusion of such
information,in FISA applications .untillate 2000.,after the discovery'of several en:orsin
FISA applications related to information about criminal investigations and wail procedures
related to those criminal.investigations. These errors are discussed below in Section III, B.
of this chapter.
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screening mechanism.proposed by OIPR and approved bythe Attorney.
General •depended on how far the criminal investigation, had developed_.38 If the.,
case had recently :been:initiated, the SSA.was usually :the screener.. In a_case,in
which the USAO already was involved, others could be the screener, such ,as
an attorney, in the•FBI's Office of General Counsel, OIPR, or the Attorney

General... According. to James: Baker, the current OIPP. Counsel[,39, in late. 1999
the Department proposed the use of the FISACourt as "the wall?' The purpose
ofthisproposal was to.ensure that the.FISA Corm would apprc,ve FISA .
applications related to threatS involving the Millennium where therewasa • . ..

substantial nexus with.related criminal cases. " " ' .
,.., , . . . . • . . .

" 6.: Reports evaluating the impactofthe :1995Procedures
• . . . . , • - . . ' ,• .. .. :.' •

•Although the 1995 Procedures allowed for consultation between: the:FBI
and the Criminal Division about intelligence investigations, and .in some ..
instances required contact, by the FBI with the. Criminal Division, the FBI

..dramatically reduced its consultations with the Criminal Division after thei ,- / ...

1995.Procedures were issued: The FBI came to. understand from OIPR that

•any consultation with Criminal Division attorneys couid result in a FISA..
s_eillance beingterminated or inOIPR notiaga'eeing topUrsue a FISA
warrant. Asa result, the FBI sought:prosecutor input"ionlyafter it was.preparecl
to close anintelligence investigation and "go criminal. ''_

Three reports- a July 1999 GIG report on the Department's campaign
financeinvestigation, a May 2000 Department report on the Wen Ho Lee case,
and a July 2001 General AccountingOffice (GAG)report ' discussedthese
issues.and the impact.of the 1995Procedures and the wall.: ' : ..

•
_.

..

..

38According to OIPR Counsel Baker, Attorney General Janet Reno directed the
termination of certain FISA surveillances in 1998 based upon her detemfination that related
criminal investigative activities called into question the:primary purpose of the surveillance
collection.

39Baker joined OIPR in October 1996 and became,,the Deputy Cotmsel in 1998. In
May 2001, he was named ActingCounsel, and in January 2002 he became the Cotmsel.
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a. The OIG's July 1999 report ,onthe ca_mpaignfinance
investigation. .

The first report was.the OIO's July 1999 report entitled "The Handling of
FBI Intelligence InformatiOn Related to the Justice Department's Campaign:

Finance Investigation'"(theCampaign Finance Report). Tile OIG report
: reviewed allegationsthat the. FBI had failedto disclose cel_Iainintelligence.

information.to Congress, FBI.Director Louis Freeh, and. Attorney General Janet
Reno. This. intelligence information related to the:FBI's.Campaign Finance . ..
Task Force, -which had been. created to. investigate, allegations of campaign _
finance violationsduring the 1996 presidential campaign. In connection with
this review, the OIG examined issues c0nceming the.implementation of the.:.
1995 Procedures. andthe sharing of intelligence information, with prosecutors
and criminal investigators.. _.

The OIG report found that the 1995 Procedures were largely
misunderstoodand Often _sapptied, resulting in tmdue reluctance by

...._._..intelligence agents to provi de information, to criminal investi gators and ,_
" ..prosecutors. The report stated that "the tumultthat accompanied [the] creation. ..

......:_,.,..[of the l 995 Procedures] drastically altered the relationship between [the FBI]
•.i..:.:..and prosecutors." .The report found that because of OIPR's criticism of the FBI
_...during the Ames investigation, FBI agents,had become "g_m.shy" about

conversations with Criminal Division attorneys, and the FBI'sGeneral
Counsel's Officehad recommended that FBI agents take a "cautious approach"
.by initially conferring with OIPR attorneys rather than Cril_nalDivision
attorneys, The. report also noted that as a result of'theFBI"s concerns about
OIPR"s criticisms,, the FBI had been "needlessly chilled"" "from sharing
intelligence information with the Criminal Division. The report stated that the
19.95 Procedures were vaguely written and provided ineffective gui&mce for
the FBI. The report recommended that the Crimir.ial Divisiion, OIPR, and the
FBI resolveconflicting understandings about the 11995Procedures, and the FBI
issue guidance tOdisabuse FBI personnel of"unwarranted concems about
contact with prosecutors."

, b. The report of the Attorney G'_eneral'sReview Team on
the Wen Ho Lee investigation

. , .

The second report addressing these issues was prepared by the Attorney
General's Review Team (AGRT), which the Department established to review
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the handling of the Wen Ho LeeinVestigafion. 4° A chapter of the final AGRT
report, issued in May 2000, discussed the 1995 Procedures. _The AGRT report
:found that s0on after the !995 ProCedures were implemented, OIPRprevented
the FBI from contactingthe Criminal Division in conl_ravenfion of the:
requirements ofthe procedures. The report stated that FBIand Crirni'nal

, . .... . / , ,. . , • . "'. . .. . ,. • .

_Division officials believed: thatOIPR was discouraging contacii by the FBI With
the criminal Division, .Both FBI and Criminal Division officials believed that _

?such contactwould jeopardizeexisfing or _eFISAcoverage because OIPR
mightnot present the matter to the FISA Court or the ]F'ISACourt woulddeny/ " :," . " . " . " • ' " i ... " • • . • :... • . . • • .. ' 'v, _ . .. • ,.. . : • .. - ' .. ' : • - •. .... :_ : : ' • • "

the request ifsuch contact occurred.:_The report stated, "It is clearfrom _
interviews that,the AGRT has conducted that,:_in any itnvestigation where i_'ISA
is employed or even remotely hoped for (and EISA co'_erage i,; always hoped

i for), the Criminal Division is considered radioactive by both the FBI and _
OIPR."

• .....
.... ,

: The AGRT report noted that OIPR Counsel Scruggsmade it clear to the
FBI that it was not permi'tted_to contact prosecutors in FCI investigations..,, .. . . .. . . ... . .-. : - . . . . ....

• with0ut the pe_ssionofOIPR :.The report stated:that,_as_aresult , former.FBI
DeputyDirector Robe_ Bryant comrnunicated to FBt agents that violating this

......... '...... i • / i i
• rule was>a "career stopper." _ . . . .. . . ... .

.. : .

In :Oct0ber 1999/the AGRT made interim rec0namendafions to the
Attorney General For example, the AGRT recommended that the FBI provide
"regularly scheduled briefings" to the Criminal Division concerning FCI ..... '
•investigations that had the potential for criminalprosecution:

. . . .
•

In response, in January. 2000 Attorney General Ren0 established the
•"Core Group,:" which consisted of the. FBI,s Assistant Directors for

counterterrorismand counterintelligence; the Princip._LtAssociate Deputy
Attorney General, and the Counsel forOIPR. The FF3Iwas supposed to .... ....
provide monthly "critical case briefings" to the Core Group,.and the Core:
Group wassupposedtodecide if the facts of the case,; warranted notification to
the CriminalDivision as provided for in the 1995 Procedures. 'Inaddition, the

. , ..

40The team was ledby Randy BelloWs, an AUSA fromthee Eastern District of VJirginia
who was exPerienced inFCI cases. The AGRTreport, which is entitled "Final Report ofthe
Attorney General's Review Team on the Handling of the Los Alamos National Laboratory

•. Investigation," is often called "the Bellows report."
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Attorney General directed theFBI.toprovide the Criminal:Division withc0pies.
of foreign counterintell/gence case rnemoran da:sttmmarizing, espionage. ..._....
investigations, of U.S..citizens orlawful.-permanent residents,- ..... .... ._.

e

. In October 2000, the Core Group was disbanded because it Wasbelieved""
thatthe briefings were duplicative of sensitive case briefings that.the FBI..: "
provided t0the Attorney Generaland_:_heDepu_Att0rneyGenerai on a " .

,. .quarterly •basis. Around the same.timeaworkinggr0up: ithat hadbeen formed.
months earlier in .response-to the interim recommendations 0fthe AGRT report.
•developed:.:two decision memoranda, for the Attomey General 's appro'¢ali_one
in October.2000 and one in.December 2000.' 'The_mem0randaincludedseveral - •

-. optiOnsfor addressingthe FBI'S lack of.notificationto, the. Criminal.I)ivisi0n -
:: regarding evidence in.intelligenc e investigationsof significant federal crimes _ ..

and. the lack of co0rdinafi0n with the. cri_nal Divisi0n; and..theY.delineated _:;
• the:_e andextentofadvice the' Criminal :_.I)ivision could provide the FBI..-._The -- . .. . :. . . • . . :

" ..... December2000 memorandUmalso describedastrategy.f0rpresenfingnew::.: .... ..
-. proced_eS for coordinationbe_ren intelligence and lawenforcement to the.

_ ' p _ anappea tt•..o_.:.:-.,.FISAC0urt, and it.di:Scussed the .ossibili of 1' _itheFISACo_:.of• • _ :" - " . - - :". ?:" ... - " • 2 • •

' " Review if the FISA Court rejected the new coordinationproc_d_es , AlthOugh.
the CriminalDivision,.OIPR:, and the FBi reached an agreement on steps, to• : ... . .,. . . .. . :,. • . :" ._._ ..,. ): . .: .. ... , . . .._, . . • .... . : . ..

liberalize informmion, sharing, the comPonents could not agree on whatkindof. . .. ; - . .... :,:_, , . .. . : _..._.....,. :. • .. ' . . - ,. .... .... . . .• . .. . ..

'i!:...advice by the Criminal Division...to..theFBI Was.permissible... The Attorney" _ . . " . " " _ ,. ;" " . .:,. " . " ': "" '. . i • " ". • '" " • . " ;

General never issued:.or Signed either.memorandum,. .
- . . -.. ,. . - ! .. . • .... . • • :. . . ,.

..

: " " ' ' _ '_' " " t " ' _ :c. The GAO repor :
• • L . • . • " "

.. .. .. .

• In the third report, .the GAOreviewed.the policies, procedures, and
processes for coordinating. FBI inteUigence invesfigations where crimdnal
activity was indicated:. In its July 2001 report, the GAO.f0und that the FBI.had
little contact with the Criminal Division .about intelligence investigations .

.. because of the FBI and OIPR's concern about the potential for "rejection of the
FISA application or the loss ofa FISA renewal" or"suppression of evidence
gathered using FISA.to01s.,,: See "FBI Intelligence Investigations:• . _. .. ' . .

Coordination within Justice on Counterintel!igence Criminal .Matters is ..
Limited,,' GAO-01.-780, .July:2001.. The GAO report recommended, among
other things, that.the Attorney General: establish a policy and •guidance -••_
clarifying the expectations _ " " '_ " " ""• regardingthe FBI-s notification of the Criminai
Division about potential criminal violations arising in intelligence :
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investigations. According to the GAO.rep0rt; while _there were •some... • ...":
improvements in.the coordinationbetween the FBI.and the-.Criminal.Division.. • -
•after .the remedial actions .in responseto the AGRT repo_ were implemented,

coordination, impediments remained.. . . ... . ..
. .

" " '""....." a curacy FISA pplieatio s•....... B...FISA Court's concern about, c of. a " n
:-," . . ' , . ' ;

• " ppli a " ": I Errorsin FISA.a e tionS ....

: _ ' coordinating.: : .... .,..'_ound the time ofthese.two reviews on,problems of .....". . . . .... . . • : . . .... - • .

:cri_al.andintelligenceinformation,.the FISA Court. imposed additional "
• . .. • . . . • • ... . . .. ,. . . .. .,.

-.. :restrictions. on. thepassing ofimelligence information to.criminal inv.estigators. ... -
::-. .-'The.FISA Court tookthis.action .after.it learned, in 2000 and 2001.of errors.in ... ..

: ' : " . i " " . • - . " " " - "

-. -approximately 1.00FISA.applications that hadbeen filedwiththeCo_.41.. ". - . . • -- . . .: : . . • . . :. ,; - . .. - . . ...... . .

Approximately. 75.of the .errors Were contained in.F1SA applicationsrelatmg to . "
..... targets.withconnecti0ns .to a particular te_orist.organization, which we.Will:,..

.. :.call'.'Terrorist.Organization No.. 1,,,'and the other errors were contained in
. .FiSAapplicationsrelating.to..a different terrorist..orgaaizati0n,. Which we .will-.... . , :. .- .... '.- . . . . : . . . . . .- : . .... _ .: • :.. • .. ,. ... .: • . • : .." ..

.:::.,.::_:: .,.ca!!-,..:'Terrorist:OrganizationNo..,2.,:_. . _.............:....: .. . ,.•(...: . . ..

:_._.the.s_er of2000,-OIPRfirst leamed_ofthe?errors in,several FISA:
. applications-related to _Terr0rist .Organization No. 1._.:OIPR.:Verballynotified:the
• FISA:.Court.of the errors and;. together:WithFBI:Headquarters: employees,, .

conducted a.review of other FISA •applications mvolvingTerrorist "...:
.. Organization No: 1 that had been submitted since July-1997. In September .and

October 2000, OIPR filedtwo pleadings withthe FISA COurt advising of
" errors in approximately I.00. FISA applications related to Terrorist Organization

- . -

No. 1. ' •
•

... ..
. . .

: . . .. .

41As discussed in detail below, FISA applications were submitted by field offices to:
FBI Headquarters forpreparati0n of the documentation that woutd be presented toOIPR.for
finalization and submission to the FISA Court. The documentation prepared by FBI . "..:.
Headquartersand finalized by OIPR often was.reviewed or edited by different persons, ..
including an SSA,.IOS, UnitChief, and a National Security Law Unit.at_Lorney.-The .:.
documentation included an affidavit signed bythe SSA at FBI Headquarters containing the.

• ..

facts in support of the FISA warrant.. The errors arose in these..SSA.affidavits.
. . :.
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,, Many of these errors inthe FISA applications involved omissions of:
information or misrepresentations about •criminal investigations on the FISA
targets. In applications where_criminal investigations were identified,, , . ' ..... • . . • , . , .-. ,.., . ... , , ..... •

inaccurate information was presented in FISA apIz_lications:about•the "waU_'' _":" i' -_ '" " •.... _ .... " _ : " " ' : " " " ' " " " "

.procedures to separate thecriminal investigation fi'om the intelligence
" invesfigation._ For. example, the.description of the wall proceduresin .the ..-

: . • " ' ."' . , :. ' ' .... :. " .......: .... . - i- .. i. ' ..' ' " ' : "- . ' : " .i " ' .:.

majori_ of FISA applications involving Terrorist Organization No. I stated'" . _, ." " . _ • ?.'; = ' .- . . . - ..... • • " " " .: ._ _ • "''. .... i .: : : : '. ' " • . ".. " '. ":"- •

thatthe FBI New YOrk Field Office had separate teams of agents handling the..

criminal and intelligence investigations. While differentagents were assigned,. "..:!-.' . .'. -". .. .. " " . ;.. " .." ". ' .: -. ?'.- ..- . ' " • . ,... ._ , ..' 2- .. , ;i .:. ._ "

to the criminal, and intelligence investigations, they weren.ot kept sep_trat¢_om
eachl otherl Instead, the Criminal agents worked on the intx_lligenCe •• " . - . • _ . .. ' ' ' : " . ' .. i i ? ' : .. " ' : : " ..... _ . -. - " ' ' :" '

investigation, and the intelligence agents:worked on the criminal investigation.,..,. ....... : ...f.... . . . • . . ".! . '.: . . . , • . _ . .. .,. , • . .: . : .: -;.- . . --.. . :: • ... .

ThiS meant that, contrary tOwhat had been represented to the FISA Court,
agents working on the criminal investigation had not beenrestricted from the

:. . . . . -. ...

jnf0rmation obtained in the inteliigence investigation. "
' " " ..... : :: . i .'.. : ' " - " .. " " " " . .

: ! !'_ _ 2.. FISACourt's new.requirements_ regarding.the wall.,
'. .._,_,....;:i ". " " ' ' . •

• .... : Asa result of the FISA C0urt!s Concerns about the rnfistak_s in theF!SA
applicafions"the FISA Cot_ beg_ requiting _ Ogtober2000anydne who

' " :,.. .= .. - ' . :.. " :: " . • • . :' .- " . . 2 ' " " .... . ' - . : " '. ' • ."

_reviewed FISA-obtained materials or other intelligence: acquiredbased on.
_FISA-obtained intelligence (called "FISA-derived" intelligence 42)to sign a

certification acknowledging that the Court's approval was :required for ,
dissemination to criminal investigators. The FBI came to lmderstand that this

- . . • .. , . ,..._ ... • . . ........ .... , ,,

meant that only intelligence agents were permitted to reviewwithout FISA:
Court approval allFiSA intercepts and materials seized by a FISAwarrant,: as
'well as any CIA and NSA mtelligence provided to the FBI basedon

' 43
• information obtained by an FBI :FISA searclh or intercept. : :

. . . . -,. • . ' . . . . _ • . • .- . ....

Because FISA-obtained information often was passed fromthe FBI tothe
NSA and the CIA, the Department asked the•FISA Court whether the FBI was

. . ..

42FISA-obtained information was often passed to the NSA and.CIA for further use,• ., . .. .. • . : •

which could result in "F!SA-derived" information. ..

• 43As stated above, in late 1999, the Court had:become the screening mechanism or "the.
wail" for all investigations involving FISA techniques on al Qaeda in which the FBI wanted
to pass intelligence information to a criminal investigation.

:.

5
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.also required• to obtain the newly required certifications from any:NSA: orCIA
•employees! who reViewed theFISA-obtained material,.".The Co_ exempted the
NSA and. CIA from the certification, but required that thetwo agencies:no.teon
any intelligence .shared with: the FBI if it was FISA,derived. According to.the
NSA, when: made aware ofthis requirement, it reported to.the Dep_entthat, : "

•"_intheinterestofproviding asmuch intelligence: as quicklyas possible tO:the::. --. -
FBI_ the NSA.w0Uld place.a caveat on all counterterrorism-related intelligence
.proVided to.the FBI.. The"Caveat indicated thatifthe FBIwantedto pass NSA

•_intelligencet 0-cri_natinvestigators,, it had to involve the NSA _GeneraI- _. _
• ...Counsel:s Office to dete_ne whether theinformation was in fact FiSA,. _"_

: ' derived...According to:theNSA, the.other alternative wouldhavebeen to.Slowl ..-:. -. • - '. '5' • "'_: • ..... • i" • . . • "

•thedisseminati0n whilethe NSAcheckedwhether the.intellige, nce wasderived_ ...:
froma.FiSA44 _... . .:. .. ..-..-. :..::. • .. .

' -• • , . .. ,. .:

.... _Thecaveat language used-by the NSA. stated: '"_. .... ..Lxcept forinformation ._
• reflecting adirect threat to life, neither this product nor any infbrmation •

contained inthis_product may be.disseminated to U.S.. criminal investigators or
.

•" prosecutors without prior approval, ofNSA. Allsubsequent product which .....
.contains information, obtainedor derivedfromthis product mustbearthis ..

• ..caveat..-Contactthe OffiCeof General coUnselof NSAfor guidance
eoncemingthis caveat",''45 " ' . _

• - .'. -. '. . . ..
. .

•
: _. .

44This. was not the first caveat on dissemination of NSA information. In late 1999,
AttomeylGenerat Reno atithorized a warranttess physical searc]h under authority grantedto
.the.Attorney General: by S.ection25 .ofExecutiVe Order 1.2333, unrelated, to FISA...The "

" Attorney General directed that.the fi'uits of the physical searchcouldnotbe disseminatedto
any criminal prosecutors or investigators until copies of the infi)rmation were provided to
OIPR and the approval of the Attorney General had been obtained. Questions were: raised
about dissemination of NSA's information based upon the fruits of a Section 2.5. search. ...
The NSA, afterworking with OIPR to determine what languageto use ....decided to put a
Caveat on all of its Bin Ladenrelated reporting to the FBI indic ating that further .

.,,.disseminationto law enforcement entities could not occur without approval fi_omOtPR.
. . . .

4s In Chapter Five, the chapter about Hazmi and•Mihdhar, we discuss the Separation of
criminal investigators from intelligence investigators and the requirement that NSA

information be reviewed by the NSA to determine whetherit was FISA,derived or otherwise
subj.eet to limited dissemination. We describe how these restrictions affected the FBI's
ability-to share important intelligence information. For example, in early summer 2001•an
FBI Headquarters IOS met with New York criminal agents who were working on the ]?BI,s
(continued)
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: i :, _3. Additional FISA errors and _DOJ:OPR'sinvestigation:
.: . . . .

The Deputy Attorney General's Office refen_ed to the D0J office of
:Professional Responsibility (OPR)a memorandum prepared by OIPR

regarding the errors in the approximately 75 Terrorist Organization No. 1, :: :
relatedFISA applications that hadbeen raised to tlhe FISA Court, In i: ::

N0vemb_ 2000, OPR:opened :an investigation: to detent;he whether any FBI
employees had committed misconduct in connection with these errors. .....

in March2OO!;OIPRatsobecamelaware of an error in aFtSA :

: applieationrelated toTerroriStOrganiZation No. 2. Theerror con_em_ed the. :
. description _of the wall procedUres in several FBI field offices;. This description.:

also had been usedin 14 other applications related to Terrc_st Organization _
i N0,21 _ After the FISA Court:iea_ed oftheseerr0rs, it stat,_d thatitwlo_d _o

.... longer accept any FISAapplicafionin which the supporting affidavit was 2 i :.
• signed by the SSA who had presented that Terrorist Organization No. 2 FISA

• " ' " " ' " : ' • . ' i':;. : ,." " _ " " . " " " " " ' " " : " ' ' :_: • ' ' "

application to theCourt.
• ,. _... ... -.... :

- . ._" : .

•_ _.,:._IIToaddress the issue of the accuracy of the i_aformation in the FISA
- affi_aVits, FBI ITOS, managers beg_ _equiring thatFISA affidavitsc,_ntain_

,_:. in I"::_:i certa info_ati0n, sUch as thesignatureofthefieldoffiecSSAand_my:::; :
• AUSA involved in the case indicating that they:hadread:_te affidavit and _

....... : .... . . . _ • . .. .'.,_" . • ; • • . • • . , .... _ : • ..

agreed with the facts as they were :_tten, In APril 2001, the entire FBI
Counterterrorism Division was: instructed to comply:,with these pr0ced_es. On
MaY lS, 2001, the Attorney General issued additiL0nal instructions to improve '' , ...... , . • . . , .. " • :'. ..... : ' " ":,,' . .. • i :- '

the accuracy of F!SA affidavits, inclUding requiring direct communication
betweenOIPR attorneys and the field:office on whose behalf theFISA

application was being prepared and establishing aFISA tr_fining proglramat:the
FBI'strainingacademy in Quantico, Virginia. l[n addition, theAtt0rney _.

. ,. . . ... . . .
• . ,

. = • -. . -..

• (continued). . _ •
Cole investigation. Duringthis meeting, they discussed certain informationobtained from
the CIA about Mihdhar. Although the IOS had ilxtbrmationfrom the NSA about Mihdhar,
the IOS did not reveal this reformation to the FBI crimina!agent.sat the meeting because it
had not yet been approvedfor dissemination bythe NSA..In addition, in August 2001, once
the FB! openedan intelligence investigation to locate MiMhar, the same IOS andaNew "
York:criminal agent involved in the ear!ier meeting diScussedand diisagreedaboui,whether a :
criminal agent would be permitted to participate in the:intelligence investigation trying :to
locate Mihdhar or to participate in any interview withMihdhar.
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Generalasked OPRto expand its investigation toincludea review of the errors:
made in FISA applications: related to Terrorist Organization No. 2,

oPR's report, which was issued on May 15, 2003, concluded that"none
of the exTorsin the [Terrorist Organization No, l] and [Terrorist Organization .
No. 2],related FISA applications were theresultof professional misconduct or
poor judgmentby: the a_omeys or::agents whoprepared or reviewed them,':,:
Thereport crnC!uded that "a majority of theerrors we,re'the result of systemic
flaws in the process by which those F!SA applications were prepared and
reviewed." Thesesystemicflaws included, among otherthings,.... :alack Ofa
formal trair/ingprogram for attorneys in:OIpRor agents at the FBI to learn

......aboutthe FISA applicationprocess; a lack ofpolicies or rules regarding the" :
requited:cohtent 0fFISAapplications, and:_alack0fresources for handling _:

• . • .... • . . ... , . " . ' • • . . .. ..

FISA applications.
" ..- ., • . . ?

...

• .. . .

CI Depu_AttorneyGenerall Thompson'sAttgust 201)1
.... memorandum

.... 0n:August6, 200 l i Deputy Attomey:General La_ Thompson issued a.

memorandum t0:the Criminal_DiviSiofi, OIPRi and the _FBIregarding:the: :
.... . . . • ..: . ., . . ,.. ,. • . • . :_ , . • . . .

Department'SpolicieS governing intelligence sharing: _d establishinglnew :_
policyi:It stated that the 1995 _Procedures and ithe additional 2,000 procedures._.. : . ,: • • . .. , •

remainedin effect. The memoi_andum statedthat "the purpose of this
memorandum is torestate andclarify certain imP0rtaat reqmrements imposed
by the 1995 Procedures, and the[January 2000 measures issued in response to
the AGRT report], :and to establish certain additional requirernents." " "

• :The mem0randumreiterated the requirement that the Criminal Division....-
had toben0tified when there were facts or circumstances:,'thatreasonably
indicatethat asignificant federal crime has been, is being or may be
committed.', .The memorandum emphasized .the notification was mandatory _-
and that the"reasonable indication" standard was "substantially lower than

• . .

probable cause." . . . _.

-:In-addition; the memorandum stated that the F13Iwas required to have. "
monthly briefings With the CriminalDivision onall iinvestigations that met the
notificationstandards. The memorandumaddedthatthe Crirlfinal Division
should identify the investigations about which it needed additional information,

.and the FBI was required toprovide this information.. The memorandum didl
•
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not address the issue of the type of advice: that wa,; permissibleby CriminaI,
Di,cisionattomeys tothe FBI.
. ' • ... • .

'

... D. The impact of the walf ' ....::, . _. .

The actions ofthe Department, including OIPR, the implementation of
the 1995/_ocedures, the additional requirements created by theFISA C0_,_ : :
and the OPR]nvestigafionhad several effects on tlhe:handfing of intelligence:_
andcri_naI investigations. First, witnesses told the O!G llaat the concerns of
theFISACou_, the banningof the SSA _om the:.FISA_Court..,.:the OPR_:_.._i__.. -..
investigation, and.the additional requirements: forsharing information imposed :.. "
•by.fheFiSA-.Court contributed to. a Climate offearin.iTOS .atFBI .._-". ;.." •4' "i ' . :-"' . " . : , ..... ... , • ,. ...... .. , i ..... . " " "

.:. Headqua_ers..SSAs.andIOSsat FBI.Headquarters were concernedabout._; "" " .
'becoming.the subject.of an OPR invesfigation.: and the effect that_any,;uch:; : ...

.... investigation-would have ontheir c_eers, ._ ...... :..._.... "....
. . . , . -. / " . " .

They .said theywere concerned not only about the accuracy of the "
.information they provided to the Court, but also about ensl_ing.that ._.._.... '

.. •...;...::_i._.intelligence information was kept Separatefr6m criminal investigations. A' • ._
'former"ITos:unit Chief and long-time:_FBIHeadquarters _'_SA.toldthe'" "' " ......OIG: .:..-." "' • " -- - . " • ' _.... : - - . • .. .. . • .i . . -

" ::.:ii......thatthe.cemficationrequirement was refen'edto as",'acomemptletter?"Hei: .......
.. " explained.that FBI employeesbegan, fearing that thdy would lose.their jobs if.
, any;intelligence information. was-shared with criminal.investigators. " • •.

" "Second, the restrictionS, imposed.by the.FISA Court "the requirement . -
•that..anyone who received intelligence Si_ the ceI_ification and the screening. .:.

.. procedures applicable tobothFISA-obtained.and FISA-defivedmaterial-;_.. : •
.created admi'nistrativehurdles for the FBI in:.handling intelligence infbrma6on. '..
Forexample, the newrequirements were imposed, in December 2000, just-itwo ...
months after the bombing of the U.S.S. Cole, and!during the timethe FBI was
actively"pursuing its criminal investigation._ Giwm thenew requirements, the
FBI employed several IOSs on the Cole investigation just to track all of the
required certifications. " ' -

-.. •Consistent with the conclusions of the AGRT report.:,employees; at.FBI
Headquartersand in.the Minneapolis Field. Office, who.we interviewed told us
that before September 11,2001, there was a general perception within the:FBI
-that seeking prosecutor input or taking any criminal investigative.step whenan.
intelligence investigation was open potentially harmed the,.FBI's abilJityto
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obtain, maintain, or renew a FiSA :warrant.. FBI Head!quarters employees ._.,:-.
described casesin which OIPR required .that.electronic surveillance obtmned '
under FISA be ".shut down" and that the FBI "go criminal" because permission.
hadbeen requested to approach the USAO or.because, some Otlaercriminal step
had beentaken. In.addition,.FBI:attomeystold the OIG.that., in their...
experience, OIPR would not consider applyingfor a.FISA warrant.in a Casein...'• ' .... . . :.... . . . . ,. . .... . • . .. . .'.... • _...... - . .. .. : , .. ,

which. OIPR.determined that there was "too. much" criminal activi_.... .. . .: " . :. •..... . " . . , '_ . i . • . " :. " :' •

•OIPR Counsel. Baker :told the O!G .that.the primary concem 0f.the FISA
Court wasthe direction and control of the intelligence investigation by :: " -.
prosecutors, not. sharing ofintelligence information wJithlawenforcement

. agents. Bakerstated that the FISACourt.hadapprovediFISA;applications,in.. ._
which there.was.eXtensiveinteractionbetween prosecutors and FBI agents.;.: ,. :- •

provided that OIPR was..present, during.the interactions, .there Was a separation.:
between the.prosecutors, and. intelligence investigators, and that the FISA Co_.
was apprised.of the FBI's intended use of the FISA information.." _.

..

,! .... ,: . ..

, E. Changes to the wall after September: H:, 200:i
• • . • ........ .. : . -.. . , : :

'. ?Sho_ly_after. the.September..t :1,:2001;_?terroristattacks, the.Department, ..-
'proposed Ioweringthe wall between criminal, and intelligence information, bye"
.changing .theilanguage in the FISA statute from. "the .purp0se" of the. .....
surveillanceor search ,(-forthe.collection of foreign imelligence information) to
only "a purpose., '46 In October 2001, the Unithlgand.Strengtlltening America
by Providing Appropriate Tools Required To Intercept and Obstruct Terrorism.

. .. . . .: . .... ..... . ,. • , ":, ,

Act (theUSA PATRIOT Act or the Patriot Act)was enacted, .'which changed
•the requirement from "the purpose, (for obtaining foreign intelligence ) .to '.'a-..
.Significant purpose.'" Pub, L. No. 107,56, I 15.Stat. 272, Section 218. i.The .
.Patriot Act also.specified that federal, officers who .Conduct electronic. . .
surveillance or searches to obtain foreign intelligence information •may consult

..

46The Department had been considering seeking this change to FISA prior to
• September 11 In August 2001, the Office ofthe Deputy Atto:mey•Gene.ral:asked the Office

ofLegat Cotmsel (OLC) for advice onwtiether FISA could be amended byCongress to ....
require that the collection of foreign intelligence infonnationbe "a purpose" of a FISA . ..
warrant rather than "the purpose." That-.request was under review by OLC on September 11,
2001.

• . ,
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•with federallaw enforcement officers to coordinate: their effo_s tO:investigate
and protectagainst acmaI or potential attacks, sabotage, or intemationa_
telTorism, Id____.atSeetion 504. _

.

Although the Patriot Act amendments to FISIAexpressly provided for the
consultation andcoordinafion_: between prosecutors andFBI intelfigence ......i_
investigat0_, in Novembe r 2001 :the FISA Com issued an order reqUh_g that

: _the( i 995_Pr0cedures,asrevised by Attorney General Ren0'sJanUary _2000: :
changes andthe AuguSt200_l:Thompson memorandum, be: applied inalI!eases _:
before the FISA CouP.: ......... . : .- ., . .., . . . . . .

... :: - : . " ... _ _ ,..... .(. - . ..

.. .. . . .. . . . . . '

In March 2002, the Attorney General issued new guidelines on _ :
: intel!igencesharingprocedures that superseded the 1995 Procedures_.:_e . ::

2002 Pr0Cedt_es effectivelyremoVed,the walI'!be_een intelligence _dl ;_ i_' _
criminaiinvestigationsl The 2002 Pr0cedures explained that sincethe:Patrioti,_
Act all0wed _FiSAtobe used' for a "significant purpose" rather than the '_.

• primary purp0s'eiof0btaining foreign intelligenCe:,FISA eould"be used _ _:

prirnarilyfor a law enforcementpurpose,: as:10ng:as a significant foreig_a ::
_antelligeneeip_0se remain[ed].,' (Emphasis inloJ_gmat.).... _? _ i:

' _,_;. . " . . _ .,..... _ , .. .... • .... .. ..... .. .-... ?, , , .... . . . .

"_....... :The 2002 ProCedureS'also directedthat:the Criminal Division and OIPR _
:;_ shall!haveaccess to-and that the FBIshall provide _ all information

_)i....devei0pedinfull field foreign intelligence andCounterinte]tligence ' :
investigations, particularly informati0nthat is necessary to the ability of the
United States.... to investigate or protect agamst foreign attack, sabotage, :

• terr0rism;_:and clandestine intelligence activities; iand infonnationthat concems :
any crime which has been, isbeing, or is about to be conmtitted.i The 2002 ' :_ ....
Procedures provided that USAOs shouldreceive ihaformationand engage in .....
consultations tothe same extent as that provided f,0rthe Criminal Diviision.

. • . ! _ . • . • .. . _ • .

In addition to these information sharing requirements, the 2002 :
Procedures provided that intelligence and law enforcemen! officers may _• . . . . :.,. ... .. . - . ...... . ,. • . " . :.. . . . .. .. . .

exchange a "full range of information and advice" concerning foreign
intelligence and foreign counterintelligence investigations, "including
information and advice designed to preserveor enhance the possibili_/of a
criminal prosecution." The 2002 Procedures noted that this extensive _
•coordination was permitted because the Patriot Ac,tprovided that such
coordination shall not preclude the government's certification of a significant ,
foreign intelligence purpose• for the•issuance of a warrant by the FISA Court.

q
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.... •The Dep._ent immediately tested thenew 2002 Proeedt_eswith.t!_e ._'_ '
FISA Court:. Inan opini0nissued on May 17, 2002:, the-FISA Court accepted.
the information-sharing provisions of the new Procedures. However, the F!SA
'Courtrejected.the Department's position that criminal .prosecutors shouldbe .

. . ..: ... • . . • -. . .: . : • .. .. • .:, . • ,. . .: _ •. _ , .

.permitted to.:have:a significant, r0Ie in FISA surveillances and searches from.
. .... • . ::.. . . . - • . • . . . • . : _ .:... . . . • .. .

start.re.finish. See.In Re All Matters .Submitted _m_.Forei_.Intelligence_.- _.... •
.Surveillance Court, 218.F..Supp.2d 61.1.(2002)i...-TheDepartment appealed.the... ..
Court's.._ling to tl_eForeignIntelligence S_eillance Court-lofReview,. the..
appellate court for the FISA Court. This was the first appeal ever to the.F][SA .

..... • . :. ,?. .-. . '

•Court of Review. . .

. . ,• : . :.•. . . .... .. ... . . .. . . . . . • =.. • . . .

"' .The CourtofReview rejected the FISA .Court.'s tindings,.as weil_asitlae.
" •1.995Procedures.and: the. ,'primary purpose standard" l_)at,hadbeenapplied •, .; : . . :.

• . .. . • . .' . . ..... _ • . . " . • . ... .• •

" :.beforethe PatriotAct revision.. :See In Re .Sealed Case, 310 F.3d-7117(2002).... • .. . . .. . . .. . . .. - • . • . ..

The Court-ofReview concluded that the restrictions of-the wallimposedbythe .
Department:and theFISA Court were never req_ed.by F!SA.orthe " . . .. '
Constitution. 47 The .Court ruledthat FISA.penmtted the use ofintelligence in .
criminal investigafions,..and:that coordination be_eel_L.criminal prosecutors: and ...
•intelligence:investigators was.necessary for theprotecfion of national security. ..

' The.Court conclUded -that:w_le .the FBihadt0 ce_fy_that_the purpose:, of the
FISA surveillance, was:t0.obtain foreign intelligence information, FisA did.not .
.preclude .or li_:t the-use-ofintelligence: info_afion:: in acriminalprosecution..
The Courtwrote, ,'[E]ffective counterintelligence., We ihav.elearned, requires
the wholehearted cooperafionof all.the government's personnel :who canbe
brought to the task.'" Id.at7431 . " ' " " " " " '. .

."-: "" .... .- _ ., " ' . i ._. :,_ ..

'IV. TheprocesS for obtaining a.FISAwarrant ' .... :
-.'.. , ' .. . . • • ... ]...

In this section, we describe the legal and procedural requirements.for
obtaining aFISA warrantprior to September 11, 2001, focusing on the
requirement for a warrant toconduct a physical search,like the warrant that the

. . .. . . ..... ._

47The Court of Review noted,"We certainly understand the 1995 Justice Department's
effort to avoid difficultywith the FISA court, or other courts; and we have no basis to _
criticize any organization of the Justice Department that an Attorney General desires.!": Id_.:.at
727 n. 14. .
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FBI's Minneapolis Field Office •soughtinthe Moussaoui inxestigation, which
we discuss in detail in Chapter Four. ,, ..

A. Legal requirements for a FISAwarrant ....
... . , ,..: _ :. ! .: ..

•As noted above, FISA allows the FBIto conduct electronic surveillance ....,

and:physica! searches in connection with counterespionage and: : :_,: !i.,
counterterrorisminvestigations. :Rather than showing:that the. subject of the

.surveillanceor the physical search ispotentialty connectedtoa crime, the FBI::
must show that there is probable cause to believe tlhatthe subject ofthe_ .

• . " r ,9 . .surveillance or searchis an "agent', of a "foreign powe. 'With respectto a
warrantfor a physicalsearch; the FBIalso mUst show:that there is probable

cause t0 !believethat the property to be searched is Owned,used' posseSsedby,
::-orin transitto 6r from an "agent of a foreign power" or "a foreign power. ''_ :

• . .• : ., ... ..• . .- . , ._. ..... .

• Agent Ofa foreign power ........._ _: .
. . - . .

.,;. . ...: . .. .... -. :( : : . . . .. , . " .... ... ,.

..... -_:_::o: :_power as defined m the FISA statute has several meanings,
• _ most of which pertain to the governance of a foreign nafiorb such as "a foreign

:.. • .,. . ; • ...- ... ..... • . .. ., . • . . . . .. .-.

:_2._.:government or any componentthereof, whether 0r:notrecognized by the :• :.... - . )., " . ". " . "' ' ,.. • : " .i : ." .. " . " ..... -. '_ . . :5 " ' ... .' • "

,::_:UnitedS_tates" and "an enfity that is directed andcontrolledby a foreign " -. . .

govemment or governments?, 50U.S.C. § 1801(a)(l) & (2). The definiti0n'_:_..
most applicable in the Moussaoui investigation is "a group engaged in :

• international terrorism or activities in preparation liherefor?' 50 U.S.C.
§ 1801(a)(4). With respect to terrorism, betbre September 11, 2001, foreign

• powers: that were used in requests for FISA warrants to the FiSA Com't
included: foreign governments as well as te_orist organizati0ns not comrolled
by any foreign govemment,.such asat Qaeda and Hizbollalh. _:- _.

Whether a terrorist, organization qualified asa "f°reignp°wer" tinder the .
FISA statute depended, upon the intelligence developed about thegroup and its :.
activities., and whether.the FISA Court.was convinced that the government had
proven that the.entity existed and.was engaged in iinternational-terrorist...
activities. In.practice, once the FBI deVeloped the necessary intelligence about
the existence of a terrorist organization, a particular subject waS used as a "test
subject" for pleading to the FISA Court that the organization was a foreign
power. Although not dispositive, FISA. applications might reference the fact
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that theState Department haddesignatedan: entity as a "foreig_a terrorist '

organization" (FTO). 48. : . :::

An "agent" of a foreignp0wer also has severaldefinitions in thestatute.
An agent can be a person who has an official ConneCtion to a figreign power,.

such :asan, employee of a foreign gove_ent or an official _member of a
terrorist organization: With respect to terrorism, :an agent Can be anyonevcho
engages: in international terrorism (0r in activities thai: are in preparation for

international terrorism) "for or on behalf of a foreign power." 50. U.S,C_: ....
§ I801(b)(2)(C). i : ':. .....

• • •

Aside from stating that a person must be acting "for or on behalf Of' a

foreign.p0wer:, the FISA statute does not furthe r define when a personis an
"agent." The legislative history 0fFISA statesthat there must be "a nexus• . -:. . . ... .':_ .... . .... ... . : : , " : • .... . .

between the individual and the foreign power that suggests that the person is
• likely: todo the.bidding of the foreign power," ,and that there rrmstbe a". :

•"knowing connection" between -theindividual and the foreign power,. H.R.

7308,95thCongress, 2d Session, Report 95,i283,Pt. 1' p. 4:9, 44 '

•(June.8; !978)..:..The-legislative _history: alsostateSthat morethan evidence of
" "mere sympathy for, identityofinterest-_th, or v0cai-supportforthe goals".of

a terrorist organizationqs requiredto establish agency between thegroup and ':

" the potentiaisubject:. :Id: at p,. 42: The Attorney General's'FCIGuidetines in"
• effect•in 2001- statedinthe:definition section that dete_ining Whether an.

•individual is acting ,'for or on behalf of a foreign power" .is based on-the extent.. •
• ; • . . , .

•
• ._ . • ....

, .

•48..FTOs are foreign entities that are designated as terrori.storganizations by the ' "
Secretary of State in accordance with the:_titerrorism and Effective DeathPenaltyAct,
signed,into law in April 1996. The criteria for this designation include: that the entity is a
foreign organization, that the organization is engaged in terrolSistactivity', and that the:
organization's terrorist activity must .threaten the security of U.S. nationals or the national
security of the United States. FTO designations expire automatically aftertwo yearsbut.
may be redesignated. It is unlawful for anyone to assist an:FTO,representatives and
members of FTOs are.not admissible into the United States, and U,S. financial institutions
that become aware of possession of funds of an FTO must report this information to the
government, The first 30FTO designations were made in October 1997. As of March
2004, 37 FTOs were on the State Department list, including alQaeda, Ansar aMslam, and
the Revolutionary Armed Forces of Columbia.
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to whichthe foreign power is involved:in controlling,.leading, financially
supporting, assigningor disciplining the individual. ......

•= 2, The application filed with the FISACourt
. ..,-Toobtain an orderffomtheFISACourtaufftorizingeitherelect3:onic "

: surveillance or aphysical search, the FBI' through DOJ OIPR -submits to the• .. : , .,:.... ..... . , : ..... . ? , . : . " . ....:', . : • , : • ,

FISA Court an application containing three documents, The first document;
labeled "application," is a courtpleading:that contains the government% .
specific request for a F!SA :vcarrantand includes tlae req_u_ed:approval bythe
AttomeyGeneraI or theDeputy Attorney General... See.50 U.S.C. § 1804(a).. .... ., ........... . ....

" " : " " " ": " ' " ' ' ' " " ' • " • " " !C* " ,, '7 ,_ " , • ..... '._ _ (electromc sUrvelllance) and § 1823(a) (physmal _,earch). Fhesecond. _
• . _ d0c_ent isa certification by theFBIDirector or other ExecutiveBranch: :::i::- ....

official:that :the information sought is :foreign intelligence information and th/tt ;
the information cannot reas0nablybe obtained by normal investigative :• :.. . . • . , . .... . , . . •

techniques, At the time Of the Moussaoui inveStigatiOn, as discussed above, - :_
. the ceffificafion also had to contain a Statement thatthe purpose of the: search "

..... • .... . • .. "..... - form • 49SeeS:0- or surveillance was to obtain foreign lntelhgence in atlon.
_ _'_" U S!Ci § 1804(a)(7) (ele tr0nic Surveiliance) and !_1823(a)(7).... :_(physical.,, " . . C " " . ..
• . ....

search). :": : : : _:.:: :_:_' :._ ' " : :.....
. ,. .. . -. . • : • .. .......•., _,,, . • .3 .. , . .., .. ....... :... ).... : ....

" : _,. /:The third, requ_ed document is anaffidavitsignedby an SSA from FBI
Headquarters, whichsatisfies the FISA statute's.requirement thatthe ::_ . , • , . . ". .. . : . • _ : .. . . ... • . .. .. ., •

: application be .made "by a,Federalofficer in writingupon, oath or affirmation,":' • : " . ' i. " • " .... . '.. ',. : '

50 U.S.C. §! 804(a)(electronic surveillance): and § 1823(a)_hysical: search).
The affidavitmust contain "a statement ofthe facts and ch'cumstances relied

• .-... .. . . . . . :.: ._ .. . . .... .. . .

: upon' by the applicant to justify his belief' that the foreign?power identified,in
the application is in fact a foreign power and that there are.sufficient :
connections betweenthef0reign poWer and the incliyidual _argeted to eStabliSh
that the individual isaCting as an agent of the foreign power.i Id,_With respect
to a physical search, the affidavit also must show thatthe property to !be ..
searched contains foreign intelligence informatior._,and the;property to be.

,.

•

49As previously discussed, the Patriot Act amended _is section of the FISA statute to
require that the certification state that "a significant:purpose" of the surveillance or search is
to obtain foreign intelligence information.



•searched is owned, used, possessed by, or is in :_ansit to or fforn a forei_
- ¢. . . . • 4. -

power or an agent of a foreign power. 5OU.S.C. § 1823(a)(4). "'° ,. , .

The FISA statute also pro,_ides that inorder for a judge to issue an order
approving the FISA -application, the judge must.find that "on the basis of the
facts submitted bythe applicant thereisprobabl e cause to believe that the
target o f"the elec_onic surveillance is.a:"foreign pOwer or __. agent of a foreign.

" power.', .50 U.S_C."_§.1805(3). .... • ' "-! - '.:.". ._ _ " "_ ...:i...,./
• . , . . .• . . .

. . , . . , : .. ..., .

B,, 'Assembling an ,application for submission'to the FISA Cou_
• . ., : . • . . . .

Prior to September 1I, 2001, the FISA application process involved

• , several layers :ofreview and.approval at.FBIHeadquarters and at OIPRbefore
presentation to the:FISA Court. The proeess began when the field0ffice, :
submitted anEC or letterhead memorandum (LHM)to FBI Headquarters i _
setting forth the supporting evidence for the FISA waiTant.5___mSSA and..IOS.,...

in FBI Headquarters worked with the field office in reviewing, editing,and
. finalizing theLHM. An NSLU attorney reviev0_ed,edited, and approved the

' :LHM, thenobtainedseverai ITOS management:appr0vals before sending the•. " . " " ' " ' : • :' ' .. ,i • " . - '," ' ' • ': ; " " • " . :_ _ . " " • • " . " ' , • . :

request to"OIPR for consideration: Using the.infOn_ati0nprovided in.the.. ..
•.. LHM, anOIPR attomey drafted.the FISA application and .other required.

.- documents,_ which were reviewed in draft by the ...O/PRattorney" s.supervisor. .
The. documentation.drafted by OIPR. was provided to.the:SSA, IOS, andNSLU

• attorney:for.their review before being finalized bytheOIPR.at_omey and filed
With the FISA Court. This process normally took several mon:thsto complete,
althoughwe were"tOIda.FISA warrant could be obtainedin a matter ofseveral
hours or afew days if needed. - ' :

• .. . .. " .

: _ Wedescribebelow in more detail each :step 'in t]he..process, with special. " - - .
attention tothe role of each person involved in the process .... •

• ...

....
• _

s00IPR also submits to the FISA Court a draft order or orders for the FISA judge's
completio n and signature.•

-.

sl NanLHM is a memorandum onFBI letterhead stationery that is used to commtmicate
to the Attorney General, other Department officials, or"persons or agencies outsidethe FBI.
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• 1. InvestigafionandLHMprepared by field office

Anapplication for a FISA Warrant normaily originated from the
investigative work conducted by a field office. Dur/ng the investigation, the

field office typically developed information about the subject of the
investigation by checking FBI indices and files, reviewingpublMy available .......

: records, and inquiring with:domestic and foreign :law enforcement and : • ._:
intelligence agencies- suchas the CIAand NSA-:- about £he subject: _ : :' : :. : • _ , .. , : ....... . , , .... ., . : .

additi0n, the field, office Could conduct otherinvesfigativeacfivities. The field :

: :_ officeals0 could obtain the subject's records ofte][ePhone Calls, computer:
: transactions, and:financial information through National Security Letters

: (NSLs). 52 Thisphase of collecting information Can last anywhere from 7seVeral
days to several months. : _ .... .... ..... .....

• . ._: ...... .

:: _ if a'fieldofficewantedt0 obtain!aFISAwatrant _dthoUght it liad
.... :sufficient info_ation tO supporta FISA warrant, ithe field office prep ared an

- • : ' : _ " " : , .". ., " : ,. ' " , . - " . , " ,,. • " " " , i. '

:. LHM setting forth asspecifically aspossible the supporting information. The
LHM was sent to the appropriate unit at FBIHeadquarters, where it was .....

:<(,:assignedtoa particular SSA for :handling. _ !: _ : ....
• .-.. . ..... . . : .: . :

" " .... ' ' _ ' " i .... '. . " •. _'. • _ • • . . . . ,

.:_..?:: 2, Role:of SSAs and IOSS at FBl_Headquarters
. .

_' : At thetime oftheMousSa0ui investigationi:n August 2001, once the
" LHM was receivedinFBI Headquarters by the appropriate SSA, that: SSAwas:
: responsible forensuring:that' the FiSA request waii adequately:suppor,ted and

complete before it-was presented toOIPR. TO do this, the SSA'workingin
conjunction with the assigned IOS-reviewed the documentation to assess
whether it contained sufficient information for a FiSA or whether there were

questions that would have to be answered before the request could be
• ..

.: .,.

52NSLs are issued in intelligence investigations to obtain.telephone and electronic
communications records from telephone companies and i_ttemetservice providers (pursuant
tothe Electronic CommunicationsPrivacy Act, orECPA, 18U.S.C. §2709), records from
financialinstitutions (pursuant to theRight to Financial PfivacyAct, 12 U.S.C.
§ 3414(a)(5)), and information from credit bureaus (pursuant to the Fair Credit Reporting
Act, 15U.S.C. §§ 1681u and 168lv). They do not require.,approval of a court before:
issuance by the FBI. Prior to September 11, the process for issuingNSLs could take several
months. We discuss this issue in Chapter Four of the repc,rt. .....
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completed. The SSA •alsoassessed •whether the appropriate foreign power was:
" being pled and whether there was sufficient information connec.fing the_subject.

to the foreign power ......
•.. :. .< . • . . . • . ..' . ' • ..

• The SSA and the IOS communicated withthe field office directly about .......
any problems or for additional information. Inprobtemafic cases, the SSA
would:consult:withanNSLUatterney for adviceand suggestions. : . ....,

• .•

TheSSA and:the IOS used the documentation submitted by the field
office and often edited the document. In some inStances, the:FISA request was
completely rewritten, and in other instances few changes were made.

.: . . . . ...i ':" " " • ' : : i ' _ ... . i , ..

i _Wi_,res_ct to the informationsupportingthe,existence of the foreign _
power, the SSA or ios ,.typically inserted language used in other FISA
applications involving thesameforeign power. If the SSA or IOS acquired
additional information to support the applicati01_;such as information
indicatmgc6_ectionsbetween the subject and:the foreign power, that

information was also included in the LHM. ....
• :::":"; ' _ _: :"": ;:"" _ " _: ' ' ": ' ...... '. i_ :' ..... _!;" :" :".." c"L: "?. ". ..... ..... .. " '.....

•At the fimeof the Moussaouiinvesfigafien;;the:SS.hwouldnormall_/ _::
:review the edited version of the LHMwith the field office toensure thefactual,
accuracy of the LHM, s3Once. the field: office and: the SSAagreed on the final
•version of.theLHM,.theSSAsought review and approva! by an NSLU.
attorneyand finaily 0btainedthe appropriate signatures Within FBI
Headquartersmanagement, such as the signatures of t]heunit and Section:
Chiefs. This editing process could last from severaldays to several months,

• ..

. . .

!

.. ..

53Such consultations withthefield office about edits arose primarily because of the
problems the FBI had encountered with the FISA Coul_tin the fall of 2000 and spring of
2001. over inaccuracies in the affidavits signed by SSAs and filed with the FISA Court. In
March 2001, the FBI adopted procedures requiting the SSAat FBI Headquarters handling a
FISA request to review O.IPR's draft affidavit with the field office to ensure the factual
accuracy of the affidavit before.it was filedwith the F.ISA Court. Because of these
requirements and other concerns about the accuracy of the affidavits, SSAs spent more time
than they had in the past discussing drafts•ofF.iSA documents with field offices.
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?

: .... 3. -: Role .of NSLU attorneys " . ' .... ..,.-:... _ . . .:
.

.- Atthe time of the MousSa0ui investigation.in August"200i:, two.attorneys
in the National Security Law Unit (NSLU) of the FBI,s. Office ofthe General "
•Counsel were assigned full-time.t0 counterterrorislm matters, s4 No attorney
•wasassigned responsibility for apanicular FISA request from beginning to - ..

• . . : .... . . . ..... . .
•

• _ . . The_0 NSLUattomeys aSsignedto Countenerrorismmattershadtwo"

" " _functi0ns Withrespect toFISA requestssubnfiltted b)fieldofficeS_ Firs_t;.they "
" . functionedin.anadvisoryCapacity..ThessAw0uldc0nsulttwith anNSLU.'. '
: att0meyifa.question or problem arose orifthe SSAneedediegaladvii¢e. " -_

NSLU attomeys, also were consultedwii6n there wag.a disagreement between ' :.
the field office andFBI Headqua_ersabout a particular issue, such as whether

_....there.was sumcient supportforaFISA warrant. SSAsoften discussed Withl " ....
NSLU attorneys whether the .threshold of probable cauSehad been metfor'

... supporting.that a subject-was, an_agent;of a foreign, power. "Theformer.head of
... the NSLU toldthe.OIG,.however, that-in"slam dunk', cases, FBI.Hea_dqua_ers

.::_'-"._:_i_would deal.direcfly_with-OIPR:withoutconsulfing:.an NSLU attorney. ._.,._.....
. ),_.; . ., . . ,

il.;-., :: The secOndfunction: of NSLU attOrneys withrespect to FISA requests
_ilj' W_st0revieW the LHM once it Was.finalizedandto ad_se whether they
"'. belieVedOIPRwould acc_ttheLHM ashaving sufficient evidence to obtain a

FISA Warrant. If theNSLUattorney did nOtbelieVethat the LHM..contained.
sUfficient.evidence, theNS.LU attorney.:would advise the SSA what additiOnal
information wasneeded and make:suggestions about howthe additional: .. '
information could be-acquired. :Once the LHM w_tsfinalized and approved by
the NSLU attorney; .the signatures.of the Unit"Chief and the Section Chief were '
.obtained, andtheLHM was sent:.toOIPR.. - ...:. •....

The NSLU attomeyand the SSAalS0 could make recommendations to
the field office about how to acquire any additional information that was '-
needed. If the field office provided additional information to support :theFISA
request, the LHM was. revised and the FISA request was reviewed again.: This ,.
process.would continue until the NSLU attorney was satisfiedthat the '

. . .

• • • " 3

.54OtherNsLu attorneysprimarilyworkedcounterintelligencematters,althoughsome
of themassistedwithcounterterrorismmatterswhennecessary.

51



standards for obtaining the FISA warrantwere met. Tlhisstep inthe process
also could last from several days to severalmonths.,.

4,_ Role of OIPR attorneys: ....

• Once the SSA obtained the necessary FBI Headquarters approvals, tlhe ....
• LHM and its supporting documents were provided to OIPR for preparation of_

the required pleadings. An OIPR attorney would review the LHM :and
determine whether there was sufficient evidence to obtain a FISA warrant., The• .......

OIPRattomey would consult with the FBI Headquarters SSA about any
questions and would sometimes prepare a listof questions forthe SSAto
answer inwriting. The SSA often consulted with the fieldoffice mobtain: the
information requested by the OIPR attorney and sometimes asked the field _

•.._ .

office to conduct additional investigation..)This process also could take _
: . ., -

anywhere from several days to several months , .... : _.... ,
,, : • .

Once the OIPR attorney was satisfied that there wassufficient evidence
tosupport the FISA application, an OIPR: attorney prepared the draft pleadings:
A supervisory attorney in OIPR would review t]hedraftpleadir.tgs andmake:: :
recommendations and revisions: The:final draftWas provided to the SSA and_
the NSLUattomey for review. After finalizing the pleadings andobtain_tg the. .:

signatures of the FBI Headquarters SSA who signed fiaeaffidavit, the Attorney
General, and theFBI Director, the OIPR attorney filed the pleadings with the •:
FISA Court, along with a draft order for the judge's signature. TheFISA Court
•would then schedule a heating,, which was attended by the oIPR attorney and
the SSA. --

• ..
..

Ifthe FISA Court approved the warrant, it issued an _order authorizing the
surveillance or search. Orders authorizing surveillanc, e were fi3ra specific:
period, beginning and ending on a certain day and time. The order was
transmitted to the field office responsible for conducting the surveillance ,or

..

search.
..: ..

5. Expedited FISAwarrants

Inthe Moussaoui investigation, the Minneapoli,; Field Office requested
an "emergency FISA," which was a FISA that could be obtained in an

. .
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expedited manner) 5 The SSAs and NSLU attorneys we interviewed told•us.
that what rose to the level of"expedited', dependedon what the field effice and
ITOS management deemed to be an immediate priority. According to these

" witnesses, in the summer of 2001 .expeditedFISArequests normally invol.ved "
reports of a suspected imminent attackor other irrtminent danger.

Although the normal processing time. for a FISA application was several-. •

--. weeks-or.months, FBI Headquarters working with.an NSLU attorney _md.O.IPR. - ..
could prepare .an.expedited FISA application for presentation to the FISA. "
Court.in a..matterof several hours or days, depending on. the circumstances. • " ..
giving.i-ise to the expedited request. .. . •

-.,
.'.

..
• . .:

• .:•

. . .... __.

. .
...

- .. . .
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55Although expedited. FISA requests were commonly:referred to as "emergency
FISAs," tile statute provided for an "emergency FISA" that was different from an expedited -.
FISA. The.statute stated that an emergency FISA allowed the Attorney General..- without.
prior approval of the FISA Court -.to authorize the execution of a search warrant or.
electronic surveillance if the Attorney General determined that "an emergency situation _..

exists" and there was a "the factual basis for.issuance of an order" in accordance with the :

statute. Se___e50 U.S,C. § 1805(e) (electronic surveillance) &§ 1824(e) (physical search.
warrant). The government was required to present an application to.the FISA Court with
respect to any such warrantless search or electronic.surveillance within 24 hours ofthe
•execution of the search or surveillance. 50 U.S.C. § 1805(e) (electronic surveill_aace) &
§ 1824(e) (physical search, warrant). This type of emergency FISA rarely was used before '
September 11, 2001.
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