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LIST OF ACRONYMS

ACS — Automated Case Support System
ADIC — Assistant Director in Charge
AG Guidelines — Attorney General Guidelines
AGRT - Attorney General’s Review Team
~ ALAT - Assistant Legal Attache , :

- ASAC - Assistant Special Agent in Charge
AUSA - Assistant United States Attorney

CDC - €hief Division Counsel

CIA — Central Intelligence Agency

CIR - Central Intelligence Report (CIA)
CIRG - Critical Incidents Response Group
CTC — Counter Terrorist Center (CIA)
CTD - Counterterrorism Division (FBI)

DCI - Director of Central Intelligence
DEA - Drug Enforcement Administration
-DTOS Domestic Terrorism Operatwns Section

EC- Electromc Commumcatlon

FAA —Federal Aviation Administration

FBI — Federal Bureau of Investigation

FCI - Foreign Counterintelligence

FFI - Full Field Investigation

FISA —Foreign Intelligence Surveillance Act
FISC — Foreign Intelligence Surveillance Court
FTO- Fore1gn Terronst Orgamzatnon

" GAO - General Accountmg Office -

IITA — Integrated Intelligence Information Application
INS — Immigration and Naturalization Service .

IOS —Intelligence Operations Specialist

IRS — Intelligence Research Specialist

ISD - Investlgatwe Services D1v1s1on



ITOS - International Terrorism Operations Section

HCI_éfoint Intélli}g_ence Commmittee Iﬁdﬁiry
JTTF - Joint Terrorism Task Force

LEGAT - Legal Attache |
LHM - Letterhead Memorandlum‘

MAOP - Manual of Adrnlmstratlve O]peratlons and Procedures
MIOG - Manual of Investigative Operatnons and Guidelines -

NSA - Natlonal Security Agency

NDPO - National Domestic Preparedness Office .
NIPC — National Infrastructure Protection Program
NFIP — National Foreign Intelligence. ]Program ‘
NSD — National Security Division

NSL - National Security Letter

NSLU — National Security Law Unit

OGC - Office of General Counsel =~

OIG — Office of the Inspector General :
- OIPR - Office of Intelligence Policy and Rewew
OLC - Office of Legal Counsel

OPR - Office of Professional Responsibility

- ORCON — Originator controlled

PI - Preliminary Inquiry |
'RF U — Radical Fundamentalist Uﬁit

SAC — Special Agent in Charge

SCI - Sensitive compartmented information

SCIF — Sensitive Compartmented Information Fac111ty
SDNY - Southern District of New York -
SIOC - Strategic Information & Operations Center

~ SSA - Supervisory Special Agent '
STU III - Secure Telephone Unit third generation

'I‘AOG — Threat Asseésment_.Operations Group
~ TD - Telegraphic Dissemination (CIA)



'TECS - Treasury Enforcement Communication System

UBL — Usama Bin Laden

UBLU - Usama Bin Laden Unit

USAOQO ~ United States Attorney’s Office
" USIC - U.S. Intelligence Community

'WTC - World Trade Center
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Drafted By: Williams Kenneth J

Case 1D #. . _
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Synopsis: _
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' (pending)
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[T-OTHER (ISLAMIC ARMY Of

THE CAUCASUS )

IJ-BL'-._and A_L-MUHAJIROUﬁ supporters 'attendiﬁg civil®
sitie_s(c;olleges in the state of Arizona. '

. .~ Derived From : G-3 ,
Declassify on: - x1

- Full Field Inves tigation- Instituted; 04/17/2000 (NONUSPER) ™

Details: * ‘The purpose of ‘this- communication is to advise the
Bureau an W York of the possibility of a coordinated effoit by
USAMA ~BIN-LADEN (UBL) to send students. to the United States to attend
civil aviati-on,'u'nivers.itie‘sj and colleges. Phoenix has -observed an
inordinate number .of individuals of investigative intere'st‘who_ are
attending or who have attended civil aviation universities and
colleges in the State of Arizona. The dnordinate number of these
individuals attending these type of schooils and fatwas issued by AL-




'vOrismf.From:”@Phéénix'
b-07/10/2001

- MUHJIROUN spiritual lead’er; SHEIKH OMAR BAKRI MOHAMMED FOSTOK, an -
ardent supporter of UBL,?f"gives'_ Teason to believe that a coordinated
effort is underway to-establish @ cadre of individualg who will one
day be working in the civil ‘aviation community around the world.
These individuals will be in a Position in the future to conduct
terror activity,a‘gainst ¢ivil aviation targets.

establ'i%sh'app&rzopr;ia,t;g- liaison. FBIHQ should discuss this matter with
other eleménts of ‘the U.s, intelligence community and task the
community for any. information that Supports Phoenix's suspicions.
FBIHQ should consider seeking the necessary authority to obtain visa
i’nformat:"iohf__;_,f,;ifam the USDOS on individuals obtaining visas to attend

t-hes_e -E"ypes“o_f ‘'schools and notify the appropriate FBI field office

re_sponsibili_;y._ I

3 PhOénix'},as .drlawnv the; aﬁ;@'" S l;ilé'i-bh-=}'from.. zs_.everai
fdationcand: o

. Phoenix investigations ‘to i»clud'e.\ca_t"
following, investigations = (i L ‘

" “Arabian natjo a,l_a;n_ t LY
- cmingie . > S

.- @ Investigation of i
as the result of information pi
"Provided reliabje . 1£o1
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0 ._'oni:» "4Ph':o_enix"
107/10/2003

.. - Y The above ihd'i_v,idual's are invoived i th and

- Tegularly participate in meetings with him n{ijjll Arizona,

L ' FU, ‘wrote an ana
N .Support of. p

‘ ) S. Tesearch paper
.= The fol]lowingr,information
RS ~paper., - -~ . " co .
‘ ; ThenAbaMUHAJIROUN, which in Engljish means THE
EMIGRANTS, is a "Sunni Muslim fundam_entalist,Organizat'ion based in the
United_l(ingdom‘. The ‘Organization’sg Spiritual “leader js 'SHEIKH OMAR .
BAKRI MOHAMMED FOSTOK. The organization jg dedicated to the overthrow
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To: er terror From- Phoenix
Re m 07/10/2001

L1

of Western soclety. British officials have reported that FO ;TOK first
camé to their attention during the Gulf War after calling for the
 assassination of British Prime Minister John. Major. FOSTOK has
- connections to UBL, JAMMAT AL- -MUSLIMIAN (3u) . HAMAS HIZBALLAH and
the ALGERIAN SALVATION FRONT.

- FOSTOK has made several controversiall statememts to
For example,-he stated! in public interviews that the

the press.
_Lhe Unit:ed States Embassies in Mrica were “1eg1t1mate

" bombings o
targets. R

. _ | FOSTOK, - while representing the* AL MUHAJIROUN, signed a
. fatwa (rel: gwus decree) dunng Februax:y 1998 which stated the = -

"Eollowing?:

: N The Fatwa is jihagd. against the U s and Bntxsh 4
government armies’, interests, airpprts. (emphasis a2dded by FBI
Phoénix), @nd instructions and it has been given because of the U.S.
and British aggression ‘against Muslims and .the. Muslim land of = .
-Iraq...we...confirm that ‘the ‘only - Islamia ‘Fatwa aga""st Lhis explicn:
. aggression is Jihad,. Therefore ‘theis essage: iforcthe’ tish
~governments..ox -any: other:goveérnment . of -non-Muslin T, _
stay away from:-Iraq; Palestine, Pakistan,:Arabia: etei.ior face full
scale war-of Jihad which it is .the reeponsibility and: the duty of
every Muslim around the world to participate An.coWe. oL call RIS
upon. ..Muslims: ‘around the: world: mcluding MusYims: #in:the USA and " in '

- ‘Britian to.confront by all means thether-verbally,. financial]y.

. politically or militarily the U; .S.and:British+aggression *and do -
‘their Islamic duty J'm relieving the i‘Iz‘aq:L pe@ple from the unjust
sanct:ons. . . I A

' ’ was interv:.ewed v FBI Phoenix on 1-'/2000
andl* ' : W/ZODO -interviewlng Agents
- observed - photocopied photograp s of UBL, IBN KHATTAB and wmmdedl »
) ked to his living, e
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To: Counterterrori _From: Phoenix - .

Phoenix believes that it is more than a coiacid@nce
jeCts vho are; supporters ‘of . UBL. are. attendmg ¢ivil aviation
univezsmties/colleqes 4in the State of Arizona.. As .receiving oEfices
are -aware; Phoenix has Had signifieant "UBL a:ssociates/operatives PR
living in the State of Arizona and ¢onducting activity in support of °
UBL. WADIH EL-HAGE, a UBL lieutenant recently: convicted for his role
in the 1998 bombings of U.S. Embagssiés-in- Africa, lived in 'Jl‘uccson,
Arizona for several years. durinq t:he‘ 19805 ESSAIM A]L-RIDI',‘ 1persona1
pilot for UBL, traveled to Tucson.,._ 3
direction ‘of AL-“HAGE.to. procu ‘
h1gh1y proban that UBL has a

personal use.
“established support network in place in Arizona. This network was

most likely estabhshed during the time permd that EL- HAGE lived in
Arizona. . :
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To: Coun; ry i gm From: Fhoenix
Re: w % 07/10/2001

. . ’ ) ) . . . . .
' This informat:’orn_ is being provided to receiving
offices for information + dnalysis and comments. A
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To: Counterterrorism From: Fhoenix
Re: . | 07/10/2001

.Lﬁp(s)'z
Set Lead 1: -
COUNTERTERRORISH
T W IGTON, DX .

' ‘ The RFU/UBLU 1s requested -to consider’ 1mp]lemennng
the: suggested actions put forth by Phoenix at the beginning of this
communication. .

. Set Lead 2:
NEW YORK
NEW YORK, NEW YORK

. 'Read and Clear

XY
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- June 18,2004

The Honorable Glenn A. Fine

Office of the Inspector General
United States Department of Jushwe _
Room 4322

950 Pennsylvania Avenue, N.W.
W ashington, D. C 20530

Dear Mr. Fme :

- Re: OIG DRAFT AUDIT RIEPORT A REV]EW OF THE FBI'S |
.. HANDLING OF INTELLIGENCE INFORMATION RELATED TO
THE SEPTEMBER 11 ATTACKS

Reference i is made 0.y memorandums, dnted May 24, 2004 and June 10,
© 2004, requesting the FBI review the first five chapters and the recommendauons of the
g subject draft audit report for factual accuracy and for whether anything in the ‘

_ recommendations is classified or too sensitive for public release. In addition the
memorandums sought our comments as to whether or not the FBI believed the
recommendations and conclusions were either inaccurate or unwarranted. This document
is the FBI's formal response to the factual inaccuracies which is attached and the report’s

. recommendations. The class1ﬁcatlon andl sensitivity review was prowded under separate

cover. (U)

. : On behalf of the Director, I want to thank you and your staff for thls report
and for the countless hours of hard vork that it required. As you know, the FBI values the -
- Office of the Inispector General's input as a comprehensive independent -assessment of our
operations and as a means of identifying weaknesses that require corrective action to -
strengthen our operations. That is why the Director requested your office to conduct this
.review shortly after the 9/11 tragedy Based upon our review, your findingsand -
recommendations are consistent with the FBI's internal reviews and with those of other
oversight entities. Iam pleased to inform you that the FBI has made significant progress.
not only on the recommendations proffered in your report but on all the issues discovered -
by our own mtemal assessments (U)

Before respondmg to the individual recommendahons, the OIG and the -
American public need to be made aware of the progress made by the Federal Bureau of -
Investigation (FBI) since the horrific attacks of September 11, 2001. ‘If we only
responded to the recommendations in the report, readers would have an mcomplete
picture of the progress we have made and perhaps have a difficult time piecing togetlher'




the information under sixteen different recommendations. Director Mueller has
implemented a comprehensive plan that fundamentally transforms the FBI to enhance
our ability to predict and prevent future acts of terrorism. We have overhauled our
counterterrorism operations, expanded our intelligence capabilities, modernized our
business practices and technology, and 1mproved coordination with our partners. L)

Director Mueller replaced a priority system which allowed supervisors a great
deal of ﬂexlbllity with a set of: 10 priorities that strictly govern the allocation of personnel
and resources in évery FBI program and field office. Counterterrorism is now the
overriding priority, and every terrorism lead is addressed, even if it requlres a diversion
of resources from other priority areas. (U) .

* To implement these new priorities, we incre ased the number of Spectal Agents
assigned to terrorism matters and hired additional intelligence analysts and translators.
We also established a number of operational units and entities that provide new or
improved capabilities to address the terrorist threat. These include the 24/7 =
~ Counterterrotism Watch (CT Watch) and the National Joint Terrorism Task Force

(NJTTF) to manage and share threat information; the Terrorism Financing Operation
Section (TFOS) to centralize efforts to stop terrorist financing; document/media
exploitation squads to exploit material found both domestically and overseas for its
intelligence value; deployable “Fly Teams” tolend counterterrorism expertise wherever it
is needed; the Terrorist Screening Center (TSC) and Forejgn. Terrorist Tracking Task
.Force (FTTTF) to help identify terrorists and keep them out of the United States; the
Terrorism Reports and Requirements Section to disseminate FBI tenmnsm-related ‘

" -intefligence to the Intelligence Commmmty; and the CountertemensmAnalysm Section to
“*connect the dots™ and assess the indicators of terrorist actwnty agams*t the US. ﬁom a

strategic pempectnve [(8))

“We centralized management of our Counterterrorism Program at Headquatters to
limit “stove-piping” of information, to ensure consistency of counterterrorism priorities
and strategy across the organization, to integrate countertetrorism operations here and
overseas, to improve coordination with other agencies and governments, and to make
sehior managers accountable for the overall development and success of our -
conmtertemnsm efforts. (U)

. The FBLis bmldmg an. enterpnse-vndle mtelhgenoe program thathas .
substantially improved our ability to strategically direct our intelligence collection and to
fuse, analyze, and disseminate our terrorism-related intelligence. After passage ofthe
USA PATRIOT Act, related Attorney General Guidelines, and the ensuing opinion by the
Foreign Intelligence Surveillance Court of Review removed the barrier to sharing -
information between mtelhgence and criminal mvesugatlons we quickly implemented a
plan to integrate all our capabilities to better prevent terrorist attacks. Director Mueller
elevated intelligence to program-level status, putting in place a formal structure and
concepts of operations to govern FBI-wide intelligence functions, and estabhshmg lFleld

' Intelhgence Groups (FIGs) in every field oﬂice (9)] : .

om0 o



Understandmg that We cannot defeat terrorism w1t1hout stromg partnershxps, we
have enhanced the lével of coordination and information sharing with state and municipal
.- law enforcement personnel. We expandledl the number of Joint Terrorism Task Forces
, (JTTFs), increased technological connectivity with our parlners, and lmplemenwd new
ways of sharing information through vehicles such as the FBI Intelligence Bulletiri, the
. Alert System, and the Terrorist Screening Center. To improve coordination with other -

federal agencies and members of the Intelligence Community, we joined with our federal
" partners to establish the Terrorist Threat Integration Center, exchanged personnel, ;
instituted joint briefings, and started using secure networks to share information. We aIso '
1mproved out relationships with foreign governments by bmldmg on the overseas - ’
~ expansion begun under Director Louis Freeh; by offering investigative and forens1c ,
. support and training, and by working together on task forees and joint operations, Finally,
the FBI'has expanded outreach to minority communities, and improved ooord,mauon with
private busmesses mvollved in cnuca]l mﬁ‘mstmctune and finance. (U) ’ .

The FBI is makmg substantmﬁ pmgress in upgmdmg our mformauon technology
to streamline our business processes and to improve our ability to search for and analyze
information, draw connections, and share it both inside the Bureau and out. We have
deployed a secure high-speed network, put new or upgradedl computers on desktops, and’

' consohdated terrorist information in a searchable central database. We developed, and are
préparing to launch, the Virtual Case Fnle management system that will revolutlomze
-hew the FBI does busmess (U) '

o Re-engmeenng eﬁ'orts are makmg our bureaucracy more eﬂmxent and more
-rééponsive to operational needs. We revised our approach to strategic planning, and we
réefocused our recruiting and hiring to attract individuals with skills critical to our

counterterrorism and intelligence missions. We have developed a more comprehensive

~ training program and instituted new leadership initiatives to keep our workforce flexible.
We are modernizing the storage and management of FBI records. We also built, and

. continue to improve, an extensive secunty program with centralized leadership, -
professional security personnel, more rigorous security measures ‘and 1mproved security
educaftion and training. (U) . .

These 1mprovememts have produced tamgible and measmable results. We
s1gmﬁcantly increased the number of human sources and the amount of surveillance
coverage to support our counterterrorism efforts. We déveloped and refined a proct.ss for
‘briefing daily threat information, and considerably increased the number of FBI
intelligence reports produced and disseminated. Perhaps most important, since September
11,2001, we have participated in disrupting dozens of terrorist operations by developing -
actlomable intelligence and 1better coordmatmg our countetitenonsm eﬁ'orts ()] ’

Prior to September 11, 2001, the Bureau had no centrahzed structure for the
national management of its Counterterrorism Program, and terrorism cases were routinely
- managed out of individual field offices. An al-Qa’ida case, for example, might have been
- run out of the New York Field Office; a HAMAS case might have been managed by the
Washington Field Office. This arrangement functioned for years, and produced a number
of impressive prosecutions. Once counterterrorism became our overriding priority,



. however, it became clear that this amngement had a numher of fallmgs in that it 1)
“stove-piped” investigative intelligence information among field offices; 2) diffused
responsibility and aecountabmty between counterterrorism officials at FBI Headquarters -
and the SACs who had pnmazry respons:bﬂity for the individual terrorism investigations;
3) allowed field offices to assign varying priorities and resource levels to terrorist groups -
and threats; 4) impeded overs:ght by FBI leadership, and 5) complicated coordination

-with other federal agencies and entities involved in the war against terrorism. For all
these reasons, it became apparent that the Counterterrorism Program needed eentrahzed ,
leadershxp (U) . C

In December 2001 ‘the Director reorgamzed and expandled the Comterterumsxn :
Dlvmon (CTD) and created the position of Executive Assistant Director (BAD)for -
'Counterterronsm and Countenntelhgenee (The Asslstant Director of CTD reports: 10. the
EAD.) We now have the centralized management to run & truly national program —to -

- coordinate counterterrorism operations and mtelhgence production domestically and
overseas; to conduct liaison with other agencies and governments; and to establish clear
lines of accountability for the overall development and success of our Counterterrorism.
Program. With this management structure in place, we are dlnvmg the fundamental
changos that are necessary to accomplish our counterterrorism mlSSIOJIL ).

~ Wedivided the operaulons of the Countettenonsm Dmsmn mto bmnches, }
_..sections, and units, each of which focuses.on.a different.aspect.of the.current terrorism -

. threat facing the U.S. These components are staffed with intelligence analysts and subject
iatter experts who work closely with investigators in the field and integrate mtelhgfenee
across component lines. This integration allows for real-time responses to threat .
information and quick commumcntion with decxsmn-makets andl mvestlgators in the ﬁeldL

‘The Bureau is deSIgned, and has always operated, as a law enforcement and an
intelligence agency It has the dual mission: 1) to investigate and arrest perpetrators of
completed crimes (the law enforcement mission) and 2) to collect intelligence that will
‘thelp prevent future crimes and assist policy makers in their decision making (the

intelligence mission). History has shown that we are most eﬁ'echve in protectmg the U.S.
when we perform these two missions in tandem ). .

.. The FBI recognmd that mvestlgatmms conld produce mtelhgence beneﬁts '
beyond arrest and prosecution. Starting with the Ku Klux Klan cases in the 1960's and the
Mafia cases of the 1970's, our agents began to view criminal mvestlgatlons notonlyasa
means of arresting and prosecuting sonieone for a completed crime, but also as a means

of obtaining information to prevent future crime, ‘The goal was not simply to arrest
individual members of the Klan or the Mafia, but to penetrate and dismantle the whole

cnmmal organization. (U)
- As this approaeh was adlopted, the FBI fuurther developed the mtelhgence tools —

such as electronic surveillance and the cultivation of human sources - that are critical to
predicting and preventing criminal activity. We also learned to think strategically before

qimpn 4



5 .l‘\!rpe"‘

malnng arrests, sometlmes opting to delay a sutspeet's arrest to altow nore epportumty for
surveillance that might disclose other conspuaters or other criminal plans. We have used
this approach to great effect in organized crime cases and espionage investigations, and -
mernbers of our Safe Streets Tas]k Forces use nt in their fight against street gangs, (U)

Thm is the approach that is needed to prev ent terrorism. Pner to Septemhl o
11th, however, we were hanmcapped in our ability to 1mp1eme1mt this approach in the
counterterrorism arena for two pnmary reasons. (U)

 First, Judxclal rules and DOJ mtemal[ procedures ]prohlbxted our counterterrorism
agents working intelligence cases from coordinating and s]harmg information with-
criminal agents who often were working investigations against the same targets. Second,
we had not developed the institutional structure and processes. necessary for a fully -
functioning intelligence operation. We started to address each of these problems

| immediately afler the September 11, 2001 aiacks. (U)

- By deﬁmtlon, mvesugmons of mwematlonal terronsm are both “mﬁelhgem
and “cnmmal” investigations. They are intelligence investigations because their objectrve
pursuant to Executive Order 12333, is “the detection and countering of international -

‘terrorist activities,” and because they employ the authorities-and investigative tools —

such-as Forelgn Intellngenee Surveillance Act warrants - that are designed for the

. intelligence mission of protecting the U.S. against attack or other harm by foreign entities.”

They are criminal investigations since intematnonal terronsm agamm the U.S. cons:tltutes
a \nolatlon of the fedetal crnmmal code. (U) _

Over the past two decades, a regime of court: ruleb and mtemal DOJ procedures ,
develeped surroundmg the use of FISA warrants that barred FBI agents and other
Intelligence Community personmel working intelligence cases that employed the FISA
tool from coordinating and swapping leads with agents warking criminal cases. As a
resuxlt of this legal “wall,” “intelligence” agents and “criminal” agents working on a

terrarist target had to proceed without knowing what the other may have been doing

about that same target. In short, we were fighting international terrorism with one arm
tied behind our back. (8)] .

The USA PATRIOT Act, enacted on October 26, 2061 eliminated this “wall”

“and authorized coordination among agents working criminal matters and those working

mtelhgence investigations. On March 6, 2002 the Attorney General issued new -
Intelligence Sharing Procedures for Foreign Intelligence and Foreign Counterintelligence
Investigations Conducted by the FBI (Intelligence Sharing Procedures) to capitalize on
this legislative change. The new procedures specifically authorized agents working
intelligence cases to disseminate to criminal prosecutors and investigators ali relevant
foreign intelligence information, including information obtained from FISA, in
accordance with:applicable minimization standards and other specific restrictions

- (ongmator controls): Likewise, the procedures authorized prosecutors and criminal

agents to advise FBI agents working intelligence cases on all aspects of foretgn
intelligence mvestlgatlons, including the use of FISA. (U)



A On Novembet 18 2002 the Forelgn Intelhgence Surveﬂlance Court of Revxew
1ssuedl an opinion approving the Intelligence Sharing Procedures, thereby authorizing the
FBI to share information, including FISA-derived information, between our criminal and
intelligence mvestlgatlons With this opinion, we were finally able to conduct our
terrorism investigations with the full use and coordmnatlon of our criminal and -
mtellngence tools and personnel O

To formalize this merger of mtelhgence and cnmmal operatl ons, we have
abandoned the separate case classifications for "criminal” international terrorism
investigations (with the classification number 265) and "intelligence" international
terrorist investigations (classification muniber 199), and have consolidated them: intoa -
single classification for "international terrorism" (new classification number 3 15). This
reclassification officially designates an international terrorism investi gation as one that
can employ intelligence tools as well as criminal pfocesses and procedures. In July 2003,
we formalized this approach in our Model Counterterrorism Investigative Strategy
(MCIS), which was issued to all ﬁe]ld offices and has beeri the subjectt of extenswe ﬁeld

tmmnz(U)

. . With the dlsmanﬂmg of the legal “wall“and the- mtegmtlon of our criminal and

mtellxgence personnel and.: operahoms -wenow have-the latitude to.coordinate our -~
- intelligence and criminal investigations and to use the fuill tange of investigative tools -

against a suspected terrorist. On the initelligence side, we can conduct surveillance on the
- suspected terrorist to learn about his movemenits'and: 1dlent1fypossxbl«e confederates; we
* " can obtain FISA authority to monitor his conversations; atid/or we can‘approach and

. attempt to cultivate him as a source or an operational asset.:On the criminal side, we have
-the option of incapacitating him through arrest; detention; and prosecution. We decide
among these options by continuously balancing the opportunity to desvelop intelligence
" against the need to apprehend the suspect and prevent hi im from carrying out his terrorist-
plans. This integrated approach has guided our.operations and we have successfully
. foiled terrorist-related operations and disrupted cells from Seattle, Washmgton, to- Detmlt,
Mlclhxgan, to Lackawanna, New York. (U)

. Although we are now able to coordmate our intelligence collection and
criminal law enforcement operations, we can only realize our full potential as a
terrorism prevention agency by developing the intelligence structure, capabilities; and
! processes to direct those operations. Without an effective intelligence capacity, we
cannot expect to defeat a sophlstwated and opportunistic adversary like al-Qa’ 1dla. O

For a vanety of h1stoncal reasons; the Buieau had not developed this intelligerice
capacity prior to September 11. While the FBI has always been one of the world's best
collector of information, we never established the infrastructure to exploit that .
information fully for its intelligence value Individual FBI agents have always analyzed

" the evidence in their particular cases, and then used that analysis to guide their
investigations. The FBI as an institution, however, had not €levated that analytical
process above the individual case or investigation to an overall effort to analyze
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'. , 'mtelhgence and strategneally direct: mteﬂ:gence collection agamst threats aeross alt
programs. ©) -

The attaeks of September 11, 2001 hnghhbhted the need to develop an
intelligence process for the Counterterrorism Program and the rest of the Bureau. Since
then, we have undertaken to build the capacity to fuse, analyze, and disseminate our
terrorism-related intelligence, and to direct investigative activities based on our analysis
of gaps in our collection against natlomal mtelllgence reqmrements I‘hat eﬁfort has .
proeeeded in four stages (U)

s Our ﬁrst step was to increase the number of analysts worlumg on - :

~ counterterrorism, Immediately after September 11, we temporarily reassigned analysts
from the Criminal Investigative Division and Coumtenntell]hgemce Division to various
units in the Counterterrorism Division. In July 2002, 25 analysts were detailed from the
CIA to assist our counterterrorism efforts. Maity of these analysts provided tactical
mtelhgence analysis; others providéd strategic "big picture" analysis. All of them worked
excephonally hard and helped us analyze the mass of data generated in the aftermath of
 the terrorist attacks. These deployments were a temporary measure, but the progress :
made, the confidence gained, and the lessons learned during this period started us down

... thegoad toward a functioning intelligence analysis operation. We also established'the
: College of Analytical Studies to help train and develop our own cadre of amalysts )

B~
* iRy

On December 3, 2001, the Director established the Office of Intelhgenee (0D
within the Counterterrorism Division. The OI was responsible for establishing and
executing standards for recruxtmg, hiring, training, and developing the- mtelhgence

analytic workforce, and ensuring that analysts are assigned to operational and field
- divisions based on intelligence priorities. Recognizing that intelligence and analysxs are

integral to all of the Bureau’s programs, in February 2003, Director Mueller moved the
OI out of the Counterterrorism Division and created a stand-alone O}, headed by an
‘Executive Assistant Director (EAD-I), to provide centralized su;pporl and guudance for
the Bureau’s mtelhgenee functions. (U) ‘

- . Thenextstepin our mtelhgence mtegratlon was 10 elevate intelligence ﬁmctlons
to program-level status, instituting céntralized management and implementing a detailed
, -bluepnnt for the Intelligence Program. (U)

The Dlrector articulated a clear mission for the ][m:elhgence Program —-to ‘
posmon the FBI to meet current and emerging national security and criminal threats by' 1)
aiming investigative work proactively against threats; 2) building and sustaining =
. enterprise-wide intelligence policies and capabilities; and 3) providing useful, appropriate,
and timely information and analysis to the national security, homeland security, and law
enforcement communities. We then set out to embed intelligence processes into the day-
to-day work of the FBI, from the initiation of a prelhmmary mvestlgatlon to 1the

development of FBI-wide strategles ('U)



. - Now that the Intellhgence Program is estabhshed and dleveloping, the FBI is
moving on to the next stage of transforming the Bureau into an intelligence agency—
' reformulatmg personnel and administrative procedures to instill within our workforce an
' expertlse in the processes and objectlves of nntelllgence work. (U) '

A major element of the Buureau 8 Mnsfonnatxon is our inoreasing integration and
coordmatnon with our partners in the U.S. and international law enforcement and
intelligence communities. More than any other type of enforcément mission, :
counterterrorism requires the participation of every level of local, state, national, and -
international government. A good example is the case of the Lackawanna terrorist cell
* outside Buffalo, New York. From the police officeis- who helped to identify and conduct
surveillance on the cell members; to the CIA officers who provided information ﬁt»m
their sources overseas; to the diplomanc personnel who coordinated our efforts with
foreign governments; to the FBI agents and federal prosecutors who conducted the
mvesugatlon leadmg to the arrests and mdletment, everyone played a significant role. (U)

We teoogmz:ethat aprereqmmte for any operational coordination is the ﬁxll and
free exchange of information. Without procedures and mechanisms that allow .
_information sharmg on a regular and timely basis, we and our pautners cannot expect to
. align our operational efforts to best accomplish our:shared mission; Accordingly, we have
, taken -steps to.establish unified FBI-wide pohcnes for sharing information and mtelhgence.

' To ensure a coordmated, _enterpzi‘se—Wiide appma;ch; the Director tecently D

-~ designated the EAD-I to serve as the primcﬁp_a]lfFB][-‘;ioﬁieiafl"for"iﬂfomnaﬁodfaﬁd S
intelligence sharing policy. In this capacity, the BAD-I functions as an-advisor to the
Director and provides policy direction on information and intelligerice sharing within and
outside the FBI with the law enforcememt and mtelhgence oommumtnes as well as -

. forelgn govemments ). | .

" On Februa:ry 20 2004 we formed an mfonnatnon trhmmng po]hcy gmup,
comprised of Executive Assistant Directors, Assistant Directors and other senior
executive managers. Under the Direction of the EAD-], this group is establishing I‘BI
mformation and mtelhgence shanng policies. (U) .

On February 1 1 2004 the Attorney General amnounced. the (creatlon of the DOJ
Intelhgence Coordinating Council. The Council is comprised of the heads of DOJ
agencies with mtelhgence responsibilities, and is currently chaired by the FBI's EAD-I.
The Council will work to improve information sharing within DOY and to ensure that
. DOJ meets the intelligence needs of outside customets and acts in accordance with
intelligence priorities. It will also identify common challenges (such as electronic
connectivity, collaborative analytic tools, and intelligence. skllls tranmng) and establish
policies and programs to address them. (U)

Beyond these information sharing initiatives, we are increasing our operaﬁonall
coordination with our state, federal, and international partners on a rumber of fronts. (U)




‘llﬂlm
' - .

- We have established much stronger working relationships with the CIA and
other members of the Intelligence Community. From the Director’s daily meetings with
the Director of Central Intelhgence and CIA briefers, to our regular eacchange of
personnel among agencies, to our joint efforts in specific investigations and in the
Terrorist Threat Integration Center, the Terrorist Screening Center, and other multiagency

entities, the FBI and its partners in the [ntelligence Commumty are now mtegrated at
'vutually every level of our operatlons ) :

. The Terronst Threat Integration Center isa good example of our collaborarnve
relatronsh:tp with the CIA and other federal partners Established on May 1, 2003 atthe
direction of President Bush, TTIC coordinates strategic analysis of threats based on -

. mtelhgenee from the FBI, CIA, DHS, and DOD. Analysts from each agency work side-
~ by-side in one location to piece together the big picture of threats to the U.S. and our
' interests. TTIC analysts synthesize goverument-mde information regarding current . -
" terrorist threats and produce the Presidential Terrorism Threat Report for the President.
- The FBI personnel at TTIC are part of the Office of Intelligence and work closely with -
analysts at FBI Headquarters in combining domestic and intemnational terrorism -
developiments in to a comprehensive analysis of terrorist threats. In addition to the
analysis developed by FBI analysts detailed to TTIC, FBI analysts at Headquarters

= regularly contribute articles to the President’s Terrorist Threat Report. (U)

The FBI currently has Agents and Ana]lysts detaﬂed to CIA muhes mcludmg
the CIA’s Counter Terrorism Center (CTC). We also have FBI agents and mtelhgence

.. analysts detailed to the NSA, the National Security Council, DIA, the Defense Logistics

Agency, DOD’s Regional Commands, t]he Department of Energy, and other federal and

state agencies. (U)

_ CIA personnel are also workmg inkey posmons tlhroughout the Bureau. The
Associate Deputy Assistant Director for Operations in the Counterterrorism Divisionisa - -
CIA detailee. CIA officers are detailed to the Security Dlvmon, including the Assistant

Director, the Chief of the Personnel Security Section, and managers working with the

Secret Compartmental Information (SCT) program and the FBI Police. An experienced
manager from the CIA’s Directorate of Science and Technology now heads the -
Investigaftive Technologres Division and a Secuon Chief in that division is on rotation.
from CIA. (U) - v

Tlns exchange of personnel is takmg place in out field ofﬁces as well In 33 field
locations, the CIA has officers co-located with FBI agents at JTTF sites, and there are
plans to add CIA officers to several additional sites. The NSA has analysts detailed to
FBI Headquartets, the Washington Field Office, the New York Field Office, and the
Baltimore Field Office. (U) -

Bach morning, in addition to FBI Briefs, the Director is bﬂeﬁed by a CIA briefer.
The Director of Central Intelligence and the FBI Director then jointly brief the President



on current terrorism threats In addrtron, CLA and DHS personnel attend the Director’s
: mtemal terronsm bneﬁngs every Weekdlay morning and afternoon, (U):

‘ The FBI is now usmg secure systems to disseminate classified mte]lhgence
reports and analytical products to the Intelligence Community and other federal agencies.
The FBI hosts a web site on the Top-Secret Intelink/Joint World-Wide Intelligence .
‘Community System (JWICS), a fully-encrypted system that connects more than 100
Department of Defense, CIA, and other Intelligence Community sites. We also hosta -
web site on SIPRNET, a similar system used by DOD for sharmg information classified
at the Secret level. In addition, a new TS/SCI network known as “SCION” is bemg
piloted in several field offices, SCION will connect FBI Headquarters and field oﬁiees to -
the CIA and other metnbers of the. Intellllrgenee Commumty, andl will i merease D
opportumtres for mter-agency collabora,tlon (lU) .

Improvmg the compatibnhty of mfemaattom teclmology systems ﬂmoughomt the
Intelhgence Community will increase the. speedand ease of information sharing and
* collaboration. Accordingly, the FBI's information technology team has worked closely
with the Chief Information Officers (CIOs) of DHS and other Intelligence Community -
agencies, to develop our recent and ongoing technology upgrades. This. eoordmatwn has
affected-our decrsroms on several key technology upgrades [ .

. To facilitate fm-ther coordmatlon, t]he FBI CIO sits on the Im;elhgence
Community CIO Executive Council. The Council develops and recommends technical
requirements, pollctes and procedures, and coordinates initiativesto i improve the =
interoperability of information technology systems,within:the Intelligence: ‘Community. It
was established by Director of Central Intel]hgenee directive. and is: ehalred by the (‘IA’

CIo.(UO)
DHS plays a critical role in assessing and protectmg vmlnem]bﬂmes in our

' national infrastructure and at our borders, and in oversesing our response capabilities. We

have worked closely with DHS to ensure that we have the integration and comprehenswe
information sharing between our agencies that are vital to the success of our missions.
The FBI and DHS share database access at TTIC, in the National ITTFatFBI .-
'Headquartets, in the FTTTF and the TSC, and in local JTTFs in our field offices arnound
the country. We worked closely together to get the new Tetrorist Screening Center up
and running. We hold weekly briefings in which our CTD analysts brief their DHS
* counterparts on current terrorism developments We coordinate all FBI warnings with
DHS, and we now coordinate joint warnings through the Homeland Security Advisory
- System to-address our customers’ concerns about multiple and duplicative warnings. We
designated an experienced executive from the Transportation Security Administration to. -
run the TSC and detailed a senior DHS executive to the FBI's Office of Inte)lhgene«=
ensure coordination and transparency between the agencles L)

On March 4, 2003, the Attorney General, the Secretary of H«:omeland Security,

and the Director of Central Intelhgence gigned a comprehensive Memorandum of
- Understanding (MOU) establishing policies and procedures for information sharing,
handling, and use. Pursuant to that MOU, mformatnon related to terrorist threats and
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vulmerablhues is prowded to DHS automatwally vmthout DHS havmg to. request it,
. Consistent with the protection of sensitive sources and methods and the protection of
privacy nghts We now §! M as a tule, andl withhold by exception. (U)

thh terrorists travehng, communicating, and planning attacks all around the

world, coordination with our foreign partners has become more critical than ever before.
We have steadily increased our overseas presence and now routinely deploy agents and
crime scene experts to assist in the investigation of overseas attacks, such as the May o
- 2003 bombings in Saudi Arabia and Morocco. As of Janusry 7, 2004, 413 FBI personnel
~ were assigned overseas, over 200 of whom are permanently asslgned. Their efforts, and -
the relationships that grow from them, have played a critical role in the successﬁll

, mtemauonal operatlons we' have conducted over the past °l1 months [(8) S

. Bureau personnel have partm]pated in numerous investigations of terrorist
 attacks in foreign countries over the past 33 months. Our approach to those investigations
differs from the approach we ttadmomlly have taken. Prior to September 11th, our
overseas investigations primarily were focused on building cases for prosecution in the
U.S. Today, our focus has broadened to provide our foreign partners with i investigative, '
forensic, and other types of support which enhance our joint efforts to prevent and disrupt
terrorist attacks. Our partners have embraced this approach, and it is paying dividends
w1ﬂ1 greater rec1proca1 cooperatlon and more oﬁ‘ectlve Jomt mvestxgmons (U)

The foundation of a'‘centralized and eﬁ’ectwe countetterromnn operahon isthe
capability to assemble, assimilate, and disseminate investigative and operational -

-~ - jtiformation both internally and with fellow intelligence and law enforcement agencies.

This capability requires information technology (T) that makes information easily
accessible and usable lby all petsonnel ‘while protectmg the secunty of that mformatlon

Q)

Prior to September llthl, the ereau's information teclmologry was madequate to
support its counterterrorism mission. In previous years, substantial investments were

made to upgrade technologios that directly supported mvestgoﬂons, stch as surveillance
equipment and forensic services like the Integrated Automated Fingerprint Identlﬁcauon
System. Insufficient attention was pald, however, to technology related to the more
fundamental tasks of records creation, maintenance, dissemination, and retrieval. In 2001 .
'many employees still used vintage 1987 386 desktop compuiters. Some resident agencies -
could only access data in their field office via a slow dial-up connection. Many Bwteau '
programs were using computer systems that operated independently and did not .
mteroperate with systems in other ]progmms or other parts of the Bureau. (U) '

The FBI alsohad a deﬁctent mformatlon management system. The FBI's legacy
investigative information system, the Automated Case Support (ACS), was not very
effective in identifying information or supportmg investigations. Users navigated with the -
function keys instead of the “point and click” method common to web-based apphcatlons. '
Simple tasks, such as storing an electronic version of a document, required s user to
perform 12 separate functions in a "green screen" environment. Also, the system licked
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multlmedxa ﬁmctlomahty to. allow for the storage ot information in its onginel form,
-Agents oould not store many forms of digital evidence in an electronic format, instead
having to describe the evndence and mdlcate whete the evzdenoe was stored in a control

room. (U)

Th,anks to the character and resolve oﬁ' 1ts personmell the FBI was: alble to achieve
numerous mvesugatlve successes, in spite of these obstacles. It was clear as of Sep»tember
11 however, that we needed an integrated IT infrastructure to manage our information. .
We brought on-board & highly skilled team of experts and eet out to create an IT - :

- infrastructure that is fast and secure, and that ties togethez the applications and databases
used throughout the Bureau. We also designed user-friendly, web-based software - -

~ applications to reduce nreltance on paper records and o streamline investigative WO!'kﬂOW
These improvements are enhancmg our alblhty to col]lect, store,, seamb, analyze, and share

information. (U) . . ... : ,

' The first step in the FBI’s modemxzaﬁon effort is the Txnlogy Program, a multt-
year- eﬁ‘ort to enhance our effectiveness through technologies that allow us to better
access, organize, and analyze: mformauom The Trilogy Program is aimed at prowdmg all
FBI offices, mcludmg overseas Legal Attaché offices, with improved network - :
communications, a common and current set of office automation tools, and user-friendly

- web-based applications. Trilogy upgrades also incorporate controls’ to prov1de an
- enhanoed level of secunty for FBI mfonmatuon. (U)

: Followmg September 11 we. smw ﬁhe need to. prowde countenrterronsm s

_ investigators and analysts with quick, easy access-to-the full bresidthrof information
relating to terrorism. We developed a three-step plan that would provide immediate
support to counterterrorism and then incremenitally increase the range and effectiveness
of that support for other criminal investigations. This plan transitions us away from

- separate systems containing separate data, towards an Investigative Database Warehouse
(IDW) that contains all data that can legally be stored together. The IDW provides the
Bureau with a single access point to several data sources that were pmevnously available
only through separate, stove-piped systems. By providing consolidated access to the data, -
for the first time analytical tools can be used across data sources to provide a more
complete v1ew of the mformauon possessed by the ]Bureau. Q) -

. The nntlal step ‘toward. the ]IDW was the mplementatlon of the Secure
Counterterrorist Operatlonal Prototype Environment (SCOP]B) program. Under the .
~ SCOPE program we quickly consolidated counterterrorism information from various data
 sources, providing analysts at Headquarters with substanuallly greater access to more
information in far less time than with other FBI investigative systems. The SCOPE
database also gave us an opportunity to test new capabilities in a controlled envn'onment
Thls prototype environment has now been Jreplaced by the IDW (U)

The IDW dehveredm its ﬁrst phase to the Office of Intelligence in January

2004, now provides analysts with full access to investigative information within FBI files,
including ACS and VGTOF data, open source news feeds, and the files of other federal



(»‘51 & -

agencies such 4 DHS. The IDW pmowdes ]physicatl stomge for data amd allows users to
access that data without needing to know its physical location or format. The data in the

- IDW is at the Secret level and the addition of TS/‘;CI level da,ta isin the plannmg stages.

(U)
‘Later this year, we plan to enhance the ID‘W by acldmg additional data sources,
such as Suspicious Activity Reports and by making it easier to search. When the IDW is
complete, agents and analysts using new analytical tools will be able to search mp:dly for
pictures of known terrorists and match or compare the pictures with other individuals in
minutes rather than days. They will be able to extract subjects’ addresses, phone numbers,
and-other data in seconds, rather than searching for it manually, They will have the ability .

to identify relationships across cases. They will be able to search up.to 100, nmlhon pages
of mternatlonal terronsm-related documemts in seconds W ,

Ultimately, we plan to turn the llD‘W into a Master Data Warehouse (MDW) that
will include the administrative data required by the FBI to manage itis internal business
processes in addition to the investigative data; MDW will grow to eventually provide:
physncal data storage for, and become the systém of record for, all FBI electronic files. (U)

Weare mbroducmg advanced analytical tools to help us make the mest of the
data stored in the IDW. These tools allow FBI agents and analysts to look across multiple-
cases and multiple data sources to 1dent1fy Jrelatlonshlps and other pieces of information

T thatwere not readily available usmg older FBI systems. These tools 1) make database -
 searches simple and effective; 2) give analysts new visualization, geo-mapping, link-chart

... capabilities and reporting capabilities; and 3) allow analysts to request automatic updates

to their query results whenever new, relevant data is downloaded into the database ((9)]

As the first part of our IT modermzauon efforts near completlon, FBI agemts
analysts, and support personnel are already enjoying new capabilities and applying those

~ capabilities to their counterterrotism missioti. They have up-to-date desktops, fast and -

secure connectivity, a user-ﬁnendiy interface to the ACS case management system, the
ability to access and search consolidated terrorism-related data, and new capabﬂmes for

" sharing mformatlon msule and outsn:le the ereau (U’)

Whlle tlhere is st:lI much to be done, these Pfforts are starting to deliver the .
teehnology we need to stay ahedd of evolving threats. Upgtadmg our technology will
remain an FBI priority for the foreseeable future, and our new IT management will
ensure that we contmue to improve our systems. (U) _

With the recent directives implementing the mtemgmce agemt career track and

" the administrative reforms- related to building an intelligence workforce, we have in place

the essential structural elements of an intelligence-driven counterterrorism operation. The
challenge now is to refine and continue to develop that operation — an effort that will
require additional resoutces, continued attention by FBI leadership, amd constant training

_of FBI personnel in mtelhgence processes and objectives. (U)
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Whlle we have clearly made substanhal progress over the: 1pust 33 months it is

- difficult to come up with an exact measurement of the current effectivenessof our = .
counterterrorism efforts. Besides citing the absence of successful aftacks on the homeland
-gince September 11th, there is no single measure that completely captures the progress -
we have made. There are several yardsticks, however, that demonstrate the effectiveness
of the core functlons ofa Countertetronsm Program Theso yardlshcks melude the -
following: , .
.+ Dévelopment of human assets

» Number of FISAs '

 Number of mtelhgenee reports genemtedi
+'Quality of daily briefings ~ .

* Effectiveness of counterterrorism operahons

« Continued protection of civil liberties
An application of these yardsticks demonsurates the progress we have aehxeved since
September 11, 2001. (U) A ‘ , .

" The FBI has long recogmzed that human source mformahon 1s one of the most
impottant ways to investigate criminal activity. We have lomg-standmg expertise in ©
tecruiting and using human sources, and we have used those skills to great effect across a
wide range of investigative pro gmms mcludmg orgamzed crime, drugs, pubhc
corruptton, and white collar cnme : . ‘

’Wlnle we also have developed soun'ces over the years in the (.,ountertenonsm ,
- Program, September n® highlighted the shortage of human intelligence reporting about:
al-Qu’ida both in the U.S. and abroad. With the U.S. government having relatively few
assets who were able to penetrate and report on al-Qa’ ida's plans, We were vulnerable to

surprise attack. )

The Bureau has placed a pnonty on developmg Ihuman mtellngence sources
reporting on international terrorists. We have revised our training program, our
personnel evaluation criteria, and our operational priofities to focus on source :
development. While we continiue to grow this capaclty, we have already scen a marked -
increase in the number of human intelligence sources in the Counterterrorism Program.
Between August 30, 2001, and September 30, 2003, the number of sources related to
international terrorism increased by more than 60 percent, and the number of sources
related to domestle terronsm increased by more than 39 pemcent O -

FISA coverage has also increased mgmﬁcamtly, reﬂecmng both our increased -
focus on counterterrorism and counterintelligence investigations and improvement in the
operation of the FISA process. From 2001 to 2003, the number of FISA applications filed
annually with the Foreign Intelhgence Surveillance Court increased by 85 percent. We
have seen a similar increase in the use of the emergency FISA process that permits us to
. obtain immediate coverage in emergency situations. In 2002, for example, the -

. Department of Justice obtained a total of 170 emergency FISA authorizations, which is
more than three times the number of emergency FISAs we obtained in the 23 years
between the 1978 enactment of FISA and September 11, 2001. (U)



. % the past year, the FBI produced more than 3,000 mtelligence pmducts. .
including “raw” reports, intelligence memomnda, in-depth strategic analysis assessments,
special event threat assessments, and focused Presidential briefings. We also conducted

‘numerous intelligence briefings to members of Congress, other government agencies, and
the law enforcement and intelligence communities. These efforts mark a new beginning
for the FBI’s mtelhgenoe operatlon (U) ‘

Prior to September 11, 2001, the FBI produced very few raw mtellhgenco reporte. :
- In FY 2003, we produced and disseminated 2,425 Intelligence Information Reports (ITRs)

. containing raw intelligence derived from FBI investigations and intelligence collection.

The majority contained intelligence related to international terrorism; the next greatest
number contained foreign intelligence and countermtelhgenoe mfonmauon, andthe -

. remainder. concemed criminal activities and cyber crime. These IIRs were disseminated

to & wide customer set in FBI field offices, the Intelhgence- Commmnty, Defense.
_Commumty, o‘ther federal law enforcememt agencxes, and U.s. pohcy enuues 5}

- . Inaddition to these raw mtelhgence mports, the ]F’BI has begun producmg

" analytic assessments on'a par with those of the Intelligence Community. The FBI

developed and issued, in January 2003, a classified comprehensive assessment of the -

terrorist threat to the U.S. This assessment focuses on the threats that the FBI sees

. developing over the next two years, based-on an analysis of information regarding the
miotivations, objectives, methods; and capaxbilmee of existing terrorist groups and the. -

_ potenﬁal for the emergence of new terrorist groups and thireats throughout the wor]ld. Thls

- threat-assessment is used as a guide in the allocation of investigative resources, as a

useful compilation of threat information for i mvestlgators arid intelligence personnel

. within'and without the FBI, and as'a resource for decision-makers elsewhere in the _
government. The 2004 threat assessment was released in April 2004. FBI analysts have
produced over 100 in-depth-analyses and several hundred current intelligence articles i in_
addmon to the work they do assnstmg FBI mnvesugatnons (U) .

We are preparing to produce, in the near future, the FBI Daily Report : and the
FBI National Report to provide daily intelligence briefings to personnel in the field and.
external customners. One will be produced at the classified level and limited in distribution
‘to upper-level field managers. The other will be unclassified and widely distributed to
field office personnel and our pmrtners in the law enforcement commnumty (U)

: A good example of our ability to explmt mndence for its mtc,lhgence value and
. share that intelligence is our use of the al-Qa’ida terrorism handbook. A terrorism
handbook seized from an al-Qa’ida location overseas in the mid-1990’s was declassified
* and released by DOJ shortly after the events of September 11, 2001. We determined that
intelligence gleaned from the handbook could provide useful guidance about al- -Qa’ida’s
' interests and capabilities. Accordingly, we produced and disseminated a series of
intelligence products to share this intelligence with our personnel in the field and w1th our
law enforcement partners. Nine Intelligence Bulletins were based in whole or in part on
this intelligence. In addition, we used information derived from the al-Qa’ida Handbook



to update our counterterronsm trammg, mclumng the Intelligenoe Analyst Basgic Oourse
at the College of Analytical Studnes, the Introduction to Counterterrorism Course atthe
National Academy, and sessions on Terrorism Indicators and Officer Safety in our
SLATT training. The unclassified version of the handbook is now maintained as a -
reference in the FBI Library and is accessible to all the students at the Academy. It also is
mcluded in the reference manual CD-Rom. dnsmbwted as paart of SLA TT training. (U)

One telling measure of our improved counterberronsm omeuons is the
development of our capability to brief the daily terrorist threat information. The
deve]lopment of this capabmty reﬂects the matunng; of our cemtralized Countetterronsm

Pnor to September 1 lth, the FBI lacked the capacnty to provnde a comprehensnve
daily terrorism briefing — to assemble the current threat information, to determine what
. stepswerebemgtakento address each threat, andmpresentaolem'plctm'e ofeachthreert
- and the Bureau's response to that threat to the Director, senior managers, the Attorney -
General, and others in thé Administration who make opemhonal and policy decisions.
With a decentralized program in which investigations were run by individual field offices,
- the Bureau iiever had to develop this specialized skill. With the need fOl' cenlrahzed ,
' management, however, it became an nmpemtlve (UD : o

. Inthe aftermath of the temmst attacks wewere. askedlto be;gmsendmg to the
‘White House each morning dally reports on:counterterrorism-related events. We had no
~ mechanism in place for collecting that information, so preparation of the reports was

- initially haphazard. During the past 33 months, with:the assistance of veterans from the
Intelligence Community, we have established the infrastructure and the cadre of -
professionals to produce effective daily briefings and to share bneﬁng matenals more
rmdely within the Bureau and with ourpartners. (U)

In 2002 we estab]hshed tlne Presldentlml Support Group w1th1n the
Counterterrorism Division to prepare daily briefing materials. In the summer of 2003, this
- group was renamed the Strategic Analysis Unit and moved to the Officé of Intelligence.
‘ Begmmng in August 2003, the Strategic Analysis Unit began producing the Director’s -
Ddily Report (DDR), a daily intelligence briefing that includes information on
counterterrorism operations, terrorism threats, and information related to all areas of FBI
mvestlgatlve activity. (U) - o

. . To produce the DDR, the Strategic Analysis Unit oonsohdam and refines
mformauon provided in a standardized format by intelligence personnel in each division.

- Bach ‘moming, information about new threats is added, and information-about threats that

have been thoroughly vetted during the night is removed. The DDR is distributed to

.executives in all FBI operational d1v1s10ns The Director uses the DDR to brief the

President nearly every weekday morning. The FBI also produces the Presidential

. Intelligence Assessment, a finished FBI intelligence product covering topics of particular
interest to the Pres1dlent. and as noted earher, our pezrsonnel at TTIC amd at FBI ‘

w0000 s



Headquarters contnbute to t]he formulatlen ef the dally President s Terrorist Mrtrat
Report 19))

- Director Mueller holds threat bneﬁngs twrce a dlay' an mtell!igenee bneﬁng in .
- the morning and a case-oriented briefing in the evening, At these briefings, a briéfer and
the gperational executive managers provide a summary ‘of the current threats and oiir
operations. With CIA and DHS represeutatwes in attendance, these meetmgs also serve
to ensure that all threat informatien is a]ppropnatelly passedl to those agenores o

. ‘The deveIopment of thns daily briefing operatiom isa tungﬂble measure of the
progress we have made since the day when terrorism investigations were run by

individual field offices and little effort was made to centrally direct or coordinate them

throughout the Bureau and with the other agencnee mvolved in ]protecung the U S agamst :

The Bureau hlstorncally measuredl 1ts perferman%, toa 1arge extent, by the
_ number of criminals it arrested. While useful for traditional law enfc»rcement, where the -
~ primary objective is arrest and proseeuuon, this standard is under-inclusive as applied to
counterterrorism, where the primary objective is to neutralize terrorist threats, It only
captures that subset of terrorist threats that are neutralized by arresting terrorists and
‘prosecuting them with charges of criminal terrorism, It fails to capture the terrorist threalts
 we:neutralize through means other than formal terrorism prosecutiomts —suchas -
deportatron, detention, arrest on non-terrotism charges, seizure of financial assets, and the
sharing of information with foreign govemments for their use m takmg aetton agamst )
... -terrorists w1thm thelr borders. (U) :

" 4y . Amore useful measure is one we ]have used in orgamzed crime cases — the

number of dlsruptrons and dismantlements. This measure counts every time we —either
by ourselves or with our partners‘in the law enforcement and infelligence communities —
conduct an operation which disables, prevents, or interrupts terrorist fundraising,
recruiting, training, or opérational planning. Since September 11, 2001, the FBI has
participated in dozens of such operations, drsruptmg a wide vanety of domestrc and -
international terrornst undertakmgs. )

Whlle the. number of drsruptwns is srgmﬁcant, the most telhng measure oi our
progress is the manner in which we have conducted individual operations consistent with
our prevention mission. ‘The extent of our transformation is most clearly seen in the
approach we take when confronting specific terrorist threats. Qur approach to these
operations demonstrates the extent to which coordination and prevention through the
development of actronable intelligence have become our guiding opemuonal prmcl]ples

6]

. The September 11, 2001, terrorist attacks awakened all of us to the deadly threat
of modem terrorism and to the need for bold action, We in the FBI have undertaken that
. ‘bold action over the past-33 months. While there is still much work to be done, we have
made significant progress. With thiese efforts, and with the unwavering support of the
American people, we are conﬂdent that we will prevarl in our war against terrorism. (U)



spndﬁc RESPONSES TO OIG .RECOMMENDATIONS-
A, Ree«nmmendeﬁons related to the FlB]I’e amalyttllcal pregramm' (U)

g mmendaﬂog No. 1: Improve the lhtirﬂng, tralutng and n'etenﬂon of lmtelligence
analysts. O .
Response: The FBI has taken a mumber of nmeasurable steps to improve the hiring,
: trammg and retention of ana!ysts since the September 11 attacks )] :

o The FBI’s Omee of Intelligence OD); led by an Executlve Asﬂlstant Director who
. isacareer mtelhgence analyst in the U.S. Intelligence Community, has developed
..., arecruiting plan to ensure that the FBI actively recruits candidates with the'-
critical skills necessary to provide world-class intelligence analysis for the FBI's
mission. In September 2003, the Director approved the FBI's Human Talent for
_.Intelhgence Production Concept of Operations (CONOPS), which focuses on the
. recnunnenmt, hn’ing, developmemt, and trmnmg of nntelhgence analysts (U)

. '-Recrumnentll-hnng ]Prior to the. appmval of the Human Talent CONIOPS the F]BI
.did not have a recruitment effort specific to the intelligence analyst position. As
- .. ‘guch, intelligence analysts were not routinély part of recruitment teams. In i
- effort to ¢nsure the FBL is prepared to-meet emerging tecruitment. and hiring
;- priorities for intelligence analysts, the O selected intelligence ‘analysts (FBIHQ
. -and field)to.serve as intelligence analyst recruiters. The nntelligence analyst
- tecruiters attend events at colleges and umvermtles,, aswell as designated
conferences and. career fairs throughout the country. From October 2003 - April
2004, the FBI participated in more than 10 recruitient events and plans to
pamcipate in at least five additional events through Septembear 2004. (U)

. A marketmg plam was also mplemented to empplement the Imtellxgence Analyst
recruiting efforts. On February 8, 2004, an advertisement specific to the -
intelligence analyst position at the FBI was placed in the Washington Post, .
Washington Times, and the New York Times, and has since been re-advertised
several times. On February 9, 2004, the first press release addressing intelligence

- enalyst recruitment at the FBI was released by the FBI National Press Office

- Kkicking off an aggressive mtellhgence analyst hiring campaign, And, on February
17, 2004, the second press release was released featuring an interview with EAD
for Intellngence Maureen A. Baginski and two FBI Intelhgem.e Analysts. (U)

o * In 2004, the FBI revised its hiring procedures for Intelligence Analysts to moré
eﬁ‘ectlvely recruit and hire candidates with necessary critical skills. The new
system is a resume and weighted questlon-based system. The weighted questions

‘were developedl by a group of senior intelligence analysts and intelligence analyst

- managers under the direction of the EAD for Intelligence, and were designed to

" identify the most highly-qualified candidates at all entry grade levels. Aside from

dlrect recrullment into the mte]]xgence analyst posmon, the Ol is establishing -
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eduoation cooperaﬁve programs wherein ool!ege students would havean |

arrangement to work at the FBI and earn a four-year degree. Students mayv

alternate semesters of work with full-time study or may work in the summers m

- exchange for tuition assistance. The progtam targets students who intend to

complete & four-year degree in disciplines needed for FBI Imtelhgence Analyst
work to include: International Studies; Foreign Languages; Studies pertinent to

- specific geographic areas and cultures; Higtory; Economics; Business; Political

Science; Public Administration; Physical Sciencés; and Journalism, In addition to
financial assistance; students would benefit by obtaammg significant work
experience, and the FBI would benefit through an agreement by the student to

. continue working for the FBI for a penod of time upoit completmn of their
. educatlon. (U) : . \ B

' -College of Analyuc Studles Since Flsca]l Yeer 2002, the Colllege of Analytic
Studies (CAS) has-delivered 13 iterations of the Basic Intelligence Analysis

Course for neiwly hired analysts. In addition, through intelligence community
partnersh1ps and private vendors, the CAS has coordinated specialized training for

- . novice and expenenced FBI Intellhgence Analysts (8))

o 264 FBI Analysts have graduated from the College's sm-week Basm Intelhgence

Analyst Course snnce nts eatabhshment (3]

, - 655 FBI field and headquarters Analysts have attended specmuy courses on a

vanety of toplcs such as malytncal meﬂmds tools, and databascs O

1,389 FBI field and hieadquarters personnel (Analysts and Agents) have attended
: speclahzed counterterronsm courses oﬁemd in connmctnon with CIA Umverstty

(IJ)

’ ACES I: The Basic Intemgencc Analyst Course cunrentlly offered by the CAS is

being revised/updated. Upon completion of this effort the course will be re-titled:

Analytical Cadre Education Strategy I (ACES I) as outlmed in the Humian Talent

Conops. The ACES I course will incorporate seven core elements for 1ntelhgence
training for new agents and new analysts. Additionally the new course
curriculum teaches advanced analytic trade craft and practice, thinking and

' wntmg skills, resources, and field skills. An intermediate course entitled ACES i
is antlclpated in the future t]hat would target more expenenced analysts. (U)

| Mentonng Program The Ol is creaﬂ;mtg a career mentoring pmogram to prov1de

guidance and advice to Intelligence Analysts on the analytical career in the FBL.
Once implemented, all new Intelligence Ana.lysts (new to the position or new to
the FBI) will have a mentor to assist them. This program will be mplemented in.
calendar year 2004. (U) .

Eecommendation No. 2: Ensure effective managememt of analysts, {Y) |
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gespogse' The FBI agrees  that it mtnst do azll t\hm 1t can to ensure that its’ dethcated
Intelligence Anaﬂyats receive effective management support and direction. Since
September 11,2001, a number of changes have taken place to improve the management
 of Intelligence ‘Anialysts. The EAD-I and the OI have immediate program management
responsibility for the FBI’s analytical functions and produced, for the first titne, a

- comprehensive strategy for the enfire analytical arena, The Intelligence Analysts at the
FBI are key players in achlewng the FBI’s comprehensive mteﬂlhgenee strategy (U)

. The Ol issued supplementedl performance empectaﬁon guxdamee fos alt Intelhgenee
-~ Analysts, specﬂﬁnng expectations for the reports officer, operations specialist, and
~ all-source analyst work roles. This communication was intended notonlyto .

inform analysts as to the expectations, but also to keep supervisors informed as to
- the proper utilization of the Intelligence Analyst position. - : The OI has instructed
- ll'FBI field offices that Intelligence Analysts must repozrt thlroug‘ll the Fleld
’Inteliigence Gmup eham—of-eommamd (U)

‘e “The OF assumed adm:mstmuve control for all Intemgence Analysts on February 1,
2004. The Ol is responsible for establishing and executing standards for
_ recnutmg, hmng training, and devellopmg the FBI's intelligence analytic
workforce, as well as for hey.are. assigned to.operationak and field
_ divisions based on intelligence ]pnormes Operational and field divisions are
- responsible for day-to-day supervision-ofintelligence Analysts-and-for adhe-nng
' "-to standards for analyst developmemt esitablxshed by the OL (U) o

~ o Thisnew managememt model was umplemented by placing the section chiefs at
' Headquarters currently performing intelligence functions under the operational
‘control of the OL. Those section chiefs are rated by the appropriate official in OI
and reviewed by the Headquarters mves‘hgatlve division into Whlch ﬁhey are
N integrated. (9] , o

Recommendation No. 3: Requilre greater coordination and consulltation between the
opemﬂonal and analytical units. O :

Response:  The FBI aglrees that an exammantlon of the events surmundmg the -

~ September 11 aftacks showed a need for improvement in the coordination between
operations and analytic units. We believe coordination and consultation has dramatically

-improved. Consistent with the Director’s May 2002 announcement of the FBI Strategic
Focus, the Counterterrorism Division was reorganized to implement a threat-team
approach to better align the FBI's efforts fo prevent terrorism. The revised approach
moves away from a traditional hierarchical structure and separation between analytic and
operational functions and employs matm—management com.epts used in successful

- businesses and private’ orgamzanons and in government agencies. (U) :

The goal of the reon'gamzatlon was the implementation of an orgamzauonal

structure and concept of operations that empowers and enables the FBI to achieve the |
priority of protechng the United States from terrorist attack by faemtaung the flow of

_ | 20



mfonnatxon between operatxonal umts and then- analytlc counterpaxrts The FBI .
categorizes the cutrent threat as follows: Radical Fundamentalists, Global Extremists,

- and Domestic Terrorists. 'Additionally, & cross-cutting threat in ‘each of these areas is the .

terrorist acqmsmon of weapons of mass destruction (WMD) and the misuse of U S. and

 international monetary tules and procedlutes (U)

Usmg this threat-based. framework, the FBI stmctured the operatxons of the CTD

;alonlg a threat-team concept that organized the bulk of its investigative, financing, reports

and requirements, and analytical resources into three threat teams. The components of

" each threat team are co-located to facilitate day-to-day interactions and create synergy

~ -between the investigative and intelligence disciplines. The CTD Assistant Director and

Deputy Assistant Directors (DADs) jointly identify the investigative and analytic .

~ priorities, establish integrated operational and analytical objectives, and allocate CTD - - -
* resources for each team based on those priorities and objectives. The operattlonal o

ST

strategies agreed upon for each threat team have been disseminated to all FBI field ~
offices where they will guide field operational activities. The eomponents of each threat
team are co-located to-facilitate day-to-day mteraetmns and create synergy lbetween the '
mvestxgauve and mtellngenee dtsclplmes (U) :

" The Ofﬁce of Intelhgenee, meanwhlle, has establlislhed pnncnples within the

. Bmeam that information belongs to the Bureau rather than a single field office or

headquarter component ahd will be shared with all those with a legitimate need-to-}know

. The:Office of Inteltigence is also working with the Information Resources ] D1v1810n

develop the systems that will facilitate mfoma:hon sharmg )
Since the September 111 attacks the FBI’s Office of Intel}hgence has pubhshed a

Concept of Operations for. Intelligence Production and Use. ‘This publication guides the

FBTin the coordination of mtelhgence production. In general, the role of the operations

" components center on commenting on the accuracy of facts and the protectlon tobe -
- + afforded for sources and methods. The Executive Assistant Director for Inte]lhgenci’

the final arbiter in disagresments between operations and mtelhgence components in the

- production and dissemination of intelligence pmducts (U)

The FBI has put into place a number of other mechanisms that have vastly .
lmproved coordmanon between operatmons and amalytlc components These mclude V)

e 'I‘wme danly mtelhgence and operatlons briefings chaired by the Director and
attended by executives, lower-level managers, and line analysts from both the
‘operations and intelligence components of the investigative divisions, as well as
the Executive Assistant Director for Intelligence (EAD-][) and other OI managers.
- Coordination issues are discussed ard directions are given for both operations and
mtelhgence issues in connection with the prnonty tfnreats and important
) mvestlgatnons 'U)

o A daﬂy Intelhgence Productton Board (IPB) was established in August 2003. The |
IPB meets danly and i is chaired by the EAD-I. Representattves mclude senior



E managers, umt-level managers, amd hne amlysts frem the m1telligence
~components of all mvestlgaﬁve divisions. Coordination {ssues and: pmeess;es are
- discussed and resolved in these meetings in awcordanee with direetton prowded
‘ -"by the EAD-..(U) - .

o The Director has des1gnated the EAD-]I as ﬂhe FBI' 8 chief pohcy ofﬁclal for
- Intelligence and Information Sharing. In this capacity, the EAD-I has policy *
guthority to ensure the coordination recommended does indeed take place, and she
~ has,instituted a number of processes that have-significantly unproved coorclinatmn
o and consultatnon between eperauons and. analyuc units. )

B. Recommendlaﬁom related to the lFlISA pn‘ocess. )

nmendation 4° Ensnre adequmn];e tn'ainfmg ef IFBI emplloyees hnvelvedl inﬂle -
FISA process and counterterrorism nnatters. (U) .

‘ Mlmse' The lFBI is m agreement w:ith the 0][G’s reeommendauon to ensure
adequate trmmng to employees involved in the FISA process and counterterrorisin
matters and has developed a program to address these issues. The Counterterrorism

- Division (CTD) has made tremendous progress in: developing a training: program that
' enhances the FBT's ebihty to conduct-counterterrofism: mvwﬁgations that resultinthe

e proseeutlon of terrorists, distuption of terrotist organizations aid support networks, and

~ hasled to an increase in the overall contribution of iiitéHigence to'the U.S. Intelligence
Community and to senior policy1 makers in government. Training focuses on all aspects
of the FBI's response to the threat of terrorism, both domestically and abroad, which
- . includes international” terrorist groups and/or countries of interest; domestic terronsm, -
‘weapons of mass destruction, terrorist financing.operations, Foreign Intelligence -~
Survéillance Act, National Security Guidelines, Patriot Act, source development,
interview and interrogation techniques, rapid deployment, and digital and electronic
exploitation. The CTD ‘has developed this training through the identification of" subject
matter experts from within the FBI, other Government Ageneles and private contractors.
CTD has offered this training to FBI Special Agents and Analysts from both the field and
headquarters as well as to law enforcement personnel assigned to the Joint Terrorism
‘Task Forces (JTTF) throughout the country. ‘CTD has contributed sighificantly to the
courses developed by the College of Analytical Studies and the Central Intelligence
Agency University for FBI Analysts. These courses aim fo improve and enhance
analytical capability to quickly ascertain the rehablhty, implications, and details of
terrorist threats, and how threat-related mformatlon is dnssemmated to local, state; and
federal agencies. (U) : ;

CTD's pnmary focus is to mddress tthe most unmedJate training needs of the ]”BI's
wotkforce. CTD has been working with the Training Division, Office of Training -
Development, to create curricula which addresses the needs of Agents, Analysts and Task
Force Officers assigned to counterterrorism related matters. This curriculum based
approach begins with a basic understanding of the foundation of both domestic and
intérnational terrorism and expands to a specific approach to counterterrorism

mvestlgatlons and xmplementatlon of the CT investigative strategy In-service training
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bemg conducted on a regular basis mcludle‘ ltntematmnal ‘I‘erronsm Bahic Operauons, -
International Tesrorism Source Development, and Interview and Interrogation of lslamic
Extremists. These training cutricula are being developed to meet tﬁe needs of the FBI's
ever ehangmg coumtetten'onsm mission. (U) :

o CTD has dleveloped the course; "Cowntertm-onsm A Strate@c and Tacucal
Approach", to address the overwhelming demand for training of state and local law -
- énforcement officers engaged in counterterrorism related investigations through the JTTF.
_The core content of this trmmng emphasizes an understanding of administrative and.
opérational requirements in conducting terrorism investigations and operations. Course
 participants are briefed on a variety of international terrorist orgamzamons, Middle Bast
culture and mmd set; and are exposed to-concepts involwng assessment; recruitment and
,handhngof sources; surveillance methodology; mtemew/‘mtermgaﬁon problems; |
. techmques inherent in international terrorism matters; and-case management, -This course
*is presented reglonally and provides the law enforcement officers, assigned to wqu on
'the JTTF, a better understaniding of their vital role in the FBI's eountertexmnsm tmssmn
Twenty five itérations of ﬁhls course axre planmed fer this year (U) ‘

' L Thmughout FY03 CTD partlcipatedl in demgmng a new approach to teaclhmg
Ngw Agents during their four months of New Agent 'I‘mmmg (NAT) at the FBI Aeademy
e %e December 2002, a plan was designed to incorporate a counterterrorism (CT) and

. cquntenntelhgmee (CI) instructional block irito the NAT to include 110 hours of CT and

' Clinvestigative curriculum. The new instructional block is an approach to investigative
training which uses a Middle Eastern Criminal Enterprise (MECE) as a "thread" through
--thé&'entire session of New Agent Training.: The new CT and CI instructional block begins
with "basic investigative techniques" and culminates in "advance investigative

= téHhiques." Each basic and advanced instructional block i incorporates

mformant/cooperauve thnees/asset development as we]ll as. ﬁnanclal 1mvest1gat1ve
techniques. (U) .

o Conferences that have been cOordmat‘ned by CTD have targeted SACs, ASAGCs,
-SSAs, SAs, Analysts and JTTF Officers and have included Suicide Bomber Awareness,
Working Together in Counterterrorism (FBI/CIA coordination), Terrorist Financing,
Domestic Terrorism, Weapons of Mass Destruction, JTTF Annual Conference, and
Special Event Management. Individual course content is specifically designed to address
and meet the needs of a group's activities. Additional conferences are being scheduled to
address recurring issues on animal rights, eco-tenronsm, black separatists, domestic
_ terrorism fugitives and international terrotist groups of interest such as Hamas and Al
Qa'ida. CTD continues to support counterterrorism international training through the
International Law Bnforcement Academies (ILEA) and | provides instruction by the
Terrorist Fmancmg Operatlons Sectlon to the F]B][‘s law enforcement partners world wide.

©)
The FBI’s Office of Trammg and Development, in eoordmauon with the

Counterintelligence Division, Counterterrorism Division, and the National Security Law
Branch (NSLB), Office of the General Counsel (OGC), has prepared amd disseminated



Bureau-mde a FISA/Foreign Intelhgence/Coumermtelligemce/Counwrtemndm .
interactive "Distance Learning Program" for New Agents and all other FBI personnel
assigned FCY/IT responsibilitiés. . The course'is entitled "FISA. and Information Shating:
Their Tmpact on Investigations" and covers the following topics: Handling Classified
Information; Sharing Investigative Information with the Intelligence Community; FISA
Requirements and Process; and Sharing Intelligence with Progecutors as pei' the March 6,
2002 Procedures. The course provides the user with a foundation on information sharing
and its impact on mvestlgations, the handhng and safeguarding of clussified material, and
the FISA administrative process. :All agents and analysts working on counterterrotism or
, counterintelligence mvestlgatlons are required to take this distance lc:arnmg course It is
accessible to all employees through thé Virtual Academy, the FBI's Learning
. .Management System, The CTD and the Office of Training and Developiment hav«u also
worked with the FBI's Virtual Academy pr@gram to develop an onhme oontent R
addressmg the Paﬂ‘tot Ast.. (U) =

S addmon to the dlmnce learmng course, each of’ the 56 ﬁelld divisions have
conidiicted 2-days of "hands-on" FISA training.- Instructional teams are appointed by the
.cognizant Assistant Special Agent in Charge (ASAC) and consist of an Assistant Umted :

States Attorney (AUSA), the Chief Division Counsel (CDC), a squiad supérvisor, and a

Central Intelligence Agency (CIA) representative. Where possible, Office of Intelligence
: Pohcy gnd Review. (OIPR), Department of Justice (DOJ)-and FBI Headquarters personnel
-supplemented the instructional teams, The two-day:curriculum covered the entire FISA

- PTOCESS, mcludmg the initiation of FISA requests, minimization-procedures; and the -
rencwal process, These trammg sessions lbegan in Ju]ly, 2003 amd contmuedl through

November 2003.(U)." . - ,

: Addltlonally, NSLB asmgned two lawyers to suppmt the Comntertemansm
Division’s National Security Programs Operamnal Training Unit (OTU) at the FBI
Academy. OTU has expanded all New Agent training to include Formgu :
Counterintelligence and Counterterrorism mstructlom. That ttammg is prov1ded by OTU
and NSLB personnel. (U) : o

. - NSLB also conducts Jomt-trammg w1th OIPR, DOJ iin selectead ﬁeld divisions at
least once a month. In addition to six-hours of classroom instruction, several days are
spent rev1ewmg current and, closed FISA cases with the assigned case agents and thelr

supervisors. (U)

NSLB ﬁlrther prowdes FISA mstruchon fcnr all Forelgn Countenntemgence(FCI)/ ‘
Counterintelligence (CI)/Intematlomal Terrorism (IT) In-Service classes'conducted at the
FBI Academy. This training is conducted for more experienced FBI personnel (including
ASACs, Chief Division Counsel, - Special Agents, Intelligence Operations Specialists,
Intelligence Research Specialists and other support personnel) who are now assigned
FCI/CI/IT matters, and for personnel who are transitioning to those assign'xmnts (9)

NSLB also prowdes FISA mstrucuon to'all FBIHQ operatlonal units as additional
* FCICINT resources are assigned. NSLB has & newly-created Natlomd Secumy Pohcy

(
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and Tmmmg Law Umt wmch, when ﬂlﬂy-staffed wxll assume broad u'aining o
responslblhtles for both FBIHQ and ﬁeld dlvnslon fcrammg in FISA and related matters,

o

The C’]I'D and the FBI’s Office of General Counsel, Neuonel Secunty Law ,
Branch, have worked to provide national security training to field Supervisors and ASAC
8 at Départment of Justice National Security Training Conferences held at the Department
of Justice's National Advocacy Center. - The NSLB assigned several attorneys as -

* instructors to support the conferences which were conducted at the National Advocaey
Center (NAC), DOJ, in Columbis; SC. ‘The conferences were four days in Iengm. This
conference was-developed to address the overwhelmmg concem regarding revisions to

- .- the National Security Inveshgative Guidelines and mpﬂetnenwtlon of the Foreign

Intelligence Surveillance Act (FISA). The first conference was held beginning on Msy 6,
~2003. A total of six such conferences were conducted at the NAC during the summer
‘months; and two confererices were held at Fort Belvoir, Virginia in September 2003, The
attendees were SACs, Chief Division Counsel, Special Agents, Assistant United States .
Attorneys, and the attorneys assigned to the Office of Intelligence Policy and Review,
-DOJ, who were also providing instruction. The curriculum included instruction on the.
mission and organization of the Intelllngence Commumty, an overview of the Foreign -
Intelligence Surveillance Act, information sharing, coordination between intelligence amd
" law-enforcement components, foreign intelligence and counterintelligence collection
 tools; the use of FISA information in support of criminal litigation, and practical and

tactical declslon-makmg ‘The conferences also included a day-long, problem-solvmg

exerviso, conducted in individual "breakout” sectlons, to reiniforce the teachung obj ectives
- ofthe conference (U) .

. TheCTD also helda natlonal secunty conference w1th the DOI to train both
Agents and Analysts on information sharing and coordination betwesn the Intelhgtmce

. Community and law enforcement; FISA; foreign iritelligence and foreign

coxmtenntelhgence investigations and collection tools; and the Patriot Act. Based on the
~guctess of both conferences, CTD implemented and developed a regional training course

" to guide all 56 Field Divisions on the Attorney Genelral Guldelmes for National Sevunty
Investlgatlons and the FISA process. (U)

The Counten'mtellngence lLaw Unit in NSL]B routinely participates.in country-
specific conferences that Counterintelligence Division units sponsor (usually on a yearly
" basis). The topics taught by NSLB mclude the National Sevunty Gundehnes and the FISA

process. (U)

~ Before 09/ 11, NSLB (then the National Security ]LaWUnit) pmvided extensive
training at FBI conferences held annually for Chief Division Counsel (FBI Agent
attorneys in the field divisions), including one such session which was funded by the
Counterterrorism Section and devoted entirely to mttelhgence law issues. Additionally,
NSLU provided mtelhgence law training for Chief Division Counsel at three regional
training conferences in 1996 and 1997 which focused entirely on intelligence law i issues.



'NSLU also routmely provided mtelligence law tra1mng at oonferences aponsored loy thc :
Counterberronsm Sectnon (IU) L . _

: NSLB also Iprovxdes FISA training and gmdance via penodlc commumcauons
disseminated to all divisions: e.g., NSLB guidance entitled “Intelligence Sharing -

~ Procedures for Foreign Intelligence and Foreign Counterintelligence Invesugauoms
Conducted by the FBI” which was dlssemmated to all field dms:ons in November 2002.

((9)] -

" NSLBralso mamtains the OGC Intranet (avmlable to HQ and all ﬁeId chwsnons)
Recent instruction included specific guidance on information sharing, The NSLB
-website also features an on-hne, downloaddble “brochure’ * enutled “How Do I Get a
FISA?" © | o |

o With regard to FY04 trammg, CTJD wﬂl contmue to develop nnd mplement
. trdining and conferences for Agents Analysts, ] JTTF members, and state and local law

* enforcement. Furthérmore, we are in the developmental stages of introdicing, with the

Office of Intelligence, an Analyst Handbook to further the missionof CTD and .

introducing new curriculum to frain Reports Officers (RO). The Reports Tradecraft
course provides the foundation for new ROs assigned to counterterrorism matters in. -
which théy will be trained on various intelligerice collection management: topiesto -~ .
include the FBI Intelhgence Collection Cycle; identifying intelligence; dissemination of
intelligence while protecting sources, methods and mveshgaﬁons, and- wmmg :
mtellxgence mformahon repotts () A

CTD has developed a Counterterronsm Training Track to address the most
immediate educational needs of Agents, Analysts, and JTTF.Officers assigned to-
counterterrorism related maiters, starting with a basic understanding of terrorist
opetations and movmg onto mtermedlate and more advanced levels. (U)

Specific courses demgned for the Basic level of h'ammg for Agents Analysts, -and J TTF o
Ofﬁoers include: (U) - :
¢ Hitemnational Terronsm Basic Operatlons - apprommately 85(]l trained. (8)]
o International Terrorism Source Development — approximately 300 trained. (U)
Counterterrorism: A Strategnc and Tactical Appmaeh— approxxmately 210 plus 50
: _'mstructors trained. (U). ‘
-o . Domestic Tetrorism — apprommately 39 tramed. O .
o Middle Bastern Culture/ISLAM 101 - online course (U) S
e CT Training for State and Local Law Enforcement — 130 Agents trained as
instructors for 26,880 law enforcement officers.(U)
o The College of Analytlcal Studies offers a series of courses f01 analysts that
- support the CT mission - apprommately 250 I:ramed (U) x

Courses designed for the mtearmedmte level mclude (U) :
» IT Interview and Intéerrogation — et mtermedlate course for summer 2004 for 40
agents. )
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¢ Specialty: toplcs mcludmg courses on the Ambnan lPenmmla and Hamas -
- approximately 100 trained, Uy -
o CTD works in- collaboranon with the CIA Umversxty offering specxalty courses
* mainly focused on WMD issues — approximately 22 trained. )
Digital and Electronic Evidence Exploitation — approximately 80 trained. ('U) :
Internet and Email Communications Investigation — approximately 40 trained. (U)
Suicide Bomber Awareness Training — apparoxmately 320 trained. (U)

' -Comrses demgned for the advanced level include: ')

o Interview and Intemogatlom Teclhmques— 19 agents trained at the advanced Ievel in
. Israel (Uy .~
- Development dnd Handhng of ]Islanrnc Extremist Sources 39 agents trained at
- the advanced level. (U) f

The FBI's Senior Executive Servnce persommel are going. through an executive:

* development program that was created in partnership with the Kellogg School of

Management, one of the coumtry’s leading business schools. In an ‘inténsive oné-week
course, FBI executives receive gmdance on managing change, with a particular focus on '

the FBY's transition to new intelligence, investigative, and case management processes.
"As of February 13, 2004, 260 FBI executive managers have complemd the mnmng
mcludmg 12 Assistant Directors and 54 SACs. (U)

* The following chart depi"c_ts the mthﬁsm Division projected training for FY2005:
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COUNTERTERROR]ISM TRAIJNWG STA']FUS ]FOR FYZMS

co'mc'

, TA]RGET ‘LEVEL | D'URATION P]RDJECTEDNEEDS
COURSES _ : AUDIENCE L ; ‘
 MECultue | . All Agents, BASIC | 34Hows | lmmineit Leunch
"~ Online Analysts, JTTF A : . ' Eventually add Intermediate
‘ Members level N
- ‘ — __Use asmodelforOn!me E
 ITBasic | S0 - BASIC | ‘Bveryother * |  Reviee . |
- Operations Agents Month- Goals/Objectives/Curricula -
_ 1 rn._AFpa.lysts 4 . for- Aligﬁ witthmpetencies
| rrTPRegionat | 35 BASIC | OnceMonthfor | ©  CurrioulinUpdate . |
CT: A Strategic | ~ Agents : : | Sdays " Ramp up, to Intermediate Level -
- &Tactical - |° Analysts B e : . InstmeorDevelopmuent
S o . .' o e EvalluahonlAlxgnwnh
IT Source | 35 g BAS][C/ ' Onanmonﬂl S Modxfyonce o
Development |~ Agents * Intermediate.- for Imterviewﬂntetrogattonlmgms
-Seminar . Amalysts | -l :3days Alngn wiﬂzCompebenmes
. JTTF Members | .
interview& | 20 | nfermiediats | Onoc/quarter | Two Pilots offored in Julysnd
Interrogation Agents “For - August 2004,
S : Sdays - Bvaluation/Modify
Aggm w1th Congpetencies
Interview & 10 Advanced | Twice per Year |  First Pilot offered FY 2005
Interrogation Agents _ For . Align with Comipetencies -
o ~* (highly . (including 10days Status of Isreeli training
selective) Israeli) Ongoing Course Develop
Specialty 35 Tntermedizte . | AsNeeded | Align with Competencics
1 Groups Agents To Advanced Basis o
| Seminars: Analysts for
Hamas J']['TF Members 2 5 days
AlQaeda

Hizballah

"Future Courses in Deve]lopmemt‘
¢ Overseas Deployment — Survival Training for Overseas Deplovments m hostile
environments (U) -
‘o Analysts Trannng Support ]Reports Officer Trammg at least once per quarter/2.5
days (U) -
o ASAC/SSA Tralmng FBI/CIA Pa.tmersh1p, peclﬁc Topics, Operauons and

' Management Guest Speakers for HQs once/month. (U) |

'Ilmwx
P
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o '~On1me Courses Identlfy whlch course umformatmn adapts easily to onlme
: Virtual Academy sponsored by the Training Division. @
° WMD and other speclﬁc Intematwnall Tetmnst Group Coumerterronsm Tralmng :

Recommendgﬂom Ng : FBI Attolmeys should be better mlteglrmted inﬂ:o
' coumterterrorlsm investigations. (U) o

3 !2 ge_monse; After 9/11, the Natlonal Secunty Law anch (N‘S]LB) was restmctuured

8o as to mirror the operb.uonat structure of FBI Hetsdlquaﬂers Reflecting the operattonal

. division between the Counterterrorism Division (CTD), the. Counterinteltigence Division
(CD), and the Cyber Division, three units were established within NSLB — two to haridle

counterterrorism matters (Counterterrorism Law Units (CTLU) I and IT), and one unit to

handle countenntellhgence and cyber matters (Coumtermtelhgence Law Unit (CILU)). (A

fourth unit has recently been established to focus upon policy and training issues.)

Within each of the three operatwnally-focmsed NSLB units, the attorneys are ass1gned to

particular units or sections within CTD, CD or Cyber. Further, with regard to

~ International Terrorism Sections I and Hof CTD NSLB has assxgned two attomeys to be

. co-located in chent space (U)

. ?f : Thus wmrh 1rh.e msmgnment of an attomey to each of the operautlonal units or
o seouons, there is routine contact between agent, analyst and attorney on legal issues that
arise, “With regard to review of FISAs, NSLB attorneys have specxﬁc and focused
knowledge of the targets for which their unit or section is seekmg to initiate or renew

o coverage. At the point of initiation, the attorney is responsible for reviewing and
... approving the initiation submitted to him by his client, the operational unit. Any

subsequent issues conterning that FISA which come to the-attention of the operational
unit with responsibility for the package is then routed to the attorney assigned that unit.

The long-term result of this arrangement is an increased familiarity bétween client and
- counsel, and &n improved working relahonshlp A sense of trust and purpose develops -
between the parties which greatly increases the likelihood that legal assistance will in fact
be sought when it is necessary, and it increases the effectiveness of the attorney in
respondmg to requests for legal assistance. ‘Furthermore, the historic knowledge that the
attorney gains by being assigned to a particular unit also increases his. effectiveness,
inasmuch as he has both present and past farhiliarity not om]ly with the particular
investigation that is the subject of the legal request, but w1th relalted investigations and
the subject matter in general (U) '

: ~ The creation of new umts within NSLB thh have spec1ﬁc responmblhtles for
CTD, CD and Cyber units and sections has also increased contact with the field. NSLB
attorneys have the opportunity for increased interaction with the field agents who are
handling the investigations that are being supemsecl by the substantwe units to which the
attorneys are ass1gne¢ Recognizing that it is often the field office that will have
questions requiring an immediate response or information needed by the NSLB attorney,
particularly if the issue is the sufficiency or completeness of a request for FISA initiation,
the NSLB attorney and the field agents have refined their working relationship, whereby



the NSLB attomey knows whom to turn to get answers to his questmns, and the ﬁcal&
agents know whom to seek out in order to resolve legal i iss! ueg. (Uy =~ -

. ~ Additionally, in the near future, NSLB will be further mtegrated w1t1h the
o Counterterronsm Division operattonal units due to the planned move to new ofﬁce space
-~ in Tysons Corner, Virginia. The FBI, CIA, DOJ, and other agencles of the U.S. -
Intelligence Community will be co-located for the first time in large numbers in a single
~ facility. At present, a total of 20 NSLB attoreys are expected to moveto thenew - -
"~ facility in Virginia. We expect that this move will result in the total mtegration of NSLB
attorneys mto comterterronsm mvesttgahons (U) '

endation 'o 6 : Ensure closexr ecnnsmlltation betweelm the IFBI amd OIPR,
parﬂcularly on’ importaut or nmusua[ cases. (U) .

A ise: The FBIisin agreement w1th 0IG's reaommamdau«om to coordmate clos.er
with OIPR, ‘and has taken steps to.ensure that this is accomplished.- In mid 2003, the
‘CTD’s International Terrorism Operations Section I (ITOS I) initiated bi-weekly
: operauonalmeetnngswnthrepresentauves from DOJ OIPR and DOJ-CTS to ensurethat
Call operauonal and administrative facets of (1) ongoing criminal prosecuhons in the field
and (2) ongoing intelligence operations coordinated through OIPR, were in sync. - -
Attendees at the weekly meeting include the ITOS I Section Chief or Assistant Section -
_ Chief, each of the four ITOS.I Unit Chiefs or. their. represcutatives, and representatives
" from CTS and OIPR. During the meeting all entitics field and ask questions, resolving .
- most issues in the room.- TyplcaI issues include the status of high-visibility investigations
in the field, the status of pendmg requ&sts with OIFR, and the status of DOJ requests of
FBI Field Dmswns on'those i tssuw under the pmgram management of ITOS L )

'ITOS I repr&sentatlves were also heawﬂy involved it the writing of the FISA

. Tieritig system which provides a vehicle for FBI/OIPR prioritization of FISA. -

. applications awaiting presentation to the FISC. In light of ITOS I's large percentage of
overall USIC FISA spplications, Section members hold a wealth of erpenence in F][SA

matters and wete able to contribute significantly. (U) - ,

. In May, 2004 CTD ITOSI mcommemded and mmated hostmg of a weekly
meeting with OIPR strictly for discussion on the status of pending and active FISA
applications. This meeting does not discuss operational issues and is held separate. and
distinct from thie weekly operational meeting. -As of June 2004, all FBI entities involved
with presenting FISA applications to the FISC were in routine attendance and the ITOS I
tracking system used internally for the section was modified and adopted for overall FBI
use. At this meeting OIPR and the FBI balaice the list of pending FISC appllcauons
through discussion of the last week’s docket, any emergency FISAs taken to court but not
yet included in any datdbase, and FISA withdrawals. This combination of weekly
- meetings, the FISA Tier System, and the FISA Tracking System have resulted in closer
coordination between the FBI and OIPR. (U)

: In addmon, there i is regular and significant conSultatmn between the FBI and the
OIPR concemmg issues that arise with regard to the mmatlon and renewal of Foreign

.ll'llﬂ . 30.



Intelhgence Survelllance Court (FISC)-authonzedk electromc survenlllancﬁ and physlcak

search packages, Standard Minimization Procedures, mterpreatation of the FISA statute,
and mynad other matters. More specifically, there are blweekly mu,eungs between OIPR
supervisors and National Security Law Branch (NSLB) supervisors, including the
General Counsel, and the CIA. There are also biweekly meetings on FISA igsues
between OIPR, NSLB, and the Office of the Deputy Aftorney General.- Moreover,
impromptu meetings between supervisors of OIPR and NSLB, as well as. meetings A
between line attorneys, are held almost daily. At present, there is regular and routine

. dlalogue between the FBI and OIPR, at alt fevels, on mportam and unusus! cases. (U}

. On Apnl 5, 2004 the A(rtomey Gemexral dlrected OIPR andﬂne FBIto mplement
certain changes in the FISA process. This included the assignment of five NSLB

. attorneys to begm fulﬂ-nme one-year assignments to the "International Terrorism

Opmtlons Section I FISA Task Force" at FBIHQ to address pending requests for FISA

~ coverage. Additionally, a total of 10 more NSLB attorneys will be assigned (some have

already begun the assignment) to work full-time on the FISA process within QIPR's chain

- of command and under OIPR supervision for a period of one year. This assignment of -
- attorneys has been beneficial in further integrating FBI attorneys into counterterrorism:
- operations (addressed in recommendation #5). Overall, NSLB believes that the | ‘
- assignment of FBI attorneys will not only alleviate immediate OIPR staffing shortages,
o ~but w:ll also setve to strengthen closer workmg relations between the FBI and OIPR. (U)

gl e
xxxxxxx

C. Remmmemdaﬁoms related to the FB][’s iimiteractions witlh the ][ntelligence

Community: (V).

- __Reeomm‘endatnon Ne. T Ensmre éffeéﬁve management of FBI detatlees. W)

The FBI is in agreement that the O][G’s recommendatlon to provide effective

“management to the employees detailed to the CIA’s Counter-Terrorism Center (CTC).

The FBI's Counterterrorism Division currently has one SES level manager, three GS-15

~ Supervisors, six GS-14 Supetvisors and three Intelligence Analysts detailed to five CIA

departments, including the Current Action Staff. All the CTD detailees are supervised
through both the FBI and CIA chain of command for the specific department they.are .
detailed, with the SES manager being their ultimate rating official. Each detailee has

been made aware of their duties and responsibilities within their specified area of

operation and this has been documented accordingly. In addition, all CTD detailees
asmgned to the CTC meet daily with the SES manager, and the GS-15 Supervxsors meet
again in the afternoon with the SES manager ‘to prepare for the DCI's evening brief ﬁnﬂm

< The FBI has -deter-mmed that‘thg cu'Jrrent performance plans.for the GS-15 A
Supervisor, GS-14 Supegvisor and the Intelligence Analysts are sufficiently inclusive to
adequately reflect the critical elements of the job being performed by the individual

(detailee. As stated above, the FBI SES manager detailed to CTC serves as the rating or

reviewing official as appropriate. CIA manager input is also solicited for the annual

~ Performance Appraisal and semi-annual Performance Update. ‘It should be noted that the
- SES manager at CTC does not have direct report authority to those FBI employees

SR .
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detuled to CIA-F]NO These detallees are supemsed by the Terromsm Fmancing .
Operations Section (TFOS) within CTJD The SES manager does ensure, however, that
these employees are included in all me end provndes necessary gtndanee and '
'support while they are detaﬂ[ed tcr FINO :

'Recomme daﬁen No., 8s Ensure FBI emnpleyees wlno ﬁmteraet wﬁtth other lntellligenee
.agencies better understtand their n'e]pommg proc«esses. (U) ' _ .

Response: The FBI agrees that FBI em;[ployees rieed a better un&erstandmg of the .
* reporting processes and ¢apabilities of other U.S. Intelligence Communities, and it has
taken, and will continue to take, steps to achieve this understanding across the FBI. The
FBI does believe, however, that U.S. Intelligénce Community agencies interacting with
the FBI have an obligation to independently enisure that the FBI is fully informed about.
their. repomng streams and alt of the available informatmm that they possess about
pressmg threat igsucs and mvesttgauons ((8)]

2 Smce September 11, 2001, the FBI has esta]bhshed a number of procedires and
guidance directives to instill a better underetamdmg of US. ][ntelhgence Commumty
reportmg proceeses These mclude - _ - _

‘e The BAD-1 has informed the heads of all° Fﬁ@ld Oﬁlces that u.s: In“telhgem'e
 ‘Community personnel who operate jointly with FBI Agents and analysts in the
field must operaté under the chain of command of the Field Intelligence Group in
each Field Office. In this way, FBI persorinel who have developed an expertise in .
intelligence matters can most effectively interact with U.S. Intelligence ‘
- Community personnel. The respective: agencies will be mtlmately famlhar wuh
- each: other’s reporting processes and othercapabilities: (U)

o In afldition, the training curriculums for both New Agents a.ndl Intelhgence _
' Analysts is being revised to improve the knowledge that FBI employees have
~about U.S. Intelhgence Cemmumty agencles, their roles, capalbﬂmes, and b'asxc
pmcesses o

. 'The Ofﬁce of Intelhgence has posted a glossary of the various types of ,
intelligence repotts produced by the U.S. Tnielhgence Commuumty on its FBI
mtranet website. (U). -

4  Asenior CIA official has been detailed to the FBI’s Oountertenonsm Dmsmn to
. enhance the FBI’s knowledge of CIA counterterrorism operations and improve
coordination. This official attends the daily briefings described earlier, where he
discusses key CIA reportmg streams and coordinates reporting exchange between
the two agencies. (U) , .



| intellllgence lnformatiom recelved fmm mﬁ'ormal brleﬂngs by other intelllgence
agencﬁes (U) . ‘

Resn g' -The FBI has taken this recommendation under advnsemcent inits

. continuing developmerit of mtelligence policies and procedurres “We note, however, that
at the time of the verbal briefings by the CIA on Mihdhar around the time.of the -
millennium threat, FBI policies to record this information did exist, They penmntted tha

 recording of this information by the FBF employee(s) in an Electronic Communication

: ,,(EC), classified appmpmatefy, and directed to the relevant file(s). Uy

Recommggdatk_g No« : Ensure that the IF'BM’s ﬁlmformamn ttechmmlogy systems
.allow FBI employees to more readily recelve; use, amd dﬂissemﬁmate ilnighly elassﬂﬂﬂt

information.- (U)

, The FBI hasa responsﬂnhty to tlne mwtﬁon, IC Federal, State andl Local ﬂaw o
mfowement to disseminate information and to do so is an inherent part of its mission. . .
Sharing FBI information will be the rule; filtering the information will be the excephont, o

" . where sharing is legally or proceduranly unacceptable. The FBI will déliver its
e mformahon thmugTh the systems the FBI aud its customers arid paﬁners use. (U)

P The FBI is connected to the rest of the U.S. Intellxgemc@ Commmmty at the Top
Secret (TS) Sensitive Compartmented Information (sCh level via thenew SCI- .
- .Operational Network (SCION). The SCION plmj was i initiated in September, 2001,
" and has'met all schedule, budget and perfo requirements. SCION connects to the
] i ‘m \“‘t‘ .\ H\il T 'i‘.
j [

SCION is curremtly available to over 1000 users at FBI Headquartelrs, and. 1he FBI -
has initiated a pitot deployment project to the following Field Offices: New York, Bostom, '
and Kansas City. The planisto dehvexr SCION to all FBI Field Ofﬁces, as funding -
becomes available, Limited access to Intelink from other Field Offices is available
through the old FBI Infelligence Infonmation System Network (IISNET). - Most of the
Field Offices have two workstations which have a connection to FBI headquarters. These

_workstations. are inadequate and difficult to use, and they are located in small Secure

‘Compartmented Information Facilities (SCIF) that are not in the agent or analyst work
areas. An impediment to field expansion of SCION is the lack of SCIF space for the Field -
Intelhgence Groups (FKGs) and the Jomt Terronsm Task Forces (JTTFs) peisonnel. (U)



' Access to the mtelhgenee and homeland seeunty commumtles at the SECRET
level is provided via the Department of Defense SECRET Internet Protocol Router
Network (SIPRNBT) which provides the communications backbone.to. INTELINK-
~ Secret. Our goal is to provide SIPRNET/INTELINK-Secret access through secure
dynamic virtual private networks to all FBI workstations in the near future. Today you
cannot directly access any external networks from the FBINET and only limited batch
transactions through secure guards are permitted. The Anti-Drug Network (ADNET)
rides the SIPRNET communications backbone and provides terminals and access as'a -
vehicle for the domestic excﬁnnge of mtelhgenoe on anti-drug efforts. SIPRNET is also '
used to support the Terrorist Bxplosive Device Analysis Center, the National Vlrtual
- Translstion Center, and the Forelgn Tetrorism Tracking' Task Force. (i,

In the area of orgamzat:onal message traffic. for dlss;emmeuon of official -
mfonnetlon and taskmgs to other ageneﬁes, the FBI has just ;mplemented 1ts new FJBI
- System (DMS) The FBI is the first cmhan agency to opemte the classlﬁed DMS. .

FAMS will provide on-line message creation, review, and search eapaluhtlee to. eveu'yone ,
‘connected to FBINET. 'FAMS gives us the capability to, send and receive critical - -
' ,‘orgmwauonalmeesage&afﬁetoanyofﬂle 40,000*- addresses on DMS or Antomated
Digital Network (AUTODIN). The TS/SCI version of FAMS is currently in testing and a
-will provide the same capability to; ‘everyone ot :SCION.or: HSNﬂMw the-end of this year.
- The FBI's implementation‘of the DMS ‘will provide writer-to-reader secure e-mail to .
. internal and external users. Within the government; DMS-wilk-réplace AUTODIN and a
- diverse array of e-mail’ systems cutrently in use throughout the Department of Defense
- and Intelligence Agencies. Inits final form, DMS will-beconie the. govemment‘s global
© . secure e-mml systent. It will provule cemﬁe(l mtemperabmty of various eonnnercially

users. The system v will 1perm1t muiltl‘medla nttachments to mnessages amd provxde enn~to- o
end security.(U) ' o ,

‘ In the ared of connecmmy for data pmducts the FB][ mjust begnmng to S
implement our - initial. programs for data marts as part of the Intellhgenee Community: - ;.
System for Information:Sharing (ICSIS). Current FBI intell e products in the form. . .
of Intelligence bulletins, Initelligencé Assessments, and IIRs’ ate being published'on FBI
web sites connected to SIPRNET aiid JWICS. The first FBI TS/SCIIC Data Mart

: (ICDM) is currently in development and should be on line by the end of 2004. The FBI]
Chief Information Officer is also working with the Department of Justice on interfaces = -
between ICSIS and the Law Enforcement Information Shaung initiative and with the FBI
Criminal Justice Information Services (CJIS) Division to increase the sharing of - ’
intelligence related mformatlon ﬂ'om and to state and local officials. (U)

: The FBI is currently deploying the SECRET versions of FAMS, whmh uses DMS '
and secure Outlook like e-mail for organizational messages, so-that our analysts and
reports officers can send and receive timely intelligence with other agencies in nearreal -
~ time. The FBI is also working on a digital production capability for IIRs using extended -

markup language (XML) that will mterfaee with FAMS and support on—lme dlgltal



3 production of nntelhgence reports The FBI is applymg XMI. data standards and 1netar~
 data tagging to facilitate the exchange of information with the intelligence community,
 The FBI is also applying new security technology to deploy a Protection Level 3 Dats

- Mart capabnhty with discretionary access controls and Public Key Infrastruoture s
 certificates in support of closed Community of Intetests which will permit secure shmng
of our most sensitive data with tristed members of other agenciés. The FBIis also
investigating the use of secure one way transfers to move information between: semmty
domains and to permit all-source mtellhgence analysis. The use of next-gemeratmm, ,
¢ommunity High Assurance Guards is being plarned to provxdla for the two-way hransfezr
on critical intelligence between security domains. “Secure wirelegs connectivity and
“Virtual Private Networks are also being looked at to provide increased access to
intelligence to deployed personnel. The FBI is also startmg to use On-line, deskfop
-collaboration tools such as Info Work Space which is the foundation for the Intenlgence
Commumty Coﬂaboratlon Porta]l to increase inte]lhlgence collabomtmn. (U) o

The FBI plans to-use addmonal systems as the fbumdauon for addxuana]l mfomnatlon
-shanng with the IC, Federal State and Local entities. (U) »

The CJIS National Data Exchange (NDEX) has plans for developmg asystems
apwach to the operation, and maintenance of several interconnected IT .and supporting:

" telecommunications systems including Law Enforcement On-line (LEQ) and CJIS WAN.

- The NDEX is to be a repository of national indices and a pointer system for

" &tateflocal/federal and inter-governmental law enforcement entities. ‘The NDEx will also

~be.a fusion point for the correlation of nauonally-b ased crmtmnal Jusinlce information with .
ceﬁmn natiohal secunftydata (U) - . S

“r

'Law Enforcement On-Line provides web-based communications to the law

| . eﬁforcement community to exchange information, conduct ori-line education programs, and

participate in professional special interest and topically focused dxallog The system has been
operational since 1995 and presently serving about 30,000 usérs. LEQ has secure =
connectivity to the Regional Infermation S]harmg Systems network (riss.net). The FBI
Intelhgence produots are disseminated weekly via LEO to over 17,000 law enforcement
agencies and fo 60 federal agencies, and providing information about terrorism, criminal and
‘cyber threats to patrol officers and other local law enforcement personmel who have direct
daily contacts with the general pubhc The FBI plans to enhance LEO for robust, high-
availability operation. The FBI will use the enhanced LEO as the primary channel for
sensitive but unclassified communications with other federal, state and local agencies. LEQ

" and the Department of Homeland Secm-mes J omnt ]Regmnal Informafuon Exchange System

‘ (JRHBS) will be interoperable. (U) .

The Investlgatlve Data Warchouse (]]DW) is followmg a mulhple—phased approach to
quickly provide support to FBI investigators, and Task Force members in the form ofa
spirally-developed operational prototype system, the Secure Counterterrorisin Operational
Prototype Environment (SCOPE). The enterpnse system which builds upon SCOPE is the
IDW.system; the full deployment of IDW is scheduled for December 2004; The IDW will

ape | 3
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- help meet the Iaw enforcement and the IC need for rap1d, secure, deipendable mdoxed data |
,and will prowdo data mmnxg access to FBI invesﬁgatwo fites. (U)

' The Multi-agency Informatlon Shwmng Imtlatlve is nntondedl t’o enable Fodml, state,

and local law enforcement ¢ agencies to ghare regional mvesugamwe files and provide, powerful -
“tools for cross-file analyses. A proof-of-ooncopt effort is underway in St. Louis; additional

demonstration sites are being planined. The goal of the demonstrations is to (1) show the
value of sharing inivestigative data which can be analyzed by modern software tools; and (2) -
help define technical and organizational ap]proaohes for regional shared systems. -Final
decisions about deploymerit of the MIS will be based on the results of the demonstrations and
 the department wide plai for law enfo:rcement mfomatxon sha.nng bemg developed by the
Department of Justloe (U) . _ _

' Withi the oreatxon of the. Oﬁice of Imtelllngemce at me FBI, eoch FBI ﬁeld oﬁﬁoe has .
estabhshed a Field l[ntelhgemce Group (FIG). It is the responsibility of these FIGS to manage,
execute and maintain the FBI's intelligence functions within the FBI. FIG personne] have -

- roufine access to TS and SCI information so ﬂhey will be able to receive, analyze, review-and
recommend sharing this information with entities within the FBI as well as our customers

- and pa:rtners w1tbm the Intelhgence and La.w eumforcememt communities. (U))

-eoonnnendaﬁon ' 0. 11: Ensmn'e ap]pn'oprimte ;p}hysicall infrmstmctnre in FBI iﬁeldl
. oﬂ'ices to ]nandle hlghly classi[ﬁed Mormﬁon (IU) Ce

: TheFBIagreesmth theendauonsmdhasmken stepsto address the&ssue ’l‘o
. address the Bureaw's increased demarid for access to Sensitive Compartmented
lnfonmatlon (SCD) systems ﬂne foll]lowmg achoms have been taken: (U )

1) Large SCIFs are bemg dlesxmed and mcotporated mto new FBI Faclhues

. This wﬂl allow field offices investigative and mteulgence elements to be located in areas.
. that ate conducive to the. free flow of mtellngence and common access to highly classified
mfonmatxon systems. (U) : )

2) In addition, ten (IO) ﬁeld oﬂicos, including the New York Field Oﬂice s
mentioned in the above finding, have been identified as those that are most in
" need of SCIF upgrades. Associated costs include construction costs and
miscellaneous costs. Miscellanéous costs include Eagle phones (1 per person);
secure phones Q per 10 people); shredders (1 per 10 peaple); and secure fax
“machines (1 per 30 people). This information was provided in response to.
“Questions for the Record which followed from the March 30, 2004 testunony
of DADs Harrington and Ford concerning the counterterrorism budget for FY
. 2005. The oonstrucuon of the SCIF upgrades is dependent on the FBI
recelvmg the required funding, ()
~ 3) ‘The FBIis currently implementing a plan to adhero to the Nauonal Secunty ;
| Agency mandate to have al]I S’I’U instriments replaoed with STEs by 2005
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,l_l_emmmengsﬂgn ﬂo. z Improve dissemlnation of threaﬂk ﬁnformatton. (U]»

' Rggons ¢  TheFBI agrees tthst, like other mtelhgence andl law emforcement agencnes,
it needed to improve in every way possible the processes used to disseminiate threat
information.. Since September 11, 2001, the FBI has issued clear guidance for the
dissemination of threat information. Additional policy developmemxt and training
 initiatives are in progress to further strengthen the FBI's threat mfmrmauom dxssenmnatwn
‘ processes Below are the steps the F]BI has taken: (U) ' .

: As decated earher, the FBI’s EA]D-I, a senior Intelhgence Lommumty career

professional, has established concepts of operations, policies, and procedures
related to the dxssemmatlon, both mtemally and externally, of threwk infomuatxon.
(U)

In December 2003 an EC was dlsnributed to all Field Offices and Legats, entitled, -

- *“Reporting Raw Intelligence.” This EC provided guidance, reporting thresholds,
and reporting procedures for raw intelligence dérived from FBI investigations and

- - intelligence collection, and: emphasmed threat infoxmaﬁon reporﬁng and

dtssemmanon pmcedures )

“The FBI has prepared and distributed standmg and ad-hoc sets of intelligence

requirements (intelligence collection and reporting. guidance) for agency-wide use.
These requirements are posted on the FBI intranet and available to all employees.
The reqmrements provide. s&ateg:cally—developed and well-defined intelligence
needs concerning the threat environment. The requirements framework andl
format includes detailed reporting thresholds, time frames, and rcportmg
instructions, to include reporting formats and to what components the threat
mformauon should be reported. (U)

!

The FBI has deve]loped and implemented a two-week specla.hzed training course - |

- for analysts and agents in réporting and disseminating raw intelligence. This -

course teaches the evaluation of collected mtelhgence for dissemination, as well

- as reporting and dissemination trade craft usmg the: most up-to-date FBI business

processes formats,- snd policies. (U)

The FBI is nearing completion of the development of a new web-oased |

. Intelhgence Information Report (TIR) application, which will serve to vastly

improve the efficiency and effectiveness of reporting and dlssemmatmg threat
information. The new. application will contain a single IIR format for use

throughout all of the FBI’s programs, and will have a number of advanced

features, such as electronic approval, date and time stamping, work flow tracking,
and standard dissemination lists. The application will be supported bya
comprehensive IR handbook wh1ch will be distributed thmughout the FBI in

- June 2004, (U)



The National Threat Center Sectlon (NTCS) is the Comnterterronsm Diwsxon 8
(CTD) focal point for the receipt, preliminary anatysis, and assignment for immediate
action of alt emerging Internationat Terrorisin (IT) and Domestic Terrorism (DT) threats.
The NTCS coordinates these threats with several entities and agencies, to include the
Terrorist Threat Integration Center (TTIC), Terrorist Screening Center (TSC) and the -
Foreign Terrorist Trackmg Task Fcrce (F‘I"]FTF) (U) '

The NTCS is compnsed of ﬁve units: CT Watch (CTW) Pulbhc Access Center
Unit (PACU), Strategic Iniformation Opcramons Center (SIOC), Terrorist Watch and
Warning Unit (TWWU), and Threat Monitoring Unit (TMU). TMU and C’lI‘W are'
: rcspcnslble for most mtcrfacmg with TTIC, TSC and F'ITI'F (KJ)

IR !gg [_lg_ggon §harﬂng wilith ﬁlne T@Mg_ _ﬂ,l_'__ggtmt_ggr_a;_ﬂon Center
ﬂtreut Monitanlng Unit

The tmssnon of TMU is to support the FBI's rolei in dcfend.mg the Umted States
ﬁomthethrcatcfterronsmbytecemng, assessing, disseminating, mdmemonahzmg
threat information and suspicious activity in ccmuuncuon with: FBIHQ FBI Field Offices,
Legal Attachcs, and thc U S. Intelligence Commxmnty(US][C) (U) :

--Bach month, TMU receives appmmmatcly 2 ¢ 000 thyeat-and suspicious actwlty

: tefemls from various fcdcrall, state and local government and faw enforcement agencies. -
Each of these refetrals, in the forf of e-mail transmissions, electronic communications, -
or hard copy submissions, are reviewed and-assessed by TMU Supervisory Special Agent . -
personnel. TMU immediately insures the appropriate FBI substanuw units, Joint :
‘Terrorism Task Force (JTTF) agencies, or other government sgeiities; are expeditiously
apprized of the threat information, and makes a record of this threat information referral.
Additionally, if baseline criteria are met, these threat and suspicious activity repo:ts are
assigned to Technical Information Specialists who insure the threat information is '
researched, summarized, fully addregsed, and entered in the searchablc TMU threats
database. (U) . -

Durmg ﬁscal year 2003 TMU received and assessed appnroxmnately 111 000 threat

and suspicious activity referrals. TMU subsequently memorialized more than 2,700

individual threat and/or susplclous activity reports in the TMU database. 'I‘MU
_ . disseminated the threat and suspicious activity information to the organizations and _

. entities that had ovemght responsibility for individuals or property affected by the threat
or incident. TMU routinely provides-all threats meeting its baseline criteria to the
Terrorism Reports and Requirements Section (TRRS) who disseminates the information
in the form of an Intelligence Information Report (IIR), to multiple counterterrorism
customers, including TTIC. Before the FBI became actively involved in the publication
of IIRs, 'I'MUhaddlrcct contact w1th’I‘TIC on a daily basis. (U)

- Over 300 individualized searches of the 'K‘MU threats database were nequested of,
’ and conducted by, TMU to facilitate threat trend analysis by FBI units, the Department of
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Homeland Security, the Nanonal Inﬁrasu'ucmre Protectiom Center :md other ageneles of ‘
the USIC who aré seekmg to-measure target vulnerability. Also, in 2003, over 200
" individual threat items were submitted by TMU to TTIC for publication i in the joint -
FBI/Central Intelligence Agency Threat Matrix. This threat information was then
distributed to the President as well as mulnple federal agencies. TMU also received
requests for, and conducted, more than twenty specialized threat database gearches for
‘major events (i.e., Superbowl, World Series), and for slgmﬁcant dates such as these ‘
‘ oorrespondmg thh rehglous celebratlons (U)

;Countertemrism Watch

All 'I'I‘IC personnel w1th access to FBI mtemal e-mall have been granted proxy
rights to the main CT Watch e-mail folder and the CT Watch Daily Log. Many new ‘
‘issues and updates are reported to CTW by e-mailI All actions taken, incoming telephone
calls, faxes, teletypes and e-mails are documented, in detail, in the Daily Log Through
this unlimited, real-time access to both the e-mail and log, all information reported to CT
Watchi is also available to TTIC. Furthermore, a CTW analyst is physically assigned to -
TTIC where they serve in a liaison role, énsuring information is shared between the FBI
and TTIC. Conversely, CTW personnel also have access to TTIC Online where TTIC
records all new threat information and: provides updates on current threat investigations.
In'the late suthmer to early fall of 2004, C'J[‘Wmll}berelocatedto anewbuildmg tlnd, e -
~ such, will be physically collocated with TTIC. (U) . _ '

gmation Slhalring wﬂth the Ten'rorist Screening lCenter .
L The TSC initially receives an inquiry from a law enforcement. agency s11bse=quent
. tos:Violent Gangs and Terrorist Organization File (V GT()F) record match. The TSC
-communicates with the inquiring law enforcement agency to provide direction and
confirm a match on the subject(s). If a 1possible match is made, the TSC generatesa
report containing all pertinent biographical data and a checklist of any research conducted.
" The TSC then makes direct confact with the CTW via telephone and/or | secure facsnmxle ~
to prowde the mfonnahon regardmg the posmb}le match:. ()N '

. Upon recelpt of the telephomc nonﬁcatlon from the TSC, an analyst from the -

- CTW will review all identifying information regarding the possible terrorist subject and
_confirm any database searches already conducted by the TSC, such as National Cmmnal
Instant Background Checlk, ACS and Tip-Off. If necessary, the analyst will initiate
additional database searchies to include: a more detniled ACS search, Telephone
Applications, Integrated. Intelligence Information Application, Treasury Enforcement
Communication System, Watchlist, Department of State, Immigration and Naturalization
Service, Transportation Security Admxmstrauon, Bureau of Prisons, INTERPOL, and
perlment public databases such as ChoxceIPomt, AutoTrack and LexisNexis. (U)

The CTW analyst provides a brief synopsls to a CTW Agent, Who then

" coordinates reactive and investigative action with the field via the FBI JTTFs, :
' Fleld/LEGAT Offices, FBI case agents, and/or FBI Anport Llalson Agents The CTW



dmsemmates the mformatlon to alll relevam agencies and coordinates final n'esolutlon
directly with the JTTF, When confirmation regarding the final resoliation is received:

* from the JTTF, the CTW provides a summary of the encounter in the CTW/TSC Group
" Daily Logs. These TSC Group Daily Log entries contain specific details such as names, -
locations, identifiers, call-back numbers, and & descriptioni of how the matter was

resolved. The log entries:are read in real time by FBI personnel at the TSC in Crystal
City, Virginia, and used to document a final resolution for the encounter and "close the
loop." The TSC ultimately reports all pertinent inyestigative and/or. intelligence

 information back to the respective agency that nominated the terromt-related subject for
‘mclusnon into the VG’]E‘OF dlatabase ('I']I‘IC or ]IE'BI) ) '

: - mp____,f_l‘_rgg_l_x_imzaskgorce '

A representanve from the IF'I"I"IE’F 1has been asstgned ﬁlll-vt:me to CTW o

: Addltwnally, under the new CTD organizational chart, FTTTF has been placed umder the
umbrelia of the NTCS. This collocation of resources will facllhtate the flow of
mformatlon between the NTCS and FTTTF. (U)

D Other Recommendations

Recommendation No.13: Evaluate the effectiveness of the n‘apiid rotation of
: Supervisory Speciall Agents zthrough the ZIFB]I Headquartets’ Comntertemrism
Progmm. )

. Supervxsory Speclal Agents (SSAs) assngned Ao theCountettemensm Dmsmn

. follow the same career path and related promotional timetables:established:for all Agent
supervisors assigned to FBI Headquarters (FBIHQ):First: llmewmpermsors*mrthe“ﬁ eld and
at FBIHQ have on average served as investigators for 10.5-years prior to assuming their
management positions. GS-14 SSAs currently serving at FBIHQ have on average 2.43
"years in their FBIHQ SSA positions. FBIHQ SSAs are in fact required to complete at
least two full years in their HQ assignment before their transfer to other assignments.
Even then, far from being a prescheduled rotation, their movement to.a field assignment
requires that they successfully compete for assignments pursuant to the demanding
requnrements ofa completely reslmemred selectlon system )

Snmlar to other mtelllgemce ageneles, the FBI 's growmg cad:re of experienced
support intelligence analysts and other operations specialists provide a significant portion
" ofthe contmulty of knowledge required to understand and effectively evaluate the =
emerging threats over the long term. Howevet; it is not accurate from the perspective of
the FBI to characterize.a. two-year commitment to an FBIHQ position as a "rapid
rotation," implying that SSAs on these two-year ass:gnments contribute at.a less then
optimum level to the FBI's counterterrorism mission due to their length of service. The
~intention of service at FBIHQ is to provnde Bureau leaders, selected on the basis of their
demonstrated achievements, with a series of uniquely intense, particularly demanding
-challenges. The. assxgmments prov1de experiential opportunities on a nationsl-and global
scale. First line managers, working with thelr more. e:q:enenced supemors and supported
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- ' byaknowledgeable intelligence staff, play a vital role in the identification of operational
" - priorities, development and implementation of agency:wide initiatives, the assessment of
- the effectiveness.of those initiatives, and the preparation of proactive responses to
address emerging trends. - These FBIHQ SSAs subsequently utilize this gained -
~ knowledge and experience in'the domestic field and overseas in furtherance of the FBI's
mission. (U) L S

If the FBL is to foster the development of trus leaders to enhance its management

ca'.dre;ig;isf'imperaﬁiﬁvethat all first line and mid-level managers actively and fully avail

themselves of the widest possible range of leadership challenges, most particularly those
available in FBIHQ SSA positions. The FBI's Executive Development and Selection

Program has sought to strike the appropriate balance between providing first line - =
managers with a range of developmental opportunities, and thereby address leadership
succession concerns, while still providing continuity in the managemerit of priority

. programs-and regularly reinvigorating those programs with the new perspective and
approaches of new first line managers, () o .

Recommendaﬁon- No. 14: Provldle guidance on the typeof ﬁhfdmmtibn that a;g'enlts: ,
- -should obtain for evaluating assets and for documenting the yearly check on assets,

VB borve e

- The FBI agrees with recomimendation and has imiplemented policy to address the
 issue. Current policy requires agents to provide serni-annual or anmual evaluations,

depending on the type of asset being developed or operated. The NFIPM Section 27-26. -
~ establishes 12 points which must be addressed in each evaluation. Among the twelve

R T

poiutsare: 1) accomplishments atribuiable to the asse, 2) a charscterization statement of

- thosiSse, and 3) the amount of money paid to the asset, Tho annual evaluationiisnot
- interided to document the asset's bona fides. NFIPM Section 27-29 provides examples of

tests that the handling agent might utilize to deterniine the asset's bona fidés. Additional

steps to validate the asset are conducted by the handling agent and are used to determine

the asset's reliability and veracity of the information they provided. These areasof
reporting lend themselves to the administrative facet of asset development and operation, - -

Within one year of opéning v'a'n'd every 18 months thereafter, the ha.nd]lmg agén‘f is
required to submit a case agent assessment to FBIHQ. This assessment is abrief
narrative based on the handler's observations of and interactions with the asset, and

provides insight into an asset's motivation and control, beliefs, habits and any significant
behavioral changes.  This time table does not preclude the agent from submittinga
revised case agent assessment in the interim if the asset's behavior changes significantly.
Additionally, a revised version of the NFIPM section 27 is currently in the draft stage.
The new NFIPM will include language that directs agents to notify their immediate
supervisor if they identify a significant change in the asset. The SSA will then determine
if the asset's behavioral change rises to a level which would require FBIHQ notification.

Al



. In contrast, agents recejve. mfomatmom from assets which, altlhusugh a&mlmstmwe
*in nature, and depending on the information's bearing on the invéstigative program, may,
. require followup. These areas of reporting lend themselves to the investigative flicet of

asset developmenit and operation Further, this facet of asset development and operettlon A
are dictated by the logical progression of the investigative process and cannot be hmuted '

to or defined in admmlstratwe policy. (U)- . ‘

ecommendation No. 15: Tmprove the ﬂow of ﬁnﬁelligemoe information witliin tlne
FBI and the dlssemlnatiom of llntellﬁgemce lunformalzion to other lntollllgeneo ageneles -

. The FBI has a responsnblhty to tlhe nat:om, IC Fedeml State audl Local law o
enforcement to disseminate information and te do so is an intierent part of its mission,
Sharing FBI mfoxmatnon wnll be the rule; ﬁlltenng the informstion will be the exceptmn, ‘
where sharing is legally or proeedumlly umaeeepmble ‘The FBI will deliverits - =
mfounatiion through the systems the FBI and nts customers and parmere use: (U)

“The FBI is connected to the rest. of the U.s. Intellngeme Commmmty atthe Top

Secret (TS) Sensitive Comipartmentéd Information (SCI) level via the new SCI - o

Operatxonal Netwoﬂ( (SCION) The SCION pnro;ect was mmaﬂted m'Septtember, 2001,
o {ON cont

SCION is curremtﬂy avmlable to over. 1000 users at FBI Headquarters, and the FBI '
- has initiated a pllot dleploymemt project to the following Field Offices: New York, Boston,
and Kansas City. The plan is to deliver SCION to all FBI Field Offices, as funding
becomes available. Limited access tp Intelink from other Field Offices is available
- through the old FBI Intelligence Information System Network (IISNET). Most of the -
Field Offices have two workstations which have a connection to FBI headquarters These =
workstations are madequate and difficult to use, and they are located in smiall Secure -
Compartmented Information Facilities (SCIF) that are not in the 3 agent or analyst work
areas. An impediment to field expansion of SCION is the lack of SCIF space for the Field
Intellhgence Groups (FIGs) and the Joint Terromsm Task Forces (J'I‘TFs) pmonnel (U) ‘

.. Access to the nntelhgence and Yuomeland security commwmuee at the SECRET
level is provided via the Department of Defens¢ SECRET Internet Protocol Router
Network (SIPRNET) which provides the communications backbone to INTELINK-
~ Secret. Our goal is to provide SIPRNET/INTELINK-Secret access through secure -
dynan'uc vnr&ual pnvate nefworks to all FBI workstauons in the near future, Today you
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cannot duecdy access any extoma! motworks ﬁom the lFBlNET amﬂt onI hmlted batoh
transactions throught secure guards are petmitted. The Anﬁ-Dmg Network (ADNET)
rides the SIPRNET communications backbone and provides terminals and access as &
vehicle for the domestic exchange of intelligence on anti- -drug efforts. SIPRNET is also
used to support the Terrorist Explosive Device Analysis Center, the National Virtual
Translatton Center, and the Forelgn Terronsm Tracking Task Force. .

L In the area of orgamzauonal message traffic for dlssemmauon of official |
information and taskings to other ageticies, the FBI has just implemented its new FBI
Automated Messaging System (FAMS) which is based on the Defense Messaging :

_ System (DMS). The FBI is the first civilian agent'y to operate the.classified DMS. )

FAMS will provide on-llme message creation, review, and gearch ca;pablhues to everyone

connected to FBINET. FAMS gives us the capablhty to send and receive critical . -

~ organizational message traffic to any of the 40,000+ addresses on DMS or Automated
Digital Network (AUTODIN). The TS/SCE version of FAMS is cumtently in testing and

‘will provide the same capability to everyone on SCION or ISNET by the end of this year.
The FBI's implementation of the DMS will provide writer-to-reader secure e-mailto
internal and external users. Within the govemment, DMS will replace AUTODIN and a
diverse array of e-mail systems currently in use throughom the Deparlment of Detense
and Intelligence Agencies. In its final form, DMS will become the govemment's global
sequre e-mail system. ‘It will provide certified interoperability of various commercially

- off the shelf software products and connect over 2 million civilian and military
users. The system will pernnt multa-medw att@chments to messag&s and pﬁonde end-to-

| ,_»-endsewnty (U) -

In the area of conneotmty for data products, the FBI is Just ﬂ)egmmng to
lmplement our initial programs for data marts as part of he Intelligence Community
System for Information Sharing (ICSIS). Current FBI intelligence products in the form
of Intelligence bulletins, Intelligence Assessments, and ITRs are being pubhshed onFBI
web sites conpected to SIPRNET .and JWICS. The first FBI TS/SCI IC Data Mart
~ (ICDM) is currently in development and should be on line by the end of 2004. The FBI

- Chief Information Officer is also working with the Department of Justice on interfaces .
between ICSIS. and the Law-Enforcement Information Slhmrnng initiative and with the FBI
" Criminal Justice Information Services (CIIS) Division to increase the sharing of

mtelhgence related mformatlon from and 1to state and local officials. (U). .

'I‘he FBI s currently deplloymg &he SECRBT versions of FAMS whlch uses DMS’
and secure Outlook like e-mail for organizational messages, so that our analysts and
reports officers can send and receive timely intelligence with other agencies in near real

"The FBLis also working on a digital production capability for IIRs using ‘extended
markup language (XML) that will interface with FAMS and support on-line digital
production of intelligence reports. The FBI is applying XML data standards and meta--
data taggmg to facilitate the exchange of information with the intelligence community.

* The FBI is also applying new.security technology to deploy a Protection Level 3 Data’
Mart capability with discretionary access controls'and Public Key Infrastructure .
. certlﬁcates in support of olosed Community of Interests which will ptmmt secure gharing

LT i o o 43
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of our most sensmve data with tmsted members of othexf agemeaes J[‘he FBligalso
mvestigatmg the use of secure one way transfers to move information between security
domains and to permit ali-source mteliigenee analysis. The use of next-generatxon,

" community High Assurance Guards. s being planned to provide for the two ‘way trmsfer
on critical intelligence between secunty domains. - Secure wireless connectivity and
Virtual Private Networks are also being looked at to provide increased: acoessto -
intelligence to deployed personnel. The FBI is also starting to use On-line, desktop

~ - collaboration tools such as Info Work Space which is the foundation for the Intelhgenee

Commumty Col]laborahom Portal to increase nmtelltgenee cellaberamm @y

The FBI plans to use addmonal sys(tems as fhe foundatton for adlduional mfomnahon
sharmg w1th the IC Federal State and ]Loetnl entities. (U)t -

The CJIS National Data Exchange (NDEx) has plans for develepmg A systems '
approach to the operation, and maintenance of several interconnected IT- and suppetting
telecommunications systems mc]ludmg Law Enforcement On-liné (LEO) and CJIs WA]N
The NDEx is to be areposltory of national indices and a poititer system: for. = &
state/local/federal and inter-governmental law enforcement entities. The NDEx wilt also
be a fusion pomt for the con'elatlon of hamonaﬂlly-based cnmmaﬂt Justlce mformatlon wnth

certain national secunty diata.

S Law Enforcement On-Lme ]prowdes web-lbased commumeat:ons to ﬂhe 1aw v

o enforcement community to: exchangemfomnanon, -conduct-on-line education programs; and -

. participate in professwnall special interest and topically focused dialog. The system hasbeen

operational since 1995 and presently serving about 30,000.users. LEQ has secure

connectivity to.the Reglonal Information S]hanng Systems:network (riss.net). The FBI

,Intelhgenee products are dlssemmated - weekly via: LEQ to-over:17;000:law-enforcement

- agencies and to 60 federal agencies, and. providing information: about | tetrotism, criminal and

cyber thréats to patrol officers and other local law enforcement personnel who have direct

daily contacts \ wnth the general pubhe The FBI plans fo- enhance LEO-for robust, hiigh-

: avaﬂabﬂlty operation. The FBI will use the enhanced LEO 45 the primary channel for - -
sensitive but unclassified communications with other federal, state and local agencies. LRO -
and the Department of Homeland Securities Joint Reglonzﬂl Information Exehange System '

. (JRIBS) will be mteropetable ) 1

The Investigative Data Warehouse (IDW) is followmg a mull:lple—phased approach to
qmckly provide support to FBI investigators, and Task Force members in the form of a
spirally-developed operational prototype system, the Secure Counterterrorism Operational
Prototype Environment (SCOPE). The entelpnse system which builds upon SCOPE is the
IDW system; the full deployment of IDW is scheduled for December 2004. The IDW will
help meet the law enforcement and the IC nieed for rapnd, secure, dependable mdexed data
and will provide data mining access to FBI investigative files. (U).

The Multi-agency Infomauon Shamng Imuahve is mtendedl to enablle Federal, state,

and local law enforcement agencies to share regional investigative files and provide powerful
tools for cross-ﬁle analyses. A proof-of-comcept effort is uuuderway in St. Louis; additional -
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demonstration sntes are being pIannedL The goal of the diemommﬁ ons is 'i:o (1) slhow the
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value of sharing investigative data which can be analyzed by modern software tools; and (2)

help define technical and organizational approaches for regional shared systems. Final

decisions about deployment of the MIS will be based on the results of the demonstrations and

the department wide plan for law enforce»ment information sharing being developed by the
Department of Justice. (U) =

With the creatlon of the Oﬂice of Intelligence at the FBI, each FBI field office has
 established a Field Intelligence Group (FIG). It is the responsibility of these FIGS to
manage, execute and maintain the FBF’s mtelhgence functions within the FBI. FIG
personnel have routine access to TS and SCI information so they will be able to receive, -
analyze, review and recommiend sharing this information with entities within the FBI as
well as our customers and partners within the Intelligence and Law enforccment
commumues (U) : :

Mmmendmﬁon No. 16: ]Enslmre that ﬂﬁeldl oﬁlces allocate resources consistc=nt with -
FBI priorities.’

The FBI agrees with the genieral concept th'at the recommendation is based upon

and has in fact instructed each field office to address higher priority matters before lower .
ones. The Director has instructed the field offices to use whatever resources are
~necessary to handle all Counterterrorism leads. However, it must be pointed out that the
level-of résources allocated to each priority is not based upon the relative rank of the
. priority but upon the level and significance of the threat in each priority area and the

" extento which the FBI hias sole jurisdiction over the matter. Thus, to determine that the
appropriate level of resources is allocated to each priority, asimple formula cannotbe
used:«A detailed analysis of the threat and workload i in every FBI division must be
condmcted ,

This analysis of the thmat andl workload is condmcted by each FBI program as part
of the FBI's resource allocation pmcess In addition, the FBI has developed and
implemented semi-annual program reviews to ensure each field office is appropriately
addressing the FBI and the national program pnontm Headquarter’s program managers
are required to review each office’s program review submission and make appropnlate ’
management decisions. In addition, the FBI’s ]Inspectnon Division will use the semi-
annual review submxssmns as a source document of conducting the field office '
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mspectnons If ﬁeldl ofﬁces arc not addressmg pnomy matters appmpnately, the
Inspection Division will wnie “ﬂndmg" and require a corrective action be taken. The' .

i lnspectnon Division will also review the actions of the national Jprognam mamager to.

| ‘enSure that approprlate instruction a,nd actions were taken.

Smcerely yoqus

5(’774042‘*’—"

; Steven C, MeCraw
: Aﬁ.'SllStant,letog
Inspectioni Division: -

" Encloswre” ~



