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LIST OF ACRONY, M________ ..... _:-==-=--:--.--:-._-.-:--m:-=_n:_ ._

ACS- Automated Case Support System
ADIC- Assistant Director in Charge
AG Guidelines - Attorney General Guidelines
AGRT- Attorney General,s,Review Team
ALAT- Assistaat Legal Attache
ASAC Assistant Special Agent in Charge
AUSA- Assistant United States Attorney

CDC - Chief Division Counsel

C!A - CentralIntelligence Agency
CIR Central Intelligence Report (CIA)
CIRG -Critical Incidents Response C_oup
CTC - Counter Terrorist Center (CIA)
CTD - Counterterrorism Division (FBI)

"_ . . .

DCI- Director of Central Intelligence
• DEA- Drug Enforcement Administration

....DTOS- Domestic Terrorism Operations Section '
!

EC- Electronic Communi'cation .

FAA - Federal Aviation Administration
FBI - Federal Bureau of Investigation
FCI - Foreign Counterintelligence
FFI-Full Field Investigation
FISA- Foreign Intelligence Surveillance Act

• FISC - Foreign IIntelligence Surveillance Court
FTO-Foreign Terrorist Organization

GAO -General Accounting Office

IIIA- Integrated Intelligence Information Application
INS - Immigration and Naturalization Service.
IOS - Intelligence Operations Specialist
IRS - Intelligence Research Specialist
ISD- Investigative Services Division



ITOS- InternationalTe_0rism Operati0nsSection_
• .. ..

.. .., .

YICI-JointIntelligence CommitteeInquiry
YTYF- Joint TerrorismTask Force

LEGAT- Legal Attache , .
LHM- Letterhead Memorandum

MAOP - Manual of Administrative Operations.and Proceduzes
MIOG-Manual of Investigative 0perationsand Guideline_

•

NSA- National Security Agency '
NDPO - National Domestic PreparednesSOffice
NIPC National Infrastructure Protection.Program
NFIP- National ForeignIntelligence.Program ' •
NSD - National Security Division
-NSL National SecurityLetter
NSLU- National Security Law Unit

OGC - Office,of General Counsel _ .
- OIO- Office of the Inspector General • ...

., . OIPR- Office ofintelligenc_. Policy and Review
OLC - Office of Legal Counsel
OPR-Office of Professional Respomqibflity
ORCON- Originator controlled

PI- Preliminary Inquiry ..

RFU- Radical Fundamentalist Unit "

SAC- Special Agent in Charge
SCI- Sensitive compartmented information
SCIF - Sensitive Compartmented Information Facility .........
SDNY- Southern District of New York
SIOC- Strategic Information & Operations Center
SSA- Supervisory Special Agent .
STUIII - Secure Telephone Unit third generation

TAOG-Threat Assessment Operations Group
TD - Telegraphic Dissemination (CIA) _



TECS " TreasuryEnforcementCommunicationSystem,

UBL - Usama Bin Laden
UBLU- UsamaBin LadenUnit
USAO- United StatesAttorney's Office
USIC- U:S. IntelligenceCommuni_

WTC- WorldTradeCenter



• FEDERALBUREAUOF/NVESTIGATION
,

•

.,
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Drafted By.. Wiillams Kenn.eth J "
•. ' : . '.. .., " .. . • . •

", Li il; .

Ti tl e:
[[C A THE CAUCASUS)

•" SynoPsis : UBL, and AL-MUHAJIROUN supporters attending ciyil "

a'viation un rSitles/collegeS in the state ,of.Arizona,
.

Derived! From -_ ,G-3

_;.... ; . Declassify On: X1 '..

Full Field •investigation.. Instituted: 04!1,7/2b00 (NONUSPER)".- . .

Details= The purpose _of this-Communication is to advise the " "'
Bureau Yo_k of the possibility of-a coordinated effort by
USAMA-B-_N-LADY_N (UBL)to: send. students, to the United states to attehd
civil aviation universltieS and colleges. Phoenix has :observed an
[nordlnate number of individuals of !nvestlgatlve interest.who are
attending 0r who have attended civil aviation universities and
col-l-eges in the State of Arizona. ,The .inordinate number of these .

• individuals attending these type of schools and fatwas is'sued by AL-
• t



....:.. ,

To : . ,From : ,":,Pboen I x
Re: _•.07/10/200i :

•
.

• . .

,

. .

14uHJIROUN spiritual leader SHEIKH OI4AR BAKRI HoH;_4ED FOSTOK, an
ardent supporter of UBL,!igives reason to belie_ae that a coordinated
effort is.underway to establisha cadre of individuals who will one
day be working inthe civil.av,lation community around the _,orld.
These individuals wi!l be in a .position in the future to conduct
terror activity agalnst civil aviation targets.

• .. " • '

.. .... :-_.:::i ' Phoenix believes that the FBI should accumulate a
"lis.tlng ii.avlationunlverslties/colleges around the country.
.FBI f_:eid Offic_S..With these types of schools•in •theirarea should
establi_sh appropriate- liaison. FBIHQ should diSCUSS thls matter with
other element.SOf :t._eU.S, .intelllgence community and task the

• .. . . . . _ . " _,""- community for_any.!nformatlon that suppor s Phoen_[x's suspicions.
FBIHQ sho, i:d:c.O,i_ilderseeking _he necessary iauthorlty to obtaln visa

Informatioh-_m the USDOS on indivlduals obtalnlng vlsa.s to attend
these-_yPeS:"Of _schools_an_ notify the approprlate FBI fleld office
when these individuals are scheduled to arrive in their.area of

responslbility .... :

i::"Phoenix":" " "has dra_ the ...... ::from ,_everal
Phoenix i tigatlons to and_-the

• :fol1owlng _,invest.lga_.ions audi - .
"'_

• .

• . ...

• . , _" ..:

Inves tiqation ti.ated
as the result :of.. Inform.atlon- a. source who .has

•'provlded !In_he " "
rll 2000

• \

• . . ° •

Phoenix has identified several associates oflt_e_datwho arr: at-the university around ,the same time tha

Individuals are Sun.ires _'ho have the same radicalfundamentalists views asi They come from_

, .
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_ This Information.is being provided to receiving,
offices for information , analysis and comments.
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To : Coun_rom. Phoenix . ,. .Re; _; q7/10/200I .. "//.. ...... ."

• .

"" LEAD (st : '

Set Lead i:

COUNTERTERROR.I SM

AT I'_ASHINGTON. DC.
".° t

°.

• The RFU/UBLU iS requested .to consider implementing
"" the" suggested actions put "forth by Phoenix at the beginning of this

c'ommun i ca ti on.
',,

' Set Lead 2;

N_ YoRK

.... AT NEN yORE,. IJ_W YORK

Read and Clear
• .
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June18,2004•
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•

• •

TheHonorableGlennA. Fine
Off_ oftheIn_eot0rGeneral ' : "
UnitedStatesDepartmentoflusti_ •
Room 4322
950 I)en_vanie Avenue, N.W.
_wasmngto_D,C..20530
Dear Mr.:Fine:

• . - •• ..

Re:OmD_ AuDrrRF.PORT-A_vmw oFrm__rs
:.HANDLINGOr ]NTBLLIOBNCBINFORMATION RELATED :TO

SBP_ER ll ATTA_ • .. • -:
.... . . / '

" .Reface is .m_.e to y0m'imomorandtmm,datodMay :M,2004 trodJ'tme10, ::
200_¢.,r_,ue_ingJhe1_lreview_e _ _iv_clmp_rs.andtlxer_x)nmxondatiomof_the" " "
.subjectdr_audi't _rt :for_ ac_y andforWh_oz an__ inthe
recommendations'isclassifiodor _o set,titre for public redefine.In edditionthe 'Q .

" memorandumssought,our comments as to whetherornot tho.FBIbefiovodthe -
recommendationsandconclusions wereeitherim_mate or unwmxenltod.This document

•" is the _._Ps formalrespometo_the fao_. inaoomaeieswhi,h is..attachedandtherel_)ort,s
recommendations. The classification_d sonsRivityre.vieWwas proVidodunderseparate
cover.(U) .... - " • • ' , "

Onbehalf of the Director,Iw_t to _ youand your staff for thisreport
and for the countless hours of hardWorkthat it required. As you know, the 1_I values the
Office of the IttspectorGeneral'sinputas a comprehensive_adepondent.assesm3ent.of our
operationsand as a _eans of identifyingw.e__ses that zequirecorrective _tion to ' • "
strengthenour.operations.That is why theDk,ectorrequested.your o_ioe toconduct this
•review shortlyafterthe 9/11 tragedy Based upon ourroview,your findings and:
recommendationsareconsistent vd_ theFBPs internalreviewsand wRhthoseof oUlor '
oversight entities. I am ploas.ed.toinformyou that_e FBXhas made significen.tpro_ess
not only on the reOommendationsprofferedin yourreport,buton all the issues disoovered
by ourown intomal.assessments.(U)

• .

Beforeresponding to the individual reoommonda,ions, the 0XGand the
Amerioanpublio hoodrobe made awareof thoprog_ossmade by the FoderalBureauof
Investigation(FBI)since the horriticattacksofSoptember 11,_2001,.Ifwe only
responded to the recommendationsin thereport,lreadorswould .ha_ eaxincomplete
pictureof the progressWehave made andperhapshave a difficult time,piecing togefl_er• .



) ' "m )

the informationundersixteen differentree_xmnendati0_.Direo_)r Mueller has
implementeda comprehensiveplan,thatfimdamentally_nsforms theFBI to enhau0e
.our ability to predictandpreventfutureactsof terrorism,we have ovorhauled,_ur
counterterrorismoperations, expandedourintelligencecapabilities,modernizedour
businesspractices andtechnology, andimprovedcoordination_th our partners.(U)

DirectorMueller replaced a priority system which allowed supervisors a great
deal _of flem'bility with a set of 10 priorities thatstfictlygovem the a_location ofpen_onnel
and resourcesin every FB][progremand feld office.,Counterterrorimtis now the
overridingpriority,and every terrorismlead is addressed,even if it requiresa divendon
of resources_omother priorityareas.(U)

.< ,

• ,.. .

To implement these newpriorities,we increasedthenumb_ of Sped_ Agents
assignedto terrorismmatters andhiredadditional_telligenee analy_ endttamlatces,
We also established a numberofoperationa_, units and entities that provide new or
improved,capabilitiesto address the tezroristthreat.Theseinclude the 24/7 _
Counterterrorism Watch (CT Watch) and _e National Joint Terrorist TaskForce
(NJT1T) to manageand s_ threat information; the Terrorism F,man_ Operation
Section (TFOS) to centralize efforts to stop _-rorist finandn.g; document/media
exploitation squads to exploit material found both domesticslly and o_emeas for its
in_senco:.value; deployable .'.Tly.Tean_-'._. i_end(_OUnt_'t_.c_ertis e.wherever i.t

. is no_Iod; th©T©rrorist.S_ Centec(T_.C)_and.Eore_sn.Terrorist TraGking Task
•Force (FYIIIQ to help identify tcrrofists and keep them out of the United. States; the
Tefforism Reports .and R_ents Seutiont0 diss__ FBXter_irtsm-rolated

'.:intemgencetotheIntelligencecommunit3r,._ancL_e___ysis.SeCfion ¢o

';connectthe'dots','and assess the indioators0f ter_rist ac.fi_dtyagaim_the U,S. froma
strategic perspective. (U) .... - :,

..

. ' .We cen_ management of our counterterrorismProgramatHeadquat .tersto
limit "stove.piping"of information, to _ consiS._mcy of oountert(_rorism priori[ties
and strategyaorossthe .organization,to imegra_t,e cotmterten.urismope,ra_onshere_ud
overseas, to improvecoordinationwith otheragenciesand governments,and to make
senior managers accountable for theovezall development and success of our
counterterrorismefforts.(u).

. ,

, The FBI isbuilding an enterprise-wide intelligenoeprogram that has .
substantiallyimproved.our abilityto Strategically direct our iutelligence collection andre
fuse, analyze, and d_ssemina_e our terrorism-relatedinteUigence. After passage of the
USA PATRIOT Act, related Attorney General Guidelines, and the onsuing opinion by the
Foreign Intelligence Surveillance Court of Review iemoved the barrierto sharing
information between intelligence and criminal inv_dgations, we quickly implemollLteda.

) planto integrateallo.urcapabili_ to betterprevent_erroristattacks.DirectorMueller
elevatedintelligence to program'levelsta_, puttinginplace a formalstmcUn'eand
concepts of operationsto governFBI-wide_ntdligenceftmotiom,and establishi_ Field
InteUigence Groups(FIGs) in every fie_do_ce. (U)

RI> • 2 •



• _Und_ding tha{We¢_tdefeat retrofire wi_out s_rongpartn_ps, we
haveenhanood the level of coordinationa_i informS'on _ _th _te andmlmioipal

• law enforcment personnel.We expandedthenumb_iof Jolt TerrorismTaskFOrceS

(JTTFs), increased te¢Imologioa_:c0nn_fiv/tywithOurp.a_cners:,mid:Implemen_ new "
waysofsharing informationthroughvehicles such as the t_I IntelligenceBulleti_, the

• AlertSystem, and the T_st S_g _ter.To improve coordinationwitho_thm"
• federalagencies and membersof theIntelligenceCommunity,we joined with ourfeder_

partners:to_Hshthe Terrori_Tl_.eat.IntegrationCenter,exchang.!edpersonnel,' .
• : institutedjoint brie_gs, and._using securene.twod_-to_mre.mfonnafiom We also

improvedO_relationshipswith foreigngovemm_ts byb_I 'clingonthe overseas • " '
exp_msionbegun underDirectOrLouis Freeh;by offermginv_gafive andforensic

mq_ortand_,and by wo_dn.g_ge_er on_k ifol_,i_andj0_tt 6perations.]Finally,
theFBIhas.vxpandedoulr_htomin0rityi_unitivS;and'_r0Ved O0o_on wi.th
privatebusinesses involvedin crfliea_:_sand finance, (U) . " .

• _eFBI is making_ub_tia_pr_gr_sinup_ ouri_bnnati'ontechn01og_
to__ue,o_ busin_sproceas_andtoimpiuveoura_ili_._os_-_hfor..and.m_y_/

• inform_on,.draw connections, andshare i¢both inside theB_u:and out.We have
deployedasecurehigh-speednetwork)pUtnoworupgr_e_comput_,_rson_ktops,and
consolidatedterroristhtf0rmafioninasoarc_le-c_,tr_.database.We developed,andare

• p_afingtolaunch,the VirtualCue FHemanagement_tem t_mt_llrevolutioni_e
., -how,theFBIdoesbusiness. (U) ' " " .

,_..=: . • . . !.- . ..

" :'_ "_ "_eofingeffortsarem_gourburoau_ymoreeffici0ntandmore
" -..-_onsivetooperationalnoeds..Werovisexlour.appmachtostrategicp_g',:and we

• refocusedour recruitingand_to _t.individuals Withskillscriticalto our -
counterterrorismand intelligencemissions.We havedevelopeda morecomprehensive

programandinstated new le_de_hip ini_atives_-keep om_Workforce..... fl_,_'ble.
We aremode_'nizi_,the storageand mam_em_ntofFBI _or&. We also b_t, and
continueto improve,an extensive_ecufityprogramwithee_tmllzedleadership,
professionalsecuritypersonnel,morerigorouss_Urity:me_, amtimprovedsecurity
educationand¢eining. (U3 ..

The_e_prowm_havepr_duo0dt_b_eandmoam_1,_re_tsiWe
significantlyincreasedthenumberofhumansources.andtheamountofsurveillance
coveragetosupportour_unt_ efforts,We d0velopod:and_)finedaproc,_for
briefingdaily threatinformati0n,endconsider_ly increasedthe numberofFBI""
intelligencereportsproducedanddisseminated.Perhapsmost impor_mt,since September
11.,2001, we haveparticipatedin disrupti_ dozensof ten, fist operationsby developing
actionableintelligence andbettercoordinatingour count_Ierrorismefforts.(U)

Priorto Septemberi 1, 2001, the Bureauhadno cent_lized structureforthe
nationalmanagementof its Counterter_orismProg_n, and terrorismcases wereroutinely
managedoutofindividualfieldoffices.Anal.Qa'idacase,for.example,mighthavebeen..
runout of the New York Field Offioe; a HAMAS c'asemight lmvebeen managed by the
WashingtgnFieldOffice.This anangom,ontftmctionodforyears,motproducedanumber
of impressiveprosecutions.Oncecounterterrofismbecameouroverridingpriority,

:" "' 3..
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mmmmmmmmm,,-

• however:xtb_ame clear_that this _rr_ement:had a number0f fldlingsmtht it 1)_r
"etove-pip_" investigative intelligenoe'informtionamongfield0fltoos;2)diffmedl
re@onsibiH_and aooount_ility between oounterterrofismoflici_s_ FBIHeadquart_
andthe SACSwho _ primary_omibility£or the in_vidual terrorisminvestigations;
3) aUowedfield offices to assignvarying prioritiesand resourceleve|ti to terroristgt0ups
andthreats;4) impededoversightby FBI teatdership,,and5) complicstedcoordination
with otherfederalagencies and entities involvedinthe warag_ terrorism.For _t
these reasons, it beoame,apparentthatthe.C0un_rtetrorismProgram neededoentr_Lzed
le.,adership__ • , . •

..... . . "U • -

In December2001,the Direotorreorganizedand .e_andedthe .Cotmterte__
Di_.sion (.CTD)andcreatedriteposition0fBxecufiye Assistant Vireotor(EAD)for ,
co_m__ _dl Co__Xhg' _._ O'ae_si_t _ of_ repom:t0,the
EAD,):Wenowhave_ _tt_ _e:ment :tOruns trulynatio_ml•progtam,lbo

•ceordimte_unt_rism operationsmdintelligencepr_taotiondomesticallyaud
overseas;:tO_nduotliaisonwithotherSgendesandgovernments;andtoe_ablishclear
linesofae_o_ility fortheoveralldevelopmentandsue.essofourCotmt_terrorism
Pm_ With thiS_¢_nent structurein place,,we are driving(he ftmdamental_
c_cs thataren_essaryto.aooomplishourcountemrrotismmissio_CO)

" We:divided_ Opemtiomof the __rr0_; Di_'isioni_ntobrenohcs, .
.... . ........sections.and,unitS,each ofwhioh, foouseson,adiffe_eot_. :£_e_marem_errorism_:

threatfacing the U.S. These oomponenfs ere staffedwith inlte_gence analysts andsabject
matterexpertswho work closely withinve_gstors in the field.end integrate.intelligence

. ., . - : . . . • . . • . . • . . .... : " .

across 0omponentlines. This integr_'on ellows forreal,time respons(mto threat
informationand quick _unicati0n with.dec'mion-makemand inv(_tigators in the field.
CT_ .. ... . '. " "

..

The Bureauis dosi_ and has always operated, as,a hw axt'orc_at_t and an
intelligence agency, Ithas the dualmis"sion: t) to_inve_gate and,arrestperpetratorsof
c0mpl_d crimes (the law enforcementmission) and2) to oolleotintelligenoethat _MI1"
:helppreventfuturecrimes and assistpolicy makers in theirdecision m.aking.(the -
intelligence minion). History-has shown _hatwe aremost effeofivein protectingthe U.S.

. . . : "_.

when we perform these twomissions in tandem.CO)
•

• ... .

TheFBI re_gnized that investigationsco_d p_duce intelligencebenefits
beyond arrestandprosecution.Slatting with,the Ku Klux ]_an cases in the 1960's_mdthe
Mafia cases of the 19'70's,our agentsbegan to view crim_d investigationsnot onlyas a
meansof arrestingand proseout_ someone for a c,ompletedcrime, but als0 as ame,am
of obtaininginformation toprevent furore crime."E_ogoal was notSimplytoarrest,
individual members of the Klan orthe Mafia, but to penetrate and di_,_antlethe whole
erimiml orgmization; (U)

As this approaohwas adopted, the FBI furtherdeveloped the intelligenoetoolS-
suohas.electrom'csurveillanceand the c_fivafionofhmn_ sources.-.tl_ areeritical to
prediotingandpreventingcriminal aotivity.We also learnedtothinkstrategicallybefore

..
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makingarrem,Sometimesoptingtodelaya8uspeot's:eatoallow,more_oortunityfor
mu'veiIlance_ mightd_.closeothercompira_.orsorothet_ plato.We haveus_
this approaohto gr©ateffeot inorgmized crime oMesand espionageinvestigations,,and
m_ben ofOurSafeStreetsTaskForoesuseitinthe_fightagaimtareetgangs,(U)

• . !
. : , ,.

This is the approachthat is needed to preventterrorism. Priorto September•
IIth, however,we were handicappedin o_ ability'to implememthis approachin the
cou_terterrorismarenafor twoprimaryreuons. (Ur)

• 7 * . j

First;judicial rulesaud VOI/n_ proceduresproh/bitedom,Count_mriml
agentswo_g intelligencecases:fromceo_ an_ siharh_informationwi_:

agentswho often were Wo_g invesligationsag_ filesame targets.Socon_
wehad not developed the insfi_tioi_ _and:proce_es _mry fora fu!IY

• funofioni_ intelligenceoperatio_.We._:to e.ddress•e_hofthe_eproblems
".immediatelyafterthe September11, 2001:.at_ks. (U) : • .

: . . . . .,..

: Bydefinition, invegdgetionsof iu_onalterroriSm are both"inee]ligence"
and"criminal"investigations.They areintelligence investigationsbecausetheirobjec_e,
pumaantto Executive Order12333, is '°thedetectionandcounteringof intematioxml
•.terroristactivities,"andbecause they employtheauthorities:andinv,_'gati'vetoolJ_-
michmForeignIntelHgence_nrve_llane_Actwarrants"_ate designedfor,the

_:_..... .....mte._ce mi_ionofprotecting the U.S. againstattackor other:Imrmby foreignentities."
-.-,. Theyare._mln_1inveC_gations8ine_intem_onaltenori_agai_the:U.S,eom,'ti_es.
.... a'vi01ationofthe fodorM_ o0de.-(_. :. '

• ._,..

.... :::'/_:.. ..:.. -.. .

:. ._-<:-,.: Overthe pastiwo decades, a regime of court.rules,and:inte_.hal•DOJ pro_edm-es•
developedsurroundingthe use ofFISA w_mnta tlmtbm'redl_I ag,a_. andothor
Into!tigcnoo.Communitypersonnelworki_.intelligenoo carotinthat employed.the FISA
to01f_omcoordinatingandswapph_gI_ w_ agentsworkingcrinfinalcases./_ia
res_'tofthislegal_all,""intelHgmca"agentsand"cfimh_"agentsworkingona
•i_todsttargethad toproc¢_lwithoutkno .wingwhat.,the othermay haveboon doing
aboutthat same target.In short,we worefightingim_ational torrotimnwi_hone _mm
tied behind o_ back. (U) " o

The USA PATRIOTAct, enactedonOctober26, 2001 eliminatedthis :'wall"
and. authorizedcoordinationamong agent, wofldug crimin_ mattersandthose We:.rking
intelligence inveatigafiom.:On March6, 2002 the AttorneyGeneralissuednew
IntelligenceShining'Procedures.forForeignIntelligenceandForeignC0untermtelJLigence
InvestigationsConduCtedbythe FBI OntelfigeneeSharingProcedurea)to capitathzon
this legislativechange.Thenew proceduresspecifical!ysuthorizedagentsworking
intelligencecas_ to disseminate tocrhninalprosecutors andinvestigatorsallrelevant
foreign intelligence information,,including informationobtainedfromFISA, in
accordance.withapplicable_afion _andardsandotherspecificrestrictions.
(ori"greatercontrols):Likewise,the proceduresauthorizedprosoouto:mand criminal
agentsto _vise FBI agentsworking intelligencecases Onall_oc_t of foreign
intemgenoeinvestigations, includingthe useof FISA.(U) "



.....OnNovembe,.•.18,2002theForeignlutelligenoeSurceillanceC0urt'ofReview..
issued an _inion.approvingthe IntelligenoeShaflng.Procedur_s)th_by authorizingthe
FBIto sha_.:information,including FISA-deriv_ _fformation_between o_.crimimd and
intelligenceinvestigations,With thisopinion, we were finally eble to _nduct our .
terrorisminvestigationswiththe, full use and coordinationof our eri_dnal and '

" . intelligencetools andporsonneI.(LD
v

To fotma!iz"ethismergerofintelligenceandorimimdloperations,we have
abandoned._oSeparate,©aseclassifibationsfor "cfin_ _intomafio_xltvrrodsm
invostigations(with.the clusific_on.n_nber 265)and ".'m__lligonce"intomatio_>"

inv_gations. (oMsifloation number 199), andI_.veconsolidated thom.in_ a
single c.l_cation for "intemati'onal:tex_rism"(ram,clasO_ficationnumber315).i!This
reclassificationofficiallydesi_.au intetmfionaltetmrim1:.investigation,as.one:11mt
can employintelligencetootsaswel!.",as.erimlnalptooessessadprooedures,.InJuly2003,
we formalizedthisappma_hinour.Mode1.CounterfatrorismInvestigativeStrategy
(MCIS), whichwas issu_ to-all,fieldofl[i.oestrodI_ been Ithesubjectof extenm_efield

• "i ". "

. With.the dismantlingof tl_lega!"wa_.!.':-.:.and.the:integt'ation_of.,our:._riminaland•

•inte._igence`pers_nneI_and:ope_ati_ns_>wen_w`have`4he_atitude..t_o___._ur.." .
•..:._genceand.eriminaHnvestigafionsandto.use.thefuH-.rtmge:ofktvestigativet_ols
_.a mmpeetedterm.d_Onthe_genee.side,we eanconductsurveillance,onthe
suspectedterroristto learnabouthis movementsi'andidentifypossibi,Oconfederates_;We

• canobtain FISA authorityto monitorhis oonversatiom;_mt.d/orwec_m.'appmaohand
:attenkuttOcultivatehim as asoume or anoper_onal.asset,:On the m_al .side,we-lmve

•" •the option ofincapaoitatinghim througharrest;det_on;and prose6uo..'on.We decide

among:theseoptions.by e,ontinuouslyba]anoingtheoppOtttmitytodevelop in.t_lig_mce
againstthe need.to apprehend.themmpootandprevent-himfrom©ar(yingouthis"te_-
plans.This.integrated.appm_h hasguid_ our,operations_mdwe have _ccessfully
Xo.ilodterrorist-relatedoperations and _m_M _lls from $¢a_-e, Washington,to.Dotroit,
Michigan,.to La_kawsnna,Now York. (U) " . "

•Althoughwe arenow able tocoordinate our intelligenoo collection and
law enforoemen_operations,wecan only .maldz'e ourfull potential as a

terrodsmprevention agenoyby developing the intelligence stmoture, oapabilities,and
processes to direct those operations, Without an effeotivoimolligence oapaoity, we
eatmotexpectto.defeatasophisticatedand.opportuniStadversarylikeal-Qa'ida(U) "..

• . . . . . •• .

•.Fora varietyof historical teasom, the BureauI_1 not developedthis intelligence
capacityprior to SeptemberI 1. While theFBXhas always been one of the world'sbest
collcctorof information_wenever es_bH.she_the infrastructureto e_toitthat
informationful!.y forits intelligence value_'Individ.ualFBI ageats have alWaysanalyzed

'the evidencein their partioularcases, and.then nsed that analysisto .guidetheir
invogdgatiom.The FBIas _imtitution, however, had not elevate_that analytical ' "
proo_ssabove the individual easeor investigation toan ovmfll effc_rtto analyze



inteUi enoeand.trategioally "d/feetintelligencecolleetionagat threa arossat|
prognms.(U): "
. ..

Theattacksof$op_ber 11,2001highlight_thenoedtodevel_.an "
intolfigenoeprocess for the CountertorrofismProgramand therest of the Bureau.Since
then,we haveundertakento build the capacity to f_e, andyze, _ diss_ our
terrofi.'sm.relatedintolHgence,andto direct investigative activitiesbased.on our a_alysis
of gapsin ourcolleotion against national intelligencerequh'_ents: .Thateff0_ has_
proceededinfour,stages,_:_ ....

. :.. . ..... . ,•

: Our first stopwas to incmaso the:numberof analysts working on r :
countemmrofism,:Imme_liatsly.aRer:SVtemb©r11,.Wet_omrilyreassign_analysts.
from the_ Investi'gativeDivision_md_enm_gmoe DiVisionto v_#us

• " units in the Cottutevterrorjsm.Divisio_ In Suly2002,:25aaalys_,wm_ _exi fr0mthe
CIA to assist"our ¢oun_rismefforts, _y of these and_ provided tacti¢_f
intelligence analysis; others provided stra_gic "bigpicture"analysis. All of thvm work_
exceptionallyhardand:help_dus anal.yze the mass of data generated inthe _thof
the _rroristattaclm.Thesedeploymentswere a_ measure,but_eprogre_m.
made,the.confiO_n_gained,...and_el_oRs learnedduring..lhisp_!Odi_ .usdown

..... to.wardafunotioninginlligenoeanalysisopevti."On.Wealsoesmblishedate-:
.. _IlegeofAnalyticalStudiestohelptrainanddevelopourowncadre_ofanaly_,¢._D

•.-:_.-.._.

OnDecember3. 200!, the Directorestablishedthe Office.of IntelHgence(.O1)
w/thin the Coun_rism.Division. T_eOl Wasrespo_sitblefor e_blishing and

.. e_ecnting .standardsforrecruiting,___g,..tminmg,anddevelopingthe.intelligence..
....::..... .a_lytic workfo_ce,and ensuring.thatanaly_ are.assignedto operationalandfield

divimonsbasedon intelligence priorities,Reco_g that inlelligenceand analys_sare
".mtegra!to all.of the Bureau's.progran_,m February2003, DirectorMueller moved the
OI outof the CounterterrorimnDivision andcreateda s_and-aloneO]_h\eadedbyan-.
•ExecutiveAssistant_tor (EAD-I), _oprovidecentraliz_ supportand guidancefor
the Bureau'sintelligence functions.(U)

The next stop.in our intell/gonce integrationwas toelevato _atelligencefunctions
to program-levelstatus, institutingOentnd/zedmanagemontand implementing a.detm'led
blueprint for the Intelligence Program.(U)

'.

The Directoi"articulateda clear mission forthe _ntelligonceProgram to
positionthe FBItomeetcurrentand emergingnationaI.seeurityand(_al threesby:.1)
.aimhtg.investigativeworkproac_velyagainstthreats;2)b_Idingandsustaining
enterprise.,wide intelligence.polioies,and cepabilifies;and3) providingUseful,appropriate,
and timely informationand analysis to the national security,homelandseourity,and law
enfomementcommunities.We then setout to:embedintelligenceprocesses into theday-
to-day workof the FBI; fromthe initiation,ofa pre_inary investigationto _he ,
developmentof FBI-wide strategies.02)

•
• .

• -
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Now thattheInte_HgenoeProgrm is _abHsh_ and,developing, the FBt iis
moving on to the next stageof transformingthe Bureauinto an intelligence agenoy-

, •reformulatingpersonneland_mlni_tive proceduresto instill .wi_in Our workfol_ean
expertiseinthe processesand objeetives of _ntelligencewo_. _

', . ..

A majorelement of _heBureau'stransformation.is oer inorez_ing integrationand
coordinationwithourpartnersin the U.S. and internationallaw onfmvement and
intelligence c,ommuni'ties.Morethan any other fypeofefforeement _ission,
counterterrorismrequires_heparticipationof every level of loc_.stme, natioi_ an_
internationalgovernment.A good exampleis the ease of the Lackaw_muaterroristoelt
outside Buffalo, New York. Fromthe police officemWho:helpedto identify andConduct

•surve_ce onthecellmembers.;totheCIAomoemwhoprovided_form_on from
their,so.overs .eu; to thediplomaficpersonnel.who _ted our effem with .•
foreigagov,emme_lts;to theFBI agentsandfederal prosecutorswho conductedthe
investigationl_g,to the atre_ andindietment,everyoneplayed 8_Signifioantrole.(U)

. . :. ". . . .

• .... we recognizethataprerequi_te:forsay operatiomdcoordinationis the rill and.
free.exohang_,of information."Withomproceduressad mec_ f_t allow •

•informationsharingon a regularandtimely basis, we aud,ourpertnezzCannotexpect tOi
•afignouroperati'on_effortsto best acoompHsh:0Or.._shax_mission:.Aocoidingly_:we iuive
takemstepsto_eStabfish:unifiedFBI-w_e policies for_sharing-infor_ttion andintelligence.

• . ..

• . . ,_ _ ! " . . _ .". -

.ToenSme a coo_ enterpr_e-wideapprou:h, the Direv-torrecently _ "
: designatedtheEAD-Itoserveas ._he,principalt_BI_bfliCi_::for'klfomtafi0h:and
intelligenoe.shafingpolicy,In ads-zap_ity,:the EAD-l..fim_ons as_advisor to the
Directorend providespolicy directionon informationend'°_intel_genc_"'....... sharing:'witlnn"" end
outside_e.FBIwith the lawenforcement andintelligencecommunlties, as wellas

•foreigngovernments.CO) :- •. .
,. . ..

" On February20, 2004 we formed_minfonnafion-dmringpo_ioygroup,
comprisedof ExecutiveAssistantDirectors,Assistant Direztorsandother senior
exeoutivemanager_,UndertheD_-tion of the E_. -I, this group is establishingFBI
informationand.intelligencesharingpolicies. CO) _

• .,

On February11, 2004 theAttorney Generalannouncedthe.,u_._tionof the,DOJ
IntelligenceCoordinatingCotmcil.The Councilis comprisedof the ]_eadsof DOJ
agenoieswithintelligenOoresponsibilities,and is currently¢hairedby the FBI's EAD-I.
TheCouncilWillworktoimproveinforma_ionsharingwithinDO_endtoensurethat
DO_meets the,intelligenceneeds of outsidecustomersand acts in.acr.ordaneewith'
intelligence priorities.Itwill also identifyten,non, challenges (suohas electronic
connectivity,collaborativeanalytictools, and intelligence.skills trahfing)andestablish
policies andprogramsto addressthem. (U)

Beyond these informationsharing/nitiatives,we areincrea_dngour opemtiona_
coordinationwith ourstate,federal,and internationalpertuerson a number.offronts. (U)

N" 8
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we muchsOngor r laonsp,w th
other members ofthe Intelligence Community,Fromthe Director'sdaily me-tings with

the Directorof Central_telligenoe and CIAb_efom, to'our regularexchangoof
personnel among agencies, recur joint effortsmspecifio inv_tigations an_ in the
TerroristThreatIntegrationCent_.•the TerroristS_.en/ng Center,_.d othermulfiagency
entitieS,theFBI andits partnersin theIntelligence Comm_ty arenow integratedat
vim_y every level of o_ _erafions, _ : :

• / ._. '. • . --. •

•The:TerroristThreatIntegration C_tet is a good:_ample Ofout,c_Uabore_ive.
relationshipwithtlie C2Aand:o_: fed_ Pettners;_lish _ on May1, 2003.atthe..
direction0fPresident Bush,TTIC _or_ _tegio _dYsis of threatsbas_ on
intelligencefromthe FBI,CIA, DHS, endDOD, Analym l_m each _genoyworkside.
by-side in one locationto piece togetherthe big pictureof t_._ to theU.S, and our
_. TTIC.anal_ synthesizegove_ra_t,w/de ,mibn_on reg_ _t

" terroristthreatsand producethePre_dentialTetr0_n ThreatRep.oa:for thePresident.
.The"FBIpemonnelat TTICarepar_of the-Ofce.of IntelligenceandWorkclosely With
analystsatFBiH_ m eomb_ dom_o andin_tiona!i,terrorism •• •

- developmentsinto a comprehensiveanalysis 0fterrorist•_. In addition•tothe
__ ,a__ysisdevelopedby FBI anatys_ detailedto TTIC,FBI analystsat He_iquarters

'":_"_ re_arly oontn_outearticles _othe President'sTerroti_ Threat Repoa:.(U)_
..• . .• , ::

. , . . .

•TheFB! cUn_tly has AgentsandAna_y_..'detailedtoCIA •i,_tifies,including "
the CIA'sCounterTerrorL_mC_t_ (CTC)'We_ohaveFBIi agent,sandintetligence

...=:.,. a_. ys_ detailedtOtheNSA, :theNationa_SecuritYC0uncil,DIA, the Defense Logistics
" Ag_enoy,DOD'sRegional Commands,theDepartmentof Energy,and other federaland

...._...... state.agencies.(U).
.

cIApets0nnel arealso W0rkinginkey positions_oughont flxeBurearL_The
AssociateDeputy AssistantDi_t0r for Operationsin _e Counterten:orismDi_;isionis a
CIAdetailee:CIAofficers aredetailedto the SecurityDivision, includingthe Assistant
.Director,theChief OfthePersonnelSeemitTSection,.andmanagerswo_ with the
Seerct CompartmentalInformation(SCT)programsad the FBI Police, An experienced
mm_er fromihe CIA'sDirectorateof ScienceandTechn01ogynowheadsthe -
•InvestigativeTechnOlogiesDivision anda SectionChiefin that divisionis onrotadon
from CI_ (U)

• •

Thisexchangeof personnelistzking place in ou_field offices as welL,In 33 field
locations,the CIA has officers,co,locatedWithFBI agentsatJTTF sites,and there are
plansto addCIAofficers.to Severaladditionalsit_. TheNSA has.analystsdetailedto
FBIHeadquarters,the Washington FieldOffice, the New york Field 0fce,:.and the
BaltimoreField Office. (U)

•Eachmorning;in additionto FB! Briefs,:the Directoris bfiei_ by aCIA bliefer.
TheDirectorof CentralIntelligenceand theFBI Directorthenjointlybfief the t_dent



•/ . ..

on currentterrorismthreats. In addition,CIA andDHSpet_onnd attqmdthe Director's

• internalterrorismbriefingseveryw_lc_y morningand _:_oon_ 0_
• " " 'i,. • " .

" •'• TheFBIiS nowusingseouresystemsto diesemimteclassifiedintelligence
r_,ortsand analytical productsto the Intelligence.Commuaityandother federalagencies.
The FBI hosts a web site on the Top-Se¢_ Inte!inld'_oin_World,Wide Intelligence
Community System(_VICS), a fully-_ted system,that.connecUJ:more than 100
DePar_ent ofDefe_e, CIA,andotherInteltigenceCommuni_ sit¢_. We also h0E,_a
web site on SIPRNET,a similarsystemused by DOD fo_sharing inlbrmationclassifi_-.
at the Secretlevel. In addition,a new TStS..__network!m_ as"SC]O_' isbeing :
piloted in,s_eral field officeS,sCION.i_._nnect FBIHe__s antifield:OfficestO. •
the CIA andother,members.Ofthe intel_igence..Co.n_muni_; aud._ _terease.....

oppofor tor-ag0noy0n0raon. - . .. , •
• .. .. :,• . • . . . •

InteI!igenceCommenity:willincrease:,the_ and _ of informS[on shadng and
collaborafion_Acco_gly, the FBI's_aformati0ntechnologyteam has workedclosely
with the _efInf0_on Ofli_ (CIOs) of DitS and otherIntelligence Commt_aity
.agencies,todeveIopourrecent,and0ngoing t_o._,ologyupgrades.Thiscoo_onhas
affectedourderisionson•severa!:keytoolm_logyup._. _ •••

• . : • _ . . : .. . . ..:•.,. " .: . . .: , a. _ .."" " . ..• " . . .. .. ..• :" . : •.

To cao on the Intelligence
Comm.uni'tyCIO Bxec_t/ve.Council,The.Co.uncild_el .ops._d reco_nmends..technical

: req_en.ts, policiesan.dprocedures,andcoonlina_ini'tiativesitoimprovethe •
int__ Ofinf_on.technology,__thin_e:_ntdl/t_nce>Community. It
wasestablishedbyDireetorofCen_alIntdligencedirectiveandis:chair_bytheCIA's

t • ' " ' " • " " " : _ ' " " " "

co. ..

DHS.playsa.m'Ricalro!ein asse,ss_. andpmt_ ,_g vuln_,abilitiesin our
nationalinfrmtrectere _d at ourborders,and inov(_ee'mg our responsecapabilities. We
have workedclosely w_thDILSto_ _hatwehave theintegrati0nandCompreh_ive
inform_on s_ betweeni'0_"agencies_ me vitalto the success ofour missions.
The FBI andDHS.share_base aoOessatTTI.C, in theNafionalJTFF at FBI. "
Headquarters,m theFFrTFand _e TSCi audin 1,ocal..._._S :inOurfield 0mcas around
the country,we worked closely togetherto get thenew T_rorist Scre_dngCenter up •
and running.We hold WeeHybriefin_ in which ourCTD su_ys_ brieftheirDHS
counterpartson currentterrorismdevelopments.We coord_te allFBI warning_with
DI-LS,.andWenow coOrdinatejoint warnings throughthe Homeland S,eourityAdvisory
Systemto.addressour customers'concernsaboutmu_.tiple andduplioa.tiveW_s,: We
designsted an experiencedexecutive•l_om.the.Tran_or_tionSeourityAdministrationto
runthe TSC anddetaileda seniorDHS executiveto the FBI's Office of InteLligenceto
ensure coordinationandtransparencybe_een the agencies..CO)

OnMarch4, 2003, the A_tomeyC_meral,the Secretaryof H0melandSecurity,
andthe Directorof CentralInteltigencesigneda _rohe_ive Memorandumof
Understanding0_IOU)establish,policiesan_proceduresforinformationsharing',,
handling,andUse.Pursuanttotha_MOU, informationrelat_xltoterroristthroatsand

• :i '



• Consistent'withtheprotectionof sensitivesourcesandmethod8andthe pr0tect/onof
privacyrights,wenowsha_asarule,_ _!_ byex_t_on.CO')

With terroriststraveling,communicating,andp!snningattacks-allaround:the
worl_ coordinationwith ourforeignpartnershasbecome•morecri'tical_ ever before.
We have steadilyincreasedour overseespresonceandnow routinelydeploy agen/sand

crimescene expertsto assist _ the investigationof0verseasattac_, suchas the May .
2003 bombingsin SaudiArablaendM0roo_.AS of S_xmry7, 20.0,#,4i3FBI p_sonne|
Wereassignedoverseas,Over200 of_om arepermanencyassi_£. Theireffort,, and

.therelationshipsthatgrow fromthem, haveplayedacritic_ ro!e:inthe _ceessfu!: •
internationaloperationswehavec_duc_ Overthepast31monthS._

Bureaupersonnelhave partioipatedin numerousinvestigationsof_errorist
at_ inforeigncoun_esoverthepast33months.Ourq_proach_ those!nvestigations
differs from.the approachwe tra<h_onallyhave teken_..Pri6rto Sep_ember'Iith,our .
overseas,inve_gatioius p_ywere foxed Onbuilding;cases forpmsecutioni_nthe
U.$. Today,ourfocus has .broadenedto provideor_ forei'gnpastnersW/th"mvestigi_ve,'
force. "c,and othertypes of supportwl_cllenhance ourj0_nteffor_ i_ preventand disrupt
tex_rist attacks.Ore'partnershave_:_Js a_acl_ _ it is payingd/vidends
wi_ greaterreciprocal_eration andmoreeff_five jointinvestig_i0ns. _) ....

• . . • . • "..." .._ . '. .

.... Thefoundationof a _centra_edandeffective cOun__ operation:.isthe
capabilJ.'tytoassemble, .asSimilate,anddiss_e _investi_ve and6p_0_ i

._......_ezmafion both/ntemallyand:withfeHow inteiligenceandiaw _rcem. ent agencies,
This_a_mtyrequiresinformation_h.o_ogyt_ tha_makesinformationeas.y
accessible andUsableby all personnelw_e protectingthe securityof that information,

, . , .,-. - - . . "• .
.... .

• ,

eri'ortOS_tember!1_ t_eBure_'sinforn_tiontee_n0to_was_hxadeqim_to
supportitscounter_errorismmismon.Inprevious_q_xrs,_stantial iqv_ents were
madeto_gradetectmotogiesexa_dix_tysupportedinVe_getio_._chas sur_ei,ance
equipment.andforensicservicesLike_e IntegratedAutomatedFinge,_t identification• _ ,

System. Insufficientattentionwaspaid,however,to technologyrelatedto themore
fimdamentaltasksof recordscreation,maintenance,dissemination,_ndretrieval.In 2001'
manyemp!oyeesstillused vintagei987 386 desktopcomputers,some residentag_mcies _
could only access detain their:fieldoffice via a slow dial-upconnect/on.ManyBu_eau
programswereusingcomputersystems.th_ operatedindependentlyand didnot .
ifiteroperatewithsystems in otherprograms0rother par_sof the BureaU.(U)

...

- .
• .

TheFBI alsohad a deficient_formationmanagementsystem.TheFBI'slegacy
investigativeinformationsy_em, the AutomatedCase Support(ACS), Wasnotv_
effe¢tivein identifTinginformationor supportinginvestiga.tio_.Users navigatedwiththe
function.keysinsteadofthe. "point_d click"methodcommonto w,_,based applioations.
Simple tasks,suchas.storinganele_ronic versionof adocument,re__ a truerto
perform12separatefunctiOnsina"gre_.screen"environment.Also:,ithesystemle_kod

• 11



. raultim_fanotionalityto:anewforthe_mgeofi_om_onini_sori_ form_.'
Agents could not st0remany f0_ of digi_ evidence in_ eleoconic format,in_ead
haviag to describethe evidenoe:andindieatewhere the evidencewas storedh aoontrol
room. (U) ' - •

tomeoh_ter._ _Oivoofi_pmo_ol,_e:Fmtw__le _ a_evc
numerous..'investigativemocessea; m.spite.ofthes_eobstacles. Itwasolear asof September
11,hewers,, theWe needed anintegrated-rr. infr_oture to numage o_ information.

. ..Webroughton-b0ard a lfighly_ed teamof _ amtSetout to,_ anIT..-. ....
infrastructure_is fastendsecure,and.dmtties together,the appiieafiem and da_lbases

applioalionsto reduce.mlim_ on.paper _:and.:to streamlineinvestigative w0rkflow.
These improvementsare_cing our ability_ collect, st0re,search, malyze, _ share
infoxmationCO). • . ... _... ..

• .: . :, . - • . . "

.... " " :" '- *" " • o" .. •

• _ m_oaeffortm the Trilog_ s multi-•. The fa'ststepmtheFB!'s:

y_.effortto_ce 0_ eft.eye,ven___ t._lhuol0#_t_. a_owustobe_r:
ace.e_, 0rgan_, and an_yZ¢:_ozmafiotLTheTrilogy Pr0_ ts aimedat providingali
FBIofli_,iin¢!_ o.verseasLeg_ Att_h6of_c_,:withimpmv.ed_n.e_brk
communic_0ns, a COmmonandcurrentset of office _tomation topis,anduser-fi-ien_y

• Web-basedapplica_tions.,.Trilogyupgr_ea,also-incorpomtec_ntrolsto.providean
enhaaoedlevelofse_urit3(_forFBIinfotmaUon,(U)

• . . .... ...' .." ) . • .

" inv_rs andanalystswi'th_quio_easy_.cess,_the:full_;__Ofinfotmaticn
:.... immediaterelatingto terror. Wedeveloped a,three-_pplanthatWould]provide" "":

Supportt0.Count.erterrorism.and then increme_dly :.m_se therange andeffectiveness
of thats_p0rt for othercriminalinvestigations.TI_ planttunsifi0m us away from.
separatesystems,containingseparate_a, iowmds an InvestigativeDatabase Warehouse
(IDW) thatoonteins.all_ thatcan legallybe stored,.tog_er; The IDW provides ,the
BureauWitha single access pointto severaldata sources_R were pvbwiouslyavailable
only:tht'ough..separate,stov:e.pipeds_. By pm#iding oonsolida_l ac_s to _e data,
for the flint timeanalytica!tools Cambe usedacross data souz_s to px_vide amore
eompleteViewof the infommtion possessedby the Bureau,(U)

• .
• ... .'

" Theinitial Step_ward:the IDW was the imp!ementati0nof the Secure
COuntertetroristOporationalprotofype Environment(SCOPE)progr_.an.under the
SCOPEprogramwe quioklyconsoHdatedcountertotrofisminformationfi'omveriousdata
sour.es,providing analy_at HeadquartemwithsubstantiaUygreater'_s to mos_
information in far less time thanwith otherFBl,inveatigative systems. The SCOPE
databasealsogave USan opportunityto testnew capabilities.ina controlledenvironment.
Thisprototypeenvironmenthas now beenreplacedby theIDW. (U) ",

•
-.

TheIDW,deliveredin its firstphase_otheOffioeof Intelllg,_ce in Ym!Uary
2004, now provides analysts+withfull accessto inveatiga_iveinformationwithinFBI files+,
inda "clingACS and VGTOF .data,opensome news feeds, andthe files of other federal

• .

.+

i"".,.. : .12
• ...'

'



ag_¢ies suoheS DHS.TheiDW providcS_hysi¢_ Stomgi,.fordata ,rod:allows.us_n to_".
sootss that datawi_houtn_dins to.knowits physio_ location,or f0nmat.:The _in the,.
IDW[s at theSo0retlevel, and the additionof TS/SCIlevel ds_ is in thepianningstages..

.

:Laterthisyear, we plan to _oothe IDW by addingadditionaldatasources,
such as SuspiciousActivity Reports,aud.hylmak_g iteasier to soarc._lL.When,the IDWis
complete, agentsand analystsusing new etmlyficaltools will be able_ searchrapidlyfor
picturesof knownterroristsandmatchor comparethe pictureswi_ o_individu_s _
min'.utesratherthan.days.They will be able toextn_ subjeots' ad_)sses, -phonenumbers,

. and-otherdatain seconds,,ratherthansearo_g forit menually,They.will.have.the ability
to identifyrelatiomldpssoross cases. They Willbe able to sesreh up:It0100million pages:
of internationa!._,terrorism-relateddocumentsin seoon&. _!. - , ::

• , . :; r. " / 'i "
• . , . • .

Ultimately, we plan totum the ]DW into a Master DataWm_house (MD_D that
• will includethe administrativedata requiredbythe FBI to lmmmgeit_intmml busiuess

processesin additionto theinvesti'gafivedeta_MDW _grow _ evmtua!l:y provide>
physical.datast0ragefor, andbecome the sys_ 0frecord for,all FB! electronicfiles. (U)

We areintmducing advtmoedanalytioal_)ls to hdp Usmake the mostof_e ••
__>'_. _ stored in _e IDW. Thesetools allow FBXagents.and analysts to look acrossmultiple
, " o_es andmultipledatasourcostoidentify_latiomhipsandoth_pie_3es ofinfori_Rion -

thatwere not readilyavailableusing:older_I S_. Thesetools lL)..makedatabase
- ". • . " . - .. , • . " a / ' . . . " . • : _ . • e,.. e ' "z : d" " "

• searohmsimple attdeffeotive;2) gtve analys_ new _7._ttion, ge_-mappmg,li_,ohart
:>. cap_ilitios and reportingcapabilities;and3) allow amdyStsto reque_ automaticupdates

• • to theirquery_ts whenever new',relevantdata is downloadedintothe database. (U)
.--,..i:_,..

' As thefirstpartof our 1Tmod_on effortsnearcompletion, FBI agents,
analysts,and supportpersonnelarealreadyenjoyingnew c@abilitieSand@plying those
capabilities.toth_ coUntrY,Sin mission. Theyhave up-_ desktops, fast.and-::

ausor-ffiy tothe.ACScase c eat syacm,.me-"
ability to access and searchconsofidat-edterrori_-telated data, andnew capabilities for
sharing.informationinside andoutsidethe Bureau.(TO ....

....

While there is still muchto be done,these effortserestartingto deliverthe
techn010gywe need to stay ahead0fevolving threats,Upgrading our_ohno_ogy will

• remainanFBIpriorityfor theforeseeablefuture,endour t_w IT managementwill
ensurethatwe continueto improveour systems. CL[)

With the recentdirectivesimplementingthe intelligence age_acareertrackand
the:administrativereformsrelatedto bUiMingan intelfi.'genceworkfo_e,Wehave inplace
the.essential:structuralelementsof an.inteIligenceMrivencounterterrexismoPeration,The
challengenow is to refine and continueto develop that operation- an.effortthat w_LI '

roquix0additionalresources,continuedattentionbyFBI t(mdorship,.sndconstant_ _.
ofFBIpomonnelin intelligenceprocesses andobjeotives. (U) .

. -- . . . . •



While we have clearlymade isubstamialprogressover.thep(mt33 months,it
difli©ult:tocome up with m exactmeuUremeotof !_e our;_mteffeotivenessof our_ <
ootmtertermrismeffortslBesid:es citingthe abs_oe of successful atU_kson the homettmd

•.since.SeptemberIHh, there is no singlemeasurethatcompletely cep_res theprogress.
we have made. Thereareseveral yardsticks,however, thatdemonstratethe effeotiveness
of the core functions Ofa Countertetx_rismProgram.Those yexxistick_include the
following.' , ....
' D$velopment ofhmnan assets: ,
•.Nmber of FISAs

fintelli'g genemtect .....••Numbero encereports
• ._ .___._

• ,.'_ty of daVybriefings:
, Effeetiveneas .ofeotmtertermrismoperatiom
• Continuedpro.teotionof ci_'l liberties :
An applicationof these _oks dem0nstratesthe )regress Wehave achieved sinoe "

• September!I, 2001. (L_ : • " •• •• .

• . .... , _
• . .. - : • . ., .

: .TheFBIihas long recognLzedtlmt.lxumansotweeinformation-isone of the most:
intpottentwaysto inve_gate._ :_vi.ty, we have.!ong=stending:expertisein,.._ "
•recruitingandusing hnm_ souroes,and we havened those skills to groat.effect acrossa
wide rangeof:investigativeprograms,includingorganized_'rime,drugs,public
corruption,and white collar crime:(U) .... _ , _

.- . 0 , . . ..
• . .. .' . -..

• . : . • ... . - . . . • ..... ,, ,- :,.,,,,q . ..• . . • ...:-:.-._rltilewe._o ..... .... " ..... " "have devdoped.-_.,m_es:over_e yearsm tlae c,ounterterrorism
. Pro Septmbort • ghU'ted the.omg intomgen ereport

al-Qa'idabothin the U,S. end abroad,.With the U.S. go__ent ._ing.telatively few
assets Whowereable t0penetrate end report.onai-Qa'idatspi_, Wewerevulnerable to
surprise.attack,CtJ)- "

•

•The Bureau .hasplaced h priorilyon developinghttmanintelligencesourves
reporengonintemational_terror!sts.We_Ver_'ed o_ _pro_ our
personnel evaluationcriteria,and..Ouroperationalpriorities_ focus on source
developmefit.'While we continue to growthis..capacity,we l_a.vealreadyseen a ma_ked
inoreasein the numberofhuman intelfigenoesouroe_in thoC.oontertm'rorismProgranx
Between August30, 2001, and September30, 2003, thenutoberof sources relatedto
internationalterrorismincreasedby more _an 60 p_t,.and thenmnberofsouru_s
related-todomestic terrorisminoreasexlby more than 39 pe_e.m. (U) . ' :

FISAcoveragehasalsoincreasedsignificmtly,refleo_ngbothourincreased
focus on counterterrorismend counterintelligence_vestig_tions and improvementin the
operationof the FISA process. From2001 to 2003, the numb_ ofFLSAapplioafiom filed
annuallywith .theForeign In_l!i'genceSurveillmce Courtincre_ed by 85 percent.We
have,seen a similar increase in the use of thoemergencyFISA protest)that.permitsus to
obtainimmediate coverage 'memergency s!.matiom.In 2002, .forexampl6; ,.the_
Departmentof JUsticeobtaineda total of 170 emergencyFr_A author'tzations,whiclhis
more thanthree times the numberOfemergencyFISAswe obtainedittthe 23 years
between the 1978 enactmentof FISA and SeptemberH, 2001. CO)
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.. . : , ..: . .... : : ...{>..:,..' :. • ... ,, , • _., ..,:.., .
Inthe p_-year, the FBIproducedmorethan3,000 inteUigenoeproducts,: .

including"raw'."reportS-,intelligencemetno_ in-dep_ strategicanalysisassessments,
, special event tlxreat.assessments,and.focusedPresidential.briefings.,.We ats0 conducted

' 'numerous intomgoaoebri¢fiagsio membersof Congr_s,&lior gee,mimer agenC.)ies,and
the law enforcementandintelligencecommunities,Theseeffortsmarka new beghming
for the FBI's intelligenceoperation. (U)

........ _

• - , ".... . • " " .i . .. '

' Prior to:S'ep.tember11,200!, the_I producedveryfeWraw intelligencereports. -
inFY 2003,..weproduo_ anddissmfinated2,425.IntelligenceInfOrmationR_o_ts.._)
,con_ raw intelligence derivedfromFBI investig_om audintelligence coflection,

.- The.majorityCon_ intelligence relatedto intemationaltcrrorisn,t; _.noxt greatest
number,,containedforeign intelligenceau_ie0un_intellig(moe hffon_On;and the '
remainder,con_'_ activitiesaud©ybercrime.Thee HRs Weredissemi_
to s widecustom_ set inFBI fleld6_, theintelligenco Con__uld_i Defense. -
Community,other federsl'lawenforcementagenciea,andU.S. policy entries. (U)

' . • - " • , " , - , . ' ,: -

.... Xn.additionto theserawintelligen_ repo.r_:the FBIhas begunp.redUcing
analytic ass.essments.onaparwiththose of thelntelligencoCommuni_.. T_ FB!
developed .andissued,in January2003, a ©Iass_fiedcomprohemiveassessment of the "
teaorist threatto theU.S. This assessmentfocuseson the _ tl_t theFBI sees

... de, lopingover the nexttwo years,.,basedon m aual_ ofinf0_on re_. the
• motivations,objectives,meth0ds,and_sbiliOes 0f_ng __t groupsandi(he-

•potenealfor.theemergceofneW groups the;W0flThis
...._:<...._:assessmmt is used as a guide in the allocation:ofmv_gative res0urces,as a

useful,compilation Ofthr_ info_on forinVe_gato_"" ' "andintelligencepersonnol"
within'.andwithout the FBI, and u:a resom_eford_ision-makers eL_ewherein _e
government. The 2004 _t asse_mom was _ole_sedin i_uci12004. FBI _aly_)have
producedover 100 in-depth analyses andseveralh_mdredcurrmt intelligence atticles in
additiontotheworktheydo ss stingFminveaig0ns,

• _,

We .arepreparingto produce,._i.thenear future,the FBI Daily Report andthe
FBINationalReport to provide daily intelUge_ceb,rie_ngs to personnelin .thefield and..
external cusfom_. Onewill be producedatthe classified level andiknited in di_ibution
:to:upper-leveafield managers.The other_ be unclassifiedandWidelydistdbut_l to
fiel_ officepersonnel andour partnersin the law enforcementcommunity. (13)

A good example of our abilityto exploit_ddonoe forits intelligencevalue and
s_ thatintelligenceis our use of thesl-Qa'ida t_fism '.handbook..A terrorism
handbookseized from an al-Qa'idalocationoverseasin themid-1990's was cteclassified
and releasedby DOYshortlyafterthe events of September11, 2001. 'we determin"_dthat
inteLligencegleanedfromthe handbookcouldprovideuse_al..gu!'dan¢ieabou_al-Qa,ida's
interestsandcapabilities.Acc0rdingly,we producedanddisseminateda seriesof

• t

inteUigenceproductsto sharethis intelligenceWithourpomo.nnelinthe field andwith our
law enforcementpartners.Nine IntelligenceBulletinswerebased in whole or in parton
this intelligence.In additiothwe used informationderivedf_m the edgQa'idaHandbook



, . . . ,f .'

/

: toupdateoureo_mtmCccrorivn_g, including_eInte_gon¢_Atm]_BuicCo_e
at the College of .AnalyticalStudies, the _roduot/on to C0un_te_..rism course atthe
National Academy, and sessions on T_rism Indii0ators.andGffieer Safetyin o_ :
SLATTtraining;'TlaeunolasSifl_ version ofthehandbook:is.now n_tainedasa
reference in the FBI _ibrary andis accessible_all the studentsat _o Academy. Italso is
includedin the ref_oe manualCD-Rom_distri'butedas partof SLATTtraining.(U).

One telling measure of our improvedicounterterrorismoper_ions is the
develt0pmentof our capab'fliW to brief the daily,tenorist tlu_eatinformation_The
dei,e]opmentof .t!flScapability re_ts_h© m_g ofourCen_d Counterterrorism
Program.(U): :_: ....•

• .. • . • : .
• . • . .. • .. . . . ." •

: :'.PriortOSept__ ilth,th.eFBIlackedthec.apa_itytoprovideacomprehetmive "
daily_: briefing,.toasS_emb!e:the_ threatinformation,todetermine.what

and the Bureau,s response to _ .threatto theDirec,_or,seniornmnagers,_theAttorney-
General, and othersin the _on Whomake op_tional andpolicy decisions.
Withadecen_pr0gram in_¢h mvosti'gationsweaerunbyindividualfi_,Idoffices,
the.Bureauney.erhadt0 develop this @ecialized skill Withthe:need.foreenlml/zed ,
manag,ement,however,itb_e animperative.CrY) ..... ::_!.. '

- .. • - . ..... : .:" , ". .

:WhiteHouseea_h mo_ dailyrepo,rtson:co.unta_m-re_ated events..Wehadno
.m_'_p_ for_n_g _ informa_n,sop._arationof the reportswas.
•initiallyhap.h_ __e past33mon.ths,:..with_the:,assistanee,Of:v._fromthe
Intelli'genCeComm_.ity,Wehave_tab_iahedthe_e andthecadreof
professionals 'to produce effectiye daily.,briefingsaudto sharebriefingmaterialsmo_ ....
widely .wi_.the: BUreauand with our,partners.(_ . ".

_ : ...

•in2002 we establishedthePresidential SupportC__upwithinthe
Co_rism Division to preparedailybriefingmaterisJs,Inthe mnmer of 20(}3,this
groupwas renamedthe StratvgicAnaly_ .Uni_and.moved to _heOffice of intelligcmce.
_e__ August2oo3,theStrategicA_alysisUnitbeg_produ_theDireotoes
DailyReP0rt (DDR), a dafly inteIHgencebfie_ thatincludes informationOn
cotmterterrori.smoperations, terrorismtl_eats, .andinformst/onrelate_to all areas ofFB_
inve_gmiveactivity.Co) . ..

• .

To producethe DDR,.tho StrategicAnalysisUnit consolidatosandrefines
informationprovidedina standardizedformatby iutelligencepersom_elin eachdivision.
Eachmoming_informationaboutnew threatsisadded,and_formation:aboutthreatsthat
have been_oroughly vetted duringthe nightis removed.TheDDR is distributedto
•executives in all FBI operationaldivisions. TheDirectoruses.theDDRto brief the
Presidentnearlyevery Weekly morning.The FBI also.producesthe P_,s/dentia/
Intelligence Assessment, a finished FBI intelligenceproductcovetingtopicsof particular
interest_ the President,_andas n0ted.earlier,our.p_sonnel at TTICandatFBI

• .
:...

...

, . . .
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Headquarters cohtributetOtheformulationofthe dailyPres_lem's .Terrorst _mat.
Report.:(U) ' .... _- '_..... "....

• ., ' . . . . .

Direo_orMueller holdSthreat:briefingstwioe a da_. :anintol_gencebriefi_ in
., themorning ands 0as.e-0rien_ briefingin the evening,At these briefings,a briefer and

.thecPerationa! exeoutiVemanagersprovidea su__ofthe ¢utrc_tthreatsands
oper_ti0m.With CIA andDHS representativesin attendaaoe,thesemeetings als0 serve
to emure._thatall .threatinfo_on is appropriatelypassedto those agenoies._ '

.... • . .... . . ..,

Tie developmentof this daily briefingoperationis a_gible meas_ ofthe
• progr.esswe.have made sinoe:thedaywhen.terrorismiavestigationswere_by

indi_id..ualfield offices and littleeffort was._e to _¢flly _::6r CA_or_te them
throughout.theBureauand with tEeOtheragenciesinvolvedin prote_g, the U.S. against •

• "_

. .... ...The..Bureauhi_c.allymoamtred. its.p__ce, to.a large_xtont,bythe
numberof _s.it arrested,While.useful:forttach'tionallaw enfo.rcoment,whero the.
p_ objective is arrestandprosecution,this standardis tmder,inohtsiveas appiliedto
cotuXctlen_rism,whorethe primeryobj_five is to neatt_ize terro6St_.It only "
¢ap_ that subset of terrorist_-tl_ aren.__by-_._g.terro_ attd
presSuring them with ChargesoforiminaIt_m_ It-.fags..too_ro the toHOristthroats

...:.;:-:.we:no_ throughmeans otherthanfo..nnal.tertomprose_utiom-Suohas _
d_o_ deten_on, axrest..on.non,_ oluugos,8eizure.offi_noi_, assets,i.andthe.

• s._.ofinfotmation Withforeigngovemmentafi_r_eir_iumO:intaking aetionagaltmt
._._....t_fists withintheir borders.CO) . • - ' .... - . " •

-- !. :,. - " . - • .,.. " .. . . ":: ..

. :::;:_,:..:. "A moreuseful :"" ....."' ..... measure is one we have.usedin organizod._me cases -the
numberof disn_ tions,and:_tlements, This measurecountsevery time.we-. either
by ourselves or with our partners'inthe law enforctmaentandinfelligenoo.commmfifies-
conductan op6_,ation.which.disables, prevents,or _ts .tcrorist:flmdraisin_
reomiting,_g, or oPerational.planning.SinoeSeptember1.1,200I, the
participatedin dcmem of such operations,disn_,tiag a widovarietyof domestic and -
intera_onal terror_tUnd_gs, (U) .. "

••i . •

While thenumber of disruptionsis.signifioant,the most telling measure` 0four
progressis the.mannerin which we have conductor,individualoperationsconsistent with
ourpreventionmissiom The extentOf ourtransfommti.'onis mos_ol_rly oen m the
approaohwe take when confronting.Specificten'orL,tthreats,Our:approachtothese "
operationsdemonstratesthe extent to Whichcoordinationfindpreventionthroughthe •
development of actionable intelligencehavebecome ourguidingoperationalprinciples.

. ..

: The September1I, 2001, _errorist.attaoksawakenedallof us to thedeadlythreat
of modernterrorismand to the needler boldaotion,We in ,theFBI l_e undertakenthat

• .boldactionover the.past.33months.Whilethereis stillmus_hworkto be done, wehave
• made si_cantprogress, With iliese eff0_, andwith the _mWavefing.suppottofthe

Americanpeople, Weareconfidentthat we will prevailin ourwar age_nstten_rism..(U)
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msroNssTOO GmCOM   AUONS: '

A. Reeommendat!ousrelatedtotheFBX!8au_yaealpregram:(U_ .

R_ommendatlo_•.No._: Improvetheh_g, tratntugmtdre_entionoftntelltgenee
• analysts.0J) :

Remonse: TheFBi has takena numberof measurablestepsto imProvethehiring,
training,andretentionof analysts_moetheSePtember1Iattacks;fD')>

• ..•. .
• , . .

.
• . _. .

' TheFBi's.om_ oflntdHgvnc©(el).,.led:byanEXecUtive.A_,_ Dinnerwho
• is a eareerintelligenceanalyst in the U.$. Intelli'genoeComm_mi_,has developed

....:.. a.rem'uifingp.lantO:_ .that_e .F_la_volyromm'ts_ndidatea.W_ththe:::."
oriticalskills necessaryto provide world-class inteUigenceanalysisforthe I_Bi'8
mission. In September2003, the D_otor approvedthe FBFs HumanTalentfor

. . in.t_'gence Production,Conceptof Ope_ltio.ns-(CONOP$),Which.fo_ses onthe
_.ent, hiring,development,land_ of_nlelligenee m_sts, (U) :

•. ,- . ,:" . . -" . . • .., , . ......
• • .. , . "' . . .•

• Recmilm__:. _lor.to theappmvaIoftheH_Talent cONoPSIhe FBI
.did not havea _tment effortspedfic t6 the intelligence a_Laiystpostti0aAS

•-...-..._t_.h,inte.IJigenz0.ana!_were notroutin._y.partef_ruitm,mt:teems.In.'i_
..eff0rtlto.__ .theFBI.bprepar_tomeet.eanerging._tment.and_i .

-...I_."0n.'tiesforintelligence:m_yst_._theOlseleCted_ .temgf_[_e;..r81]_lI:.y_"_..]HQ

...teomiters.attendeventsatcollegesanduniw_'ties_: as..welIasdesi_" '..
conferencesand.careerfairsthroughoutthecountry,,FromOctober2003-_ril

_-rm_tment-even_and:_a_.._-.2004, theFBl participatedin more.than.10 """ ' " " '
•

• partidpateinat additionaleventsthroughStombe20o4.fU)
." .. '. .- . .

•

recruitingefforts.OnFebruary8,2004,anad-vert_oment_e_c tothe
in_liigence"analystpositi0n atthe FBI was placed.•in.thewu_ngto, n Po_ ..
WashingtonTimes, andthe New YorkTimes, and has sinoebeen re-advertised
severaltimes. OnFebruary9, 2004, the firstpreas.releaseaddressingintelligence

'---analyst recndtmenta_.theFBIwas rde_sed'by the_I.Natiozml _s Office
• .kicking aggress.iveinto.m'gOnanalysth  oampxig, ..And,Oneebruary

17, 2004, the second pres.srelease Wasreleasedfeaturinganinterviewwith EAD
forIntelligenceMaureenA.Bagins_iandtwoFBIIntelligenceAnalysts.Or)

• In 2004, .theFBI revisedits hiringproceduresfor Intelligence AnalyststOmore
effectively recruitandhire candidateswithnecessarycriticalskills. Thenew
systemis a remm_eandweighted quest[on-b_ed system, The weighted.questions

• were develop_ by a groupof seniorintelligence analystsandintetlig_ce malyst
: managersunder.thedirection.ofthe EAD for Into_gence, andweredesign_l to_.

identifythe most highly_qualifiedCand_dat.eaatall entrygradelevels. Asido from
• direot_tment into " ..... "'theintdiigence analyst posflion, theOI isestablis.h_tg

":.. . .. • . .. ., • . . . .•



edua on oopenaveprosrmwh ¢i ,U¢ge would
•an_. g_mentto work attheFBIandearna_f0ut,y_m.,ttegre_i,.Stud_ts may:

altxmmtosemen,orsofWorkwithfull-timemdy 0:rmayworkinthe:.mnnmers_.
....exohangefortuitionasslscanoe:Thepro._:_.targetS:_¢u_l_tsWho intend_to •

completea four-yeardegree in:disciplinesneed_ for_._:IIn_llig .enceAnalys_
Workto include: IntematiomdS,udieS;ForeignL,_ges; S_es: pertit'tent:to
speoific geographicareas and ctfllures;Hi_ft0ry;F,_onomics;Business;Politic_
Science; Pu-b_oA_stmtion;/Physical.Scienc6s; andJournalism.In additionto
financialusistance, studentswould benefitby obtaining,significantwo_

experience, :aa.d.the l_BI.w6u/dbenefittl_ugh ma_.en:li by the stud_t t6
•. . continUewofldng for the FBI for a pm'iod0ftime upon o0mpletion.of_r

.eduoatio_(LD • " ' " " ....-. . _.. ...
•. . . • . ..

•.. ...

• . . • ," " : . .:. _ • i: "

....®: .CollegeofAnalyticS_dies:,, SinceFiscal.Year2002,_e.....C_H.ego.of_3,qic
•Studies(CAS)has&livered13itemti_of.theBasicIntelligenceAnalys.is "
Coursefornewlyhiredanalysts.Inadditi0n,tlwoughintelligencecommunity

partnershipsandprivatevendors,theCAS hascoc_Minatedspeci_ trah."ringfor
' .novice.andexp.erien:e,ed.!_l-IntoHigenceAnalys_:(U)

• .- ,
...., /- .

- 264FB.I Analysts have graduatedfromfile .College'ssix-week BaSic Intelligenoe

?-.,--......i_ii. :AnalystCo-urse sinceits establishment.CO)' .. .. ..
"..

• ...... .

-_.:,:" i!i' 655 FBI field andheadquaztersAnaly_ have attended_eoia!ty c,ourseaon a
.. varietyof topicssuch as analy_oal moOxods,tools, anddatabases,(If)

•

"_":.-:::" -I..3-89FBI fieldandheadquarterspersonnel(Anal_ andAgents)have.$_.reded
• •_c'i_ e.,ountertotrorimncoumesoffere,din c0njunotionwith CTA.Uniw_ity.

• .

" ' . "ACES I: The Basic Intemgenoe AnalyStCome currentlyoffi_redby _e CASis
beingrevised/updated. Upon completionof this effortthe co_asewi_ be re,.titled:
•Analytical CadreF.dueationStrategy.I(AC]_D.asoutlinediutheHuman Talent
.Conops,TheACES Icoursewillincorporatesevencoreelemontsfor!nte!ligence
training for new agentsandnew analysts. Additiotmllyfilen,_v course
curriculumteaohes advanced.analytictrade oraRand pracfic_i_inking .and
writingskills, resources,and fieldSkills..Anintermediatecom._eentitledACES 1I
is antioipatedin the fimae that world targetm0reexp_enoed ana!ysts.(U)

" " " i

• Mentoring Program.: The OI is crea_g a c_eer mentoringp_ogram,o.provide '
guidan0eand advice toIntelligence Analysfa0n the analytioa!oareorin theFBL
Onceimplemented,allnewIntelligen.oeAnalysts(new totheposition0rnewto
fileFBDwill have a mentorto assist them. This programwill be implementedin
calendaryear 2004. CO)• .

Recommendation No. 2: Ensure•effective management of auslyst_. (u)
• f • .
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R,eSllOaS,e:.i Tlie FBIa.gr.¢6s11_itm.m,trioallllail,fl callto.cnmm,ihai_iisdodioa_.".
IntelligenoeAm!lyre receiveelle_ve manag!ent lori anddiri_lion, Sin_
Sqitmber .I1,200Lanumberofc!langeshavetak_ placetoimprc,vethemanagolnent

, ofInteliigence"A_y_..:TheEAD-Iand..lileOIhaveimmediatepro_manage,ment
resPOnsibilityfortheFBI's.analyticalfuncti0nsandproducedifor.thetinttime,a..
comprehensive.strategyfor_.eentireanalytic_..arena,,..TheIn_elligcmceAnalystsatthe
FBi are'key players in achieving the FBI's _mprehensive ini_Hig_noeStrategy.(l.O

• .•. ..

• The0iissU_ supp.!em.en._-_aaoeexpeotat/on guidan,_efor.allhtelUgenoe
Anal..Ysts,.@__g .._._oas fortherei_rts.o_oei,op_a_oasapeoialisl,and,
oJl,soxavoanalystworkroles, This Oommmfioltion.was.intendednot only to- ..
informanalystsasto the,oxpeotations,but.also.tokeepsupm_sorsinformedasto

-- !e pmper.  .of....the Iutem'genooud.ystpositio ,- el tins":inmruoted
• aII"FBIfieldomees._-_temgenoe.. Analysts.mustrep.ortthcou_the Field

Iniolii.'gene©"_.._ohain-of,¢o!i_d..,(U). . .. . .... " - .-
" ' , '" ' _ ;" : - • . "'.":- - _= , ' " ": '..i "" : " ." ; " " " "" :. .

• TheO!assumedadminimz_ve_ntro!forIdl.IntelligenoehamlystsonFebruaryI,
2004.TheOIisresponsibleforestablishingandexecutings_In.dardsfor
•_ting, ".hiring.,_and developing.the lFBrs.intcHigenceimalyti¢

•...;.workfoice,Mwell as for _.th_..,_y_-_ugned+_o_opemfion_--andfield
..divisions basedon intelligence.priorRies.:.Operational,and field,divislonnare

' .,;.resp0nsible..for day.to_ y s'up_telligonoe: _y_anck foiadh¢,'"._.

:.i0s_att_ for lu!alystdeve!opment_h_edby the eL ([,_ .-
._.

•

• .This.newmanagement m0de! was implementedby p_aoingthe.section ¢_et_.at
" Hca_uat! ._.:_!ly pe_fo_ ?inie__ge!!o.e._ut_fionsim&,-r.ihe:opm'aiional

•control:of the OI. Those seotionchiefs arehatedbythe appropriateofficial in OI
andreviewedbytheHeadquartersinvestigatived_visionintowhichtheyare,
in-grate.

..
• .

" -.R_endatlon No"3: Requliregreater eoor_mtiou and eouiultatioubetween the
oper_aonal ud mi__l uits. OJ).

•
• .. .

Resn0nse: The FBI agrees. that,anex.an_"/re'onof the events.sun_,undingthe.
, September]1.atta0ksshowedaneedforhnprovement:in_e coordinationbetween

op_ons midanalytic 'urn'is.We believe.coordin_ion m_ .cons_tation has dramstically
improved. Consistentwiththe Director'sMay.2002 announcementof theYBI Strategic
Focus, the CounterterrofismDivision was.re0rganizedto "x_plementa threat-team '
approach t0.betteralign the.FBrs eff0rfatopr_.ent.terro_. The reprisedapproaoh
moves,awayfroma IraditionalhierarOliicalstru.otureand separationbetweenanalytio,and
operationalfunctions and employs mat_.-mana.,gement_noepts used in suoo_sful
businessesandprivate:organizationsandin.governmentago.ncies..CU)

•

Thegoalof the.reorganiza_onWaSthe.implementationof anorg_onal -.
s(;ructureandconoep_of operationsthatempowersandenablestheFill to aohievethe
priorityofproteo_g the United Statesfrom terrorist,attackby faoflitating.theflow.of. .

..

• .
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orm.atiobveenemtio unit,:and unterpn..The
•categonzesthecurrent_tt asfolIows:_cal Fun_m__; Giob_Ex_nists,

•andDomesCie TerrOrists..-Additionally,a:oross-ou_threat ineach of these areasis the
terroristacquisitionofweaponsofmassdestruction(WMD)andthemisuseofU,S,and

•internationalmonetary..rulesandprocedures,(Lr)

• :Usingthisthreat-based fremework,the .FBIs/_c_edtheoperationsof the CTD
a!ong a threat-teamconcept thatorg_'"_e bulk of Its inves_gative, _mg,. reports
andrequirements,and _ .yti_. resour0ea_to threethreatteems, ir!le co_onutts of
_tchthrestteamareco-iooatzd_oi_tateday-to.dayinteractionsimdcreatesynergy
•betweentheinvestigativeandintelllgen_diseip_nes.The_ _s_t Directorand

.. DeputyAssistantDirectors(DADs)jointly idontif'ythe involve and_ytie
priorities,estab".lishintegrated0pcrationalandanalytica_objeofives)..andaIIocateCTD, :

reso.ur_.esfor.¢)zh_b .asedon thoeepriori_eeand _jeotives.>Theop_6_, " "
_gies agreed_uponfor.eachthreatteamlmveb(_ndissemimted1__ FB! field
offioeswhere theywill guidefieldoperationalao_vities. _Hxecomponen.isof eaoh:threm:
teamare._-looated to fazilitate day-_y interactionsand creates3mergybetweenthe.:.
investi_ve, andh_teIligenoe..disoiplines,(U) : . ,

, ..- . :

' -. The0ffioe oflntelligen_. ,meanW_le, has establishedprinoip!eswithinthe
.--e:_:.-..B_ that_ormation belongs to theBureaurather_ asingle field office .Or

hea_um_ compon_, andwill _ strafedwlt_all thoseWithalegiti_.need-to_know, " "
'_'-.:_.._ffice oflntelligence is also wo_ wi_ the !nform_0n Re_m_cesDivision to

deve!opthe_sten_ _.willfaoiH'tate _n_0_ons_,.(U) . , •
, . . . . .

• ..

" SincetheSeptember l latt_ks, theFBrs om_ of Intol_ence has publisheda. . . . . . . .....

•.,_i:_noept of Operatio"ns for.!melligen_ ProducCione_ndUse, '_ p_,lication guid¢_the
FBI_n the cocoon oflintelligenceproduction, _ general,t_e roleof the operations
•componentscenteron _mmen.ting on'fhe_cy of_t 8and the l_l_t_ti0n to be
affordedforsoutc,es andmethods. :TheExecutiveA_t Directorfor Intelligenc4_is
the finalarbiterin.disagreementsbetween operationsandhxteliigencecomponentsh_the
productionanddissemination.of intelligenceproducts.(U)

• , ! .

The FB! has putintoplace a numberof othermecha_Jsmsthat havevastly
improvedcoordinationbetweenoperationsand analyticcor_ponents.Theseinclude.:(U)

. . • ,•

• _.daily intelfigenceandoperationsbrie_gscl_Jred by the Direc_orand
attended by executives, lowef-leve_managers,andline analy_ from both the
ioperationsand inteHigendecomponentsof the invesfig_ve divisions,..aswell as
the Executive.AssistantDirectorfor Intelligence(EAD,I) andother0]_ msnagers.
•_•_ordinafionissuesarediscussedanddirectionsaregivenforbothOperatiom)and

intelligenceissues in connectionwith the prioritythreatsand _p0rtant
investigations.'(U)

• ..

• A .dailyintellig_ce ProductionBoard(IPB)was establishedin August2003.The
IPB meetsdaily and is chairedby theEAD-I. Represen_tivesinclude sealer



..
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componen_ofallinv_eg_v©_siom.Coor_naeon!sm_:andFo_sses::are
• : _Cuss_ andresolvedinthe_emeofmgsm:a_cordanc_with_fion pro_,ide_

• :by.theBAD-L_ _::- . •
.. . . • , . " . . .

•. ,..

• TheDirectorhas dosignatec[the EAD-I as theFBI's chief policy official for

Intelligenceand.I..nform.afi'on;S1mring.Inthiscapacity,theBAD-Ihaspolicy"
.authoritytoensurethe_0rdinationrecommendedd_es.ind_dtake:place,andshe

hU.,:insfitut:_.a numb_ ofpmceues thatlmve.significantlY:hUproved_o__On -
andco.nsultationbetweenoperationsandanalyticuuits_CO) ....

•' . .. • .. .. . • . , • . .. ... ••

B.."R_mmen_aflon,relatedto_heF_SA.procem:(U).. " .... ..:..
• . ."

Feeemm.eudaa0uNo.,i4:Ensure adequ:_e-tralnf_g_f F_i emp_oyees_h_v_lv'edlinthe
FISA.proeessandeounterte_r_rbmnmtters. _ " • .....

. . '.

• _vonse:. TheFBiSin agrecmen_Wi_ _e.OXG's,rc_onunendalion.toeOsure - "
adeq.uate_ to en_loyees involved in the.l_Aproc_ssandcocmterterm\_ •
_ andhas.dev©lop¢_aprogram .toaddres_these ".U_, The _)untcrt__
Division .(_) has made._endousprogressin:deve_opiug a tra_ngprogramt_t

' enhancestheFBPsebilitYtoConduct¢Ounteaterrorimnin_gaflofi_:/Omt:_inthe
•prosecu_0n of__; _tion of_organ/zau'ozusan__g ne_ox_/md

hasled::toan"mcr_e.'":_m,tlxeoveralt:_n_'b_"" itonof-:"'"_'m_IHgeu.ce: 'f :_o_eU;S.""=" Intelligen.oe"
CommunityandS0seniorpOtioy,_erSingovernment,_ _es 0nan"asp_
Of/he FBI,s_sponsetothe_ of terr6rism,bothdom_ca:H,yand:abroad..wl_,c]_
in¢lt_es in_onal:tetm "ristgroupsand/ofcountriesof'm.t_% dora"tictzrfo,ti_m,

.. weapons 0f_sdestructio._terrO.r_:finan"___u_s;__/Intemg_ce
su_e_ce :Act,Nati.'onalSecurity.Gui&'lines,PatriotAct,,source&nvel_ent,

._ interview,and"m__on techniques,.tepid dep.loyment_-anddigitaXandel_nic
exptoitatiomTheCTDihas.devdopedthis:_ thr0ugh.theiden_tcati0nof:_bject
matt_.experts fromwithin..theYBX,:oth_ GovernmentAgenvies andpfivate _nlr_x_ts;
CTDhas Offeredthis_.'g to FBXSpecia_Agen_ .=ridAnalysis fromboth thefieltdand
headquartersas well as to law enforcementpersonnelassignedto the ,_ointTerrorism
TaskFo_,(JTTF) throughout.the.country. CTD has.¢ontribu_dsignificantly to fl_e
coumes developedby the/_Hegeof Anal3fdcalStudies andthe CentralIntelligence
Agency UniversityforFBI Analysts. These coursesaim _ improVeand enhance
analytical,capab_ty to quicklyascertaintherefiabili.ty,impfications,_mddetafl_of
terrorist,threa_.,and.how threat-relatedinformationi_ disseminatedto:local,state,m_d• .

federalagencies, (U) .,
,.

. . . _ •

CTD'sprimaryfocusistoaddressthemostij_mediate,.u'ainin_needsofthe.]_I's
workforce.CTD hasbeenWorkingwiththeTrahx_gDivision,.OfficeofT_g
Development,to Createcurriculawhich addressestheneeds of Agents, Analystsand.Task
Force Officersassignedto counterterrorism_elatedmatters, Thiscurriculumbased .
approachbegins .witha basic un.derst_,din..g of the foundationof both.domesticand
/ntemational-terrorismandexpan_ to a _ecifiC appl_aeht_ countertc,_todsm.... :
inves_gations .and implementatiOnof the CTinvestigativestrategy, In-service_g

_ . 22 _



• ' !_i_ !

beingcOnductedon a foguI_ basis ' __.:mclude:_:Xntomation__ ' ;"F_nsmBtlic_".... Operations,"
t._onal Terrorism.SourooDoVeiopmont,and In_ew.tmd Intor_g_on ofl[s_ ,.

ts, _e _ curriculaarebring developed:tomeet thenec_ of theFBI's
everChmg oo.ntom missio

. , •

:_ CTD "' '•' Strate_cand Tacticalhas developed the course, C0untert_,_Tons_m:.A
Approach",to addressthe overwhelmingdemsud fortraining of stateand local law
:enforcementofficers engaged _ counte_exTorism;relatedinvestigationsthr0ugh the JTTF_.
_.'_ocoro e_ntenfof _s.__emp_ m underling 0f Mt_strafive ema_
ope_'_tio.tmlreq,iromemsin conduc_ton_rim hxves_gatiommd,op_ons. Come
partidp_mtssrebriefedon aVarietyOfin__onal_tm_ri_ or_Riom; Middle

cultureand_:set;._md .m_,exposed t0:_nC_/_rinv01vittgasseasm_t;:_tme_tand :
• handlingof_urces; m_-willancemot_h0dolo_ __ew/in_gati'0n pmbiems;i
teclmi'qu.esinherentin internationalterrofimnmatters;sttdcasematmgemen_. This"course
is presentedregionallyand#ovides thetaw .onforcomem0ffi_, tmigned tow_,k on
the _,: abetter_et_,aMing of th0ir.vim!ro!ein the FBPso0untett_fismmissiotL_
Twentyfive iterationsofflfis course areplmmed forthis year. (U)....

•.. . . .: : , .

.. • .. • . . , . ._

_ : ThroughoutFY03_CTD participatedindesigninganew_pix)acht0te_hit_,

• N._:Ag.onts duringthdr fourmonthsofNow Agent__g (NAT)attheFBI A_emy,
" ++m-_ DeCera.bi_ 2_02, a,plan:was+desired to incoxpome a cmmt_rism (CT) trod

•c_:_erintelligence (CI) _o_al bloc_ into.the NAT to include I I0 houmof cr md

•" _:which uses aMiddle _ __Ent_q_rise (MECE)asa.thread" tl_ugh _
....-:-the'm_ Sessionof New Agent Training._ThencwCT and CI immxc,tionalblock begins

wi'th"bas'icinvestigativetechniques"and culminatea_in "sdvancOinvestigative
• ..%,%.'.. o '_ .:_..... _ItHques. Each basic andadvanced_ctional blockincoxpOrfit_s

infor_aant/co0pemfivewitness/assetdevel0pmentas well a_:.financial_vesti'gative
teclmiques. (U) : " _:' • "

• o . :.

, ConferencesthathavebeenC0ordina_edbyCTD havetargetedSACs,ASACs,
sSAs,SAs,AnalystsandJTTFOfficersaudhaveincludedSuicideBomberAwaren_ms,

WorkingTogetherinCounterterrorism0_]/CIA coordination),Tor_fistF-mancing, :
DomesticTerrorism,Weapo_ OfMass Destruction,Hq'FAnnualConference,and
SpecialEventManagetnent. Individualcoursecontentis.-specificallydesigtiedto address
andmeet the needsof agroup'sactivitiea.Additional _nferencea arebeing scheduk_ito
ad&essrecurringissues on animalfights, eco-terrork,,_black separat_, domestic
terrorismfugitives tmdintemationalterroristgroupsof intercmsuch as.Hain_ andAI
Qa'ida. _ continues.to supportcounter_elTofismin_tional :trai_ag throughthe
InternationalLaw BnforcementAcademies 0LEA)mid i_rovidosimtructionbythe
TerroristFinancing OperationsSection to the1_Ps law enforcementp,mers worldvdde. '

,. '.
• .

The FBi's Office of TrainingandDevelopment,in _ordination with.the
CounterintelligenceDivisioxi,CounterterrorismDivision, midthe NatiOnalSecurityI_w
Bi'mch(NSLB), Office of the General C_umol (OG_, has preparedanddisseminated '

•

. .
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Bureau,wide a FISA_oreign IntdligencMCoun_'ntellig_co/CoUul_fl_ :_ •

assign_ FCI/ITresponsibilities;:_e _ur_e'_ enfiiflod:'!E_A snd itR'ormafi0nSh_:
Their:_p_ onInvestig_ons"andcovers_e.C0U0wing_ios:_ating.f_s_
Information;SharingInvestigativetuformationwiththeIn_ol_gea0eCommuni_I_A
Requirements and Proems;.andSharing"_In_lligonoe.wRh Prose_ato_s._asperth,e March6,
2002 _oe,_ures. Thecourseprov/dos the userwitha.foundaeonon.informagon_s_ .
and i_ imp.acton inve_gati0ns, the ban._gand safeguat._ing OfcllmSifie_ltnate_a[, md
the_A _tive.__s. Anagoa_ and_ w_ o_oouat_orr0_ismo_
_un_temg_ce iilV.osti_0,m,:'ar.,eroq_.to takethis,_tanoele,_g course..It,is
at,cessible t0_ _ioyeea though _e .V.._ Academy, tho_Ps l_ 'i • ; "
Ma_g_cntS_ The_ andt_eO_ceof_:mdD_elopmcnt haw__also
workedWiththoFBI's V_A0adeanyprcgmm to d_dopm online"content : : :"
address_ithePatrio!KcL. Co) '._ ' ' _ _i _:::

• • . . . - : .. .'': ": ..
• ,. . ._ • .

• In a&fifi0ntothe.__ l.oaming.ooume,eatchofthe 56 fielddivi_ons ha;¢e '
cond_d 2-days of"han&-0n"Fr_A _. _0nal teams+areappointedby _e
•c,o_t Assistant Sp_iat.Ag_t in Charge(ASAC)and _onsist of an Assistmt United

StatesAttorney(AUSA), _he.ChiefDiv_on .Co,imsd(ODC_,a _i sup_,._ad a
Central._mgea_Ag_oy(_)rcpre_eacative.:Sth_-_ss_le, D_e•ofintemgcnc¢ _
Poh.,_ _mdRcviow.(OmR),D__ontof _0¢ ODOJ)i_aUd:_:IHe_erS pm_onnel

• :m_lemcnt¢l tho__otionaltemm. T_etwo_y:cUniet_lum_vu_ _el m_ FIS_
_ nol._ 90 ,._.tiationof:!_. A .requests,_on!p .roo_.g!.m'es;:and:_.o :

procCss_TheSe_" sossions began in Iuly, 2003, md colnfinuedthrough
Noy.._ib_2003,}(iX),. , ".,.......•........." :•

. . .

Additionally,:NSLB assigned two hwyers to,suppo_ th_Com,terter_orism
Division'sN_ona_S__Programs_0_'_Unit (OTU)atthe_]i
Academy. OTUhas expandedallNew Agent_xining to i_lude Foreign '
Co_telligence andCounterterrorisminstruction, That training is providedby OTU
andNSLB personnel(U) ..-. , -
.. ._. . .

• . mLB also.conductsj0_t-training.with OIPR,DOJi in soIoote_lfield divisionsat
least once a month. In addison to six hoursof classroominstruction, sevoraldays'_um
spent reviewing currentand:closedF!SAo_ses with the assignedcase agents andthdr
Supervi's0rs.C0). .

• ... .,

NSLBfiLrtherprovidesFISA instructionfor all Foreign Counterintellig_oe4_TCI)/
Counterint011ig_ce (CI)/Intomational Terrorism 0T)rln-Se_0e classes Conductedat the
FBI Academy. :Thistrainingis conductedfor moreexp_enoed FBI personnel ('moltuding
ASACs, ChiefDivi'sion Counsel, Special'Agents, InteRigenceOperationsSpecialists,
Intell/genceResearchSpecialists and other,supportpersonnel)who arenow assigned
FCI/CI/IT matters, and forpersonnel who are trmsitioning ix)those assignments. _1)..

NSLB alsoprovides:HSA_tion toallIFBR'IQoperatiom_unitsas/glditional
FCI/CI/_,resourcesare_signod:NSLB has.anowl,y-cmatedNstiomdSecurityPolicy



:andTrig Law_Ul_itWhiCh,wh_ f_y.s_ I_,w_ usumebrO_ _ .:,_
responsibilitiesforbothFBIHQ md fielddivisiontr_ in_ISAandrelatedmatters."

Brmoh,hsve work_ to p_vide nati0.rod_urity trsimg to fie!d"Supcmdsom_d ASAC
s atD_sr_nent of lnsti.ceN_ional SecurityTrainingConferences '.heldat the Dep_n_nt '
oflu_ce's NationalAdvoc_y C_ter.-. The NSLB assignedsevera_attorneys as
imtmctorsto supportthe conf_oes wbiohwe_ conducted:t_Ithe Natl.:Advocacy
Cent_ (NAC_,DOI, in _lumbi_ 8C. _The_©_c_ were four days _ length.':.This
co_erOncewas.deveiop_ _ _s the ove_e_ ten--regaling r@Vi_iOl_rto

•:the.NationalS_tyInvestigativeGeideIiaesattdimp_emen_'onof the Foreign"
IntelligenceSurveillanceAct (FZSA)..The firstconferencewas held beginningon Msy 6_
2003. A totalofsix such conferenceswereconductedst the NAC duringthe m_ mer

• mentlm,and.twoconferencesWereheld at FOrtBelvoir, Vir_ in September2(D3, The
•attendeeswereSACs, ChiefDi_ionC0tmsel; Sp,_i_ Agents:AssiStantUnited Statesl

Attorneys,and the attorneysassignedto_e Office of IntelligenceP0h'cyandR_iew_

missiOnand.o_on oftheinte_'_ C0m_ty, im owrvie_of the Forei._" . , ,. . " - ' .' '. . 'i _:' " " :" .... - - •

In_lligmce SUrveillan.eeAct, informationS_. co0rd_0n.b_een:into_ge_ace and
-::__"" l_iionfo_ __ts, foroign-.into!!i'gen_andcounterinmUigencecolle_ion

' _ the me ofmA infornmtionin_rt of _ litig_0n, *m _ _nd
:.:_.;..!.:• :.._.._.. . . . .. •
" _¢s!decision, making...."lrt_econferencesalsoin¢iudeda,_y_long,p_bl_,_l_ :-

exec_ise,conductedin individual "breakout"sections,to reinforcethe teachingobjectives
oftheconference. (U) : ...

..
•

_, The:_ a_oheld a national securityconference'with _heD!.DItotrainbo'th
• ':: .Ag_t_ andAn_t_ one'ratiOn_g andcoox_inafionbotw_mtheIntelligimce

.. ' .Comuni'tyandlaw onfo__; mA; foreign _telh'gence md foreign
Counterintelligenceinvestigations,andcollectiontools; and the PatriotAct. Based o.nthe.
.su_ess of both coxfference_,CTD implementedanddeVelopMa re#.0nal _ course

" to guide all 56 FieldDivisions on.theAtt0meyGeneralGuidelines for NationalSecurity
Inv_tioas andtheFISA process.(U): ....

• , The counterin.telligenoeLawUnit in NSLB routinelypacficipates:in__.r-
' specificconferences that CounterintelligenceDivision unR_:sponsor(usually on a ),early

., basis).The topics taught by NSLB include _h6National SeeurityGuidelines and the FiSA
process.(U) • ::

.:

Before 09/11; NSLB (thexithe Nalional Sect-toryLawUnit) pxuvidedextensive
trainingat FBIconferencesheld annuallyfor Chief Division Counsel.(FBI Agent
attome.ysin the fielddivisions), _cluding one suchsession which was funded by the
CountertetrorismSection and devoted entirelyto intelligence law issues. A_Iditiom_ly,
HSLUprovidedintelligencelaw training:forChief Division Counsel at threeregional_
trainingconferencesin 1996and1997 whichfocused entirelyon intelligencelawissues.• , ..

..
..

• 0 .
| -.



i, :i: _ :,

NSLU_o rou_e_yprovi_intomg_oolawtra_=ng=,__o_. sp_o_ bytho
C Un_rism Seotion_ "O . ,.. "

•: • . ,. ." . " :. " i"' ,,
..

NSLB also providesFISA trainingandgu/dancevia periodic Conmaunicatioml
disseminatedto all d/visi0ns: e.g., NSLB' ga/dance e_ztitled',Intdligcnce S__
Prooedm_._for Foreign/ntelligence and.Fo_ign C,oun_tell/g_oe Investigatiom
Conductedby the FBr' whichwas dissemiaatedto _ field divisions in Novemb_' 2002•

, .._ • ' .

Re,oent_on ind_uted_eoifiO_dance on "m(o_n s_g. _NSLB
•website atBofeat_es an 0n, line, downioad_le,,broohur_: entitled"How Do I.Got a ',
FISA?" _ • • ...... .!

• • . ... : . . .' . . , . . .., • . • , _. .

.. . --_ "; ", ... • : , .. .'. , ":.'' . ," . . .....Withregardto FY04 _will continueto dovelopJmdimp!ement
"_'and .c_ erenc__rAgents,Analysts,_;memb_, ands_ andlocal:law
enforcement. Furth_ore, wem,_ in _hOdevelopmentals_,.ageSof indUcing, withthe
om_.ofxntemgeuce,__Y__k_.f=th_'the _o_..ofCTD=d
intro_._ new_0.!_ to_ R_o_ omom(go).TheR_m _r_

" coursePt_videsthe fox--on for.aow•gOSassigne(Ito¢ount_fism _ in :
Which they!will.be _ed 0nvarJous,:/nte_'_cel.eo ..!_0n:_e_ae_t:__ _ "

. inoludetlte FB! Infemg_'Co!leefion C_e;jd_. _ intemgeno(._;dissemination of
intetli_ _p__ SO_,.meth_ andinvestigaaons;m.dwtiti_• " " ' " " ' " " • ' '.i= • " :. " "

_nt_Ut_=i__onnat_onrepo_.0_3 ..... , , _,.
• . . "' - : " ...-. • : . . /' . . . . .

• CTD has developed a Counterton'orismTrainingTrackto adctressthe most
"tmtnediateeduoati0md.,needs of Agents,Anaiy_, and JTTFOflicers.assigned to.
count_ relatedmatters,startingwitha basic tm_ding of.terrorist -
epsom and moving onto intonnedi'ate_udmofeadvanced levels. (U)

• . , .....• .. :....

• . Speoific courses,deaigned for the Basic level,of_. for Agents, Aatalysts,-andJTTF. •

Offic_include: Of) • . , ..
• InternationalTerrorismBasic Operatiotm-:approximately850 trained;(U)
• Intomational TerrofismS0ur_eDevelopment:- aplm)ximately300 trained. (_LD
• Countert_i A Strategicand TaoticalApproaoh-approximately210 plus 50
: imtn=ctorsu'ain_(U)

•, Domestic.Termiimn:-approximately39trainecL(U)
• MiddleE_tem.CulUxceASLAM101- onlinecourse (U)
• CTTraining_forStateandLocal .LawEnforo_en_-, 130 Agents trained as

imtmctors for 26_880law ont'.orcomentofficc_;CU)
• The College of Analytical Studies offer_a series of c0ursesfor analyststhat

•supportthe Ca'ndssion - approximatdy250 _lrained,(U) = , "
..

• , .

• Cours'_ design,ed for the intermediatelevel inolude:Or)
., ITInterview.andInterrogation-neWintermediateooursefor _atnmer2004 for40

agents.(U)



_ m

• Speoieltytopics in¢iudingcourseson the ArabianP_a.end Heroes-

, CTDworks inoollabor_0n v.,iththe CiA Universityoff_g _eoialty cmtrses
• maJnlyf0ous_ on wMDisSees _- _pproximately22 treined.03). " +
• DigitalandEleotronicEvidenceBxploi_tion- aE_roximately80 trsJned.(U)
• Internetand:BmailComm,n!cationSInvestigation.- approxhnately40 trained.(U)

. ® S_cide BomberAwarenessTraining-_.proximately320 _ined..(U)
• . .

Co_es designedfor the advancedlevel includei{U)
® Interview end Interrogation T_hniques-_19 agents _ed a_the adv_ced level in

• . .. :_L(U), ,+_.+. . , + " ....
•e I_.veloPment+imd Handling'0f_slamic mxtremist Sources+. 39 agenm trained at,. +

the advanced level. (U)
i

•_e _Ps S_orExecutiveser_ p_onnelaregoingtrough_ exe_tive
develoPmentprogrsmthat was oreatedin psrtnershipwi_hthe Kellogg Schoolof
Manag_ent, one of the coun_/s leadingbusiness schoo_. In aninl_ve one-week
course, .FBI exeouti'vesreceive gui'danceon menaging ch_ge, with s_particular for:uson +

.theFBI's.transitiontonew intelligence,investigative;andcasemanagemen._PruC(_s.es+
_'As ofFobma_+ 13, 2004, 260 I_ ! .Ox_ufiVo.managom .have complet(xl the-_ainim_,.

:';.=:+::inoluding 12 As_t Dk_tom andS4.SACs. (U) + _
•..

' _.. :...
._+:.. + . -. . . .

..

1;hef011owing ohart depiots the Count_rism Division projected l_aining for m(2005:..

.'.:

..



Future Coursesin Development:
• OverseasDeployment- SurvivalTrdn/ng forOve_oes.Deplo3cnentsin hostile

environments(U) •
• Analysts Training- SupportReportsOfficerTra/ningat leastonce perquarter/2.5
days(O).....

• ASAC/SSATrain/ng" FBFCIA.PartnotShip,Sped:ticTopics, .Operationsaud .
•Management,GuestSpeakersforHQs once/month.(U)

,.

• .
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• • once Co_-Zen_which oouneWorm.on_ta euny>toomine _.
Virtua!Ao_._my spomoredby the_g Divi'eiom_ ....

• WMDand0ther sp.ec!flointema_0nalTenoristGm_ Countertermrism:'lY'.aiuing,
• .,. • _:.. • " .. '.

, ..

Ree.ommend,.atlonNo.,,,5:FBIAaorneys Shouldbe better lntegn_ted into
eoumterterrorlsmInvestigations. (U)

-:. .-. . . , . t ..

FBI Resvonse:• _ 9/I1, the Natio_ Security.LawBranch (NSLB) wasrestnmtureA
so to mirror_e 0Per_,tiona!-._zuctureo.f.Fl3IHe(tdquarters.Reflecting_ooperati'0na!:
d_0n,b_eentheCountertmu_.sin_0n (c_.),theCo_te_mgenceDtvts_0n

•(CI)), andthe C3:oerDivision, _ unitswereestablishedwittY NSLB - _w0to ihandle

oounterterrorismmattom.(Count_x_smLa.W Units(_U)Ianc.'[ID,:aud.on0imitto •
htmdle ootmterin_ligcmee _c_ matters:("_llig(m_ L_WUnit .(CILI_):(A ,

fom_ unit hasrecentlybeen e__ed t0 focusuponpo_ _ __ _m,),
witch eachofexe_ operati'ona_y.focusedNS]_ _ts, tt_att_,neys,areasmgnedto

- particulartmttsorseetions wi_inCTD, _ or Cyber..:._ _,-wit_ regardto..
_n_ma _ermr_mSe_ions_andnof_ _s__ assigno_.twoattome_tobe

.....co=lo_atodin client Samce.(_ '
• . . . .,

.• . . .... ..
• . , . . .

• . i.._._us,vci_h._heassignmentOfanat_meyt0eachof'theoperational unitsor..

......:,,: s(_i'Oim/there isroutine _ntaotbotwoenag_t, ana!..._'t:trod_eyonlegal:is_ues tha¢
..ariso..."WRhregardt0:_view.0fFISAs,i_'HS_attorneyshsVesl)_candf0cus.._d;:
kn0wl_e ofthetargetsforwhiehth_'_t.orse_ is°s,oo_,,'to.'imitiat00rrenew

_.......coverage.At_thop0intofinitiation,theate."mey is _Onm'btefor reviewingand
app.rovingtheinitiationsubmittedtohimby.hisorient,theoperati'ona_Unit.Any,. _.•. -

" subsequentissuescon¢emingthat_A w1_ichcometothe,.att_ntion0ftheopecational
' unit*cith responsibilityforthe.PaOkageis th_ rout_ tO_hOattorney assigned.that,_miL

The long-tormremfltof_is arrangom_t is an inoroasod_arityb_Cweon olient,and
cou_el, andmximpmvedworkingrelationship.Asense of._'Ustandpurposedevelops •
between the partieswhich greatly increasesthe liko'lihoodthatlegal.as_oe Willin fact
be soughtwhenitisnecessary,anditincre_,es theeffectivenessoftheattorneyin
respondingto.requests-forlegal,vasistance.__tmOre, thehi,erieknowledge thatthe
attorneygains by being assigned to aparticUl_uniti.alsoin<,--te_oshis.effectiveness,
inasmuchashe has'both present_mdpastfamiliaritynot entrywith _0 partioular
investigationthatistheSubj_tofmelegal_equest,-but_th tel.a_.h_vemigatiom_md
thesubject matterin general (U) "

• : .: . ,

The creation0fnew unitswithiuNSLBwhich have specificr(_ponSibilitiesfor,
CTD, CD andC_er units andsectionshss:a!soincreased_ontactwi_ the field. NSLB
attorneyshave the opportuni'tyfor.increasedimeracfionwith the:fieldagents who m'e
handlingthe investigations thatarebeingsupervisedby the substantiveunits,to whit_hthe
attorneysareassigned,Recognizing that it is often the fieldoflicetl_I Willhave "
questions requiringanimmediateresponse orinformati'onneeded by fireNSLB.attorney,
particularlyif the issue is the, sufficiencyor completenessof a requeetforFISA initiation,
the NSLB attorneyand the fieldagents.havere_ned theirworkingrel(_tiOnslfip,whe¢oby



theNSLB attorneyknows whom to turuto get anmvorst0 his questions_and thefielct
agentsknowwhom to seek out inorder to reso|ve leg_ iSsuesi:_:

• *' i " , ,. . ; :.

• Add_aonaUy'mtU_nearfuture,,m__be _o_t.,o_te_:w_ththo
Cmmterte_rism Division opereflonaiuaita duo to thep]_atm_mow)tonow oflioe,space
in Tysons Comer,Virginia. The FBI, CLa_,DOY,aud otheragenoios:ofthe U.S.
IntelligenoeCommtmitywill be e._-looa_i for the first time in largenumbemin a (dng!e
fa0ility. At present, ato_tl of 20 NSLB att0meysareexpected _ move,_ thenew
faoilityin Virginia. We expeot tlmtthis move will resultin,the totalintegrationof NSLB

attorneysinto oount_rism.mv.ostigatiom. _,.. .:-. ,- : '

R Be=aaaou E.Ureel0ser e0usuitsa0ubetween ffteFBI au, OW_ _
#_ularly ou::hnp0_nt or uuma eases. _: i :. :

With:01P_:_ha smen _.$"to. :_ _ thism_mplishotL • ]Enmid:2003,t]ho
•c'rD'sin_om T_ Opmaioms_.0o,I(rros!) initi_ bi:weeVay •
opotation__gs wirerop_ontativesfrom.O0_OIPXan_.DO_.(_."rStoemuro,that,
anopc_ti0na]_d _v= _ of0) Ongoing_.xina]_pros(_ionsinthe'.Sel_
and(2):0ngoingin"te_mooop_0ns,coomit_odaxtough:0_,_w_oin_m...
Attendeesatthe weekly m_ include th01TOSI SevtimtCliivfor Assistant Sooli0n
C"hiOf_each oftlie .fo.urITOSI OnitC_©_ or:_:._ep__.v_;-:andrepresen_ti,_,es

"from .CT8and.OtPlL::_.them_ _ _ti_.field_daskqu,_. "ons;resolv'_.
most_s_ mthoro0__.i_.__.;"ma_ctuostare:a_i#-_mty mvosti_atiom

. iut_o.tiel__o_ ofp__ toOeraWitUOIP]L,i_o thestmsofDO_requeas_
•FBI FieidDi"vis_onson'thoSeiSsUesunderthe.programmanagementof !TOS L(U) * "

• .. . . . . .

• . . "'.. .'::_e'":, :._:.._'.:.'-_: _t_' _ '_" "_: "" : ":"* "_ " " " " " "ITOS !.representativeswere alsoh_y mvo_ _ m tho:wri_g ofthe-mA
• T'l_system whichprovides av :_."olofor._FB_XPRpriox!7fizationofFISA

- appliea_i."0nSawaitingpresto,rationto _ HsC. In li._t ofEX3S I's lm:gopercentag¢)of
overallUSIC FLeA ePpH_,i 8ectionmembers-ho!da wealth :ofoz_erieu_ in FlkqA
mattersandwere able tO.c_tribut©_cantly. _I) - .. . "

• -,, . • . . , . • . / •
• • . • ,

.InMay,,2004_ ITOS I t_x)mmended andinitiatedho_: ofa wee_y .
m_ vn'tlXOIPR_tricflyfor disoussiononthe statusofp(mding and aotiveF/SA
applications..This meeting.does notdiscuss operational.is._es andis I_eld:separate._md
distinot fromthe W.eeklyoperationalm_, :As of !uric2(K)4,edlFBI.eatities involved
with presentingFLeA applications-tothe 1_C worein routineattendanceand the H'OSI:

' traokingsystem used intemaUyf0r the seotionwas nmdified and adopted for overallFBI_
use..At this meotingOIPRand the FBI balance_helist of pending FE_Capplication.s
through:disoussionof the last week's dooket,any emergencyFISAs_aken._ Courtbutnot
yetincluded.in.any dattibase,and E[SA withdrawals. This combinationof Weoldy "
meetings,the FISA TierSystem,:and the HS&.TrackingSystem have remdtedin closer
coordinationbetween.theFBI and OIPIL(U) ,

• .'.

.. ":In addition, :thereisregular andsignificant_nsatltationb0twee,atheFBI andthe
OIPR eone.mmg issues thatarisewith regardto the initiation andrenewalof Foreign.

• .
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rn nig oes einaueecourtsc). thotiz eteo e savo l moeendph3io, •
seth. p_kages,•Standard.__on Prooedures,mt_pretetion,oftheFISA.sta_,
andmyriadOtherma.item,Morespeci_oally,t_ereaw biWee_ym_m(ings:between_.OIPR
supervisorsmd National._Security LawBranoh.(NSLB)s_er_, sore,,inolud_ the
Gener_ Co.el, and_e CiA, Therearealsobiweekly meetings on Iw.SAissues

. between OIP1LNSLB, and the.Officeof the DeputyAf_0meyGen_, iMoreoveh
impromptumeetingsbetweensupervisorsofOIPRandNSLB,asw011as.meetings
betweentine attorneys,are:heldalmostd_ly. At present,there_ regUl_ androufine '
dialoguebetwe_a the FBI andOIPR,at a_>levels,on"nnportaat_d tmusu_ eases_Cu_
• . .,. ., .. • . . .. . • .

• ,o . .......

c_ Changes_ the_A pr_._s. Thisincludedthe as(dgnmentoffiveNSLB
attor_ to be_ fUll,time 0n_year_usignments_ the"Intematio_ T_
OperationsSection IFISA TaskForce"_ FBH-IQto ad_ pend/ngreques_ for _
Coverage.Add_fionally,a total of 10m_re NSLB _tomeys _ be _signed(s0mo have
_y begtm,theassignment) toW_k fu_-_tne ell.theYlSAprocess withinOIPR)Schain
of co_ andunderO]eR_on fors periodofoneyear. Thisas_e_ Of

- attorneyshasb_ beneficial in fluter intcgrating,FBl_eys in_) cotmterterro_
..... opetetions (addressedinrecommendation#5).0vemll,NSLBbelic_,esthatthe

-....--..........a#.signmentofFBl attorneys:winnot only sdleviateimmediateOIPR _ shor_ge_,
_ , b_will._oserve to _en closer workingrelationsbetweenthe FBI and OIPR. (U)

,._.,,¢..-:.... , ..:..,,..

". . C' Reeomtendations feinted fe the FBI's _n_eractionswt_,the ][utelligenee
• -" .... . • • @ " . . .Commeney.(u) > .....

".. : .... _

?Recommendation N0.,7: Ensure etiec_ivemanagement of FBI detallees. (U)

TheFBI is in agreementthattheOIG'sreccmmaendation _ provideeffective
management to the+.emplpyeesdetailedto t_e_'S Co_nter=Terro_mCenter (CTC).
The FBI's Countertenu"nsmDiviSioncmrentlyhas one SES!evel n_mager,threeGS-15
Supervisors,Six GS_14 Supervi_rs andthreeIntelligenCeAnalystsdetailed_tofive CIA
dep.artments,includingthe CurrentActionStaff. _Jl the CTDdeta/lees aresupervised
throughboth the FBI andCIA chainof.command_brthespecific de_mrtmenttheyare
detailed,with the SES'_ger be_ theirultimateratingo_0ial, _ach detail"eeIres
beenmadeawareoftheirdutiesandresponsib'flitieswithintheirspecifiedarea0f
Operationand this has been doc_ent_ accordingly.In addition,all CTDdetailees "
assignedto the CTCmeet dailywith the SES manager,and the GS-15 Superdsors meet
again in the afternoonWith_heSES managerto prepareforthe DO',, evening brietSng_

¢

TheFBIhasdeterminedthattheoua_t'performanoeplms:fortheG8,i5
Supervisor,GS-t4 Supervisor and _e IntelligonoeAnalysts areSuffioiontlyinolusiveto
adequatelyreflect the critical dements Ofthejob being p_formod by:the individual
detailee. As statedabove,the FBI SESmanagerdetiJledto CTCse_es asthe ratingor
reviewing official gsappropriate. CIA managerinputis also solicited for the annut_
PerformanceAppraisalandsemi-anuualPerformanoeUpdate.it shouldbe notedtlmtthe
SES m_nageratCTC doesnot have directreportauthoritytothose E_I employees

•. . • ': ..
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detailedto CIA-FINO. These detaflee8are supervisedbythe Tenorism Financing!,.
OpentionsS_on(T_OS)wi__: _e S_Smna_ _o_:_e, however,t_ .

neoessarygmdanoe,andthQseecnplo.yeesareinolud.ed-inaHm_audpt;ovid_: ' ' .... ' ' ' _
impp'o_while they ared_xfied tOFINO_i:. : "

•Remmmendatl0n N0.8: Ensure FBXempleyees wb0 hteractw_¢h other intelligence .
ageneies better unders_and.the_repertlng.:pr0©eHes. (U) :

Resnonse: , The FBI agrees thatFBI _!0yees fit_: a betterund,_rstan"d_goflhe
reportingproce_Se_,md e_ilitiesofo_e_u,s.,h telligencecommunities,andit_ .
taken.and wilI continue to take, _ps to achievethis undu_g across theFBI. The
FBIdoesbelieve, howm,er,:_U.S.Y_t, el_g_ce Community"" '_g_ol_es'" .in_ting wi.'th
theFBI have an9bligafionto _endenfly emere thatthe FB! i_ futly info_ed eb0ut

2.-

'" Sinoe SeptemberII, 2001, the FBIhas establishedanumber ofproeeduresand
guidan0e_ves toin_ abett_uad_ding:ofU.S. Intelligence_m_ty
rcpoRhgprooosses. TheSeinctude;_(Lr).' .

..... .. : . . . .

field must 0p.eratexm.d_tho ©hainof oo._ 0f!_©Fi©ld._l!i'g_a_ ._)up in
eaohField Ot_flo¢, In_thiswayiFBIp_ nno| who ]h_v©de6ceIopCdan_:cxp_se in

• " ' "_ - : -i •

intelh'gencematters©anmost effeo_ivelyint,mtOtWithU.S. In_llige_ce
-Community personnel. The respoo_ve:egen_es.willbe intimatelyfemiliar :with

• eaOhother'srepo__os m_o_er:capa_iti_es:'tTJ)......,_::' .........
• .

• _n_d_o_ ,the_ _,_i:ou_umsforboth_ewAg_ _ I_mgen_
' _ysts is beingrev_.._-_improvethe knowl.edgethat FB! _,qnplo,yees.have

aboutU.S._t_mg_ceContraryag_oi_,thorrol.;oapab_tie_,and"b_ic:
processes.0_.

,.
..

• TheOmoe ofIntelligenoe.haSpostode glos.,mryOfthevari"om,typ_of
intellig_cereportsproducedbythe U.S. :_temgenc.e.Co.mm_aityonitsFBI
intranetwebsite. (U)
• . • _ ' . , ,. • . . , .:,,

•

, AseniorCD,omoialhasbeendetail_tothel_!:8 Co.mRex_¢rorismDiv_ionto
' :'::: enhancethe'FBI'sknowledge of CIA oount_errorism opera(ionsandimprove

coordination.This Officia_attends_he._ly briefiagsdescri.'b¢_learlier,wherehe
•disous.seskey.CIAreportingstreamsandcoordinates,reportingexchangebel_een
the two ag.onoie,s.(U)

• .

..
..
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• RecommendatlenNo,_:.Prevldeguldaneeforhowaudwheui¢od!oeumeut.,
|nteHlgenceinfornmt|oureceivedfront|ufOrnialbrlefingsby otherlntell|gence •
agenclu. _ , "

•. . . _ : . ..

.R,esuonse,: ::_eFBI hastak©nthisrecommendationUnderad_sementinits
continuingdevelopmentofintelligencepoliciesandprocedures,Wenote,however,that
at the, time of the._/erbalbriefingsby theC;A on Mih_ around,the.t_me.ofthe. •. " ..
millenni'um...threatj.FBI:poiliciesto recordthis informationdidexist, _teypermittedthe .....
recordingofthisinform.ationbytheFBlemploy#e_0inartE,lectrenicCommunicatl0_,

, ,(EC), classifiedaP_l_fiate|y, arid directedto the-relevant'fiIe(s)i(U) "
• .

.R.eeoimme_da_ .No_10: Ensure that theFB_'s|uformatlouteehnologysTstem ....
•allowl_alemployeestomoreread,_,reedve;use,andd_ssen_nate|tlghlyetasSm,e
Informmtion.(U)_• . :" • • i • / ,, . :

.. ._ ._" '. - ...
• . . .

" - TheFBIhasa, responsibiHtyto then_on, IC, Federal,StateandLocal.law.
'' _.fo_ent todisseminate.infonnation:_dtodosoisaninh.eren._tpart.ofits.missi0n.. .

• Sharing .FBIinformationwillbe tirerule;filteringthe i.nfonnationwiltb_ the ex.c,ep..tiO_,•
- ' where Sharingis legal|y6r procedurally,unacc_ptable, The FBI will deliver its

info_ion through_ Sy_tem.fireFBIand its customersarid partners use. (l_.-".-:'": -:......:?._:, . .:. . ' " " " i " : -
-. . . . , ._. , ". ". . , ._

..........-. :,;_;:TheFBIis:connei_edtothereatoftheU.S.Intcliigonc©ConununityattheTop.
' Secret_)S_itiv.eCompartm_ted_0rma_.on(scr)ievclv!a,_.ene,£:SEt ,

• .:i.-...op.•o_..._ii.al/_.Netwo_(SCION).The SC_.OHprvj.e_.was_tiateAin$0ptc_1.bet,2001,•
/" _/ and_:_t allsch_ule,, .budget:_OH connects to .the '
--,,, o..

." - . . . . .....

. FBI's Office o , _Tonsm(:CT),andCoimt0rIntelHgence(el)
Divisions; It has enabledFB]H.QCT andCIp ._. nn.el.to_o!m _eir d_ties more .:

• .. " _ ' ° . i " " ....... ._.

• " . " .. . . ,

SCIOH is cun'en_lyavailable.t0over IOO0Usersat FBI HeadqUarters,and._heFBI
has irdtiatedapitot deploymentprojectto-thefollowingl_ieldOffices:New.York, Boston,
andKansas,City.Theplan,istoderiverSCIONtoS_FB_FieldOffices,asfunding.:-
becomes available...Limitedacces:sto Intelinkti6inotherField Officesis available,
throughthe old FBI In(eiligcnceIfformationSystemHe_ork (HSNET). Most of the
FieldOfficeshavetwoworkstationswhichhave_connectiontoFBIheadquarters.These

•workstatiOns.areinadequateanddifficultto use, and _ey _ locatedin small Secure
•Compartmented!nformationFacilities(SCIF)thatarenotin theagentoranalystwork
areas.An hnpedimenttofieldexpansion0fSCION_sthelackof $CIFspacefortheField
IntelligenceGroups(FIG0andtheJointTerrorismTaskForces(_s) personnel.(U)

..

• .



levelisprovided-viatheD eparlmon.t_0fDe!_osoSECRET Intemet_.toeoi:_teli"_:"

Secret. Our_.. is'toprovide SIPRNET_LINK-Se_.ot aocess _hroughSCCm'e.._"":."
d_mamicvirtualprivatenetworkstOallFBI worlmtationsin the,nearfuture; Todayyou
cannotdireoflyacxess any externalnetwor_£rom theFBINETand'.0nlyHmitedbaitoh :
transactionsthrough:seoUregu_..are.p_ed,:lifeAn._i-DrugNetw0rk(ADNET)
ridestheSIP_T:_ommunioati0nsbi_kboneand.provides,terminals.and.encess,as_•
vehicle for the domesticexc_e .ofintelligenoe on.snti_ effom_,:SlPRI_T'_)alSo .

Trm_leti0nc_ter; and_.e Fo'_._.'gnT_n_ _..ae_Ta_ Poroe,__, " "" -
• , ' . . , . . . . " ,.. ' ° .

• Inthe area0f.organiz.".ati0mImessage _c, f0rdiss_on-:_o_: ...:..:: ! "
information.and.tuki_:_:6m_:ag.enci_,_.o.l_.I,_juslim_._em_teditsnewESi .
Auto_Mes_System (FAMS)WhiChisbasedon.('heDefenseMessaging".: '

• System0)MS),TheFBIistheflinteiv_anagencyto0Pemtethec_sifiedDMS.
FAMS will-provideon-finem_e creati.o_r_ew, and:S_.eapabilitieS:tOew,_one
•onne edW.FBT.," AMSgi.vesusthe©a ability.:.end.an4.'ve
or_onal.message_aflic.toan3":0f,_he.40;0_'._ses.on.DMS.or Automa(le_

Digita!Netw0tk(AUTOD]1_r)..:.:T_ie_/Sc!.y_on ofF_ _ curv_tlyin..:__and:
.willprovidethe:samecap_.W._._er_, ei_:_SCIO_.._,]__by_the:_end Ofthisye_.
TheFBPsimplemen_fiori:oftheDMS-_-providewriter-to'reader Securee-mailto. .

.... .intmta]and externalusers...Withinthog0.vetmnen.._'D_':_'_laC,.o'A_JTODDC.:imda

andIntemgenceAgencies:"initsfinai fo_DMS _becom._:_i._'Vemmenfs glolml.
-seoutee=ma!]_:: _t._ prOVide"_-__P_m._..-:Of _o_: _eroially "
offthe shefflsOItWarO.pmdu_.:_:conn_tOv,_.2..n_on_)i_en.and:__ ,-. ..

System for info_0_i,_:.._IS),..._t..FB!__: ._.__ _)e _,..,:.....--:_.

websites connected'toS__ ei_(I_(_,: The _st FBi TS/sCI IC Data Mart "
(ICDM)is currentlyindevelopmentandshouldbeonfinebythe endof2004.TheFBI
Chie'fInformationOfficer iS .alsowo_ v,dth the Dopartmentof J_tice on interf_es :
betweenICsIS andthe _ .EnforcementInformatlon.shazing".initiative andwiththeFBX
_-JusticelnformationServices (CHS)Divisiontoin(._4_sethe sharingof "
intelligencerelatedinformationfromandto stateandlocalofficials.([J) "

..

TheFBIiscurrentlydeplo_ the.s_c_T versionsoiFAMS,whichusesDMS
and secureOutloOk-likee,marl for organizationalmessages, so.thatouranalystsand
reportsofficerscan Sendand reoeivetimely'mtoHi.'ge_cewith other-ag,moiesin near,.real
time.TheFBIis.alsoworkingon.adigitalpr0du0tioncapabilityforlipsusing.exte,_ded
markuplanguage(XML)thatwillint_rfaoewithFAMS andsupporton-linedigital
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productionof'mtellig_cereports.TheFBI_S._plyins _ _ s_,_d ,nots=
data tag .l_ngto facili_.te the excha_e 0fhformationWi_hthe intelligencecommanity.,
The FBI ts also applyingnow securityteolm0]ogyto deploya _rote©tionLevel3 Data

•.Ma_.:capabi.lfly.v,_th_ecretio_ a_eSs c_n_|S aad]_bHo_y Inffas_0tu_Li . .
o_fi0atos, m.s.up_ortofclosedCommun_ty of Int_ Whichwill.pmmitS_ure sha_g
of ourmost :sensitivedata with misted,memb_s ofothea agencies. TheFBI is also
investigatingthe use ofsecureone Weyt_ansfersto move informafionbetwe_ns_uri_ ,
domainsandto pm'mitall-s0urce intelHg_ce analysis. _e _e ofnext:geo_a, . ,-

.on:_'tioalinte_gence b0tw._n s_ty do_. Sec_¢ W_'©leSs,_'nn_a vRyand:,,
•-_V'_ I_ivateNetWo_:are _.b_ng Iook_at t6pmvide inex_as_iaccess to,: .
intdligence to deployed personnel TbeFBI is also start_g to Use0n_line. desktop
•collabor_.'ontools suoh.ashfo WorkSpa_ w.hicli:is_o foun_xt for_o InteHigm_o
-C_mmunityC_HaborationP__ into inte_gmc_.coll_oratioa(U) " .

TheFB_phnsrouseaddi'tionalsyst_as:thef0Undati'0nfor.ad,_tioa_informati'0n

• . . ?.

• , . .

• .....ThoCJIS Nationa_DataExchango (NDEX)__plan_ fordeveloping a S_:

.--,...._a_h totheoperation,._ _tmmnco ofsev(.,,'ral_nn_ _. IT._._o.r_.'.
• toZ_mmunic_,'otm,systcmsinolu_ LawEnf.or0_ent (_.-.Hne(LEO).and_ WAN.

..... TI_,,NDEx is to boa _'positoD' of national it_ticesanda _)_ter systemfor

:::;_• " ' _ocal/federal and inter,govemmental.hw_0Lc_m._i_:,_!fities,Th..eNDEXWillals..o
: be:.,a-fusionpointforth0 c0rvvlati."0n:ofnati0nally_b__afinal ju_Eceinfonnationwith .
. c_ma_nnati0_atse_uri_ylda_./CO).. " . ' - . •....

. _ . .
•

'- '..i:,"ii:iLaw EnforcementOn-Lineprovidesweb-basedcommunioat_onsto.the,law
enfoxu_ent,communitytoexohange'mformation,conduc_on-line_[U_0n programs,and
parfi.cipatein professio.nal-sp_ialitRer_.and_ic, allyf_ed dialog;.TEe._ hasbeen
op_onals'.mc_ 1995 and_enlly s_g shout30,0_us_. .I_O _ s_'u_. " "
conn_ivitytotheRegionalInfonna_.,onShm_'-g SySt_msa_work.(fiss.n_),Thel_!
IntelligenceprodUotsaredisseminatedwee_y via !J_Oto ov_ 17,000 hw enf_c_nent

" " " ""*i_o ""agenciesand to 60 federalagen_,/aneprowomg._m(_on aboutte_. rimn,Criminaland
cybo/._aremtsto patrolofficersandOtherloca!hw enfordvmempors(a._Leiwhohavedirect
daily contactswith.the generalpublio.TheFBIplans to _haace LE0 forrob.ust,high-
availabilityoperatiom The FBIwill use the enhancedLEO,mthepriory chmmel_r

sensitive butunclassified c0mmunicati'onswith 0thorfod_,s_).to and local agencios. LEO
" andtheDepartmentof HomelandSoour_tiea_oiutgegion/d InformationExchangeSystem

(JRIES)wilIbointeroporablo.(-O), .. ".... " " "
,'

The InvestigativeDa_aWarehOuse{[DW)isfoUowiug_h multiple-phasedapproaohto
quicklyprovidesupportto FBI investigators,andT(mkForcemembers in.the formof a
spirally-developed6pomfionalprototypesystem,the Secure C._nterterro_m Operational

' ProtOtypeEnvironment (SCOPE).The enterprisesystemwhiohbuil&[uponSCOPEis the
!DW.system;thq full deploymentof IDW is scheduledforDeoombor:ZOO4.TheIDW



help me_tthe law enforoomentand _e IC need forrapic_ ._ureid_endableindexed
o t "

anffwill _¢_ovidedata mmmg aoceastOFBI i_estigative filesi (U)
.. .,, . . " . .. • .. . .. " .. _. . • . . •

, ....'i., ". " . ' " . " i. ° " " " " • . • "' . . • " "

• • Muiti-qyorm,ti0n InitiaOv© toenableFe0, state,
trodio©allaw enforoementa_cies t0 s..harer0gi'Qnalinve._g_u\ve_iles andprovidepowerfut

•tools for cross-file aaalyses,.Aproof-0f.-_oncept.effort:muuderwayin St'...Louis;.exklitiotud
demomUOnsitesaret,os p ed. of d.emoatio, isto(1)shc,wthe
value,of sharinghive_ g.afl'Vei_ Which,c_ be _yzed by mode_,,t soRw_ too.lls;and(2)

help define technicaland org__. ,at_,_maehes forregional sire..r.edS_. ];_
_sidns._outdep!0Yment.0fthe.MISwil_bo b_ed onthe_ts of._edemonsl_o_and

• the dep_ent wi_ plan for law _or_em_t "_o/_ n s_ b.o_, deve!opedby the "
Departm_ttofJu_e._ ':'.' , . . i _ i " : • .... -

• ; .. ",. • ..'..". . . •.... "'i .... . " i " " ." . .'" " • • "., . -. ".... • . . . .... . .., . ,-. . . . _¢ .: . -,

• .....-Wi_e;......"ereationofche:'0ffi:Oe:0f_temg_0e'"at itxe_FBI,._._h"FBlfield0t_....has
" establisheda Field _telilgen__Up (FIG). ]ftis (_¢ resPomi'bilityoftheseFIGS to manage,

oxeouta,andmaintop,..thel_l'sin.tenons,fun_i'o:n_wi't_ntheFBI..HG-p_te1have-

roU_e aooesstoTS tindScI _iiff0_on so .they_..be ab]_et0_eiveo ana!...y_,xeview..and
recommend_ this"mformat_onwith _tie_ Withinthe mI as wen asou_cu_tom_

• .andp_lners wilhinthe _utelligen.ceandLaw.enforcementc_nmum'_[e_,(U)
• , .'.}: . : " . " ._; :... -.. ...." ." ..-_" • . .. . - - .. . , . " . . ".

• .. :. • .... - • . ,:,. "

Re_Omme_dL_aoii:_o:ii_,.:E_r_approl_._._pl_._ie_.l_r__e In.FBii!U_.

. ..
• . . . _:

. . _s the B_'_ inked demandfor _e_s _, sensitive -Comp._anented
•Information:(SCQsystemsthe following actions have been taken:(U)

• . . . :

Thiswill-allow:field o.m/c¢8in.v_gati..v.o._d inte.Uigerie*elem.en_ _).be located.into.
that_.conduoive tothe._ fl0wof inte.licence,at..tdcommon ..aco_,,),tohighly c!assified
otmant. (U) ,. : .

• - , -

" 2) In addition,,tan(IO) flbtdomo_, includi_!gtheNow.york Field Office • . "
-- mentionedinthe .abovefm..ding.,havelb_mid_tified as._os.e..thatarem_st.in

•needofSCIFupgrades.Assoo_tedCO_Sino_,ude.O___fioncosts and
. :' miscellaneousCdsts;MiscellaneouscostsincludeEaglephon_(1perperson);

Se0urephones(!per!0 people); shredd6rs(i per 10peep]re);and seeme fax
" "maohinea(1 per30p_plo). This information..w_ ln'ovided in .responseto:

':Questions for the R_rd which.followed from._eMarch30, 2004iesth."nony ..
ofDADs Herringtonand Fordconcerningthe counterterrorismbudge_forFY
2005'TheconstructionoftheSCIFupgradesisdependemontheFBI
receiving the reqUi_.edfunding. (U) ,

3)The FBIiscurrenfiyimplementing,aplm_toadheretotheNation_lSe0udty
• ' Agency mandateto.have aH'$TU,instnm_entsroplao..edwith STEs by2005

. ."
,. -.t. ' "

..
• _ . .

. . •
t.



", .

R_ommend;ntl0n No.12: I improve dlsse_ation of thres_ _o_tlon. (U)_
• . ., - , ,

. .'.. . ! -:.. , . . '.

• ' . .| • l_ • , :, •

Response: TheFBIagreestl_t, likeoth_ intemgenceandlaw,mfor_ement_gencies,
it neededto improvein " ' ' ..... ..... . . ' _>" " "..everyway possiblethepx_oessesus_ to disseminate thre_
information.Since September1I, 2001, _heFBIhas issued dear _idauce fortho
disseminationof threatinformation.Additionalpolicy develOpmentand

•initiatiws arein pro_S to fiu'therstrengthenthe FBI's threatinfolnmationdissertation

processes. Below m_ thesteps _e.FBI h_ take: _ i i "; .
,- . . ...' . . _ ." ..

. .. . .. .. ,.

• _sindioatod _ier, theFBI, s B_-I, s senior Intelligenoe,_mmunity caterer
professional,hss emtablished_no6pts of Op_Om, rpolicie_z,andpm_t_s
related_ _e diss_on, _ _temaliy andext_nally, ofth_a_tnforn_ti0n.

. _'_ .

• • in December 2003, an EC was distributedto all _dd Office_ andLegats,c_titied,
'_q_rfing Raw IUtdlig_ce." Ti_EC pt_ded l_dance, !__ thr_'holds,

" and rep0rti_p_ur_ forraw intdligmce derivedfromFBI m_gati(_ and
umgen oUaon,and porangan . ....

• . . :' . _ • . ." . . •dissmnina_on p_C_lur_ (U)

• r_q__ (_u_llig_ ¢oll_'tion and re__ gu_ee)ii'or ag_¢y-wide use.
.. " Thesercq"__tsar_po_on_heFBIintranotiundavailal)letOall"_loyees..

.....">':;:!_...." The_cl__ts provideStrategiOaHy-deVelopedsndwdl,deCmedintell/g(mce
needs-_hc_ the:_ enviro:nmen__Ther_quica_x_n_t__o_ an_!
fonnatindudesdeta_l_tr_oro_ng_olds, time_amos,andrepo_

-. instructions,to inoludo__ fo_ats andto wlmt ¢,ompononts.the_t
informationshouldbe _rted.(U) .. _

.. .

• The FBI._ deVdopedand _lemcnteda two-week specialized_ course
•for analystsand.agentsin _eportingand_. ,mduating rawin_dligence. This
courseteaches_heevaluationof collectedintelligencefor dissemination,aswell
a_ reportingand disseminationtrade©raRm.ing the me .stup:to-dateFBIbusiness
processes,formats,andpolides;(U}. .- '

• -.

" • The FBIis nearingcompletionof_he developmentof a new web-based
. IntelligenceInfommtionReport(HR)application,whichwill serve to vastly

improvethe efficiency andeffectiveness of reporting,anddisseminatingthre_,t,
information.Thenow. applioationwifi oontahx,a s_gle i_ formatforuse
:throughout.aUof theFBI's programs,andWillhave a numb.erof advanced
features,such as electronicapproval,dateand timestamping,Workflow tracking,
andstandarddissemination lists;. The applictCionwill bemq)portedby a . •

comprehensiveHR.handbookwhich will be distributedth_ughout the FBIi.
• lune2004; (U) . " ....



TheNationsl ThreatCen_erSection (NTCS) isthe Countert_,tTOfiSmDivision's
(CTD)focalpointfor_ereceipt,pre_ _tym_,an_.:as_smn_t:for__ '
aotion of all emergingIntematio_ Torrorism(IT)and Domestic T¢_orism (DT)l_hreatS.
The NTCS coordinatesthoseihreatswith s enuenuues endagenoios, to includel_e,
Terrorist_'In__onCe_er _.(TTIC),.TerroriSt.S_. CenterCI'SC)and 'the .

ForeignTe_. fist TraokmgTaskForce (FTTT_ _.:(113)
• . . ". , . '

• TheNTCS is comprisedoffive uni_: CT Watch(CTW), Public A©cess:CAmte_
unit (PACU),_StrategicIuformationOpm'ati'ons•Center($IOC),•Ten'ori_ Watr_at_
WarningUm't(TWWU),andThreatMoni't0ringU_,_tchug). TMUand_ are
resp0mible formost _ffac_g with TTIC,TSC, end FTrrF, _ '

• - ." . . • , : • . • . : ,, : , " ...! , _-: ..

, . : : . , • . . , _ ' .

ThreatMonttor_gUn_
. . : . ._

_..

" " The_ion ofTMU is to supportthe FBI'smleindefmxdingthe United Stst_
_the _ 0f_iby re_'_ _, die--g,- andmemorializing
_ inf_ati0n andsuspicious_fivi_7 iu ¢o_jun-ctionwith FBH-!(_FBI Field Offices
LegalAttaches,andtheU.S_i_te_ge_ceCon_nuni_yt_S_C).CO) ' _• .

....-.Eezhmonth,:_ i_ves :ap.proximately_1_000,_J_and :stmpiciou8aztivity
ref_ from variousf_ State_d !_ governmentand_awen_orc,ementagencies.

" Each0fthesetef_i.inthe.fon_x.ofe-mailirensmi_ions,01_troniccommtmicafions,

or-_" ._y.._...missions,arereviewedaud..__xlby;._" SupervisorylSpeeialAgent..
personneLTMU immedia_ly_ lhe...al_.ropria_eFBlsubstan.tiw;mxits,3oint
Terrori_TaS,.kFome (_ ag.en_iea,or.o_ergov.:men'" "'........t_agencies;_reexpemu(_.....................""',umy"
al_rized0fthethreatinform_.'on,,and.makesareco.rdof.th_throath_fonnafionref.'erraL
Additionally,ifbaseline.criteriaaremet,_hese_bxeatandsuspicious-s_'tivityreportsare
assignedtoTechnicalInformationSpe_.al_mwho mstu_thethreattnformationis
res..e_xched,...summarized,.fu_ny__ .andent_dinthe,searchable._ threats.
database.(U)" .. .• •.. •

. . ,

_ fiscalyear2003, TMUreoeivedand assessed approximatelyH,000 threat
andsuspicious-activityref.en'ais.TMUsubsequentlymemodalizedmoro tlmn" 2,700
individualthreatand/orsusp.icious activity reports.inthe TMU database..TMU
disseminatedthe threataudsuspicious activityinformation_ t_ org__ons and
entities.thathad oversightlrespons_Hity forindividua!#..,orlpropertyaffectedby, the threat
or incident..TMUroutinelyprovides,allthreatsmeeting its baseline criteriatothe
T_ ReportsandRequirementsSection (TRRS)who dLssemina_esthe information
in the form.ofan Into!iigenceInformati0nReport(HR), to mu!fiplecounterterrork_t
customers.,includingTrIC. Beforethe FBI.becameactively involved in thepublication
of iiRs, TMU haddirec_contactwithTTICon a daily basis, (U)

" Over300individualizedsearchesofthe TMU threa_datebasewere.request_iof,.
:andconductedby,T_ tofacilitatethreat_rendanalysisbyFBIunits,theDepartmentof

' _': .38



"_llJmmt,l_amm_

HomelandSecurity;theN_onaIInfru_" ProtectionC_tea-p_ other agenciesOf"
theUSICwhoareseemstomeasure_ge_vu___'. _sO,_m_2003,'ov=200

, " individuaIthreatitemsWere_mitted by _ to TTIC forpublicationin thejoint
t_I/CentratIntettigeneeAseney_ _. :'_ _ informationwasrhea
distributedto:ttiel_esidentas wenas:real@ref_enLt_agenvies._ alsore_iv_
reque_ for, and conducted,morethangWentyst_ializedthreat databasesearcheefor
major events (i.e,, Supe_owi, World Seri_s); andfor signi'ficantdaisessuch as those
_rrospondingwith rdigi'ous celebrations,(U) . '. . .

, . • .: . . ,

.Co.nt_evrortsmWatch "

, _'rrICpersonnelwithac_S__I in_ e,,,m_havebe-e_'__ proxy
fights to the m CT Watcho-mail folderandtheCT WatchDaffyLog. Manynew

' i._s.and _ me.reP0rtedto.::_ by'•e,_.,All_ons takeuxj.in__ _lephone

this_imi'ted,rea_-timea_ _bo__ e_ andlog,an.__on rep0rce_tto
w_is a_ av_abletoTTIC._,_hermore,aCTWmdy_is-ph_eanyaSsi_:to
THC wheretheyserveinaliaisonrole, _ "reformationis slim_i.betweentheFBI

: and1"TIC.Conversely,CTW.p.ersonndalso-haveaccesstoT'HCOnlinb_ THC
recordsall newthreatinformation andp ,rovideaupda_ oncurrent0_-eat-investigations.

ihe_e _to_ _,y f_ of2_, _wmbe:ve_OOat_¢oanewb_g,m¢ as
:q. _...willbephysieally..colloCatedwithTTIC.(U)' " ....."

".i . .Informa.ti0.nSharing w_ _lleTe_orlst 8©ree,ln_ Center -
• .._',_= _ .• . ..... •. ..

"....... inq_ 3' from _W e__e_. 1_agency_bs _,e_t,...... The_C initiallyr._ivesan a e
.: ......_.:.. . .

.... to._i_iolent Gangs andTerl_flst Org_on File (VGTO_ recordmatch. TheTSC
.co_.unicates-withthein_:law enforcementagency_oprovide_on. and
confama,matchonthesubject(s)..Ifapossib!ematchis.made,_e.TSCgeneratesa
reportcon_g allpertin/entbiographicaldata'andachecklistof_Y.researchconducted.
TheTSC then.make_.direct.con_"t wRh the CTW Via:telephoneand/orSecu_ fac_e _
to.providethe information-regardingthe possiblema_h_(U_ " "

• ,

-- Uponreceiptofthe.telephonicnotificslionfrom.theTSC,'anan_yst fromthe.
CTW will review._ identifyinginformationregardingthe possible terroristsubjectand

.confirmanYdatabasesearchesalready conductedbythe TSC,SuchasNationalCrhninal
InstantB_kground!Check, ACSand Tip-Off.•Ifneeess_:,the analystwill initiate
additionaldatabasesearclies,to include:, a moredetailedACS seomh, .Telephone'
Applications,Integratedl_temgence luform_'on/_Tplieation,'IYeasu_ Enforcem_lt
CommunicationSystem,Watchlist,Department:of State,ImmigrationandN_mtion
Service,Transp0rtafionSecuri_yAdmi_strati.'on,BUreauofPrisons; r__'OL, and
pertinentpublicdatabasessuch asChoicePoint,AutoTmck,andLexisNexi's.(U)

_ecrw anal_provid_abriefsynopsistoaCTWAgent,who_en
¢oordinat_reactiveandinvestigativea_tionwRhthe fieldvia _e FB][JTTFs,:
Field/LEGATOfficea,FBIcaseagents,and/orFBIAirportLiaisonAgents.TlieCIW

..
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disseminates tho '_.onnation to afl.rel0vm_a_t_ and¢oo_s _ t_solUtton
dir_tly with the !TTF, When C0_o_ reS_d_ the find_reso][utionis reoeived_

• " fromtheYrTF,theCTW:prOvidesa_ oftl_,encmmt_inthoCI_SC Group
Daily Logs.' ThesoTSC Gto_ Daily Log _es c_ntaia:,q__ details suohm names,;
loc_ons, identifiem, .cal!-b_k'mbe_, a_ s d_o_ptioll 0fhow tl;ematt_ was
_olv_: Thelog_tri_im r_d_ _ _imeby_l!p_onnelat_e TSCin__
City,¥_uia, _d us_ todocumenta<_ resolutionfortheencounterand"olosethe

• loop," The TSC ultims_©lyreportsallper_©nt inv©_g_vo _d/or,_tellig_c_
.-.., - / o/

informationback.to the r_p_tive ag_y _h_ nominatedthe terro_a_t-re]atcdsubj_t for
inclusion into the VGTOFdatabase(TTICorFBI),.0.7) _

-

Info_nufion_harin_ _lth the ForeiqnT,_rror_,,_,,Trnckinl2TukForce
.. - " . . . . : / . :. ., . . -_ . . _ • , • . . . '. ,_ _ .

./A .r_r._ontative-£rOm_.oFrl"TF _ b_ m_gnedf_.. =.time_to/_. .,
__nally, _ the new .CTDorg_c_ c_ FTrFF has b_en.plac_ underthe
umbx_lia.Ofthe NTC,SoThis._H0cafi'_ofr_sourceS will-_aci_tate_hoflow of

...

• . . . .-,_ • • .

D. Oilier Recommeadations:
• " . = _ • , " ... .. ,. --. . . .

_mmendaaon No. _: Eva_u,te _e e,_eu_ss of the zap_d rotation of
• S_LpervlsorySpeci_AgeuU _hrough_.the,FBI[_Headqusw_r_ _uterterrorism

prog_ ._ 03)

•foHow.thesam0c _ pa_,.andr_lat_:prom0_onalltim_tables.:_sb_hed:for,all Agent
-- -m_ts assignedto FBI_q__BIHQ)_._F'_?lino._mp__iu_dm_.eldand

at FBIHQlmve 0n,av_ge served aSinv_atom tbr_10,$yeampric)rto asmnningth_
m_ent position.. GS- 14SSAs c_y sc_i_ _.lq3H_Q:haveon avm_. e2.43
.ye_wsintheir FB.!HQSSA positimm:I?BIHQSSAs aroin fa_ requiredto complete,at
leb_ctwo full _ iuthe_HQ assignmentb0fore_eir:Iransf_rto ot]_r assistant.
Eventh_ farfrombeinga.pros¢It_clul,ed,mtation,their moveme_toa field assi_, ent
requiresthatthey suc_essfullyc_mpetefor ak_ignmentspurmmntto the demanding

req_ents of a completely restructuredsele_i'6n system. (U)

:Simnar,tooherintemgenoea enoies, 'S oxp en,
support,intelligence an_dystsandotheroperations_ialiS_sprovideasignifloant,portion
ofthecon'tinuityoflmowl(xlge.t_luirodto.undomtmxdandeffectivelyevaluatethe.
emergingthredas,overtheIongtem_Howeve),it.is.not__ fromthoperspeo._iveoi'
the:FBItO.eharaotodzea.two-ye_r.commitmenttoanFBIHQ positionasa"rapid
rotation,"impl'y_thatSSAs0n_osetwo=year,assignmentsoontributoat.alessthon •
optimumleveltotheFB.Psoount_rism xnissionduetotheirlon_,¢hofsorvioe,The

. intention of service at FBIHQis.,topmvideBuroaUloadors,sol_ote_(m thebasis Ofthoir
demonstratedachier.ements,with.aseries.,of uniquelyintense,partio_ar!yd_mdJ_g
•challenges. The assignments,pro.vide:experientialoppo_ties:ona national-and_,Jobal
scale.First.finemanagers,workingwi'thth_ mox_.erxpm'L_ood.sup(ziom_d SUpl)ortod

..,
., |
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' bya!mowledgeable intem_ee _play avital"rolein the ,den_c_oc,:ofoperationsl_:: "
priorities,developmentandimplementati0nof_cy_wide' " °:, _tiaeves, meassessmentof
e necuvenes_i_moeemx. uv_iariameprepl_auonoxp_uve r_onsesm

address merging irends._TheseFBIHQ$SAs subsequ_gly utilizers gamed :
knowledgeandexp_oncein'tho domesticfield andoverseasin furtheranceoftheFBrs
mission.(U)

• It,th©FBI is _,-fosterthe deveXopmon_0fb,_e leaders tO_mce its:management
' cad_iitislimpm_yethatail _ Iiaesu_:micl-luel _magem: a_tivelyand fully avail '

themselvesof the wkh=stpossiblerangeof leadmlhipchalkages, most pa_ieularly.those
availablein FBiHQ SSA_P0sitions,TheFBI'sExe_utive D.evel0pmm_tand.Sel.eclion
Programhu:soughtto_e the_a_ b_ce betw_ provld_.fix_.Hne,• - .
ma_g .ers.wi_ a range.Ofdevelo_eat_l _fi_,_:aud they __sieada_:,

pine'-and regularlyrein_ tho_ p_)_ with the new pcaspectiveand" " " " " • ' ._i.. ' • , -.. '

approachesofnowfirst,llnemanagers."(U)

Ree,mmendaeont_o.14"Prov_ae_=Uee Oui_e typeoftufmuaaou tuat_eu_
• should Obtainfor eval .uatlugassetsand for ¢_oeumentiug_e y_,'ly ©beckon_msets.

• . . • . '. . . .;" . '- . .'* . • .... .... , . , . ,. ' •• ,. . .- .

• . . - . . - . -•

• . * .... :. ,.
_.... .. . . . ., ." "" .. . :" . , ' .. , , " .., . , . . .. . .

_ i :"_-The_I:_ _th___onan dh_s_iemen_._OHcyto __s the::

• dependingon thetypeof asset:b_.dcv'¢loped.or _:__: The I_,_M Section 27-26._

_ poi__;.!) __hm_ _bu_le::_ :_e_u_S_'2)!_.C___O n.statementof

•inte_ tod_ment!the as_..S_.fi_::' _M _'en 27=29p:mvid_ _)les •Of•
.teststhattheban,dlingag_t:_t_::_d_:_he assefsSonafides._Additional,
stepsto Validatethe asset ateconductedby the han_ agontendaro used to determine
the asset'Sreliabilityand.Vemcityof the infonnati0nthey pxovided.._Hteseezeasof
repox_g lend themselves t0._e adrn|ni:qrstive_of asset d.evelopmentand opexation_ .-- _ . - .. ..-..... , •

• _ .

. ., .•

Withinoneyearofopening andevery 18mo_-ths_h_, *ehand]ing ag4mtis
' l_lUircd to m_bmit:acase agentassessmvnt to FBIHQ; This assessmcat is a brief ..

narrativebased on the handler,s obsvrva_onsof andint_ons W,th'the asset, and
provides "ms.ightinto.an assefsmotivation andconmd, beliefs, habits_mdany si_ican, t
behavioralchanges..This timetable does notpre¢lUde_ agent from_bmitting a
revisedcase agent assessmentin the interhnifthe _So_ behavior changes significantly.
Additicnally,a revisedversionof the I_IPM section 27 is currentlyh_the _ stage,
The new NFIPM.will include languagethatdirectsagents.to notify their immediate:.. .

superyisorffthey identifya significantChsugein the asset. The'SSA willthen determine
if theasset'sbehavioralchangerises to a level whi'chwo_d roqUireFBH-IQnotification.

..

- . ,



.e

... ._ . . .

In contrast,iagent;receiveinformationfrom.Sets which,:althoughadministrative

- "in nature, anddependingon thereformations bumnigonthe mves!igalttv.eppgram, max.
.•requ|refollowup.Theseareas:of reportingI_ndthemseivesito:_emyestleatwe_ of.

asset deve!opmenzand0perafi6n: Further,_s fa0etof assetdevelopmentand:operi_ion
aredictatedby the logical,Progresslon0f.;theinvestig_ve proeessandCannotbe::!imit_

. to or definedin.administrati_,,epolicy. CO). ' .
1

•.__Ree0mmenda,.,_.louN'_).._'.IS: 'Im..prove.the..flow o_'|ntellige,tee Inform_flon_Within.rite.
FEll and the'disSemination offittei|lgee_ Imforn!atlouto other luteHIi_en¢eagencieS.:

enforcement.to•dissemmate:,reformation_, •todo!sois .an.._t pa_ •of.i_mi'ssio_. . • "
ShariagE_,i•inf..onnation_llbe _ ml_ f_tering_e info_on _tl._t;e•theex_tion_

' where sharmgisiie_yorpr_.. _!y_t_ie. •The:.l_I•w_lldel_,_its•i•. •. •
mformathm.thr00p=hthe_stems theFBi and.!ts6ustomers.._d parsers use.(U) :

.

The FBlis connectedto the rest.oleo U,S; _tellige_n_ecommunity atthe :Top.

OperationalNetwork(SCION),The SCIONp_)jectw.asiniti__:Septemb_, 2o91, "
• . ...._-. and has mvt allschedule, budgetand__ts::i_SCiONconn_ts to the

-.

.

Fel'sO ee

-SCIONi.s c.u_."nflyavmlable_oov_ ]000 usen_atFBI Heaiquartcrs,-andltheFEtl "
has initiateda pilot deplo,ymentproje_ to _$efollowing Fielc_Orates: New York,BOston,

• and Kansas city.' Theplan is to dell.vetSCIONtoall FBIField O_ces, as fUnding
becomes available..Limitedaccess tOIntelinkfromotherField.Officesis available •
througlithe old FBIIntelligence InfomzationSysten_Network(HSNET). Most 0fthe

• FieldOfflCeshave twoworkstationswhichhavea connection-toFBI hea_uarters, These _ "
workstationsare.inad_lUate:_d difficult to use,andthey arelocatedinmnallSecure
Compar_ented InformationFacilities(SCIF)t_t arenot in _e _gent or analystw0rk
areas. An imped'unenttOfield exp.ansion0f SCIONis thelack ofSCI_ spacefor theField
IntelligenCeG_ups (FIGs)andre Join_TerrorismTask.Fo_e,s(JTTFS)pcrsonneli(U) _

....
•

"..

.. Access t0_the intelligence andhomelandsecuritycornmunities,st the SECRET
leve_ is providedvia theD.epar_ent of Defense SECRETInternetP_otoeoltRouter
Network (S!PR/_T)W_ch provides_e communicationsbackbonetoIN'I_LINK.
Secret.OUrgoal isto provide SIFRi_T/INTEL_'K-Seeret accessthough Secure•
dynamic virtual private networksto all FBIworkstationsin the nearfuture. Todayyou .

• .
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•' , cannot_ectl_._eu any__'. netwo_ fi_Om-_o]_I_T an_t:onlyi_tedbatoh
tractionsthroughseoguam's,pe.ni;'The: ti- g:Network:(ADNST)..
.ridestheSIPRNET_mmunioationsb_kboneand.provi___: au_.acce_,as.:s
vehicle,for the domestic exohange.ofintelligen.ce,_ anti.drugefol,_:. SIP_T is,atso.

. us_to suppo_ _eXe_ofist ExplosiveDvvic___iS C._nte_:,the Natio_d V_
TranslationC_ter,_d theFordgnTert6rismTa_kingT_ Fo_e.._

. . . .

_ ,. : ,
./

,.. -Inthe atea0forganizafionai.message (mffiCfordiss_fionofoffidd
informationandtas_gstootherageaciea,:theEBl.hasjust.._lerm_ted itsnewFBI

.. Automat.edMeasagingS_tem(FAMS)whiohisbased0n theDefc_u..eMessaging• :
Sys_ (DMS);.TheFBIm thefn_tCiVilianag_cy _op_ _e_dasdfiod DMS,

• FAMS will provide0n-line.messagecreation,-tcvi_,andisea_htapabilities toeveryone.'
' conaect_ to FBINET. PAMS give,USthe capabilityto !_end.androceiveCritical •

org_nalmc)sage trafficto aay_the40,___: onD_ or Auton_

:m_ Network_A_D_, :TheTS/SCI_on of__. _:_._mtlyin_g and.
-- :._:dl.pm_de,lhesame ©@._flitYto_"e onSCION 0t !_N_Tby _e _I of_ year..

The FBI'simptomznta_onofthe .DMS.•will p_vide _t_.-O.-re_ SOCUtoe,n_.".to
_. and_. users: Wi_ thegovernment,D_. _ te_h._AUTODIN and a

.div,erse:armyof o..marl'-__. __ly iu..usetl_o_o _ theDepatlmontofDe_(we
• and.Inte_gence Agon.ciea.In:it_finalform,DMS will b_,0me .thegovommont'sl_obal

-. _,o=mail _:_tom. ItwHI pmvide_od iu_mp_,HiO/of_udous oo__-iaIIy ..
_, •offtheshelfso_areprod_ and.connectover2_on.ci'v_.'an_d_.._ :.
__,,.;_"" ::-_....

,::..... user_,The-systemwill,permitmulti-mecHa_/hmems t0m¢__ andp._vido c,_d,to-.:_.,: : . , .,. . :, ,- .

.........

'._:. . ;, .'-. , • • : , , . : .

•- . • . _ ••

._- '"_._ii::.In:.theareaOfconnectivityfor.da_produ_),thoFBiisjUstbc_ to
i _l_mentour initialp_0gtams fordatamartsm part of_hoIntcmg_ceCommuni_

S_ forInfo._on Sharing(ICS_)._t FBIint_IHgence_r_c_ m theform
of Inte!!igenoebul_.etins.,_ ._lligen_.Ass_mnents, and II_ arebdngpublishvd onFBI
websites connectedtoSiPRNET-.andIWICS._e .firstFBITS_ ICData M_

• .(ICDIvOiscur/enflyindevelopmentand_houldbe.on:Hnebytheend¢/f2004...The FBI "
ChiefInformation:Officeris alsowor"kingwi_htheDePartment>oflu_ceon_nt_r£_ .
betweenICSIS andthe Law.Enf_ent InformationS_ initiefiveand .WiththeFBI
(3"iminal"_usticeInformationSer_ces (C2IS)Division to increasethe sharingof'
intelligencerelatedinformationfromand_ state.andlocalofadals. (U). ...
" : . . • . - . • . .

The FBI is.currentlydep_oying_heSECRETve_sionsofFAMS, which uses DMS
•. and secureOutlook likee,-mafl-foror_Ona! _ mossages,:._ thatouranalystsand "

reportsofficers can sendand recdve.timely intelligencewithotherab_mciesin neeareal
thne,.' TheFBI is also workingon a d_gitalproductioncapability.for_ usingextended
..markuplanguage(XML) thatwill interfacewithFAMS,andsupportOn-linedigi_l
productionofintelligence reports,.TheFBIisapplyingXML datastandardsandmcta- '

. dats tagging to facilitatethe exchangeof informationwiththe intelligence commu_dty.
.TheFBIisalsoapplyingn.ew.securitytedm01ogyto.deployaProtecti0nJ,evel3Data
•.Martcapabititywithdiscretionaryaccess con_,lS andPublicKey Int_s_ruC_re '

certificatesinsupport ofclosed Communityof _ntere_ Whichwill p(mnitsecureM_aring

, i: , ' 4.3.

: .



m

• of ourmostsensitivedatewithemsMmembersof othe__g_d--, .._heFBIi:salso,".
investlga".tingtheuseofsecm'e0noway:_fe_....._omov©infonnat/oabetwo_n:s_._urity

' do_andt0p._ta1_-$0_, mtelllgonce.analy_is_Tl_.e._vofn,e_'t-g_on,:

•comm.uaiW.Hi__AS_oo _._. boingp.la_odto.p,_.vi.'doforthetwow.aytt_usf_
onm.'t_oat'mtetUg,_o©betweenSeo_ dom_s,_S_'_i.w_elossc_nne_tivity®_.
VimudPrivate.Networksarealsob_.look_.at tOpro.vide__.aoo_s.to.... •
intelligenoetodeployedpersonnel.ThoFBI is alsostar_g touse O_'line,desktop

•.oollabora_.'on.toolssuch.as....InfoWorkSpacewhiohis _ fbua_on fortheIntelligence
CommunityColLaborationPorta_to.incre_eiutdli'g_o.__Ua_om_on.(U).., . -.. '

: il " '::i: ::I' "...:.. ". '... :"" :.....':.:. .... .-:::...
,TheFB_p_ .tOuse addifiona!._sy_ems.aSthofoun.dationforadditionalinformafion

, _t__mcaaon_ :'_. en_.._o__ _w _aforc__.on.:_ef_o):_d .C_:WAN:
The NDExis tobe a r_sitory.ofm_tio hal.in_ces, and:apOinter,systemfor. ' :_.- -
_ _d__md_vm_ mwenfo__ en_iae,.._e.Nv_x:v__o
be afusion.__int f0r.thecon'¢.!art."on:.of.:nati0_'based.criminaljUsti_..informationw_th
cnm_tiO_s:_uri'ty_ O-Di .....• : : " . :-: :

• " "; " :. .: ' i ' .: . .:. - . :,, : - . .-
•" " ' • " •" "*' . • " . "_ " ." ,s"'. .... " ' " " : • . i ..

• •.:Law Enf6tvmmon.ton .Line prov_dea.web.basod.commumcations.to _ho:.law'-"
: " " :':' _ C' e" " "" ...." _ct " " _:: " ' ' "..enfo_em._t comity _-...eX._..,'_m_on,::_..:.onqiae:._u_ationprognuns; and -

.. parti_ate in professiomd sperm1 interest:end topicadly.fo_tised dialog.. Thosystettt has._ecn
operationalsin._1995andpres_"aflyservingabout30,0.00.users.--L_D:has:s_ure
o0nnecti'vityto.theRegional!nfon_.tionS_ Systems:netw.otk.(_iss.net).::.TheFBI

• Intetlig_ :pro_u_:.aredisseminatedweekly>via.i]hEO..(o_ove_:17,._._.law,._oroement
agnes. .andto 6,0!:fed.era!agenOies;:_,d.pro_dinginform_'on:abo_Ito/tofima,.©r/min_!and

_ to.patrol.o._c,__d oth_!ooal.row.-._,_.orc_e_p_'so_elwhoWedlrect
daily_ with.i..the.g.en_ p.ubl_...TheFBIplans._enhance LEO'forrobust,.Itigh-
av.._ab_.'ty..op_'afion,Th..e.FBIwfllusethe_oed: .LEOas.thep_ry.c..hannel:_for.
sensitivebutUncl_sified.commu_icafiomwi/hotherf_eral,s_temxdlocal._ics. LEO
andtheD.ep_ t ofHomelandSeouritiesJoint_giona]l.Informatiion,ExchangeSystem
(JRIES)will be intemperab!e.CO) .....

• . . .

•TheInvestigativeData.Warehouse(IDW)isfollowinga.mulfiple-phasodapproachto
qm_¢klyprovidesupportto 1_Iinvestigators,end.TaskForcememhe_ in the formof a
Sp_y-dove.!oped.operati'onalprototypeSystom,fl_eSe.etweC,ount_erro".namOpe,ational
PrototyPeEnvironment.(scopE).. Theenterprise_..emi whichbufl6suponSCOPEis-the
IDW:s_i thefull d_oyment ofIDW tssoheduledforDeeembcar2004.The IDWwill
helpmeetthe lawenforcemont,and theICneedf0rrapid,secure,d0pendableindexeddata
and_.Pr0Vide da._ mining accessto_I,.'.mv0stigativeme,.(U)

• .

' 'TheMul_i-agenOyInformationShiningInitiativeisintendedtoenableFederal,state,
andlocallawenfor_ent agenc_eatoshare_gi0nai investigativefi_lesandprovidopoworful
toolsforcross-fileanalysos. A proof-of.-COnCepteffortist_derwayh_St.Louis;additioiml.



value of sharinginvestigative datewht'chCanbe__ by m0d_ioftware toolS;end (2)
help.definetechuioa!andOrg_ona!: @proacliesforregionalstme_s_!: Fin_
decisionsaboutdeployment,oftheleftswiilbebas_ ontheresult_,Ofthedemo__om m_

•the departmentwi'deplan for law enforcementinformationsharingbeing devel0pedby the
Departmentof/us(ice. (U) • •

With the.creationof the Office of Intelligenceat the FBL _wh FBI field office has

establisheda Field _tglh_gen.ceGroup(FIG0,It is theresponsibili_ of these FIGS
manage,e)xecuteand .m_' tain_e.FBrs/ntewg¢loe functionswithin the ECBI.F.IO •
personnelhaveroutineaccess to TS _ SCIinformationso they will.be able to receive,
analyze,review andrecomrnendS_ th/s informationwithentitieswith/n theFBI as
well asour customersandpar_em within:the IntelligenceandLaw enforcement

.,

communities.(U)

Recommendation No. 16: Emure that field Officesallocate resources censis0mt with •
...

FBI priorities.

The FBI agreeswith the generalconceptttm therecommendationis basedupon
.... and hasin fact instructedeach fidd ofl_ceto addressIfigherpn'ofitymatte_ befo_ lower.

ones. :.-TheDirector has instructedthefieldOfficestousewhatever,re,so_ are
- ..... ..neees_ to handle,all Coun_rism leads. However,it mustbe pointedoutthat.the

_i_ .-_ level.0f resourcesallocatedto eachprioriW is notbreed uponitaerelativenmk ofthe
,;_: prioritybut upon the level and significanc_of thethreatin,eachpriorityareaand the
_:__. _. extentao WhichtheFBI has soiejUrisdicfionoverthematter.Thns,._ determinethat the
:_.- appropriatelevel Ofresourcesis allocated,o eachpriority,a:simpl¢t_rmula Cannotbe
, :, .-._:_: used_:-_detailedanalysisofthe threatand.wor!d0adin everyFBI divisionmustbe

•

Thisanalysisof the threatandworldoadiscondtu3tedbyeadtFBIprogramaspart
" of theFBI's resourceallocation process. In addition,theFBI has developed and

implementedsemi-annualprogramreviews to ensureeach field office.is appropriately
• _ing the FBI endthe nationalpr_grmnpfiori_ies.Headquarter'sprogramtmmagers

. arerequiredto review each office's programreviewsubmissionand:makeappropriate
" managementdecisions. _naddition,the FBI's htspe6tionDivision will use the semi-

annualreview submissions as a sourced_ument of conductingthe field Office
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• mspeC_ons..If fieldo_¢es._ not_dressmgpno.nty.mattersappro.pnately,.... tile ' •Ins ' ' '"" " "',', * - • : ' . , • ,pecuonD]vtson_ll.write.a f/ndmg end requ,grea_rrecttve ac_onbetaken_.:The.
• " • • ,'e., *" .' " " "0', ",. • "e.'" .... • ." _ . .

InspectionDnvlmon.wd!a.lso'reviewthe_tions of then.aUonatprogrammanager:tO.
• ensurethat•appropriatemslruction andactionswer,etake_,.... .... i
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