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Preface

The world of law enforcement intelligence has changed dramatically since
September 11, 2001. State, local, and tribal law enforcement agencies
have been tasked with a variety of new responsibilities; intelligence is just
one. In addition, the intelligence discipline has evolved significantly in
recent years. As these various trends have merged, increasing numbers of
American law enforcement agencies have begun to explore, and
sometimes embrace, the intelligence function. This guide is intended to
help them in this process.

The guide is directed primarily toward state, local, and tribal law
enforcement agencies of all sizes that need to develop or reinvigorate their
intelligence function. Rather than being a manual to teach a person how to
be an intelligence analyst, it is directed toward that manager, supervisor, or
officer who is assigned to create an intelligence function. It is intended to
provide ideas, definitions, concepts, policies, and resources. It is a primer-
a place to start on a new managerial journey.

Every effort was made to incorporate the state of the art in law
enforcement intelligence: Intelligence-Led Policing, the National Criminal
Intelligence Sharing Plan, the FBI Intelligence Program, the array of new
intelligence activities occurring in the Department of Homeland Security,
community policing, and various other significant developments in the
reengineered arena of intelligence.

A number of groups have provided important leadership in this field and
afforded me opportunities to learn from their initiatives and experiences.
These include the Global Intelligence Working Group (GIWG), Major City



Chiefs' Intelligence Commanders, High-Intensity Drug Trafficking Areas
(HIDTA), Counterdrug Intelligence Executive Secretariat (CDX), the
Counterterrorism Training Working Group, and the International Association
of Intelligence Analysts (IALEIA). In particular, | also would like to thank the
COPS Office, FBI, and Bureau of Justice Assistance.

Many people assisted me in this project. First and foremost are the
members of my Advisory Board (listed in Appendix A). | appreciate your
time, contributions, and expertise. You have added significant value to this
work. | particularly thank Doug Bodrero, Eileen Garry, Carl Peed, Maureen
Baginski, Tim Healy, Louis Quijas, and Bob Casey for their efforts.

My sincere appreciation also goes to Dr. Andra Katz-Bannister of the
Wichita State University Regional Community Policing Institute (RCPI) who
gave me constant feedback and support, Dr. Barry Zulauf at the Drug
Enforcement Administration (DEA), who always manages to pull off the
impossible, Merle Manzi, most recently of the Federal Law Enforcement
Training Center (FLETC), who did a yeoman's job of reviewing and editing
the manuscript in the waning hours of the deadline, and my Michigan State
doctoral assistant, Jason Ingram, who assisted in many of the details and
research needed for this project. My thanks also go to my COPS Project
Monitor Michael Seelman who provided support and facilitation to get the
project completed. Finally, I thank my wife Karen, and children Hilary,
Jeremy, and Lauren who put up with the time | worked on this and other
projects — you are always in my thoughts.

David L. Carter, Ph.D.
Michigan State University



Executive Summary

This guide is intended to
provide fundamental
information about the
contemporary law
enforcement intelligence
function in its application

to state, local, and tribal
law enforcement (SLTLE)
agencies.




Moreover, critical issues
are addressed ranging
from ethics to
responsibilities of line
officers to the community's
role in the intelligence
function.
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Executive Summary

Defining the mission,
policy issues, and methods
for staying current on
trends and practices are
addressed, paying
particular attention to
intelligence file guidelines
and ensuring
accountability of the
intelligence function.




Another significant change
in law enforcement
intelligence has been
“intelligence requirements"
produced by the FBI
Intelligence Program.
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Summary

The intent of this guide is
to aid state, local, and
tribal law enforcement
agencies to develop an
intelligence capacity or
enhance their current one.
To maximize effectiveness,
the standards used in the
preparation of this guide
were to ensure that it is
contemporary, informative,
prescriptive, and resource
rich.




SUMMARY OF NEW INITIATIVES

 Development of the FBI Intelligence Program with its new emphasis on
intelligence requirements, new intelligence products, and creation of the
Field Intelligence Group (FIG) in every FBI Field Office as the primary
intelligence contact point among state, local, and tribal law enforcement
and the FBI.

» Development of new FBI counterterrorism initiatives and programs.

e New intelligence products from the Department of Homeland Security
(DHS) as well as a substantive input role of raw information into the DHS
intelligence cycle by state, local, and tribal law enforcement agencies.

 Expansion and articulation of the Intelligence-Led Policing concept.

¢ Implementation of the National Criminal Intelligence Sharing Plan.

 Creation of a wide variety of initiatives and standards as a result of the
Global Intelligence Working Group (GIWG) of the Global Justice
Information Sharing Initiative.

* Renewed vigor toward the adoption of 28 CFR Part 23, Guidelines for
Criminal Intelligence Records Systems, by law enforcement agencies
that are not required to adhere to the regulation.

e Secure connections for email exchange, access to advisories, reports,
and information exchange, as well as integration and streamlining the
use of Law Enforcement Online (LEO), Regional Information Sharing
Systems' RISS.net, and creation of the Anti-Terrorism Information
Exchange (ATIX).

* New operational expectations and training opportunities for intelligence
analysts, law enforcement executives, managers, and line officers.
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CHALLENGES TO BE FACED BY LAwW
ENFORCEMENT EXECUTIVES

« Recognize that every law enforcement agency — regardless of size or
location — has a stake in this global law enforcement intelligence
initiative and, as such, must develop some form of an intelligence
capacity in order to be an effective consumer of intelligence products.

» Develop a culture of collection among officers to most effectively gather
information for use in the intelligence cycle.

e Operationally integrate Intelligence-Led Policing into the police
organization.

» Recognize that increased information sharing at and between law
enforcement at all levels of government requires new commitments by
law enforcement executives and managers.

« Increase information sharing, as appropriate, with the broader public
safety and private security sectors.

 Protect data and records along with rigid accountability of the
intelligence function.

« Keep law enforcement intelligence and national security intelligence
separate, particularly with respect to state and local officers on Joint
Terrorism Task Forces.

e Broader scrutiny of intelligence records and practices by civil rights
groups.

 Routinely use intelligence to make better tactical and strategic decisions.

¢ Increase regionalization in all aspects of the intelligence function as an
ongoing initiative of law enforcement agencies at all levels of
government.

« Ensure that non-law enforcement government officials and the
community understand what law enforcement intelligence is and the
importance of their role in the intelligence function.
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Introduction




Not every agency has the staff or resources to create a formal intelligence
unit, nor is it necessary in smaller agencies. Even without an intelligence
unit, a law enforcement organization must have the ability to effectively
consume the information and intelligence products being shared by a wide
range of organizations at all levels of government. State, local, and tribal
law enforcement (SLTLE) will be its most effective when a single source in
every agency is the conduit of critical information, whether it is the
Terrorist Intelligence Unit of the Los Angeles Police Department, the sole
intelligence analyst of the Lansing, Michigan Police Department, or the
patrol sergeant who understands the language of intelligence and is the
information sharing contact point in the Mercedes, Texas Police
Department. Hence, each law enforcement agency must have an
understanding of its intelligence management capabilities regardless of its
size or organizational structure.

This document will provide common language and processes to develop
and employ an intelligence capacity in SLTLE agencies across the United
States as well as articulate a uniform understanding of concepts, issues,
and terminology for law enforcement intelligence (LEI). While terrorism
issues are currently most pervasive in the current discussion of LEI, the
principles of intelligence discussed in this document apply beyond
terrorism and include organized crime and entrepreneurial crime of all
forms. Drug trafficking and the associated crime of money laundering, for
example, continue to be a significant challenge for law enforcement.
Transnational computer crime, particularly Internet fraud, identity theft
cartels, and global black marketeering of stolen and counterfeit goods, are
entrepreneurial crime problems that are increasingly being relegated to
SLTLE agencies to investigate simply because of the volume of criminal
incidents. Similarly, local law enforcement is being increasingly drawn into
human trafficking and illegal immigration enterprises and the often-
associated crimes related to counterfeiting of official documents, such as
passports, visas, driver's licenses, Social Security cards, and credit cards.
Even the trafficking of arts and antiquities has increased, often bringing a
new profile of criminal into the realm of entrepreneurial crime. All require
an intelligence capacity for SLTLE, as does the continuation of historical
organized crime activities such as auto theft, cargo theft, and virtually any
other scheme that can produce profit for an organized criminal entity.



To be effective, the law enforcement community must interpret
intelligence-related language in a consistent manner. In addition, common
standards, policies, and practices will help expedite intelligence sharing
while at the same time protecting the privacy of citizens and preserving
hard-won community policing relationships.

Perspective

At the outset, law enforcement officers must understand the concept of
LEI, its distinction from National Security Intelligence (NSI) and the
potential problems an SLTLE agency can face when the two types of
intelligence overlap. A law enforcement executive must understand what
is meant by an "intelligence function" and how that function can be fulfilled

In addition, common STANDARDS, POLICIES, and PRACTICES
will help EXPEDITE intelligence sharing while at the same

time PROTECTING THE PRIVACY of citizens and preserving
hard-won community policing RELATIONSHIPS.

through the use of different organizational models. Related executive
decisions focus on staffing, particularly when there are fiscal limitations.
What kinds of information does the law enforcement agency need (e.g.,
intelligence requirements) from the federal government to most effectively
counter terrorism? How are those needs determined? How is the
information requested? When and in what form will the information be
received? Will a security clearance be needed to review the information
that an executive requests? These are critical questions of a police
executive.

From a policy and process perspective, what is meant by intelligence
sharing? What information can be collected? What information can be
kept in files? How long may it be kept in files? When does a person
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transcend the threshold of exercising his or her rights to posing a threat to
community safety? What resources exist to aid an SLTLE agency in
accomplishing its intelligence goals? How can the entire law enforcement
agency be integrated into the intelligence function? If a law enforcement
organization is to be effective, the answers to these questions must be a
product of written policy.

The intent of this document is to provide answers — or at least alternatives
— to these questions. To begin the process, every law enforcement
administrator must recognize that intelligence and information sharing can
be effective in preventing terrorism and organized crime. To realize these
ends, however, the intelligence process for law enforcement at all levels of
government requires the following:

* Reengineering some of the organization’s structure and processes

* Developing a shared vision of the terrorist or criminal threat

* Establishing a commitment to participate and follow through with threat
information

» Overcoming the conceptual difficulty of intelligence processes that some
personnel find difficult to grasp

» Committing resources, time, and energy from an agency to the
intelligence function

¢ Embracing and using contemporary technology, including electronic
access to information and an electronic communications capability
through a secure connection

 Having proactive people using creative thought to identify "what we don't
know" about terrorism and international organized crime

 Requiring a law enforcement agency to think globally and act locally

* Patience.



