














































































































TOPR-SECRETHSHNOFORN—

shall first determine that any selection term reasonably believed to be used bya
United States (U.S.) person is not regarded as associated wif_:l_g—

— solely on the basis of activities that are protected by the

First Amendment to the Constitution.

(ii) Selection terms that are currently the subject of electronic surveillance

authorized by the Foreign Intelligence Surveillance Court (FISC) based on the

FISC's finding of probable cause to believe that they are used by —

I i ding those used by U.S. persons, may be

deemed approved for querying for the period of FISC-authorized electronic

surveillance without review and approval by a designated approving official.

The preceding sentence shall not apply to selection terms under surveillance







FOP-SECRET/SHNOFORN—

(iv) Queries of the BR metadata using RAS-approved selection terms may
occur either by manual analyst query or through the automated query process
described below." This automated query process queries the collected BR
metadata (in a “collection store”) with RAS-approved selection terms and returns
the hop-limited results from those queries to a “corporate store.” The corporate
store may then be searched by appropriately and adequately trained personnel
for valid foreign intelligence purposes, without the requirement that those
searches use only RAS-approved selection terms. The specifics of the automated

query process, as described in the -Declaraﬁon, are as follows:

1 This automated query process was initially approved by this Court in its November 8, 2012
Order amending docket number BR 12-178.

2 As an added protection in case technical issues prevent the process from verifying that the
most up-tb-date list of RAS-approved selection terms is being used, this step of the automated
process checks the expiration dates of RAS-approved selection terms to confirm that the
approvals for those terms have not expired. This step does not use expired RAS-approved
selection terms to create the list of “authorized query terms” (described below) regardless of
whether the list of RAS-approved selection terms is up-to-date.

TOR-SECRETFHSHNOFORN—
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D. Results of any intelligence analysis queries of the BR metadata may be shared,
prior to minimization, for intelligence analysis purposes among NSA analysts, subject

to the requirement that all NSA personnel who receive query results in any form first

12





















