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1 EXECUTIVE SUMMARY

JASON considered the essential components and operation of an effec-
tive strategy for homeland biodefense based on technologies that are currently
available or likely to become available within the next five years. It is not
realistic to undertake a nationwide, blanket deployment of biosensors. This
might be done for the detection of airborne anthrax, albeit at substantial
cost. However, there are many possible bioterrorism agents and many pos-
sible ways in which they can be delivered. Instead, biosensors should be
deployed in a focused manner as one component of a broader biodetection
architecture that also includes information derived from intelligence gath-
ering and medical surveillance. This information should be analyzed by a
team of local experts who are familiar with local vulnerabilities, high-value
targets, and environmental conditions. The local analysis team also should
be responsible for directing an appropriate response in the event of a bioter-
rorism attack. They will be guided by a pre-established “playbook” that
recommends particular responses for a particular set of circumstances, which

will have been practiced and refined through staged exercises.

Medical surveillance is the single most important component of a biode-
tection architecture. It relies on the American people as a network of 288
million mobile sensors with the capacity to self-report exposures of medical
consequence to a broad range of pathogens. Systems have been devised to
monitor a population for the earliest symptoms of bioterrorism-related dis-
eases. These systems should be refined and similar systems should be devel-
oped to monitor the diagnostic and treatment period following a bioterrorism
attack.

The biosensor component of a biodetection architecture should involve
a flexible deployment strategy to meet evolving threats and vulnerabilities.
Three different types of biosensors should be deployed: continuous environ-

mental monitors placed at choke points, sample collection devices placed at



high-value locations, and rapidly-deployable sensors delivered in response to
specific threats. Information from biosensors must be integrated with intelli-
gence and medical information to assist the local analysis team in formulating

a timely and effective response.

It is essential to conduct realistic exercises of a biodetection architecture
in order to assess technical capabilities and refine operational procedures.
The Biological Defense Initiative being deployed in Albuquerque, New Mex-
ico during June-November, 2002 does not meet these goals and seems to be
little more than a demonstration of currently funded programs. Instead, a
useful exercise should entail pre-defined tests of the system through a series
of staged events. These tests will require careful planning, extensive partici-
pation by the local community, and follow-up analysis by an external panel
of experts. Public education efforts are required to teach a prudent response

in order to minimize the consequences of a bioterrorism attack.



2 INTRODUCTION

2.1 Scope of the Study

Over the past five years, JASON has conducted five studies pertaining
to defense against biological warfare and bioterrorism. These include a 1999
study for DARPA on “Civilian Biodefense” (JSR-99-105), a 2000 study for
the CIA Clandestine MASINT Operations Center on “Counter BW” (JSR-
00-505), and a 2001 study for DARPA on “Biosensing” (JSR-01-100). The
previous studies focused largely on technology issues. While there indeed are
many important technological requirements pertaining to biodefense, JASON
has become increasingly frustrated with the near-pervasive focus on biode-
tection gadgetry, rather than systems issues and the real-world context in
which any such devices might be usefully deployed. For this reason, JASON
was eager to take on the present study, sponsored by thé Department of En-
ergy National Nuclear Security Administration, pertaining to “Biodetection
Architectures”. Rather than trying to devise an ideal biosensor that could
be used to detect any bioterrorism threat, this study considered the context
in which biosensors would be employed as part of a broader strategy for

homeland biodefense.
The chief questions that the study sought to address are the following:
1) What is an appropriate strategy for the deployment of biosensors, not
just in a controlled setting, but in the real world?

2) How would a network of biosensors interface with the U.S. public health

system?

3) What should be done to foster the development of an integrated system

for civilian biodefense?



The study did not specifically consider “agrobioterrorism”, that is, bioter-
rorism directed against crops or livestock. This is an important concern that
could have devastating social and economic consequences. It was considered
in the 1999 JASON report on “Civilian Biodefense” (JSR-99-105), and in a
recent report from the National Research Council entitled “Countering Agri-
cultural Bioterrorism” (The National Academies Press, Washington, D.C.,
2002). While many issues pertaining to agricultural bioterrorism are sim-
ilar to those for civilian bioterrorism, especially with regard to food-born
illnesses, there are important differences. A meaningful analysis of biodetec-

tion architectures for agrobioterrorism would require a separate study.

2.2 Implications of a Blanket Defense

In order to make these questions more tangible, consider, for example,
the type of biodetection architecture that would be needed to protect the
citizens of Lincoln, Nebraska, with a population of about 220,000. Based
on technologies that currently are available or are likely to become available
within the next five years, this would involve deployment of aerosol samplers
at a density of about one per square kilometer. These samplers might op-
erate continuously as environmental monitors, and trigger sample collection
and analysis following a sensor reading that is above some critical threshold.
Alternatively, sample collection might be carried out continuously, although
this would place a heavy burden on downstream, high-throughput analytical
procedures. In order to cover the city of Lincoln, Nebraska at a spacing inter-
val of two kilometers, approximately 150 sensor stations would be required.
The relatively flat topography of Lincoln likely would simplify the deploy-
ment of these sensors, allowing something close to regular spacing. A city
such as San Francisco would require a more complex deployment strategy in

order to ensure complete coverage of its complex topography.

Even on the plains of Lincoln, Nebraska, blanket coverage with a net-

work of biosensors would be very expensive. Each sensor node would cost



approximately $100,000, with an annual maintenance cost of approximately
$10,000. Perhaps within the next five years the cost of deploying and main-
taining each sensor node will decrease by ten-fold. This might not be the
case, however, if one considers the cost necessary to keep each node operating
at a certified level of performance. Perhaps it is unnecessary to deploy sen-
sors in a blanketed fashion. The population density is much lower in some
of the outlying areas of the city, so fewer sensors might be needed there.
However, the political ramifications of leaving the rural population “uncov-
ered” could make this strategy unacceptable. Conversely, it likely would be
necessary to deploy more sensors in congested areas, such as the city cen-
ter, and at “high-value” locations, such as the state capitol building, airport
terminals, and major shopping malls. And don’t forget Memorial Stadium,
site of Saturday’s nationally televised football game between the Nebraska

Cornhuskers and Texas Longhorns!

All of these considerations,.and the difficult choices that they present,
relate to protection of less than 0.1% of the population of the United States.
Whatever is done for the good citizens of Lincoln, Nebraska surely must be
done for the residents of Omaha, Sioux City, Davenport, and so on. The na-
tion may decide that it simply must be done. At an amortized cost of roughly
$40 per person per year, an effort could be made to provide biodefense cover-
age for nearly the entire U.S. population. Some might argue that the degree
of protection and peace of mind that this would bring would justify the an-
nual expenditure of $10-15 billion. However, there are three complicating

factors that must be considered:

1) The domestic biodefense posture is not one of perimeter defense. His-
torically, the problem of defending against biological warfare agents
has been addressed on the battlefield, where a perimeter is established
that separates allied from enemy forces. The integrity of that perimeter
must be guarded against penetration by a biowarfare agent, requiring
the deployment of monitoring devices along the perimeter. There is

no perimeter with regard to homeland biodefense. The lines of de-



3)

fense can easily be breached because of the open nature of U.S. society
and the clandestine manner in which bioterrorism agents can be pre-
pared, transported, and released. Comprehensive biodefense based on
biosensors would indeed require a blanket deployment, with the level

of expenditure discussed above.

There is a difficult problem of false alarms. Any technology for contin-
uous environmental monitoring that is even on the horizon will give rise
to at least one false alarm per detector per day. This is an optimistic
estimate, with a false alarm rate of about ten per detector per day
being more realistic. Some areas of deployment will be more suscepti-
ble to false alarms, for example, in Lincoln, Nebraska where substantial
amounts of pollen grains blow in off the prairie. One could design detec-
tor systems that have very low false alarm rates, for example, involving
high-throughput sample collection and subsequent quantitative analy-
sis. However, such syétems likely would be far too expensive to deploy
in a blanketed manner. Every alarm, whether true or false, must be
followed up by a secondary analysis. Secondary analysis is performed
less frequently but at a higher cost per test compared to primary analy-
sis. A balance must be found between primary and secondary analysis
that seeks to minimize the overall cost of the system while ensuring
reliable performance. A reasonable estimate for secondary analysis is
approximately 25% of the cost of primary analysis, or about $10 per

person per year.

A blanket defense against bioterrorism must go far beyond the detection
of an airborne release of anthraz. Again, colored by thinking about bat-
tlefield defense, as well as past experience within the U.S. bioweapons
program, emphasis has been placed on defending against attacks involv-
ing the aerosol distribution of desiccated anthrax spores. Biosensors

have been developed that detect other pathogens, but most approaches

to continuous environmental monitoring have been directed towards

airborne anthrax. There are many possible bioterrorism agents, and



many possible ways in which they can be delivered. Even anthrax
spores need not be delivered by an aerosol release, as was made abun-
dantly clear by the events of October, 2001. Delivery though the mail,
the produce stand, the theatre turnstile, and the public restroom all are
possible, and would be difficult to detect by a network of environmental
samplers placed at two-kilometer intervals across the city of Lincoln,
Nebraska.

2.3 A Focused, Flexible Deployment Strategy

Notionally, consider a different biodefense posture that involves a fo-
cused rather than a blanket sensor deployment. This would entail the flexible
deployment of biosensors at high-value locations and in response to specific
threats. Memorial Stadium in Lincoln would be considered a high-value lo-
cation, perhaps not during routine practice sessions, but certainly on the
day of a big football game. The airport and state capitol building would
be considered high-value locations at all times. Whenever there is an in-
dication of a specific threat based on intelligence data, an extensive sensor
deployment would be implemented at the corresponding location. A focused
biodefense posture must be nimble, employing an evolving network of sen-
sors to meet evolving threats and vulnerabilities. Compared to a blanket
deployment, this posture places greater demands on intelligence information
that can help to define the threat. Any information that would reduce the
number of sites considered at risk, the types of biological agents that are
thought to constitute a realistic threat, and the modes of delivery that are

likely to be employed, would guide the deployment of a focused biodefense.

There already is in place a different kind of biodetection network; one
that involves 288 million mobile sensors with the capacity to self-report med-
ically significant exposures to a broad range of pathogens. These sensors are
prone to noise and, unfortunately, exhibit significant latency between the

time of exposure to the pathogen and the generation of a meaningful sig-



nal. However, the vast number of such sensors, distributed across the entire
country, make them an extraordinarily valuable resource in the aggregate.
These mobile biosensors are, of course, the American people. Their value
for homeland biodefense should not be stated cavalierly or in a manner that
connotes canaries in a coal mine. The reality, however, is that a bioterrorism
attack will be felt as a public health emergency, and a pattern of change in
the health status of the population is likely to be the first indication that

something is amiss.

An effective civilian biodefense calls for a frank assessment of threats
and vulnerabilities, and communication of that assessment to the general
public so that they can assist in their own defense. The nation’s political
leaders face an important challenge in bringing these facts to the public. This
is a public policy issue, and thus lies outside the scope of a JASON study. It
is critical, however, in framing the problem realistically so that resources can
be focused appropriately. The effort in public education might begin with a

statement such as the following:

“The government cannot protect everyone against all possible
bioterrorist threats. No line of defense that could be established
against such threats would be impenetrable. However, the prob-
lem is being taken seriously and the government and medical
community are working together in preparing to reépond. Our
top priorities are to protect the basic functions of society and
to save as many lives as possible. Resources will be directed to-
ward maintaining medical care services, police and fire protection,
electricity, safe drinking water, and the basic forms of government

service.”



3 PROPOSAL FOR AN INTEGRATED BIODE-
TECTION ARCHITECTURE

3.1 Components of the System

It is important to think in terms of a systems approach to biodetection,
rather than individual biosensors. It also is important to realize that the
system must involve more than a network of biosensors. A biodetection
architecture should be regarded as a system of systems, integrating three
key lines of information that feed toward a common analytical point. One
of those lines involves the data generated by the network of biosensors. The

other two are intelligence gathering and medical surveillance (Figure 1a).

The common analytical point involves a team of local experts who are
familiar with local vulnerabilities, high-value targets, and environmental con-
ditions. The team includes members of the public health and medical com-
munity, police, fire, and other emergency responders, government officials,
and various technical experts (Figure 1b). These individuals meet together
on a regular basis to consider potential threats and how best to respond
to them. In a major metropolitan area such as Los Angeles the analysis
team might consist of 20-30 people, while in a smaller city such as Lincoln,
Nebraska it might involve half that number with most participants wearing

more than one hat.

The local analysis team is supplied with intelligence information from
local, state, and federal resources, and strives to interpret that information
with regard to the local context. The team also is responsible for formulating
a response posture and directing specific action in the event of a bioterrorism
attack. The response should not be formulated on-the-fly, but rather guided
by a pre-established “playbook” that prescribes particular responses for a

particular set of circumstances. The details of the response will be shaped by
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Figure 1: Proposed biodetection architecture. (a) Components of the system,
integrating three types of information to direct an effective response. (b)
Participants on the local analysis team.

the details of the event, but the playbook provides a framework for mobilizing
resources in an effective and integrated manner. The contents of the playbook

must be prepared in advance, rehearsed, and revised as necessary.

Response to a bioterrorism incident must be directed by local author-
ities, assisted by state and federal resources (Figure 1a). Local knowledge
is essential in implementing a response that takes into account local geog-
raphy, medical resources, and emergency response capabilities. The local
analysis team has at its disposal a set of “target folders” that provide de-
tails regarding each of the high-value locations in the area. The target folder
for Memorial Stadium in Lincoln, for example, would include a detailed site

plan, with schematics of the stadium and supporting buildings. It would
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provide information regarding prevailing winds, air handling equipment and
other utilities, access routes for emergency vehicles, capabilities of nearby
medical facilities, and the location and type of any biosensors that might be

deployed.

The local analysis team also has available a set of “disease folders” that
provide up-to-date information regarding relevant biological pathogens. For
each pathogen, the disease folder describes the characteristics of an associated
infection, including presenting symptoms, normal course of disease, degree of
communicability (if any), standard and alternative treatments, availability
of appropriate medications, and the expected response to treatment. Such
information already exists within the medical community, but needs to be
continually updated with regard to potential bioterrorism threats and current

best practice for the diagnosis and treatment of bioterrorism-related diseases.

The local analysis team remains active as the response plays out, in-
tegrating information regarding emergency management and medical treat-
ment with update& information from intelligence sources, medical surveii—
lance systems, and biosensor networks. The team might request additional
medical information from particular treatment centers or suggest that ad-
ditional diagnostic tests be performed. They might direct the deployment
of biosensors at specific locations or conduct secondary analyses on previ-
ously collected samples. They continue to be guided by the playbook, which

describes alternative follow-on responses for different sets of circumstances.

3.2 Intelligence Information

As noted above, any intelligence information that helps to define ex-
isting capabilities and intentions for bioterrorism, especially with regard to
specific targets, will guide the deployment of a flexible strategy for biode-
fense and assist in the preparation of an effective responsé. Information is

needed regarding current efforts to develop and deliver bioterrorism agents,
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as well as forensic analysis of past bioterrorism events. A threat matrix
should be developed and updated frequently. This information should be
communicated to the local analysis teams, stripped of identifiers regarding
sources and methods. In the example of the Salt Lake City Olympics, which
will be discussed in detail below, no meaningful intelligence information was
provided to the local analysis team. This made it difficult for the team to
formulate a response plan because they were required to defend against all
possible bioterrorism agents delivered by any means imaginable. Anything
that can be done on the intelligence side to reduce or at least prioritize the
possibilities will greatly assist the local team in developing a useful response

playbook.

JASON is not in a position to formulate a current threat matrix for
bioterrorism, which in any case is outside the scope of the present study.
As a model, however, for what such a threat matrix might contain, JASON
divided the pbtential threat into five categories, based on the type of drgani—
zation involved: state sponsored, international terrorist, domestic terrorist,
malevolent cult, and crazed individual (Appendix 1a). Each type of organiza-
tion would be associated with a particular style of attack, set of capabilities,

likelihood of attack, and list of biological agents that they might employ.

Corresponding to the threat matrix would be a model response posture,
broken down into proactive, defensive, and reactive responses (Appendix 1b).
Again, it is beyond the scope of the present study to consider the details of
the response posture. In general, this posture would coincide with the various
threats, emphasizing that different categories of threat call for different types
of responses.‘For example, state-sponsored bioterrorism might be addressed
in a proactive manner by employing diplomacy and deterrence measures,
while a proactive response against attack by a crazed individual might involve
analysis of criminal databases and closer application of a physicians “duty to
warn” based on Tarasoff laws ( Tarasoff v. Regents of University of California,
17 Cal.3d 425, 1976). The model response posture is formulated at the

national level, reflecting intelligence information, technical capabilities, and

12



public policy. The local analysis teams are responsible for interpreting the

response posture in terms of the unique characteristics of their particular

locale.

3.3 Medical Information

3.3.1 Sources of Information

There are several types of medical information that should be brought
to bear, in concert with intelligence information and biosensor information,
to assist the local analysis team in recognizing and responding to a bioter-
rorism attack. First, there is information regarding the biological agents
themselves. Much is known about their stability under various environmen-
tal conditions, dispersal characteristics, virulence, and communicability. Sec-
ond, there is information regarding the pathophysiology and clinical course
of bioterrorism-associated diseases. This includes the “typical” progression
of disease, as well as the range of responses that might occur across a hetero-
geneous population with varying sensitivities and varying levels of exposure
to the biological agent. Third, there is information regarding environmental
correlates of disease. Drought conditions, for example, might be conducive
to releasing anthrax spores that are latent in the soil, while recent flooding
might enhance the mosquito population and promote the spread of certain
viral diseases. Fourth, there is information derived from animal sentinels,
which might serve as an early indicator of exposure to a pathogen. The
distribution of dead crows, for example, has provided an early warning of
natural outbreaks of West Nile virus. Disease outbreaks among domestic
livestock might provide an early indication of attack with anthrax or certain

other pathogens.
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Number Affected

A fifth and highly valuable source of medical information pertaining to
bioterrorism events is the health status of the U.S. population. The net-
work of 288 million citizen biosensors, if properly harnessed, would provide a
critically important component of a biodetection architecture. Patient mon-
itoring can, in principle, be carried out at three different stages relative to

the time of exposure to a biological agent (Figure 2). The first is the pre-

Symptoms
3000 - Infections
Casualties
2000 -
incubation
<
1000 -
0 1 ] | 1 22 1 1 1 Ll
0 3 6 9 12 5 10 15 20 25
Time (hours) Time (days)

Figure 2: Nominal timeline for a bioterrorism event. There is a substantial
lag between the time of infection and the onset of symptoms, and between the
onset of symptoms and development of full-blown disease. (Source: Defense
of Cities Study, The Washington Institute and Sandia National Laborato-
ries).

symptomatic stage, beginning at the time of exposure and extending to the
time of onset of overt symptoms of disease. This is a critical interval, typ-
ically lasting one to several days, during which a prompt diagnosis could
have a profound effect on reducing the overall morbidity and mortality of
a bioterrorism event. For the past several years, JASON and others have
been calling for increased research in the area of pre-symptomatic diagnosis.
This might involve, for example, analysis of messenger RNA expression lev-
els, measurement of serum levels of cytokines and other circulating proteins,
or measurement of small-molecule metabolites that rise or fall with the onset
of an infection. Many academic, government, and commercial laboratories

have been pursuing these and other approaches to pre-symptomatic diagno-
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sis. It must be said, however, that no such method has yet proven effective.
This remains an important area for research, but is not likely to be part of

a fielded biodetection architecture within the next five years.

The second stage of patient monitoring begins with the onset of the first
symptoms of disease and ends with the development of a full-blown infection.
This stage can be meaningfully addressed by “syndromic surveillance” of a
potentially exposed population. The principle underlying syndromic surveil-
lance is that the earliest symptoms of disease tend to be highly non-specific
for a given individual, but often suggestive when considered across an entire
population. For example, a sore throat accompanied by upper respiratory
congestion would be interpreted for an individual as the onset of a cold or
perhaps a seasonal allergy, but if those symptoms occurred almost simulta-
neously for many individuals within a clustered geographical area, it might
suggest something more sinister. If a subset of those individuals then began
to experience shortness of bfeath, suspicion would be raised further, and the
possibility of a bioterrorism-attack would come to the attention of the local
analysis team. In this way the team would be prepared to respond even be-
fore the first confirmed case. The sooner a proper response can be organized

and implemented, the fewer casualties will result.

The third phase of patient monitoring pertains to the diagnosis and
treatment of disease, again considered across the entire population. Sur-
veillance continues during the response and treatment period, keeping on
guard for the possibility of an atypical event. The “disease folders” that are
available to the local analysis team describe the range of what is considered
typical for each biological pathogen, as well as key indicators that might

suggest exposure to a novel or modified agent.

3.3.2 Population Behavior

The local aﬁalysis team must integrate the many different types of med-

ical information described above. Their task is facilitated by considering the
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data in relation to features of the local geographic area. Local knowledge
is essential in formulating the best interpretation of the assembled data.
Situational awareness at the level of the population has additional benefits
resulting from statistical analysis of population behavior. Responses that
are averaged across many individuals can point to general trends, while re-
sponses from the most sensitive outliers in the population can provide the

earliest indication of a bioterrorism attack.

Consider, for example, a point release of airborne anthrax, which then
disperses across a densely populated area. Such a release was modeled in
the recent Defense of Cites Study conducted by The Washington Institute
and Sandia National Laboratories (Figure 3). Persons located in the imme-
diate vicinity of the site of release might receive a dose equal to the LDsg
(the dose fatal to 50% of exposed individuals), although perhaps only a few
hundred people would be in a position to receive this level of exposure. As
the plume diffuses over a broad area it becomes more dilute, but reaches a
much larger number of individuals. Within the outer contours of the plume
the level of exposure might be only a small fraction of the LDgy, but the
number of potentially affected individuals would be so large that even the
small fraction of those who developed a fatal infection would be far greater
than the number infected close to the site of release. Humans are stochastic
responders, potentially capable of becoming infected by even a single patho-
genic organism. The lower the dose, the lower the probability of infection,
but once an infection takes hold, it becomes amplified due to the replicative

properties of the infectious agent.

Mechanical biosensors operate by different principles than human biosen- A
sors. A mechanical biosensor must be tuned to some threshold, below which
the response is considered “noise” and above which it is considered “sig-
nal”. Depending on the application, one might choose to lower or raise that
threshold, tolerating more “false positives” or “false negatives”, respectively.
The overall sensitivity of the system might be improved by correlating the

behavior of multiple mechanical biosensors. This would fall far short, how-
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Figure 3: Model release of anthrax spores from a single location in downtown
Los Angeles. As the plume spreads it becomes more dilute, but also contacts
a much larger number of people. (Source: Defense of Cities Study, The
Washington Institute and Sandia National Laboratories).

ever, of what could be achieved with a binary filter (infection or no infection)
coupled to an exponential amplifier (pathogen replication). The advantages
described for human biosensors would apply similarly to animal sentinels and
to cell-based devices that incorporate a pathogen-specific amplification mech-
anism. Such devices are under development, but are unlikely to be deployed
within the next five years. The polymerase chain reaction (PCR), while a
very powerful signal amplifier, does not have the characteristic of operat-
ing in a pathogen-specific manner during successive cycles of amplification.
Once a signal is generated during the first cycle of the PCR, it is amplified

exponentially, regardless of whether it began as a true or false signal.

3.4 Monitoring Systems

Significant progress has been made in recent years with regard to mon-
itoring the civilian population for early indications of a bioterrorism at-
tack. Many different health monitoring systems have been developed, sev-
eral of which have been tested in the community. The greatest progress

has been made in the area of syndromic surveillance. As discussed above,
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pre-symptomatic monitoring is not yet practical. Disappointingly little ef-
fort has been directed toward the development of systems that monitor the
course and treatment of disease, other than for purposes of medical cost
management. The various systems that have been developed for syndromic
surveillance take into account different types of primary data. Some consider
only a handful of key symptoms so that there will be less ambiguity and less
effort required at the time of reporting. Other systems strive to be highly
inclusive and rely on data mining techniques to abstract useful information.
Thus far there has not been a meaningful comparative study of the various
systems, which would require side-by-side implementation on a common set
of inputs. JASON did not attempt to evaluate the performance of existing
syndromic surveillance systems, but strongly urges that comparative testing

be done in advance of any large-scale implementation.

One of the systems that considers only a small number of parameters is
the Rapid Syndrome Validation Project (RSVP), developed by Sandia Na-
tional Laboratories and the New Mexico Department of Health. The system
tracks six common medical symptoms, together with geographic and tempo-
ral information, which are reported via a web-based interface. An alternative
medical surveillance system, developed by Los Alamos National Laborato-
ries, is the Biological Surveillance, Analysis, Feedback, Evaluation and Re-
sponse (B-SAFER) system, which gathers additional information pertaining
to clinical signs and some common laboratory tests. One of the systems
that adopts a highly information-intensive approach is Real-time Outbreak
and Disease Surveillance (RODS), developed at the University of Pittsburgh
Medical Center, with funding from DARPA, the Centers for Disease Control,
and the National Library of Medicine. (The name “RODS” is a pun, refer-
ring to the gram-positive rod Bacillus anthracis.) RODS takes into account
not only signs and symptoms of disease, but also doctors’ hospital orders,
results of microbiological tests, and radiological reports. The assembled data
then is matched against a set of case definitions that correspond to various
bioterrorism-related diseases. When given a demonstration of the RODS
system in February, 2002, President Bush remarked: “I had the honor of
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seeing a demonstration of the modern DEW (Distant Early Warning) line:

a real-time outbreak and disease surveillance system.”

JASON advocates considering a more active approach to disease surveil-
lance. A limited number of volunteers, either chosen randomly or selected
because of their heightened susceptibility to infectious disease, could serve
as sentinels for the population at large. These individuals would provide
frequently updated information concerning their health status. This could
include non-invasive telemetric monitoring of physical signs, for example,
measurement of oxygen saturation using a pulse oximeter as an early indica-
tor of respiratory distress. Active surveillance could be enhanced whenever
there is an indication of a possible bioterrorism attack. By monitoring the
fnost susceptible individuals most closely, it should be possible to direct treat-
ment to them more quickly, while benefiting the population as a whole by

providing the earliest possible warning of an attack.

3.5 Biosensor Information

The third component of a biodetection architecture is the network of de-
ployed biosensors. Information derived from these sensors must be integrated
with intelligence and medical information to assist the local analysis team in
determining the nature and potential impact of a bioterrorism attack. There
are three broad categories of biosensors: continuous environmental monitors,

~sample collection devices, and rapidly-deployable sensors. All three have a
role in a well-structured biodetection architecture. The present study did
not evaluate the performance of biosensors that have been deployed or cur-
rently are under development. For more information on this topic see the
2001 JASON Report on “Biosensing” (JSR-01-100). Examples of biosensors
from each of the three broad categories will be discussed below in order to

illustrate how each could fit into a biodetection architecture.
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3.5.1 Environmental Monitors

Continuous environmental monitors operate in the field in an auto-
mated or semi-automated fashion. They usually are placed at fixed lo-
cations, although proposals for mobile continuous environmental monitors
have been considered. All of the devices that have been fielded thus far
draw in air samples that are filtered and concentrated for analysis. A sim-
ilar approach might be taken for water sampling or contact sampling of
solid objects. One example of a continuous air sampler is the Biological
Aerosol Warning System (BAWS), developed by Lincoln Laboratories (Ap-
pendix 2a). It analyzes particles of 2-10 microns in diameter by exciting
them with short-wavelength ultraviolet light, then measuring the UV-visible
fluorescence emission spectrum. This provides a “fingerprint” corresponding
to various biological compounds, such as tryptophan-containing proteins,
purine derivatives, and flavins. Pattern analysis algorithms are used to dis-
tinguish between, say, Bacillus spores and pollen grains. The detection limit
of the BAWS device is ~25 agent-containing particles per liter of air, with

an associated rate of false-positives of 10-100 per day, depending on location.

Continuous environmental monitors do not allow definitive identifica-
tion of bioterrorism agents. They function largely as change detectors that
are especially sensitive to particles that have some pre-determined set of
characteristics. They can be used to trigger more definitive analysis, which
would require some form of sample collection. The chief advantage of contin-
uous environmental monitors is their relatively low cost, especially the low
cost of consumables, compared to sample collection and analysis. The chief
disadvantage is that they cannot be optimized to detect a broad range of

pathogens in the face of a complex and changing environment.
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3.5.2 Sample Collection Devices

The second broad category of biosensors entails sample collection de-
vices. These devices either collect samples which then are returned to a cen-
tral laboratory for analysis, or perform both collection and analysis in the
field and report the results electronically. An example of a system for sample
collection and subsequent laboratory analysis is the Biological Aerosol Sen-
try and Information System (BASIS), déveloped by Lawrence Livermore and
Los Alamos National Laboratories (Appendix 2b). The device collects aerosol
samples over a 1-24-hour period, gathering material on filter papers which
then are transported to the laboratory for sample processing and analysis
by quantitative PCR (Q-PCR). The development of reliable Q-PCR assays
for the detection of a host of bioterrorism agents should be considered part
of “the system”. As currently fielded, BASIS tests for four bioterrorism-
related pathogené: Bacillus anthracis (anthraz), Brucella sp. (brucellosis),
Francisella tularemia (tularemia), and Yersinia pestis (plague). Additional
tests are being developed, with a typical development time of only a few
months per test. The tests are highly sensitive, with a current threshold
for detection of >800 organisms, which might be reduced to >100 organ-
isms within the next few years. The frequency of false positives is ~1% per
individual test, although most of these can be excluded by performing a sec-
ondary test that examines other genetic loci within the same organism. ‘In
practice, the primary and secondary tests are carried out concurrently or in

close succession so that a response is not based on the results of a single test.

The chief limitation of sample collection devices such as BASIS is their
cost of operation. While Q-PCR analysis itself is automated, transporting
samples to the laboratory and preparing them for Q-PCR analysis are both
labor intensive. There also are substantial reagent costs, typically about $1
per test, and some of the reagents must be maintained under controlled stor-
age conditions. Lawrence Livermore National Laboratories is completing the

development of a second-generation device that carries out both collection
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and analysis in the field. This is the Autonomous Pathogen Detection Sys-
tem (APDS), which can operate unattended for 24 hours and can test for
multiplepathogens employing either Q-PCR or antibody-based technology
(Appendix 2c). Systems such as APDS present a trade-off between reduced
labor costs and increased cost of operation per unit compared to systems
that involve sample collection followed by analysis at a central facility. Be-
cause of the extreme sensitivity of the diagnostic tests, considerable effort
is required to maintain quality-control standards for sample handling and
instrumentation. It would be far more challenging to maintain those stan-
dards for a distributed set of autonomous devices compared to the controlled

environment of a common diagnostic laboratory.

3.5.3 Rapidly-Deployable Sensors

The third broad category of biosensors entails rapidly-deployable sen-
sors, ranging from drop-on-target detectors to hand-held analytical devices.
While many sensors of this type have been developed, few of them pro-
vide sufficiently reliable information across a broad range of pathogens to
be a useful component of a biodetection architecture. One notable excep-
tion is the Handheld Advanced Nucleic Acid Analyzer (HANAA), developed
at Lawrence Livermore National Laboratories, which performs four-channel
Q-PCR (Appendix 2d). This device weighs only five pounds (including bat-
teries) and provides definitive results within four hours from the time of
sample collection. It still requires manual sample preparation and must be
preconfigured for a particular set of tests before being taken into the field.
However, easy portability make this and similar devices an important com-
ponent of a flexible biodefense that relies on an evolving network of sensors

to address evolving threats and vulnerabilities.
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- 3.5.4 Integrated Sensor Deployment

The biosensor portion of a biodetection architecture likely would include
devices from each of the three broad categories discussed above. Continu-
ous environmental monitors might be placed at choke points such as airport
access roads, water treatment plants, and food distribution centers. Sam-
ple collection devices might be placed at high-risk locations such as govern-
ment buildings, major sports facilities, and national landmarks. Rapidly-
deployable sensors might be distributed on short notice to the site of a spe-
cific threat or suspicious incident. All of these sensors must be related to
geographic and temporal information and coordinated in their operation.
Data collected from the various biosensors should be fused with other types
of sensor information, such as video surveillance, traffic analysis, and meteo-
rological data. The goal is to provide the local analysis team with situational
awareness so that they can recognize patterns of unusual occurrence at the

earliest opportunity.




4 BIODEFENSE AT THE 2002 SALT LAKE
CITY OLYMPICS

It is highly instructive to consider an example of the real-world deploy-
ment of a biodetection architecture, as took place at the 2002 Winter Olympic
Games in Salt Lake City. In light of the catastrophic events of September
11 and the subsequent anthrax incidents of October, 2001, there was gen-
uine concern that a bioterrorism attack might occur at the Olympic Games.
The Olympic Organizing Committee and the nation had an obligation to
protect the athletes, workers, spectators, and local citizens against bioterror-
ism. This obligation was taken very seriously and pursued with considerable

resources.

Two of the three components of a sound biodetection architecture were
deployed at the Salt Lake City Olympics, drawing on both medical and
biosensor information, but without significant input of intelligence informa-
tion. Two local analysis teams were formed, one focusing on technical issues
and the other on policy issues. Both teams served a purely advisory function
and were not given the authority to direct a response. Medical information
was delivered through implementation of RODS syndromic surveillance at
primary care centers throughout the region, covering ~T75% of all acute care
visits. Four continuous environmental monitors and 16 sample collection de-
vices were deployed at critical locations, including the airport, city center,
and some of the athletic venues. The continuous environmental monitors
were Joint Biological Point Detection System (JBPDS) aerosol samplers,
similar to the BAWS device. The sample collection instruments were BASIS
~units, collecting material over successive four-hour intervals. The samples
were transported to a central laboratory for analysis. In addition, there was
random testing of the mail at three different postal facilities. This was by
no means a blanket deployment, which would have been far too expensive to
implement. Furthermore, the BASIS analysis was limited to the detection of

anthrax, brucellosis, tularemia, and plague.
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The technical and policy advisory groups were established well in ad-
vance, and had the opportunity to develop and refine their “playbook” with
regard to potential bioterrorism events. Without the benefit of any intelli-
gence information, however, they had no idea what to expect, other than the
vague possibility of inhalation anthrax or something worse. The FBI had
a significant presence at the Salt Lake City Olympics, but their focus, as
has traditionally been the case, was on tracking suspicious individuals rather

than providing advice for biodefense.

During the two weeks of the Olympics, the RODS deployment tracked
~3,000 primary care visits and did not reveal any statistical anomalies. There
were the usual minor outbreaks of infectious diseases at the Olympic Village
and two small-scale food poisoning incidents that did not appear to be sus-
picious. The samples from each of the BASIS units (~100 total samples per
day) were subjected to a first-phase screen involving Q-PCR analysis of a sin-
gle genetic locus for each of the four target organisms. The first-phase screen
produced about one false-positive per day, triggering a second-phase screen
that involved a repeat Q-PCR analysis, in triplicate, of that same genetic
locus. If the second-phase screen also proved positive, then there would be
heightened concern and a third-phase presumptive test would be carried out
involving Q-PCR analysis of the original plus five additional genetic loci from
the same organism. A positive result for the presumptive test would initiate
an interagency conference call and likely trigger an emergency response. A
confirmatory test would be carried out involving DNA sequence analysis of
the PCR product, and additional samples might be collected to better define

the nature of the incident.

The morning of Tuesday, February 12 (day 5 of the Olympics) began
with an announcement from Attorney General Ashcroft that a heightened
state of alert was in effect based on an FBI warning of an increased risk
of terrorist activity. At 5:30 pm that day the BASIS laboratory reported a
second-phase positive screen for anthrax on a single BASIS unit in a terminal

area at Salt Lake City Airport for the 10:00 am - 2:00 pm collection period.
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No other units gave even a first-phase positive result for that same collection
period. The technical and policy advisory groups convened at the laboratory
as the third-phase presumptive test was underway. Utah Governor Leavitt
was notified and arrived at the laboratory at about 7:00 pm. He was briefed
on the situation and received a quick tutorial on the nuances of Q-PCR. He
decided to place the airport “on alert”, but recommended that it be kept
open pending the results of the third-phase pres.urnptive test.

At 7:30 pm the results of the third-phase test were reported to be nega-
tive. At 9:00 pm the results of the first-phase screen for the same BASIS unit
for the 2:00 pm - 6:00 pm period also were reported to be negative. Everyone
breathed a sigh of relief. A press conference was called at 10:00 pm to report
the “non-incident”, and within 24 hours the story disappeared from the news

wires.

The deployment at the Salt Lake City Olympics, and especially the
events of February 12, were a useful exercise in bioterrorism defense. Every-
one that was involved took their role seriously because they viewed it as “the
real thing”. Many lessons were learned regarding both technical and organi-
zational issues. Surprisingly, however, no formal study has been undertaken
to assess what proved most effective and what might have been done differ-
ently. Anecdotally, one of the key lessons was the need to move as soon as
possible from tabletop planning to the actual deployment of a biodetection
architecture. A flexible biodefense strategy should allow for ongoing modifi-
cation of the system, but it is difficult to know what modifications are needed
until there is some form of deployment. In Salt Lake City, for example, it
would have been beneficial to have the system for syndromic surveillance in
place long before the Olympics began so that baselines could be established.
The technical advisory group should have had the opportunity to practice

with real data before the world’s attention was focused on Salt Lake City.




5 THE BIOLOGICAL DEFENSE INITIA-
TIVE

During the second half of 2002, a large-scale test deployment of a biode-
tection architecture is taking place in Albuquerque, New Mexico. This is the
Biological Defense Initiative (BDI), which is being conducted by the DoD De-
fense Threat Reduction Agency (DTRA), with technical assistance from the
DOE National Nuclear Security Administration (NNSA). It involves deploy-
ment of medical syndromic surveillance systems, including both RSVP and
B-SAFER, as well as an assortment of environmental monitors and biosen-
sors. The stated goals of the BDI are two-fold: first, early detection of
bioterrorism events in an urban area and at high-value locations, seeking
to minimize casualties; second, integration of environmental modeling, choke
_ point monitoring, medical information systems, and laboratory analysis. The
deployment is occurring during June-November, 2002, culminating in a tech-

" nology “demonstration” in December, 2002.

While the stated goals of the BDI are admirable, the present imple-
mentation does not focus on providing a true test of the system. Unlike the
Salt Lake City Olympics, the BDI is not motivated by the perceived threat
of a bioterrorism attack. The demonstration event in December is likely to
" be more of a biosensor “festival” than a rigorous comparison of alternative
biosensor technologies. Medical surveillance systems are being implemented,
but the data that they generate are not being integrated with intelligence and
_ biosensor information. Four different types of biosensors are being fielded,
with a total of 35 instruments generating ~1,000 samples per day. The best
that can be hoped for from all of these data is that there will be some inter-
esting false positives. These are unlikely to rise to the level that New Mexico
Governor Johnson would need to decide whether to close the Albuquerque
airport. In the absence of a perceived threat, a useful exercise the system
should at least involve a pre-defined set of questions that are to be addressed.

Unfortunately, this does not appear to be the case in Albuquerque.
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On the positive side, the BDI does involve a real-world deployment of
components of a biodetection architecture. Some ad hoc lessons are bound
to emerge, which would not be the case if this were merely a tabletop exer-
cise. Perhaps the experience will suggest how to conduct more meaningful
exercises in the future. Such exercises would involve an extended period of
deployment in order to measure local baselines. They also would involve pre-
defined tests of the system through a series of staged events. These events
would be designed to assess sensitivity levels, noise rejection, and the ability
to reconcile conflicting information. They would test the operation of the lo-
cal analysis team and local responders as well as the data-generating portion

of the biodetection architecture.

A staged bioterrorism event would seek to exercise all components of
the system and test how these components interact. It might involve mock
intelligence reports, mock sensor data (or sensor data triggered by simulants),
and mock medical information iﬁvolving actors who present themselves at
local primary care facilities with staged symptoms. Some false or misleading
information might be included to provide greater realism. The local analysis
team would be required to play out a series of responses, and the consequences
of those response also would be staged. Such a bona fide exercise of the
system will require careful planning, similar to the planning that occurs for
a military exercise. It will be important to vet the planned exercise with an
outside panel of experts to ensure that it will be realistic and informative.
The same panel also might be asked to conduct a formal analysis of the
exercise following its completion. Substantial cooperation will be required
from the local community, similar to what has been provided by the town
of Framingham, Massachusetts in a comprehensive study of cardiovascular
disease. A “Request for Invitation” (RFI) could be issued, secking a small-
to medium-sized city that would be willing to serve as a test bed for the

deployment and refinement of a biodetection architecture.

It has often been stated, by JASON and others, that defense against
bioterrorism will have substantial dual benefit for public health. Money that
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is spent on syndromic surveillance, for example, could reduce morbidity and
mortality related to influenza and other infectious diseases. This presumed
benefit has never been quantified, although many believe it could outweigh
the cost of deployment of a biodetection architecture. A test deployment
would provide an opportunity to measure the dual benefit directly. This
data would help to shape public debate on biodefense and encourage civic
leaders to respond favorably the next time an RFI for biodetection is issued.
It would point out those features of a biodetection architecture that are most

cost effective in view of cost offsets related to improved public health.
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6 ADDITIONAL RECOMMENDATIONS

6.1 Biodefense Working Group (BWG)

It would be beneficial to assemble a group of technical and policy ex-
perts who could assist in the planning and analysis of biodetection exercises.
This group could begin by evaluating the experience at the Salt Lake City
Olympics and other recent deployments. They could analyze the results of
the BDI, and consider how such exercises might be made more informative in
the future. The BWG could examine the public health implications of biode-
fense activities, and recommend how greater synergism could be achieved
between biodefense and public health. Finally, the BWG could summarize
their findings for distribution to local analysis teams throughout the country,
which would assist them in developing playpooks to respond effectively to

bioterrorism attacks.

6.2 Biological Emergency Search Team (BEST)

While major metropolitan areas have substantial resources that can be
brought to bear in the event of a bioterrorism incident, smaller locales might
need external assistance, especially during the acute stage of an emergency.
Analogous to the DOE Nuclear Emergency Search Team (NEST), it would
be beneficial to establish a team of experts who could mobilize rapidly in the
event of a bioterrorism attack, bringing special equipment and expertise to
the scene. The team might include members from DOE, DoD, DHS, HHS,
FBI, and FEMA, with expertise in microbiology, medical diagnostics, epi-
demiology, climate modeling, criminal intelligence, and emergency response.
They could be deployed within 24 hours to any location in the country, where

their objective would be to search for, identify, and contain any biological
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attack. They would work closely with the local analysis team to augment
local capabilities. BEST also could serve as a “red team” for planning biode-
fense exercises. This will sharpen the skills of BEST and challenge those

conducting the exercises to address previously unrecognized vulnerabilities.

6.3 Public Education

There is an obligation to educate the public regarding biodefense be-
cause a prudent response by the public is critical to minimizing the conse-
quences of a bioterrorism attack. Through ongoing public education, at both
the local and national levels, the public must be taught how to recognize
and respond to an attack. The focus should be on containment, emphasiz-
ing timely reporting of medical symptoms, the practice of good hygiene, and
strict adherence to prescribed medical treatments. Conscientious hand wash-
ing alone could significantly reduce the morbidity and mortality of a bioter-
rorism incident (and of infectious diseases in general). Frequently Asked
Questions (FAQ) sheets should be made available pertaining to the various
bioterrorism-related diseases. The public should be able to access this infor-
mation readily, by telephone and on the web. Finally, as was clear from the
anthrax incidents of October, 2001, it is important to designate a credible
national biodefense spokesperson who can present timely and accurate infor-
mation to the public. That person must be both technically informed and
aware of the relevant public policy issues. He or she should be able to state
the facts as they are known and reinforce the lessons of a prudent civilian

response as taught by the prior public education efforts.
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7 CONCLUSIONS

JASON does not see justification for a blanket deployment of biosensors
for homeland biodefense. It envisions focused deployment at high-value loca-
tions and in response to specific threats. The public needs to be made aware
of the reasons for this posture and told that they provide the most important
component of an effective biodetection architecture. That architecture is a
system of systems, drawing upon intelligence information, medical informa-
tion, and biosensor data. The gathering point for that information is the local
analysis team, armed with target folders pertaining to local facilities and dis-
ease folders pertaining to the various bioterrorism agents. The local analysis
team will have developed a playbook to guide their response to different cir-
cumstances, and will have practiced those responses. Should a bioterrorism

attack occur, the local authorities will be assisted by an informed public in

their efforts to maintain order and minimize casualties.
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A APPENDIX




a

Organization Style of attack Capability | Likelihood | Agents

State-sponsored Covert operations against | Sophisticated | Low Anthrax, plague,

(e.g. Iraq) military and strategic ricin, botulinum
targets toxin, foot &

mouth, smallpox?

International terrorist | Sensational acts against Modest Modest Anthrax, ricin,

(e.g. Al Qaeda) targets of political toxin botulinum toxin
significance

Domestic terrorist Vengeful acts against Rudimentary | Modest Anthrax, ricin,

(e.g. T. McVeigh) symbols of authority botulinum toxin

Malevolent cult Eclectic behaviors against | Rudimentary | Low Anthrax, Salmonella

(e.g. Aum Shinrikyo) [ society

Crazed individual Hostile expressions of Rudimentary | Low Anthrax, Salmonella

(e.g. Unabomber) personal grievances

b
Organization Proactive Defensive Reactive

State-sponsored

¢ Foreign intelligence
¢ Diplomacy

o Deterrence

e Preemptive action

e Protect health system,
public services, and
continuity of government

¢ Defend population centers

¢ Diplomacy
o Retaliation

International terrorist

o Foreign intelligence
e Blocking of resources
o Preemptive action

e Protect high-value and
high-visibility targets
¢ Defend population centers

e Retribution

Domestic terrorist

o Share information among
local, state, and federal
law enforcement

¢ Control sensitive materials

e Protect government
facilities and critical
infrastructure

e Threat-specific protection

e IF'BI investigation
supported by state
and local law
enforcement

Malevolent cult

o Assessment of capabilities
¢ Informants
o Infiltration

o Threat-specific protection

e I'BI investigation
supported by state
and local law
enforcement

Crazed individual

e Linked criminal databases
e Duty to warn based on
Tarasoff laws

e Threat-specific protection

o FBI investigation
supported by state
and local law
enforcement

Figure A-1: Intelligence information pertaining to bioterrorism. (a) Model
threat matrix. (b Corresponding model response posture.
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Figure A-2: Biosensor devices. (a) Biological Aerosol Warning System
(BAWS), developed by Lincoln Laboratories; (b) Biological Aerosol Sentry
and Information System (BASIS), developed by Lawrence Livermore and Los
Alamos National Laboratories; (c) Autonomous Pathogen Detection System
(APDS), developed at Lawrence Livermore; (d) Handheld Advanced Nucleic
Acid Analyzer (HANAA), developed at Lawrence Livermore.
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