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(U} Recommendations

o {FOUO}We recommend that USD (F) establish a standardized
formal approval process for UAS suppori to domestic civil
authorities,

e {FOUOYWe recommend that USD (P) address the concerns of
Military Service/National Guard Bureau UAS experts that policy -
ambiguity is potentially degrading UAS training and operatlonal
readiness.

o {FOUO)We also recommend that the USD (P} formally charter
the Domestic Imagery Working Group.

(U} Management Comments and Our
Response

(U} The Assistant Secretary of Defense for Policy, Homeland Deferise &
Global Security concarred with our recommendations, and no further

comments are required, Please see the Recommendations Table on the
next page.
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March 20,2015

MEMORANDUM FOR SECRETARY OF DEFENSE
UNDER SECRETARY OF DEFENSE FOR POLICY

SUBJECT: (U) Evaluation of DoD's Use of Unmanned Afrcraft Systems for Support to
Civit Authorities {Report No, DODIG-2015-097)

{U) The Doputy 16, Intelligence and Special Program Assessments (1SPA) Is providing this report
for your information and use,

(U) We considered management comments ona draft of this report when preparing the final
roport. Comments from the Office of Assistant Secretary of Defense for Policy, Homeland
Defonse & Global Seeurity were responsive for all recommendations,

{U) We appreciate the courtesies extned 1o the staff. Pleaso divact questions to meat
703) sosigigiikos ¢+ EIRE o SN -2 s Rilosy 1o G
_

Program Assessments
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intindaetion

(U} Introduction

{U} Objective

{U) Our objective was to determirie whether DoD policies and procedures for using DoD
unmanned aircraft systems (UAS) and associated processing, exploitation, and
dissemination (PED) activities comply with applicable laws, regulations, and national
policies for providing support to domestic civil authorities.

{U) Background

(U} During the last 10 years, the quantities and types of UAS acquired by the Military
Services have increased. Their capabilities, along with PED enhancements, have
become integral to warlighter operations across the spectrum of conflict,

‘The prevalence and uses of unmanned systems continue to grow at a
dramatic pace, The past decade of conflict has seen the greatest
increase in UAS, primarily performing Intelligence, Survelllance, and
Reconnaissance (ISR) missions. Use of unmanned systems in other
domains is growing as well. The growth of unmanned systems use is
expected to continue across most domains, Unmanned systems have
proven they enhance situational awareness, reduce human workload,
improve mission performance, and minimize overall risk to both
civilian and military personnel and all at a réduced cost.) '

(U) Effective use of these unmanned capabilities requires highly-tralne(_l'UAS vehicle
operators, sensot and payload operators, and analysts to process, exploit, and
disseminate the data collected. The Military Services train all UAS personnel at various

' pob, "Unmanned Systams Integrated Roadmap FY 2013.2038%
. b
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{(U) locations around the country. The training is speciﬁcaliy designed to ensure that
UAS' and personnel can bé operattonally employed to satisfy combatant commanders'’
overseas warfighting requirements.

More than ten years of war in the combat Zones of Iraq and Afghanistan
have taught a generation of Airman valuable lessons about the use of
Reinotely Piloted Aircraft (RPA)? and other ISR assets. The lesson yet
to be learned, however, is that this battle space experience is not
directly applicable to operations in the U8, As the nation winds
down these wars, and USAF RPA and ISR assets become available to
support other combatant command -(COCOM) or US, agéncies, the
appetite to use ther in the domestic enviroriment to collect airborne
imagery continues.to grow, as does Congressional and media interéstin
their employment.?

{U] Scope and Methodology

(U) The evaluation was conducted in accordance with Quality Standards for Inspection
and Evaluation issued by the Council of the Inspectors General on Integrity and
Efficiency. Those standards require that we plan and perform the evaluation to obtain
sufficlent, appropriate évidence to provide a reasonable basis for our findings and
conclusions based on our evaluation objectives.

(U} Our evaluation included a review of Federal Statutes, DoD policy and directives,
Chairman of the Joint Chiefs of Staff Instructions, Service policy and directives, and

- National Guard Bureau (NGB) policy and directives, We also conducted interviews with
personnel from across the Department responsible for policies and procedures for the
conduct of UAS operations (See the Appendix).

? The UUSAF uses the term Remotely Pilated Alccraft Instead of UAS.

* "protecting Security and Privacy; An Anglytica! Framework for Alrboing Doptestic Imagery,”
Catonel Dawn M.K, Zoldl, USAF; USAF Law Review, Vol 70

b
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Finding

(U) We visited a cross-section of National Guard, U.S. Army, U.S. Navy, U.S. Marine Corps,
and U.S. Air Force operational UAS and Intelligence units that have capabilities or
responsibilities for processing UAS collected information. These unit visits or “spot
checks” were conditcted to determine the personnel’s level of understanding and
compliance with DoD policy and Service directives for employing DoD UAS in support of
civil authorities.

(U} Statutory Environment for Employment of

Dol UAS in Domestic Operations

(U) There are various controlling federal statues that define what the DoD is authorized
to provide to domestic civil authorities. They include Title 10, Title 32, Title 42, and

Title 50. There are no federal statutes that specifically address the employment of the
capability provided by a DoD UAS if réquested by domestic civil authorities. Therefore,

* Sections 375, 382, 2564, 9442, and Chapter 15 of title 10, United States Code; title 32, United States Code;
Sections 3008H-11 arid 5123, and Chapter 15A of title 42, United Statas Code; title 50, United States Cade;
Executive Order 12333, “United States Intelligence Activitles,” December 4, 1981, as amended; DoD 5240.1-8,

"Procedures Goveriing tha Activities of Dob Inteliigence Componants That Affect United States Persons,”
Dacemnber 1982; DOD Directive 3025.18, * Defense Sugport to Civil Autharities,” December 29, 2010; DEPSECDEF
Memerandum, "Interim Guldance for the Domestic Use of Unmanned Alrcraft Systems,” September 28, 2006,

i
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DoD and the Military Services have developed a policy framework for the domestic use
(U) of the UAS capability in accordance with the authorities granted for generic defense
support. The framework also covers executive level policies that were developed to
protect fully the legal rights of all United States persons, including freedoms, civil
liberties, and prlvaéy rights guaranteed by Federal law.

{U) Given that the primary operational mission of the majority of DoD UAS assets is the
collection of intelligence, DoD UAS domestic opérations are also subject to Executive
Order 12333, “United States Intelligence Activities,” and DoD Directive 5240.1-R,
“Procedures Governing the Activities of DoD Intelligence Components That Affect
United States Persons, Decerber 1982.”

{U) Office of the Secretary of Defense Unmanned
Aircraft System Policy and Guidance

(U) In addition to the Intelligence Over_siéht directives, DoD UAS continental U.S,
operations are conducted under a unique DoD policy directive. On September 28, 2006,
_ the Deputy Secretary of Defense signed the “Interim Guidance for the Domestic Use of
Unmanned Aircraft Systems.” The purpose was to ensure that DoD UASare used in
accordance with U.S. law and depaitmental framework. The directive also identifies the
appropriate us¢ of DoD UAS assets in domestic operations. This guidance applies to all
DoD UAS, used in domestic operations, whether opeiated by Active, Reserve, National
Guard, or other personnel, 5

* While this memorandum dlfcc_l_cd the ASD Policy, Homeland Defense, to develop .0 more comprehensive policy
document for Domastic Use of Unmanned Aireealt Systems,” when this assessment began, the 2006 interim guldance
remained the guiding DoD policy for domastic UAS operations.

Remort o, DODEE 20150497 11
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Findmg

(U} The interim policy encourages the use of DoD UAS to support appropriate domestic
mission sets, including homeland defense and Defense Support of Civil Authorities
(DSCA), DoD Directive 3025.18, “Defense Support of Civil Authorities,”

September 21, 2012, is the guiding DSCA policy document for the Dol

"DSCA is support provided by U.S. Federal milivary forces, DoD civilians,
DoD contract personnel, Dol Component assets, and, in coordination
with the Governors, federally funded Natiorial Guard forces in response
to requests for assistance from civil authorities for domestic
emergencies, law enforcement support, and other domestic activities,
or from qualifying entities for ‘speclal events.'s”

{U) The interim policy is highly restrictive on actual authotization, It specifically
forbids the use of DoD UAS for DSCA eperations, including support to Federal, State,
local, and tribal government organizations, unless expressly approved by the Secretary
of Defense (SECDEF), or designate, Interviews with Assistant Secretary of Defense for
Homeland Defense and America’s Security Affairs personnel indicate that, to date, the
SECDEF has not delegated this approval authority.

(U} Military Service and National Guard Bureau
Implementation and Execution of DoD UAS Policy

(U) Our interviews with Military Service and NGB personnel revealed that they operate
UAS of various capabilities and configurations and approach the employment of UAS
for DSCA differently, primarily because of Service culture and overall UAS

operational experience.

(U) We reviewed all Service DSCA directives and found that while each Service has
overarching doctrine, policy, or instiuctions for implementing OSD directives for DSCA;
their implementation of OSD pelicy on UAS use for DSCA varies greatly. For example,
U.S. Army FM 3-28, “Civil Support Operations, Appendix H, UAS in Civil Support,”
August 2010, states that “..all requests for UAS must be approved by the Secretary of
(U} Defense.” On the other hand, U.S, Air Force, Air Combat Command Instruction

¢ pefense Support of Clvil Authorities {DSCA), Interagency Partner Guide, April 2013, Office of the Assistant Secretary of
Defense (Homeland Defense & Ameritas’ Security Affalss)
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10-810, “Operations involving Domestic Imagery Support Request Procedures for

U.S. Missions,” December 2013, states that”...use of intelligence, surveillance, and
reconnaissance, operations reconnaissance; and remotely piloted aircraft, particularly
for DSCA missions operating collection systems outside of DoD-controtled airspace
within the US. may”? require Secretary of Defense approval” The U.S, Navy and the U.S.
Marine Corps do not currently have specific directives or instructions for UAS use for
DSCA.: The NGB DSCA directives for UAS employment is a reflection of their Service
affillation, L.e.;-Alr National Guard units comply with U.S, Air Force.instructions and
Arnty National Guard units comply with U.S. Army UAS directives.

(U} Doly UAS Support to Civil Authorities Events
{FOYOWe began our evaluation by requesting from each of the Military Services and
the NGB all examples of instances where a DoD UAS had been employed in support of
civil authorities in the continental U.S, or U.S. Territories from September 28, 2006, to
the present. These dates were chosen to coincide with the release of the current
interim guldance for UAS support to domestic civil authorities, We requested that for
each instance the following data should be provided: date of request, requesting
authority, summary of request, approval process with documentation, summary of
event, and any lessons learned if applicable. We also asked for denied requests.

FOU0)This data call resulted in arelatively short collatéd list of less than twenty
events that could be categorized as DoD) UAS support to domestic civil authorities. The
list consisted of both approved and disappraved requests. We then interviewed both
Service and NGB Headquarters personnel who processed these requests up through the
Sérvice approval process to 05D, During our unit visits wé-also discussed these events
with the unit commanders to understand how they viewed the approval process, as well
as how the interim guidance policy impacted the actual support request.

? Emphasis addod,
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FOYO)-Service and NGB Headquarters representatives told us that each of the DoD UAS
support requests was processed differently. A number of the approval requests were
processed through normal DoD training event channels that are managed by the joint
staff. A few were processed through Service channels working with 0SD. And we heard
that some were handled directly between the 0SD staff, SECDEF, and civil authorities
telephonically. We were unable to uncover any formal documentation procedures that
defined the end-ta-end approval process, We were told that this ad hoc process
contributed to anxiety among the Service and NGB unit commanders about when they
had the authority to employ their UAS resources as requested.

FOHO-DoD Does Not Have a Standardized Approval
F‘mcaag for UAS Support 1o Domestic Civil Authorities.

£FoU0) While the current 0SD interim guidance for DD UAS Support to Civil
Authorities provides guidance on UAS employment and when to request SBCDEF
-approval, it does not provide a mechanism for how to process that request. |

7
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HoUe-Service and National Guard UAS Experts
Expressed Concern that Policy Ambiguity Is Potentially
Degrading UAS Training and Operational Readiness.
EoU0 I Multiple units told us that as forces using UAS capabilities continue to draw
down averseas, opportunities for UAS realistic training and useé have decreased. UAS
unit commanders explained that providing UAS support to ¢ivil authorities could yield
more realistic training opportunities and increase operational réadiness. However,
multiple commanders also stated that as a result of the restrictive approval processes
for domestic UAS use, policy confusion, and internal Service hesitations, potential
training opportunities are missed,

{ROUOF-USAF representatives told us that the 0SD policy makes it difficult to detérmine
what training is acceptable for DSCA UAS missions. For example, 2 unit submitted a
request to use a remotely piloted aircraft (MQ-1 Predator and/or MQ-9 Reaper) to
supportincident awareness and assessment during fire season training with the
Department of Energy. The unit was informed that although the training met the
qualifications expressed in the Air Combat Command Domesti¢c Imagery Training
Proper Use Memorandum (PUM),? the activity was classified as DSCA, since this was
support for wild fires to an outside agency and, therefore, required SECDEF approval.
Since the request was for incident awareness and assessment during the entire

fire season, the unit chiose not to pursue blariketapproval because of what they felt was
an onerous appioval process.

EFGHQ)—-Anot’her example was provided by the Army and Air National Guard. In this

case, a DSCA exercise was proposed Lo I

s Proper Use Memornnd.um: a memorandum signed annually by an organlzation's certifying government official that defines
the arganliations domastic imagery requitements and intended use. It also confalns a proper use statement
acknovledging awareness of the legal and policy restrictions regarding domestic Imagery, AFI 14-104, 23 Apr 2012

Heport No, DOHG-2015-0897 | 6
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*WANGEH (b THE)

frau0)-We were also told about a DSCA training exercise with the Department of -
Energy using a U.S, Air Force remotely piloted aircraft that was conducted without
formal SECDEF approval. This exercise was for incident awareness and assessment
supportof a simulated hazardbus material release on Department of Energy propetty.
The training met all of the Internal Service guidelinés and was forwarded for approval,
However, since the exercise was conducted within DoD restricted airspace, the Joint
Staff determined that approval was not required. Our interviewees explained that this
left them confused about just when the OSD policy requiring SECDEF approval of UAS
support for DSCA applied.

(EOUD)-Finally, a U.S. Marine Covp UAS unit told us that ence each month their wing
hosts a community leadership program where local politicians are invited to view and
learn about the capabilities of the various aircraft oh base. During one such event,a
tocal mayor requested UAS support to look for potholes in the area. While the unit
conceded that this type of operation could provide realistic training for their pilots and
sensor operators, Jocal commanders determined that under the interim guidance,
requesting SECDEF approval to conduct a UAS mission of this type did not make
operational sense,

(U} Impact of DoD UAS Policy on Processing,
Exploitation, and Dissemination for DSCA

{E0UB}-Along with interviewing various units operating UASs, we also interviewed
organizations responsible for performing the PED of UAS collected data, We met with
National Geospatial Intelligence Agency (NGA) personnel responsible for ensuring that
NGA and other Defense Intelligence Components comply with the domestic collection of
tactical imagery consistent with DoD 5240.1-R. Whilé NGA does not operate UASs they
do provide PED support to DoD DSCA and other Federal agency UAS operations within
the United States, ENSCEIECNE
NGA K3 SBUSC §3142

Heport No DODKS- 201509716
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NGA (D3): 50U S C & 3142

eUYU.S. Air Force units operating UASs rely on the Air Force Distributed Common
Ground System (DCGS) for their PED support. We visited the 480" Intelligence,
Surveillance, and Reconnaissance Wing and two subordinate DCGS elements to capture
their processes for DSCA UAS PED support. The Wing executes any DSCA support
mission according to tasking from USNORTHCOM, USNORTHCOM Contingency

Plan 3501, DSCA, serves as the COCOM's plan for DoD responses to civil requests for
support, including ISR asset support. The 480%" Wing has no fornial policy for DSCA
support, but does comply with Air Combat Command Instruction 10-810, "Operations
Involving Domestic magery Support Request Procedures,” for US Missions as weil as
U.S. Air Force and DoD Intelligence Oversight directives,

{FoU0)-The U.S. Navy and U.S. Marme Corps currently have no UAS-specific policies for
domestic UAS PED.

{FOY0) The U.S, Arimy also does not have UAS-specific policies for domiestic UAS PED,
However, because current USA policy prohibits UAS civil support outside of DoD
managed alrspace, they feel that complianice with all applicable intelligence oversight
regulations is sufficient to meet OSD policy guidance.

(U} The Domestic imagery Working Group

(U) Duririg our evaluation we also observed how the Services and NGB are working
together to address some of the challenges associated with the current 0SD policy on
the DoD domestic UAS use for DSCA. We discovered that an informal body, known as
the Domestic Imagery Working Group (DIWG), was attempting to address some of the
concerns raised by the UAS units. The DIWG is a cross-functional and multi-service

W Repart No. DODIG- 25007 17
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informal warking group consisting oflawyers, operators, intelligence professionals, and
policy makers formed to address the collection of domeéstic imagery. We interviewed
multiple members of the DIWG and heard that the group was originally created to help
determine the approval authorities required to conduct the collection of domestic
imagery by all airborne ISR collection assets, mcludmg UAS, Over time the DIWG
narrowed its focus to address DoD UAS support to civil authorities and informally
captures lessons learned and best practices that are shared among the Services and
NBG. The DIWG has produced a number of recommendations on UAS employment
processes and legal guides to help the Services ensure policy compliance, Presently, the
DIWG s champ'idned by USAF representatives, but each of the Services and

NGB participaté. The DIWG is a best practice that should be leveraged to assist the
policy and Service communities in addressing the unique challenges of operating UAS in
the U.S

{U) Conclusion

{FOUO) We concluded that DoD takes the issue of DoD UAS support to domestic civil
authorities very serlously, Great care is taken by DoD personnel to protect the
Ameiican public's civil liberties and privacy rights while simultaneously preparing to
employ UAS capabilities as required by National Command Authorities. Our review of
UAS policy implementation across the department, coupled with our unit visits to
discuss actual events, did not reveal evidence that any DoD entity has employed a UAS
or conducted PED in support of domestic civil authorities contrary to laws, regulations,
or national policies. 1t-should be noted that the units operating UASs across the
department told us that, while they understand the American public's legitimate
concerns about civil liberties and privacy rights, they do niot operate UASs any
differently from manned platforms with similar capabilities.

He-Recommendations, Management Comments,
and Our Response

{FoUOJ)-Recommendation 1

(EoU0) We recommend that USD (P) establish a standardized formal approval process for UAS
suppaort to domestic civil authorities.

FG'R—Q'F'F'I'G‘I'A‘ITH'S'E—GNH Report No, DODH-2015-097 1 8
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HBEE-Assistanit Secretary of Defense for Policy, Homeland Defense &
Glnbal Securily

(FOUO) ASD (P) concurred with the recommendation and stated that Deputy Secretary of Defense Palicy
Meinorandim 15-002, “Guidance for the Domestic Use of Unimanned Alrcraft Systems”, Febraary 17, 2015,
addresses this issue, ’l'hey also stated they will continue to work with the Milltary Services and National
Guaril Bureau to address any uncertainty it the approval pracess,

(U] Our Response

(U) Comments from the ASD (P) are responsive to our recommendation. The Deputy Secretary of Defense
Policy Memorandum 15-002, which is an update to the 2006 "Interim Guidahce for the Domestic Use of
Unmanned Alrcraft Systems”; provides the necessary clarity to the Milltary Services and Natlonal Guard
Bureau on the approval process for UAS suppart to domestic civil authorities,

{FOYB})-Recommendation 2

EFQHQJ We recommend that USD (P) address the concerns of Military Service/National Guard Bureau
UAS experts that policy ambiguity is potentially degrading UAS training and operational readiness.

HBGOFAssistant Secretary of Defense for Policy, Homefand Defense &
Global Security

FOYET-ASD [P) concurred with the recommendation atid stated that Deputy Secretary of Defense Policy
Memgrandum 15-002, “Guidance for the Domestic Use of Unimanned Aircraft Systems”, February 17, 2015,
addresses this issue,

() our Response

(U) Conuments from the ASD {P) are responsive to our recommendation. The Deputy Secretary of Defense
Policy Memorandum 15-002, has addressed the majority of the Military Services and National Guard
Bureau's coricerns abibut pelicy ambigulty impacting UAS tralning and operational feadiness,

{FOUO)-Recommendation 3

{FoUD) We also recommend that the USD (P) formally charter the Domestic Imagery Working Group
(DIWG.)

HEEHE-Assistunt Secretary of Defense for Policy, Homeland Defense &
tilobal Security
{-FBHB}—ASD {P} concwrred in principle to forimally chartering the DIWG. Théy wilt work with the DIWG

lead Service to develop the appropriate working group leadership construct to champion DoD UAS
inftiatives.

(U] Our Response

‘(U) Comiments from the ASD {P) are responsive to our reconnnendatioi. The DIWG was a “best piactice”
Identifted during our evaluation.

FQ*G_F_F_}%H_S_E_QNH  Repori No, BODRIG-2015-097 19
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(U} Management Comments

Assistant saqr@m{v of Defense ‘?m ?aiiw

UNCLASSIFIED/POR-GFFICIAL-USE-ONEY-

ABFIRTANT SECEETARY OF BEVENSE
BEGO LEFEIER PERTATON
WABHING TN, DG BT 12500

PR DRSO
oy BRI

MEMORANDUN FOR INSPFCTOR GENERAL OF THE DEPARIMENT OF DEFENSE

SUBIEC T Besluation of DoD't Use of Unninosd Aerial Systems for Suppon Civil
Auharitics {Projeci No. D2014-NTNFH-0AT] 000

@EHEY Thank you for the opporvnity to review your evafvation of DoD's use of
Unmktned Aciiat Systems (LLAS) for support ta civli amhorities. ‘The Depariment goocurs with
recominenlations §aitd2, Wa belisve the concerns Idertted in thess feconmendations are
nddresséd in the Febniney 17, 2015, Demny Sevretiry of Telense I\:Iic} Memorandwn 15-002.

“Guldence Tor the Dontestie Vol Unmasied Aicralt Rystems.” Wo will cuntiinn 1o work
witks the Milliaty Servioes and Mationn) Cisinrd Buroa to addriss ki vneertainty in S approval
process,

HEHBRepurding secommendation . the I)c;wimmtmucurﬁ in rimir’!cto fomally
charter the Daestic Tamgery Warking Gioup (BIW0). We will wark wilglha 1WE Jead
Service to develop the mppropriste warkiay group lradieship construct 1o champion DoDUAS
Initintives.

HFOLE ¥ wo san bt of gy further snbvtance, R | 1y primasy
poind uf mmac( for this matier, and can be roeched st or

15713 256 (3850
an B. Rosénbach
Antochentt

Delenséd Patlcy Memanidum 15.002

UNCLASSIFIED/FOR-ORFEAL-USE-ONEY:

mm Repor! N, BORIGZ0{5.047 | 16




Management Comments

DEPUTY SECRETARY OF DEFENSE
1615 DEFEHEE PERTADON
PLABHIHGYOH, DE 23R, 4090

Febiraary 17, 2015

MEMORANDUM FOR SFCRETARIES OF THI MILITARY DEFARTMENTS

CHATRMAN OF THE JOINT CHIEFS OF STAFF

UNDER SECRETARY OF DEFENSE FOR ACQUISTION,
TRCHNOLOGY, AND LOGISTICS

UNDER SECRETARY OF DUFENSE FOR POLICY

UNUTILSECHETARY OF DEFENSE FOR PERSUNNEL AND
READINESY

UNDER SECRETARY OF DETENSE FOR INTELLIGENCE

COMMANDER, US, NORTHERN COMMAND

COMMANDER, 18, PACTHC COMMAND

CHILF, NATIONAL GUARD BUREAU

GENERAL COUNSEL OF THE DEPARTMINT OF DEFENSE

ASSISTANT SECRITARY OF DIFENSE FORLEGISLATIVE
AFFAIRS

DEPARTMENT OF DEFENSE CHIEY INFORMATION OVFICER

ASSISTANT TO THE SECRETARY OF DEFENSE FOR PURLIC
ATFAIRS

SENIOR INTELLIGENCE OVERSIGHT OFFICER

SUBIECT: Palicy Memorandum 15002, "Guidene for the Domestic Use of Unmaned
Alreralt Systoms*

EXPIRATION DATE: Febotary 17, 2008
POINT OF CONTACY: Vor ntore nformatlon, contest OASI{HD&GS) &l {571 )_?.56

This policy mcmomdum provides gmidance for the domestic use of uamanited airoraft
systemy (1AS) to ensting that Fpastment uf Dofonse (Do) UAS ere vacd in oecordaivs with
1).8. law and Do) policy, s to etuure the siproptists iwe of DoD UAS assets In domesils
pperalions, fralning, exerelses, and teding.

V2ol) domestls sviation aperstinns support Homeéland Defense (HDY, Defease Svpport of
Civil Authorities (DSCA), and militaey teabning and ceereises. Unless speciBeally provided for
{n ihis policy, law, or other guidnre, the appravel of the Seerétary of Pefense Is réquired foc afl
domestle UAS operations (including I, DSCA. and Natione! Guard (NG State support
operations, including DoD UAS opemai Ly NG personne! n Title 32 or Steté Active Duty
status). Any domestic use of LIAS requltes sonsultation with the Federal Avistlon
Admlnisteation (FAAY ind must bo conaistent with npplicablo faws, repulatlons, and memoranda
of sgreemant coriceming the perations of UAS in the National Alrspace Sysien (NAS), This
guldance applies to el DoD UAS usoin the Unlted S&mﬁwmahnr"dommlouw or “domestio

MW Hepori No, DOING-2015.0497 1 11




Marnapemont Comments

Poliey: Memorandernt 15-002

operdions', whether apented by or under contriter to Active uriteserve Companent militiry

persunned, o by ether Dob personnct

Ualow penlticd by laow and npproved by ihe Seerctuy of Defense, any Do persahnel
using UAS for domestie opesations, whether o1 not the DoDUAS use it teinted to on Intelligence
sctjvity, may pot cotduet surveiliznce on 1.5, persons, This sesriction inctudes usioy any
domestlc BoD UAS ar part of an Authriéed Do reeponse to & lnwitl eeguiost from snother
Yedetal depattrnent o agency. Conssei with Dol Iirective 5700.27° anid epplying the
aversight guidance coptalned in DoD $240.1-R 1o intclligence #nd neninitelligénce related
domestic UAS use, all UAS sequiattion, collestion, ritention, and dissemingtion of informaticn
during domestic DoD UAS emplayment will be In sccordance with standing NoD und Dol
Componen Intelligerice oversight guldance and Wil require coordination wnd wview of aproger
yso niemerandum (PUM). '

The foltowing guldanee onthe domestle tise of AS is olective immediately,
Dol Onseations

Ts sppeopristuelreumatances, UAT may be waéd in tew of manned alreraft for domestie
mitslons. Approprints circimistances ray inchde when: )

«  sustuined enduranes efioits ate requirad:

»  upmarmed slrcraft provide supseor capabithies; or

v physical Bifenstrtclure mitations prohilit tho use of mmnned sotary- of fhxed-wing
alrorafl,

Dol UAY inthe United Siatep may only beused fuy 1TD, DSCA, and NG Stai supporn
npentions, including dpertions (o support Federal, Steto, local, i tribe] government
orgenlzations, I€ spprived by the Secretary of Defense. Do 1AS mry riot be wsed for Federal,
Stale, o local immodiate sesponse.

Armed DoD HAS may ot be used fn the United Btites For ofierthen trofning, sxerchses,
and testing purposes,

In the event of & réquient for Vedoni] duppart, the Chattman of the Joint Chlefsof Staff, in
cusyultation with tho appropristo geogmiphic Combatant Comtivkiders, will provide 8
recommerndation to the Secrotary of Dofense conceming the use of DA UAS, To mmpqul
for other misilons, DaD Components shoukd use the npfr‘ovul wutharitics, procodutes, ari
repting royuiremicns contained In ppliceble bavs and roguledlons, such ss GICS Tatruction
3710.01B, *DoD Counterdrug Support” Support will be provided on o teimbursible basls
tnless otheiwise roqulred by Jiw, or on & non-tolmbureshilo basi I such support Is both
authorized by law and approved by ths Sécrctary of Defense, .

‘D Dty szimri.‘* cuwiuition of [efiseation Crncrgding Fessors o Ofpeolzstlons Not Alfisted witk b
Dogsamant of Defens,
¥ Dob 5240, Procedures Sloversdng the Activities of Do) feteligence { armponents thes AfTect Vnitad Btrles
Porsxia,

?
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Managenment Contments

Pollcy Memorandum §5-002

State/Nationnt CGiutd Oparations

Govemnrs In Staies where DoD UAS sssets'ano ficldéd to the State”s Natiorial Guand miny
not eoiploy Dof) UAS withowt the sppeaval of the Seerelary of Defefise; hovwever, thise
Governors may considsr DoD) KIAS cmployment in tiedr plarining fior disuster responss netivities.
Goverors wi seek 0 sz Dold UAS nasets In suppont of State disaster tesporise should subinit
n formal request Ib witing 10'the Seeretary 6F Defense. Such requests should contaly the
anakyshy conducted fier determingd that other nianned air nssets wees aud appropriste, The .
Chiabrmpn of the Joint Chiefs of S, in consulriation with the aapropriate geographic Corthatant
Catnapstider, the Chict of the Natjonal Guard Direai (NG, and the apptoprinte MEitars
Departneni Secretary, wiil provide g cecommenilation to the Sedretary of Defense concornlng
tho tsze of Dof) UAS tn sipport ol a State requiast,

Plans shoutd factor in the procedures sad time eequired for FAA consultation for aceess
to thonecaseary alrspacs and to u{)‘mn Secrotory of Deferiso nuthorlzation. In éoncent with
Faderal Bayigeney Managément Ageney-coordlnsted regiomal planning, any Stete thet proposcs
the use of DoD UAS In 1ta plang should consalt sith the comesponcding geographie Combatan
Conimandse t cosure that Stet snd DoD plany maximize ity of ¢ffori and eNlicleiey.

*Fhe onfy exception to the requirement for approval by the Sseretary of Defense for the
wss of al) LIAS for domestic operations are search end rescue {SAR) misstons involving
distress tid poténtiol foss of Tife thet are courdlngted by the Alr Foree Rescus Coordination
enter (AFRCCY, Alaska Rescii Coonlination Congt {AKRCCY, o Jolnt Rescus Conrdination
Conler (JRCCHacifle. Speciffually, the folluwing canimgnders sany approve the uss of Dol
1JAS o o AFRCCIAKRCCHRUC-Pacific coprdinated nission with a properly jssasd SAR
rhl¥sion number efier n determination that UAS would ba the best pletform 10 astst in the SAR
inlssion :;ld thet its Gse would nul interfere with the primazy tallitary duties of the unjt
‘concomed; '

o Commionder, (.5, Nowhera Command, ithrough the Communder, Afr Forces Northern, in
thes delogated rolo of Infand SAR Operationa Conrdinator for the continentn! United
States Search and Rescus Reglon;

« Commindeér, (.S, Norhern Commaind, through the Caiithaadar, Alasken Command, as
?\L&_Op&t&ﬁom Caoordinator for the Elmandotrf Seorch aad Rosevo Roplon, Iandojans of

: Or

" e Comimander, 1.8, Pacific Coramend, in tha role of AR Covidinitor for the landuass of
Hawall, in close coordination with the U.S. Coast (ynad.

Each copvmander will ehaurs that olf logal, inteliigencs aversight (Inchuding the requirement to
obiain a PUM), Privacy Act, and wirspacs lsvvog sie propacly eddeessed. Bechrcommander will
promply inform the Secrewsry of Difense, trough apprip e ehannuts, after the use of Dol
UAS bt botn appiroved.

m Report No, DOIHG 2150971 13




Managemen: Dommuonts

Peiftey Memorandum 15-002

The Asvistant Secretary of Defenee for Homcland Defense and Glohal S’cc;tﬂty
(ASIHUDELS)) will fncluds this SAR éxecption In the nexr revision of Dol Direetive
2518, “Defense Support of Civi Authorifes.”

I!ﬁ! E'Bﬂ.ﬂﬂkﬂ! I[ﬂ‘!ﬂ_ mg gﬂﬂ Eﬁﬂ!'iﬁ g8

The primary purpose of domestic UAS tralnfag and cxercises is for DoD forces Lo :
condugt realistie tsading in thélr core Vederal mililary mission arzas, DoD UAS used fn linining
ojid exercises WHI 1ot acijiire or coflect information {exeept for incidental coffection) abowt
speeified U, persons of on-DoN wonicolled propenty vr factlitics located antside DoD-
coniolizd installations without consent. Al UAS acquisitinn, coliection, teiention, ind
dissemination of information will be in necordsnce with sinnding Dol regulations and pollcy,
includiing Do) Componcnt ntetiigence overaight guidence, aad will wiguire s PUM.

tise of LoD UAS assets in domestle training and exdeeisds reguites:

 _Tyioe notHication to e Secretary of Diefiense If the platfary is 4 lasge DoD UAS" and
istohe ‘used In \raintag pnd exercises outside DoNescheduled rpeeial use alespace
SUAR

¢ Prior approval by tha Secretary of Defesise if the UAS I3 armed end will beised ina
irsining, exercize, of feating ovent owtside Dol SUA; and

« -Privr spproval by the Secrotary of Dafinse fr any Dol UAS training snd exercises
condicted with Federal, State, of locsl Jaw enforesment agencies (LEAs), including
any Do UAS trining #rid exércises plenned in coordingiion with LEAS to mest
LEA infomatlon nwfs in accordance with 10 U.S,C. §371(b).

"The notification to o request for appeavat By ths Sesrctiry of Defonse requined by this
seetion will be submilted to the Scerstary ut dedst 30 days priorto the training, excislss, or
taling dveat through spproptiate Militiry Department/Servics, Combatant Cominand, or NGB
chennels via the folm Staf¥ (1-3), and may be sobpiitied cithér ont  cade-by-case basly o in btch
farmat for periods not to exceed otis calendat year in advance of the proposed exetclss of
traintng, ) !

Exctelsen, Tralotog. shd Ackvities Not Regilred by DD

Althougt DoD equipmuin ivened to the NG Iy ofteti ninilablo for use by Stefe Governors
fus nop-ThoD) pumoses, Secretary of Defonse appooval B ronuindd for the use ol DoD VAS assets
fornion-130D plitposcs. for DECA tealalng ad excrelss, of for NG UAS trabilng and exerclses
that provide incidental support to civil nathosities. This includes DoD UAS operted by foreea it
“fitis 10 status and Natlonal Guard peisonnel In Titls 32 or Stata Activa Duty statys.

1 Chowp 48 TIAL delined NUICH 523501, Joowt Lbarmsrtsf Mottommt Stindd, Pessporibes Ching:
mﬁﬁi@mhmummn&m »nw’ﬂc.ww"qmn» o L g0
Dt Schmiuded Epveial U Alrtpnce (SUAY: Wanireg Aress, Bastrbomd Afve, Military Qpcrations Atea (MUA), Prohitind Artsa, Coatraidod
Viclg Areat, iod Metlonal Secury Arpsa. Foc pimponcy of i FAA Seslprrtot by brukiing fentea g ghio Irckulol. B i
l:; ';&w;ww.umm 7 -_: P Wty e e ot 22 P 00 b s S
ealpw s 64302, sppropeials hapioe spptavel iy muicel :
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Management Lomments

Folley Mensoraudun 135003

State officials who wish 0 propose the use of Dol UAS In suppont of major State
disaster resporise eXcielses (or tralnfng requlring approval by the Scoretary of Defense) shovld
factor in the provedusis and time riequired (o consull wit the FAA for actess i the necesanry
alrspacs and to ublaln Secrctary’ oF Defotse dpproval, Stotés in which DoD UAS asséts arg
flelded that have a reqiremiént for thelr usé In thess exercises (of iraining requiring opproval by
the Seeretury of Defénse) will submi the Governor's reqitest in wyiting et teayt 30 days in
advance to the Secretary of Delense through appropriaié Mitltary DepamnentService,
Cambstant Comniind, or NG ¢hannels via the Jolnt ST (3-1), and may sibmit such itquess
clther on o case-hy-case basts or I batch format For petiuds 1ot du exceed one (1) calendar year
in ad¥anco of the froposed cxercise of training.

Aggsssto e U8, National Alrspace Svston

1oy order fo condurt domestis cperations, exételses, and training, DoD UAS eperation
will fikely not be confined (o segrapated nirspace; therefore, foutine secess to the natloel
aimpace will likely be required The Uepartaient must continue to make progress in edvanding
wepulatory poliéy and guidance assnciated with UAS operatlone i the NAS, gs well asin
aggressively developing detectand-avaid teehinolopy to onsure anfe opefation of UAS in
unscprepaied airspaes :

The Chair of the Dol Policy Board on Federal Aviation (PBFA) will lead the
Bepantraent’s ¢ffortato edvicsle for the climinatlon of uninecesiary regulators restrictions tha
preven rouilie aciess to the NAS for DOD'UAS. The PBFA Clialr will work through the nwilti-
agency UAS Executive Commities to pursue rogulstory charges snd/or orrangeniants and
develpp ressoniablo standands of safety that address liabiHey snd oka into acotunt the excellen
£4fely record of the Dieparbmient’s global UAS opsrations.

DD will continue o promate the development of technolugics, stisdardized operatlig
procedires, and poticles thet ensurfa that DoD UAS ard able {o nperats safely within the vatlonal
wirspacs while wlso balancing and proteeting personal privacy,

Undler Secratary of Dfense for Polley

The tinder Secretary of Defense for Policy (USD(P)) ls authorized to ectablish the
appropristé polley for damestic wse of UAS for fore protection fnd protcetivn of other Dol
agsels, whether in DoD Instruction 200,16, 13D Antiterrorism Standsrds.” or gther
approprinte DoD lasuance,
Asslstant Secretary' of Define far Homelasid Defensi and Gloho! Securlty

The ASIHHDEGS), under the aiitharity, direction, and control of the SD(P), Is the
prineipat eivitian edvisor 1o the Recrolaty of Defenss for the domestic uia of DoD DAS, The

ASD{UD&GS) will condust o comprehensive teview af diis poltcy overy thics years and seck
approval of apgropriate revistons, If requtired. Al policy develepment will &¢ coordinated with

E
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Manapemoent Commuents

Poltey Memoraretum 134002

the Chasinan of the Jolnt Chicks of Stati, the Dol General Cotntl. the Aasisnini Secretnry of
Defense for Special Opserations and 1 ow-Infensity Corltict, and the heads of ol appioprinte
Dal} organtrations.

Asslitand ta the Seeretary of Defewse for Pyblic Affeirs

The AssIstancio the Secretéry ol Delense for Publie Affafis (ATSD(PAY s reapoasible
for cencdinuting public offairs inqoire: with the Milieny Depsrimeris/Services, Join: StafY,
Combatat Commands, Nativnat Guord Birenv, State depariments and agenties, and other
Frderal depatments and sgeneles 58 rqoited  The ATSTHPA) Iy the loed DD offichl for
extablishing public affeirs guldance on dorestic use of Dol UAS. Additionaily, t8 promute
transparency, the ATSD{PA) will ivork with the PBFA and the ASD{HD&S) ta develop n
wehpage outlinlng oD UAS domestic operations

This guidance replaces and teschnds the Depary Sectetary of Defense
Memorandum, “lnlcsjm Guldance for the Damestie Use of Unmenmed Alrenalt Systems,”
September 2§, 2005,

‘—N:wr@m! h;dtrnnlng requetsinatifization rgubrenonts take effoct 60 diys after b duts that this poticy
memrendi b sk ot

6
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Appendizes

Appendixes

{U) Dob Offices Visited

= (U U_nde_r Secretary of Defense for Policy representatives from Homeland
Defense & America’s Security Affairs,

» (U) Under Secretary of Defense for Intelligence representatives from
Warfighter Support.

o (U) Assistant to the Secretary of Defense for Intelligence
Dversight representatives,

e (U) USNORTHCOM Directors from the Operations, Plans, lritelligence, and
judge Advocate General Directorates.

e ) Natidnai Geospatial Agency (NGA) representatives,
¢ (U) National Securlty Agency (NSA) representatives,

» (U) Headquarters National Guard Bureau Policy, Operations, and
Intelligence Directors,

o (U) Headquarters U.S. Army, U.S. Navy, U.S. Marine Corps, and U.S. Air Force
Policy, Operations, and Intelligence Directors.

e {U)US. Army, U.S, Navy, U.S, Marine Corps, and U.S, Alr Force Commands
responsible for Service UAS employment policies, tactics, techniques,
and procedures,

o (U)US, Army, U.S, Navy, U.S. Marine Corps, and U.S. Air Force Commands
responsible for Service PED policies, tactics, techniques, and procedures.

eport Mo, OG- 2015047 |17




{L}) Unit's Visited and Location

Appondixey

1st Alr Force

Tyndall AFB, Florida

MCAS Cherry Point, North Carofing

Second Marine Aircraf_i Wing (2d MAW)

480th ISR Wing ISRW) Langley AF8, Virginla
27th Intelligence Squadron (27 IS) Langley AFB, Virginia
California National Guard JFHQ Sacramento, California
Alr National Guard 181st Intelligence Wing Terre Hautg, indiana

Alr Nationa! Guard 174 Attack Wing

Syracuse, New York

Army 15th Military intelligence Battalion

fort Hood, Texas

15t CAV - Grey Eagles

Fort Hood, Texas

9™ Reconnalssance Wing

Beale AFB, California

49" Fighter Wirig

Holloman AFB, New Mexico

JTF ~ North

Ft Bliss, Texas

2-13% Aviation Reglment

Ft Huachuga, Arizona

Commander Naval Air Forces

NAS Coronado, California

U.S. NORTHCOM

Colorado $p rl'r;igs, Colorado

NAVAIR

Patuxent River NAS, Maryland

VMuU-2

M'CAS.Che_rrv Paint, North Carolina

(U} Use of Computer-Processed Data

(U) We did not use computer-processed data to perform this evaluation.

(U} Prior Coverage

{4) No prior coverage has been conducted on DoD's domestic use of UAS for civil

authorities during the last 5 years.
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(U) Acronyms and Abbreviations

cocom
DCGS
DIWG
Dol
D5CA
ISR
NGA
NGB
0sb
PED
UM
RPA
SECDEF
UAS
USNORTHCOM

Combatant Command

Distributed Common Ground System
Dainestic magery Working Group
Department of Defense

Defense Suppott to Civil Authoritles
Intelligence, Surveillance, and Reconnaissance
National Geospatial Agency

National Guard Bureau

Office of the Secretary of Defense
Processing, Exploitation, and Dissemination
Proper Use Memorandum

Remotely Piloted Aircraft

Secretary of Defense

Unmanned Alrcrafi System

United States Northern Command

Avroayrs and Abbreviations

3
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Wlnstleblower Protection
U S DEPARTMENT OF DEFENSE

" v@he Whistleblr}we: Protection Enhancement Act a/’ 2012 requires

o '.'_:the Inspeam Feneml G desrgnaw a Winslleblvwer szecuun

':un f' 'alfrttian, (md I’IghLS and wmedu?s. cuamst nwﬂunan ,tm
Coph aierted d:s:!mu!es The designated oihudsman is the Do Hotline
o -D_i;f L.'_Lg_m.: lor _mm ¢ m]ammiion on your rights and remedies against
vetaligtion, visit widodigmil/programs/whistleblower.

o For more information about DoD IG
;repurts or activities, please contact us:

Congl ewinml Liaison
cnngressmnai@dodig mill; 703.604.8324

Media Contact
public, affalis@dcdlg mll 703,604.8324

Monthiy Update
dodigconnect- request@llsmrve com

Reports Mailing List
dodig_report@listserve.com
Twitter
twitter.com/DoD_IG

PoD Hotline
dodig.mii/hotline
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