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February 23, 2018 
Ref: FOIA-2016-00016 

 
SENT VIA EMAIL TO: saftergood@fas.org 
Mr. Steven Aftergood  
Federation of American Scientists 
1725 DeSales Street NW, Suite 600 
Washington, DC  20036 
 
Dear Mr. Aftergood: 
 
 This is in response to your October 7, 2015, Freedom of Information Act (FOIA) request 
for report DODIG-2015-184, Assessment of the Military Services Insider Threat Programs. We 
received your request on the same day and assigned it case number FOIA-2016-00016. 
 

The Deputy Inspector General for Intelligence and Special Program Assessments 
conducted a search and found the enclosed document responsive to your request. I determined 
that certain redacted portions are exempt from release pursuant to 5 U.S.C § 552(b)(5), which 
pertains to certain inter-and-intra agency communications protected by the deliberative process 
privilege; 5 U.S.C. § 552(b)(6), which pertains to information, the release of which would 
constitute a clearly unwarranted invasion of personal privacy; and 5 U.S.C. § 552(b)(7)(E), 
which pertains to records or information compiled for law enforcement purposes, the release of 
which would disclose techniques and procedures for law enforcement investigations or 
prosecutions.  

 
Additionally, in coordination with the Department of the Air Force, Department of the 

Army, Department of the Navy, the Defense Information Systems Agency, and the Office of the 
Secretary of Defense/Joint Staff, further portions of information are exempt from release in 
accordance with the following FOIA exemptions: 
 

• Department of the Air Force: 5 U.S.C. § 552 (b)(1), which pertains to information 
that is currently and properly classified pursuant to Executive Order 13526, 
section 1.4(a), which pertains to military plans, weapons systems, or operations; 
and section 1.4(g), which pertains to vulnerabilities or capabilities of systems, 
installations, infrastructures, projects, plans, or protection services relating to the 
national security. Other portions are exempt from release pursuant to 5 U.S.C. § 
552(b)(7)(E); 

 
• Department of the Army: 5 U.S.C. § 552(b)(1), section 1.4(c), which pertains to 

intelligence activities (including covert action), intelligence sources or methods, 
or cryptology; and section 1.4(g). Additional portions of information are exempt 
under 5 U.S.C. § 552(b)(3), which pertains to information exempted from release 
by statute, in this instance 10 U.S.C. § 130, which pertains to unclassified 
technical data with military or space applications; 5 U.S.C § 552(b)(5); and 5 
U.S.C. § 552(b)(7)(E); 
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• Department of the Navy: 5 U.S.C. § 552(b)(1), section 1.4(g) and; 5 U.S.C. § 

552(b)(7)(E); 
 

• Defense Information Systems Agency: 5 U.S.C. § 552(b)(7)(E) and; 
 

• Office of the Secretary of Defense/Joint Staff: 5 U.S.C. § 552(b)(1), section 
1.4(c); 5 U.S.C. § 552(b)(3), 10 U.S.C. § 130; 5 U.S.C. § 552(b)(5) and; 5 U.S.C. 
§ 552(b)(6). 

 
If you consider this an adverse determination, you may appeal. You may submit an 

appeal to the Department of Defense, Office of Inspector General, ATTN: FOIA Appellate 
Authority, Suite 10B24, 4800 Mark Center Drive, Alexandria, VA 22350-1500. Your appeal, if 
any, must be postmarked within 90 days of the date of this letter and reference the file number 
above. I recommend that your appeal and its envelope both bear the notation “Freedom of 
Information Act Appeal.” 
 

You may seek dispute resolution services and assistance with your request from the DoD 
OIG FOIA Public Liaison Officer at 703-604-9785, or the Office of Government Information 
Services (OGIS) at 877-684-6448, ogis@nara.gov, or https://ogis.archives.gov/. Please note that 
OGIS mediates disputes between FOIA requesters and Federal agencies as a non-exclusive 
alternative to litigation. However, OGIS does not have the authority to mediate requests made 
under the Privacy Act of 1974 (request to access one’s own records).   
 
 If you have any questions regarding this matter, please contact the Department of 
Defense, Office of Inspector General FOIA Requester Service Center at 703-604-9775 or via 
email at foiarequests@dodig.mil. 
 

Sincerely, 

       
      Mark Dorgan 
      Division Chief  
        FOIA, Privacy and Civil Liberties Office 
 
 
Enclosure(s): 
As stated 
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 Department of Defense that supports the warfighter; promotes 

accountability, integrity, and efficiency; advises the Secretary of 

Defense and Congress; and informs the  

Our vision is to  a model oversight organization in the Federal 

Government hy leading change, speaking truth, and promoting 
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professional team, recognized as leaders in our field. 
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D e p a r t m e n t o f D e f e n s e 
         fr  f   e    

    protection,   the   coven 



(U) We conducted this assessment to 

determine the level of compliance  

Military Services with Executive Order  

and the National Insider Threat Policy and 

Minimum Standards for Executive Branch 

 Threat Programs with  

user activity monitoring. 

 The Military Services are not yet hilly 

 meeting the Insider Threat 

minimum standards because they lacked: 

  guidance from the 

DoD level insider threat senior 

official. 

 Consistent DoD level insider threat 

program resources. 

We  that the  Secretary of 

Defense for  comply with 

DoDD 5205.16 to facilitate establishing the 

Military Services' insider threat program by: 

•    an   primary responsibility, 

  Developing a plan to fifily fund the  insider threat program, 

and 

 (Uj Development of a DoD level Insider Threat implementation 

 

 We recommend  
          
     murder to reduce the threat of  

 

(Uj The Director for Defense       Secretary of 

Defense for Intelligence, concurred with all recommendations in  report 

(Uj The           non-

 with recommendation   the  provided met 

the  ofthe  requiring no     

concurred with all other recommendations in the report 

(Uj The U.S, Navy's Director of Navy Staff, on behalf ofthe    

      Assistant on behalf of the 

Chief of Staff;  the  Marine Corps' Assistant  Commandant, on 

    concurred with  

    

Visit us at  



   

Under secretary of  for Intelligence    

Chief of  U.S.    2.e 

Chief of Naval Operations 2.a, 2.c, 2. d, 2.e 

Chief of Staff, U.S.   2.a, 2.c.  2.e 

Commandant of the Marine   2.b,   

   UNCLASSIFIED) 
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  of the Military Services' Insider Threat Programs  
 No.  

         and use. 'We   

were      
         

We          Integrity  
Efficiency  Standards  and Evaluation. 

(Uj  considered management    the final report The Under Secretary  
Defense  concurred  
recommendations    but      their  met 

       further  Navy concurred with all 
  Air Force   

   recommendations.  additional   comments are  

 We appreciate   extended   Please  questions to me  

(7033  DSN 499-4860. 

  Thomas 
Deputy Inspector General for 

  
Program Assessments 
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        of   
   Defense an 

including     vulnerability reduction, 

 We focused our assessment     identified   National 
 Threat  and     Insider  

Programs,     to as   The 
    capability  gather,    analyze 

and respond    monitor employee use of  
      information; and provide  
         standards,  

only reviewed the status  user activity   (DAM);  the 
Military Services aspect of the minimum   analytical capability  

    the minimum standards were still in  and 
could not be reviewed at this time. 

 The  of  threats is   Recent insider incidents have  
highlighted by the  
former    senior  Ana   2001;   
Army Private  Class  E, Manning -  (currently known as Chelsea E. 
Manning); and leaks of classified information  mainstream media    

       Snowden -  

   2010 classified information disclosures,    
Executive  13 587,  Reforms to  the Security of  
Networks  d        of Classified!  

    was  by the mmimum stand 
November      DoD  Threat Program"  
5205.16), September  (See Appendix    during this project 

         and the 



 standards but    minimum standards to   
 

      the Military   
       networks  conforming to the 

      not provide dedicated insider  
  Military   execute their programs    

  As   the         with  development 
      

  E.G.          
 level   policy and  Executive Branch Agencies   

implementation of their insider  program To do this, the  published  
          and      urn   n 

November  This guide states    a program   
            pla n. 

   assistance Was  by the Office  the Director of 
   include the  

   Military Services, ffi 

  the Joint Worldwide  Community   

 We will provide a   the final  to    senior officials 

responsible for  controls  the Army,  Air Force, and  Corps. 

   reduced      effect in 2013 which refers  
automatic  cuts of about  trillion to the  Federal Government, and the  
FY 2015 Defense Budget which    less    FY   



(U) The Military Services' TnT programs lack; 

  implementation guidance       
senior  and 

         

     level  policy was not issued  a timely  

most of the Military Services generated their own InT programs based  the 

requirements identified in EO,  and the minimum standards. Although 

       Services are still waiting for 

    Additionally, the Under Secretary of 

  Comptroller       funds,  the 

 Information Support       

     theiM  Services,  the tools  not 

 specific need of user activity  outlined in the minimum 

standards. 

 of  for Intelligence 

 in a   memorandum,   of Defense directed the 

 Secretary         Affairs 

 to establish  DoD Insider Threat program.  September   

  Defense designated the  as the  threat  official. Upon 

assuming the duties  the  threat senior official, the  took over drafting 



    52.05,16, 

     and assigns responsibilities  

DoD for  and  an InT program.  InT program must  

with  requirements  minimum standards to  deter,    

by malicious insiders  represent a threat to national security or   

facilities,     the  is responsible to establish 

an   plan, which is     comments, 

        is responsible for providing 

management, accountability,  oversight of  DoD  program.   

       program based  the following 

 

     Director for Security   Threat, 

    not receive   from 

the Military Services after  of DoDD  prompting  

to ask   the interview how     

 

office was  issue and  there should be a centra! point   

officials could  out to for information or questions  to  



   
  

one  for  threat  No centralized budgets    have  

 but there are cyber monitoring line items within the Chief Information 

   A largeportion of the cyber bu  items is  n  

    which    portfolio.  

      expect InT funding  budget cycle, He also said 

there     within    but the funding  likely 

arrive  justification  agreed upon.. 

  



 
 ( b ) ( 3 ) ,  U S C   A R M Y : ( b ) ( 3 ) ,  U S C   (b ) ( 7 ) [ A R M Y : (b ) ( 3 ) ,  U S C   ( b ) ( 7 ) ( E ) 



 

 program is the newest, having  ready for operations since September 

2014, bust has not received approval to         March 

(U)  reviewed the status and capabilities  Military Services'  programs. We 

  Principle Guiding Documents are E.G.    National Insider Threat Policy and 
 Standards. See Appendix  



[ A R M Y : ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

[ A R M Y : ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

A R M Y : ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

 A R M Y : ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

A R M Y : ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

   fflQtiitffli^ 

 A R M Y : (b ) (3 ) ,  U S C   (b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

 ( b ) (3 ) , A R M Y : ( b ) (3 ) ,  U S C (j  ( b ) (5 ) , ( b ) ( 7 ) ( E )  



        in  the software  

free; however, the hardware was not free. HBSS was marketed to  Army as an 

antivirus program  a device control module. The Army also  a rouge 

system detector    

 The Army conducted a  program with  

tools   to    National Ground   Center  



[ A R M Y : ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

[ A R M Y : ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 



 ( b )  E O  sec.  A R M Y : ( b )   sec.  

   sec.  A R M Y :    sec.  

 The  of  Navy (DON), unlike the other Military Departments, 

  for two Military Services,  Navy and the Marine Corps.  of 

waiting on the completion  DoD Directive, the DON  Secretaiy  

Navy Instruction   "Department of the Navy  Threat 

Program," August 8,  (see Appendix  charging the Navy and the Marine Corps  

establish their  programs. Additionally, it identifies the Deputy Under Secretary of 

the Navy  Plans, Policy, Oversight and   as the senior executive 

responsible for  DON   

 The  initiated its InT program based  E.G..13587    

standards,         the minimum standards  to 

 not being implemented on each of the classified networks.   that  

 level     primaiy reasons for the 



 The   the        

    Opera  Instruction     

Threat Program/' on January   B), 

     stated that    foTprogram  

 additional   for   As Navy money  

        

 program personnel are engaged with the   Threat   

 for  to cover program 

foncrmg for    FY  

 The  (Information and  is currently     

implementation plan. The Navy contracted 

       Mellon   

 the  needs to build    program, This 

study   and  details   atthe Navy Executive  

  2015.         

       for information 

  broad   strategy to 

   enterprise-wide  and  Hubs. 

(Uj  

   is focusing its            

 2016 based on  management  The Navy plans to initiate UAM  

 foliowing coverage   

 The            

         in     

    Additionai       
National Defense    
 (Ml While the  does not provide funding, the         

  them . 



and  the  as well as*  Navy,      

      run    

implements    

[ N A V Y :    sec,  

    sec.  N A V Y : (b) ( I ) ,   

    sec.  N A V Y :    



         

 on August  The Air   program   by the  

     Air Force, with the Policy and Security Enterprise 

        Carnegie 

  University to  resource   e  Force  to  an 

effective  threat   Air Force implementation plan    

coordination process. The Air  UAM is conducted from  Force  
 '"  



    (AFISRA),     All1  

  

   The  Air   sends  

cyber   AFISRA for.analysis. 

 AFISRA      program  January   deployed 

it  April 2014. The AFISRA. UAM program    users to be subject 

Another AFISRA   that UAM  a priority for       

out    such as  Common Ground  (DGGS) and  

platforms  these systems are  networks on AF  

 Air   Monitoring: Program: 

 The Air  does not have   regard  

insider threat for  However, there are a variety   

measures in place to combat  insider  These measures include  

review    

   

 for        

rights   

with full rights  a select  across the enterprise, While   are  

there is  specific UAM  for  

 Current     conducted by   Air  

The monitoring mission is split between the  Network Operations Squadron in  

    Operations        

Network Operations Squadron  Peterson AFB,   three squadrons  

network  via the  which is a DoD standard.  determined that  

Force is challenged in   of the network traffic due to the  

that they are using, The    for    



   which  does concurrently   NiPRNET  

 

      AF JWICS  a 

UAM program   
 manager,  

assurance activities. 

U S A F : ( b ) ( 7 ) ( E ) 

           deployed 

it in         privileged users   subject 

to U  monitoring. U S A F : ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

Another   stated that     for    will be rolled  to 

weapons systems,    Common  System    

     on 

  of the  program   three  

•       



  Phase  systems, such 

 

   is deployment of UAM   and' 

 Planning, design, programming, development,  

          fashion   

 by  reality. 

 The Air  operates five SAP networks within its enterprise. When an 

anomaly is discovered  the network  i t is viewed  within the confines of 

  network.  Network Operations   

with each   there is common vulnerability or details      

be shared without violating the SAP's integrity. 

 The         monitored at the same 

 as JWICS. The raain difference is that      nqt be an 

 effort but a general  covering  SAP platforms.   

 notany UAM tools on the    Air Force is testing some for 

deployment. 



 The Air  is not fully compliant with the  standard of 

implementation of UAM on its JWICS system.  Air Force is not compliant with UAM 

implementation on its SIPRNET and SAP  

 The Marine Corps started an  program is led by a working group which 

consists of representatives from USMC    

civilian and militaiy representatives from human capital, resource management, 

General Counsel, and the  Program Manager. The Marine Corps'  program 

resiides in Plans, Policy, and Operations  The Marine Corps'  representative 

participates in the DON InT working group. 

 
OSD/JS : ( b )   sec,  

   e  e   e Corps is focused or 
 ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

 Marine-Corps  Activity Monitoring Program 

 The Marine Force Cyber  is currently  [ D o D O I G :  ( b ) ( 7 ) ( E ) 



  Marine Corps  Activity  developed its insider  

p    u ant   requirements,     "Use of au  it   

insider threat/'       implemented  the  

 Force level tlirough the Marine  Intelligence,  

         2015  

 

        foe 

Marine Corps University,  Expeditionary Force, along with the   

       Marine Corps JWICS enterprise. 

 The     on       

few  with access to it, A two-person  rule for  and  

changes or updates is  This includes   and    

 The  triggers provide   video capture    

 Manager    review.  event requires fri rther    LAM 



     

will pass the data to the  program Manager to check  data     

will send the  reportto   working group to get approval to do an  

and analysis, This could result    the commanding officer of the suspect or 

an    

 The USMC InT program is woridng on a cross domain solution in FY  

      information  could  information 

up to J WICS for  

 

 threat  feed   branches of the   

 as a viable threat capable   graye damage     

the absence of DoD policy, the Military Services created  programs based  

  within  and  minimum standards, DoDD  

    policy  the    

 is   the coordination  

 The  program         its own 

 

 possible   has already been identified 

 the  "Guide to Accompany the National  Threat Policy and Minimum 



 and the DoDD 5205,16, is to establish the  program office within the 

 Additionally, the Military Services should  Service level  program 

offices applying the same standards as that in the  

   
       Insider Threat senior official establish  

     to  the  in 

     are  to; 

a.    management, accountability, and oversight ofthe DoD 

 Threat  

 (Uj        Defense  

 a     the DoD insider threat program,  

c.  Develop a DoD level insider threat implementation  

 The Director for Defense Intelligence, on behalf of the Under Secretary of Defense 

for  concurred with recommendation  Lb,, and  providing the 

following  

 Recommendation l.a:  An internal assessment is being conducted  

   organizational structure for the DoD insi 

office,   expected in  2015.    

     Of    Defense  

       threat   the 

enterprise   placed a  Insider Threat 

Task  With the addition    contractors  for  6, 



   Branch  fre   to 

management   functions   national  DoD insider 

 

       for  

insider threat the  has included resource  in  

current and previous  Program Budget Review cycles,    

         Secretary of 

Defense and  recomm 
 ( b ) ( 5 ) 

Additionally,           

insider threat nexus for possible enhancements,     

will continue  collaborate  identifying  resources needed,  

sources,  pursuing those actions required to   em." 

 Recommendation  "Agree, The DoD  plan has been 

written and coordinated with all DoD Components,  of  plan  

projected in the first quarter of CY 16," 

(U) The comments   for    and  responsive: 

and require no further action. 

  
(Uj  recommend the U.S. Army       Navy Plans, 

  and  

        Operations  

     Primary Responsibility to   



  the  and  DoDD  which include but are not 

limited  

  Implement  user       

Standards for Executive Branch  Threat Programs on all  

networks, 

   Establish    policy, 

    InT implementation plan, 

  Monitor  report progress  implementation  their insider 

  

     requirements in  program objective 

      (I), 

 The Director,  on behalf ofthe Chief of    

 and  providing the following comments: 



[ A R M Y :  ( b ) ( 7 ) ( E ) 

(Uj The U .S. Army non-concurred  

 

 The comments  U.S. Army for recommendations   and  were 

 and require no further action. Although the Army non-concurred with 

recommendation  their action to obtain InT funds meets  intent of our 



(   Director,  Staff,  behalf of  Chief of Na val    

      providing  following comments; 

 Recommendation   concurs  this  In  

            policy 

coordination for    

 Recommendation  "OPNAV concurs with this recommendation. 

In October 2015,  DNS   the     report  

delivery          completion  

      Plan, additional 

accomplishments, resources allocated, insider  risks identified, 

recommendations,  for Program improvement, and that identifies  

 or challenges. Further,  will  programming, 

recommendations: to CNO for Navy  Threat The DNS will  



reviews of  Navy's InT  to ensure  with policy guidance, 

   conduct and. report  

 Recommendation 2.e: "OPNAV concurs with recommendation.  

     Board  Governance  to provide 

senior leadership recommended actions, prioritization, planning,  

in  sharing and  of activities in support of   

  In July 2015,  provided the  a Navy  to  

Security analysis, which defined and:   gaps in InT to  

Security controls, and recommend  or modified  and associated 

       manpower  

to ensure U.S. navy meets  threat program  

 The comments ol'  U.S. Navy for    2.d., and   

responsive and require no further action. 

(U) The Administrative Assistant, on behalf of the Chief of Staff, concurred with 

recommendations          

 Recommendation  "The  Force agrees   

recommendation.  Air   a  for 

     networks  identified  

requirements to  UAM to Special Access Program and   

 is competing for funding in FY15, pending the outcome  

  currently in  The Air Force has  

  portions of the  Red network fabric and  to fully meet the 

classified network requirement   The  Force   

    review     we will  

UAM to the appropriate amounts in accordance with  threat 



  competing         and   

   fonding.adjustrnents/' 

  2x: "The Air Force agrees with  recommendation. The 

Air Force  final  coordination      

on 9 August  and expects final  by    

 Recommendation   Air  agrees with this recommendation, 

The Air   completion    Threat Task 

Force  on 26  une 2  and is   an assessment  the  

on  December         

 the intelligence, security forces,    

communications, operations, personnel,  nuclear enterprise communities, 

meet monthly to, review  implementation and work evolving  

   "The     this  

The Air Force completed  cross functional  gap analysis on  

  The Air Force will address funding in the  PGM. 

(U) The comments  U.S. Air Force for recommendations      

responsive and require no further action. 

 The Assistant Deputy  for Plans,  and Operations, on behalf  

the Commaudam  Marine Corps, concurred with recommendations    

2.d., and 2.e., providing the following comments: 

 Recommendation   Current UAM [and audit) is  

conducted a t  M arine  Intelligence Activity   the  

Worldwide Intelligence  System  and there  



 underway to expand this capability to the      

Cross  Solution (CDS),  

(U) Marine Corps  Command  is deploying a   

Security System   Loss Prevention  capability on  

SIPR network and user's computers and work  

  DLP  have  completed    Command, 

Control,   Computers   

   creating an  Needs    

      data 

and    

 Recommendation  "CONCUR.  policy for the  Corps 

   was  on 10 April,    

187/15  the focus  intervention   prevention    may 

result in damage or destruction to  Corps persons, places,   A 

supporting Marine Corps Order   currently being drafted   

include  recent revisions to the  of Defense (DoD)   

policy.      the  is  Quarter  

 Recommendation  "CONCUR. Concurrently with the draftingqf the 

supporting   implementation plan  currently being drafted,  

estimated signature date for the implementation plan is 3 rd Quarter  

 Recommendation   Security    providing 

     monitoring, for  development  

 the Marine  Insider   

(UJ Recommendation  "CONCUR. Current    

being entered into the  Corps     

process.    capabilities, gap,   analysis. 



.   

The    this process will inform the investment strategies 

for the  POM  The estimated completion date for the Capabilities 

Investment Plan  submission   Quarter  

 The comments   Marine Corps for recommendations    

 were responsive and require no further action. 

  



j 

 We conducted this assessment from April   through   in  

with Council ofthe Inspectors Genera! on Integrity and Efficiency  Quality 

Standards for   Evaluation,    we plan  

perform the assessment to obtain sufficient,  evidence to  a 

reasonable basis for our finding    on our  [or  

objectives,     evidence  provides a reasonable basis for our 

finding and conclusions based on our assessment objectives, 

 The   was limited to  Military Services. We assessed  

of the  Services'  

initial  of their initial operational  Specifically,  focused  the 

authorities, roles, responsibilities, and available resources. To      

different  the   

DoD Insider Threat Program was  delivered, and overseen. 

 We did  to provide an impact  ofthe type of methods 

used within  Military Services'     showing a   

Nor     financial accounting; of the Insider  Program* 

 We reviewed    include   Orders, DoD 

issuances, and Military   issuances. This  provided the 

baseline standards for the   its oversight. 

      follow-up discussions  phone  

e-mail with    points of contact,  information identified the 

effectiveness of the     ow  is managed   as InT resource 

 at the  and Military    also  the status of 

 cyber monitoring efforts. 



(U) We did  use computer-processed data to perform this asses 

(U) During the last 5 years, the Government Accountability Office    

project discussing [DoD's insider Threat Program]. Unrestricted GAO reports can be 

accessed  

(Uj     Should Strengthen Management and  

to Protect Classified Information and Systems," April 



  

 We  relevant policies from national-level down  Service 

 task orders to show the progress being  in policy development 

We focused on  policies related to network monitoring and  

  Order  

(UJ  Order  Reforms to   Security of Classified 

  of Classified Information/' 

October     in classified information   

safeguarding.    i        the 

Department of Justice  and National    Many 

executive     proyide  to  ITTF The 

m ission of the task force    a       for 

 detecting,  mitigating insider threats. This activity will cover policies, 

 -priorities    security, counterintelligence  

     other   and prac 

agencies,. 

 National  and Minimum  

      Policy   standards for 

executive branch insider threat programs was published on November  2012.  

 developed and issued the minimum standards and  for implementing  

program capabilities, to  monitoring of user activity on United States 

  This  to audit data collection  for insider  

     with triggers deployed on classified 

•TO  . , j i.   



networks to detect,  and  anomalous user  for  of 

misuse. 

(U)    include  user activity on U.S. Government 

networks;      information;  training  

insider  and  reporting   Agency heads will  insider 

      either internally or external  the 

organization, This UAM  all     detect  

indicative of insider threat behavior.  Level  (SLA) must be  

 agencies that operate or  classified network connectivity  systems,  do 

not have the capability to perform UAM. The SLAs will outline the capabilities the 

provider  employ to Identify  user behavior and how that  

 to the subscriber's  threat  

(U) The  Standards  are applicable to each  17  agencies5, 8 of  are 

located within DoD.  Committee for National Security Systems   

directives which govern each ofthe          es with national security 

 

 

 The  of  Director   Security    the 

collection of  data  !C Standard  500-27,    of Audit 

Data,"    elements  audit information  within the  

information  to      

insider threats),  and deter    

   of       Force Intelligence,    
       Agency,  of En 
     State, Department of Treasury/Drug Enforcement 

Agency,. Federal Bureau of-    intelligence,   
   Office, National Security  Navy  



    The Military       

        to     

 obtain   and perform file  for all   to 

    or disclosure. 

 The  issued    of   for Insider Threat  

 2011,  order to use the data collected through  for   threat 

        for   

  appropriate  and         

appirehension, and, as appropriate,  of'those insiders who   

security      data     mus   

used       activity hy personnel   

  an insider  

   

Triggers must  capable of detecting insider      

      must be      non-

 manner, based On  

and        IC information resources. Triggers  

    mission activities   given      

        

authorized,  rules and procedures   the   

  

    on  National Security Systems  

      directive requires   

Executive Branch departments/agencies    insider threat capabilities 

 
       of the  Community. 

 (U) Triggers are parameters that signify an anomalous  activity   an  
    use pr unauthorized disclosure, 



  

to protect nationaJ  systems in   the Presidential Memorandum. 

The insider threat   are comprised of    

and the national security information    or 

exploitation by insiders, Many D/As have existing processes, policies,   

to address insider th reats,        agency and are 

  These     information assurance, 

human resource,   counterintelligence, These capacities, When 

synchronized with  other and automated to the  extent possible, can  

       exploitation of 

national security systems. 

 According      own    

   U       attribute user  The 

  required'  Federal      

security systems and  information    capabilities to collect user 

  key  monitoring and full application   email chat,  

import  export), obtain    tile shadowing/for all lawful 

      however,  

 to    as toeir missions    

organizational risk  

    that UAM    accomplished by th 

the     monitor  activities on  network, Each D/A 

must develop  maintain  triggers that reflect the  environment of the 

Individual D/A, Some of these triggers that could indicate     on  

national  system Include:    failure/change, 

baseline  excessive activity, evidence tampering,  malware, 

network traffic   violation, system  change,, and user 

  

     



(Uj Undersecretary of Defense for Intelligence 

 I t is DoD policy that the  

 detection  mitigation, The DoD    t  will gather, integrate, 

review, assess, and respond to   from  sources,   

     

personnel     (AT)   law 

    of user activity On DoD information   

     appropriate  identity,  and   

 

 The DoD    the   Threat  are to 

      to  e  t     to 

  threats  DoD information  

(U) The delay in the development and publishing  DoD Insider Threat Program 

Directive did not hamper the Military Services' development of their insider threat 

program policy, The Army, Air Force, and the Department  Navy published their 

insider threat program policies prior to the Office  Undersecretary of Defense for 

Intelligence's  insider threat directive. The Militaiy Services were able to do 

this by using the N1TTF minimum standards as a guide in thepolicy  

   

             



  ( b ) ( 7 ) ( E ) 

    US.  

 The  of the   issued  of the Navy instruction 

       Program," on August  

     to both   and the  Corps, Thi 

 dictates that the DON will  technical   monitor user 

activi ty on  systems in support of  continuous  

 The   has   the       

  techniques   networks     

  that    threat activity, 

 The Office of the  of        

       This instruction, which applies to: 

    

 capability to raonitor user activity on all Navy   systems.  

  Directorate 

   the   lead      

 the Navy  The Office  Naval   to  the 

     

 The         Corps Order  for insider threat 

  anticipates     be ready   for comments by 

 2015, 



  Force ' •   

 The Department of the Air  issued AF   

 Program  on August   This instruction  assigns 

 for the oversight  management of     Threat 

Program,      Program     

audi ting as one of  focus areas, Available monitoring   capabilities must 

support-insider    

Monitoring    must be integrated  the overall insider threat 

mitigation  Capabilities should consistently be improved in order to  

 and future Air  requirements   as-Federal and  

     best practices to  and detect 

anomalous  

      

as the designated representative  insider    and 

accountability, is     procedures that support 

 detection and: 

mitigation, 

 The AF Chief   Dominance and    procedures  

   of applicable networks and  to support  

threat deterrence, detection,   

 The AF Deputy Chief of Staff for intelligence, Surveillance and Reconnaissance is 

     

        to securely 

proyide insider threat program personnel  timely,   access to 

        threat issues, 

 The  Deputy Chief of Staff  Operations, Plans, and    

cyber       and audit user activity in 

accordance with  Cyber Command   



Office of the Under secretary of  for   

Office of  Under Secretary of Defense  

Office ofthe   Officer _ _ _ _ _ 

Defense Information Systems  

  

U.S. Navy 

   

 Marine Corps 



    INSPEC I OK   1 H L  1  U E  
(ATTN: D E P U T Y ASSISTANT  G E N E R A L . 
IN T E L L I G E N C E AND S P E C I A L P R O G R A M A S S E S S M E N 

 E V A L U A T I O N S ) 

S U B J E C T : Draft   Defense Inspector General Report.  ofthe 
Military Services'  Threat Programs." (Project No. 
0043.000) 

 hank you for  opportunity to respond to the Inspector General's draft report and 
discuss the Department of Defense (DoD) insider Threat Program with your  We are  
agreement  your recommendations and have already taken actions to address them. Please 
see our comments  draft report in   

1 would ask that your team reconsider the assessment   efforts to publish  
DoD insider threat policy were not timely. As your report  the  became the  
Senior  for insider threat in September  and the Deputy Secretary of Defense  
the DoD insider threat policy  September  Our processing and publication ofthe 
Department's insider threat policy fell within the time standards sot by the D Q D Directives 
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(Intelligence  
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 a DoD   implementation plan. 
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SUBJECT; Army  to   Assessment      
Threat  

MICHAEL R. SMITH 
Major General. GS 
Director,  

toft   O N L Y 
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INFO-MEMO 

August   

FOR: DEPARTMENT   INSPECTOR  

F R O M :  D M R. R.   Navy  

S U B J E C T : D o D IG  of  Military Services*     

*     Naval Operations    lo provide   on  

D n D I G Assessment of  Military  Insider Threat  On'!   

major report finding is  the Military Services are not yet fully compliant with the 

Insider Threat Minimum Standards. The Military Services I n T  had. 

 guidance from    threat senior official end 

consistent  insider Threat program resources. 

•     major finding, 

•  Attached- is    or completed N a v y  address  D o D  
compiled recommendations. 

ATTACHMENTS:. 
 stated 

  SCO  
   Aug 2040 
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   and/or  Navy actions    D o D   
    ions •    

     
       of  Responsibility to execute   

stated   minimum   in  5205.16, 
  O P N A V concurs wilh  
   designated a Senior  for  Navy  an office of  

responsibility       of Navy   (DNS)   

and management ut  Navy 's   Program. I he D N S directs  
 resource  and  efforts  detect,  r and 

  insider    in   the minimum standards    >D   

t   *  I  Deputy Chief of Naval Operations  Information  t  
 the  Threat to   Office to develop       

insider threat  and response capability  review      
derived from   c    and other sources  necessaiy. 

  
    the  activity monitoring aspect  Minimum  lot   

  Threat  on all classified  
.    concurs   
   he DC N O  established an   to Cyber  Office  

coordinate and manage anomaly detection.  assurance and  in support pi 

 D N S . 

 
OSD/JS :    sec.  N A V Y :    sec.  

    July 2015.  he Space and   Systems   
provided the  a Navy  to Cyber Security  which recommended new 
or modified controls and associated architecture  along wills   and 

  to expand   coverage lo all networks.  he   



  Group       reqturemiCTilK/  
   to  A M coverage   in  18, 

[OSD/ . IS : (b ) ( I ) ,  sec.  N A V Y :    sec.  

 ( I 1 )    implementation   
    concurs with  
 (L?)  June  The DNS drafted  InT  Plan  is in formal  

 for    

d.  Monitor and report progress on  implementation of their   at  
   concurs  recommendation. 
   t l , lO)  October   DNS  oversee    annual "  

lor delivery to the  which   update on the completion ot   
 in  InT Implementation Man. additional   .     

insider threats     for  am     
that identifies major impediments    D N S will  
programming recommendations to  for Navy    at. 

      reviews of the Navy's In  program to   
with policy  including a requirement to conduct and ...port  •      

  Identify internal   in a  objective      
      with  
  )   the Navy  der    of Covenantee t   lo   

 leadership      sunning, 
information   and execution of activities in support of a comprehensive Navy In  P, 

    July          a Navy    r   
 which defined and documented existing  . in  lo f   entity  

and  new or   aud     
with  resource and manpower   ensure U.S .     

 program requirements, 

     develop InT     present to  

    POM.. 
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 DC 

     

 fo   i OR    1 Of Of 1 !    OR   

 HQ  So l   
 Air   

\ \     

        (DoDIG)  Report    
      )  

  reviewed the      2a.    e: 

...        (1     
  litis for   Branch      on       >,. 

                  
analysis    . j    classified  n      
(<> expand      ers s    This    

                 Air 
 litis    1/    of lite         to  
  classified  requirement    flu        

  still        i       
        threat          

    and the      any funding  

  )        tii     
Willi (his  The   completed    
of in    ou "    ami expects  publication  
4   

tl. (I, ) Monitor  report progress on    then  
   Air    this ret   tin -Ur    

initial   lo  Insider threat lush         
    an   the           

n  includes   participation tram the        
inspector general.    and    

       and    

 



CLASSIFICATION: 

     in  funding  in     
 ( P O M ) to  The  I    this    

   cross functional          
f orce   funding in the /•)    
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 T h i s  t h e U n i t e d         
    s i        i     

        '.  M i l i t  
   T h r e a t   j   A u g u s t , 2015. 

( P r o j e e t    

(51)   t h e    
 ''      G ) , o u t l i n e d  t h o   :.  

 G e n e r a l ' s   B r i e f ,  a t t a c h e d .  o v e r a l l 
         

 The   o f   tea   

  DURHAM 
    
      

A c t i n g 

  \'  v   
... . t , 



 •         

         

     D o D  ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

 ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

  tt-oponoa:  C u r r e n t      
        

   'Systems.-     a  
        

  O I G : ( b ) ( 5 ) , ( b ) ( 7 ) ( E ) 

 T h r e e  p i l o t s      C o r p s 
Command, C o n t r o l , C o m m u n i c a t i o n s ,     
MCSC 

  i s c r e a t i n g a n      
p r o c u r e a s i g n i f i c a n t a m o u n t o f s t o r a g e  c o 
b e t t e r s u p p o r t  a n d u s e r a u d i t i n g  

M o t e : D u r i n g A u g u s t 2 0 1 5 ,     an 
  b y t h e C a r n e g i e M e l l o n c o m p u t e r  

r e s p o n s e t e a m ( C E R T ) t u  t h e    t h e 
M a r i n e C o r p s i s c u r r e n t l y d o i n g I n s i d e r T h r e a t f u n c t i o n s a n d  
 

 



   taqtfEmtkmm    i n  
     

    a n    
 

 USMC  C O N C U R . C u r r e n t p o l i c y     
I n s i d e r T h r e a t P r o g r a m   on 10 A p r i l , 201b v i a 

 1 8 7 / 1 5 w i t h   o n    
 o f t h r e a t s w h i c h   i n  c r d e s t r u c t i o n 

t o  C o r p s    t h i n g s . A  
M u r i n e C o r p s O r d e r (MCO)   b e i n g d r a f t e d  w i l l 
i n c l u d e t h e r e c e n t r e v i s i o n s t o t h e D e p a r t m e n t o f D e f e n s e (DoD) 

 T h r e a t p o l i c y . T h e e s t i m a t e d s i g n a t u r e d a t e f o r t h e  
 3 r d Q u a r t e r  1 6 . 

    a n  - T h r e a t 
  ' 

     w i t h t h e d r a f t i n g o f 
t h u s u p p o r t i n g MCO, a n  p l a n i s c u r r e n t l y b e i n g 
d r a f t e d . T h e e s t i m a t e d    t h e   o n 

    F Y l  . 

   T h r e a t  A r e a C h e c k l i s t i s u n d e r 
 a n d w i l l   on   G e n e r a l o f  

M a r i n e C o r p s I n s p e c t i o n D i v i s i o n    T h o 
e s t i m a t e d c o m p l e t i o n i s e s t i m a t e d d u r i n g    

     r a n d r e p o r t p r o g r e s s on t h u 
 o f t h e i r  T h r e a t  

 USMC   B r a n c h      y 
p r o v i d i n g  t o i n c l u d e   a n d  

     f t h e     
 

 T o    x    t h e t o t a l 
       a n     

    M a n a g e m e n t a n d A n a   
     rand r      

   r i  o n  I n s i d e r  who may   r i s k t o 

J 



     , • >   -   
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 o f       
 H o .     

  t h a        

TOersonnnl,  n e t w o r k s , a n d   
    w i l l  i n f o r m a t i o n   

d e r i v e d f r o m N I P R ,        
c o l l e c t a n d d i s t r i b u t e I n s i d e r  i     

  c o l l a b o r a t e c l o s e l y  t h     
      s   

  O p e r a t i o n a l C a p a b i l i t y ( I O C ) f o r t h a   
 f o r       V-:. i n     

  

A d d i t i o n a l       
 w i t h   o f t h e    o f 

S e c u r i t y E n t e r p r i s e s on t h e f e a s i b i l i t y     
 M a r i n e C o r p s I n s i d e r T h r o a t  a n d      

   I d e n t i f y i n t e r n a l I n s i d e r T h r e a t f u n d i n g , 
r e q u i r e m e n t s i n a P r o g r a m     ( P (    

    C u r r e n t I n s i d e r   
 b e i n g  i n t   C   t   

  p r  T h i s     
 g a p ,       

i n f o r m a t i o n d e r i v e d  t h i s p r        
 f o r   PCM      

 f o r t h e  I n v e s t m e n t  ( C I P )     

  1 6 . 

Notes f r o m       w i t h    i t i  
s t r a t e g y o r a t t e m p t t o e n g i n e e r       
t o p  w h a t a l r e a d y  l i s      
N e t w o r k (a n e t w o r k o f n e t w o r k s )  u n t i l  h a v  d o n e  
t h o r o u g h a n a l y s i s , a n d h a v e a c l e a r  o f  t r u e 
g a p s . T h e M a r i n e  h a s   i   t e c h n o l o g y 
i n  p e r f o r m i n g a n u m b e r o f      
(CM) a n d a u d i t / m a n a g e m e n t    w o u l d l i k e t o   

      d o i n g o u r  
d i l i g e n c e w i t h t h e a n a l y s i s b e f o r e p u t t i n g t o g e t h e r a B u s i n e s s 
C o s t A n a l y s i s ( B C A ) a n d a s k f o r m o r e f u n d i n g f o r  B a s e d o n 

    v a t o d a y ,  b e l i e v e   
  r e q u i r e d t   a b i e . c r . i v r  T h e 
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   Branch       
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