INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350-1500

February 23, 2018
Ref: FOIA-2016-00016

SENT VIA EMAIL TO: saftergood@fas.org
Mr. Steven Aftergood

Federation of American Scientists

1725 DeSales Street NW, Suite 600
Washington, DC 20036

Dear Mr. Aftergood:

This is in response to your October 7, 2015, Freedom of Information Act (FOIA) request
for report DODIG-2015-184, Assessment of the Military Services Insider Threat Programs. We
received your request on the same day and assigned it case number FOIA-2016-00016.

The Deputy Inspector General for Intelligence and Special Program Assessments
conducted a search and found the enclosed document responsive to your request. | determined
that certain redacted portions are exempt from release pursuant to 5 U.S.C 8§ 552(b)(5), which
pertains to certain inter-and-intra agency communications protected by the deliberative process
privilege; 5 U.S.C. § 552(b)(6), which pertains to information, the release of which would
constitute a clearly unwarranted invasion of personal privacy; and 5 U.S.C. 8§ 552(b)(7)(E),
which pertains to records or information compiled for law enforcement purposes, the release of
which would disclose techniques and procedures for law enforcement investigations or
prosecutions.

Additionally, in coordination with the Department of the Air Force, Department of the
Army, Department of the Navy, the Defense Information Systems Agency, and the Office of the
Secretary of Defense/Joint Staff, further portions of information are exempt from release in
accordance with the following FOIA exemptions:

o Department of the Air Force: 5 U.S.C. § 552 (b)(1), which pertains to information
that is currently and properly classified pursuant to Executive Order 13526,
section 1.4(a), which pertains to military plans, weapons systems, or operations;
and section 1.4(g), which pertains to vulnerabilities or capabilities of systems,
installations, infrastructures, projects, plans, or protection services relating to the
national security. Other portions are exempt from release pursuantto 5 U.S.C. §
552(b)(7)(E);

e Department of the Army: 5 U.S.C. 8 552(b)(1), section 1.4(c), which pertains to
intelligence activities (including covert action), intelligence sources or methods,
or cryptology; and section 1.4(g). Additional portions of information are exempt
under 5 U.S.C. § 552(b)(3), which pertains to information exempted from release
by statute, in this instance 10 U.S.C. § 130, which pertains to unclassified
technical data with military or space applications; 5 U.S.C § 552(b)(5); and 5
U.S.C. § 552(b)(7)(E);
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e Department of the Navy: 5 U.S.C. 8 552(b)(1), section 1.4(g) and; 5 U.S.C. 8§
552(b)(7)(E);

e Defense Information Systems Agency: 5 U.S.C. § 552(b)(7)(E) and,

e Office of the Secretary of Defense/Joint Staff: 5 U.S.C. § 552(b)(1), section
1.4(c); 5 U.S.C. § 552(b)(3), 10 U.S.C. § 130; 5 U.S.C. § 552(b)(5) and; 5 U.S.C.
8§ 552(b)(6).

If you consider this an adverse determination, you may appeal. You may submit an
appeal to the Department of Defense, Office of Inspector General, ATTN: FOIA Appellate
Authority, Suite 10B24, 4800 Mark Center Drive, Alexandria, VA 22350-1500. Your appeal, if
any, must be postmarked within 90 days of the date of this letter and reference the file number
above. | recommend that your appeal and its envelope both bear the notation “Freedom of
Information Act Appeal.”

You may seek dispute resolution services and assistance with your request from the DoD
OIG FOIA Public Liaison Officer at 703-604-9785, or the Office of Government Information
Services (OGIS) at 877-684-6448, ogis@nara.gov, or https://ogis.archives.gov/. Please note that
OGIS mediates disputes between FOIA requesters and Federal agencies as a non-exclusive
alternative to litigation. However, OGIS does not have the authority to mediate requests made
under the Privacy Act of 1974 (request to access one’s own records).

If you have any questions regarding this matter, please contact the Department of
Defense, Office of Inspector General FOIA Requester Service Center at 703-604-9775 or via
email at foiarequests@dodig.mil.

Sincerely,

Ltk

Mark Dorgan
Division Chief
FOIA, Privacy and Civil Liberties Office

Enclosure(s):
As stated
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Mission
Our:mission-Is to provide:independent, relevanft;and*timeb/'ovefsig}hc:
of the Departirient of Defense that supports the warfighter: promotes
accountability, integrity, and efficiency; advises the Secretary of
Defense-and Congress; and informs the public.

Vision |
4 Qur vision Is to be g model oversight organization in the Federdl
Government by leading change, speaking truth, and promoting
excellence—a  diverse organization, -working together -as one
professional téam, recognized asleaders in our field.
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Assessment of the Military Services’ Insider Threat Programs (1]}

- {U)We conducted this assessment ta
determinethe level of compliatice:of the
Military Services with Executive Order 13587
v=andi’tlie"Nation,él Insider Threat Policy and:
‘Minimum Standards for Executive Branch
‘Tnsider Threat Prograims with implementing
‘user activity monitoring,

{(U) The Military Servicesare not yet fully
compliantin'meeting the Insider Threat

minimum standards beeause they lacked:
»  Implementation guidance fromithe
DoD level.insider threat senior
official.

s Cpnsistent DoDlevelinsider threat
programresources.

‘We récommend that the Under Secretary of
Defense'for Intelligence comply with ,
‘DoDD.5205.16 to facilitate establishing the

‘Military Services’ insider threat program by:

Visit:us at wwiw.dodig.mif

o (U) Establishing an office of primary responsibility,

» (U Developing‘a plan to fully fund the DaD insider threat program,
and '

s (U) Develepment.ofaDoD level Insider Threat implementation
plan.

(U) We recommend that the Military Services comply with the National
Insider Threat Policy and Minimum Standards for Executive Branch Insider
Threat Programs-and. DoDD 5205,16 in order to reduce the threat of insider
threats.

(U) The Director for Defense Intelligence, on behalf of the Under Secretary of’
Defense for Intelligence, concurred with all recomimeéndations in the report.

{U) The U.S: Army’s Director G-34, on behalfofthe Chiefiof Staff, non-
concurred with recommendation 2,e. However, the respense provided met
the intent of the recommendation requiring no further action. TheDirector

~ congurred with all other recommendations in the report.

(U) The U.S. Navy's Director of Navy Staff, on behalf of the Chief of Naval
Operations; the U.8. Air Force's Administrative Assistant, on behalf of the
Chief of Staff; and the 1.S. Mariné Corps’ Assistant Deputy Commandant, on
behalf of the Commandant of the Marine Corps; concurred-with all
recommendationsin the report.
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(U) Recommendations Table

 Recommendations  No Additional Comment

‘Management : : L
: g - . Requiring Comment - Regliired

Under Secretary of Defense for Intelligence : la,1b e

Chief‘ofv,vStaff, .S, Army 28,24 2.

Chief oquvalOperations . 2.3, 2:c, 2.d, 2.e
Chief of Staff, .. Air Force 23,224, 2e
Commandant of the Marine Corps 2.:a,2b,2.c,2.d,2.e

(This table is UNCLASSIFIED)




INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-5704

September 29,2015 .
MEMORANDUM FOR-UNDERSECRETARY OF DEFENSE FOR INTELLIGENCE
CHIEF OF STAFF, UNITED STATES ARMY
- CHIEF OF NAVAL OPERATIONS
CHIEF OF STAFF, UNITED STATES AIR RORCE
COMMANDANT OF THE MARINE CORPS

SUBJECT: Assessment of the Military Services’ Insider Threat Programs ()
{Report No: DODIG-2015-184)

(1) We are providing this report for your information and use. We found that the Military Services
were not [ully compliant in meeting the minimum standards.identified in the National‘Insider Threat
Peolicy and Minimum: Standards for Executive Branch Insider Threat Programs, November 12,2012
We conducted this assessment in-accordance with the Council of Inspectors.General on Integrity and
Efficiency Quality Standards for Inspection and Evaluation.

(U) Weconsidered management coriments when preparing the final report. The Under Secretary.of
Defense for Intelligence concurred with all recommendations; the U.S, Army concurred with
recommendations 2.a-and 2.b, but non-concurred with recommendation 2.¢, but their response met
the intention of our recommendation requiring no furtheraction; the U.S. Navy concurred with all
recommendations, the U.S. Air Force concurred with all recommendations; and the U.S, Marine Corps
concurred with all recommendations. Therefore, no additionalactions or comments are required,

(U) We appreciate the courtesies extended to the staff, Please direct questions to.meat
(703) 882-4860 DSN 499-4860.

i
;-« ’j?// g s,
,,ﬂ,wf"’ﬁlfthmﬁfﬁ%ginas
T Deputy InspectohGeneral for
~ Intelligence and Special
Prograrm Assessments
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(U} Introduction

(U} We conducted this assessment to determine thelevel of compliance that Military
Services implemented toward Defense and National Insider Threat (InT) Policies,
including initiatives to address threat mitigation-and vulnerability reduction.

(U) We focused our assessment on the minimum standards identified in the National
Insider Threat Policy'and Minimum Standards for Executive Brarich Insider Threat
Programs, November 12, 2012 (hereafter referred to as minimum standards). The
minimum standards include the capability to.gather, integrate, and centrally analyze
and respond to key threat-related information; monitor employee use of ¢classified
networks; continued evaluation of personne] secxnrity.infbrmation; and provide the
‘workforce with insider threatawareness training. ‘Of all the minimum standards, we
only reviewed the status of the user activity monitoring capabilities (WAM) within the
Military Services aspect of the minimum standards, The analytical capability and
continuous evaluation aspects of the minimum standards were still in developmentand
could notbe reviewed at this time. ' '

(1) Theconcept of insider threats is notnew, Recentinsider incidents have been
highlighted by the-crimes committed by former FBI Agent Robert P. Hanssen - 2001;
former Defense intelligence Agency senior analyst, Ana B, Montes -~ 2001; former U.S.
Army Private First Class Bradley E. Manning - 2010 (currently known as Chelsea E.
Manning); and leaks of classified information to mainstream media allegedly by former
National Security Agency computer professional, Edward |. Snowden - 2013,

(U} After the 2010 classified information disclosures, President Obama issued
Executive Order 13587, “Structural Reforms to lmprove the Security of Classified
Networks-and the Responsible:Sharing and Safeguarding of Classified Information,”
October 7, 2011 (E.0. 13587), which was followed by the minimum standards on
November 12, 2012, DoD Directive 5205,16, "The DoD Insider Threat Program” (DeDD-
5205.16), September 30, 2014 (See Appendix B}, was published during this project.
DoDD5205.16 not only implements the guidance identified in E.0, 13587 and the
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minimum standards but also expands the minimum standards to DoD information
networks.

(U) E.O, 13587 and the minimuam standards mandated the Military Services establish,

_their Insider Threat (InT) Programs on classified networks by conforming to the
minimum standards. This:initial mandate did not provide dedicated insider tlireat
funding causing the Military Services to execute their programs from existing internal
budgets!, Asa result, the Military Services slowly moved forward with-the development
of their InT programy and UAM implementation.

(U/ OB E.0. 13587 created the National Insider Threat Task Force to create
national level insider threat policy and help Executive Branch Agencies.with the
implementation of their insider threat programs. To do this, the NITTF published a
“Guide to-accompany the NationalInsider ThreatPolicy and Minimum. Standards® in
November 2013, This guide states Agencies “should establish a program-office” tp-
exerute InT policy and program implementation plan. :

(U/ APeu®) Some financial assistance was offered by the Office of the Director of
National Intelligence {ODNI) to'the Intelli gence Community, which include the military
intelligence-components of the Military Services, in the development of UAM
capabilities.on the Joint Worldwide Intelligence Community System [JWICS).

(1) We will provide a copy of the final report to the USD(I) and senior officials
responsible for internal controls. in the Army, Navy, Air Force, and Marine Corps.

"{U) Budgets were reduced because of the Budget Sequestration taking effectin 2013 which refers 1o
automatic spending cuts of about 51 trillonto the U,S: Faderal Governmant, and the pro,posed“
FY'2015 Defense Budget which is $0.4 billion less than enacted in FY 2014 approptiation.
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(U) Finding

(U) The Military Services' InT programs lack:

= (U) Implementation guidance from the DoD level insider threat
senior official, and

> (U)Consistent DoD level Insider Threat program resources.

(U//#e88) Because the DoD level InT policy was notissued in a timely manner,
rmost of the Military Services generated their own InT programs based on the
requirements identified in E.0. 13587 and the minimurn standards. Although
DoDD 5205.16 has been issued, the Military Services are still waiting for
implementing guidance from USD(I). Additionally, the-Under Secretary of
Defense - Comptroller does not have any specific insider threat funds, Lastly, the
Defense Information Support Agency does provide some network monitoring
tools and monitoring services to the Military Services, but the tools donot meet
the specific need of user activity monitoring as outlined in the minimum
standards.

(U) Under Secretary of Defense for Intelligence

(U//#e4e) In a February 2011 me'morandum,‘ the Secretary of Defense directed the

Assistant Secretary of Defense for Homeland Security and Americas’ Security Affairs
{ASD[HD&ASA]) to establish a DoD Insider Threat program. In September 2013, the
Secretary of Defense designated the USD() as the insider threat senjor official. Upon

assuming the duties as the insider threat senior official, the USD({I) took over drafting

bpagyo
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the insider threat directive that ASD(HD&ASA) started in 2011. DoDD 5205.16,
published on September 30, 2014, establishes policy and assigns responsibilities within
DoDr for developing and maintaining an InT program. The InT program must comply
with the requirements and minimum standards to prevent, deter, and mitigate actions
by malicious insiders who represent a threat to national security or DoD personnel,
facilities, operations, and resources. Additionally, the USD(I)is responsible (o establish
an implementation plan, which'is currently in coordination for.comments,

ARMY': (b) (1), EO 13520, secs. 1.4(c), 1.4(g), OSD/S: (b) (1), EO 13526, sec. | dte)

(U/ /P8 In accordance with'DoDD 5205.16, USD(1) is responsible for providing
management, accountability, and oversight pf the DoD InT program. We determined
that USD(1) provides minimal oversight o the InT program based on the following
information:

= (U//ASHe) The USD(I) Deputy Director for Security and Insider Threat,
S ;- tcd that USD(I) did not receive any feedback from
the Military Services after the release of DoDD 5205.16, prompting him

to ask us during the interview how the Military Services' InT programs
aredojng.

o (U//re0e) IR 5o informed us that the lack of a singular In'T
office was an issue and that there should be a central point that DoD
officials could reach out to for information or questions related to InT.
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- (U) Under Secretary of Defense Comptroller

(U//Fe#8) An OUSD({C) SME stated that InT is.an.evolving concept and that there is na
one definition for insider threat yet . No centralized budgets for InT have been
established, but there are cyber monitoring line items within the Chief Information
Officer’s.{C10) budget. Alarge portion of the cyber budgetitems is foundiin the
consolidated cryptographic program (CCP), which is part of the NIP portfolio, The
OUSD(C) SME stated he does not expect InT funding this budget cycle, He also said
there should be more funding within future annual budgets, but the funding will likely
arrive after a-cyber justification is agreed upon.

(u//Pese)

(U) Defense Information Systems Agency

S G s T i Y
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(U) Networks Monitoring Tools
(U//Rea) We determined the current tool that the Services are using for UAM is

ARMY: (b) (1), 10 USC § 130, (b) (7)(E)

o)
- - ———————————

ARG e S




Corps’ UAMrpmgram is the newest, having been ready for aperations since September
2014, but has not received approval to operate on the USMC JWICS network-as of March

(U) We reviewed the status and capabilities of the Military Services’ InT programs. We
limited our scope to the RS

ARM\': (D) (5). (b) (7UE)

'2'(U) Principle Guiding Documents are E.0. 13587 and the, National insider Threat Policy and
Minimum Standards. See Appendix B.
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ARMY: (D) (5). (b) (7)(E)

(U//‘F@H‘@) BARMY: (b) (5). (b) (7)E)
® (U//'F&H’B) ARMY' (b) (). (b} (7)(E)

™ (U/ml ARMY: (b) (5). (b) (7))

@ (U//Fgl IQ) ARMY: (b} (5), (b) (7HE)

(U) Army User Activity Menitaring Program
(U/‘/m) ARMY: (b) (3), 10 USC § 130, (b) (5), (b) (7XE) ]
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(U/ /#6583 The Army has approximately NN workstations.

I, The privileged usersare the

‘computer operators who are in positions of greater nefwork privileges, such as system

administrators

{U/ /e The Army acquired HBSS from DISA in 2010, because the software was
free; however, the hardware was not free, HBSS was marketed to the Army as an
antivirus program with a device control module. The Armyalso activated a rouge
system detector modale.

(U/ e8] The Army conducted a pilot program with the KRR
tools from 2011 to 2012 at the National Ground Intelligence Center (NGIC],

ARMY: (b) (3), 1O
o ‘

OSD/IS: (b) (3). JOUSC §  JARMY: (b) (3), 10 USC § 130, (b} {5), (b} (TXE)
- ARMY:
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(U/,/PBH8) When anattributable and auditable event (trigger), trips in

OSD/S ()11, 10 PINEINS an AJNAP Analyst reviews the data and writes-an incident
assessmentreport (IAR), 1ARs are balanced againstan.organization's mission and what
iS‘»CKl,YFEHtly',BDi,ﬂg on'in thE"WO,l‘ld. ARMY (b) (5), (b) (7)E)

(U7 /F8%8Y. The Army gets its triggers from 1CS'500-27, “Collection and Sharing of
Audit Data," June 2, 2017, (RS

—L

EWARMY: (b) (3). 10 USC § 130, (b) (5), (b) (7)(E)

(U//#848) According to an Army SME, R
I

(U] ARMY: (b) (5), {b) (7UE)
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(OSDAS: (b) (1), EQ13520, sec. L4{c), ARMY: {b) (1), EQ135206, sec, 1.4(e)

(OSDAS: (b) (1), EO13520, sec. L.4{c), ARMY: {b) (1), EO13520, sec. 1.4(e)

(U//&edR) The Department of the Navy (DON), unlike the other Military Departments,
is responsible for two Military Services, the Navy and the Marine Corps. Instead of
waiting on the completion of the DoD Directive, the DON published Secretary of the
Navy Instruction {SECNAVINST) 5510.37, “Department of the Navy Insider Threat
Program,’ August 8, 2013 (see Appendix B) charging the Navy and the Marine Corps to
establish their InT programs. Additionally, it identifies the Deputy Under Secretary. of
the Navy for Plans, Pollcy, Oversight and Integration (PPOI) as the senior exécutive
responsible for the'DON InT management.

(U//Fe4ke) The Navy initated its InT program based on E.0. 13587 and-the minimum
‘standatds, but has been unable to.meet cémpli’ancy with the minjmuni standards due to
UAM not being implemented on each of the classified networks. We determined thata

lack of Department level guidance and InT resources was the primary reasons for the
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shortfal)s. The Director of the Navy Staff leads the Navy's InT program. The Navy
published Chief of Naval Operations Instruction (OPNAVINST) 5510,165, “Navy Insider
Threat Program,” on January 27, 2015 (see-Appendix B).

(U/APe8e) The Navy's InT SME stated that the Navy received InT program guidance
without additional funding? allotted for its implementation. As-Navy money was:
already allocated, Navy had to realign funding te support its InT program. The Navy's
InT program personnel are engaged with the National Insider Threat Task Force
{NIT'TF) for funding? to cover program resource shortfalls andto ensure that Navy has
funding for the program through FY 2015,

(U/ #8H8) The N2N6 (Information and Cyber) is currently working on'the Navy's InT ‘
implementation plan, The Navy contracted with the Navy’s Space and Naval Warfare
Systems Command (SPAWARY), in conjunction with Carnegie Mellon University, to
review resource requirements the Navy needs to build an effective InT program. This
stucly conctuded in-May 2015, and its details were presented at the Navy Executive Brief
injune 2015, Findings from the study will impact the' Navy's Insider Threat
Implementation:Plan because they include recommendations for information
techinology architecture, broad resource requirements, and high level strategy to
establish and sustain-enterprise-wide UAM and Analysis Hubs.

{U) Navy User Activity Monitoring Progrom

(U) The Navy is focusing its UAM resources to cover all Navy JWICS in FY 2015 and
FY 2016 based on risk management decisions. The Navy plans to initiate UAM efforts
on SIPRNET following coverage of all Navy JWICS.

(U//Fe¥ey The Navy implemented the JWICS UAM program within the Office of Naval
Intélligence (ONI), when they had a UAM pilot program in 2012.. ONI receives guidance

(uz Evaluator Comment: Additional funding pertains to-InT program funding allocated irvthe
Natf ‘onal Defense Autharization Act,

(U5 While'the NITTF does not provide funding, the DON appears to be USing the NITTF to advocate
funding for them.
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-and funding from the ODNI as well as the Navy, ONI leadership's guidance was to
approach the program implementation with a crawl; walk, run cohcept to'ensure ON}
implements.a solid program.

ROSD/IS: (b) (1), EO13526, sec |.4(¢). NAVY: (b) (1) EO13526, sec. 1.H{g)

NAVY: (b) (1), EO13520, sec. 1.7(¢)

OSD/IS: (b) (1), EO13536, see. Ld(e) NAVY: (b) (1), EO13520, sec. |.4(2)

OSD/IS: (b) (1), EOI3520, sec. |4(e). NAVY: (b) (1), EO13520, sec. 1 4(x)

OSD/IS: (b) (1), EO13526, sec. Ldtck NAVY: (b) (1), EO13526 sce. | (g}
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OSD/S: (h) (1), EO13526. see. 14(e), (b) (3), 10 USC § 130 NAVY: (b) (1), EO13520_ sec. |.d(z)

OSD/IS: (b) (1), EOI3526, sec. [.4{c). (b) (3), 10 USC § 130, NAVY: (b) (1), EO13526, sec. 1.4(g)

BOSD/IS: (b) (1), EO13520, sec. 1.d(c), (b) (3), 1 USC § 130: NAVY: (b) (1). EO13526, sec. 1.d(x)

(U / A=e48) Air Force Instruction 16-1402, “Insider Threat Program Management,” was
published on August 5, 2014, The Air-Force InT program is led by the Administrative
Assistantof the Secretary of the Air Force, with the Poliéy"and' Security Enterprise
Division (SAF/AAZE) as the main action office. The Air Force contracted with Carnegie
Mellon University to review resource requirements the Air Force needs to build an
effective insider threat program. The Air Force implemém‘ationaplan isinthe
coordination process. The AirForce UAM is conducted from Air Force Intelligence,
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Surveillance, and Reconnaissance Agency (AFISRA), which also hosts the-Air Force's
Intelligence Community Security Coordination Center (1€ SCC) ~ where the centralized
analysis.and response capability is established. The 24 Air Force (Cyber) sends its
cyber audit and data to AFISRA for.analysis.

{U//ret®) AFISRA started working on the InT program in‘jJanuary 2014, and-deployed -
it'in April 2014, The AFISRA UAM program is prioritizing privileged users to he subject
(o UAM,

Another AFISRA SME stated that UAM is a prierity for [WICS, and then it will be rolled
‘out to weapons systems; such.as Distributed Commuon Ground System. (DCGS) and 1SR
platforms because these systems are additional networks on AFJWICS.

{U) Air Force User Activity Monitoring Program

(U) The Air Force does not have specific policies for cyber InT monitoring in regard to
insiderthreat for SIPRNET, However, there are a variety of defensive/preventive
measures inplace to combat the insider threat. These measures include periodic
review of privileged users need for privileged capabilities oraccess, periodic
revalidation of domain administrator accounts to prove need for rights, two-person
integrity for privileged-administrators, user and administrator logging; limiting the
rights the administrators have to core areas, and limiting the number of administrators
with full rights to a select few across the enterprise, While auditlogs-are collected,
‘there s no specific UAM program [or SIPRNET.

(u/ /?9’6'9) Current SIPRNET network monitoring is conducted by the 24 Air Force,
The monitoring mission is split between the 33 Network Operations Squadron‘in San
Antonio; the 83t Network Operations Squadron‘at Langley AFB, VA, and the 561t
Network Operations Squadron at Peterson AFB, CO. The three squadtons receive
network alerts via the HBSS, which is a DoD standard. We determined that the Air
Force is challenged in content monitoring of the network traffic due to the programs
that they are using, The AF is responsible for moniroring at the
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workstation/base /Service level, which it-does concurrently on the NIPRNET and
SIPRNET.

(U//FeE) The AirForce has [T /. /WICS have a
UAM program working already. This UAM program works in-conjunction with fiHRIa
event manager, which-enllects and archives systeneventaudit logs forinformation
assuranceactivities.

W ]
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[OSDAS: (b) (1), EQ13526, sec. 1d(e): LISAF; (0) (1), EOQ13526, secs. [d(a), Ld(g)

~ (Uy/&eus) AFISRA started working on the InT program in January 2014 and deployed
itin April 2014, The AFISRA UAM programis prioritizing privileged users tobe subject
to UAM monitoring,
]
Another AFISRA SME stated that UAM is-a priority for JWICS, then it will be rolled out'to
weapons systems, such as Distributed Common Ground System (DCGS) and ISR
platforms because these systemsare additional networks on AF JWICS.

(U7 +eue) Integration of the AF InT prograny is in three phases:

e (U//M086) Phaseone is deployment of UAM to AF JWICS;
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o (U//MPe889 Phase twois deployment of UAM to weapon systems, such
as DCGS; and

¢ {U//Pee) Phase three is deployment of UAM to SIPRNET and
NIPRNET. Planning, design, programming, development, deployment
and execution of each phase will,oc'c.ur'in g nonlineay fashion and as
dictated by budgetary reality.

{W BUSAE: (b) (1), EO13526, secs. (), |.{g)

|

BOSDAIS (b) (3). USAF. (b) (1), EO13526, sees. |.4(a),
1S 8 T

{U//Pe40) The Air Force operates five SAP networks within its enterprise. When an
anomaly is discovered in the network activity, it is viewed only within the confines of
that particular network, The Network Operations Centers nceasionally communicate:
with each-other when theve is common vulnerability or details ofan-anomaly that can
be shared without violating the SAP's integrity.

(U//Fe88) The Air Force intends to have the SAP networks monitored at the same
level as JWICS, The main.differenceis that the SAP network monitoring will not be-an
enterprise effort but a general capability covering the SAP platforms. Currently, there
are notany UAM tools on the SAP.networks, butthe Air Force is testing some for
deployment.
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(U/#ete). The Air Force is not fully compliant with:the minimum standard of
implementation of UAM on its JWICS system. The Air Force is not compliant with UAM
implementation on its SIPRNET and SAP networks.

(U/ o8} The Marine Corps started an InT program is:led by a working group which-
consists of representatives from USMC CIQ, Counterintelligenice/Human Intelligence,
civilian and military representatives from human capital, rasource management,
General Counsel, and the InT Program Manager. The Marine Corps’ InT progrant
resiides in Plans, Policy, and Operations (PP&0), The Marine Corps’InT representative
participates in'the DON-InT working group. - '

Dol OIG: (b)(5), (b7I(E)

{U//F88e) While the Marine Corps is focused o

(U) Marine Corps User Activity Monitoring Program
(U/AEQUQY The Marine Force Cyber Command is currently using ki
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Dol OIG: (b)(5), (bX7UE) ‘

(U/ M489 The Marine Corps Intelligence Activity (MCIA) developed its.insider threat.
program pursuant to [C requirements, specifically1CS 700-2, “Use of audit data for
insider threat,” and IC funding. The developed model will be implemented to the USMC.
Expeditionary Force level through the Marine Corps Intelligence, Surveillance,

Reconnaissance Enterprise (MCISRE) and USMC JWICS Enterprise during FY 2015 and
FY:2016.

/652

.
R [ 2015, the JWICS UAM will extend to the rest of the. USMC, including the
Marine Corps University, I Marine Expeditionary Force, along with the other Marine
Expeditionary Forces, and finally the rest of the Marine Corps |WICS enterprise.

(U H8) The USMC JWICS UAM program is on a separate JWICS enclave with only.a
few personnel with access to it. A two-person integrity rule for system and hardware-
changes or updates is required. This includes both 15D and InT program pessons,

(U/ /el The UAM triggefs provide data and video capture to the Information
Assurance Manager {IAM) toreview. If the event requires lurther review, then the [AM
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will pass the datato the InT program Manager to check other data bases. The InNT'PM
will send the incident report to the InT working group to get approval to do an inquiry
and analysis. This could resultin a report to the commanding officer of the suspect or
an incidentreport to NCIS.

(U/,/F6889 The USMC InT program is working on a cross-domain solution in'FY 2015,
They are licensing an open source infarmation system, which could bring information
up-to JWICS foranalysis.

(/40

(U e00) R
|
B osicer threat isrecognized within all branches of the United States
Governmentas a viable threat capable of causing grave damage to national security. In
the absence of DoD policy, the Military Services created InT programs based onthe
principal guidance within E.O, 13587-and the minimum standards, DoDD. 520516
codified existing guidance into DoD:policy regarding the Dol InT implementation plan,
which js still-in the coordination phage:

(U//Ee48) The InT program is vital Lo natipnal security and should have its own
budget funding line.

A possible solution, which has already been identified
in thie NITTF, “Guide to Accompany the National Insider Threat Policy and Minimum
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Standards,” and the DoDD5205.16, is to establish the InT progratu office within the
USD(I). Additionally, the Military-Services should implement Service level InT program
offices applying the same standards as that in the USD(D). '

(U) Recommendation 1

Uy we recommend the USD(I), as the DoD Insider Threatsenior official, establish an
Insider Threat'Program Office within the USD(I) to fulfill the responsibilities stated in
DoDD'5205.16, which include but are not limited to:

a. (U)Provide for management, accountability, and oversight of the DoD
ingider Threat Program,

b. (U) Make resource recommendations to the Secretary of Defense by
developing a plan to fully fund the DoD insider threat program, and

‘¢, (U) DevelopaDaD level insider threat implementation plan, »

{U) The Director for Defense Intelligence, on behalf of the Under Secretary of Defense
for Intelligence concurred with fx;*ecomm_endation l.a, Lb,and Lo, providing the.
following comments:

{(U) Recommendation 1a: “Agree. Aninternal assessment is being conducted to
determine the best organizational structure for the DoD insider threat program
office, with feedback expected in December 2015 In the interim, QUSD(I)
dedicated staff within'the Office of the Director for Defense Intelligence
(Intelligence and Secu rity) manage the DoD insider threat program at the
enterprise level, and placed a DoD liaison officer at the National Insider Threat
Task Force. With the addition of two full-time contractors planned for FY-16,
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the DoD Insider Threat Branch will be better positioned to.accomplish the
managgment and oversight fimctions specified in national and DoD insider
threat policies.”

(U) Recommendation Lb: “Agree. The Principal Staff Assistant for security:-and
insider threat, the USD{I) has included rescurce recommendations in the
currentand previous two Program Budget Review cycles, QUSD({I) is also
designingthe contentand scope ol the annual status report to the Secretary of
Defense and resource recommendations will be.a key-component of that report,

OSD/IS: (b) (5)

Additionally, QUSD(]) personnel-are reviewing all funding stéeams that havearn
insiderthreat nexus for possible enhancements, OUSD(1) and Dob Componants
will continue to collaborate on identifying the resourcesneeded, potential
sources, and pursuingthose actions required to procure them.”

(U) Recommmendation 1.c: "Agree. ‘The DoB implemientation plan has been
“written snd coordinated with all DoD Components. Publication of this plan is
projected in the first quarter of CY 16.”

{U) The tomments of USD(I) for recommendations 1.a, 1.b, and 1.c. were responsive:
-and reguite no furtheraction.

(U) Recommendation 2

(U} We récommend the'U.S. Army — Army Protection Program-G-3/5/7,1.8. Navy Plans,
‘Policy, Oversiglit and Integration (PPOI), U.S. Air Force Palicy and Security Enterprise
Division (SAF/AAZE),}and'U‘S. Marine Corps Plans; Policies & Operations (PP&0)
establish Insider Threat Office of Primary Responsibility to execute the responsibilities
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stated in the minimum standards and in DoDD 5205.16, which include but are not
limited to:

a.  {U) Implement the user activity monitoring aspect of the Minimum
Standards for Executive Branch Insider Threat Programs on all classified
neétworks,

b, (U} Establishvan Insider Threat Program policy, -
¢.  {U) Bstablish anInT implementation plan,

d. (U) Monitor and report progress on the implementation of their insider
threat programs, and

e [U)Identifyinternal InT funding requirements.in a program objective
memorandum to USD(I).

(U} The Director, G-34; on behalf of the Chief of Staff, concurred with recommendations
Z.a,and 2.d, providing the following comments:

' (U//-FQU-OQ ARMY': (b) (5), (b) (7)(E)
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ARMY: (b) (5), (b) {(7)E)

(U} 'TheUS. Army non-concurred with recommendation 2.e,, providing the following
comments:

(U) ARMY: (b} {5), (b) (THE)

By
P

U The comments of the US. Army. for recommendations 2.a., 2.d,, and 2.e. were
respionsive and require no furtheractiop. Although the Army non-concurred with
recommendation 2.e, their dction to obtain InT furids meets the intent of our

refommendation.
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{(U) The Director, Navy Staff, on behalf of the Chief of Naval Operations, concurred with
recommendations 2.a., 2.c;, 2.d,, and 2.e,, providing the following comments:

OSD/IS: (b) (1), EO13520, sec. Ld{c): NAVY: (b) (1), EO13526, sec. bd(g)

& Recommendation 2.z

(1) Recommmendation 2.c: "OPNAV concurs with this recommendation, Injune
2015, the DNSdrafted an {nT tmplementation Plan that is.in formal policy
coordination for review and comment.”

(U//FeHe) Recommendation 2.d: "OPNAV-concurs with this recommendation.
In October 2015, the DNS will oversee the preparation of an annual report for
delivery to the CNO, which provides an update on the completion of
requirements found in the InT Implementation Plan, additional
accomplishments, resources allocated, insider threat risks identified,
recommendations, goals for Program improvement; and that identifies major
impediments orchallenges. Further, DN5 will provide programming,

- recommendations to.CNO for Navy Insider Threat. The DNS will facilitate
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reviews of the Navy's InT program to ensure compliance with policy guidance,
including a requirement to conduct and report self-assessments.”

{U//Feirer) Recommendation Zie: "OPNAV concurs with recominendation. DNS
established the Navy Insider Threat Board of Governance {(NITBOG) to.provide
senior leadership recommended actions, prioritization, planning, programming,
information sharing and execution of activities in support.of a comprehensive

Navy InTP. In july 2015, SPAWAR provided the NITBOG a Navy InT to Cyber
Security analysis, which defined and documented existing gaps in InT to Cyber
Security controls, and recommend new or modified controls and associated
architecture revisions, along with broad resource and manpower requxrements
toensure U.S: navy meets insider threat program requirements.”

(U) The comments of the U.S. Navy for recommendations 2.a,, 2.c,, 2.d.,, and 2.e. were
responsive and require no further action.

(U) The Administrative Assistant, on behall of the Chief of Staff, concurred with
recommendations 2.a, 2.c, 2.d,, and-Z.e, providing the following comments:

(u//PeE83 Recommendation 2.a: "The Air Force agrees with this
recommendation. TheAirForce completed arequirement gap analysis for
implementing UAM on all classified networks whiclvidentified funding
requirements to expand UAM to Special Access Program and SIPR. This
requiremént is competing for funding in FY15, pending the outcome of
reprogramming actions currently in Congress. The Air Force has implemented
UAM on portions of the classified network fabricand expects to fully meet the
rlassified network requirement in FY16, The Air Force Security Enterprise
Executive Board [AFSEEB) will review status in September and we will fund
UAM to the appropriate amounts in accordance with requirements, thireat
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assessments, and competing priorities. We will use the FY17 PBR and the FY18.
POM.to implement any funding adjustments,”

(U) Recommendation Z.c: "The Air Force agrees'with this recommendation. The
Air Force completed final functional coordination of its InT Implementation Plan
on 9 August 2015 and expects final publication by 4 September 2015."

{U) Recommendation 2.d: "The Air Force agrees with this recommendation,
The Air Force reported initial task completion to National Insider Threat Task
Force (NITTF) on 26 June 2014 and is scheduled for an assessment by.the NITTF
on 2 December2015. The AFSEEB; which includes seniorlevel paxﬂﬂ(iipation
from the intelligence, security forces, acquisition, inspector general,
commuuications, operations; personnel, and nuclear enterprise communities,
meet monthly to review InT implementation and work evolving issues.”

{U) Recommendation 2.e: "The Air Force agrees with this recommendation.
The Air Force completed a cross functional requirement gap analysis on 11
Aupust 2015, The Air Force will address funding in the FY18 POM.

i

(U} The comments of the U.S. Air Force for réecommendations 2.a,, 2:¢., 2.4, :and 2.e. were
responsive and require no furtheraction.

(U} The Assistant Deputy Commandant for Plans, Policies, and Operations, on behalf of
the Commandant of the Marine Corps, coneurred with recommendations 2.a,, 2.b, 2.c,,
2.4, and Z.e., providing the following comments:

(U) Recommendatien 2.a: “CONCUR. Current UAM (and audit) is being
conducted atthe Marine Corps Intelligence Activity (MCIA) for the Joint
Worldwide Intelligence Communications System (JWICSY and there are
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discussions underway to expand this capability to the SIPR network via the
Cross Domain Solution {CDS). Additionally:

(U) Marine Corps Systems.Command (MCSC) is deploying a Host Based
Security System (HBSS) Data Loss Prevention (DLP) capability on the
SIPR network and user’s computers and work solutions,

(U} Three DLP:pilots have been completed by Marine Corps Command,
Control, Communications, and Computers (€4):and MCSC.

(4) MARFORCYBER is creating an-Urgent-Needs Statement (UNS) to
procure a significant amount.of storage capability tofbetter'support data
and user auditing vequirements.”

{U) Recommendation 2.b: "CONCUR. Currentpolicy for the Marine Corps
Insider Threat Program was promulgated on 10 April, 2015 via MAADMIN

187 /15 with'the focus on intervention and the prevention of threats which-may
resultin damage or destruction to Marine Corps persons, places, and things. A
supporting Marine Corps Order (MCOQ) is currently being drafted which will
include the recent revisions to the Department of Defense.{DoD) Insider Threat
policy. The estimated signature date for the MCO is 3 Quarter FY16."

(U) Recommendation 2.c; "CONCUR. Concurrently with the drafting of the
supporting MCO, an implementation plan is currently being drafted, The
estimated signature date for the implementation plan'is 3% Quarter FY16,"

{UYRecommendation 2.d: “CONCUR. Security Branch is currerntly providing
oversight, to include reporting and monitoring, for the development and
expansion.of the Marine Corps Insider Threat Program.”

(U) Recommendation 2.¢: "CONCUR. Current Insider Threatrequirements are:
being entered into the Marine Corps Capability Based Assessment (MC-CBA)
process. This process includes capabilities, gap, solutions, and risk analysis,

i ¢ !
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The information derived from this process will inform the investment strategies
forthe next POM cycle. The estimated completion date for the Capabilities
Investment Plan {CIP) submission is 4% Quarter FY16."

(U) The comments of the-U.S. Marine Corps for recommendations Z.a., 2.b,, 2.c,, 2.d,, and
2.e, wereresponsive and require no further action.
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(U} Appendix A

(U) We conducted this assessment from April 2014 through July 2015 in accordance
with Council of the Tnspectors General on lntegrity and Efficiency (CIGIE) Quality
‘Standards for Inspection and Evaluation, Those standards require that we plan and
perform the assessment to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findingand conclusions based on eur audit [or attestation)
pbjectives. We believe that the evidence obtained provides a reasonablebasis for our
finding and conclusions based on our assessment objectives.

(U/ /Fe8) The project scope-was limited to the Military Services. We assessed status.
of the Military Sérvices" Insider Threat Programs-and UAM programs to provide an
initial baseline of their initial operational capability. Specifically, we focused on the
authorities, roles, responsibilities, and available resources. To that end, we visited the
different Military Services'to determine if there:was a level ol consistency in the way the
‘DoD Insider Threat Program‘was organized, delivered, and-overseen.

(U/ /o) We did not intend to provide an impact assessment of the type of methods
used within the Military Services’ Insider Threat Programs by showing a success rate,
Nor did we auditthe financial accounting-of the Insider Threat Program.

(U/ /5ad8) We reviewed oversight issuances to include laws, Executive Orders, DoD
issuances, and Military Services' internalissuances. This information provided the
baseline standards for the program and its gversight.

(U} We conducted structured interviews and follow-up discussions by phone and
e-mail with the-Military Services' points of contact. This information identified the
-effectiveness of the InT program and how it is:managed as well-as InT resource
allocations at-the QUSD(1).and Military Service levels, We also identified the status of
the Military Service cyber moenitoring efforts,
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(U} During the last 5 years, the Guvernment Accountability Office (GAO) conducted one
project discussing [DoD's Insider Threat Program]. Unrestricted GAQ reports canbe
accessed at http://www.gan.gov.

(U) GAO
(U)GAQ-15-357C “Insider Threat: DoD Should Strengthen Management and Guidance
to Protect Classified Information and Systems,” April. 14, 2015.
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@E} Appendix B (Insider Threat Policy)

ff

{U) We highlighted relevant policies lrom national-level down to Service
implementation task orders to show the progress being made in policy development.
We focused on the policies related to network monitoring.and UAM.

bl o

(U} Executive Order 13587

(U) Executive Order 13587, "Structural Reforins to Improve the Security of Classified
Networks and the Responsible Sharing and Safeguarding of Classified Information,”
Qctober 7, 2011, brought numerous improvements in classified information sharing and
safeguarding. Italso established the Insider Threat Task Force (ITTF), co~chaired by the
<’Departme'nt of Justice (DOJ) and National Counterintelligence Executive (NCIX), Many
executive branch departments and agencies provide representatives to the ITTF. The
mission of the task force is to develop a government-wide insider threat-program for
deterring, detecting, and mitigatinginsider threats. This activity will cover policies,
objectives, and priorities to establish and integrate security, counterintelligence (C1),
useraudits.and monitoring, and other safeguarding capabilities and practices within the
ageéncies.

(U} National Policy and Minimum Standards

(U) The President’s National Insider Threat Policy and minimum standards for
exequtive branch insider threat programs was published on November 21, 2012. The
ITTF developed and issued the minimum standards and guidance for implementing InT
program capabilities, to include monitoring of user activity on United States
Government networks. This refers to.audit data collection strategies for insider threat
detection, leveraging hardware and software with triggers deployed on classified
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networks to detect, monitor; and analyze anomalous user behavior for indicators of
misuse.

{U) These minimurm standards include monitoring user aetivity on U.S, Government
networks; continued evaluation of personnel security information; employee training of
insider threat; and analysis, reporting and response. Agency heads will ensure insider
threat programs include UAM on networks, eitherinternally orexternal to the
organization. This UAM on all classified networks is performed to detect activity
indicative of insider threat behavior. Service Level Agreements (SLA) must be executed
with agencies that operate or provide classified network connectivity or systems, but.do
not-have the capability to perform UAM, The SLAs will outline the capabilities the
provider will employ to identify suspicious user behavior and how that infarmation
must be reported to the subscriber's insider threat personnel,

(U} The IC Standards (ICS) are-applicable to each of the 17 1C agencies®, 8 of which are
located within DoD. The Committee for National Security Systems (CNSS) creates
directives which:govern each of the departments/agencies with national security
systems.

{U) IC Standards

(U/ /e Thé Office of the Director of National Security (ODNI) mandated the
collection of audit data in 1€ Standard (ICS) 500-27, “Collection and Sharing of Audit
Data,” June 2,2011. 1C elements must audit information resources within the 1€
information environment to protect national intelligence, identify threats (including’
insider threats), detect and deter penetration of 1C information resources, reveal

5’(U,)‘E)ffn:e of the Director of National intelligence, Air Force Intelligence, Army intelligence, Central
Intelligence Agency, Coast Guard Intelligence, Defense’ intelligence Agency, Department of Energy,
Department of Homeland Security, Department of State, Department of Treasury, Drug Enforcement
Agency, Federal Bureau of Investigation, Marine Corps Intelligence, National Gaaspatial-intelligence
Agency, National Reconnalssance Office, National Security Agency, and Navy Intelligence,
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misuse, and identify usage trendss, The Military Intelligence Services, which are part of
the IC, are required to have'the capability to collect key strokes and full application
content, obtain screen captures, and perform file shadowing for all lawful purposes, to
include detecting unauthorized use:or disclosure.

(U//#eH8). The ICissued ICS 70042, “Use of Audit Data for Insider Threat Detection,”
Juhe 2, 2011, in order to use the data collected through 1CS 50027 for the insider threat
mission. This policy states1C element heads are responsible for ensuring the
implementation of appropriate security.-and Cl initiatives to:support the identification,
apprehension, and, as appropriate, prosecution of those insiders who-endanger national
security interests. 10S700-2 states audit data collected pursuant to ICS 500-27 must be
useil to identify, proactively or retroactively, electrdnic activity by personnel that may
be indicative of an insider threat.

(U//F8HE) The IC elements must ensure the establishment of automated triggers’.
Triggers must he capable of detecting insider threats proactively on an ongoing basis,
ideally cfose toreal time. Triggers must be developed and applied in-a:non-
discriminatory manner, based on knowledge and experience of the habits, techniques,
and tradecraft of persans who misuse access to LC jnformation resources: Triggers will
.often:be specific to the mission activities of a given IC element. When a user activity
meets the tripger threshold, an automate alert should prompt an assessment by
authorized, subject to rules and procedures defined by the responsible office.

{U) Committee for National Security Systems

(U/,448) The CNSS, which is chaired by the DoD: Chief Information Officer, published
CNSS Directive (CNSSD) 504, “Directive on Protecting National Security 'S')r,-s‘t‘emsr from
Insider Threats,” on February 4, 2014, This directive requirés U.S. Government
Exccutive Branch departments/agencies (D/A), to establish-insider threat capabilities

* U} eue) Military Intélligence Services (INSCOM, ONI, MCIA, and AFISRA) are required to follow
this standard becatse they are a part-of the Intelligence Community.

7 (U) Triggets are parameters that signify an anomalous event or actlvity indlcative.of anInsider:
threat or other unauthorized use or unauthorized disclosure;
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ta-protect national security systems iivaccordance with the Presidential Memorandunt.
The insider threat capabilities these programs are comprised of muist.ensure that NSS
and the nationgl security information are adequately protected from compromise or
exploitation by insiders. Many D/As have existing processes, policies, and capabilities
to address insider threats, but often they are dispersed throughout the agency and are
not coordinated. These ¢apabilities generally include:security, information assurance;
human resource, and occasionally counterintelligence. These-capacities, when
synchronized with each other and automated to the greatest extent possible, can more
effectively and efficiently prevent, deter, detect, and mitigate insider-exploitation of
national security systems.

(U/EeEas According to CNSSD 504, agencies thatlease, own or use national'security
systems mustimplement UAM in order to analyze and attribute user behavior. The
minimum UAM capabilities required for all Federal Government D/A to protect national
security systems and the information on them include capabilities to collect user
activity data; key stroke monitoring and full application content {e.g., emall chat, data
import, data export), obtainscreen captures, and perform file shadowing for all lawful
purposes. UAM data must be attributed to-a specificuser. The B/As, however, are
encouraged to implement more stringent standards as their misgions require and as
organizational risk dictates.

{U);CNSSD 504 states that UAM collection must be accamplished by the D/A through
the implementation of triggers that monitor user activities on a network. Each D/A
must develop and maintain.current triggers that reflect the unique environment of the
individual D/A, Some of these triggers that could indicate an insider threat eventona
national security system include: account change, authentication failure/change,
baseline anomaly, excessive activity, evidence tampering, exfiltration, malware,
network traffic anamaly, privilege violation, system configuration change, and user

‘behavioranomaly.
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(U) Undersecretary of Defense for Intelligence

(Y) Itis DoD policy that the Military Services monitor and audit information-for insider
threat detection and mitigation. The DoD Ingider Threat Program will gather, integrate,
review, assess, and respond. to information derived from multiple sources, These data

- sources willinclude counterintelligence, security, cybersecurity, civilian and military:
personnel management; workplace violence anti<terrorism (AT} risk management, law
enforcement {LE), the monitoring of user activity on DoD information networks, and
other sources as necessary.and appropriate to identify, mitigate, and counter insider
threats,

(U) The DoD CIO’s responsibilities withiti the DaD Insider Threat Program are to
develop and implement policy and strategy, to include audit and UAM standards, to
counter insider threats.on DoD information networks.
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(U) The delayin the developmentand publishing of the DoD I[nsider Threat Program
Directive did not hamperthe Military Services” dévelopment of their ingiderthreat
program policy. The Army; Air Force, and'the Departmént of the Navy published their
insiderthreat pragram policies prior to the Office of the Undersecretary of Defense for
Intelligence’s {OUSDI) insider threat dii‘ectivr;. The Military Services wereable toda
this by using the NITTF minimum standards asa guide in the:policy development:

(U) U.5. Army

{(U) The Department of the Army issued Army Directive 2013-18, “Army Insider Threat.
Program,” on July 31, 2013.
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(U) ARMY: (b) (5). (b) (7UE)

(U) ARMY: (b) (5), (b) (THE)

(U} U.S. Navy and U.S. Marine Corps

{U) The Department of the Navy (DON) issued Secretary of the Navy Instruction
(SECNAVTNST) 5510.37, “Department of the Navy Insider Threat Program,” on August 8,
2013. This instruction is applicable to both the Navy and the Marine Corps. This
instruction dictates that the DON will enhance technical capabilities to monitoruser

activity on all systems insupportof a continuous evaluation..

(1) The DON CIO has to ensurée the DON organizations design, develop, deploy, and
operate technology-enabled techniques on all DON networks to discoverand monitor
user activities that may indicate insider threat activity.

(U): The Office of the Chief of Naval Operations (OPNAV) issued OPNAVINST 5510.165,
“Navy lnsider Threat Program,” on [anuary 27, 2015. 'I'his instruction, which applies to
all Navy 'p'erSonllel, includes planning, programming, and implementing enhanced
technical capability to monitor user activity on all Navy networks and systems. The
Navy'sInformation Dominance Directorate (N2/N6) maintains aninsider threat to
cybersecurity program as the designated Navy lead for insider threat to cyber-based
aspects.of the Navy InT program. The Office of Naval Intelligence is to serve as the
cenkral operational authofity for Navy sensitive compartmented information networks.

{U) The 11.5. Marine Corps is working on a Marine Corps Order (MCO) for insider threat.
The USMC anticipates that the MCO will be:-ready for coordination for comments by
August 2015,
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{U) U.S. Air Force

(U} The Department of the Air Force {AF) issued AF Tostruction. 16-1402, “Insider
Threat Program Management,” on August 5, 2014, This instruction assigns
responsibilities for the oversight and management of the Air Force Insider Threat
Program. The Air Force Insider Threat Program will include network menitoring.and
auditing as one of its focus areas. Available monitoring and auditing capabilities must
support insider threat detection-and mitigation efforts to the extent possible.
Monitoring and auditing capabilities must he integrated into the overall insider threat
mitigation process. Capabilities should consistently be improved in ordet to meet
currentand future Air Force mission requirements as well as Federal and DoD
standards, and to preactively incorporate best practices to prevent and detect
anomalous activity,

(U) The AF Director of Security, Special Program Oversightand Informiation Protection,
as the designated representative for insider threat program management and
accountability, is also charged with issuing policies and procedures that support
monitoring and auditing of SAP-networks and assets for insider threat detection and
mitigation,

(U} The AT Chief of Information Dominance and ClO-issues policies and procedures that
support monitoring and auditing of applicable networks and assets to support insider
threat deterrence, detection, and mitipation.

{1 The AF Deputy Chiefl of Staff for Intelligence, Surveillance and Reconnaissance is
charged with overseeing the monitoring and auditing of AF JWICS networks.and assets-
for insider threat activities. The Deputy Chief also establishes procedures to securely
provide insider threat program personnel regular, timely, and electronic access to
information necessary to identify, analyze and resolve inside threat issues.

(1) The AF Deputy Chiel of Staff for Operations, Plans, and Requirements will ensure
eyber space aperations support the capability to monitorand audit user activity in -
accordance with .S, Cyber Cornmand talking orders.
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{U} Management Comments
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MEMORANDUM FOR INSPECTOR GENERAL OF THL DEPARTMENT QF DEFENSE
(ATTN: DEPUTY ASSISTANT INSPECTOR GENERAL,
INTELLIGENCE AND SPECIAL PROGRAM ASSESSMENTS-
INTELLIGENCE EVALUATIONS)

SUBJECT: Draft Department of Defense [nspector Generul Report, “Assedsment of the
Military Services' Insider Threat Programs.” (Froject No, DI014-DINTO1~
0043.000)

Ubank you forihe npponuml\ 1o respond o (he Inspeator General's deafl reportand
discuss the Dcpanmcm of Detense. (Do) Insider Threar Progrum swith your stall. We arein
agreciment with your nwmmendahmm and have already taken sctions to adldress them, Plouse
seR our. L.nmmema of the draft report in the attuched,

I'would ask-that youriteam reconsider the nssessment-that OUISIDH) elforty (o publish thy
DoD insider threal policy were not timely. As yovr.report. noted, the USD() - beenme the Doby
Senjor Official for insider threatin Seprember 3013 and:the Deputy Secretary ol Delense signed
the Do insider threar policy in September 2014, Our processing nid. publ ication of th
Depariment’s insiderthreat policy fell within the time:standards set-by the Do Directives
Brinch, Washington 1teadquaners Servige.,

‘Thanks.again for working with us on this imporiant issue. My siall would be happy'to
contitiue discussing this mancr with your team. My primary poinis.of contact are

'y P, Rueid
irector forDeélense Intellipence
(Tntelligenve & Sccunity)

Attachment:
As stoted
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Doly IG Draft Report Dated August 4, 2615
Project No. D2014-DINT01-0043.000

Aspessment of the Military Services' fuslder Threst Programs:

RECOMMENDATION: That the USD(I) emtablish an insider threat program office which
provides for menagement, accountability, and oversight of the Doy imider threat program.

DoD REEPONSE: Agree. Anintemal assessment is being conducied to determine the best
organizational strusture for the Dok insider threat program office, with feedback expected in.
December 2015, Inthe intering, OUSD() dedicated stafT within the Office; of the Director for
‘Defense Imelligence (Intelligence and Security) manage the DoD insider threat program at the
enterprige level, and placed 2 DoD liaison officer at the National Insider Threat Taalk Force.

With the addition of two full-time contrectors pleaned for FY 16, the DoDy Insider Threat Branch
will'be better positioned to accomplish the management and oversight functions specified in
pational and DoD insider threat policies,

RECOMMENDATION: That the USD(I) establish en insider threat progrem office which
‘makes resource recommendations to the Secretary of Defense by developing a plan to fally fangd
the DoD insider threat program.

Dol RESPONSE: Agree. As the Principal Staff Assistent for security and insides threat; the
USD(I) has included rtcsoume'reconunmdaﬁom/in the current-and previous two Program Budget
‘Review cyeles. QUSD{I) is-also designing the content and scope of the annual statuy report to
the Secretary of Defense mdmommccmmmdanomwmbcakaymmpmt of that report.
The FY 16-20 program build mcluded funds for critical insider threat efforts supporting the DoD
enterprise program; specifically; the DoD Insider Threat Management and Analysis Center and
‘Continuous Evaluation pilots. Additionally, OUSD(]) personnel are reviewing all funding
streams that have an insider threat nexus for possible enhancements. OUSD(D) and DoD
Components will continue to collaborate on identifying the resources rieeded, potential sources,
and pursuing those ections required to procure them,

RECOMMENDATION: That the USD{T) establish an insider threst program office which
develops a DoD level insider threat implementation pian.

Do) RESPONSE:  Agree. The DoD implementation plan has been written and coordinated
with all DoD Components. Publication of this plan is projected in the first quarter of CY 186.
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DAMO-ODP 18AUG1S
WFOH INSPECTOR GENERAL DEPARTMENT OF DEFENSE (ATTN:

SUBJECT: Amy Response to DOD IQ- Asseserient of the Military Services' Insidor
Threat Programs

1. This membmndum servea as an omclal msponse to lhe’DOD IGI Assessmant of, the

P T PR AR - (b) (5, () (7(E)

BARMY: (b) (5), (b} (7)(E)
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DAMO-ODP
SUBJECT: Anmy Responss 1o DOD G Assassment of the Military Services Insider

Threat Rrograms

LI ARMY': (b) (5), (b) (7XE)

5, Ay POG for this action’ls

MICHAEL H. SMITH
Major Ganeral, GS
Director, G-34
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INFO MEMO ’
August 27, 2015
FOR: DEPARTMENT OF DEFENSE, INSPECTOR GHNERAL
FROM: VADM R. R. Braun, Director, Navy Staif
SUBIECT: DoD (G Assessnient of the Mitinary Services” Insider Threst Pragrams (U)

v (U} Fhe Chiefof Naval Operations (CNO) was requested 1o provide comments on the
DoD G Assossment of the Military Services’ Insider Threat Programs (InTPs), The
'mujor roport finding is that the Military Services ars ot yet fislly complisnt with the
Insider Threat Minimam Standards, The Military Services InT progrian lack
irnplementation guidance from the DoD-ievel Insider threut senior official and
consistent DoD-level Insider Threat program resources,

RMOSD/IS: (b) (1), EO13520, sec. Ld{ey NAVY: (b) (1), EO13526, sec. 1.-Hg)

& Navyconcurs with the report's major finding.

e Attached ix a lisv-of planned or completed Navy actions st address the Do 16
compiled recommendations. :

ATTACHMENTS:
As stated

Derived from: NUTTH 5CG V1.0
Declassify un: 25 Aug 2040

Preparcd by [
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SHURBIRCT Plunned and/or Colaploted Mavy aetions i address the Do IG s compiled
PECONINE O el )

RECONMVNPENDATION X
(UL Dntabishean dngiedor Chaent Oftioe of Printary Responsibility 10 execute the responsibilities
stated in the minimuty stadovds anit in DODD5205.) 6,

@ (LYOENAY concurs with recomnendation.

o (B EOPNAV designateit g Senior OQtficinl rorthe Navyaund an office of peinmry
responsibility for Insider Thieat, The Birector of Navy St I,DNS),;-xcmmw Ve gt
pud msnggensenl ofhe Navy s Insider Thiein Progiion Fhe DNS direets Nawy,
cupubility. resouree plamning sud programing efforts (o effectively dewest, dorer unid
minigase nsider thedsin complianee with the minhowin statdards snd e Dol 5205 16,

e (U The Depuy Chiel of Niyal Opertions (D0 NOL Infogroation Dominanue (N2MNGJ,
ustablishiod the Insider Threat 1w Cyber Security Offiee to dievilop and ol i agtomated
Spsivder thrent snalyiic mnd response capability to voview and respond by indoration
derived Itonr anomaly detection, antinusin evalietion, smbotierspuuoes os ecesyury.

SUR-RECOMMENDATION:
. BN Implainent e wsey petiviky monitoring aspret ol the Minirnwm-Stondirds For Brooative
Baeh fsider Threat Progeims on all classilicd networks,
o pLI3 OYRNA Voconeurs with reconmmendation.
o (b e DOMO IN2ZMGO s catablished-an Insider Threat o CybenSoentity O11tee Io
conrdinute it manuge anmaly detection: Informatton assuranee snd exber iy support of

the DNS
OSD/IS: (b) (1), EO13520, ¢

{

2

(L) Iy July 2015, The Space and Wardare Systens Commami (SPAWAR)
provided the NYFBOG u Navy To'T' o Cyber Security ynalysis, which recommended noew:
ar modified contrals. gnd dssociated srehitecture revidions, long with broad yesisurce und
munpowee requirenients, to expand VAM covertge o all networks. The BRY nsider

o gy
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Tlueat Working Giroup s developing in aequisition shite gy« sesores regqtitenents, sud
an-implementation plan to expikl TAM coverage o SIPR 0 PY 15,
PRRFPERNOSDAS: (b) (1), EO13526, sec. |4(c) NAVY: (b) (1), EO13526, sec. 1,

e, 167 Psuiblish an In' implenentation paan.
a (1) OPNAYV concurs with reconmnenduation, ‘
o (LD 19 June 2015, The DNS Jited un 0T hopleinentuion Plan-that ba in formal yaticy
courdinalion fur review and cotninent,

d. (L7 Mositor and reporf progress on the implementation of their insider Uireat progranss.

o (U OPNAV Guncurs withorecommendadion,

G (e In October 2015, the DNG will oversee the propasatisinod” an-amual wegoit,
lor delivery tothe CNO, wiiich providues wi update on the vompletion of ségubiements
found in the InT Implementution Flan, additional scoonmplistimicnts, rosonrees allowited,
insider threats visks iden{ibed, recomenendations, goals for Progyori improveraents s
(hytddentifies major impediments o challenges, Further, DNS will provide
progrumming récommendations. 0 CNO Tor Navy fnsider Threat.

o 10 The DNS will fueilitate revivws of the MNuvy s InT program o ensare complisnee
with policy suidance. including a regairement 1o conduet and report-of sellusstes e nis.

o LU Tdemity internad funding reguiserents i a progrinm objective menpsundons o 1
ar (P ORNANY conctrs with yeconuuendatjon,

o (1) DNG eatablished the Navy lsader Tlyea Board of Govermeatee (NITBOG) 10 provide
senor feaderstip recommendod aotions, privritization. plimning, progtasaing,
infuratiop-shuving and-execition of actvities in suppoit ofa comprelienmve Navy InTP,
(LY e 1 July 2015, SPAWA R providedd the NITBOG a Navy Wl b Cxboer Seturity
analysis, which dolned and documented existing gapsin ' 1o, Cybaer Sivority contiols.
amd reeommentdisd new or modified contiols and assochsed arehitectore rovishons, along
with frond rexotres and manpower reguireients, to.wmikie LIS Navy areets inkider
threat progr rairementys,

15780

iy}

() Phe NFFHOG will develop InT resoutee iecommentdations Tor the NS 1o present o CROY
i GUSDT for 1Y 18 POM.
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CLASSIFICATION: i
DEPARTMENT OF THE AIR FORLE
VWASHINGTON, DC

Ty

BT

Offlgs OF The Sacrotary :;zﬁ‘* \4:” 15

MEMORANIN W FOR RLPARTAENT Of DUPTNST INSPECTOR GERER A

FRON: HQO USak L
1670 Al dorce Peigigon
Woashtington, 28 203301670

KUERLCT Deporuient of Detense Inspeatae General (D0DIGY Drafl Repor. Assessmant of
the Ml Services” lisider Threar (In i) Programs '

(e, \V e reviewed he reportwith cegards w-Recommendaiion ., ¢l andis

(L ) [yplemient Usar Activily Monitoring (L AN aspeot o 1he
Mivintone Siandards for Exegntive Broncl Insider Fivent Programs ot classi fed moissorks.
Pl Lie Fuyes ayraes seltdi thitsvovoumendathon, The die Foree onpplered dareguiioment gup
cwirdvsin for baplementimgg UAM antall olassified neiveorks sdiioh idemiffed foiding requirenony
trexpueind UAM o Special deeess Peogramy ond SIPR. This ru/m'r ST Tcrsppre s s Jon
Idiveg T EY LE, pesiding the oo of Fepreagranintiong gutiolts cirven(y in Comgress, The Ale
Faree has-timplemeiied UM on portioas of the classifiod venyork fahric and expects to fudly
diwvet e cliassifted wenvorlopesitrement. i FYT6, Hhe e Foree Secarity Emerprise FPyecurive
Board (AFSEER will ceviow sivday fie Sopivatber aind vwe seill ynigt Ud N @il appoprlae
ittonis ih cecerdaiee WL cegrivemenss, theeial assessiens. el compeding privsithes, ie will
pxe the FYETPBR ank the FY TS POM p implenrent aony Junding adfusuneis,

v tiiy bsablish my ol implemendstion plan,  Te Al Farce agroes
with thix veconpneadation: The A Force compleivd tinal functicnid- chordinatios.
af fes InF Gaplemenion Plawon 9 taguse 205 wd expecis finad paldiconiin iy
4 Supresber 2015,

d, (U Monttor amtl report progress on the imiplemenation of thetr insider
tivear prograons, The dir Foree vt withaliis pocamniteridation. Ve e o poported
initiof sk comgpletivig to Sefisl fasider Theear Fask Forve dNTTTF o 20 Mie M)+
ind s setivdided for dn assessment by tlie NITTE o 2 Deeeaher WS, The JFSEED,
wiricl inefadies sondor-tevel participation teasm the intellivenee. sovnrbiv Jiraes. aoegulvitio.
fiispector genetul; Commmumications, oparations, persounel qud inpliar grerpeise
ceyiaities. ivery ronthds to pesons el haplemetation gad: syrork et viig Is i,
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@ (U Idenidy internal Ind funding reguirements in o progesm. objestivi
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Forve completed o cross fitnciioval veguiremcad s anelysivoon 11 dugnsy 20103,
Fovepwill aeldvess flinding in the # Y 18 PO,
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5 SER 2015

bmputy Aszistant Inépactar General
I5PA~Intelligencae Bvaluations

Stalrs Dy L
'

(U} This iz the United Ztae
v nhee Deputy Assistant Tnsp oy smnersl,
Tyzluations Memsranodium, SUBJY s Anwensieant of
Iervices’ Insider Threzt Pzograms (U} dabved 04 August,
{Broject No. DR2034-DINTOL-0043.000)
(31) USMC comments - the Recommendatlons Requiring Comment
(2.4, Z.b, 2.¢, 2.ds 2.e), outlined in the Departmant i Defense
Goneral’s Results in Brief, arec attached. The overell

Corpd (USHMT) esponss
i3PA~Intelligence
ke Mildivary
2015,

Inspectar 3
lesd for this effort is Security Branch within Security
Gint of coobact :

(e 4. D
Jhd M. DURHAM
Agsistcant Deputy Commandant Plens,

Pold iss, and Operatcions
Beting

The primsry

Divialon.

Tha ailernste FPOC 18
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Department of Defense Inspedtor Gensmal Bmeplbs in Brief
(Brojact Ne, D2014-DINT0L-0043.000) (8//#58Y

Azsessment of the Military Ssrvices! Inaidar Thrmnt Prograns (U}

Tmplement the EEECRUEINEIE]

7} Remcamon
DoD OIG: (b)(5 ). (bYT)E)

CORCUR, Current UAY (and auddit) i3 besing
arine Corps Inteslligence Acpivitwy (MOTR) for

(U} USHT Resuponoe:
the -

5 nesTed Br
DaD OIG: (b)), (W7NHE)

mmand (MCECG) is deploying & Host

HMarine Corps Systems Co
xi HB5%) Deta Leszs Preventlon LDLE)

Based Security S ik

» Three DLP pilots have besi gcomplated by Marine Corips
Command, Control, Communications, and Compuber (C4) and
MESBC.,

e MARFORCYBER 4is creating an Urgent MHegds Statement (UNS) co
precure 2 significant amount of =storage -gapability vo
bettey support data and user auditing reguiremenbs.

Note: ‘During Bugust 2015, G4 and MARFORCYRER inttiated an
analysis/study,; led by ithe Cacnegle Mellon computer esmsrgency
response teéeam (CERT) to sssess the current areas where the
Marine Corps is curgentiy- doing Insider Threat functions dnd OLP
activities. NUNCICENSE
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hpsessment of the Military Services’ Iagider Threst Programe (U)

(U) Roopmmendation #2b: Establish an Ipsider Thregt Program
policys

{U) USHC Responss: CONCUR. Current policy for the wsrine Coips
Ingider Threat Progran whs promulgated on 10 April, 2015 wia
MARADMIN 187/15 withH the focus on intervention snd the
pravention of threats which mway cesult in damage or destmzyction
to Marine Corps persons, plsces, and things. A supporting
Marcine Corps Order (MCO) is currently peing drafred which will
inelude the recent revisions to the Department of Defense (DoD)
insider Threat policy. The estimatzd signature date for the MCO
= 3% puarter FYL6.

(0) Recommendation #2¢: Estanlish an Insider Threat
Implementation. Plan.

U} USMC Response: CONCOR. Concurtently with the dratfuing of
tha supporting MCO, an implementation plan is currently being
drafted. The gstimated signature dave for theE implamentation
plan iw 35 Qnartmr EYYE,

fore: .An Insider Threat Punctionsl Area Checklist is under
developmant and will be gested on the Inspector Genscal of the
Marine Corps Inzpection Division web-zite when completed. The
- estimated completion is astimated during A Qusrter FYLE.

{U) Recemmendation #2d: Monit.r and repoxt progress on the
implementation of thelf Insider Threat Programs.

{U) USMC Responge: CONRUER. Secuarity pranch iz currently
pro¥iding oversight, Lo include cap rting and monitoring, for
the developnant and expansion +f the Marine Corps Tnsider Threat
Program,

Wowe: To mitiqate .bhe ILnsider Thieab and, preatect the total
Fogos, the Harine Dorpes has drxafved an imitiacive oo esnablish a
HMarins Corps Insider Thyeag Management ard Analysiz Center
MCITMATY ko inbsgrats and c=ntrally snalyze kay thrast~raelated
prformacian on potentdial Insider Threats who may pose d risk tw
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Appesanent of the Military Ssrvises’ Inslider Threst Proaguame (U}

narsonnel, facilities, netwarks, and national mecucliy
information. The MCITMAC will analyze information and data
deriyved €rom NIPR, SIPR, and JWICE networkz. Thg MCITMAL wiil
cullect and distribute Insider Thoeat Informaticn scross the
enterprise and collaborate clos=ly with the Deparvment of
pafense Insider Threat Management and Analysis Center (DITMAC) .
The Initial Operatianal Gapaklility (IOC) for thes MCITHAC i
stheduled far 17" Quarter FY16 {this i1s in ine with 4the DITMAC
TOCY, .

Additional Informatian: Ths: Marins Corps hae initiaesd
discussions with che Dapartment o€ the Navy (DoN) Chisf of
Security Enterxprises ‘on the feasibility 'of egtablishing a Navy
and Marine Corps Insider Threat Manaqemenr and Analysia Centay.

{x Recommendation #2e: Identify  internal Inaid@r Threat Ffunding
reqguirements in 2 Program Objective Memcrandum (POM) £ USD(T) .

(try USMC Responsa: CONCUR. Current Insider Thieat regulirements

are being entered int: the Marpin. Chrps Capability Based
Amsessment (MC~CBR) process. This proacess indludes
capabilities, gap, s-Iutions, and cigk snzlyses. The
information derived from this process will dnform the investoment

siirategies for the next POM cycle. The estimated completion )
gate for the GCapabilities Investment Plaa (CIP) submission is 4%
Quarter FYLl6.

Note from C4 SME: “We cannct move ferwarnd with an acgulsicion
sirrategy or attempt to engineey wr iptegrate more capabllicy on
top of what already ewilsts in the Marine Corps Enterpries Becren
Network {(a network of networks) (MOEN~8) until we have done a
Afhorgough analysis, and have a clear understanding «f the true
‘gaps. The Marine Corps has existing capability and ‘tachnplogy
in place performing a pumbex of DLP ang Conbinuous Monitoring
{CH) and dudit/management features, and we would like to uveilize
axiscing cepabilicies whers DQhSlblﬁ. We are doing our «due
diligence with the analysis bafore putting together a Husiness
Cost Analysgis (BCAY and ask for more Lundinq for C4. Based on
the information ws hmva today,; we belisve signifiﬂant funding
will be reguired t: ms=at cach obiective conglusively.® The
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hgsesument  of tha Mildtery Servicass’ Inmider Threaat Progrems (W)

astimated completion date for tha analysis and BAC submisgsion is
2™ Quarter FY16.

Notce Zrom Sgcurity Branch Head: “We aze currently involwved with
the Cost Amzaessment and Program BEvaluation {(CAPE) Directaor,
specifically the Insider Threat Issue Team, where we ara
daveloping cost estimations for the Inslder Threat requirements
saross the Figcal Year Defense Plan (FYDP). Our initial
aubmission 15 dus to the CAPE dufing 1% ‘Quarter FYL16.%
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AJNAR
CAP
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DISA

DN

D/Aa
E.O.
GISA

" HBSS

1AR
ICS
InT

IWICS:

MCIA

NI

NIPRNET
NITTF
DON
ODNI
ONI
osp

ousb(c)
ousD{l}

PRRO
PPOI

SAF/AAZE
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(i} Acronyms and Abbreviations

Air Forcedntelligence, Surveiliance, and Reconnalssance Agency
Army JWICS Network Audit Program

Cotitrolled Access Prograim

Chief information Officer

Defense information Systems-Agency

Director of National Information

Departments and Agencies

" Executive Order

Ground Intelligence Support Agency

Host Based:-Security. Suite

Incident Assessmént Report

Intelligence Community Standard

Insider Threat

Joint Worldwide Intelligence Community System

“Marine Corps Intelligence Activity

National intelligence Program

Non-secure Internet Protocol Router Network
National Insider Threat Task Force
Departmentof the Navy

Qffice of the Director for National Intelligence

‘Office of National intelligence

Office of the Secretary of Defense

Officerof the Under Secretary of Defense for Comptroller
Office of the Under Secretary.of Defense for Intelligence
Plans, Polity, and Operations

Plans, Policy, Oversight and Integration

Policy and: Security: Enterprise Divisfon
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SAP

SAPCO
sCC

SIPRNET

SME
‘UAM
ush{l)
usmc

Special Access Program

Special Access Program Central Office
Security Coordination Center

Secret {nterriet Pratocol Router Network
Subject Matter Expert

User Activity Monitoring

Under Secretary-of Defense for Intelligence
United States Maring Corps




Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

The Whistleblower Protection Enhancement Act of 2012 requires
the Inspector General to desighate a Whistleblower Protection
“Ombudsman to educate agency employees about prohibitions on
-retaliation, and rights and remedies against retaliation for protected
disclosures: The designated ombudsman is the DoD IG Director for
Whistleblowing & Transparency. Formore information onyourrights
-and remedies against retaliation, go to the Whistleblowerwebpage.at

www.dodig.mil/programs/whistleblower.

For more information about DoD IG
reports or activities, please contact us:

Congressional Liaison
703.604.8324

DoD Hotline
800.424,9098
Media Contact
Public:Affairs@dodig.mil; 703:604.8324
Monthly Update
-.dodigeonnect-request@listserve.com

Reports Mailing List
dodig: report-request@listserve.com

Twitter
twittericom/DoD_IG
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