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SEVEN DEFENSE PRIORITIES  
FOR THE NEW ADMINISTRATION
The United States has the most powerful, precise, and professional armed forces in the 
world. Nevertheless our military is challenged: Russia, China, Iran, and the Democratic 
People’s Republic of Korea roil the World Order. Terrorists operate by global franchise, and 
groups like the Islamic State of Iraq and the Levant (ISIL) attempt to establish caliphates. 
Deterring nuclear war, arguably the highest priority for the Department of Defense (DoD), is 
complicated by new potential routes to nuclear escalation. States deterred by U.S. military 
might are pursuing asymmetric strategies of “gray zone” conflict: war short of all-out war. 
Long-term commitments to missions of stabilization, reconstruction, peacekeeping and 
nation building consume human and financial military resources for decades. New weapons 
like cyber and autonomous systems are aimed at the heart of the U.S. military strategy 
predicated on technological superiority; but also offer the U.S. an opportunity to grasp. 

7KH�'HIHQVH�6FLHQFH�%RDUG�Ī'6%ī��DQ�DGYLVRU\�
ERG\�IRU�WKH�6HFUHWDU\�RI�'HIHQVH�DQG�RWKHU�
VHQLRU�'R'�RɷFLDOV��LV�FKDUWHUHG�WR�DGGUHVV�
VXFK�FKDOOHQJHV��LQFOXGLQJ�WKH�PRVW�LUNVRPH�
SUREOHPV�DQG�SRWHQW�RSSRUWXQLWLHV��XQVWUXFWXUHG�
DQG�FRQVHTXHQWLDO��WKDW�LQYROYH�VFLHQFH�DQG�
WHFKQRORJ\��DQG�DOPRVW�DOZD\V�WRXFK�RQ�
SROLF\��VWUDWHJ\��DFTXLVLWLRQ��PDQXIDFWXULQJ��
RSHUDWLRQDO�FRQFHSWV��DQG�UXOHV�RI�HQJDJHPHQW�

7KLV�UHSRUW�VXPPDUL]HV�WKH�PDLQ�¿QGLQJV�DQG�
UHFRPPHQGDWLRQV�RI�UHSRUWV�SXEOLVKHG�E\�WKH�
'HIHQVH�6FLHQFH�%RDUG�IRU�WKH�6HFUHWDU\�RI�'HIHQVH�
GXULQJ�WKH�ODVW�GR]HQ�\HDUV��7KH�SXUSRVH�RI�WKLV�
HɱRUW�LV�WR�DLG�WKH�LQFRPLQJ�$GPLQLVWUDWLRQ�WR�
PDNH�D�IDVW�VWDUW�LQ�DGGUHVVLQJ�SUHVVLQJ�QDWLRQDO�
VHFXULW\�LVVXHV�DQG�RSSRUWXQLWLHV��:KLOH�WKH�WRSLFV�
WKDW�KDYH�EHHQ�DGGUHVVHG�VSDQ�D�ZLGH�UDQJH��VHYHQ�
PDMRU�WKHPHV�GRPLQDWHG�WKH�%RDUG¶V�FRQVLGHUDWLRQV��

This report summarizes the main findings and 
recommendations of reports published by the Defense 

Science Board for the Secretary of Defense during the 
last dozen years. The purpose of this effort is to aid the 

incoming Administration to make a fast start in addressing 
pressing national security issues and opportunities.
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1. Protecting the homeland�DJDLQVW�QRQĥVWDWH�
DFWRUV��DJDLQVW�HQHP\�VWDWHV�LQ�WLPH�RI�ZDU��DQG�
DJDLQVW�ZHDSRQV�RI�PDVV�GHVWUXFWLRQ�DQG�F\EHU��

2. Deterring the use of nuclear 

weapons�WR�SUHYHQW�QXFOHDU�ZDU��

3. 3UHSDULQJ�IRU�JUD\�]RQH�FRQÁLFWV�DV�ZDU�
VKRUW�RI�DOOĥRXW�ZDU�EHFRPHV�WKH�QRUP�

4. Maintaining information superiority 
DQG�ZKDW�WKH�LQIRUPDWLRQ�LQIUDVWUXFWXUH�
HQDEOHV�IRU�DGYHUVDULHV�DQG�IRU�WKH�8�6���

5. Anticipating intelligent systems 

and autonomy�LQFOXGLQJ�QXPEHUV�DQG�
GLVDJJUHJDWLRQ��UDQJH��DQG�GDQJHU�RQ�DQG�DERYH�
WKH�VHD�VXUIDFH�WKDW�GULYHV�ZDUIDUH�XQGHUVHD�

6. Supporting stabilization, 

reconstruction, peacekeeping, and 

nation building�WR�ZLQ�WKH�SHDFH��DQG

7. Preparing for surprise�WR�
WKH�8�6��DQG�E\�WKH�8�6�

7KH�WKHPHV�DUH�HODERUDWHG�DV�GHIHQVH�
SULRULWLHV�LQ�WKH�VHYHQ�FKDSWHUV�WKDW�IROORZ��
(DFK�FKDSWHU�UHIHUHQFHV�WKH�LQĥGHSWK�UHSRUWV�
XQGHUO\LQJ�WKRVH�VHYHQ�WKHPHV��1RWH�WKDW�
WKH�VHYHQ�WKHPHV�DUH�QRW��DQG�FRXOG�QRW�EH��
IXOO\�LQGHSHQGHQW�RI�HDFK�RWKHU��DQG�WKH�¿UVW�
LV�QR�PRUH�RU�OHVV�LPSHUDWLYH�WKDQ�WKH�ODVW�

7KH�%RDUG�SUHSDUHG�LWV�ODVW�VXPPDWLRQ�DW�
WKH�EHJLQQLQJ�RI�WKH�2EDPD�$GPLQLVWUDWLRQ��
Defense Imperatives for a new Administration 
ī����Ĭ and Creating a DoD Strategic Acquisition 
3ODWIRUP�ī����Ĭ��6RPH�WKLQJV�KDYH�FKDQJHG��
VRPH�WKLQJV�KDYH�QRW�FKDQJHG��
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8  �    Introduction

INTRODUCTION
The Defense Science Board (DSB) provides the Secretary of Defense, the Deputy Secretary of 
Defense, the Under Secretary of Defense for Acquisition, Technology and Logistics (USD(AT&L)), 
the Chairman of the Joint Chiefs of Staff, and other senior officials including the Secretaries of 
the Military Departments and the Commanders of the Combatant Commands with independent 
advice and recommendations on critical national security issues involving science and technology. 

7KH�'6%�DGGUHVVHV�WKH�6HFUHWDU\¶V�PRVW�LUNVRPH�
SUREOHPV�DQG�SRWHQW�RSSRUWXQLWLHV��XQVWUXFWXUHG�
DQG�FRQVHTXHQWLDO��WKDW�LQYROYH�VFLHQFH�DQG�
WHFKQRORJ\��DQG�DOPRVW�DOZD\V�DOVR�LQYROYH�WR�D�
GHJUHH�SROLF\��VWUDWHJ\��DFTXLVLWLRQ��PDQXIDFWXULQJ��
RSHUDWLRQDO�FRQFHSWV�DQG�UXOHV�RI�HQJDJHPHQW�

$OO�PHPEHUV�RI�WKH�'6%�KDYH�VWURQJ�VFLHQFH�
DQG�WHFKQRORJ\�EDFNJURXQGV��DQG�DUH�HLWKHU�
IRUPHU�VHQLRU�PLOLWDU\�RɷFHUV��VHQLRU�
H[HFXWLYHV�IURP�GHIHQVH�DQG�FRPPHUFLDO�
LQGXVWU\��XQLYHUVLW\�SURIHVVRUV��IRUPHU�VHQLRU�
RɷFLDOV�IURP�WKH�'HSDUWPHQW�RI�'HIHQVH�
DQG�WKH�LQWHOOLJHQFH�FRPPXQLW\��QDWLRQDO�
ODERUDWRULHV��DQG�OHDGHUV�IURP�)HGHUDOO\�)XQGHG�
5HVHDUFK�DQG�'HYHORSPHQW�&HQWHUV��'6%�
EHJDQ�LQ������������LV�LWV���WK�DQQLYHUVDU\�

'XULQJ�WKH�ODVW�GR]HQ�\HDUV�WKH�'6%�SXEOLVKHG�
D�QXPEHU�RI�UHSRUWV�IRU�WKH�6HFUHWDU\��DQG�

WKLV�UHSRUW�VXPPDUL]HV�WKH�PDLQ�¿QGLQJV�DQG�
UHFRPPHQGDWLRQV�RI�WKRVH�HɱRUWV��7KH�SXUSRVH�RI�
WKH�UHSRUW�LV�WR�DVVLVW�WKH�LQFRPLQJ�$GPLQLVWUDWLRQ�
WR�PDNH�D�IDVW�VWDUW�LQ�DGGUHVVLQJ�SUHVVLQJ�
QDWLRQDO�VHFXULW\�LVVXHV�DQG�RSSRUWXQLWLHV�

:KLOH�WKH�WRSLFV�WKDW�KDYH�EHHQ�DGGUHVVHG�VSDQ�
D�ZLGH�UDQJH��VHYHQ�PDMRU�WKHPHV�GRPLQDWHG�
WKH�'6%¶V�FRQVLGHUDWLRQV��7KH\�DUH�OLVWHG�
EHORZ��DQG�HODERUDWHG�LQ�WKH�VHYHQ�FKDSWHUV�
WKDW�IROORZ��ZKLFK�DOVR�UHIHUHQFH�WKH�LQĥGHSWK�
UHSRUWV�XQGHUO\LQJ�WKRVH�VHYHQ�WKHPHV�

7KH�'6%¶V�SUHSDUHG�LWV�ODVW�VXPPDWLRQ�DW�
WKH�EHJLQQLQJ�RI�WKH�2EDPD�$GPLQLVWUDWLRQ��
Defense Imperatives for a New Administration 
ī����Ĭ and Creating a DoD Strategic Acquisition 
3ODWIRUP�ī����Ĭ��6RPH�WKLQJV�KDYH�FKDQJHG��
VRPH�WKLQJV�KDYH�QRW�FKDQJHG�
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7KHVH�DUH�WKH�VHYHQ�PDMRU�WKHPHV�RI�WKH�
'6%¶V�ZRUN�GXULQJ�WKH�ODVW�GR]HQ�\HDUV��
1RWH�WKDW�WKH\�DUH�QRW��DQG�FRXOG�QRW�
EH��IXOO\�LQGHSHQGHQW�RI�HDFK�RWKHU�

1. Protecting the Homeland 
Against non-state actors
Against enemy states in time of war
Against weapons of mass destruction and cyber
6LQFH�������WKH�8�6��FDQ�QR�ORQJHU�EH�FRQVLGHUHG�D�
VDQFWXDU\��7KH�'R'¶V�KLJKHVW�SULRULW\�LV�SURWHFWLRQ�
RI�WKH�KRPHODQG��7KH�'6%�SXEOLVKHG�D�QXPEHU�
RI�UHSRUWV�WR�FODULI\�'R'¶V�UROHV�DQG�WR�DVVHVV�LWV�
SRVWXUH�IRU�GHIHQGLQJ�WKH�KRPHODQG�DQG�SURWHFWLQJ�
LW�IURP�QHZ�IRUPV�RI�WKUHDWV�WKDW�HYROYHG�VLQFH�
WKH�&ROG�:DU��7KLV�FKDSWHU�KLJKOLJKWV�'R'¶V�
GHSHQGHQFH�RQ�FULWLFDO�GRPHVWLF�LQIUDVWUXFWXUH��WKH�
VXSSRUWLQJ�FDSDELOLWLHV�WKH�'HSDUWPHQW�ZLOO�QHHG�WR�
SURYLGH�WR�FLYLO�DXWKRULWLHV�LQ�WLPHV�RI�GLVDVWHU��DQG�
RSSRUWXQLWLHV�IRU�LPSURYHPHQW�LQ�WKH�LQWHUDJHQF\��

7KH�'6%�KDV�SXEOLVKHG�UHSRUWV�FKDUDFWHUL]LQJ�
KRZ�WKH�WKUHDW�WR�WKH�KRPHODQG�HYROYHG�VLQFH�
WKH�HQG�RI�WKH�&ROG�:DU��$FWRUVħDQG�WKHLU�
WRROVħKDYH�SUROLIHUDWHG�EH\RQG�QDWLRQ�VWDWHV��
0RUH�QDWLRQV�ZLOO�KDYH�PLVVLOHV�ZLWK�UDQJH�RU�
GHOLYHU\�PHFKDQLVPV�WKDW�WKUHDWHQ�WKH�8�6��
KRPHODQG��7KH�F\EHU�WKUHDW�JURZV�H[SRQHQWLDOO\�
DQG�FDQ�EH�SURPXOJDWHG�ZLWK�VHULRXV�KDUP�E\�
LQGLYLGXDOV��$GYDQFHV�LQ�WHFKQRORJ\�FDQ�SODFH�HYHQ�
ZHDSRQV�RI�PDVV�GHVWUXFWLRQħQXFOHDU��FKHPLFDO��
DQG�ELRORJLFDOħLQ�WKH�KDQGV�RI�DQ\�VWDWH�RU�QRQĥ
VWDWH�DFWRU�ZKR�GHVLUHV�WKHP��'6%�FRQWLQXDOO\�
LQYHVWLJDWHV�ZKDW�WR�GR�DERXW�WKHVH�WKUHDWV��
GHIHQVLYHO\�DQG�RɱHQVLYHO\��DW�KRPH�DQG�DEURDG��

7KH�'6%�LV�SDUWLFXODUO\�FRQFHUQHG�ZLWK�WKH�
DSSDUHQW�EHOLHI�WKDW�DUPHG�FRPEDW�ZLOO�DOZD\V�
RFFXU�LQ�VRPHERG\�HOVH¶V�EDFN\DUG�DQG�ZLOO�QHYHU�
VSUHDG�WR�WKH�KRPHODQG��7KDW�LV�XQOLNHO\�WR�EH�WUXH�

2. Deterring the Use of 
Nuclear Weapons
Preventing nuclear war
'HVSLWH�WKH�³SHDFH�GLYLGHQG´�DW�WKH�HQG�RI�WKH�&ROG�
:DU��WKH�'6%�UHPDLQV�XQFHUWDLQ�WKDW�GRZQJUDGLQJ�

WKH�QDWLRQ¶V�QXFOHDU�GHWHUUHQW�ZRXOG�OHDG�RWKHU�
QDWLRQV�WR�GR�WKH�VDPH��HYHQ�DV�DGYDQFHV�LQ�WKH�
8�6�¶�QRQĥQXFOHDU�ZDU¿JKWLQJ�FDSDELOLWLHV�SURYHG�
WKHLU�HɱHFWLYHQHVV��,Q�IDFW��8�6��FRQYHQWLRQDO�
GRPLQDQFH�GHPRQVWUDWHG�LQ�%RVQLD��,UDT��DQG�
$IJKDQLVWDQ�DSSHDUV�WR�KDYH�FDWDO\]HG�D�JUHDWHU�
LQWHUHVW�LQ�QXFOHDU�ZHDSRQV�E\�RWKHUV�ZKR�GR�QRW�
KDYH�WKH�UHVRXUFHV�WR�RYHUPDWFK�WKH�8�6��RWKHUZLVH�

)RU�WZR�GHFDGHV��WKH�'6%�KDV�PDLQWDLQHG�
VWHDG\�DWWHQWLRQ�WR�WKH�KHDOWK�RI�WKH�8�6��QXFOHDU�
HQWHUSULVH��WKH�DGYDQFHV�DQG�PRGHUQL]DWLRQ�
HɱRUWV�XQGHUWDNHQ�E\�5XVVLD�DQG�&KLQD��QXFOHDU�
ZHDSRQV�SUROLIHUDWLRQ�WR�RWKHU�QDWLRQ�VWDWHV��DQG�
DGYDQFHV�LQ�WHFKQRORJ\�WKDW�FRXOG�GHWHFW�RU�KLGH�
SUROLIHUDWLRQ��'R'�OHDGHUVKLS�LV�UHQHZLQJ�LWV�
FRPPLWPHQW�WR�WKH�QDWLRQ¶V�QXFOHDU�GHWHUUHQW��
JLYHQ�WKH�UHODWLYHO\�UHFHQW�UHFRJQLWLRQ�RI�WKH�
SHUYDVLYH�WKUHDW�RI�DGYHUVDULHV¶�QXFOHDU�FDSDELOLWLHV�
DQG�GRFWULQHV��7KH�'6%¶V�KLVWRU\�LQ�QXFOHDU�
GHWHUUHQFH�KHOSV�WKH�'HSDUWPHQW�UHĥHVWDEOLVK�D�
NQRZOHGJH�EDVH��QRZ�ODUJHO\�DWURSKLHG��WR�VXSSRUW�
PRGHUQL]DWLRQ�RI�RXU�IRUFHV�DQG�RSHUDWLRQDO�
UHDGLQHVV�WR�GHWHU�QXFOHDU�DJJUHVVLRQ�

,Q�VKRUW��³QXFOHDU´�VWLOO�PDWWHUV��QXFOHDU�LV�LQ�D�
FODVV�RI�LWV�RZQ��DQG�QXFOHDU�FDQQRW�EH�ZLVKHG�
DZD\��7KH�QXFOHDU�WKUHVKROG�PD\�GHFUHDVH�RZLQJ�
WR�WKH�VWDWHG�GRFWULQH�DQG�ZHDSRQV�GHYHORSPHQWV�
RI�VRPH�VWDWHV��H�J���³HVFDODWH�WR�GHĥHVFDODWH�´�DQG�
WKH�LQWURGXFWLRQ�RI�QHZ�WHFKQRORJ\��)XUWKHU�
DJJUDYDWLQJ�WKH�VLWXDWLRQ��WKH�OHDG�WLPH�IRU�
QXFOHDU�PRGHUQL]DWLRQ�DQG�UHVSRQVH�LV�very�ORQJ�

3. Preparing for Gray Zone Conflicts
Constrained military operations, short of all-out 
war, are becoming the norm 
$V�QDWLRQV�KDYH�UHDOL]HG�WKH\�FDQQRW�PDWFK�WKH�
8�6��ZLWK�FRQYHQWLRQDO�PLOLWDU\�PLJKW��PDQ\�
DGRSWHG�VWUDWHJLHV�DQG�WDFWLFV�GHVLJQHG�WR�VWD\�
EHORZ�WKH�WKUHVKROG�RI�D�PDMRU�LQWHUQDWLRQDO�
DUPHG�UHVSRQVH��ZLWQHVV�5XVVLD�LQ�WKH�&ULPHD��
&KLQD¶V�LVODQG�EXLOGLQJ�LQ�WKH�6RXWK�&KLQD�6HD��
DQG�1RUWK�.RUHDQ�SURYRFDWLRQV��7KHLU�WRROV�DQG�
WHFKQLTXHV�LQFOXGH�LQIRUPDWLRQ�RSHUDWLRQV��XVLQJ�
GLVLQIRUPDWLRQ�DQG�VWUDWHJLF�FRPPXQLFDWLRQ�
DLPHG�DW�WKHLU�SRSXODFH��QHLJKERUV��DQG�WKH�
ZRUOG��DPELJXLW\�RI�IRUFHV�Ī³OLWWOH�JUHHQ�PHQ�´�
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SUR[LHV��DQG�QDYDO�IRUFHV�ODEHOHG�³&RDVW�*XDUG´ī��
DQG�FRHUFLRQ�LQYROYLQJ�HFRQRPLFV��HQHUJ\��DQG�
SROLWLFDO�FRUUXSWLRQ��7KH�'6%�KDV�LGHQWL¿HG�
'R'¶V�RSWLRQV�LQ�DGGUHVVLQJ�WKLV�³QHZ�QRUPDO´�
FDWHJRU\�RI�WKUHDWV�DQG�WR�KLJKOLJKW�WKH�UROH�
RI�RWKHU�SDUWV�RI�WKH�JRYHUQPHQW�FULWLFDO�WR�
VXFFHVVIXOO\�FRXQWHULQJ�VXFK�VWUDWHJLHV�

4. Maintaining Information 
Superiority
What the information infrastructure is enabling—
for adversaries and for us 
,QIRUPDWLRQ�KDV�EHFRPH�D�GHFLVLYH�DQG�
GLVFULPLQDWLQJ�HQDEOHU�RI�PRGHUQ�ZDUIDUH��DQG�
LQIRUPDWLRQ�VXSHULRULW\�D�SRWHQW�GHWHUUHQW��7KH�
'6%�KDV�SXEOLVKHG�D�QXPEHU�RI�UHSRUWV�KLJKOLJKWLQJ�
KRZ�WKH�'R'�FDQ�DFKLHYH�DQG�PDLQWDLQ�LQIRUPDWLRQ�
VXSHULRULW\��IRFXVLQJ�RQ�LQWHOOLJHQFH�FROOHFWLRQ�
DQG�DQDO\VLV��WKH�XVH�RI�XQFODVVL¿HG�³ELJ�GDWD�´�
DQG�WKH�UDSLGO\�DGYDQFLQJ�WHFKQRORJLHV�RI�
LQIRUPDWLRQ�DQG�FRPPXQLFDWLRQ�LQIUDVWUXFWXUHV��

7KH�8�6��DQG�LWV�DGYHUVDULHV�UHDOL]H�WKH�FULWLFDOLW\�RI�
LQIRUPDWLRQ��LWV�DVVXUHG�DYDLODELOLW\�DQG�LQWHJULW\��
DQG�WKH�YXOQHUDELOLWLHV�LQ�SURYLGLQJ�LW��7KH�'6%�
DGYLVHG�RQ�RɱHQVH�DQG�GHIHQVH�LQ�WKLV�GRPDLQ��
LQFOXGLQJ�WKH�JURZLQJ�WKUHDWV�DQG�RSSRUWXQLWLHV�
LQ�HOHFWURQLF�ZDUIDUH�DQG�F\EHU��$V�DQ�H[DPSOH��
WKH�%RDUG¶V�F\EHU�HɱRUWV�DGGUHVVHG��PDWFKLQJ�
RXU�GHIHQVHV�WR�WKH�VRSKLVWLFDWLRQ�RI�WKH�WKUHDWV�
DQG�FULWLFDOLW\�RI�WKH�WDUJHW��PDQDJLQJ�F\EHU�
GHIHQVH�WR�PDNH�RSWLPDO�XVH�RI�IXQGLQJ�DQG�RI�
VFDUFH�WHFKQLFDO�KXPDQ�UHVRXUFHV��GHWHUPLQLQJ�
WKH�FKDOOHQJHV�DQG�RSSRUWXQLWLHV�RI�F\EHU�
UHODWLYH�WR�QHZ�WHFKQRORJLHV��LQFOXGLQJ�FORXG�
FRPSXWLQJ��LGHQWLI\LQJ�VWUDWHJLHV�WR�PLWLJDWH�
F\EHU�FRUUXSWLRQ�RI�WKH�VXSSO\�FKDLQ��SDUWLFXODUO\�
IRUHLJQ�VXSSOLHG�PLFURHOHFWURQLFV��DQG�KRZ�WR�
GHWHU�F\EHUDWWDFNV�ZKHQ�GHIHQVHV�DUH�LQDGHTXDWH�

,QIRUPDWLRQ�UHPDLQV�D�FULWLFDO�GLɱHUHQWLDWRU�
IRU�WKH�8�6��DQG�IRU�LWV�DGYHUVDULHV��F\EHU��F\EHU�
FRUUXSWLRQ�RI�WKH�PLFURHOHFWURQLFV�DQG�VRIWZDUH�
VXSSO\�FKDLQ��DQG�HOHFWURQLF�ZDUIDUH�RɱHU�WKUHDWV�
DQG�RSSRUWXQLWLHV�YLVĥDĥYLV�LQIRUPDWLRQ��DQG�
DFTXLULQJ�HQDEOLQJ�LQIRUPDWLRQ�WHFKQRORJ\��
SDUWLFXODUO\�VRIWZDUH��KDV�LWV�RZQ�XQLTXH�TXLUNV�

5. Anticipating More Intelligent 
Systems and Autonomy
Numbers and disaggregation
Range
Danger on and above sea surface drive combat 
undersea 
7KH�XQPDWFKHG�FDSDELOLWLHV�RI�8�6��MRLQW�IRUFHV�
GHSHQG�RQ�UHODWLYHO\�VPDOO�QXPEHUV�RI�H[WUHPHO\�
FDSDEOH��KLJK�YDOXH�DVVHWV��H�J���WKH�ZRUOG¶V�PRVW�
SRWHQW�DLUFUDIW�FDUULHUV��3UHGLFWDEO\��WKRVH�XQLTXH�
DVVHWV�EHFDPH�OXFUDWLYH�WDUJHWV�RI�DGYHUVDU\�VWDWHV��
FDOOLQJ�LQWR�TXHVWLRQ�VRPH�IRXQGDWLRQDO�RSHUDWLRQDO�
WHQHWV�VXFK�DV�DLU�GRPLQDQFH��'6%¶V�ZRUN�LQ�WKLV�
DUHD�KDV�DGYRFDWHG�ZD\V�WR�RSHUDWH�DW�JUHDWHU�UDQJH�
IURP�WKH�DGYHUVDU\�WR�LQFUHDVH�VDIHW\��XVH�RI�ODUJH�
QXPEHUV�RI�LQH[SHQVLYH�DVVHWV�WR�DXJPHQW�VPDOO�
QXPEHUV�RI�FRVWO\�DVVHWV�Ī³TXDQWLW\�KDV�D�TXDOLW\�
DOO�LWV�RZQ´ī��DQG�XVH�RI�FDUHIXOO\�PDQDJHG�DQG�
FRQWUROOHG�DXWRQRPRXV�V\VWHPV�WR�NHHS�0LOLWDU\�
6HUYLFH�SHUVRQQHO�RXW�RI�KDUP¶V�ZD\��,Q�DGGLWLRQ��
FDSLWDOL]LQJ�RQ�8�6��XQGHUVHD�GRPLQDQFH��WKH�'6%�
KDV�LGHQWL¿HG�ZD\V�WR�PDLQWDLQ�WKDW�VXSHULRULW\�IRU�
WKH�QHDU�IXWXUH�WKURXJK�WKH�XVH�RI�ODUJH�QXPEHUV�RI�
LQH[SHQVLYH�XQPDQQHG�XQGHUVHD�YHKLFOHV�WR�FRQGXFW�
RSHUDWLRQV�WKDW�ZRXOG�RWKHUZLVH�EH�XQGHUWDNHQ�
ZLWK�JUHDWHU�ULVN�IURP�WKH�DLU��VHD�RU�ODQG�

,QWHOOLJHQW�V\VWHPV��DW�UHVW�RU�LQ�PRWLRQ��ZLOO�EH�D�
GLɱHUHQWLDWRU�IRU�WKH�8�6��DQG�IRU�LWV�DGYHUVDULHV��
7KH�WHFKQRORJ\�OHQGV�LWVHOI�ZHOO�WR�GLVDJJUHJDWLRQ��
QXPEHUV��DQG�ORQJ�UDQJH�ERWK�DV�DQ�DGYDQWDJH�DQG�
GDQJHU�WR�WKH�QDWLRQ��&XUUHQWO\��DQG�IRU�WKH�QHDU�
IXWXUH��WKH�8�6��RZQV�WKH�XQGHUVHD�GRPDLQ��ZKHUH�
LQWHOOLJHQW�V\VWHPV��GLVDJJUHJDWLRQ��TXDQWLW\��DQG�
ORQJ�UDQJH�FDQ�RɱVHW�WKH�FUXLVH�DQG�EDOOLVWLF�PLVVLOH�
DQG�WKH�HOHFWURQLF�ZDUIDUH�WKUHDWV�WR�FRQGXFWLQJ�
PLVVLRQV�IURP�WKH�VHD�VXUIDFH�DQG�WKH�DLU�

6. Supporting Stabilization, 
Reconstruction, Peacekeeping, 
and Nation Building
Winning the peace
7DNLQJ�OHVVRQV�IURP�KLVWRU\��WKH�'6%�
KLJKOLJKWHG�WKH�LPSRUWDQFH�RI�FRPSUHKHQVLYH�
SODQQLQJ�DQG�SUHSDUDWLRQ�EHIRUH��GXULQJ��DQG�
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DIWHU�FRQÀLFW�WR�VHFXUH�VKRUWĥ�DQG�ORQJHUĥWHUP�
VWDELOLW\�RQFH�KRVWLOLWLHV�FHDVH��7KH�'6%�KDV�
DGGUHVVHG�LVVXHV�LQFOXGLQJ��LGHQWL¿FDWLRQ�RI�WKH�
LQIRUPDWLRQ�DQG�LQWHOOLJHQFH�UHTXLUHG�WR�FRQGXFW�
VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�RSHUDWLRQV�
VXFFHVVIXOO\��WKH�EHVW�XVH�RI�WKH�1DWLRQDO�*XDUG�
DQG�5HVHUYHV�ZLWK�WKHLU�FLYLOLDQ�VHFWRU�VNLOOV��
ODQJXDJH�DQG�FXOWXUDO�WUDLQLQJ��DQG�FDPSDLJQ�
SODQQLQJ�DQG�H[HUFLVLQJ�IRU�VWDELOL]DWLRQ�DQG�
UHFRQVWUXFWLRQ�PLVVLRQV�RQ�SDU�ZLWK�ZKDW�WKH�
0LOLWDU\�6HUYLFHV�GR�IRU�FRPEDW�PLVVLRQV�

0DQ\�VWDELOL]DWLRQ��UHFRQVWUXFWLRQ��SHDFHNHHSLQJ��
DQG�QDWLRQĥEXLOGLQJ�PLVVLRQV�DUH�UHJUHWWDEO\�
FKDOOHQJHG�E\�LQVXUJHQF\�DV�LQ�,UDT�DQG�
$IJKDQLVWDQ��:KLOH�WKHUH�LV�QR�IRROSURRI�ZD\�WR�
DYRLG�DQG�HOLPLQDWH�LQVXUJHQF\�DQ\�PRUH�WKDQ�WKHUH�
LV�D�ZD\�WR�DYRLG�DQG�HOLPLQDWH�FULPH��WKH�'6%�KDV�
DGGUHVVHG�ZD\V�WR�PLWLJDWH�DQG�PDQDJH�LQVXUJHQF\�
WR�HQDEOH�WKH�HPHUJHQFH�RI�SHDFHIXO�VRFLHWLHV�

7. Preparing for Surprise
To the U.S. and by the U.S. 
7KH�ZRUOG�LV�DQ�XQSUHGLFWDEOH�SODFH��SDUWLFXODUO\�
ZLWK�WKH�JDOORSLQJ�DGYDQFH�RI�WHFKQRORJ\��1R�
PDWWHU�KRZ�ZHOO�WKH�'R'�SODQV�DQG�SUHSDUHV�WKHUH�
ZLOO�EH�VXUSULVHV��DQG�WKHUH�LV�WKH�HYHU�SUHVHQW�
YDOXH�RI�LQÀLFWLQJ�VXUSULVH�RQ�DGYHUVDULHV��7KH�
'6%�KDV�SXEOLVKHG�UHSRUWV�DGYLVLQJ�WKH�'R'�
RQ�KRZ�WKH�'HSDUWPHQW�FDQ�EH�EHWWHU�SRLVHG�WR�
UHVSRQG�WR�VXUSULVH�ZLWK�DJLOLW\��DGDSWDELOLW\��DQG�
UHVLOLHQFH��H�J���KDYLQJ�D�WHFKQRORJ\�LQIUDVWUXFWXUH�
WKDW�FDQ�EH�VZLIWO\�DQG�LQH[SHQVLYHO\�UHĥYHFWRUHG�
WR�PHHW�FKDQJLQJ�QHHGV�DQG�WKUHDWV��XVLQJ�
PRUH�UHG�WHDPLQJ�DQG�IUHH�SOD\�LQ�WUDLQLQJ�DQG�
H[HUFLVHV��7KH�'6%�KDV�DOVR�LGHQWL¿HG�SRWHQWLDO�
WHFKQRORJLFDO�VXUSULVHV�DQG�DGYLVHG�RQ�KHGJLQJ�
VWUDWHJLHV�VKRXOG�WKRVH�RFFDVLRQV�DULVH�

$Q�DJLOH�DQG�UHVSRQVLYH�DFTXLVLWLRQ�V\VWHP�ZLOO�
HQDEOH�WKH�8�6��WR�SUHSDUH�IRU�VXUSULVH��SDUWLFXODUO\�
ZLWK�D�UHTXLUHPHQWV�UHJLPH�EDVHG�RQ�UDWLRQDO�
DQDO\VLV�RI�³ZKDW�WR�EX\´�DQG�³KRZ�WR�EX\�LW�́ �
7KLV�HQFRXUDJHV�FUHDWLYLW\�IURP�WKH�VFLHQWLVWV�DQG�
HQJLQHHUV�LQ�8�6��LQGXVWU\�DQG�XQLYHUVLWLHV��7KH�
'6%�KDV�SXEOLVKHG�D�VHULHV�RI�UHSRUWV�RQ�DFTXLVLWLRQ�
UHIRUP�PHDQW�WR�XQGHUSLQ�D�FXOWXUH�RI�LQQRYDWLRQ�

,Q�WKH�%RDUG¶V�YLHZ��DQ�LQQRYDWLYH�'R'�VKRXOG�
LQWURGXFH�FKDQJH�LQ�WR�WKH�¿HOG��QHZ�SRWHQW�
V\VWHPV��FUHDWLYH�VWUDWHJLHV�DQG�WDFWLFV��SRZHUIXO�
RSHUDWLRQDO�FRQFHSWV��DQG�RXWVWDQGLQJ�0LOLWDU\�
6HUYLFH�SHUVRQQHO�SHUIRUPDQFH�DW�VXFK�D�
GL]]\LQJ�UDWH�WKDQ�QR�DGYHUVDU\�KDV�KRSH�RI�
GHYHORSLQJ�FRXQWHUPHDVXUHV�IDVW�HQRXJK��

$�VWURQJ�WHFKQRORJ\�EDVH��LQFOXGLQJ�NQRZOHGJH�
RI�HPHUJLQJ�VFLHQFH�DQG�WHFKQRORJ\��GHGLFDWHG�
VFLHQWLVWV�DQG�HQJLQHHUV��DQG�LQIUDVWUXFWXUH�
DQG�IDFLOLWLHV��DFWV�DV�D�VROLG�IRXQGDWLRQ�LQ�
WKH�SUHSDUDWLRQ�IRU�VXUSULVH��,W�SURYLGHV�
WKH�'R'�ERWK�VWUDWHJLF�GLɱHUHQWLDWRUV�DQG�
VWUDWHJLF�QHFHVVLWLHV��7KH�'6%�KDV�DGGUHVVHG�
WKH�QHHG�IRU�D�KHDOWK\�WHFKQRORJ\�EDVH�LQ�D�
VHULHV�RI�UHSRUWV��DQG�UHFRPPHQGHG�DFWLRQV�WR�
PDLQWDLQ�D�8�6��OHDG�LQ�WKH�IDFH�RI�LQFUHDVLQJ�
JOREDOL]DWLRQ�RI�VFLHQFH�DQG�WHFKQRORJ\�

In sum
7KH�VHYHQ�FKDSWHUV�WKDW�IROORZ�SRLQW�WR�D�
EOXHSULQW�DQG�DJHQGD�IRU�WKH�QHZ�$GPLQLVWUDWLRQ�
WR�HQDEOH�D�IDVW�VWDUW�LQ�DGGUHVVLQJ�SUHVVLQJ�
QDWLRQDO�VHFXULW\�LVVXHV�DQG�RSSRUWXQLWLHV�
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CHAPTER ONE
Protecting the Homeland

13



14  �    Chapter 1

9/11 catalyzed the nation to 
address serious attacks on the 
homeland—for a while
7KH�GHFDGH�EHWZHHQ�WKH�HQG�RI�WKH�&ROG�:DU�
DQG������VDZ�WHFKQLFDO�DGYDQFHV��PRVW�QRWDEO\�LQ�
LQIRUPDWLRQ��ELRORJ\��DQG�PLFURV\VWHPV��ZKLFK�
UDSLGO\�ZHQW�LQWR�ZLGHVSUHDG��FRPPHUFLDO�XVH��
:KLOH�FRXQWOHVV�SRVLWLYH�RXWFRPHV�ZHUH�ĪDQG�
LQGHHG�VWLOO�DUHī�WKH�UHVXOW��WKH�DɱRUGDELOLW\�DQG�
DYDLODELOLW\�RI�WKH�WHFKQRORJLHV�JOREDOO\�DOVR�
LQWURGXFHG�QHZ�WKUHDWV��PDGH�PRUH�VHULRXV�
E\�WKH�OLPLWHG�UHVRXUFHV�LQ�ERWK�SHRSOH�DQG�
PRQH\�UHTXLUHG�WR�GR�JUHDW�KDUP��$�QXPEHU�
RI�HYHQWV�RɱHUHG�ZDUQLQJV��IRU�H[DPSOH��

 � 7KH�ULVH�RI�UDGLFDO�WHUURULVW�JURXSV�DV�HYLGHQFHG�
E\�WKH������:RUOG�7UDGH�&HQWHU�ERPELQJ�DQG�
$O�4DHGD¶V�ERPELQJV�DLPHG�DW�8�6��UHODWHG�
WDUJHWV�LQ�<HPHQ��1DLUREL�DQG�.HQ\D��

 � $XP�6KLQULN\R¶V�FURVVLQJ�D�WKUHVKROG�
IRU�WHUURULVW�DWWDFNV�ZLWK�LWV�VDULQ�
UHOHDVH�LQ�WKH�7RN\R�VXEZD\��DQG

 � 7KH�'HPRFUDWLF�3HRSOH¶V�5HSXEOLF�RI�
.RUHD¶V�QRQĥFRPSOLDQFH�ZLWK�LWV�REOLJDWLRQV�
XQGHU�WKH�1RQSUROLIHUDWLRQ�7UHDW\�

7KH�SUHYDLOLQJ�YLHZ�LQ�WKH�8�6���KRZHYHU��
ZDV�WKDW�ZLWK�WKH�&ROG�:DU�HQGLQJ�DQG�WKH�
VDQFWXDU\�DɱRUGHG�E\�JHRJUDSK\��WKH�QDWLRQ�
ZDV�VDIHU�WKDQ�LW�KDG�EHHQ�LQ�GHFDGHV�

1. PROTECTING THE HOMELAND
AGAINST NON-STATE ACTORS  �  AGAINST ENEMY STATES IN TIME OF WAR  �  AGAINST WEAPONS OF MASS DESTRUCTION AND CYBER

The DoD’s highest priority remains the protection of the homeland, and since 9/11, the 
nation can no longer consider the homeland as a sanctuary. Even prior to 9/11, the DSB 
was concerned about the asymmetric evolution of the post-Cold War threat and potential 
for attacks within the United States. The DSB has focused on clarifying the DoD’s roles and 
assessing its posture for defending the homeland and anticipating these new forms of threats 
as they become more widespread. Of particular concern is the Department’s dependence on 
critical infrastructure, the supporting capabilities it will need to provide to civil authorities, 
and shortcomings in the interagency, in broad and more specific contexts, ranging from the 
violent behavior of individuals to cyber and weapons of mass destruction (WMD) attacks.
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7KH�HYHQWV�RI������FKDQJHG�WKDW�FRPSODFHQF\��7KH�
IROORZLQJ�GHFDGH�VDZ�KLJK�SUR¿OH�HɱRUWV�E\�WKH�
JRYHUQPHQW�WR�DGGUHVV�WKUHDWV�WR�WKH�KRPHODQG��
IRFXVHG�SULQFLSDOO\�RQ�QRQĥVWDWH�WHUURULVP�DQG�
WKHLU�SRWHQWLDO�IRU�H[HFXWLQJ�³XQFRQYHQWLRQDO´�
DWWDFNV��7KH�'R'¶V�PDMRU�FRQWULEXWLRQ�ZDV�
³WKH�DZD\�JDPH�´�D�GHFDGHĥSOXV�FRPPLWPHQW�RI�
PLOLWDU\�IRUFHV�LQ�,UDT�DQG�$IJKDQLVWDQ�WR�GLVUXSW�
RU�GHVWUR\�DGYHUVDU\�QHWZRUNV�DQG�HQDEOH�ORFDO�
JRYHUQPHQW�IRUFHV�WR�SURWHFW�WKHLU�SRSXODFH��
0RUH�UHFHQWO\��WKH�QDWLRQ�EHJDQ�SXOOLQJ�EDFN�
IURP�LWV�PLOLWDU\�GHSOR\PHQWV�DQG�RSHUDWLRQV��
DQG�UHEDODQFHG�HɱRUWV�DW�WKH�'HSDUWPHQW�RI�
+RPHODQG�6HFXULW\�Ī'+6ī�WR�LPSURYH�HPHUJHQF\�
UHVSRQVH�DQG�FRQVHTXHQFH�PDQDJHPHQW�IRU�QDWXUDO�
GLVDVWHUV��(PSKDVLV�UHODWHG�WR�QDWLRQDO�VHFXULW\�
QRZ�UHVWV�RQ�WKH�ULVH�RI�SURYRFDWLYH�DFWLRQV�E\�
QDWLRQĥVWDWHV��VXFK�DV�5XVVLD�DQG�&KLQD��DQG�RQ�
WKH�EUHHGLQJ�JURXQGV�IRU�LQVWDELOLW\��VXFK�DV�6\ULD��
QRUWKHUQ�,UDT��DQG�8NUDLQH��$JDLQ�WKH�HPSKDVLV�
LV�RQ�³WKH�DZD\�JDPH´�UROHV�IRU�WKH�'R'�

'HVSLWH�WKH�ULVH�RI�SURYRFDWLRQV�DEURDG��WKUHDWV�WR�
WKH�KRPHODQG�PXVW�UHJDLQ�DWWHQWLRQ�DV�D�VHULRXV�
FRQFHUQ��DV�HYLGHQFHG�E\�WKH�DODUPLQJ�LQFUHDVH�LQ�
WHUURULVW�RU�WHUURULVWĥLQVSLUHG�DWWDFNV�LQ�(XURSH��
DQG�WKH�LQFLGHQWV�DW�KRPH�LQ�6DQ�%HUQDUGLQR��
&KDWWDQRRJD��DQG�2UODQGR��2YHUW�PRWLYHV�IRU�

DWWDFNLQJ�WKH�8�6��KRPHODQG��EHVLGHV�WHUURULVP��
LQFOXGH�GHOD\LQJ�DQG�GLVUXSWLQJ�JOREDO�SURMHFWLRQ�
RI�8�6��DUPHG�IRUFHV�WR�JLYH�DQ�DGYHUVDU\�WLPH�WR�
VROLGLI\�JDLQV�HOVHZKHUH��RU�WKH�PLVWDNHQ�EHOLHI�
WKDW�WKH�8�6��FDQ�EH�GLVVXDGHG�RU�GHWHUUHG�DQG�LWV�
ZLOO�WR�¿JKW�HURGHG��0RUH�FRYHUW�PRWLYHV�PD\�EH�
WR�LQÀXHQFH�RU�FDVW�GRXEWV�RQ�SROLWLFDO�DJHQGDV��
RU�ZUHDN�KDYRF�LQ�¿QDQFLDO�QHWZRUNV��$GYHUVDULHV�
PD\�EH�³FRPSRVLWHV´�RI�VWDWHV�DQG�SUR[LHV��:LWK�
DGYDQFHV�DQG�DYDLODELOLW\�RI�NH\�WHFKQRORJLHV��WKHLU�
PHDQV�RI�DWWDFN�DUH�EURDGHU�DQG�PD\�YDU\��DQG�
WDUJHWV�KDYH�EHFRPH�LQFUHDVLQJO\�LQWHUGHSHQGHQW�
DV�UHOLDQFH�RQ�LQIRUPDWLRQ�WHFKQRORJLHV�KDV�
JURZQ��:HDSRQV�RI�PDVV�GHVWUXFWLRQħQXFOHDU��
FKHPLFDO��DQG�ELRORJLFDOħPD\�EH�DFFHVVHG�E\�
DOPRVW�DQ\�VWDWH�RU�QRQĥVWDWH�DFWRU�WKDW�GHVLUHV�
WKHP�PRUH�HDVLO\�WKDQ�D�GHFDGH�RU�WZR�DJR��

The DoD’s priorities in homeland 
defense have emphasized taking 
the fight to the enemy
7KH�HYHQWV�RI������UHVXOWHG�LQ�D�VKLIW�LQ�WKH�QDWLRQ¶V�
DSSURDFK�WR�GHIHQGLQJ�WKH�KRPHODQG�IURP�RQH�WKDW�
UHOLHG�SULQFLSDOO\�RQ�RɱHQVH�DQG�DVVXUHG�UHVSRQVH�
WR�RQH�WKDW�DGGHG�SUHSDUHGQHVV�IRU�GHDOLQJ�ZLWK�
DQ�DWWDFN�ZLWKLQ�WKH�ERUGHUV�RI�WKH�8�6��)URP�
WKH�VWDUW��WKH�'R'�YLHZHG�LWV�UROH�LQ�WKLV�VWUDWHJ\�

Weapons of mass destruction—nuclear, chemical, 
and biological—may be accessed by almost 

any state or non-state actor that desires them 
more easily than a decade or two ago.
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DV�WKH�SULQFLSDO�LQ�SURVHFXWLQJ�WKH�³DZD\�JDPH�´�
FRQ¿UPHG�E\�WKH�PLOLWDU\�FRPPLWPHQW�WR�WKH�
SURORQJHG�HQJDJHPHQWV�LQ�$IJKDQLVWDQ�DQG�,UDT��
DV�ZHOO�DV�WKH�OHJDO�UHVWULFWLRQV�RI�posse comitatus 
DQG�WKH�,QVXUUHFWLRQ�$FW�RI�������$V�VXFK��WKH�
'R'�KDV�WHQGHG�WR�OLPLW�LWV�DWWHQWLRQ�DQG�UHVRXUFH�
FRPPLWPHQWV�WR�WKH�DFWLYLWLHV�UHODWHG�WR�KRPHODQG�
GHIHQVH�IRU�ZKLFK�LW�LV�GLUHFWO\�UHVSRQVLEOH��H�J���
IRUFH�DQG�LQVWDOODWLRQ�SURWHFWLRQ��SURWHFWLRQ�RI�
WKH�GHIHQVH�LQGXVWULDO�EDVH�LQIUDVWUXFWXUH��VSHFLDO�
VXSSRUW�IRU�GRPHVWLF�QXFOHDU�HYHQWV��125$'��
DQWLĥVXEPDULQH�DQG�DQWLĥVXUIDFH�ZDUIDUH�DQG�
SDWUROV��DQG�VWDWHĥDVVLJQHG�1DWLRQDO�*XDUG�XQLWV��

7KH�PRVW�YLVLEOH�DQG�HQGXULQJ�FKDQJH�VLQFH�
�����KDV�EHHQ�WKH�FUHDWLRQ�RI�WKH�8�6��1RUWKHUQ�
&RPPDQG�Ī1257+&20ī��7KLV�XQL¿HG�D�QXPEHU�
RI�FRPPDQG�HOHPHQWV�LQ�WKH�'HSDUWPHQW�WR�
SURYLGH�VXSSRUW�WR�FLYLO�DXWKRULWLHV�LQ�WKRVH�FDVHV�
ZKHUH�WKH�FDSDELOLWLHV�RI�GRPHVWLF�DXWKRULWLHV�
ZKHQ�WKH�ORFDO��VWDWH��RU�IHGHUDO�OHYHO�DXWKRULWLHV¶�
FDSDELOLWLHV�DUH�H[FHHGHG��DQG�ZKHQ�GLUHFWHG�E\�WKH�
3UHVLGHQW�WR�GR�VR��1257+&20�KDV�PDWXUHG�
FRQVLGHUDEO\�VLQFH�LW�ZDV�VWRRG�XS�LQ�������ERWK�
RUJDQL]DWLRQDOO\�DQG�LQ�LWV�SDUWQHUVKLS�LQ�WKH�
LQWHUDJHQF\��)RU�H[DPSOH��WKH�LPSURYHPHQWV�
E\�WKH�1DWLRQDO�*XDUG��&RDVW�*XDUG��WKH�8�6��
7UDQVSRUWDWLRQ�&RPPDQG�Ī75$16&20ī�DQG�
VHOHFWHG�0LOLWDU\�6HUYLFH�HOHPHQWV�LQ�UHVSRQVH�WR�
+XUULFDQH�6DQG\�FRPSDUHG�WR�+XUULFDQH�.DWULQD�
LOOXVWUDWH�WKH�UHVSRQVLYHQHVV�WR�OHVVRQV�OHDUQHG�
E\�ERWK�WKH�'R'�DQG�WKH�LQWHUDJHQF\��7KURXJK�
1257+&20��WKH�'R'�EHFDPH�D�PDMRU�SOD\HU�
LQ�LQWHUDJHQF\�H[HUFLVHV�DQG�RYHUFDPH�PRVW�
FRQFHUQV�DERXW�LWV�PLVVLRQ�WR�VXSSRUW�UDWKHU�
WKDQ�DVVXPH�FRPPDQG�LQ�D�GRPHVWLF�HYHQW��

+RZHYHU��LQ�VSLWH�RI�WKHVH�VWHSV�IRUZDUG��WKH�
'6%�UHSHDWHGO\�IRXQG�WKDW�WKH�DWWHQWLRQ�WR�
KRPHODQG�GHIHQVH�LV�DW�EHVW�HSLVRGLF�ZKHQ�WKUHDW�
OHYHOV�LQFUHDVH��DQG�SULRULW\�GHPDQGV�IRU�DFWLRQ�
DQG�SUHSDUHGQHVV�WR�HQJDJH�RXWVLGH�WKH�8�6��
RYHUZKHOPV�OHDGHUVKLS�DWWHQWLRQ�WR�WKH�SUREOHP��
$V�QR�HYHQW�DV�VHULRXV�DV�WKH�HYHQWV�RI������KDYH�
RFFXUUHG�VLQFH�WKHQ��DQ�DWWLWXGH�WKDW�³LW�ZLOO�QRW�
KDSSHQ�KHUH´�KDV�UHWXUQHG��6WDWHG�PRUH�IDLUO\��
WKH�ULVN�RI�DQRWKHU�PDMRU�DWWDFN�RQ�WKH�KRPHODQG�
KDV�GHFOLQHG�VLJQL¿FDQWO\�LQ�WKH�PLQGV�RI�PDQ\��

7KH�'6%�KDV�DUJXHG�WKDW�DWWHQWLRQ�WR�WKH�
KRPHODQG�GHIHQVH�PLVVLRQ�PXVW�EH�SHUVLVWHQW�
DQG�HQJDJH�WRS�OHDGHUVKLS�LQ�WKH�'HSDUWPHQW�IRU�
VHYHUDO�UHDVRQV��1257+&20�DGGUHVVHV�RQH�
PDMRU�UHDVRQ��QDPHO\�WKH�IDFW�WKDW�WKH�'R'�ZLOO�
EH�FDOOHG�RQ�WR�KHOS�LQ�WKH�HYHQW�RI�D�FDWDVWURSKH�
WKDW�RYHUZKHOPV�FLYLO�DXWKRULWLHV��+RZHYHU��WKH�
'HSDUWPHQW¶V�SUHSDUHGQHVV�IRU�D�ZLGHO\�YDU\LQJ�
DWWDFN�PHQX�LV�QRW�ZKDW�LW�QHHGV�WR�EH��)RU�H[DPSOH��
WKH�'R'�DSSHDUV�WR�KDYH�OHDUQHG�LPSRUWDQW�
OHVVRQV�IRU�QDWXUDO�SK\VLFDO�GLVDVWHUV�ZLWK�VRPH�
PLQLPDO�OHYHO�RI�ZDUQLQJ��EXW�WKH�(EROD�UHVSRQVH��
LQ�VSLWH�RI�LW�EHLQJ�SULQFLSDOO\�RYHUVHDV��KLJKOLJKWHG�
VKRUWFRPLQJV�IRU�GHDOLQJ�ZLWK�D�ELRORJLFDO�DWWDFN��

$�VHFRQG��³FORVHU�WR�KRPH´�UHDVRQ�IRU�WKH�
'R'¶V�SHUVLVWHQFH�LQ�DWWHQGLQJ�WR�WKH�PLVVLRQ�
LV�WKDW�D�PDMRU�FDWDVWURSKH�ZLOO�DOPRVW�FHUWDLQO\�
DɱHFW�WKH�'HSDUWPHQW¶V�DELOLW\�WR�SURVHFXWH�
DQ\�PLOLWDU\�DFWLRQ�RYHUVHDV��)RU�H[DPSOH�

 � 'R'�SRUWV�RU�PDMRU�LQVWDOODWLRQV�
FRXOG�EH�D�WKH�WDUJHW�

 � ,QIUDVWUXFWXUH�FULWLFDO�WR�WKH�'R'�
ODXQFKLQJ�DQG�VXVWDLQLQJ�DQ�RSHUDWLRQ��
EH�LW�WKH�GHIHQVH�LQGXVWULDO�EDVH��
WHOHFRPPXQLFDWLRQV��WKH�HOHFWULFDO�JULG��DQG�
WUDQVSRUWDWLRQ�QRGHV�FRXOG�EH�WDUJHWV�

 � &\EHU�DWWDFNV�PRVW�FHUWDLQO\�ZLOO�
FRPSOLFDWH�DQ\�SUHSDUDWLRQV�VWDWHVLGH�
IRU�PLOLWDU\�RSHUDWLRQV��DQG

 � 6RPH�DWWDFN�PRGDOLWLHV��VXFK�DV�ELRORJLFDO��ZLOO�
QRW�GLVWLQJXLVK�FLYLOLDQ�IURP�PLOLWDU\�WDUJHWV�

7KH�¿QDO�UHDVRQ�LV�WKDW�WHFKQRORJ\�KDV�PRYHG�
IRUZDUG�LQ�ZD\V�WKDW�DUH�VLPXOWDQHRXVO\�
VRSKLVWLFDWHG��DFFHVVLEOH��DQG�DɱRUGDEOH��
6FKHPHV�RI�WKH�W\SH�RUFKHVWUDWHG�RQ������QHHG�
QRW�UHTXLUH�WKH�VDPH�GHJUHH�RI�SUHSDUDWLRQ�
RU�FRRUGLQDWLRQ�WR�GR�KDUP�RQ�D�VFDOH�HYHQ�
JUHDWHU�WKDQ�ZKDW�ZH�H[SHULHQFHG�RQ������

7KH�'6%�UHFRPPHQGHG�WKDW�WKH�'R'�VXVWDLQ�
LWV�LQYROYHPHQW�ZLWK�RWKHU�DJHQFLHV�LQ�LPSURYLQJ�
FDSDELOLWLHV�DQG�RSHUDWLRQV�ZLWKLQ�LWV�KRPHODQG�
GHIHQVH�PLVVLRQ�UHVSRQVLELOLWLHV��7KH�'R'�VKRXOG�
DOVR�SODQ�DQG�RSHUDWH�EDVHG�RQ�D�ULVN�DQG�UHVLOLHQF\�
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GULYHQ�SDUDGLJP��H�J���WR�OHVVHQ�YXOQHUDELOLWLHV�
WR�VLQJOH�SRLQW�IDLOXUHV��WR�UHPHPEHU�KRZ�WR�
RSHUDWH�LQ�DQ�XQFRQQHFWHG�ZRUOG��DQG�WR�GHYHORS�
DQG�WUDLQ�WR�OHVV�RSWLPDO��EXW�UREXVW�³3ODQ�%V�́

Individuals—inspired by 
terrorists—remain a threat
,QGLYLGXDOV�PD\�VHHN�WR�GLVUXSW�RSHUDWLRQV�RU�
FDWDO\]H�RWKHUV�WR�DFW��GHVSLWH�QRW�OLNHO\�SRVLQJ�
D�GHELOLWDWLQJ�WKUHDW�WR�FLYLOLDQV�RU�WKH�PLOLWDU\�
XVLQJ�FRQYHQWLRQDO�PHDQV��,Q�WKH�DIWHUPDWK�
RI�WKH������)RUW�+RRG�VKRRWLQJV��WKH�'6%�
VWXGLHG�ZD\V�WR�SUHGLFW�YLROHQW�EHKDYLRU�DV�RQH�
RI�VHYHUDO�'R'�LQLWLDWLYHV�DLPHG�DW�URRW�FDXVHV��
OHVVRQV�OHDUQHG��RU�RSSRUWXQLWLHV�IRU�DYRLGLQJ�RU�
LQWHUGLFWLQJ�VXFK�LQFLGHQWV�JRLQJ�IRUZDUG��7KH�
'6%¶V�¿UVW�FRQFOXVLRQ�ZDV�WKDW�SUHYHQWLQJ�UDWKHU�
WKDQ�³SUHGLFWLQJ´�WDUJHWHG�YLROHQFH�VKRXOG�EH�
WKH�'HSDUWPHQW¶V�JRDO��:KLOH�WKH�UHSRUW�GLG�
QRW�LGHQWLI\�UHOLDEOH�SUHGLFWLYH�DSSURDFKHV��LW�GLG�
¿QG�WKDW�JRRG�RSWLRQV�QRZ�H[LVW�IRU�PLWLJDWLQJ�
YLROHQFH�E\�LQWHUYHQLQJ�LQ�WKH�SURJUHVVLRQ�
IURP�YLROHQW�LGHDWLRQ�WR�YLROHQW�EHKDYLRU�

6SHFL¿FDOO\��SURIHVVLRQDO�WKUHDW�PDQDJHPHQW��
DV�SUDFWLFHG�E\�ODZ�HQIRUFHPHQWĥOHG�WKUHDW�
PDQDJHPHQW�XQLWV��RɱHUV�DQ�HɱHFWLYH�PHDQV�WR�
KHOS�SUHYHQW�WDUJHWHG�YLROHQFH��7KHVH�XQLWV�DUH�
ZLGHO\�XVHG�LQ�WKH�SULYDWH�VHFWRU�DQG�HOVHZKHUH�
LQ�JRYHUQPHQW��EXW�QRW�DW�WKH�'R'��7KDW�VKRXOG�
FKDQJH��,Q�DGGLWLRQ��LPSURYHG�LQIRUPDWLRQ�
VKDULQJ�LV�D�YLWDO�HQDEOHU�RI�HɱHFWLYH�WKUHDW�
PDQDJHPHQW��DQG�WKH�UHSRUW�DOVR�UHFRPPHQGHG�
WKDW�WKH�'HSDUWPHQW�LPSURYH�FODULW\�RQ�
DSSURSULDWH�VKDULQJ�RI�LQIRUPDWLRQ�DERXW�
ZRUULVRPH�RU�³UHG�ÀDJ´�EHKDYLRU��LQFOXGLQJ�
GHYHORSLQJ�D�FROODERUDWLYH�'R'ĥZLGH�LQYHVWLJDWLYH�
GDWDEDVH��ZLWK�EHQFKPDUNV�WR�DVVHVV�SURJUHVV�

)LQDOO\��VFLHQFH�DQG�WHFKQRORJ\�LQLWLDWLYHV�VKRZ�
VRPH�SURPLVH�RYHU�WKH�ORQJ�WHUP�DV�DQ�DLG�WR�WKUHDW�
PDQDJHPHQW��7KH�'HSDUWPHQW�VKRXOG�IRFXV�RQ�
ULJRURXV�FDVH�VWXGLHV�WR�DLG�LQ�WKH�LGHQWL¿FDWLRQ�RI�
YDOLG�EHKDYLRUDO�LQGLFDWRUV��DQG�VKRXOG�LPSOHPHQW�
DQG�HYDOXDWH�UHVLOLHQFH�WUDLQLQJ��0RQLWRULQJ�
RI�RYHUVHDV�UHVHDUFK�RQ�VFUHHQLQJ�WHFKQRORJLHV�
UHODWHG�WR�ELRPDUNHUV�VKRXOG�DOVR�EH�SXUVXHG��

We must prepare for the 
worst of attacks
%HFDXVH�WKH�'R'�H[SHFWV�WR�VXSSRUW�WKH�8�6��
UHVSRQVH�WR�D�PDMRU�DWWDFN�RQ�WKH�KRPHODQG��
WKH�'6%�HQGHDYRUHG�WR�LPSURYH�XQGHUVWDQGLQJ�
DQG�UHFRPPHQG�SDWKV�WR�DGGUHVV�WKH�ZRUVW�RI�
WKHP��QDPHO\�D�QXFOHDU�RU�ELRORJLFDO�DWWDFN��

Nuclear Attack.�$Q�³XQFRQYHQWLRQDO´�QXFOHDU�
DWWDFN�RQ�WKH�KRPHODQG�KDV�EHHQ�D�VXEMHFW�RI�PXFK�
LQWHUHVW��,QLWLDOO\�WKH�IDOO�RI�WKH�6RYLHW�8QLRQ�DQG�
ODWHU�LQVWDELOLW\�LQ�3DNLVWDQ�FDXVHG�JUHDW�FRQFHUQ�
ZLWK�WKH�³ORRVH�QXNH´�SUREOHP��1DWLRQĥVWDWH�
SUROLIHUDWLRQ�DQG�PRGHUQL]DWLRQ�QRZ�JDUQHUV�
PRUH�DWWHQWLRQ��DQG�ZKLOH�ORQJĥWLPH�QXFOHDU�
SRZHUV�FRQWLQXH�WR�DFW�LQ�IDPLOLDU�GHWHUUHQFH�
SDWWHUQV��SUROLIHUDWRUV�VXFK�DV�WKH�'HPRFUDWLF�
3HRSOH¶V�5HSXEOLF�RI�.RUHD�DUH�QRW�DELGLQJ�E\�
WKRVH�QRUPV��/RQJHUĥWHUP�ZRUULHV�UHODWH�WR�WKH�
SUROLIHUDWLRQ�RI�XQFRQYHQWLRQDO�GHOLYHU\�PHDQV�
ĪH�J���XQPDQQHG�SODWIRUPV�DQG�VHPLĥVXEPHUVLEOHVī��
DQG�WHFKQRORJLHV�WKDW�FRXOG�HQDEOH�NH\�VWHSV�
LQ�ZHDSRQ�DFTXLVLWLRQ��7KH�'6%�KDV�QRWHG�WKH�
IROORZLQJ�LVVXHV��DORQJ�ZLWK�VRPH�SURJUHVV�

 � 0RVW�RI�WKH�VSHFLDO�QXFOHDU�PDWHULDO�DQG�
ZHDSRQV�UHVLGH�LQ�WKH�FXVWRG\�RI�PLOLWDULHV�
DURXQG�WKH�ZRUOG�WKDW�GR�QRW�QHFHVVDULO\�KDYH�
WKH�VDPH�VHFXULW\�SULQFLSOHV�DQG�SUDFWLFHV�DV�
WKH�8�6��3URJUDPV�OLNH�WKH�'R'¶V�&RRSHUDWLYH�
7KUHDW�5HGXFWLRQ�3URJUDP�FDQ�EHVW�PLWLJDWH�
WKH�ULVN�RI�ORVV�RI�FRQWURO��WKURXJK�DGYDQFLQJ�
FRRSHUDWLYH�PRQLWRULQJ�WHFKQRORJLHV�VXFK�DV�
WKH�'HSDUWPHQW�RI�(QHUJ\�Ī'2(ī¶V�VXSSRUW�
RI�WKH�,QWHUQDWLRQDO�$WRPLF�(QHUJ\�$JHQF\�
Ī,$($ī��DQG�WKURXJK�PLOLWDU\ĥWRĥPLOLWDU\�
HQJDJHPHQWV�WR�EXLOG�WUXVW�DQG�WUDQVSDUHQF\�

 � ,I�PDWHULDO�RU�D�ZHDSRQ�JHWV�ORRVH�DQG�
WKH�8�6��KDV�VXɷFLHQW�LQIRUPDWLRQ�WR�
LQWHUGLFW��WKHQ�WKH�'HSDUWPHQW�ZLOO�QHHG�
VSHFLDO�FDSDELOLWLHV�DQG�WUDLQHG�SHUVRQQHO�
WR�DFW��7KH�'R'�KDV�PDGH�LPSURYHPHQWV�
RQ�FDSDELOLWLHV�DQG�WUDLQHG�RSHUDWRUV�

 � 7KH�LQLWLDO�RUJDQL]DWLRQ�DW�'+6�SODFHG�WKH�
XQFRQYHQWLRQDO�QXFOHDU�GHOLYHU\�SUREOHP�
DPRQJ�DOO�RWKHU�UHVHDUFK�HɱRUWV��7KH�'6%¶V�
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ZRUN�KLJKOLJKWHG�WKH�PDJQLWXGH�RI�QHHG�
DQG�JDSV�LQ�FDSDELOLWLHV�IRU�GHWHFWLRQ�DQG�
UHVSRQVH��DQG�LQÀXHQFHG�WKH�HVWDEOLVKPHQW�
RI�D�GHGLFDWHG�RɷFH�ZLWKLQ�'+6��WKH�
'RPHVWLF�1XFOHDU�'HWHFWLRQ�2ɷFH�
Ī'1'2ī��WR�IRFXV�RQ�WKH�³ZRUVW�RI�WKH�
ZRUVW´�KRPHODQG�VHFXULW\�SUREOHPV�

 � $�PDMRU�'6%�DVVHVVPHQW�RI�WKH�QDWLRQ¶V�DELOLW\�
WR�SURYLGH�WKH�HDUOLHVW�SRVVLEOH�ZDUQLQJ�RI�
DWWHPSWV�WR�DFTXLUH�VSHFLDO�QXFOHDU�PDWHULDO�
RU�D�QXFOHDU�ZHDSRQ�LQGLFDWHG�D�QHHG�IRU�
UHYDPSLQJ�WKH�GHFDGHVĥORQJ�DSSURDFK�WR�
QXFOHDU�DFWLYLW\�PRQLWRULQJ��7KH�DVVHVVPHQW�
FDWDO\]HG�LQWHUDJHQF\�DQG�FURVVĥLQWHOOLJHQFH�
FRPPXQLW\�DFWLYLWLHV�WR�UHRULHQW�HɱRUWV�LQ�
GLUHFWLRQV�WKDW�PDNH�XVH�RI�QHZ�GDWD�DQDO\WLFV�
DQG�DOOĥVRXUFH�GDWD�PDQDJHPHQW�WRROV�

 � )RU�DQ�DWWDFN�LQ�WKH�PDNLQJ��UHOLDQFH�RQ�
UDGLDWLRQ�GHWHFWLRQ�DORQH�LV�XQOLNHO\�WR�VXFFHHG��
6HQVRU�DQG�SURFHVVLQJ�DUFKLWHFWXUHV�WKDW�XWLOL]H�
PXOWLSOH�LQGLFDWRUV�DQG�UHDFK�EDFN�WR�VXVSHFW�
EHKDYLRUV�LQ�WKH�HDUO\�ZDUQLQJ�Ī³VWUDWHJLF�
LQWHOOLJHQFH´ī�FRPPXQLW\�ZLOO�EH�QHHGHG�

 � 7KH�'6%�DOVR�KLJKOLJKWHG�WKH�LPSDFW�RI�
DGYDQFLQJ�WHFKQRORJLHV�IRU�SURGXFLQJ�ZHDSRQV��
DQG�ZLWK�WKDW��WKH�QHZ�W\SHV�RI�VLJQDWXUHV�WKDW�
ZLOO�QHHG�WR�EH�PRQLWRUHG�IRU�SUROLIHUDWLRQ�

 � 6WXGLHV��SURJUDPV��DQG�RSHUDWLRQV�DVVRFLDWHG�
ZLWK�WKH�XQFRQYHQWLRQDO�QXFOHDU�SUREOHP�
WHQG�WR�IRFXV�RQ�WKH�SUHĥGHWRQDWLRQ�SKDVH�
XQGHU�WKH�LPSOLFLW�DVVXPSWLRQ�WKDW�WKH�8�6��
KDV�³ORVW´�LI�D�QXFOHDU�ZHDSRQ�LV�GHWRQDWHG�LQ�
WKH�KRPHODQG��7KH�'6%�UHPLQGHG�WKH�'R'�
DQG�WKH�ODUJHU�FRPPXQLW\�WKDW�LW�H[SORUHG�
PDQ\�DVSHFWV�RI�WKH�SRVWĥGHWRQDWLRQ��³ULJKW�RI�
ERRP´�SKDVH�LQ�WKH�HDUO\�GD\V�RI�WKH�&ROG�:DU��
0XFK�RI�WKH�FLYLO�GHIHQVH�JXLGDQFH�WR�PLWLJDWH�
H[SRVXUHV�DQG�FRQVHTXHQFHV�UHPDLQ�YDOLG�IRU�
D�OLPLWHG�QXFOHDU�DWWDFN��7KH�'HSDUWPHQW�
FDQ�VWLOO�LPSURYH�WKH�GLVSHUVLRQ�PRGHOV�DQG�
VHQVRU�DOJRULWKPV�WR�DGGUHVV�IDOVH�DODUPV��
ZKLFK�RɱHU�KRSH�IRU�HɱHFWLYH�FRQVHTXHQFH�
PDQDJHPHQW�LQ�KLJK�SRSXODWLRQ�DUHDV��DQG�
LI�LQ�FORVH�HQRXJK�SUR[LPLW\��IRU�GHWHFWLRQ�
SUHĥGHWRQDWLRQ��7KH�'HSDUWPHQW�FRQWLQXHV�

WR�VHULRXVO\�QHJOHFW�UHVHDUFK�DQG�GHYHORSPHQW�
RQ�UDGLRORJLFDO�PHGLFDO�FRXQWHUPHDVXUHV�

 � ,I�DQ�DWWDFN�RFFXUV��IRUHQVLFV�WR�LGHQWLI\�
WKH�VRXUFH�RI�WKH�PDWHULDO�ZLOO�EH�FULWLFDOO\�
LPSRUWDQW��7KH�'6%�KDV�KLJKOLJKWHG�
WKH�RUSKDQHG�QDWXUH�RI�VRPH�LPSRUWDQW�
DVSHFWV�RI�'R'�FDSDELOLWLHV�LQ�WKLV�DUHD�
RQ�ZKLFK�WKH�QDWLRQ�LV�UHOLDQW�

Biological Attack.�7KH�UDSLG�DGYDQFHV�LQ�
ELRWHFKQRORJ\�LQ�WKH�����V��SDLUHG�ZLWK�WKH�
UHYHODWLRQV�RI�WKH�PDVVLYH�6RYLHW�ELR�ZHDSRQV�
SURJUDP�GXULQJ�WKH�&ROG�:DU�DQG�HYLGHQFH�RI�
$XP�6KLQULN\R¶V�DERUWHG�HɱRUWV�WR�SURPXOJDWH�
D�ELRORJLFDO�DWWDFN��UDLVHG�FDOOV�IURP�WKH�'6%�
WKDW�WKH�'R'�KDG�WR�SD\�PRUH�DWWHQWLRQ�WR�
SRWHQWLDO�RSSRUWXQLWLHV�DQG�WKUHDWV�LQ�WKLV�
DUHD��7KH�'HIHQVH�$GYDQFHG�5HVHDUFK�3URMHFWV�
$JHQF\�Ī'$53$ī�EHJDQ�LQYHVWPHQWV�WKDW�KDYH�
EHHQ�RQJRLQJ�VLQFH�WR�LQYHVWLJDWH�QHZ�PHGLFDO�
FRXQWHUPHDVXUHV�DQG�GLDJQRVWLFV��DQG�GHWHFWLRQ�
VFKHPHV��HVSHFLDOO\�FRXSOHG�WR�FRQWURO�V\VWHPV�
IRU�PLWLJDWLQJ�H[SRVXUHV�LQ�HQFORVHG�VSDFHV��7KH�
DQWKUD[�OHWWHUV�IROORZHG�ZLWKLQ�D�ZHHN�RI�WKH������
DWWDFNV�DQG�OHG�WR�D�VWURQJ�SXVK�IRU�LPSURYHG�
ELRGHIHQVH�FDSDELOLWLHV�GRPHVWLFDOO\��2YHU�WKH�QH[W�
GHFDGH��'+6¶�ÀDJVKLS�SURJUDP�SODFHG�GHWHFWLRQ�
QHWZRUNV�IRU�D�OLPLWHG�VHW�RI�SRWHQWLDO�DJHQWV�LQ�
PDMRU�FLWLHV��7KH�'R'�UHEDODQFHG�LWV�&KHPLFDO�
DQG�%LRORJLFDO�'HIHQVH�3URJUDP�WR�SODFH�D�JUHDWHU�
HPSKDVLV�RQ�ELRORJLFDO�WKUHDW�FRXQWHUPHDVXUHV��

7KH�'6%�REVHUYHG�WKDW�ELRGHIHQVH�PDLQWDLQV�DQ�
LQQDWH�DGYDQWDJH�LQ�WKDW�SUHSDUHGQHVV�UHTXLUHV�
PRVW�RI�WKH�VDPH�IDFWRUV�DV�SXEOLF�KHDOWK�UHVSRQVHV�
WR�QDWXUDOO\�RFFXUULQJ�LQIHFWLRXV�GLVHDVHV��
&RQFHUQV�DERXW�SDQGHPLF�ÀX�JDYH�LPSHWXV�WR�WKH�
�����QDWLRQDO�VWUDWHJ\��DQG�PRUH�UHFHQWO\��WKH�
8�6��XQGHU�WKH�OHDG�RI�WKH�&HQWHUV�IRU�'LVHDVH�
&RQWURO�Ī&'&ī�HQJDJHG�LQ�WKH�JOREDO�KHDOWK�
VHFXULW\�DJHQGD�WR�UDSLGO\�GHWHFW�DQG�UHVSRQG�WR�
DQ�RXWEUHDN�DQ\ZKHUH�LQ�WKH�ZRUOG��<HW�WKH�'6%�
DQG�RWKHU�FRPPLVVLRQHG�RU�LQGHSHQGHQW�UHSRUWV�
IRXQG�WKDW�D�FRRUGLQDWHG�GRPHVWLF�UHVSRQVH�
V\VWHP��DV�UHFRPPHQGHG�FRQVLVWHQWO\��KDV�\HW�WR�
EH�UHDOL]HG��7KLV�ZDV�HYLGHQW�LQ�WKH�QXPHURXV�
LQLWLDO�PLVVWHSV�LQ�WKH�(EROD�UHVSRQVH��VRPH�ZHUH�
DFURVV�WKH�JRYHUQPHQW��DQG�D�QXPEHU�ZLWKLQ�
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WKH�'R'�LWVHOI��DQG�EDVHG�ODUJHO\�RQ�FRQIXVLRQ�
DERXW�DXWKRULWLHV��UROHV��DQG�UHVSRQVLELOLWLHV��

6HULRXV�SROLF\�DQG�WHFKQLFDO�LVVXHV�UHPDLQ��H�J���
UHFRJQL]LQJ�WKDW�DQ�DWWDFN�KDV�LQGHHG�RFFXUUHG��
TXDUDQWLQH�HQIRUFHPHQW��VFUHHQLQJ�WKH�³ZRUULHG�
ZHOO´�DW�WKH�H[SHQVH�RI�WKRVH�PRUH�OLNHO\�H[SRVHG��
DQG�DSSURYHG�PHGLFDO�FRXQWHUPHDVXUHV�IRU�DOO�
EXW�D�IHZ�NQRZQ�DJHQWV��$W�D�VPDOOHU�VFDOH��WKH�
VDPH�SUREOHPV�SHUWDLQ�WR�WKH�'R'��EXW�LW�LV�IDFHG�
ZLWK�RWKHU�FRPSOLFDWLRQV�VXFK�DV�ZKR�ZRXOG�
KDYH�SULRULW\�LQ�UHFHLYLQJ�SURWHFWLYH�JHDU�RU�
WUHDWPHQW�VKRXOG�DQ�DWWDFN�RFFXU�ZLWKLQ�D�PL[HG�
PLOLWDU\ĥFLYLOLDQ�SRSXODWLRQ��DQG�ZLWK�WKH�IDFW�WKDW�
PDLQVWUHDP�PHGLFDO�SURIHVVLRQDOV�LQ�WKH�PLOLWDU\�
DUH�QRW�WUDLQHG�WR�TXHVWLRQ�V\PSWRPV�RI�D�GLVHDVH�
DV�DQ\WKLQJ�RWKHU�WKDQ�QDWXUDOO\�RFFXUULQJ�

7KH�&KHPLFDO�DQG�%LRORJLFDO�'HIHQVH�3URJUDP�DW�
WKH�'R'�KDV�SURYLGHG�EDVLF�SURWHFWLRQ�IRU�PLOLWDU\�
SHUVRQQHO�IRU�WKH�WKUHDW�DV�WKH�8�6��XQGHUVWRRG�LW�
LQ�WKH�&ROG�:DU��EXW�WKH�SURJUDP�KDV�KDG�GLɷFXOW\�
NHHSLQJ�XS�ZLWK�UDSLG�FKDQJHV�LQ�WHFKQRORJ\�
VLQFH�WKHQ��HYHQ�ZLWK�'$53$¶V�LQYHVWPHQWV��
7KH�'6%�EHOLHYHV�WKDW�WKH�PDMRU�UHDVRQ�LV�WKDW�
FRPPHUFLDO�SKDUPD�DQG�ELRWHFK�LQYHVWPHQWV�
KDYH�VZDPSHG�WKH�'R'¶V�LQYHVWPHQW��VXFK�WKDW�
WKH�'HSDUWPHQW�FRXOG�EH�PDNLQJ�PRUH�SURJUHVV�
LI�LW�FRXOG�FUHDWH�D�YLDEOH�SDUWQHULQJ�DUUDQJHPHQW�
ZLWK�WKH�SULYDWH�VHFWRU��7KH�ODWHVW�FKDOOHQJH�LQ�WKH�
ELRGHIHQVH�FRPPXQLW\�LV�WKH�DGYHQW�RI�V\QWKHWLF�
ELRORJ\�ZLWK�WKH�LPSOLFDWLRQV�RI�JHQH�HGLWLQJ�
IRU�ERWK�EHQH¿FLDO�DQG�WKUHDWHQLQJ�SURGXFWV�

The new, ubiquitous, and 
complicating threat is cyber
,Q�DOPRVW�DQ\�VFHQDULR��IURP�RYHUVHDV�PLOLWDU\�
RSHUDWLRQV�WR�SK\VLFDO�DWWDFNV�RQ�WKH�KRPHODQG��
F\EHU�DWWDFNV�RQ�LQIUDVWUXFWXUH�RU�PLOLWDU\�
QHWZRUNV�VKRXOG�EH�H[SHFWHG��DV�WKH�SULQFLSDO�
RU�VXSSRUWLQJ�DWWDFN�PRGH��,Q�VSLWH�RI�GHFDGHV�
RI�WKH�'6%¶V�DQG�RWKHUV¶�ZDUQLQJV�WR�WKLV�HɱHFW��
WKH�'R'�ODUJHO\�LJQRUHG�WKH�SRVVLELOLWLHV�XQWLO�
UHFHQWO\��7KH�8�6��KDV�DOZD\V�HQMR\HG�D�IRUPLGDEOH�
RɱHQVLYH�FDSDELOLW\�LQ�F\EHU�RSHUDWLRQV��EXW�
GHIHQVLYH�PHDVXUHV�KDYH�VHHPHG�XQQHFHVVDU\�RU�

XQWHQDEOH�EHFDXVH�RI�FRVW�RU�WKH�UDSLG�DGYDQFHV�LQ�
WKUHDW��&KDSWHU���RI�WKLV�UHSRUW�FRYHUV�WKLV�WRSLF�
PRUH�WKRURXJKO\��EXW�LQ�WKH�FRQWH[W�RI�KRPHODQG�
GHIHQVH��WKH�WHQHWV�RI�D�ULVN�EDVHG�DSSURDFK��
UHVLOLHQF\�WR�RXWDJHV�RU�FRPSURPLVHV��DQG�IDOO�
EDFN�RSWLRQV�KROG�HYHQ�PRUH�IRU�F\EHU�WKDQ�
DOPRVW�DQ\�RWKHU�GRPDLQ�RI�KRPHODQG�GHIHQVH��

Managing risks and achieving 
resiliency will be key for the DoD 
in its homeland defense mission
7KH�'R'�KDV�WDNHQ�LPSRUWDQW��EXW�LQFRPSOHWH��
VWHSV�VLQFH������WR�LPSURYH�LWV�DELOLW\�WR�H[HFXWH�
WKH�KRPHODQG�GHIHQVH�PLVVLRQ��/HJLVODWLYH�DQG�
SROLF\�UHVWULFWLRQV�WKDW�FHGH�WKH�OHDG�GRPHVWLFDOO\�
WR�RWKHU�SDUWV�RI�WKH�JRYHUQPHQW�FRPSOLFDWHV�
SURJUHVV��EXW�QR�RQH�TXHVWLRQV�WKDW�WKH�'R'�ZLOO�
EH�D�PDMRU��LI�QRW�GRPLQDQW��SOD\HU�LQ�WKH�HYHQW�
RI�D�FDWDVWURSKH�IRU�ZKLFK�FLYLOLDQ�DXWKRULWLHV�
DUH�RYHUZKHOPHG��,Q�SDUDOOHO��WKH�'R'�PXVW�EH�
DEOH�WR�GHSOR\�DQ\ZKHUH�LQ�WKH�ZRUOG��ZKLOH�DOVR�
SRWHQWLDOO\�EHLQJ�WKH�WDUJHW�RI�DWWDFNV�RQ�WKH�
KRPHODQG��%RWK�DVSHFWV�UHTXLUH�D�OHYHO�RI�YLJLODQFH�
DQG�VXVWDLQHG�HɱRUW�UHJDUGLQJ�WKH�³KRPH�JDPH�´�
RQ�ZKLFK�WKH�'R'�GRHV�QRW�VWURQJO\�IRFXV��

0RUHRYHU��WKH�DGYDQFHV�LQ�WKH�WKUHDW�WKDW�
KDYH�PDGH�SRWHQWLDO�FULVHV�PRUH�FRPSOH[�ĪH�J���
³ZLWK�F\EHU´ī�RU�\HW�PRUH�VHULRXV�ĪH�J���³ZLWK�
:0'´ī�MHRSDUGL]HV�WKH�SURJUHVV�PDGH�VLQFH�
������:KLOH�WKH�'HSDUWPHQW�FDQQRW�DGGUHVV�DOO�
LPDJLQDEOH�WKUHDWV�DQG�VFHQDULRV��LW�FDQ�OHDG�
WKH�QDWLRQ�LQ�ZKDW�LW�GRHV�EHVW�LQ�ZDU¿JKWLQJ��
QDPHO\�MXGJLQJ�ULVNV�DQG�EXLOGLQJĥLQ�UHVLOLHQF\�
WR�SODQQLQJ��FDSDELOLWLHV��DQG�RSHUDWLRQV�
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Supporting DSB reports
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Reducing Vulnerabilities to Weapons of Mass 
'HVWUXFWLRQ�ī�����VXPPHU�VWXG\Ĭ
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CHAPTER TWO
Deterring the Use of Nuclear Weapons
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2. DETERRING THE USE OF 
NUCLEAR WEAPONS

PREVENTING NUCLEAR WAR

Despite the “peace dividend” at the end of the Cold War, the DSB remains unconvinced that 
downplaying the nation’s nuclear deterrent would lead other nations to do the same, even 
as advances in the U.S.’ non-nuclear warfighting capabilities proved their effectiveness. 
In fact, U.S. conventional dominance demonstrated in Bosnia, Iraq, and Afghanistan, 
as well as regional imperatives, appears to have catalyzed a greater interest in nuclear 
weapons by others who do not have the resources to overmatch the U.S. otherwise.

7KH�'6%�KDV�WKHUHIRUH�PDLQWDLQHG�VWHDG\�DWWHQWLRQ�
RQ�WKH�KHDOWK�RI�WKH�8�6��QXFOHDU�HQWHUSULVH��5XVVLDQ�
DQG�&KLQHVH�HɱRUWV�WR�DGYDQFH�DQG�PRGHUQL]H��
QXFOHDU�ZHDSRQV��SUROLIHUDWLRQ�WR�RWKHU�QDWLRQ�
VWDWHV��DQG�DGYDQFHV�LQ�WHFKQRORJ\�WKDW�FRXOG�
ERWK�GHWHFW�DQG�KLGH�SUROLIHUDWLRQ��7KH�FROOHFWLRQ�
RI�¿QGLQJV�SRLQW�WR�D�ZRUULVRPH�FRQFOXVLRQ��WKH�
QXFOHDU�WKUHVKROG�PD\�EH�GHFUHDVLQJ�RZLQJ�WR�WKH�
VWDWHG�GRFWULQHV�DQG�ZHDSRQV�GHYHORSPHQWV�RI�VRPH�
VWDWHV��DQG�ZLWK�LQWURGXFWLRQ�RI�QHZ�WHFKQRORJ\��
7KH�ORRPLQJ�HQGĥRIĥOLIH�RI�WKH�7ULDG�FRPSRQHQWV�
DQG�DJLQJ�SURGXFWLRQ�LQIUDVWUXFWXUH�IRUFHV�ERWK�WKH�
'R'�DQG�WKH�'2(�WR�FRPPLW�VXEVWDQWLDO�UHVRXUFHV�
WR�QXFOHDU�PRGHUQL]DWLRQ��7KH�OHDG�WLPH�IRU�
REWDLQLQJ�D�PRGHUQL]HG�IRUFH�LV�ORQJ�DQG�WKH�8�6��
LV�VWDUWLQJ�ZHOO�EHKLQG�5XVVLD�DQG�&KLQD¶V�HɱRUWV��

(YHQ�PRUH�LPSRUWDQWO\��WKH�'HSDUWPHQW�PXVW�
UHĥHVWDEOLVK�WKH�NQRZOHGJH�EDVH�LQ�QXFOHDU�PDWWHUV�
DQG�WKH�DUW�RI�GHWHUUHQFH�DPRQJ�ERWK�FLYLOLDQ�DQG�
PLOLWDU\�OHDGHUVKLS��ZKLFK�KDV�ODUJHO\�DWURSKLHG��

,Q�VKRUW��³QXFOHDU´�VWLOO�PDWWHUV��QXFOHDU�LV�LQ�D�FODVV�
RI�LWV�RZQ��DQG�QXFOHDU�FDQQRW�EH�ZLVKHG�DZD\� 

Nuclear weapons are a steadily 
evolving threat—in both 
familiar and new dimensions
7KH�WKUHDW�IURP�QXFOHDU�ZHDSRQV�JUHZ�LQ�ZD\V�
QRW�H[SHULHQFHG�GXULQJ�WKH�&ROG�:DU��(VWDEOLVKHG�
QXFOHDU�SRZHUV�PRGHUQL]HG�DQG�H[SDQGHG�WKHLU�
FDSDELOLWLHV�LQ�ERWK�WUDGLWLRQDO�DQG�QRQĥWUDGLWLRQDO�
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The Department must re-establish the 
knowledge base in nuclear matters and the art 
of deterrence among both civilian and military 

leadership, which has largely atrophied. 

ZD\V��%RWK�&KLQD�DQG�5XVVLD�EHJDQ�PRGHUQL]LQJ�
WKHLU�VWUDWHJLF�IRUFHV�ZHOO�DKHDG�RI�WKH�8�6�¶�
FRPPLWPHQW�WR�GR�WKH�VDPH��ZKLOH�DOVR�LQWHJUDWLQJ�
DGGLWLRQDO�HOHPHQWV�VXFK�DV�LQWHUPHGLDWH�UDQJH�
PLVVLOHV��LQWR�WKHLU�IRUFH�VWUXFWXUH��&KLQD¶V�QXFOHDU�
HɱRUWV�IRFXV�RQ�D�VXUYLYDEOH�VHFRQG�VWULNH�IRUFH��
FRPSOHPHQWHG�E\�QRQĥQXFOHDU�FDSDELOLWLHV�WKDW�
PDWFK�RU�RɱVHW�8�6��QRQĥQXFOHDU�IRUFHV�DQG�
QHWZRUNHG�RSHUDWLRQV��,Q�DGGLWLRQ�WR�LWV�VWUDWHJLF�
IRUFH�PRGHUQL]DWLRQ��5XVVLD�HPEDUNHG�RQ�D�
VWHDG\�SDWK�VLQFH�WKH�ODWH�����V�RI�FRQYHQWLRQDO�
LPSURYHPHQWV�LQ�SUHFLVLRQ��VWHDOWK��DQG�VSHHG��DQG�
GHYHORSPHQW�DQG�GHSOR\PHQW�RI�WKHDWHU�QXFOHDU�
ZHDSRQV�ZLWK�D�UDQJH�RI�WDLORUHG�HɱHFWV�DV�D�IRLO�WR�
8�6��FRQYHQWLRQDO�VXSHULRULW\��5XVVLDQ�GRFWULQH�LV�
SXEOLFO\�VWDWHG�DV�³HVFDODWH�WR�GHĥHVFDODWH´�EDVHG�RQ�
WKH�DVVXPSWLRQ�WKDW�LWV�¿UVW�XVH�RI�ORZ�\LHOG�QXFOHDU�
ZHDSRQV�DJDLQVW�D�FRQYHQWLRQDOO\�VXSHULRU�1$72�
IRUFH�ZRXOG�HQJHQGHU�D�KDOW�WR�IXUWKHU�DJJUHVVLRQ��

7KH�'HSDUWPHQW�KDV�VHHQ�WKH�UHOHQWOHVV�SXUVXLW�
RI�QXFOHDU�FDSDELOLWLHV�WR�WKUHDWHQ�WKH�KRPHODQG�
E\�WKH�'HPRFUDWLF�3HRSOH¶V�5HSXEOLF�RI�.RUHD��
WKH�SUROLIHUDWLRQ�RI�WKHDWHU�ZHDSRQV�LQ�3DNLVWDQ��
WKH�UHFHQWO\�KDOWHG�PDUFK�WR�DFTXLVLWLRQ�E\�,UDQ��
DQG�WKH�WDON�RI�SUROLIHUDWLRQ�E\�VRPH�QRQĥQXFOHDU�
DOOLHV�DQG�SDUWQHUV�ZKR�DUH�TXHVWLRQLQJ�WKH�8�6�¶�

FRPPLWPHQW�WR�H[WHQGHG�GHWHUUHQFH�DQG�VHFXULW\�
JXDUDQWHHV��&RPPHUFH�LQ�WKH�VDOH�RU�VKDULQJ�RI�
QXFOHDU�PDWHULDOV�DQG�ZHDSRQV�GHVLJQ�DSSHDUHG��
DQG�DGYDQFHV�LQ�WHFKQRORJLHV�UHDGLO\�DFFHVVLEOH�HYHQ�
WR�WHUURULVWV�LQWURGXFH�QHZ�SDWKZD\V�WR�DFTXLVLWLRQ�

Nuclear deterrence remains a 
cornerstone of our national security 
$OWKRXJK�WKH�WKUHDW�RI�QXFOHDU�$UPDJHGGRQ�KDV�
VXEVLGHG��WKH�QDWLRQ�PXVW�VWLOO�KHGJH�DJDLQVW�VXFK�
DQ�H[LVWHQWLDO�SRVVLELOLW\��QR�PDWWHU�KRZ�VOLP��
+RZHYHU��WKH�WKUHDWV�RI�SUROLIHUDWLRQ��WKH�SRWHQWLDO�
IRU�WKH�8�6��ZHDNHQLQJ�DVVXUDQFH�JXDUDQWHHV�RI�
LWV�DOOLHV��DQG�WKH�HPHUJLQJ�VFHQDULRV�RI�OLPLWHG�
XVH�LQ�UHJLRQDO�FRQÀLFWV�RU�OLPLWHG�VWULNH�DJDLQVW�
WKH�8�6��KRPHODQGħZLWK�WKH�SRWHQWLDO�IRU�
HVFDODWLRQħLQWURGXFH�FRPSOH[LWLHV�QRW�VHHQ�VLQFH�
WKH�HDUO\�GD\V�RI�WKH�&ROG�:DU��7R�DGGUHVV�ERWK�
LQVWDQFHV��8�6��SROLF\�HYROYHG�WR�VHHN�WR�UDLVH�WKH�
WKUHVKROG�IRU�QXFOHDU�XVH��DW�OHDVW�E\�WKH�8�6���E\�
UHO\LQJ�OHVV�RQ�QXFOHDU�IRUFHV�DQG�PRUH�RQ�RXU�
DGYDQFHG�QRQĥQXFOHDU�FDSDELOLWLHV��ZKLOH�DOVR�
FRPPLWWLQJ�WR�PRGHUQL]LQJ�WKRVH�QXFOHDU�IRUFH�
HOHPHQWV�GHHPHG�FULWLFDO�IRU�GHWHUUHQFH�DJDLQVW�
D�PDVVLYH�H[FKDQJH��6XFK�FRPSOH[LW\�FDOOHG�IRU�
QHZ�UHYLHZV�RI�WKH�UHTXLUHPHQWV�IRU�D�PRGHUQL]HG 
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7ULDG�WKDW�LQFOXGHV�WKH�ZHDSRQV�WKHPVHOYHV�
DQG�WKH�HQWHUSULVH�IRU�GHVLJQ��SURGXFWLRQ�DQG�
RSHUDWLRQV��,W�DOVR�EULQJV�WR�WKH�IRUH�LPSRUWDQW�
UHODWHG�WRSLFV��VXFK�DV�HDUO\�ZDUQLQJ�RI�SUROLIHUDWLRQ�
WKDW�ZRXOG�DOORZ�IRU�UROOEDFN�RSWLRQV�ORQJ�EHIRUH�D�
SUROLIHUDWHG�FDSDELOLW\�ZHUH�GHSOR\HG��DQG�QXFOHDU�
VXUYLYDELOLW\�WR�HQVXUH�FUHGLELOLW\�RI�DOO�IRUFH�
HOHPHQWV��QXFOHDU�DQG�QRQĥQXFOHDU�DOLNH��WKDW�WKH�
8�6��ZRXOG�OLNH�WR�LQFOXGH�LQ�LWV�GHWHUUHQW�DUVHQDO��

Strategic force capabilities.�7KH�'6%��DV�HDUO\�
DV������DQG�DJDLQ�LQ�������UHFRPPHQGHG�D�VKLIW�
LQ�8�6��GHWHUUHQW�SRVWXUH�WR�D�EURDGHU�VHW�RI�QRQĥ
QXFOHDU�RSWLRQV�IRU�VWUDWHJLF�VWULNH��DQG�LQ�SDUDOOHO��
UHVHDUFK�LQ�QXFOHDU�ZHDSRQV�WR�PHHW�HPHUJLQJ�
QHHGV�IRU�HDVH�RI�PDQXIDFWXUH��KLJKHU�PDUJLQV��
ORZHU�FROODWHUDO�GDPDJH��DQG�VSHFLDO�HɱHFWV��7KH�
QHDU�H[FOXVLYH�IRFXV�RQ�OLIH�H[WHQVLRQ�RI�H[LVWLQJ�
8�6��QXFOHDU�ZHDSRQV�ZDV�WKRXJKW��HYHQ�DW�WKDW�
SRLQW��WR�EH�OLPLWLQJ�ÀH[LELOLW\�IRU�DGGUHVVLQJ�DQ�
XQFHUWDLQ�IXWXUH��:LWK�UHVSHFW�WR�WKH�IRUFH�PL[��
WKH������1XFOHDU�3RVWXUH�5HYLHZ�PDGH�FOHDU�WKDW�
VXFK�D�VKLIW�WR�JUHDWHU�UHOLDQFH�RQ�QRQĥQXFOHDU�
FDSDELOLWLHV�IRU�VWUDWHJLF�GHWHUUHQFH�ZDV�D�SULRULW\��
EXW�LW�DOVR�FDOOHG�IRU�QXFOHDU�PRGHUQL]DWLRQ�ZKLOH�
UHGXFLQJ�WKH�QXPEHUV�RI�GHSOR\HG�ZHDSRQV��7KH�
QRWLRQ�RI�³FURVVĥGRPDLQ�GHWHUUHQFH�´�LQ�ZKLFK�
QRQĥQXFOHDU�FDSDELOLWLHV�FDQ�EH�UHDGLO\�LQWHJUDWHG�WR�
PHHW�XQLTXH�DGYHUVDU\�FKDOOHQJHV�DV�WKH\�SUHVHQW�
WKHPVHOYHV��KDV�HPHUJHG�DV�D�SROLF\�FRQFHSW��
2EVHUYLQJ�WKDW�LQ�WKH�VL[�\HDUV�VLQFH�WKH������
Nuclear Posture Review��WKHUH�KDV�EHHQ�OLWWOH�SURRI�
WHVWLQJ�RI�WKH�FURVVĥGRPDLQ�SURSRVLWLRQ��WKH�'6%�
KDV�RXWOLQHG�D�SDWK�IRUZDUG�WR�GR�VR��7KDW�SDWK�
LQFOXGHV�UHG�WHDPLQJ��JDPLQJ��DQG�H[HUFLVLQJ�WR�
WHVW�WKH�'R'¶V�DELOLWLHV�WR�LQWHJUDWH�DQG�DFKLHYH�
GHVLUHG�HɱHFWV��PXFK�HDUOLHU�ZDUQLQJ�WR�SURYLGH�
PDQ\�PRUH�RSWLRQV�LQ�VWHPPLQJ�SUROLIHUDWLRQ�RU�
HVFDODWLRQ��DQG�D�PRUH�ÀH[LEOH�QXFOHDU�HQWHUSULVH�
WKDW�FRXOG�SURGXFH��LI�QHHGHG��D�UDSLG��WDLORUHG�
QXFOHDU�RSWLRQ�IRU�OLPLWHG�XVH�VKRXOG�H[LVWLQJ�
QRQĥQXFOHDU�RU�QXFOHDU�RSWLRQV�SURYH�LQVXɷFLHQW��

$�EDODQFHG�SURJUDP�WR�VXSSRUW�WKH�QXFOHDU�IRUFH�
ZRXOG�FRQVLVW�RI�WKUHH�HOHPHQWV�IRU�PDLQWDLQLQJ�
GHWHUUHQW�IRUFH�FDSDELOLWLHV��Ī�ī�FHUWL¿FDWLRQ�DQG�
PDLQWHQDQFH�RI�FXUUHQW�V\VWHPV��Ī�ī�OLIH�H[WHQVLRQ�
RI�FXUUHQW�V\VWHPV��DQG�UHSODFHPHQW�RI�WKRVH�

V\VWHPV�WKDW�FDQ�QR�ORQJHU�EH�PDLQWDLQHG�WR�WKH�
UHTXLUHG�OHYHOV�RI�UHOLDELOLW\��VDIHW\��DQG�VHFXULW\��
DQG�Ī�ī�D�KHGJLQJ�WKUXVW�IRU�UHVSRQGLQJ�WR�IXWXUH�
XQFHUWDLQWLHV��)RU�WKH�¿UVW�WZR�GHFDGHV�DIWHU�WKH�
HQG�RI�WKH�&ROG�:DU��WKH�8�6��UHPDLQHG�XQEDODQFHG�
DPRQJ�WKH�WKUHH�DV�WKH�'R'�ODLG�LWV�DWWHQWLRQ�
DOPRVW�H[FOXVLYHO\�WR�VXVWDLQLQJ�WKH�H[LVWLQJ�
VWRFNSLOH��$WWHQWLRQ�WR�WKH�VHFRQG�HOHPHQW�RQO\�
JUHZ�ZLWK�WKH�³LPSRVVLEOH�WR�LJQRUH´�UHDOLW\�LQ�WKH�
ODVW�IHZ�\HDUV�RI�HQGĥRIĥOLIH�RI�FULWLFDO�SODWIRUPV�
DQG�H[KDXVWLRQ�RI�VRPH�ZDUKHDG�UHSODFHPHQW�
FRPSRQHQWV��ZKHUH�WKH�'R'�DQG�'2(�PDGH�
VXEVWDQWLDO�FRPPLWPHQWV�RI�UHVRXUFHV�WR�UHSODFH��
LQ�ZKROH�RU�LQ�SDUW��SODWIRUPV�DQG�ZDUKHDGV��

<HW�WKHUH�LV�QR�FOHDUO\�LGHQWL¿DEOH�VHW�RI�DFWLYLWLHV�
WKDW�DGGUHVV�WKH�WKLUG�HOHPHQW��D�FRQYLQFLQJ�
KHGJH�WR�IXWXUH�XQFHUWDLQWLHV��QRU�KDV�WKHUH�EHHQ�
VLQFH�WKH�HDUO\�����V�1�7KH�'6%�KDV�DVVHVVHG�WKDW�
D�UREXVW�SURJUDP�VKRXOG�FRQVLVW�RI�WZR�PDMRU�
FRPSRQHQWV��WDLORULQJ�RI�FXUUHQW�RU�SODQQHG�
FDSDELOLWLHV�DQG�WKUHDW�DQWLFLSDWLRQ��5HJDUGLQJ�
WKH�H[LVWLQJ�RU�DOUHDG\�SODQQHG�FDSDELOLWLHV��
HɱRUWV�VKRXOG�DGGUHVV�IHDWXUHV�VXFK�DV�

 � (QKDQFHG�SODWIRUP�VXUYLYDELOLW\��

 � 2SHQ�DUFKLWHFWXUHV�IRU�XSJUDGHV�WR�DGGUHVV�
WHFKQRORJLFDO�DGYDQFHV��FKDQJLQJ�WKUHDW�
HQYLURQPHQW��DQG�PLVVLRQ�FRQ¿GHQFH�

 � /RZHU�\LHOG��SULPDU\ĥRQO\�RSWLRQV��DQG

 � $GYDQFHG�PDQXIDFWXULQJ�WR�
VXSSRUW�WLPHO\�PRGL¿FDWLRQV�

7KUHDW�DQWLFLSDWLRQ�ZRXOG�UHO\�RQ�UHG�WHDPLQJ�

��� 7KH�'6%� REVHUYHG� WKDW� WKHUH� DSSHDU� WR� EH� VHYHUDO�
UHDVRQV�� VWDUWLQJ� ZLWK� ����� OHJLVODWLRQ� WKDW� IRUELG� WKH�
GHYHORSPHQW�RI�QHZ�QXFOHDU�PLOLWDU\� FDSDELOLWLHV��7KH�
OHJLVODWLRQ� ZDV� PRGL¿HG� ODWHU� WR� DOORZ� UHVHDUFK� DQG�
GHYHORSPHQW�RQ�QHZ�FDSDELOLWLHV��EXW�DQ\�WUDQVLWLRQ�WR�
SURGXFWLRQ�ZRXOG�UHTXLUH�&RQJUHVVLRQDO�DSSURYDO��%RWK�
WKH� 'R'� DQG� '2(�� KDYLQJ� VWRSSHG� DOO� H[SORUDWRU\�
DQG� DGYDQFHG� GHYHORSPHQW� ZLWK� WKH� ����� OHJLVODWLRQ��
QHYHU�UHYHUVHG�FRXUVH�DIWHU�WKH�PRGL¿FDWLRQ��&RQJUHVV�
UHFHQWO\� EHFDPH� DZDUH� RI� WKH� VLWXDWLRQ� DQG� SXUSRVHO\�
LQFOXGHG� D� FDOO� IRU� UHVHDUFK� DQG� GHYHORSPHQW� LQ� �����
DXWKRUL]DWLRQ�ODQJXDJH��
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LQIRUPHG�E\�WUHQGV�VXUIDFHG�WKURXJK�HDUO\�ZDUQLQJ�
WR�IRFXV�FRQFHSW�DQG�DGYDQFHG�GHYHORSPHQW�
DQG�SURWRW\SLQJ��SODFLQJ�RSWLRQV�³RQĥWKHĥVKHOI´�
VKRXOG�WKH\�EH�QHHGHG�UDSLGO\��$OUHDG\�WKH�
'R'�FDQ�DQWLFLSDWH�WKH�QHHG�IRU�FDSDELOLWLHV�
VXFK�DV�KDUGHQLQJ�RU�PDQHXYHULQJ�IRU�GHIHQVH�
SHQHWUDWLRQ��FRPPDQG�DQG�FRQWURO�WR�WDUJHW�WR�
DOORZ�FRPPDQG�GLVDEOH�LQ�ÀLJKW�VKRXOG�D�OLPLWHG�
VWULNH�VFHQDULR�QRW�HYROYH�DV�DQWLFLSDWHG��UHDO�WLPH�
EDWWOH�GDPDJH�DVVHVVPHQW��DQG�HPEHGGHG�ZHDSRQ�
V\VWHP�VWDWHĥRIĥKHDOWK�PRQLWRULQJ��7R�UDSLGO\�
¿HOG�VXFK�FDSDELOLWLHV�ZRXOG�UHTXLUH�D�SURGXFWLRQ�
FDSDELOLW\�XWLOL]LQJ�VWDWHĥRIĥWKHĥDUW�PDQXIDFWXULQJ�
WHFKQLTXHV��ZHDSRQ�V\VWHP�DUFKLWHFWXUHV��DQG�
FHUWL¿FDWLRQ�VWUDWHJLHV�WKDW�FRXOG�VXSSRUW�EORFN�
FKDQJHV�RU�³SOXJĥDQGĥSOD\´�FRPSRQHQWV��

Skills and readiness of the nuclear 

enterprise.�$�NH\�FRQWULEXWRU�WR�QXFOHDU�
GHWHUUHQFH�LV�WKH�H[HUFLVH�RI�WKH�GHYHORSPHQW��
GHVLJQ��DQG�SURGXFWLRQ�IXQFWLRQV�IRU�QXFOHDU�
ZHDSRQV�LQ�WKH�'R'�DQG�'2(��7KH�'2(�
SULQFLSDOO\�PDQDJHV�ZDUKHDG�GHYHORSPHQW�DQG�
SURGXFWLRQ��7KH�'R'¶V�UROHV�DUH�HTXDOO\�FULWLFDO�
LQ�VHWWLQJ�V\VWHP�UHTXLUHPHQWV��V\QFKURQL]LQJ�
WKH�GHYHORSPHQW��SURGXFWLRQ��DQG�DGDSWDWLRQ�
RI�WKH�GHOLYHU\�SODWIRUP��DQG�VHWWLQJ�WKH�
ZHDSRQĥSODWIRUP�LQWHUIDFH�UHTXLUHPHQWV��

7KH�UHFHQW�XSWLFN�LQ�SULRULW\�IRU�QXFOHDU�IRUFH�
PRGHUQL]DWLRQ�LQ�ERWK�GHSDUWPHQWV�VHQGV�D�VWURQJ�
PHVVDJH�RI�8�6��FRPPLWPHQW�WR�WKH�GHWHUUHQW��
EXW�LW�FRPHV�DIWHU����\HDUV�RI�GRZQSOD\LQJ�ĪDQG�
SRRUO\�UHVRXUFLQJī�WKH�PLVVLRQ��7KH�TXHVWLRQ�
WKHQ�QDWXUDOO\�SUHVHQWV�LWVHOI�DV�WR�KRZ�TXLFNO\�
WKH�'R'�FDQ�UHEXLOG�WKH�HQWHUSULVH�WR�D�OHYHO�
WKDW�PDWFKHV�WKH�GHPDQGV�QRZ�SODFHG�RQ�LW��%\�
HQWHUSULVH��WKH�%RDUG�PHDQV�WKH�VSHFWUXP�IURP�
UHVHDUFK�DQG�GHYHORSPHQW��SURGXFWLRQ�DQG�WHVW��
DQG�RSHUDWLRQV�DQG�PDLQWHQDQFH��HWF��DQG�WKH�
VWRU\�UHPDLQV�PL[HG��6RPH�H[DPSOHV�LQFOXGH�

 � 6PDOOHU�QXPEHUV�DQG�W\SHV�RI�ZHDSRQV�
PHDQ�WKDW�PRUH�UHVRXUFHV�FDQ�EH�GHYRWHG�
WR�IXQGDPHQWDO�XQGHUVWDQGLQJ�DQG�FDUHIXO�
PRQLWRULQJ�IRU�UHOLDELOLW\��EXW�UHOLDQFH�RQ�DQ\�
RQH�V\VWHP�LV�PXFK�KLJKHU�DQG�LQFUHDVHV�WKH�
ULVN�RI�SUREOHPV�RU�IDLOXUHV�WKDW�ZRXOG�DɱHFW�
D�ODUJHU�IUDFWLRQ�RI�WKH�IRUFH�DW�DQ\�RQH�WLPH�

 � 8QGHUJURXQG�QXFOHDU�WHVWLQJ�SURYLGHG�ERWK�
VWRFNSLOH�FRQ¿GHQFH�DQG�D�SRZHUIXO�WRRO�LQ�
DGYDQFLQJ�VFLHQWL¿F�XQGHUVWDQGLQJ��EXW�QXFOHDU�
WHVWLQJ�KDV�QRW�EHHQ�SHUPLWWHG�IRU����\HDUV��,Q�
LWV�SODFH��WKH�QDWLRQ�VXSSRUWHG�WKH�6WRFNSLOH�
6WHZDUGVKLS�3URJUDP�WKDW�VLJQL¿FDQWO\�
LPSURYHG�WKH�IXQGDPHQWDO�XQGHUVWDQGLQJ�RI�
PDWHULDO�DJLQJ�DQG�QXFOHDU�H[SORVLYH�SK\VLFV�
WKURXJK�D�FRPELQDWLRQ�RI�DERYH�JURXQG�
VLPXODWRUV��DQG�VWDWHĥRIĥWKHĥDUW�FRPSXWDWLRQDO�
PRGHOLQJ��$Q�RSHQ�TXHVWLRQ�UHPDLQV�DV�WR�
KRZ�ORQJ�RQH�FDQ�KDYH�FRQ¿GHQFH�LQ�WKH�
ZHDSRQV�WKURXJK�WKHVH�DSSURDFKHV�DORQH��

 � 7KH�'2(�ODERUDWRULHV�DQG�'R'�FRQWUDFWRU�
FRPPXQLW\�GLG�OLWWOH�LQWHJUDWHG�GHVLJQ�DQG�
GHYHORSPHQW�ZRUN�RXWVLGH�RI�OLIH�H[WHQVLRQ�
IRU����\HDUV��7KH\�DUH�UDPSLQJ�XS�WKHLU�
HɱRUWV��EXW�RI�QHFHVVLW\�WKH�QHZ�ZRUNIRUFH�
FRQWDLQV�D�ODUJH�IUDFWLRQ�RI�LQH[SHULHQFHG�
VFLHQWLVWV�DQG�HVSHFLDOO\�HQJLQHHUV�

 � 5HVSRQVLYHQHVV�RI�WKH�'2(�FRPSOH[�LV�
ORZ�EHFDXVH�RI�D�PXFK�VWURQJHU�HPSKDVLV�
RQ�VDIHW\�DQG�VHFXULW\�HPEHGGHG�LQ�&ROG�
:DU�HUD�SURFHVVHV�DQG�IDFLOLWLHV��VRPH�RI�
ZKLFK�GDWH�EDFN�WR�WKH�ODWH�����V��7KH�
FDSDFLW\�RI�WKH�SURGXFWLRQ�FRPSOH[�LV�
IXOO\�VFKHGXOHG�WKURXJK�WKH�����V��

 � 3ODQV�IRU�IDFLOLW\�UHFDSLWDOL]DWLRQ�FRPSHWH�
ZLWK�ZDUKHDG�OLIH�H[WHQVLRQ�SURJUDPV�DQG�
PRGHUQL]DWLRQ�SURJUDPV��7KH�ODVW�VXFFHVVIXO�
FRQVWUXFWLRQ�RI�D�QHZ�QXFOHDU�SURGXFWLRQ�
IDFLOLW\�ZDV�LQ�������7KLV�EHFRPHV�HVSHFLDOO\�
FKDOOHQJLQJ�LQ�QXFOHDU�SURGXFWLRQ�IDFLOLWLHV�
IRU�SOXWRQLXP�FRPSRQHQWV�DW�/RV�$ODPRV�
DQG�XUDQLXP�FRPSRQHQWV�DW�2DN�5LGJH�
<ĥ����3LW�SURGXFWLRQ�RI�XS�WR����SHU�\HDU�
LV�QRW�SODQQHG�EHIRUH�������SURGXFWLRQ�
UDWHV�EH\RQG�WKDW�DUH�XQFHUWDLQ�

 � 7KH�'R'�SODWIRUP�PRGHUQL]DWLRQ�UHTXLUHPHQWV�
DUH�RFFXUULQJ�DOPRVW�VLPXOWDQHRXVO\�DQG�H[WHQG�
RYHU�WZR�GHFDGHV��7KH�WRWDO�EXGJHW�RQ�WKH�
FXUUHQW�VFKHGXOH�ZLOO�VLJQL¿FDQWO\�FRPSURPLVH�
LQYHVWPHQWV�LQ�FRQYHQWLRQDO�FDSDELOLWLHV��ERWK�
QHZ�DQG�WKRVH�WKDW�QHHG�WR�EH�UHSODFHG�DIWHU�
���\HDUV�RI�¿JKWLQJ�LQ�,UDT�DQG�$IJKDQLVWDQ��
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Monitoring to achieve early 
warning of nuclear proliferation 
should be improved
$QRWKHU�DVSHFW�RI�GHWHUUHQFH�KDV�DOZD\V�EHHQ�
OLPLWLQJ�WKH�QXPEHU�RI�QDWLRQV�SRVVHVVLQJ�QXFOHDU�
ZHDSRQV�ĪQRQSUROLIHUDWLRQī�DQG�RI�WKRVH�WKDW�
GR��OLPLWLQJ�WKH�QXPEHUV�LQ�WKHLU�DUVHQDOV�ĪDUPV�
FRQWUROī��5HQHZHG�LQWHUHVWV�GXULQJ�WKH�2EDPD�
DGPLQLVWUDWLRQ�LQ�LPSURYLQJ�WKH�VHFXULW\�RI�
QXFOHDU�PDWHULDOV�JOREDOO\�DQG�DGYDQFLQJ�DUPV�
FRQWURO�DJHQGDV�ZLWK�WKH�5XVVLDQV�OHG�WR�D�'6%�
HɱRUW�WR�DVVHVV�WHFKQRORJLHV�LQ�VXSSRUW�RI�IXWXUH�
DUPV�FRQWURO�DQG�QRQSUROLIHUDWLRQ�WUHDWLHV�DQG�
DJUHHPHQWV��7KH�'6%�UHDOL]HG�WKDW�DQ\�SURJUHVV�
LQ�WUHDWLHV�DQG�DJUHHPHQWV�KDG�WR�WDNH�LQWR�
DFFRXQW�WKH�FRPSRXQGLQJ�FRPSOH[LWLHV�WKDW�
DSSHDU�WR�EH�DJJUDYDWLQJ�QXFOHDU�SUROLIHUDWLRQ�
FRQFHUQV�LQWR�WKH�IRUHVHHDEOH�IXWXUH�

 � 5RJXH�VWDWH�DFWLRQV��VXFK�DV�WKRVH�RI�WKH�
'HPRFUDWLF�3HRSOH¶V�5HSXEOLF�RI�.RUHD��
DQG�WKH�SRWHQWLDO�FDVFDGLQJ�HɱHFWV�RQ�
QHLJKERULQJ�DOOLHV�RU�SDUWQHUV�

 � 7KH�LPSDFW�RI�DGYDQFLQJ�WHFKQRORJLHV�
UHOHYDQW�WR�QXFOHDU�ZHDSRQV�GHYHORSPHQW�

 � 7KH�JURZLQJ�HYLGHQFH�RI�QHWZRUNV�RI�
FRRSHUDWLRQ�DPRQJ�FRXQWULHV�WKDW�ZRXOG�
RWKHUZLVH�KDYH�OLWWOH�UHDVRQ�WR�GR�VR�

 � 7KH�LPSOLFDWLRQV�RI�8�6��SROLF\�WKDW�
UHOLHV�PRUH�KHDYLO\�RQ�FRQYHQWLRQDO�
PLOLWDU\�VXSHULRULW\�DV�D�PDMRU�HOHPHQW�RI�
GHWHUUHQFH��DFFRPSDQLHG�E\�UHGXFWLRQV�LQ�
QXPEHUV�RI�RXU�QXFOHDU�ZHDSRQV��DQG

 � 7KH�ZLGH�UDQJH�RI�PRWLYDWLRQV��FDSDELOLWLHV��
DQG�DSSURDFKHV�WKDW�HDFK�SRWHQWLDO�SUROLIHUDWRU�
LQWURGXFHV��L�H���LW�LV�QRW�MXVW�DERXW�5XVVLD�

,Q�VXFK�D�FRQWH[W��WKH�'6%�FRQFOXGHG�WKDW�WKH�
WHFKQLFDO�DSSURDFK�IRU�PRQLWRULQJ�FDQQRW�FRQWLQXH�
WR�GHULYH�RQO\�IURP�WUHDW\�DQG�DJUHHPHQW�GLFWDWHV�
IRU�³SRLQW´�FRPSOLDQFH�WR�WKH�QXPEHUV�DQG�
W\SHV�IRUPDOO\�DJUHHG�XSRQ�DQG�JHRJUDSKLFDOO\�
ERXQGHG��3UROLIHUDWLRQ�LQ�WKLV�IXWXUH�FRQWH[W�
PXVW�EH�D�FRQWLQXRXV�SURFHVV�IRU�ZKLFK�SHUVLVWHQW�

VXUYHLOODQFH�WDLORUHG�WR�WKH�HQYLURQPHQW�RI�
FRQFHUQ�LV�QHHGHG��7KLV�OHDGV�WR�WKH�QHHG�IRU�
D�SDUDGLJP�VKLIW�LQ�ZKLFK�WKH�ERXQGDULHV�DUH�
EOXUUHG�EHWZHHQ�PRQLWRULQJ�IRU�FRPSOLDQFH�DQG�
PRQLWRULQJ�IRU�SUROLIHUDWLRQ��EHWZHHQ�FRRSHUDWLYH�
DQG�XQLODWHUDO�PHDVXUHV��0RQLWRULQJ�ZLOO�QHHG�
WR�EH�FRQWLQXRXV��DGDSWLYH��DQG�IUHTXHQWO\�WHVWHG�
IRU�LWV�HɱHFWLYHQHVV�DJDLQVW�DQ�DUUD\�RI�GLɱHULQJ��
FUHDWLYH��DQG�DGDSWLYH�SUROLIHUDWRUV��,Q�RUGHU�
WR�FUHDWH�VXFK�D�FRPSUHKHQVLYH�PRQLWRULQJ�
IUDPHZRUN��WKUHH�NH\�HOHPHQWV�ZRXOG�EH�QHHGHG��

 � $�V\VWHPV�DQDO\WLFDO�³ZKLWH�WHDP´�DEOH�WR�
SRVLW�DOWHUQDWLYH�IXWXUHV��DVVHVV�FXUUHQW�
FDSDELOLWLHV�WR�GHWHFW�SUROLIHUDWLRQ��
LGHQWLI\�JDSV��DQG�HYDOXDWH�DOWHUQDWLYHV��

 � 1HZ�WRROV�WR�HQDEOH�SUROLIHUDWLRQ�GHWHFWLRQ�
DV�HDUO\�DV�SRVVLEOH�WR�DFKLHYH�SHUVLVWHQW�
PRQLWRULQJ�RYHU�ODUJH�DQG�ZLGHVSUHDG�
JHRJUDSKLHV��SK\VLFDO�DQG�YLUWXDO��DORQJ�ZLWK�
WKH�GDWD�DQDO\WLF�FDSDELOLWLHV�WR�VLIW�WKURXJK�
WKH�PDVVLYH�GDWD�VHWV�JHQHUDWHG��DQG

 � $�UHGĥEOXH�¿HOG�WHVWLQJ�FDSDELOLW\�WR�
HOXFLGDWH�WKH�VLJQDWXUHV�IRU�SUROLIHUDWLRQ�
LQYROYHG�ZLWK�VPDOO�SURJUDPV��GHQLDO�DQG�
GHFHSWLRQ��DGYDQFHG�WHFKQRORJLHV��HWF��

'HHSHU�ORRNV�LQWR�WKH�HDUO\�ZDUQLQJ�SUREOHP�
VXJJHVW�WKDW�WKHUH�LV�DV�\HW�XQWDSSHG�SRWHQWLDO�
LQ�RSHQ�VRXUFH�PRQLWRULQJ��PDNLQJ�XVH�RI�
VWDWHĥRIĥWKHĥDUW�WHFKQLTXHV�LQ�³ELJ�GDWD´�
DQDO\WLFV��IRU�TXHXHLQJ�PRUH�VRSKLVWLFDWHG�
DQG�SUHFLVH�FROOHFWLRQ�UHVRXUFHV�

Nuclear survivability is necessary 
for credible deterrence
,W�VKRXOG�EH�REYLRXV�WKDW�LI�8�6��QXFOHDU�IRUFHV�
DUH�WR�EH�SDUW�RI�D�FUHGLEOH�GHWHUUHQW��WKH\�PXVW�
EH�DEOH�WR�VXUYLYH�DQG�IXQFWLRQ�LQ�DQ�DGYHUVDU\�
JHQHUDWHG�QXFOHDU�HQYLURQPHQW��:KDW�KDV�QRW�
EHHQ�DV�HYLGHQW�IRU�VRPH�WLPH�LV�WKH�SDUDOOHO�QHHG�
IRU�FULWLFDO�QRQĥQXFOHDU�IRUFHV�WR�EH�DEOH�WR�³¿JKW�
WKURXJK´�LQ�D�QXFOHDU�HQYLURQPHQW�LI�LQGHHG�WKH�
8�6��VHHNV�WR�UHO\�PRUH�KHDYLO\�RQ�WKRVH�IRUFHV�DV�
SDUW�RI�LWV�GHWHUUHQW�SRVWXUH��,Q�ERWK�FDVHV�WKH�
DWWHQWLRQ�SDLG�WR�WKH�WRSLF�RI�QXFOHDU�VXUYLYDELOLW\�
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UHPDLQV�OLPLWHG��LQ�SDUW�EHFDXVH�RI�SHUFHSWLRQV�
WKDW�WKH�RQO\�UHFRXUVH�LV�HTXLSPHQW�KDUGHQLQJ�
DQG�WKDW�FRVW�WR�KDUGHQ�LV�SURKLELWLYH��DQG�LQ�
SDUW�EHFDXVH�RI�WKH�DWURSK\�LQ�WKH�VSHFLDOL]HG�
NQRZOHGJH�LQ�QXFOHDU�ZHDSRQV�HɱHFWV�DQG�
ZDU¿JKWLQJ�SULQFLSOHV�DVVRFLDWHG�ZLWK�VXUYLYDELOLW\��

7KH�'6%¶V�SHUVLVWHQFH�RQ�WKLV�WRSLF�IURP�
�����WR������SURGXFHG�D�VHULHV�RI�UHSRUWV�
WKDW�FDQ�EH�VXPPDUL]HG�DV�IROORZV�

 � $�FRQVHTXHQFH�RI�WKH�UHGXFWLRQ�LQ�QXPEHUV�
RI�8�6��QXFOHDU�ZHDSRQV�LV�WKDW�DQ�HYHQ�KLJKHU�
SUHPLXP�LV�SODFHG�RQ�UHOLDELOLW\�DQG�VXUYLYDELOLW\�
RI�WKH�UHPDLQLQJ�IRUFH��HVSHFLDOO\�LQ�WKH�OLPLWHG�
XVH�VFHQDULRV�LPDJLQHG�IRU�WKH�IXWXUH��

 � ([SHUWLVH�LQ�WKH�&RPEDWDQW�&RPPDQGV�WR�DVVHVV�
DQG�SODQ�IRU�8�6��FRQYHQWLRQDO�IRUFH�RSHUDWLRQV�
LQ�DQ�DGYHUVDU\�JHQHUDWHG��OLPLWHG�QXFOHDU�
HQYLURQPHQW�LV�ODFNLQJ��DQG�WKH�VXUYLYDELOLW\�
RI�FRXQWOHVV�IRUFH�HOHPHQWV�LV�QRW�NQRZQ��

 � *HQHUDO�NQRZOHGJH�LQ�WKH�PLOLWDU\�UHJDUGLQJ�
QXFOHDU�ZHDSRQV�DQG�WKH�HQYLURQPHQWV�WKH\�
JHQHUDWH��RXWVLGH�RI�VRPH�LQ�WKH�VWUDWHJLF�IRUFH�
FDGUHV�LQ�WKH�$LU�)RUFH�DQG�1DY\�DQG�D�VPDOO�
JURXS�RI�VSHFLDOLVWV�LQ�WKH�$UP\��GRHV�QRW�
H[LVW��7KH�'HIHQVH�7KUHDW�5HGXFWLRQ�$JHQF\�
Ī'75$ī��WKH�0LOLWDU\�6HUYLFH�ODERUDWRULHV��DQG�
VSHFLDOL]HG�FRPPDQGV��QDWLRQDO�ODERUDWRULHV��
DQG�FRQWUDFWRU�FRPPXQLWLHV��DORQJ�ZLWK�
DERYHJURXQG�WHVW�IDFLOLWLHV�KROG�VPDOO�SRFNHWV�RI�
WHFKQLFDO�H[SHUWLVH�LQ�QXFOHDU�ZHDSRQV�HɱHFWV��

 � 7KH�HYROXWLRQ�RI�WKH�FRQYHQWLRQDO�IRUFHV�WR�
V\VWHPV�WKDW�GHSHQG�RQ�FRPPHUFLDO�VXSSOLHUV��
WKH�LQWURGXFWLRQ�RI�LQFUHDVLQJ�OHYHOV�RI�DXWRQRP\��
DQG�WKH�UHOLDQFH�RQ�QHWZRUNHG�RSHUDWLRQV�
DUH�SURGXFLQJ�D�SRWHQWLDOO\�PRUH�YXOQHUDEOH�
IRUFH��EXW�ZH�GR�QRW�NQRZ�WR�ZKDW�GHJUHH�

 � 7KH�'HSDUWPHQW�LV�PDNLQJ�VHYHUDO�PDMRU�
DFTXLVLWLRQV�DV�LW�PRGHUQL]HV�WKH�QXFOHDU�
IRUFH�DQG�LQWURGXFHV�QHZ�RɱVHW�FDSDELOLWLHV��
7KHVH�V\VWHPV�ZLOO�EH�ZLWK�WKH�'R'�IRU�D�
ORQJ�WLPH�WR�FRPH��VR�WKDW�WKH�'HSDUWPHQW�
VKRXOG�EH�EX\LQJ�DOO�WKH�VXUYLYDELOLW\�LW�FDQ�
DɱRUG�DV�D�KHGJH�DJDLQVW�DQ�XQFHUWDLQ�IXWXUH�

 � ³%X\LQJ�VXUYLYDELOLW\´�GRHV�QRW�QHFHVVDULO\�
HTXDWH�WR�KDUGHQLQJ��7KH�'HSDUWPHQW�FDQ�
UHOHDUQ�PDQ\�OHVVRQV�IURP�WKH�&ROG�:DU�
LQ�ZKLFK�WDFWLFV��UHGXQGDQF\��DQG�UHFRYHU\�
ZHUH�YLDEOH�RSWLRQV�IRU�³¿JKWLQJ�WKURXJK�́ �
0RUHRYHU��WKH�FRVW�WR�KDUGHQ�DOUHDG\�¿HOGHG�
V\VWHPV�LV�LQGHHG�OLNHO\�WR�EH�SURKLELWLYH��
VXFK�WKDW�DOWHUQDWLYH�DSSURDFKHV�ZLOO�EH�
LPSRUWDQW�IRU�DGGUHVVLQJ�OHJDF\�V\VWHPV�

7KH�VLJQL¿FDQW�FKDQJH�UHTXLUHG�WR�UHĥFUHDWH�
QXFOHDU�OLWHUDF\�LQ�WKH�'R'�ZLOO�WDNH�OHDGHUVKLS�
IURP�WKH�WRS��:KLOH�VRPH�QRWLFHDEOH�DQG�
QRWHZRUWK\�HɱRUWV�DUH�XQGHUZD\��SURJUHVV�ZLOO�
QHFHVVDULO\�EH�VORZ�WR�GHYHORS�D�QHZ�JHQHUDWLRQ�RI�
QXFOHDU�VDYY\�DFTXLUHUV��SODQQHUV��DQG�RSHUDWRUV��
7KH�'6%�UHFRPPHQGHG�WKDW�VWDUWLQJ�ZLWK�D�IRFXV�
RQ�PLVVLRQ�DVVXUDQFH�FRXOG�OHDG�WR�DɱRUGDEOH�DQG�
WLPHO\�GHFLVLRQV�DQG�SODQQLQJ��,W�ZLOO�UHTXLUH�D�
FRQFHUWHG�HɱRUW��ZLWK�WKH�IROORZLQJ�FKDUDFWHULVWLFV��

 � &RPEDWDQW�&RPPDQGV�VKRXOG�LGHQWLI\�
PLVVLRQ�FULWLFDO�IXQFWLRQV�GHULYHG�IURP�
RSHUDWLRQDO�SODQV�DQG�0LOLWDU\�6HUYLFHV�WKHQ�
GHYROYH�WKDW�WR�PLVVLRQ�FULWLFDO�FDSDELOLWLHV�

 � 7KH�DQDO\WLFDO�FRPPXQLW\�VKRXOG�SURYLGH�
VXSSRUW�WR�OLQN�PLVVLRQ�FULWLFDO�FDSDELOLWLHV�
WR�VSHFL¿F�V\VWHPV�DQG�WDFWLFV�

 � 7KH�RSHUDWLRQDO�FRPPXQLW\�VKRXOG�
FRQGXFW�JDPLQJ�DQG�H[SHULPHQWDWLRQ�
LQ�UDGLDWLRQ�GHJUDGHG�HQYLURQPHQWV�WR�
LGHQWLI\�JDSV�DQG�XQFHUWDLQWLHV�

 � 7KH�0LOLWDU\�6HUYLFHV�VKRXOG�HQVXUH�D�
WLHUHG�V\VWHP�RI�HGXFDWLRQ�DQG�WUDLQLQJ�
LQ�QXFOHDU�ZDU¿JKWLQJ��LQFOXGLQJ�D�EDVLF�
OHYHO�RI�NQRZOHGJH�WKURXJKRXW�WKH�
IRUFH�DQG�DPRQJ�GHFLVLRQ�PDNHUV�

 � ,Q�¿OOLQJ�JDSV��WKH�DFTXLVLWLRQ�FRPPXQLW\�VKRXOG�
VHW�UHTXLUHPHQWV�DQG�WKH�WHVWLQJ�DQG�HYDOXDWLRQ�
FRPPXQLW\�FRQGXFW�DVVHVVPHQWV�WLHG�WR�PLVVLRQ�
DVVXUDQFH��QRW�VLPSO\�KDUGHQLQJ�OHYHOV��DQG

 � 7KH�WHFKQLFDO�FRPPXQLW\�VKRXOG�
VXSSRUW�DOO�RI�WKHVH�DFWLYLWLHV�
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7KH�'6%�VWURQJO\�UHFRPPHQGV�WKDW�DOO�
PDMRU�DFTXLVLWLRQV�EH�ERUQ�ZLWK�D�QXFOHDU�
VXUYLYDELOLW\�UHTXLUHPHQW�GHULYHG�IURP�
SURMHFWHG�WKUHDW�VFHQDULRV�UHOHYDQW�WR�WKH�
UDQJH�RI�PLVVLRQV�H[SHFWHG�IRU�WKH�V\VWHP��

U.S. nuclear modernization 
has been put off too long
7KH�OHYHO�RI�LQWHUHVW�LQ�QXFOHDU�ZHDSRQV�KDV�JURZQ�
ZLWK�H[LVWLQJ�QXFOHDU�SRZHUV��ZKR�DUH�PRGHUQL]LQJ�
WKHLU�IRUFHV��DQG�LQ�VRPH�FDVHV��H[SDQGLQJ�WKHLU�
FDSDELOLWLHV�ERWK�TXDOLWDWLYHO\�DQG�TXDQWLWDWLYHO\��DQG�
ZLWK�QHZ�RU�ODWHQW�SUROLIHUDWRUV��3ULQFLSDO�GULYHUV�
LQFOXGH�DQ�DɱRUGDEOH�KHGJH�DJDLQVW�8�6��FRQYHQWLRQDO�
VXSHULRULW\�DQG�D�GHWHUUHQW�DJDLQVW�UHJLRQDO�DFWRUV�
WKDW�WKUHDWHQ�WKHLU�LQWHUHVWV�RU�VRYHUHLJQW\��,Q�
SDUDOOHO��DQ�DJLQJ�QXFOHDU�IRUFH�DQG�HQWHUSULVH�WR�
VXSSRUW�LW�LQ�WKH�8�6��KDV�IRUFHG�WKH�QHHG�IRU�D�
PRGHUQL]DWLRQ�SURJUDP�RI�RXU�RZQ��7KH�QDWLRQ�DQG�
WKH�'HSDUWPHQW�DUH�VWHSSLQJ�XS�WR�WKH�FRPPLWPHQW�
QHHGHG��EXW�WKH�SULFH�WR�SD\�LQ�ERWK�KXPDQ�UHVRXUFHV�
DQG�EXGJHW�LV�VXEVWDQWLDO��JLYHQ�WKH�PRUH�WKDQ�WZR�
GHFDGHV�RI�QHJOHFW��7KURXJK�LWV�SHUVLVWHQFH�RYHU�WKRVH�
GHFDGHV��WKH�'6%�SURGXFHG�D�FRPSHQGLXP�RI�¿QGLQJV�
DQG�UHFRPPHQGDWLRQV�WKDW�FDQ�SURYLGH�D�UDSLG�KHDG�
VWDUW�IRU�WKH�UHĥOHDUQLQJ�WKDW�PXVW�WDNH�SODFH�
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Report on the Unauthorized Movement 
RI�1XFOHDU�:HDSRQV�ī����Ĭ

Nuclear Weapons Inspections for the 
6WUDWHJLF�1XFOHDU�)RUFH�ī����Ĭ

1XFOHDU�:HDSRQV�(ɲHFWV�1DWLRQDO�(QWHUSULVH�ī����Ĭ

Independent Assessment of the Air 
)RUFH�1XFOHDU�(QWHUSULVH�ī����Ĭ

$LU�)RUFH�1XFOHDU�(QWHUSULVH�)ROORZĦ2Q�5HYLHZ�ī����Ĭ

Survivability of Systems and Assets to 
(OHFWURPDJQHWLF�3XOVH�ī(03Ĭ�DQG�RWKHU�1XFOHDU�
:HDSRQ�(ɲHFWV�ī��UHSRUWV������ħ����Ĭ

Assessment of Nuclear Monitoring and 
9HULÀFDWLRQ�7HFKQRORJLHV�ī����Ĭ

The nation and the Department are stepping up to 
the commitment needed, but the price to pay in 
both human resources and budget is substantial, 
given the two-plus decades of neglect.
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CHAPTER THREE
Preparing for Gray Zone Conflicts
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3. PREPARING FOR GRAY 
ZONE CONFLICTS

CONSTRAINED MILITARY OPERATIONS, SHORT OF ALL-OUT WAR, BECAME THE NORM 

Adversaries have been able to blunt the effectiveness of U.S. military power by pursuing 
sophisticated but lower risk approaches to challenge to U.S. security interests without 
triggering a major U.S. military response—in spite of the profound effectiveness of U.S. 
military power in place at the end of the Cold War. In several important cases, nations 
sought to deter U.S. military intervention by creating powerful area denial and anti-access 
capabilities, including nuclear weapons and flexible doctrines governing their employment.

6LQFH�WKH�HQG�RI�WKH�&ROG�:DU��WKH�FRQIURQWDWLRQ�
DQG�FRPSHWLWLRQ�IRU�LQÀXHQFH�XVXDOO\�WDNHV�SODFH�
EHORZ�WKH�WKUHVKROG�RI�PDMRU�LQWHUĥVWDWH�DUPHG�
FRQÀLFW��7KH�VWURQJ�DQG�WKH�ZHDN��GHYHORSHG�DQG�
XQGHYHORSHG�QDWLRQV��QHDU�SHHUV�DQG�UDJĥWDJ�QDWLRQV��
DQG�HYHQ�VHOIĥSURFODLPHG�QRQĥQDWLRQ�VWDWHV�FKDOOHQJH�
DQG�FRQIURQW�HDFK�RWKHU�WR�LPSURYH�WKHLU�UHODWLYH�
SRVLWLRQħSROLWLFDOO\��PLOLWDULO\��HFRQRPLFDOO\��
RU�WR�LQFUHDVH�LQÀXHQFH�DPRQJ�D�SRSXODWLRQ�

,OOXVWUDWLYH�RI�WKHVH�DGYHUVDU\�FDPSDLJQV�LQ�
(XURSH�LQFOXGH�5XVVLD¶V�JUD\�]RQH�HɱRUWV�EHWZHHQ�
ZDU�DQG�SHDFH�WR�FRPSHO�WKH�LQGHSHQGHQW�VWDWHV�
RI�WKH�IRUPHU�6RYLHW�8QLRQ�WR�MRLQ�D�5XVVLDQ�
OHG�³(XUDVLDQ´�HQWLW\��,Q�(DVW�$VLD��&KLQD¶V�
HɱRUWV�WR�FRQYHUW�WKH�H[FOXVLYH�HFRQRPLF�]RQH�

DVSHFWV�RI�WKH�/DZ�RI�WKH�6HD�&RQYHQWLRQ�LQWR�D�
VRYHUHLJQW\�FODLP�RYHU�WKH�HQWLUH�6RXWK�&KLQD�
6HD�HQIRUFHG�E\�LWV�PLOLWDUL]HG�³&RDVW�*XDUG´�
WR�HQIRUFH�LW�ZLWKRXW�LQFXUULQJ�WKH�ULVN�RI�D�8�6��
PLOLWDU\�UHVSRQVH�KDV��VR�IDU��EHHQ�SURFHHGLQJ�

6XFK�FRPSHWLWLRQV�DUH�W\SLFDOO\�RSHQ�WR�PXOWLSOH�
LQWHUSUHWDWLRQV�DQG�8�6��LQWHUHVWV�DUH�QRW�FOHDU��7KH�
'HSDUWPHQW�FRXOG�FRQGXFW�DFWLRQV�DW�ORZ�³FRVW´�
L�H���ORZ�ULVN�WR�8�6��OLYHV��ORZ�ULVN�WR�KLJK�YDOXH�
8�6��PLOLWDU\�DVVHWV��OLWWOH�GDQJHU�WR�LQQRFHQWV��DQG�
OLWWOH�GDPDJH�WR�LQIUDVWUXFWXUH��DV�WKH�8�6��PD\�
KDYH�WR�UHEXLOG�LW�ODWHU��3XEOLF�RSLQLRQ�VWURQJO\�
VKDSHV�WKH�UXOHV�RI�HQJDJHPHQW��JOREDO�SXEOLF�
RSLQLRQ��8�6��SXEOLF�RSLQLRQ��SXEOLF�RSLQLRQ�RI�
DQ�DOO\��DQG�SXEOLF�RSLQLRQ�RI�WKH�DGYHUVDU\�
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7KHVH�FRQÀLFWV�WDNH�PDQ\�IRUPV� WKH�FRQÀLFWV�
RɱHU�QR�FOHDU�OLQH�EHWZHHQ�SHDFH�DQG�ZDU�PD\�JR�
RQ�IRU�\HDUV�DW�ZLGHO\�YDU\LQJ�OHYHOV�RI�LQWHQVLW\�
EHORZ�WKH�WKUHVKROG�RI�DQ�LQWHUQDWLRQDO�UHVSRQVH��
SDUWLFXODUO\�LQ�WKH�DEVHQFH�RI�D�8�6��GHFLVLRQ�WR�
HVFDODWH��7KH�8�6��PD\�QHHG�DVVLVWDQFH�IURP�RWKHU�
QDWLRQV�IRU�WUDQVLW�DQG�DFFHVV�DQG�WR�VKDSH�SXEOLF�
RSLQLRQ��6RPH�FRQIURQWDWLRQV��ZKLFK�WHQG�WR�EH�
UHJLRQDO��LQYROYH�DQ�LQVXUJHQF\�DFWLQJ�DJDLQVW�
D�VWDQGLQJ�JRYHUQPHQW��PLOLWDU\��DQG�SROLWLFDO�
DFWLYLWLHV�ZLWKLQ�D�VRYHUHLJQ�QDWLRQ�FRQGXFWHG�
E\�D�QHLJKERU��GLVSXWHV�RYHU�WHUULWRU\�EHWZHHQ�
QHLJKERULQJ�QDWLRQV��FDPSDLJQV�WR�XQGHUPLQH�RU�
HQKDQFH�FXOWXUDO�LQÀXHQFH��RU�WHUURULVW�RU�FULPLQDO�
DFWLYLWLHV�ZLWKLQ�VWDWHV�RU�XQJRYHUQHG�WHUULWRULHV�

6RPH�FKDOOHQJHV�LQYROYH�QHLWKHU�WHUULWRULDO�
GRPLQDWLRQ��QRU�IRUFHIXO�FRQIURQWDWLRQ��EXW�
VWLOO�LQWHQGHG�WR�DGYDQFH�DGYHUVDU\�LQWHUHVWV�
DQG�IUXVWUDWH�8�6��HɱRUWV�WR�SURWHFW�LWV�RZQ�
LQWHUHVWV��)RU�H[DPSOH��WKHVH�PD\�LQYROYH�WKHIW�
RI�LQWHOOHFWXDO�SURSHUW\��PDULWLPH�GLVSOD\V�
RI�VRYHUHLJQ�SUHVHQFH��PHGLD�FDPSDLJQV�WR�
ZURQJIXOO\�GLVFUHGLW�8�6��VROGLHUV�LQ�IRUHLJQ�
ORFDWLRQV��UHOHDVH�RI�LQIRUPDWLRQ�VWROHQ�GLJLWDOO\��
DQG�SHQHWUDWLQJ�D�FRPSRQHQW�VXSSOLHU�LQ�RUGHU�
WR�GHJUDGH�WKH�SHUIRUPDQFH�RI�WKH�ZHDSRQ�
V\VWHP�LQ�ZKLFK�WKH�FRPSRQHQW�LV�HPEHGGHG�

7KH�FXPXODWLYH�HɱHFW�RI�WKHVH�GHYHORSPHQWV�LV�
WKH�JOREDO�DWWULWLRQ�RI�8�6��SRZHU�DQG�LQÀXHQFH��
DQG�D�GLPLQLVKHG�8�6��ZLOO�DQG�D�ODFN�RI�D�JXLGLQJ�
VWUDWHJ\�WR�DɱHFW�HYHQWV��)XUWKHU��WKH�VXFFHVV�RI�
VXFK�JUD\�]RQH�WDFWLFV�VWLPXODWHV�RWKHU�QDWLRQV�
ZKR�VKDUH�OLWWOH�HOVH�DSDUW�IURP�WKHLU�DQWLSDWK\�WR�
WKH�8�6���LWV�DOOLHV��DQG�WKH�LQWHUHVWV�WKH\�VKDUH��

The U.S. has responded to gray 
zone confrontations in the past
7KH�8�6��UHVSRQGHG�WR�D�VRPHZKDW�VLPLODU�
GLPLQXWLRQ�RI�LQÀXHQFH�DQG�SRZHU�LQ�WKH�PLGGOH�
RI�WKH�ODVW�FHQWXU\�MXVW�DIWHU�WKH�HQG�RI�:RUOG�
:DU�,,��,Q�MXVW�IRXU�\HDUV�RI�SRVWĥZDU�JUD\�]RQH�
RSHUDWLRQV��WKH�6RYLHW�8QLRQ�VXFFHHGHG�LQ�LPSRVLQJ�
&RPPXQLVW�UHJLPHV�WKDW�HQYHORSHG�PXFK�RI�
&HQWUDO�DQG�(DVWHUQ�(XURSH�DV�ZHOO�DV�&KLQD��
WKH�'HPRFUDWLF�3HRSOH¶V�5HSXEOLF�RI�.RUHD��DQG�

eYHQWXDOO\�PRVW�RI�,QGRFKLQDħXQGHUSLQQHG�E\�WKH�
5HG�$UP\�DQG�WKH�IXWXUH�SURVSHFW�RI�WKH�6RYLHW�
8QLRQ�DV�D�QXFOHDU�SRZHU�FRPSHWLWLYH�ZLWK�WKH�8�6��

7KH�UHOHQWOHVV�H[SDQVLRQ�RI�WHUULWRU\�XQGHU�WKH�
FRQWURO�RI�WKH�6LQRĥ6RYLHW�DOOLDQFH�LQ�WKH�\HDUV�
LPPHGLDWHO\�IROORZLQJ�WKH�HQG�RI�:RUOG�:DU�,,�
H[SORLWHG�WKH�QHDUĥDEDQGRQPHQW�RI�WKH�8�6��IRUZDUG�
PLOLWDU\�SRVWXUH�DV�LW�GHPRELOL]HG�LQ�WKH�(XURSHDQ�
DQG�3DFL¿F�WKHDWHUV�RI�WKH�FRQÀLFW��7KH�8�6��EULHÀ\�
KHOG�D�QXFOHDU�PRQRSRO\��LQ�������WKH�6RYLHW�8QLRQ�
GHWRQDWHG�DQ�H[DFW�FRS\�RI�WKH�8�6��ZHDSRQ�XVHG�DW�
1DJDVDNL�IRXU�\HDUV�HDUOLHU��7KH�8�6��QXFOHDU�SRVWXUH�
GXULQJ�LWV�SHULRG�RI�KROGLQJ�D�QXFOHDU�PRQRSRO\�ZDV�
GLSORPDWLFDOO\�DQG�SROLWLFDOO\�LQFRQVHTXHQWLDO�LQ�
HQIRUFLQJ�WKH������<DOWD�DQG�3RWVGDP�DJUHHPHQWV��

,Q�������WKH�8�6��OHDGHUVKLS�FDPH�WR�UHFRJQL]H�
WKH�FXPXODWLYH�WROO�H[DFWHG�E\�WKHVH�XQGHWHUUHG�
JUD\�]RQH�RSHUDWLRQV��8VLQJ�WKH�QHZO\�FUHDWHG�
VWDWXWRU\�1DWLRQDO�6HFXULW\�&RXQFLO�V\VWHP��
3UHVLGHQW�7UXPDQ�SURPXOJDWHG�WKH�FRUH�IRUHLJQ�
SROLF\�GRFXPHQW�RI�WKH�&ROG�:DU�WKDW�VKDSHG�8�6��
IRUHLJQ�SROLF\�XQWLO�WKH�6RYLHW�8QLRQ�FROODSVHG�
LQ�����ħ16&ĥ����7KLV�GRFXPHQW�FRPPLWWHG�
WKH�8�6��WR�D�³ZKROHĥRIĥJRYHUQPHQW´�DSSURDFK�
WR�FRQIURQWLQJ�6RYLHW�PLOLWDU\�SRZHU�WKDW�ZRXOG�
EULQJ�WR�EHDU�WKH�IXOO�ZHLJKW�RI�8�6��HFRQRPLF�
DQG�PLOLWDU\�SRZHU�WR�VXSSRUW�DQG�VXVWDLQ�D�
JOREDO�IRUHLJQ�SROLF\�WR�FRQWDLQ�DQG�GHWHU�WKH�
6RYLHW�8QLRQ�WR�WKH�SRLQW�WKDW�LW�FROODSVHG�

16&ĥ���FDOOHG�IRU�VXEVWDQWLDO�H[SDQVLRQ�DQG�
PRGHUQL]DWLRQ�RI�WKH�PLOLWDU\�OHYHUDJLQJ�WKH�
WHFKQRORJLHV�RI�LQIRUPDWLRQ�DQG�SUHFLVLRQ�QDYLJDWLRQ�
WR�¿HOG�D�IRUFH�FDSDEOH�RI�SHUVLVWHQW�VXUYHLOODQFH�
DQG�SUHFLVLRQ�VWULNH�WKDW�VHUYHG�DV�RYHUPDWFK�WR�WKH�
FDSDELOLWLHV�RI�DQ\�RWKHU�QDWLRQ��16&ĥ���GLUHFWHG�WKH�
GHYHORSPHQW�RI�D�K\GURJHQ�ERPE�DQG�D�QXFOHDU�IRUFH�
WKDW�ZDV�DEOH�WR�GHWHU�ĪDQG�H[WHQG�WKH�GHWHUUHQW�
WR�8�6��DOOLHVī�DQ\�QXFOHDU�DGYHUVDU\�RU�FRDOLWLRQ�RI�
DGYHUVDULHV��16&ĥ���FDOOHG�IRU�LQFUHDVHG�PLOLWDU\�
DLG�WR�DOOLHV�RI�WKH�8�6���DQG�PDGH�FRQWDLQPHQW�
RI�JOREDO�&RPPXQLVW�H[SDQVLRQ�D�KLJK�SULRULW\��

7KDW�VXVWDLQHG�H[HFXWLRQ�RI�D�ZKROHĥRIĥ
JRYHUQPHQW�UHVSRQVH�ZDV�SURIRXQGO\�VXFFHVVIXO� 
,W�LV�DQ�DSSURSULDWH�DSSURDFK�IRU�WRGD\�
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The U.S. must respond to 
a new form of war
1. Create an overarching strategic concept: 

$V�GLVFRYHUHG�LQ�WKH�&ROG�:DU��WKH�8�6��QHHGV�
DQ�RYHUDUFKLQJ�VWUDWHJLF�FRQFHSW�WR�HQDEOH�
WKH�ZKROH�RI�JRYHUQPHQW�WR�EH�HɱHFWLYHO\�
PRELOL]HG�DURXQG�D�QDWLRQDO�SXUSRVH��7KH�
8�6��UHTXLUHV�D���VW�FHQWXU\�FRXQWHUSDUW�WR�WKH�
SROLF\�HPERGLHG�LQ�16&ĥ���WKDW�ZLOO�EULQJ�
WRJHWKHU�WKH�FDSDELOLWLHV�RI�DOO�DJHQFLHV�ZKRVH�
FDSDELOLWLHV�DQG�UHVRXUFHV�FDQ�IDYRUDEO\�DɱHFW�
QDWLRQDO�VHFXULW\�RXWFRPHV��$SSURSULDWHO\��
D�VLQJOH�DJHQF\�ZLWKLQ�WKH�QDWLRQDO�VHFXULW\�
LQIUDVWUXFWXUH�WRRN�WKH�OHDG�LQ�GUDIWLQJ�
VXFK�D�SROLF\�LQLWLDWLYH�IRU�WKH�3UHVLGHQW¶V�
FRQVLGHUDWLRQ��LQ������WKH�'HSDUWPHQW�RI�6WDWH�
WRRN�WKH�OHDG�GXH�WR�LWV�H[WHQVLYH�LQYROYHPHQW�
LQ�SRVWĥZDU�UHFRQVWUXFWLRQ�LQ�(XURSH�DQG�
$VLD��7RGD\��WKH�'R'¶V�JOREDO�LQYROYHPHQW�DQG�
FDSDELOLWLHV�LQ�WKH�PDQDJHPHQW�RI�PXOWLSOH�
SROLWLFDOĥPLOLWDU\�FULVHV�KDV�FUHDWHG�D�OHYHO�RI�
H[SHUWLVH�XQULYDOHG�LQ�WKH�)HGHUDO�JRYHUQPHQW��
2QO\�'R'�KROGV�WKH�LQVLJKW�DQG�SURZHVV�WR�
DGGUHVV�LQFXUVLRQ�LQ�WKH�LQIRUPDWLRQ�VSDFHV��

2. Recognize and plan for information needs 

in Constrained Military Operations: The 
JUD\�]RQH�UHPDLQV�D�FULWLFDO�EDWWOHVSDFH�ZLWK�
LQIRUPDWLRQ�QHHGV�WKDW�GLɱHU�IXQGDPHQWDOO\�
IURP�RWKHU�W\SHV�RI�FRQÀLFW��7KHVH�QHHGV�
LQFOXGH�LQIRUPDWLRQ�FRQWHQW�DQG�PHVVDJLQJ��
GLSORPDWLF�DFWLYLWLHV��SK\VLFDO�DVVHWV�DQG�
DFWLYLWLHV��DQG�HFRQRPLF�DFWLYLWLHV��$OO�HOHPHQWV�
DɱHFW�WKH�LQIRUPDWLRQ�GLPHQVLRQ�RI�8�6��
DFWLYLWLHV�LQ�FRQVWUDLQHG�PLOLWDU\�RSHUDWLRQV�

3. Broadly shape intelligence strategies 

and priorities to meet the needs of 21st 

FHQWXU\�FRQÁLFW�ZKLOH�GHQ\LQJ�DGYHUVDU\�
access: :KLOH�WUDGLWLRQDO�LQWHOOLJHQFH�FROOHFWLRQ�
GLVFLSOLQHV�ĪKXPDQ�LQWHOOLJHQFH��VLJQDOV�
LQWHOOLJHQFH��HWF�ī�UHPDLQ�LPSRUWDQW��WKH�YDVW�
DUUD\�RI�SHUVLVWHQW��XQLYHUVDO��DQG�JOREDO�³RSHQ�
VRXUFH´�LQWHOOLJHQFH�FROOHFWLRQ�FDQ�EH�XVHG�WR�
JDLQ�GHHS�LQVLJKWV�LQWR�DGYHUVDU\�DLPV��EHKDYLRU��
DQG�YXOQHUDELOLWLHV��&\EHU�RSHUDWLRQV��HOHFWURQLF�
ZDUIDUH��GHFHSWLRQ��DQG�NLQHWLF�RSHUDWLRQV�

FDQ�FRQWULEXWH�WR�RXU�DELOLW\�WR�GHQ\�WKH�
DGYHUVDU\�DFFHVV�WR�LQIRUPDWLRQ�DQG�UHVRXUFHV�

4. Increase the use of open source 

information:�2SHQ�VRXUFH�LQIRUPDWLRQ�FDQ�
FRQWULEXWH�VLJQL¿FDQWO\�WR�VLWXDWLRQDO�DZDUHQHVV��
DQG�LQFUHDVH�WKH�HɱHFWLYHQHVV�RI�WUDGLWLRQDO�
LQWHOOLJHQFH�FROOHFWLRQ��,W�LV�WKH�UHVXOW�RI�WKH�
REVHUYDWLRQV��WKRXJKWV�DQG�GLJLWDO�DFWLRQV�
WDNHQ�E\�PXOWLWXGHV��LW�LV�PRUH�GLYHUVH�DQG�
GHULYHV�IURP�PRUH�ORFDWLRQV�WKDQ�WKDW�ZKLFK�
WKH�QHFHVVDULO\�OLPLWHG�VHQVRUV�DQG�FROOHFWRUV�
RI�WKH�8�6��DQG�LWV�DOOLHV�FROOHFW��,W�LV�DYDLODEOH�
RQ�D�FRQWLQXRXV�UDWKHU�WKDQ�HSLVRGLF�EDVLV��DQG�
FDQ�EH�XVHG�WR�FXH�RWKHU�PHDQV�RI�LQIRUPDWLRQ�
FROOHFWLRQ��HQKDQFLQJ�WUDGLWLRQDO�LQGLFDWLRQV�DQG�
ZDUQLQJ�DV�ZHOO�DV�EDWWOH�GDPDJH�DVVHVVPHQW��
7KH�DELOLW\�WR�XVH�PRGHUQ�GDWD�DQDO\WLFV��
LQFOXGLQJ�DXWRQRPRXV�SURFHVVLQJ�DQG�PDFKLQH�
OHDUQLQJ��FDQ�VLJQL¿FDQWO\�HQKDQFH�LQVLJKWV�
LQWR�DGYHUVDU\�EHKDYLRU�DQG�WR�FRQWULEXWH�
WR�WKH�8�6��DELOLW\�WR�PLWLJDWH�DGYHUVDU\�
LQIRUPDWLRQ�RSHUDWLRQV�DQG�GHFHSWLRQ��7KH�
H[SORLWDWLRQ�RI�KLJKO\�DXWRPDWHG�DGYDQFHG�
DQDO\WLF�WHFKQRORJLHV�FDQ�HQDEOH�D�³GHHS´�
XQGHUVWDQGLQJ�RI�WKH�DGYHUVDU\¶V�FXOWXUH��
SROLWLFV��LQÀXHQFH�PHFKDQLVPV��WKH�FRPPHUFLDO��
¿QDQFLDO��LQGXVWULDO��DQG�JRYHUQPHQWDO�
LQIUDVWUXFWXUH��FRUH�LQWHUHVWV�RI�DGYHUVDU\�
OHDGHUVKLS�HOLWHV��DQG�LWV�YXOQHUDELOLWLHV�

5. Develop and increase the stockpile of tools 

adapted to serve constrained military 

operations:�6SHFLDO�2SHUDWLRQV�IRUFHV�DUH�
FRPPLWWHG�WR�FRQVWUDLQHG�PLOLWDU\�RSHUDWLRQV�
WRGD\��DQG�DUH�KLJKO\�HɱHFWLYH��7KH�'6%�DGYLVHV�
LQFUHDVLQJ�WKDW�IRUFH��XVLQJ�LW�PRUH�VHOHFWLYHO\��
DQG�XVLQJ�LW�LQ�KLJKHU�DGYDQWDJH�VLWXDWLRQV��
7KH�8�6��FRXOG�XVH�EHWWHU�DQG�PRUH�F\EHU�
RSWLRQV��7KH�'R'¶V�SURYLVLRQ�RI�DUPV�ZRXOG�
EH�KHOSHG�LI�JLYHQ�ZLWK�PHDQV�RI�DVVXULQJ�WKDW�
WKH\�ZRXOG�QRW�EH�XVHG�DJDLQVW�WKH�8�6��ODWHU��
2WKHU�XVHIXO�WRROV�WR�EH�GHYHORSHG�LQFOXGH��
DGGLWLRQDO�WHFKQLTXHV�IRU�LQÀXHQFLQJ�JURXQG�
PRYHPHQW�RI�DGYHUVDULHV�DQG�QHXWUDOV��ORZ�
³FRVW´�QR�À\�]RQH��ORZ�³FRVW´�QDYDO�EORFNDGH��ORZ�
³FRVW´�ODQG�EORFNDGH��PXFK�EHWWHU�LQIRUPDWLRQ�
RSHUDWLRQV�DQG�WKH�XVH�RI�VRFLDO�PHGLD��ZHDSRQV�
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WKDW�DUH�QRQĥOHWKDO�DQG�UHYHUVLEOH��DQG�EHWWHU�
LQGLUHFW��EXW�FRPSHOOLQJ��LQÀXHQFH�RQ�SOD\HUV��
H�J��D�SDUWLFXODU�WULEH�RU�FODQ��ZKR�FRXOG�WDNH�
DFWLRQ�LQ�RXU�IDYRU��EXW�DUH�QRW�GRLQJ�VR�

6. Develop expanded opportunities for 

deterrence:�7KH�8�6��PXVW�GHWHU�DGYHUVDU\�
XVH�RI�FDSDELOLWLHV�IRU�ZKLFK�FRVWĥHɱHFWLYH�
GHIHQVHV�DUH�QRW�DYDLODEOH��'RLQJ�VR�LQ�WXUQ�
UHTXLUHV�WKDW�WKH�8�6��GHYHORS�D�VRSKLVWLFDWHG�
NQRZOHGJH�RI�GHFLVLRQ�PDNHUV��YXOQHUDELOLWLHV��
WKHLU�PRVW�IXQGDPHQWDO�LQWHUHVWV��DQG�
WHFKQRORJLHV��WDFWLFV��WHFKQLTXHV��DQG�
SURFHGXUHV�E\�ZKLFK�ZH�FDQ�KROG�WKHP�DW�ULVN�

7. Engage allied and friendly nations 

with shared interests to contribute 

VLJQLÀFDQWO\�WR�FRQVWUDLQHG�PLOLWDU\�
operations:�6KDULQJ�LPSRUWDQW�FDSDELOLWLHV�
ZLWK�DOOLHV�FDQ�HQKDQFH�WKH�HɱHFWLYHQHVV�E\�
ZKLFK�8�6��FDSDELOLWLHV�DSSO\��3UHFHGHQWV�
GHYHORSHG�GXULQJ�WKH�FRXUVH�RI�FROODERUDWLRQ�
ZLWK�DOOLHV�LQ�FRXQWHUĥWHUURULVP�LQWHOOLJHQFH��
GLSORPDF\��LPSOHPHQWDWLRQ�RI�VDQFWLRQV��
DQG�F\EHU�RSHUDWLRQV�ZHOO�EH\RQG�WKH�VFRSH�
RI�WUDGLWLRQDO�FRPELQHG�PLOLWDU\�RSHUDWLRQV�
LV�DFKLHYDEOH�DQG�HɱHFWLYH��)ULHQGO\�QDWLRQV�
FDQ�WDNH�DFWLRQV�WKDW�GR�QRW�HVFDODWH�D�

FRQIURQWDWLRQ��ZKLOH�LI�WKH�8�6��WRRN�WKH�VDPH�
DFWLRQ�PLJKW�WULJJHU�DQ�XQZDQWHG�HVFDODWLRQ�

Lessons are taught but not learned
7KH�'6%�VWXGLHG�WKH�HYROYLQJ�FKDUDFWHU�RI�
SRVWĥ&ROG�:DU�PLOLWDU\�FKDOOHQJHV�WR�8�6��
LQWHUHVWV�LQ�VHYHUDO�UHSRUWV�SULRU�WR�WKH������
VWXG\�IRU�Constrained Military Operations��,Q�LWV�
�����UHSRUW�RQ�Transition to and from Hostilities, 
WKH�'6% QRWHG�D�UHFXUULQJ�SDWWHUQ�HPEHGGHG�LQ�
SRVWĥ&ROG�:DU�H[SHULHQFH��8�6��IRUFHV�GHSOR\HG�
RQ�DYHUDJH�RQFH�HYHU\�WKUHH�\HDUV��EXW�ZKLOH�
PDMRU�8�6��PLOLWDU\�HQJDJHPHQWV�UHPDLQHG�
YHU\�EULHI�ĪLQ�SDUW�GXH�WR�WKH�VXSHULRULW\�RI�8�6��
JHQHUDOĥSXUSRVH�IRUFHVī��8�6��SROLWLFDOĥPLOLWDU\�
LQYROYHPHQW�W\SLFDOO\�ODVWHG�IRU�DSSUR[LPDWHO\�HLJKW�
\HDUV��&OHDUO\�WKH�8�6��QHHGHG�D�EHWWHU�SURFHVV��
ERWK�WR�SUHSDUH�IRU�IXWXUH�FRQÀLFWV�LW�FRXOG�QRW�
QRZ�DQWLFLSDWH��DQG�D�PRUH�HɷFLHQW�SURFHVV�RI�
SRVW�FRQÀLFW�VWDELOL]DWLRQ��7KH�ODWWHU�SRLQW�JDYH�
ULVH�WR�D�VHSDUDWH��EXW�UHODWHG�HɱRUW�FRQFHUQLQJ�
VWDELOL]DWLRQ�RSHUDWLRQV�LQ�WKH������UHSRUW�RQ�
Institutionalizing Stabilization Operations in the DoD.

5HSHDWHGO\��WKH�'6%�IRXQG�WKDW�8�6��HɱHFWLYHQHVV�
ZDV�GLPLQLVKHG�E\�WKH�DEVHQFH�RI�HɱHFWLYH�
³VWUDWHJLF�FRPPXQLFDWLRQV´�DV�D�³OHVVRQ�WDXJKW�EXW�

Strategic communication is a dynamic process with 
responsibility held by those at the highest levels of 

government—the President and senior government 
leaders. It must be executed with shared knowledge 

and strong, adaptive networks within government 
and between government and civil society.
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QRW�OHDUQHG´�RYHU�VHYHUDO�SRVWĥ&ROG�:DU�PLOLWDU\�
RSHUDWLRQV��$V�VWDWHG�LQ�Strategic Communication 
ī����Ĭ��VWUDWHJLF�FRPPXQLFDWLRQ�LV�D�G\QDPLF�
SURFHVV�ZLWK�UHVSRQVLELOLW\�KHOG�E\�WKRVH�DW�WKH�
KLJKHVW�OHYHOV�RI�JRYHUQPHQWħWKH�3UHVLGHQW�DQG�
VHQLRU�JRYHUQPHQW�OHDGHUV��,W�PXVW�EH�H[HFXWHG�
ZLWK�VKDUHG�NQRZOHGJH�DQG�VWURQJ��DGDSWLYH�
QHWZRUNV�ZLWKLQ�JRYHUQPHQW�DQG�EHWZHHQ�
JRYHUQPHQW�DQG�FLYLO�VRFLHW\��(ɱHFWLYH�VWUDWHJLF�
FRPPXQLFDWLRQV�FRXOG�LQ�PDQ\�FDVHV�DGYDQFH�
8�6��SROLWLFDOĥPLOLWDU\�DQG�GLSORPDWLF�DLPV�PRUH�
HɱHFWLYHO\�WKDQ�FRXOG�PLOLWDU\�RSHUDWLRQV��

Supporting DSB reports
7UDQVLWLRQ�WR�DQG�IURP�+RVWLOLWLHV�ī����Ĭ

6WUDWHJLF�&RPPXQLFDWLRQ�ī����Ĭ

Institutionalizing Stability Operations 
ZLWKLQ�'R'�ī����Ĭ

6WUDWHJLF�&RPPXQLFDWLRQ�ī�����VXPPHU�VWXG\Ĭ

&RQVWUDLQHG�0LOLWDU\�2SHUDWLRQV�īÀQDO�UHSRUW�LQ�SURFHVVĬ
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CHAPTER FOUR
Maintaining Information Superiority
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4. MAINTAINING INFORMATION 
SUPERIORITY

WHAT THE INFORMATION INFRASTRUCTURE IS ENABLING FOR ADVERSARIES AND FOR THE U.S. 

The U.S. maintains its global military dominance in large part by innovatively and 
extensively utilizing information technology in all aspects of warfighting. Unfortunately, 
the DoD’s comprehensive dependence upon this vulnerable technology created 
unacceptable levels of doubt in the resilience of these systems and thus, in the U.S.’ 
military dominance against an adversary who can hold these systems at risk. 

7KH�'6%�¿UVW�KLJKOLJKWHG�WKLV�LVVXH�LQ�D�UHSRUW�
HQWLWOHG��Security Controls for Computer Systems 
ī����Ĭ��7KLV�RFFXUUHG�GXULQJ�WKH�WUDQVLWLRQ�IURP�
EDWFK�RULHQWHG�VWDQGĥDORQH�DQG�DLUĥJDSSHG�
V\VWHPV�WR�WLPHĥVKDULQJ�GLVWULEXWHG�V\VWHPV��
7KLV�WUDQVLWLRQ�RSHQHG�D�3DQGRUD¶V�%R[�RI�
QHZ�VHFXULW\�FRQFHUQV�DQG�DWWDFN�YHFWRUV�
DYDLODEOH�WR�FRPSURPLVH�FRPSXWLQJ�V\VWHPV��

'XULQJ�WKH�LQWHUYHQLQJ�GHFDGHV��'R'�DQG�VRFLHW\�
DV�D�ZKROH�FRQWLQXHG�WR�LQFUHDVH�WKH�PLVVLRQĥ
FULWLFDO�UROHV�DQG�DVVRFLDWHG�GHSHQGHQFLHV�RI�WKLV�
UDSLGO\�HYROYLQJ�WHFKQRORJ\��7KH�FRPELQDWLRQ�
RI�H[WHQVLYH�GHSHQGHQFH��KLJK�YXOQHUDELOLW\��
DQG�PDMRU�FRQVHTXHQFHV�RI�IDLOXUH�WXUQHG�PDQ\�
'R'�V\VWHPV��ERWK�HQWHUSULVH�DQG�PLVVLRQ��
LQWR�YHU\�DWWUDFWLYH�DGYHUVDU\�WDUJHWV��

%HFDXVH�LQIRUPDWLRQ�KDV�EHFRPH�D�GHFLVLYH�DQG�
GLVFULPLQDWLQJ�HQDEOHU�RI�PRGHUQ�ZDUIDUH�DQG�
LQIRUPDWLRQ�VXSHULRULW\�D�SRWHQW�GHWHUUHQW��'6%�
LQFUHDVHG�LWV�HɱRUWV�LQ�H[DPLQLQJ�FKDOOHQJHV�DQG�
RSSRUWXQLWLHV�IRU�DFKLHYLQJ�DQG�PDLQWDLQLQJ�
LQIRUPDWLRQ�VXSHULRULW\��7KH�%RDUG�KDV�HYDOXDWHG�
LQWHOOLJHQFH�FROOHFWLRQ�DQG�DQDO\VLV��ELJ�GDWD��FORXG�
FRPSXWLQJ��LQIRUPDWLRQ�DQG�FRPPXQLFDWLRQV�
LQIUDVWUXFWXUH��LQWHURSHUDELOLW\��JHRĥSRVLWLRQLQJ��
DQG�DGYDQFHG�ZHDSRQV�V\VWHPV�ZKLOH�DW�WKH�VDPH�
WLPH�UHFRPPHQGHG�ZD\V�WR�SURWHFW�DQG�GHIHQG�
WKHVH�FDSDELOLWLHV��7KLV�FRPELQDWLRQ�ZLOO�LQFUHDVH�
DQG�HQVXUH�WKH�8�6�¶�DGYDQWDJHV�DQG�DW�WKH�VDPH�
WLPH��LQFUHDVH�WKH�XQFHUWDLQW\�RI�8�6��RSSRQHQWV��

7RGD\��WKH�8�6�¶�SHHU�DQG�QHDUĥSHHU�DGYHUVDULHV�
LQFUHDVLQJO\�PDLQWDLQ�WKH�DELOLW\�WR�KROG�ERWK�8�6��
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FULWLFDO�LQIUDVWUXFWXUH�DQG�PLOLWDU\�V\VWHPV�DW�ULVN�
E\�FRPSURPLVLQJ�WKHLU�LQIRUPDWLRQ�WHFKQRORJ\�
XQGHUSLQQLQJV��0DQ\�RWKHUV�KDYH�WKH�DELOLW\�WR�
FDXVH�OHVVHU�EXW�VWLOO�JUDYH�KDUP�WR�8�6��LQIRUPDWLRQ�
V\VWHPV��:KLOH�DZDUHQHVV�RI�WKLV�SUREOHP�LV�KLJK��
SURJUHVV�WR�GHFUHDVH�WKH�ULVN�UHPDLQV�YHU\�OLPLWHG��
,Q�PDQ\�FDVHV��WKH�WUDGHĥVSDFH�EHWZHHQ�V\VWHP�
IXQFWLRQ��SHUIRUPDQFH��DQG�VHFXULW\�KDV�EHHQ�WRR�
GLɷFXOW�WR�DGGUHVV��7KLV�LPSDVVH�PXVW�EH�UHVROYHG�
DQG�WKH�'R'�PXVW�VWHS�XS�LWV�GHIHQVLYH�JDPH�now��

Information superiority is 
challenging in a complex 
electromagnetic environment
$�FHQWUDO�HOHPHQW�RI�LQIRUPDWLRQ�VXSHULRULW\�
IRU�WKH�8QLWHG�6WDWHV�KDV�EHHQ�RXU�PLOLWDU\¶V�
HOHFWURQLF�ZDUIDUH�FDSDELOLWLHV�WKDW�DUH�FRPPRQ�
WR�PRVW�PLVVLRQ�DUHDV��WDFWLFDO�FRPPXQLFDWLRQV��
VDWHOOLWH�FRPPXQLFDWLRQV��SRVLWLRQLQJ��QDYLJDWLRQ��
DQG�WLPLQJ��DQG�LQWHOOLJHQFH��VXUYHLOODQFH�DQG�
UHFRQQDLVVDQFH��7KH�OLPLWHG�DYDLODELOLW\�RI�KLJKĥHQG�
HOHFWURQLFV�WR�GHIHQVH�V\VWHP�GHYHORSHUV�LQ�D�IHZ�
ODUJH�FRXQWULHV�LQ�SDUW�DVVXUHG�8�6��VXSHULRULW\�LQ�
HOHFWURQLF�ZDUIDUH��1RZ�WKDW�DGYDQFHG�DQG�FDSDEOH�
HOHFWURQLFV�DUH�LQH[SHQVLYHO\�DYDLODEOH�ZRUOGZLGH��

WKH�8�6�¶�GRPLQDQFH�KDV�HURGHG�DQG�ERWK�ODUJH�DQG�
VPDOO�DFWRUV�DUH�GHYHORSLQJ�HɱHFWLYH�HOHFWURQLF�
ZDUIDUH�FDSDELOLWLHV��:LWKRXW�H[FHSWLRQ��WKH�DELOLW\�
WR�SHUIRUP�UHTXLUHG�IXQFWLRQV�DQG�FRQGXFW�UHTXLUHG�
RSHUDWLRQV�VHULRXVO\�ODFNHG�LQ�DOO�EXW�UHODWLYHO\�
EHQLJQ�HOHFWURPDJQHWLF�VSHFWUXP�HQYLURQPHQWV��

7KH�H[SHFWDWLRQ�WKDW�8�6��IRUFHV�ZLOO�SUHYDLO�
LQ�D�FRQÀLFW�LV�SUHGLFDWHG�WR�D�ODUJH�H[WHQW�RQ�
LQIRUPDWLRQ�VXSUHPDF\��HVSHFLDOO\�LQ�DQ�HUD�
RI�QHWZRUNĥFHQWULF�ZDUIDUH��+RZHYHU��WKLV�
VXSUHPDF\�ZLOO�EH�ORVW�LI�DGYHUVDU\�HOHFWURQLF�
ZDUIDUH�FDSDELOLWLHV�GHQ\�8�6��IRUFHV�WKH�DELOLW\�WR�
VHQVH��FRPPXQLFDWH��QDYLJDWH��DQG�V\QFKURQL]H�
RQ�WKH�EDWWOH¿HOG��7KH�SUROLIHUDWLRQ�RI�GLJLWDO��
VRIWZDUHĥGULYHQ�HOHFWURQLFV�SURYLGHV�D�WHFKQLFDO�
IRXQGDWLRQ�IRU�YHU\�UDSLG�DGDSWLRQ��7KLV�WUDQVODWHV�
LQWR�D�SRWHQWLDO�DELOLW\�WR�FKDQJH�ZDYHIRUPV��
WHFKQLTXHV��DQG�DOJRULWKPV�IRU�ODUJH�V\VWHPV�LQ�
KRXUV�RU�GD\V��UDWKHU�WKDQ�WRGD\¶V�QRUPDO�F\FOH�
RI�\HDUV��&HUWDLQ�SRWHQWLDO�DGYHUVDULHV�RI�WKH�
8�6��KDYH�PXFK�RI�WKDW�FDSDELOLW\�WRGD\�DQG�
PRUH�ZLOO�DFTXLUH�LW�DV�PRGHUQ�HOHFWURQLFV�DQG�
VRIWZDUH�FRQWLQXHV�WR�EH�JOREDO�FRPPRGLWLHV��

7R�PLWLJDWH�WKH�PRVW�FULWLFDO�GH¿FLHQFLHV��
WKH�'6%�UHFRPPHQGV�

An early analysis of computer network vulnerabilities. These findings were effectively dismissed by 
many in the defense community at the time, and even for those that understood the significance, 
very little was done. (DSB Report on Security Controls for Computer Systems, 1970)
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 � 0DQDJLQJ�WKH�XVH�RI�WKH�HOHFWURPDJQHWLF�
VSHFWUXP�IDU�EHWWHU�DQG�PRUH�
G\QDPLFDOO\�WKDQ�WRGD\��

 � $GDSWLQJ�WR�UHODWHG�HYHQWV��HLWKHU�LQ�
WHUPV�RI�PLWLJDWLQJ�SUREOHPV�RU�WDNLQJ�
DGYDQWDJH�RI�RSSRUWXQLWLHV��IDU�IDVWHU�
WKDQ�FDQ�FXUUHQWO\�EH�GRQH��DQG�

 � 6KLIW�PRUH�WR�RɱHQVH��EHFDXVH�UHVSRQGLQJ�WR�
HYHU\�SUREOHP�GHIHQVLYHO\�ZLOO�QHYHU�JHW�DKHDG�
RI�WKH�DGYHUVDU\��DQG�ERXQG�WR�EH�XQDɱRUGDEOH��

 � $�¿QDO�UHFRPPHQGDWLRQ�WR�UHYLWDOL]H�WKH�'R'�
HOHFWURQLF�ZDUIDUH�HQWHUSULVH�ZDV�LPPHGLDWHO\�
DGRSWHG�E\�WKH�'R'��EHFDXVH�ZLWKRXW�
DSSURSULDWH�DGYRFDF\��RYHUVLJKW��FRRUGLQDWLRQ��
DQG�VXSSRUWLQJ�LQIUDVWUXFWXUH�IRU�(:��DQ\�
WHFKQLFDO�LPSURYHPHQWV�ZLOO�EH�VKRUW�OLYHG��

Space and the global positioning 
system play a central role
7KH�FRPELQDWLRQ�RI�HOHFWURQLF�ZDUIDUH�DQG�
F\EHU�WKUHDWV�DSSHDUV�GDXQWLQJ��$V�WKHVH�
KLVWRULFDOO\�GLVWLQFW�GLVFLSOLQHV�LQFUHDVH�
WKHLU�OHYHO�RI�FROODERUDWLRQ��WKH�GHIHQVLYH�
FKDOOHQJHV�ZLOO�LQFUHDVH�JHRPHWULFDOO\�

$Q�H[FHOOHQW�H[DPSOH�RI�D�IRXQGDWLRQDO�
WHFKQRORJ\�DQG�SODWIRUP�XQGHUSLQQLQJ�WKH�8�6��
PLOLWDU\¶V�LQIRUPDWLRQ�VXSHULRULW\�LV�WKH�*OREDO�
3RVLWLRQLQJ�6\VWHP�Ī*36ī��*36�VLJQDOV�SHUPLW�
VLPXOWDQHRXV�GHWHUPLQDWLRQ�RI�ERWK�SUHFLVH�
WKUHHĥGLPHQVLRQDO�SRVLWLRQ�DQG�SUHFLVH�WLPH�
DQG�WKXV��SURYLGH�D�FRPPRQ�WKUHDG�RI�SUHFLVH�
SRVLWLRQ�DQG�WLPH�WKURXJKRXW�RXU�QDWLRQDO�
VHFXULW\�DQG�HFRQRPLF�LQIUDVWUXFWXUHV��)RU�
WKHVH�UHDVRQV��WKH�'6%�SXEOLVKHG�LWV�UHSRUW�
RQ�WKH�Future of the Global Positioning System 
ī����Ĭ��%\�PDQ\�PHDVXUHV�WKH�*36�DSSHDUV�WR�
EH�D�VXFFHVVIXO�SURJUDP��KRZHYHU��WKH�UHSRUW�
UHYHDOHG�D�QXPEHU�RI�VHULRXV�LVVXHV�WKDW�DɱHFW�LWV�
RSHUDWLRQDO�YLDELOLW\�LQ�PLOLWDU\�HɱHFWLYHQHVV��FLYLO�
SHUIRUPDQFH��FRPSHWLWLYHQHVV��DQG�JRYHUQDQFH��

:KLOH�WKHUH�KDV�EHHQ�D�JURZLQJ�DZDUHQHVV�WR�
ZKLFK�*36�LV�LQWHJUDO�WR�PLVVLRQ�VXFFHVV��WKHUH�KDV�
EHHQ�LQVXɷFLHQW�SODQQLQJ�RU�LPSOHPHQWDWLRQ�RI�WKH�

FKDQJHV�QHHGHG�WR�PDNH�*36�PRUH�DEOH�WR�VXSSRUW�
IXWXUH�PLVVLRQV�DQG�DUFKLWHFWXUHV��7KH�DELOLW\�RI�
WKH�8�6�¶�PLOLWDU\�WR�PDLQWDLQ�*36�VHUYLFH�WR�8�6��
IRUFHV�LQ�WKH�SUHVHQFH�RI�KRVWLOH�IRUFHV�UHPDLQV�
HVVHQWLDO��+RZHYHU��LQH[SHQVLYH��FDSDEOH��ORZĥ
SRZHU�MDPPHUV�SUROLIHUDWHG�LQ�WKH�LQWHUQDWLRQDO�
DUPV�PDUNHW�WR�GHQ\�WKLV�VHUYLFH��3RWHQWLDO�HQHPLHV�
DUH�XQGRXEWHGO\�DZDUH�RI�*36�HɱHFWLYHQHVV��DQG�
ZLOO�WDNH�DGYDQWDJH�RI�WKLV�MDPPHU�WHFKQRORJ\�LQ�
IXWXUH�FRQÀLFWV��,W�LV�LPSHUDWLYH�WKHUHIRUH�WKDW�
DQWLĥMDP�PDUJLQV�IRU�PLOLWDU\�*36�HTXLSPHQW�
EH�UDLVHG�LQ�RUGHU�WR�PLWLJDWH�WKH�HɱHFW�RI�WKHVH�
ORZ�SRZHU�MDPPHUV��$GGLWLRQDOO\��WKH�SRWHQWLDO�
JURZWK�LQ�WKH�XVH�RI�SUROLIHUDWHG�XOWUDĥZLGHEDQG�
QHWZRUNLQJ�DQG�FRPPXQLFDWLRQV�GHYLFHV�DQG�LWV�
HɱHFW�RQ�WKH�QRLVH�ÀRRU�ZLOO�OLNHO\�PDNH�FRQVLVWHQW�
UHFHSWLRQ�RI�DOO�*36�VLJQDOV�PRUH�FKDOOHQJLQJ��
SDUWLFXODUO\�LQ�PHWURSROLWDQ�DUHDV��7KH�'R'�
XQGHUVWDQGV�DQWLĥMDP�VROXWLRQV�EXW�LPSOHPHQWDWLRQ�
ODJV�QHHG��7KH�'HSDUWPHQW�VKRXOG�DOVR�DFFHOHUDWH�
WKH�*36ĥ,,,�SURJUDPV��DQG�XQGHUWDNH�UHVHDUFK�
WR�IXUWKHU�LPSURYH�WKH�UREXVWQHVV�RI�*36�
DQG�H[SORUH�DOWHUQDWLYHV�WR�VXSSOHPHQW�*36�
IRU�PLOLWDU\�SRVLWLRQLQJ�DQG�QDYLJDWLRQ�

7KH�'6%�KDV�ORQJ�KHOG�WKDW�VSDFH�VXSHULRULW\�
LV�HVVHQWLDO�LQ�DFKLHYLQJ�JOREDO�DZDUHQHVV��
LQIRUPDWLRQ�GRPLQDQFH�RQ�WKH�EDWWOH¿HOG��
GHWHUUHQFH�RI�SRWHQWLDO�FRQÀLFW��DQG�VXSHULRU�
FRPEDW�HɱHFWLYHQHVV�RI�RXU�IRUFHV��6KRUWIDOOV�
ZLWKLQ�H[LVWLQJ�DQG�SODQQHG�VSDFH�V\VWHPV�
ZLOO�DɱHFW�WKH�8�6�¶�YXOQHUDELOLW\�WR�HPHUJLQJ�
HOHFWURQLF�ZDUIDUH��NLQHWLF��DQG�F\EHU�WKUHDWV��
)RU�FULWLFDO�V\VWHPV��LW�LV�QRW�HQRXJK�WR�EH�
UHVLOLHQW�WR�HDFK�RI�WKHVH�WKUHDW�YHFWRUV��WKH\�
PXVW�EH�UHVLOLHQW�WR�DQ\�FRPELQDWLRQ�RI�WKHVH�
RɱHQVLYH�FDSDELOLWLHV��7KH�'R'�QHHGV�VWUDWHJLHV�
WR�HQKDQFH�WKH�UHVLOLHQFH�RI�WKH�VSDFH�HQWHUSULVH��
LQFOXGLQJ�WKRVH�FULWLFDO�HOHPHQWV�SURYLGHG�E\�
LQWHUQDWLRQDO�SDUWQHUV�DQG�WKH�FRPPHUFLDO�VHFWRU�

Military microelectronic and software 
systems must be protected
,Q�ODUJH�SDUW��UDSLG�LPSURYHPHQWV�LQ�IXQGDPHQWDO�
PLFURHOHFWURQLF�WHFKQRORJ\��VXFK�DV�WKRVH�
OHG�E\�0RRUH¶V�/DZ��LQ�WKH�SDVW�GURYH�WKH�
HQKDQFLQJ�RI�WKH�8�6�¶�LQIRUPDWLRQ�GRPLQDQFH�
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oYHU�DOO�SRWHQWLDO�RSSRQHQWV��7KH�H[SRQHQWLDO�
LPSURYHPHQWV�LQ�KDUGZDUH�VXFK�DV�LQWHJUDWHG�
FLUFXLWV��PLFURSURFHVVRUV��PLFURFRQWUROOHUV��GLJLWDO�
VLJQDO�SURFHVVRUV��DQG�SURJUDPPDEOH�ORJLF�DUUD\V��
OHG�WR�SHUIRUPDQFH�DGYDQFHV�LQ�FRPPXQLFDWLRQV��
QHWZRUNLQJ��DQG�VRIWZDUH��7KXV��PLFURHOHFWURQLFV�
KDUGZDUH�LV�IRXQGDWLRQDO�WR�8�6��LQIRUPDWLRQ�
GRPLQDQFH�DQG�WKH�'HSDUWPHQW�PXVW�SURWHFW�
LW��,Q�+LJK�3HUIRUPDQFH�0LFURFKLS�6XSSO\�ī����Ĭ��
WKH '6%�QRWHG�WKDW�WKH�'R'�UHPDLQV�KLJKO\�
GHSHQGHQW�XSRQ�WKLV�WHFKQRORJ\�WR�PDLQWDLQ�
PLOLWDU\�VXSHULRULW\ħQRW�RQO\�LQIRUPDWLRQ�
VXSHULRULW\ħWKDW�WKH�8�6��PXVW�PDLQWDLQ�D�WUXVWHG�
DQG�DVVXUHG�VXSSO\�RI�WKHVH�LQWHJUDWHG�FLUFXLWV��

.H\�SRWHQWLDO�RSSRQHQWV�LQFUHDVLQJO\�HQJDJH�
LQ�WKH�OLIH�F\FOH�RI�WKLV�WHFKQRORJ\��SURGXFW�
GH¿QLWLRQ��GHVLJQ��SURFHVV�GHYHORSPHQW��PDVN�
PDNLQJ��FKLS�IDEULFDWLRQ��DVVHPEO\��WHVW��FXVWRPHU�
VXSSRUW��PDWHULDOV��SURGXFWLRQ�HTXLSPHQW��DQG�
FRQWUDFWLQJ��7KLV�FDXVHV�HQRUPRXV�FKDOOHQJHV�LQ�
WKH�DVVRFLDWHG�VXSSO\ĥFKDLQ��7KH�UHSRUW�FRQFOXGHG��
³,I�WKH�UHDO�DQG�SRWHQWLDO�DGYHUVDULHV¶�DELOLW\�WR�
VXEYHUW�8�6��PLFURHOHFWURQLFV�FRPSRQHQWV�LV�QRW�
UHYHUVHG�RU�WHFKQLFDOO\�PLWLJDWHG��RXU�DGYHUVDULHV�
ZLOO�JDLQ�HQRUPRXV�DV\PPHWULF�DGYDQWDJHV�WKDW�
FRXOG�SRVVLEO\�SXW�8�6��IRUFH�SURMHFWLRQ�DW�ULVN�́ �

7KH�DFTXLVLWLRQ�F\FOH�RI�D�ZHDSRQ�V\VWHP�DQG�
WKH�ODUJHU�OLIH�F\FOH�RI�WKHVH�V\VWHPV��SURYLGH�
RSSRQHQWV�LQFUHDVLQJ�RSSRUWXQLWLHV�WR�LQVHUW�
H[SORLWDEOH�FRQVWUXFWV�LQWR�8�6��V\VWHPV��7KH�
FRPELQDWLRQ�RI�WKH�KDUGZDUH�DQG�VRIWZDUH�VXSSO\�
FKDLQ�FKDOOHQJHV�VHHPV�LQWUDFWDEOH��(YHQ�WKRXJK�
WKH�OHYHO�RI�DZDUHQHVV�RI�WKHVH�LVVXHV�JUHZ�DQG�
QHZ�'R'�SROLF\�DQG�VWUXFWXUH�GHYHORSHG��WKH�
'HSDUWPHQW�UHPDLQV�DW�JUHDW�ULVN��7KH�'6%�
EHJDQ�D�VWXG\�RQ�WKH�&\EHU�6XSSO\�&KDLQ�īÀQDO�
UHSRUW�LQ�SURFHVVĬ�LQ�������7KH�PHPEHUV�IRXQG�
WKDW�DVVXULQJ�WKH�LQWHJULW\�RI�ZHDSRQV�V\VWHPV�
VXSSO\�FKDLQ�KDV�EHFRPH�PRUH�GLɷFXOW�ĪUDWKHU�
WKDQ�OHVVī�DQG�UHTXLUHG�HYHU�LQFUHDVLQJ�YLJLODQFH�
DQG�VRSKLVWLFDWLRQ�LQ�ERWK�DFTXLVLWLRQ�DQG�
VXVWDLQPHQW��7KLV�LV�GXH�LQ�SDUW�WR�LQFUHDVHG�
JOREDOL]DWLRQ�DQG�GHFUHDVHG�FRQWURO�RYHU�VXSSOLHUV��
LQFUHDVHG�FRPSOH[LW\��ODWHQW�YXOQHUDELOLWLHV��
DQG�VXEVHTXHQW�V\VWHP�PRGL¿FDWLRQ��*LYHQ�WKH�
XQDYRLGDEOH�GHSHQGHQFH�RI�'R'�F\EHU�VXSSO\ 

FKDLQV�RQ�FRPPHUFLDO�FRPSRQHQWV��JOREDOO\�
SURGXFHG�PLFURHOHFWURQLFV��DQG�HPEHGGHG�
VRIWZDUH��DQG�WKH�JURZLQJ�ERG\�RI�HYLGHQFH�WKDW�
8�6��DGYHUVDULHV�H[SORLW�WKH�RSSRUWXQLWLHV��WKH�
'R'�VWLOO�¿QGV�LWVHOI�H[WUHPHO\�YXOQHUDEOH�ZLWK�
LQDGHTXDWH�SURJUDP�SURWHFWLRQ�SUDFWLFHV�DQG�
LPPDWXUH�WHFKQRORJLHV�WR�PLWLJDWH�WKH�ULVNV�

6LPLODUO\��DQG�DJDLQ�SUHGLFWDEO\�LQ�Mission Impact 
RI�)RUHLJQ�,QÁXHQFH�RQ�'R'�6RIWZDUH�ī����Ĭ��WKH�
'6%�REVHUYHG�WKDW�WKH�'R'�PLVVLRQV�VWURQJO\�
GHSHQG�RQ�VRIWZDUH�ZLWK�LQFUHDVLQJ�RɱVKRUH�
SURYHQDQFH��:KLOH�FULWLFDO�PLOLWDU\�DSSOLFDWLRQV�
ZHUH�OLNHO\�GHYHORS�XVLQJ�WUXVWHG�RU�FOHDUHG�
FRQWUDFWRUV��WKH�ORZHU�OHYHO�VRIWZDUH�VWUXFWXUHV�
VXFK�DV�RSHUDWLQJ�V\VWHPV�FRXOG�HDVLO\�KDYH�IRUHLJQ�
¿QJHUSULQWV��)XUWKHU��EHFDXVH�RI�WKH�KLJK�GHJUHH�RI�
LQWHUFRQQHFWHGQHVV��VKRXOG�DQ�DGYHUVDU\�SHQHWUDWH�
DQ\�SRLQW��WKH�LQ¿OWUDWRU�FDQ�PRYH�ODWHUDOO\�WR�
RWKHU�FRQQHFWHG�V\VWHPV��7KLV�SUHVHQWV�D�WHPSWLQJ�
WDUJHW�DQG�PD\�EH�DQ�LQH[SHQVLYH�DSSURDFK�ZKHQ�
FRPSDUHG�WR�PLFURHOHFWURQLFV��2QFH�WKH�DGYHUVDU\�
LQWURGXFHV�WKH�PDOLFLRXV�FRGH��LW�ZRXOG�EH�GLɷFXOW�
WR�GHWHFW�DQG�FRXOG�JUDQW�DFFHVV�WR�WKH�'R'�
V\VWHP�IRU�SXUSRVHV�RI�GHQ\LQJ�VHUYLFH��VWHDOLQJ�
LQIRUPDWLRQ��RU�FRUUXSWLQJ�FULWLFDO�GDWD��(YHQ�LI�
WKH�PDOZDUH�ZHUH�GLVFRYHUHG��DWWULEXWLRQ�DQG�
LQWHQW�ZRXOG�EH�GLɷFXOW�WR�SURYH��7KLV�HQVXUHV�
D�VPDOO�ULVN�DQG�ODUJH�EHQH¿W�IRU�WKH�DWWDFNHU�

Defense acquisition of information 
technology is more difficult than ever
,Q�UHVSRQVH�WR�D�JURZLQJ�FRQFHUQ�IURP�WKH�8�6��
&RQJUHVV�DQG�DPRQJ�'HSDUWPHQW�RI�'HIHQVH�
OHDGHUVKLS�WKDW�WKH�QDWLRQ¶V�PLOLWDU\�DGYDQWDJH�PD\�
EH�HURGLQJ��'6%�XQGHUWRRN�D�SROLF\�UHYLHZ�LQ�LWV�
UHSRUW�Department of Defense Policies and Procedures for 
WKH�$FTXLVLWLRQ�RI�,QIRUPDWLRQ�7HFKQRORJ\�ī����Ĭ��7KH�
VFRSH�RI�WKH�UHSRUW�WRXFKHV�RQ�DFTXLVLWLRQ�RYHUVLJKW�
SROLFLHV�DQG�SURFHGXUHV��UROHV�DQG�UHVSRQVLELOLWLHV�
IRU�DFTXLVLWLRQ�DFWLYLW\�GHSDUWPHQWĥZLGH��UHSRUWLQJ�
UHTXLUHPHQWV��DQG�WHVWLQJ��,PSRUWDQWO\��WKH�UHSRUW�
IRXQG�WKDW�WKH�GHOLEHUDWH�SURFHVV�WKURXJK�ZKLFK�
ZHDSRQ�V\VWHPV�DQG�LQIRUPDWLRQ�WHFKQRORJ\�
DFTXLUHG�E\�WKH�'R'�FDQQRW�NHHS�SDFH�ZLWK�
WKH�VSHHG�RI�LQWURGXFWLRQ�RI�QHZ�FDSDELOLWLHV�
LQ�WRGD\¶V�LQIRUPDWLRQ�DJH��%RWK�WKH�OHQJWK�RI�
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WLPH�IRU�DFTXLULQJ�QHZ�LQIRUPDWLRQ�WHFKQRORJ\�
DQG�WKH�RSHQQHVV�RI�WKH�DFTXLVLWLRQ�FRPPXQLW\�
DOORZV�DQ�DGYHUVDU\�SURYLGH�DPSOH�RSSRUWXQLW\�
WR�GHYHORS�FRXQWHUPHDVXUHV�WR�'R'�V\VWHPV�
DQG�DOORZV�DGYHUVDULHV�WR�OHYHUDJH�8�6��PLOLWDU\�
LQQRYDWLRQV�DQG�HPSOR\�WKRVH�VDPH�FDSDELOLWLHV�
DJDLQVW�WKH�QDWLRQ��7KH�'R'�PD\�QHHG�D�VHSDUDWH�
DFTXLVLWLRQ�V\VWHP�IRU�LQIRUPDWLRQ�WHFKQRORJ\�
WKDQ�WKDW�XVHG�IRU�PDMRU�ZHDSRQV�V\VWHPV��

Resilient and effective cyber 
protection will require a 
systems approach
8QGHU�SUHVVXUH�WR�LQFUHDVH�LQIRUPDWLRQ�VKDULQJ�
DQG�DVVXUHG�LQWHURSHUDELOLW\��WKH�'6%�SXEOLVKHG�
D�UHSRUW�HQWLWOHG�Creating an Assured Joint DoD 
DQG�,QWHUDJHQF\�,QWHURSHUDEOH�1HWĦ&HQWULF�(QWHUSULVH�
ī����Ĭ��7KH�UHSRUW�FRQVLGHUHG�QHWĥFHQWULFLW\�D�NH\�
HQDEOHU�IRU�LQIRUPDWLRQ�VKDULQJ��7KH�RYHUDUFKLQJ�
QDWLRQDO�VHFXULW\�YLVLRQ�FUHDWHG�DQ�DVVXUHG�MRLQW�
'R'�DQG�LQWHUDJHQF\�LQWHURSHUDEOH�QHWĥFHQWULF�
HQWHUSULVH�DORQJ�ZLWK�LQWHJUDWLRQ�ZLWK�WKH�H[LVWLQJ�
F\EHU�VWUDWHJ\�WKDW�FRXOG�HQDEOH�8�6��GHFLVLRQ�
VXSHULRULW\�DW�DOO�OHYHOV��:KLOH�FOHDUO\�WKLV�ZRXOG�
VLJQL¿FDQWO\�HQKDQFH�8�6��PLOLWDU\�DGYDQWDJH��LW�
ZDV�QRW�FOHDU�KRZ�WR�GR�WKLV�LQ�D�F\EHUĥFRQWHVWHG�
HQYLURQPHQW��7KH�8�6��PXVW�WHPSHU�LWV�DSSHWLWH�
IRU�HQKDQFHG�V\VWHP�SHUIRUPDQFH��IXQFWLRQDOLW\��
DQG�LQWHURSHUDELOLW\�ZLWK�LWV�DELOLW\�WR�VXɷFLHQWO\�
SURWHFW�WKHVH�V\VWHPV�IURP�WKH�DGYHUVDU\��7KLV�
DSSHDUV�VWUDLJKWIRUZDUG�IRU�VPDOO�LQVXUJHQW�
JURXSV��EXW�QRW�DV�VLPSOH�IRU�D�QDWLRQ�VWDWH�

%\�������D�FRQÀXHQFH�RI�HYHQWV�DQG�DFWLYLW\�
PDUNHGO\�LQFUHDVHG�WKH�XUJHQF\�DQG�YLVLELOLW\�
RI�IXOO\�OHYHUDJLQJ�QHZ�LQIRUPDWLRQ�WHFKQRORJ\�
GHYHORSPHQWV�DQG�DW�WKH�VDPH�WLPH�HQVXULQJ�WKH�
UHVLOLHQF\�RI�WKHP��7KH�GLJLWDO�FORXG�ZDV�EHFRPLQJ�
RPQLSUHVHQW��DQG�VHHQ�DV�WKH�QH[W�PDMRU�VWHS�LQ�
WKH�HYROXWLRQ�RI�FRPSXWLQJ�LQIUDVWUXFWXUH��7KH�
DOOXUH�DQG�DɱRUGDELOLW\�RI�SHWDÀRSV�RI�SURFHVVLQJ�
FDSDFLW\��SHWDE\WHV�RI�GDWD�VWRUDJH��DQG�YHU\�KLJK�
EDQGZLGWK�EHFDPH�LUUHVLVWLEOH��$W�WKH�VDPH�WLPH��
WKH�'HSDUWPHQW�VDZ�D�FOHDU�DQG�XQDPELJXRXV�
LQFUHDVH�LQ�DGYHUVDU\�F\EHU�SHQHWUDWLRQV�RI�WKH�
'R'¶V�XQFODVVL¿HG�DQG�FODVVL¿HG�QHWZRUNV��

7KH�'6%�FRQFOXGHG�LQ�Cyber Security and Reliability 
LQ�D�'LJLWDO�&ORXG�ī����Ĭ��WKDW�DJDLQVW�ORZ�OHYHO�
RSSRQHQWV�DQG�IRU�OHVV�FULWLFDO�V\VWHPV��WKH�
FORXG�KHOG�WKH�SURPLVH�RI�LPSURYHG�VHFXULW\��
&ORXG�VWRUDJH�SURYLGHV�PXFK�EHWWHU�VHFXULW\�
FRQVLVWHQF\�DQG�D�PRUH�UDSLG�DSSOLFDWLRQ�RI�
SDWFKHV��7KH�FRPELQDWLRQ�RI�WKH�VHFXULW\�ERRVW�
DQG�WKH�SRWHQWLDO�IRU�ODUJH�FRVW�VDYLQJV�DSSHDUHG�
DWWUDFWLYH�DQG�UHDVRQDEOH�IRU�QRQĥFULWLFDO�V\VWHPV��
+RZHYHU��KLJKHU�WLHU�RSSRQHQWV�ZLOO�OLNHO\�WDUJHW�
WKH�XVH�RI�FORXG�WHFKQRORJ\�IRU�FULWLFDO�V\VWHPV�

2QH�FDQQRW�DGGUHVV�WKH�UHVLOLHQF\�RI�D�V\VWHP�
ZLWKRXW�LQGLFDWLQJ�WKH�OHYHO�RI�WKUHDW�WDUJHWLQJ�
WKH�V\VWHP��7KH�Resilient Military Systems and the 
$GYDQFHG�&\EHU�7KUHDW�ī����Ĭ�UHSRUW�LQWURGXFHG�
D�VWUXFWXUH�IRU�FKDUDFWHUL]LQJ�YDULRXV�OHYHOV�RI�
WKUHDW��7KH�ORZĥOHYHO�DWWDFNHU�SULPDULO\�H[SORLWV�
NQRZQ�YXOQHUDELOLWLHV�ZLWK�RSHQO\�DYDLODEOH�WRROV��
7KH�PLGĥOHYHO�RSSRQHQW�KROGV�WKH�DGGHG�DELOLW\�
WR�GLVFRYHU�QHZ�YXOQHUDELOLWLHV�DQG�GHYHORS�WKH�
FRUUHVSRQGLQJ�WRRO�VHW��)LQDOO\��WKH�WRSĥOHYHO�
DGYHUVDU\�FDQ�DOVR�FUHDWH�DQG�RSHUDWLRQDOO\�
LQWURGXFH�VXSSO\�FKDLQ�YXOQHUDELOLWLHV�LQWR�WKHLU�
WDUJHW�DQG�SHUKDSV�GR�WKLV�DW�VLJQL¿FDQW�VFDOH�

$JDLQVW�WKLV�EDFNGURS��WKH�VWXG\�FRQFOXGHG�
WKDW�WKH�8�6��FDQQRW�EH�FRQ¿GHQW�WKDW�FULWLFDO�
LQIRUPDWLRQ�WHFKQRORJ\�V\VWHPV�ZLOO�ZRUN�XQGHU�
D�IXOOĥVSHFWUXP�DWWDFN�IURP�D�VRSKLVWLFDWHG�
DQG�ZHOOĥUHVRXUFHG�RSSRQHQW�XWLOL]LQJ�F\EHU�
FDSDELOLWLHV�LQ�FRPELQDWLRQ�ZLWK�LWV�HQWLUH�
PLOLWDU\�DQG�LQWHOOLJHQFH�FDSDELOLWLHV��%HFDXVH�
ULVN�LV�D�IXQFWLRQ�RI�WKUHDW��YXOQHUDELOLW\��DQG�
FRQVHTXHQFH�RI�FRPSURPLVH��WR�HɱHFWLYHO\�
PDQDJH�ULVN��WKH�'R'�PXVW�ZRUN�WKH�ULVN�
UHGXFWLRQ�FKDOOHQJH�DV�D�V\VWHPV�SUREOHP��

The DoD must protect the 
information enterprise
:KLOH�WKH�'R'¶V�VSDFHĥEDVHG�V\VWHPV�DQG�WKHLU�
JURXQGĥEDVHG�VXSSRUW�UHPDLQ�FULWLFDO�WR�8�6��
LQIRUPDWLRQ�VXSHULRULW\��WKH\�UHSUHVHQW�MXVW�D�SDUW�
RI�WKH�LQIRUPDWLRQ�HQWHUSULVH�XSRQ�ZKLFK�WKH�
8�6��PLOLWDU\�EHFDPH�GHSHQGHQW��7RGD\¶V�PLOLWDU\�
RSHUDWLQJ�HQYLURQPHQW�LV�LQFUHDVLQJO\�FRPSOH[��
2XU�DGYHUVDULHV�DSSHDU�GLVSHUVHG��RIWHQ�PL[HG�ZLWK�
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FLYLOLDQV�DQG�RWKHU�QRQĥFRPEDWDQWV��DQG�WDUJHWV�
ORFDWHG�LQ�DUHDV�ZKHUH�JUHDW�FRQFHUQ�H[LVWV�RYHU�
FROODWHUDO�GDPDJH�DQG�XQLQWHQGHG�FRQVHTXHQFHV��
$GYHUVDULHV�DUH�DGDSWLYH��DPRUSKRXV��DQG�VWHDOWK\��
IXUWKHU�LQFUHDVLQJ�8�6��UHOLDQFH�RQ�LQIRUPDWLRQ��

7KH�'6%�DVVHVVHG�WKH�GHSDUWPHQW¶V�VWUDWHJ\��VFRSH��
DQG�SURJUHVV�WRZDUG�DFKLHYLQJ�D�UREXVW�DQG�DGDSWLYH�
QHWĥFHQWULF�'R'�LQIRUPDWLRQ�PDQDJHPHQW�V\VWHP��
7KH�PDQ\�IDFHWV�RI�WKH�SUREOHP�LQFOXGH�VXSSRUW�
IRU�FRPEDW�RSHUDWLRQV��LQIRUPDWLRQ�PDQDJHPHQW��
LQIRUPDWLRQ�DVVXUDQFH��DQG�DUFKLWHFWXUH�
UHTXLUHPHQWV��WKH�'6%�IRXQG�WKDW�WKHVH�
FRQVLGHUDWLRQV�FRQYHUJH�RQ�WKH�VLPSOH�TXHVWLRQ�
RI�KRZ�WR�SURYLGH�UREXVW��XVHIXO�LQIRUPDWLRQ�DW�
DOO�OHYHOV�IURP�GHFLVLRQĥPDNHUV�WR�WDFWLFDO�XVHUV��

7KH�'6%�HYDOXDWHG�LQIRUPDWLRQ�PDQDJHPHQW�
LQ�IRXU�RSHUDWLRQDO�VFHQDULRV�LQ�Information 
0DQDJHPHQW�IRU�1HWĦ&HQWULF�2SHUDWLRQV�ī����Ĭ��

 � 3UHYHQWLQJ�DQG�SURWHFWLQJ�WKH�8QLWHG�
6WDWHV�DJDLQVW�FDWDVWURSKLF�DWWDFN�

 � &RQGXFWLQJ�ODUJHĥVFDOH�FRXQWHUĥ
LQVXUJHQF\�RSHUDWLRQV��LQFOXGLQJ�
VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ��

 � &RQGXFWLQJ�JOREDO�GLVWULEXWHG��VPDOOĥVFDOH�
RSHUDWLRQV��LQFOXGLQJ�FRXQWHUĥWHUURULVP�
DQG�KXPDQLWDULDQ�UHOLHI��DQG�

 � (QDEOLQJ�ODUJHĥVFDOH�RSHUDWLRQV�
DJDLQVW�QHDU�SHHU�DGYHUVDULHV��

&RQVLVWHQWO\��WKH�'6%¶V�UHSRUWV�IRXQG�WKH�
SURYRFDWLYH�QRWLRQ�WKDW�WKH�'R'¶V�LQIRUPDWLRQ�
QHWZRUNV��DV�D�ZKROH��DUH�D�FULWLFDO�ZHDSRQ�
V\VWHP�DQG�PXVW�EH�SURWHFWHG�DQG�RSHUDWHG�
LQ�D�PDQQHU�FRQVLVWHQW�ZLWK�WKH�PLVVLRQ�RI�
SURWHFWLQJ�DQG�GHIHQGLQJ�WKH�8QLWHG�6WDWHV��

7KH�PLVVLRQ�DVVXUDQFH�GHSHQGHQFLHV�RQ�'R'�
QHWZRUNV�KROG�PDMRU�LPSOLFDWLRQV�IRU�FRPPDQGHUV��
RSHUDWRUV��DQG�WUDLQLQJ�UHJLPHQV��$�FULWLFDO�
GHIHQVH�ZHDSRQ�V\VWHP�UHTXLUHV�HQWHUSULVHĥZLGH�
RSHUDWLRQDO�PDQDJHPHQW��SHUIRUPDQFH�PRQLWRULQJ��
DQG�FRQWLQJHQF\�SODQQLQJ�IXQFWLRQV��2SHUDWRUV�
PXVW�NQRZ�KRZ�WR�RSHUDWH�WKH�FRPEDW�ZHDSRQ�
V\VWHP��DQG�UHDGLQHVV�DVVHVVPHQWV��WKURXJKSXW�DQG�
SHUIRUPDQFH��DQG�WUDGHV�DQG�PHWULFV�WR�PHDVXUH�
SHUIRUPDQFH�DQG�DVVXUDQFH�PXVW�EH�DYDLODEOH��
0DQ\�GHIHQVH�DVVHWV�FRQQHFW�YLD�WKLV�V\VWHP�DQG�
V\VWHP�VHUYLFHV�PXVW�EH�SULRULWL]HG�DQG�WHVWHG��
DQG�ZDU�¿JKWHUV�PXVW�WUDLQ�ZLWK�WKH�V\VWHP��

7KH�'6%�UHFHQWO\�LQYHVWLJDWHG�ZD\V�WR�LPSURYH�
WKH�RYHUDOO�PDQDJHPHQW�SURFHVVHV�WR�SURYLGH�
WKH�QHHGHG�VHFXULW\�WR�LWV�V\VWHPV�DQG�QHWZRUNV��
,Q�Cyber Defense ī����Ĭ��'6%�H[DPLQHG�PHWKRGV�
WR�DVVHVV�DQG�SURYLGH�OHDGHUVKLS�ZLWK�LPSURYHG�
F\EHU�SURWHFWLRQ�PDQDJHPHQW��PHWKRGV�WR�DVVHVV�

A cyber threat taxonomy proposed in the DSB Report on Resilient Military Systems and the Advanced Cyber Threat, 2013
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V\VWHP�UHVLOLHQFH��DQG�ZD\V�WR�LQIRUP�IXWXUH�
VHFXULW\�LQYHVWPHQWV�DQG�SURYLGH�D�SULRULWL]HG�
OLVW�RI�KRZ�WR�VSHQG�LWV�QH[W�F\EHU�GHIHQVH�GROODU��
7KH�FRPELQDWLRQ�RI�YHU\�HɱHFWLYH�UHG�WHDPV�
DQG�LQFUHDVHG�DGYHUVDULDO�DFWLYLW\�VLJQL¿FDQWO\�
HQKDQFHG�VHQLRU�OHDGHUVKLS�DZDUHQHVV�DQG�FRQFHUQ��
UHÀHFWHG�LQ�VHYHUDO�³F\EHU�DZDNHQLQJ´�DFWLYLWLHV��

6SHFL¿F�DQG�DFWLRQDEOH�UHFRPPHQGDWLRQV�WKDW�
FROOHFWLYHO\�DLP�DW�VLJQL¿FDQWO\�DXJPHQWLQJ�WKH�
'R'¶V�GHIHQVLYH�SRVLWLRQ�LQFOXGH��FROOHFWLQJ�DQG�
DQDO\]LQJ�DWWDFN�GDWD��HQJDJLQJ�VHQLRU�OHDGHUVKLS��
DXWRPDWLQJ�QHWZRUN�PDQDJHPHQW�RSHUDWLRQV��
LGHQWLI\LQJ�DQG�SURWHFWLQJ�PLVVLRQ�FULWLFDO�V\VWHPV��
LQFOXGLQJ�F\EHU�SUHSDUHGQHVV�LQ�GHIHQVH�UHDGLQHVV�
UHSRUWLQJ��GHYHORSLQJ�PRGHOLQJ�HɱRUWV�WR�LQIRUP�
IXWXUH�LQYHVWPHQWV��DQG�ZRUNLQJ�ZLWK�FRPPHUFLDO�
VXSSOLHUV�WR�HQKDQFH�WKH�VHFXULW\�RI�WKHLU�SURGXFWV��
+RZHYHU��HYHQ�ZLWK�WKHVH�LPSURYHPHQWV��WKH�
'6%�UHFRJQL]HG�WKDW�DJDLQVW�D�WRS�WLHU�RSSRQHQW�
WKHVH�HɱRUWV�ZRXOG�OLNHO\�SURYH�LQDGHTXDWH�WR�
VDIHJXDUG�WKH�'R'¶V�PRVW�YLWDO�V\VWHPV�

$�FRPPRQ�WKHPH�WKURXJKRXW�WKH�'6%¶V�QXPHURXV�
HYDOXDWLRQV�RI�LQIRUPDWLRQ�VXSHULRULW\�LV�WKH�
UHFRJQLWLRQ�WKDW�WKH�8�6�¶�LQIRUPDWLRQ�V\VWHPV�
ZLOO�EH�FRQVWDQWO\�XQGHU�DWWDFN�E\�LWV�DGYHUVDULHV�
DQG�WKHVH�V\VWHPV�PXVW�ZRUN�LQ�D�GHJUDGHG�PRGH��
&RPEDW�LQIRUPDWLRQ�FDSDFLW\�LV�QR�GLɱHUHQW�
WKDQ�DQ\�RWKHU�GHIHQVH�ZHDSRQV�V\VWHP��$V�
ZHOO��GRFWULQH��FRQFHSWV�RI�RSHUDWLRQV��WDFWLFV��
WHFKQLTXHV��DQG�SURFHGXUHV��DQG�FRQWLQJHQF\�
SODQV�PXVW�EH�GHYHORSHG�WR�DGGUHVV�WKHVH�WKUHDWV�
DJDLQVW�FRPEDW�LQIRUPDWLRQ�V\VWHPV��5HOHYDQW�
V\VWHPV�PXVW�EH�H[HUFLVHG�UHJXODUO\�WR�HQDEOH�
8�6��FRPPDQGHUV�WR�XQGHUVWDQG�KRZ�WR�RSHUDWH�
LQ�GHJUDGHG�PRGHV��7KH�'6%�DOVR�DGGUHVVHG�
RUJDQL]DWLRQDO�UROHV�DQG�VWUDWHJ\�WR�GHDO�ZLWK�WKH�
'R'¶V�LQFUHDVLQJ�DGKHUHQFH�WR�QHWĥFHQWULF�GRFWULQH��

%HFDXVH�RI�WKH�LQDELOLW\�WR�VXɷFLHQWO\�SURWHFW�WKHVH�
FULWLFDO�V\VWHPV�LQ�WKH�IDFH�RI�D�WRS�WLHU�RSSRQHQW��
WKH�UHSRUW�FRQFOXGHG�WKDW�WKH�8�6��F\EHU�GHIHQVLYH�
VWUDWHJ\�PXVW�LQFOXGH�DQ�HOHPHQW�RI�GHWHUUHQFH��
7KLV�GHWHUUHQFH�FRQFOXVLRQ�UHVXOWHG�LQ�D�QHZ�VWXG\��
found in &\EHU�'HWHUUHQFH�īÀQDO�UHSRUW�LQ�SURFHVVĬ��7KH�
¿QGLQJV�RI�WKLV�WDVN�IRUFH�VXSSRUWHG�WKH�UHVLOLHQF\�
UHSRUW�DQG�H[WHQGHG�LWV�LQVLJKWV��,Q�SDUWLFXODU��WKH�
VWXG\�UHFRJQL]HG�WKDW�GXH�LQ�SDUW�WR�WKH�XQFHUWDLQW\�

DERXW�WKH�RɱHQVLYH�F\EHU�FDSDELOLWLHV�DQG�LQWHQWLRQV�
RI�SRWHQWLDO�DGYHUVDULHV��WKH�H[WHQW�RI�8�6��
YXOQHUDELOLWLHV��DQG�WKH�WLPH�WR�UHFRYHU�IURP�DQ�
DWWDFN�HYHQ�H[SHUWV�GLVDJUHH�ZKHWKHU�WKH�SRWHQWLDO�
LPSDFWV�RI�F\EHUĥDWWDFNV�VKRXOG�EH�FKDUDFWHUL]HG�
DV�³FDWDVWURSKLF´�RU�³H[LVWHQWLDO�́ �5HJDUGOHVV�RI�
WKLV�GLVWLQFWLRQ��WKH�RɱHQVLYH�F\EHU�FDSDELOLWLHV�
RI�8�6��DGYHUVDULHV�ZLOO�OLNHO\�WR�FRQWLQXH�WR�JURZ�
PRUH�UDSLGO\�WKDQ�WKH�'R'¶V�DELOLW\�WR�GHIHQG�
DQG�PDNH�UHVLOLHQW�LWV�FULWLFDO�LQIUDVWUXFWXUHV��
&RQVHTXHQWO\��WKH�8�6��PXVW�SULRULWL]H�GHYHORSLQJ�
DQG�VXVWDLQLQJ�D�FUHGLEOH�F\EHU�GHWHUUHQFH�SRVWXUH��

$Q�HɱHFWLYH�GHWHUUHQFH�VWUDWHJ\�ZLOO�WDLORU�WKH�
DSSURDFK�IRU�HDFK�SRWHQWLDO�RSSRQHQW��UHDOL]LQJ�
WKDW�SHRSOH�DUH�GHWHUUHG��UDWKHU�WKDQ�QDWLRQV��$V�
VXFK��WKH�'R'�PXVW�XQGHUVWDQG�E\�FRXQWU\�DQG�
OHDGHUVKLS�ZKDW�WKH\�KROG�GHDU�WKDW�PD\�EH�DW�
ULVN�XVLQJ�F\EHU�UHVLOLHQW�FDSDELOLWLHV��6SHFL¿FDOO\��
NLQHWLF�DQG�RɱHQVLYH�F\EHU�UHVSRQVH�FDSDELOLWLHV�
XVHG�E\�WKH�'R'�PXVW�QRW�RQO\�EH�UHVLOLHQW�WR�
WUDGLWLRQDO�DWWDFN�YHFWRUV�EXW�DOVR�PXVW�EH�UHVLOLHQW�
WR�D�WRS�WLHU�RɱHQVLYH�F\EHU�DWWDFN��7KH�LQQRYDWLYH�
XVH�RI�RɱHQVLYH�F\EHU�FDSDELOLWLHV�WR�VXSSRUW�
GHIHQVLYH�REMHFWLYHV�UHPDLQV�FULWLFDO�WR�LQFUHDVLQJ�
8�6��FRQ¿GHQFH�LQ�LWV�UHVSRQVH�FDSDELOLWLHV�DQG�
GHFUHDVLQJ�WKH�FRQ¿GHQFH�RI�WKH�DWWDFNHU�LQ�WKHLU�
DELOLW\�WR�QHXWUDOL]H�WKHVH�UHVSRQVH�FDSDELOLWLHV�

Information technology 
routinely delivers advantages 
and vulnerabilities
7KH�'R'�XVHV�QHWZRUN�FRQQHFWLYLW\�DQG�WKH�
LQWHJUDWLRQ�RI�VWDWHĥRIĥWKHĥDUW�FRPPHUFLDO�
PLFURHOHFWURQLFV�DQG�VRIWZDUH�LQ�ERWK�HQWHUSULVH�
V\VWHPV�DQG�ZHDSRQ�V\VWHPV�WR�WUHPHQGRXV�
DGYDQWDJH��HFRQRPLFDOO\�DQG�PLOLWDULO\��
8QIRUWXQDWHO\��WKLV�LV�D�GRXEOH�HGJHG�VZRUG��
7KH�JURZLQJ�YXOQHUDELOLW\�RI�WKHVH�V\VWHPV�
WR�D�NQRZOHGJHDEOH�DQG�PRWLYDWHG�DGYHUVDU\�
NHHQ�RQ�UHGXFLQJ�8�6��DGYDQWDJHV�RɱVHW�WKHVH�
JDPHĥFKDQJLQJ�DGYDQWDJHV��,W�LV�LQFUHDVLQJO\�
FOHDU�WKDW�WKLV�LV�FRUH�WR�WKHLU�VWUDWHJ\��$V�D�UHVXOW��
WKH�'R'�VKRXOG�H[SHFW�IXOOĥVSHFWUXP�F\EHU�
WR�EH�D�SDUW�RI�DOO�IXWXUH�FRQÀLFWV��HVSHFLDOO\�
DJDLQVW�QHDUĥSHHU�RSSRQHQWV��7KH�'6%�VXJJHVWV�
D�VWUDWHJ\�WR�OHYHUDJH�WKH�PLOLWDU\�XWLOLW\�RI�WKLV�
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WHFKQRORJ\�DQG�DW�WKH�VDPH�WLPH�VXɷFLHQWO\�
SURWHFW�LW�IURP�RXU�SRWHQWLDO�DGYHUVDULHV��&\EHU�
UHPDLQV�D�FRPSOLFDWHG�GRPDLQ�DQG�UHTXLUHV�
PDQDJHPHQW�IURP�D�V\VWHPV�SHUVSHFWLYH��7KHUH�
LV�QR�VLOYHU�EXOOHW�WRGD\�DQG�WKHUH�ZLOO�QRW�OLNHO\�
WR�EH�RQH�LQ�WKH�IXWXUH��:KLOH�WKH�'HSDUWPHQW�
FDQQRW�HOLPLQDWH�ULVNV��LW�PXVW�PDQDJH�ULVNV�
WKURXJK�D�FRPELQDWLRQ�RI�LPSURYHG�F\EHU�GHIHQVH��
D�SURDFWLYH�F\EHU�RɱHQVH�WR�VXSSRUW�WKH�'R'¶V�
GHIHQVLYH�QHHGV��DQG�HɱHFWLYH�GHWHUUHQFH�

Supporting DSB reports
)XWXUH�RI�WKH�*OREDO�3RVLWLRQLQJ�6\VWHP�ī����Ĭ

+LJK�3HUIRUPDQFH�0LFURFKLS�6XSSO\�ī����Ĭ

,QIRUPDWLRQ�0DQDJHPHQW�IRU�1HWĦ&HQWULF�
2SHUDWLRQV�ī�����VXPPHU�VWXG\Ĭ

0LVVLRQ�,PSDFW�RI�)RUHLJQ�,QÁXHQFH�
RQ�'R'�6RIWZDUH�ī����Ĭ

Department of Defense Policies and Procedures for 
WKH�$FTXLVLWLRQ�RI�,QIRUPDWLRQ�7HFKQRORJ\�ī����Ĭ

Creating an Assured Joint DoD and Interagency 
,QWHURSHUDEOH�1HWĦ&HQWULF�(QWHUSULVH�ī����Ĭ

��VW�&HQWXU\�0LOLWDU\�2SHUDWLRQV�LQ�D�&RPSOH[�
(OHFWURPDJQHWLF�(QYLURQPHQW�ī�����VXPPHU�VWXG\Ĭ

Resilient Military Systems and the 
$GYDQFHG�&\EHU�7KUHDW�ī����Ĭ

&\EHU�6HFXULW\�DQG�5HOLDELOLW\�LQ�D�'LJLWDO�&ORXG�ī����Ĭ

&\EHU�'HIHQVH�ī����Ĭ

&\EHU�6XSSO\�&KDLQ�īÀQDO�UHSRUW�LQ�SURFHVVĬ

Defense Strategies for Ensuring the Resilience of 
1DWLRQDO�6SDFH�&DSDELOLWLHV�īÀQDO�UHSRUW�LQ�SURFHVVĬ

&\EHU�'HWHUUHQFH�īÀQDO�UHSRUW�LQ�SURFHVVĬ

Military Satellite Communication and Tactical 
1HWZRUNLQJ�īÀQDO�UHSRUW�LQ�SURFHVVĬ
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5. ANTICIPATING INTELLIGENT 
SYSTEMS AND AUTONOMY

NUMBERS AND DISAGGREGATION  �  RANGE  �  DANGER ON AND ABOVE SEA SURFACE DRIVE WARFARE UNDERSEA  

The U.S. is generally believed to have the best military technology in the world. Coupled 
with outstanding professional soldiers, sailors, airmen, and marines, military technology 
contributed to the U.S.’ role as the leading global power. However, the cost of technology 
and its associated equipment remains high, which has had cascading effects.

'R'�UHVRXUFHV�DUH�VWUHWFKHG�WKLQ�EHFDXVH�RI�
LQFUHDVLQJ�JOREDO�GHPDQGV�RQ�WKH�PLOLWDU\�
DQG�WKH�FRQVWUDLQWV�RI�OLPLWHG�EXGJHWV��,Q�
WKLV�VLWXDWLRQ��WKH�JHQHUDOO\�KLJK�FRVW�RI�QHZ�
WHFKQRORJ\�KDV�VLJQL¿FDQWO\�OLPLWHG�WKH�TXDQWLWLHV�
WKDW�FDQ�EH�DFTXLUHG��,Q�WXUQ��WKH�IHZ�V\VWHPV�
WKDW�DUH�¿HOGHG�RIWHQ�VHUYH�DV�SULPH�WDUJHWV�
IRU�DGYHUVDULHV��7KHVH�IDFWRUV�WRJHWKHU�WHQG�WR�
UHGXFH�8�6��ZLOOLQJQHVV�WR�HQJDJH�GXH�WR�WKH�
FRVW��LQ�GROODUV�DQG�OLYHV��RI�ORVLQJ�WKHVH�DVVHWV��

$�SURPLVLQJ�DSSURDFK�WR�DGGUHVV�WKLV�FKDOOHQJH�LV�WR�
XVH�ORZHU�FRVW��XQPDQQHG�V\VWHPV�PRUH�H[WHQVLYHO\��
WR�FRPSOHPHQW�H[LVWLQJ�V\VWHPV�DQG�WR�SURYLGH�
DOWHUQDWLYHV�WR�WKHVH�V\VWHPV�JRLQJ�IRUZDUG��:KLOH�
ORZHU�FRVW�V\VWHPV�ZLOO�RIWHQ�EH�OHVV�FDSDEOH�DQG�
VXSSRUW�D�PRUH�OLPLWHG�PLVVLRQ�VFRSH��WKH\�FDQ�

EH�DFTXLUHG�LQ�ODUJHU�QXPEHUV�DQG��DV�LOOXVWUDWHG�
in Technology and Innovation Enablers for Superiority 
LQ������ī�����VXPPHU�VWXG\Ĭ��TXDQWLW\�FDQ�EH�DQ�
LPSRUWDQW�TXDOLW\�IDFWRU��)XUWKHUPRUH��ORZĥFRVW�
V\VWHPV�LQ�ODUJH�QXPEHUV�FDQ�EH�FRVWĥLPSRVLQJ��
HVSHFLDOO\�ZKHQ�LW�FRVWV�PRUH�IRU�DGYHUVDULHV�WR�
GHIHDW�WKHP�WKDQ�IRU�WKH�8�6��WR�DFTXLUH�WKHP��

Building trust in autonomous systems 
is challenging yet achievable
:LWK�UHFHQW�DGYDQFHV�LQ�DUWL¿FLDO�LQWHOOLJHQFH��
DXWRQRP\�LV�EHLQJ�UDSLGO\�DGRSWHG�IRU�D�
GLYHUVH�DQG�H[SDQGLQJ�VHW�RI�FRPPHUFLDO�
DSSOLFDWLRQV��VXFK�DV�VHOIĥGULYLQJ�FDUV��
IDFWRU\�DXWRPDWLRQ�DQG�PDQXIDFWXULQJ��
IUDXG�GHWHFWLRQ��DQG�PHGLFDO�GLDJQRVWLFV��
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:KHQ�WKH�'R'�FRQVLGHUV�WKH�XVH�RI�DXWRQRP\�
LWV�DSSOLFDWLRQV��WKH�'HSDUWPHQW�UDLVHV�WKH�NH\�
LVVXH�RI�WUXVW��SDUWLFXODUO\�IRU�OHWKDO�V\VWHPV��
6LJQL¿FDQW�SXEOLF�GLVFXVVLRQ�KDV�UDLVHG�FRQFHUQV�
DVVRFLDWHG�ZLWK�OHWKDO�DXWRQRPRXV�ZHDSRQ�
V\VWHPV��7KHVH�GLVFXVVLRQV�DUH�VRPHWLPHV�
FDVW�LQ�WKH�FRQWH[W�RI�³NLOOHU�URERWV´�DQG�
DFFRPSDQ\LQJ�HWKLFDO�DQG�HPRWLRQDO�LVVXHV�

:KLOH�WHFKQLFDO�LVVXHV�ZLOO�LQGHHG�UHTXLUH�
GHYHORSPHQW�WR�LPSURYH�WUXVW�LQ�DXWRQRPRXV�
V\VWHPV��WKH�¿UVW�VWHS�LQ�GHDOLQJ�ZLWK�WKH�SXEOLF�
FRQFHUQV�DERXW�OHWKDO�DXWRQRPRXV�ZHDSRQV�V\VWHPV�
LV�WR�UHFRJQL]H�WKDW�D�WUXO\�IXOO\�DXWRQRPRXV�
V\VWHP�GRHV�QRW�H[LVW��)XUWKHUPRUH��WKH�'R'�
'LUHFWLYH���������Ī����ī�LQFOXGHV�D�YHU\�FOHDU�
DQG�H[SOLFLW�SROLF\�UHTXLULQJ�³DSSURSULDWH�OHYHOV�
RI�KXPDQ�MXGJPHQW�RYHU�WKH�XVH�RI�IRUFH�́

'R'�LV�LQFUHDVLQJO\�HPSOR\LQJ�DXWRQRPRXV�
FDSDELOLWLHV�DFURVV�D�GLYHUVH�DUUD\�RI�V\VWHPV��(YHU\�
DSSOLFDWLRQ�RI�DXWRQRP\�HQJDJHV�ERWK�KXPDQ�DQG�
PDFKLQH�WKURXJKRXW�WKH�V\VWHP�OLIHF\FOH��&HUWDLQ�
UROHV�ZLOO�UHPDLQ�WKH�SXUYLHZ�RI�WKH�KXPDQ��RWKHUV�
ZLOO�EH�VKDUHG��DQG�VRPH�WDVNV�ZLOO�EH�LPSOHPHQWHG�
VROHO\�E\�PDFKLQHV��:KLOH�WKH�VSHFL¿F�UROHV�RI�
KXPDQV�ZLOO�YDU\�E\�PLVVLRQ�DQG�RYHU�WLPH��DOO�
DXWRQRPRXV�V\VWHPV�DUH�VXSHUYLVHG�DW�VRPH�OHYHO�

ZLWKLQ�WKH�ERXQGV�VHW�E\�WKH�V\VWHP�GHVLJQHU��

7KH�'R'�FDQ�WDNH�VHYHUDO�VWHSV�WR�HQKDQFH�
FRQ¿GHQFH�LQ�DXWRQRPRXV�V\VWHPV��DV�H[SORUHG�
LQ�WKH�'6%�6XPPHU�6WXG\�RQ�$XWRQRP\�ī����Ĭ��)RU�
H[DPSOH��D�NH\�GHVLJQ�WDVN�LV�WR�HQVXUH�LQWXLWLYH�DQG�
HɱHFWLYH�KXPDQĥV\VWHP�LQWHUIDFHV�WKDW�IDFLOLWDWH�
RSHUDWRU�XQGHUVWDQGLQJ�RI�WKH�FRPSXWHU¶V�VWDWH�
RI�NQRZOHGJH�DQG�WKH�EDVLV�IRU�GHFLVLRQV�WKDW�ZLOO�
EH�PDGH�E\�WKH�FRPSXWHU��'HYHORSLQJ�HɱHFWLYH�
LQWHUIDFHV�FDQ�EH�DVVLVWHG�E\�WKH�XVH�RI�PRGHOĥEDVHG�
GHVLJQ�WHFKQLTXHV�WKDW�HPSOR\�V\VWHP�VLPXODWLRQV�
WKDW�JURZ�LQ�¿GHOLW\�DV�WKH�GHVLJQ�PDWXUHV�DQG�WKDW�
HQDEOH�RSHUDWRUV�WR�LQWHUDFW�ZLWK�WKH�DXWRQRPRXV�
V\VWHP�WKURXJK�DOO�SKDVHV�RI�LWV�GHYHORSPHQW��
7KLV�VLPXODWLRQĥEDVHG�DSSURDFK�SURYLGHV�YDOXDEOH�
GHVLJQ�IHHGEDFN�WKDW�HQKDQFHV�WKH�RSHUDWRUV¶�
XQGHUVWDQGLQJ�RI�WKH�FRPSXWHU¶V�IXQFWLRQV�DQG�
XOWLPDWHO\�HQDEOHV�WKH�KXPDQ�DQG�DXWRQRPRXV�
V\VWHP�WR�LQWHUDFW�DQG�HQJDJH�DV�D�WHDP��

$�V\VWHP�VLPXODWLRQ�FDQ�HYROYH�WKURXJKRXW�
WKH�GHVLJQ�SURFHVV�DQG��ZKHQ�PDWXUH��VHUYH�
DV�DQ�HɱHFWLYH�WRRO�IRU�WKH�WHVW�DQG�HYDOXDWLRQ�
UHTXLUHG�WR�DFFHSW�DQG�FHUWLI\�DQ�DXWRQRPRXV�
V\VWHP��SDUWLFXODUO\�D�FRPSOH[�LQWHOOLJHQW�V\VWHP�
EDVHG�RQ�QRQĥGHWHUPLQLVWLF�VRIWZDUH�WKDW�GRHV�
QRW�OHQG�LWVHOI�WR�H[KDXVWLYH�UHJUHVVLRQ�WHVWLQJ��

Every application of autonomy 
engages both human and machine 

throughout the system lifecycle.
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8VLQJ�WKH�VLPXODWLRQ�HQYLURQPHQW�WR�DXJPHQW�
RSHUDWLRQDO�WHVWLQJ��WHVWHUV�FDQ�H[SORUH�WKH�
IXOO�RSHUDWLQJ�HQYHORSH��LQFOXGLQJ�FRPSOH[�
ERXQGDU\ĥFRQGLWLRQ�FDVHV��WR�YDOLGDWH�WKH�V\VWHP¶V�
SHUIRUPDQFH�UHODWLYH�WR�LWV�VSHFL¿FDWLRQV�

3HUKDSV�VRPHZKDW�SDUDGR[LFDOO\��PDQ\�FXUUHQW�
XQPDQQHG�V\VWHPV�UHTXLUH�VLJQL¿FDQW�QXPEHUV�
RI�KXPDQ�RSHUDWRUV��,Q�IDFW��WKH�$LU�)RUFH�KDV�
FRPPHQWHG�WKDW�³PDQQLQJ�WKHLU�XQPDQQHG�
V\VWHPV´�LV�LWV�PRVW�FKDOOHQJLQJ�PDQQLQJ�SUREOHP��
7KH�'6%�LGHQWL¿HG�WKH�IDLOXUH�WR�DOORFDWH�FRJQLWLYH�
IXQFWLRQV�H[SOLFLWO\�EHWZHHQ�WKH�RSHUDWRU�DQG�
WKH�FRPSXWHU�DV�D�SULPDU\�FDXVH�RI�WKH�PDQQLQJ�
SUREOHP��The Role of Autonomy in DoD Systems 
ī����Ĭ�UHFRJQL]HG�WKDW�WKLV�DOORFDWLRQ�ZDV�OLNHO\�WR�
EH�G\QDPLF��YDU\LQJ�RYHU�WKH�FRXUVH�RI�D�PLVVLRQ�
DV�FRQGLWLRQV�FKDQJHG�DQG�FRPSOH[LW\�LQFUHDVHG��
,W�SURSRVHG�D�IUDPHZRUN�IRU�XVH�GXULQJ�ERWK�
WKH�UHTXLUHPHQWV�DQG�GHVLJQ�SURFHVV�WR�IRFXV�
DWWHQWLRQ�RQ�WKLV�FULWLFDO�GHYHORSPHQW�WDVN�

)LQDOO\��WR�JURZ�FDSDELOLW\�RYHU�WLPH�LQ�D�FRVWĥ
HɱHFWLYH�PDQQHU�DV�WKH�WHFKQRORJ\�HYROYHV��LW�
UHPDLQV�LPSRUWDQW�WR�VHSDUDWH�WKH�VRIWZDUH�IURP�
WKH�KDUGZDUH�SODWIRUP�DQG�WR�HQVXUH�WKH�XVH�RI�
DQ�RSHQ�DUFKLWHFWXUH�ZLWK�JRYHUQPHQW�RZQHUVKLS�
ULJKWV��7KLV�DSSURDFK�EHWWHU�HQDEOHV�WKH�DGRSWLRQ�

RI�QHZ�WHFKQRORJ\��IDFLOLWDWHV�PXOWLĥSODWIRUP�
DSSOLFDWLRQ�RI�WKH�VRIWZDUH��DQG�DYRLGV�YHQGRU�ORFN�

Development of low-cost platforms 
requires a new acquisition mindset
7KH�WUDGLWLRQDO�'R'�UHTXLUHPHQWVĥGULYHQ�
GHYHORSPHQW�SURFHVV�FROOHFWV�D�VHW�RI�FDSDELOLWLHV�
GHVLUHG�E\�WKH�RSHUDWLRQDO�FRPPXQLW\�LQWR�D�
UHTXLUHPHQWV�GRFXPHQW�IRU�D�QHZ�V\VWHP��%HFDXVH�
WKH�DFTXLVLWLRQ�SURFHVV�LV�OHQJWK\�DQG�WKH�QXPEHU�RI�
QHZ�SURJUDPV�LV�OLPLWHG��WKH�³V\VWHP´�LV�PRWLYDWHG�
WR�LQFOXGH�DV�PDQ\�GHVLUDEOH�FDSDELOLWLHV�DV�SRVVLEOH�
LQ�WKH�UHTXLUHPHQWV��,Q�WXUQ��FRVW�LV�JHQHUDOO\�
FRQVLGHUHG�DV�RQH�RI�D�VHW�RI�FKDUDFWHULVWLFV�WKDW�
FRPSHWH�ZLWK�HDFK�RWKHU�LQ�D�V\VWHPV�HQJLQHHULQJ�
WUDGH�VWXG\��$V�PLOLWDU\�FDSDELOLW\�ZLWK�OLWWOH�
GLUHFW�UHVSRQVLELOLW\�IRU�GHYHORSPHQW�EXGJHWV�DQG�
DɱRUGDELOLW\�VWDQGV�DV�WKH�SULPDU\�PRWLYDWLRQ�IRU�
WKH�RSHUDWLRQDO�FRPPXQLW\��WKH�WUDGH�VWXGLHV�RIWHQ�
UHVXOW�LQ�D�FRPSOH[�DQG�H[SHQVLYH�GHVLJQ�RI�V\VWHPV�
WKDW�FDQ�WKHQ�RQO\�EH�DFTXLUHG�LQ�OLPLWHG�QXPEHUV�

7R�GHYHORS�ORZĥFRVW�V\VWHPV�WKDW�FDQ�EH�DFTXLUHG�
LQ�ODUJH�QXPEHUV�WR�FRPSOHPHQW�YHU\�FDSDEOH�
IURQWĥOLQH�HTXLSPHQW��WKH�'R'�VKRXOG�WUHDW�
FRVW�GLɱHUHQWO\��$�WDUJHW�FRVW�SHU�XQLW�VKRXOG�
EH�HVWDEOLVKHG�XSIURQW�DV�D�QRQĥWUDGHDEOH�

An autonomous system reference framework highlights the allocation of cognitive functions between 
the human operator and the computer. The Role of Autonomy in the DoD Systems (2012).
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UHTXLUHPHQW��DQG�FDSDELOLWLHV�VKRXOG�EH�VHOHFWHG�
WKDW�SURYLGH�WKH�PRVW�UHOHYDQW�PLOLWDU\�FDSDELOLW\�
ZLWKLQ�WKH�WDUJHW�FRVW�HYHQ�LI�WKLV�FDSDELOLW\�LV�
OHVV�WKDQ�SRWHQWLDOO\�DFKLHYDEOH�RU�LV�OLPLWHG�
WR�RQO\�D�VXEVHW�RI�SRWHQWLDO�PLVVLRQV��

%\�DSSURDFKLQJ�WKH�GHVLJQ�SURFHVV�IURP�WKLV�QHZ�
SHUVSHFWLYH��WKH�'R'�FDQ�HOLPLQDWH�RU�UHGXFH�VRPH�
WUDGLWLRQDO�UHTXLUHPHQWV�EHFDXVH�RI�WKH�UHVXOWLQJ�
ORZ�FRVW�DQG�DELOLW\�WR�DFTXLUH�DQG�GHSOR\�ODUJH�
QXPEHUV��)RU�H[DPSOH��RQH�RI�WKH�PRVW�FRVWO\�
UHTXLUHPHQWV�LV�SODWIRUP�VXUYLYDELOLW\��FUXFLDO�
IRU�H[SHQVLYH�PDQQHG�SODWIRUPV�DQG�GULYHV�WKH�
GHYHORSPHQW�RI�DGYDQFHG�WHFKQRORJLHV�IRU�DLUFUDIW�
VLJQDWXUH�UHGXFWLRQ�ĪVWHDOWKī��DUPRUHG�YHKLFOH�
SURWHFWLRQ�ĪDGYDQFHG�PDWHULDOV�DQG�DGDSWLYH�
DUPRUī��DQG�LQGH¿QLWH�VXEPHUVLRQ�DQG�TXLHWLQJ�RI�
VXEPDULQHV�ĪQXFOHDU�SRZHU�DQG�ORQJĥOLIH�EDWWHULHVī��
:LWK�XQPDQQHG�V\VWHPV��KXPDQ�OLYHV�DUH�QRW�DW�
ULVN��VR�LI�FRVWV�UHPDLQ�ORZ�HQRXJK��WKH�'R'�FDQ�
FRQVLGHU�WKH�YHKLFOH�DWWULWDEOH�DQG�PD\�QRW�UHTXLUH�
FRVWO\�VXUYLYDELOLW\�WHFKQRORJLHV��'HSHQGLQJ�
RQ�WKH�PLVVLRQ��WKH�'HSDUWPHQW�FDQ�DOVR�DYRLG�
FRVWV�IRU�UHFRYHU\�ZLWK�DQ�H[SHQGDEOH�V\VWHP��
DV�KDV�EHHQ�WKH�FDVH�IRU�PLVVLOHV��PXQLWLRQV��DQG�
RWKHU�V\VWHPV��,Q�PDQ\�RI�WKHVH�VLWXDWLRQV��LW�
PD\�FRVW�WKH�DGYHUVDU\�PRUH�WR�GHWHFW��WUDFN��
DQG�GHIHDW�D�ORZĥFRVW�SODWIRUP�WKDQ�LW�FRVWV�

WKH�8�6��WR�DFTXLUH�DQG�GHSOR\�LW��7KLV�VHWV�XS�
D�IDYRUDEOH�FRVWĥH[FKDQJH�UDWLR�WKDW�GRHV�QRW�
RIWHQ�H[LVW�ZLWK�PRUH�FRPSOH[�HTXLSPHQW�

7KH�'R'�FDQ�DOVR�FRQWURO�FRVWV�E\�UHXVLQJ�RU�
DGDSWLQJ�H[LVWLQJ�PLOLWDU\�RU�FRPPHUFLDO�SODWIRUPV�
IRU�QHZ�PLVVLRQV�E\�IRFXVLQJ�RQ�SD\ORDGV�DQG�
PLVVLRQ�FDSDELOLW\�UDWKHU�WKDQ�RQ�SRWHQWLDOO\�
H[TXLVLWH�QHZ�SODWIRUPV��,Q�SDUWLFXODU��DQ�LQFUHDVLQJ�
QXPEHU�RI�RSSRUWXQLWLHV�WR�OHYHUDJH�FRPPHUFLDO�
SODWIRUPV�KDV�DFFRPSDQLHG�WKH�H[SORVLRQ�RI�
FRPPHUFLDO�DFWLYLW\�UHODWHG�WR�XQPDQQHG�DLU�DQG�
XQGHUVHD�YHKLFOHV��)RU�H[DPSOH��WKH�'6%�UHSRUW�
1H[W�*HQHUDWLRQ�8QPDQQHG�8QGHUVHD�6\VWHPV�īÀQDO�
UHSRUW�LQ�SURFHVVĬ�LGHQWL¿HG�DQ�DUUD\�RI�FRPPHUFLDO�
XQPDQQHG�XQGHUVHD�YHKLFOHV�GHYHORSHG�IRU�PXOWLSOH�
SXUSRVHV�ĪH�J���RFHDQRJUDSK\�DQG�RLO�DQG�JDV�
H[SORUDWLRQī��7KH�1DY\�PD\�DGDSW�HDFK�RI�WKHVH�
SODWIRUPV�IRU�LWV�PLVVLRQV�DW�D�FRVW�DQG�GHYHORSPHQW�
WLPH�VLJQL¿FDQWO\�ORZHU�WKDQ�WKRVH�DQWLFLSDWHG��
VXFK�DV�IRU�WKH�FXVWRPĥEXLOW�/DUJH�'LDPHWHU�
8QPDQQHG�8QGHUVHD�9HKLFOH�Ī/'889ī��DV�LQLWLDOO\�
FRQFHLYHG��7KH�UHSRUW�DOVR�VXJJHVWHG�GHVLJQV�
IRU�VHYHUDO�UHIHUHQFH�PLVVLRQV�WR�GHPRQVWUDWH�
WKH�SRWHQWLDO�IRU�ORZ�FRVW�PLVVLRQV�DQG�PLVVLRQ�
SD\ORDGV��7KHVH�OHYHUDJH�FRPPHUFLDO�SODWIRUPV�
ZLWK�FRVWV�RQ�WKH�RUGHU�RI�Ĳ��PLOOLRQ��PLVVLRQ�
SD\ORDGV�DUH�H[SHFWHG�WR�EH�LQ�WKH�VDPH�FRVW�

Several commercial unmanned undersea vehicles have been adapted for military use at a far lower cost than a traditional 
D0D acquisition program, as described in Next Generation Unmanned Undersea Systems (final report in progress).
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UDQJH�DV�WKH�SODWIRUPV��7KH�UHSRUW�DOVR�H[SORUHG�
XVLQJ�YHU\�ODUJH�XQPDQQHG�XQGHUVHD�YHKLFOHV�DV�
D�PHDQV�IRU�FDVFDGHG�GHOLYHU\�RI�VPDOOHU�V\VWHPV��
ZKLFK�FRXOG�HQDEOH�PDQQHG�VXEPDULQHV�WR�WDNH�
RQ�PRUH�FRPSOH[�DQG�FKDOOHQJLQJ�WDVNV��6HYHUDO�
FRPPHUFLDO�XQPDQQHG�XQGHUVHD�YHKLFOHV�KDYH�EHHQ�
DGDSWHG�IRU�PLOLWDU\�XVH�DW�UHODWLYHO\�ORZ�FRVW.

Experimentation and learning 
are required to validate 
proposed concepts
,Q�D�VHULHV�RI�VWXGLHV��WKH�'6%�KDV�H[SORLWHG�WKH�
SULQFLSOH�RI�ORZĥFRVW�V\VWHPV�LQ�ODUJH�QXPEHUV�WR�
VXJJHVW�DSSURDFKHV�WR�D�ZLGH�UDQJH�RI�FKDOOHQJLQJ�
GHIHQVH�SUREOHPV��LQFOXGLQJ�WLPHĥFULWLFDO�VWULNH�
IURP�VWUDWHJLF�VWDQGRɱ�ĪTime Critical Conventional 
6WULNH�IURP�6WUDWHJLF�6WDQGRɲ������ī��DLU�GRPLQDQFH�
LQ�DQ�DQWLĥDFFHVV�DUHDĥGHQLDO�HQYLURQPHQW�ĪAir 
'RPLQDQFH��ÀQDO�UHSRUW�LQ�SURFHVVī��FUXLVH�DQG 
EDOOLVWLF�PLVVLOH�GHIHQVH�ĪDefense Against Advanced 
%DOOLVWLF�DQG�&UXLVH�0LVVLOH�7KUHDWV��ÀQDO�UHSRUW�LQ�
processī��FRPSOHPHQWLQJ�PDQQHG�VXEPDULQHV�
ZLWK�XQPDQQHG�V\VWHPV�WR�H[WHQG�8�6��XQGHUVHD�
DGYDQWDJH�Ī1H[WĦ*HQHUDWLRQ�8QPDQQHG�8QGHUVHD�
6\VWHPV��ÀQDO�UHSRUW�LQ�SURFHVVī��DQG�H[SDQGLQJ�WKH�
FDSDELOLWLHV�RI�LQGLUHFW�¿UHV�IRU�WKH�$UP\�ĪIntegrated 
)LUH�6XSSRUW�LQ�WKH�%DWWOHVSDFH������ī��,Q�VRPH�RI�WKHVH�
FDVHV��WKH�SURSRVHG�SRLQW�VROXWLRQ�ZDV�QRW�ORZĥFRVW�
LQ�DQ�DEVROXWH�VHQVH�EHFDXVH�WKH�ORQJ�UDQJH�QHHGHG�
WR�DGGUHVV�WKH�UHTXLUHG�FDSDELOLW\�FDQQRW�EH�
DFKLHYHG�LQH[SHQVLYHO\��(YHQ�LQ�WKHVH�VLWXDWLRQV��
KRZHYHU��WKH�VROXWLRQ�ZDV�OHVV�H[SHQVLYH�DQG�UHOLHG�
RQ�JUHDWHU�QXPEHUV�WKDQ�WKH�PDQQHG�DOWHUQDWLYHV�

2IWHQ��WKH�SURSRVHG�ORZĥFRVW�SODWIRUPV�RU�
URXQGV�DUH�LQWHQGHG�WR�ZRUN�LQ�FRQFHUW�ZLWK�
KLJKĥHQG�PDQQHG�V\VWHPV�DQG�H[SDQG�FDSDELOLW\�
E\�HQDEOLQJ�QHZ�FRQFHSWV�RI�RSHUDWLRQV��LQFOXGLQJ�
GHFR\V��GHFHSWLRQ��DQG�GLVSHUVLRQ��,Q�DGGLWLRQ��
RYHUDOO�VXUYLYDELOLW\�LV�LPSURYHG�E\�LQFUHDVLQJ�
ERWK�WKH�QXPEHU�RI�DQG�WKH�DUHD�ZLWK�SRWHQWLDO�
WDUJHWV�WKDW�DQ�DGYHUVDU\�QHHGV�WR�DGGUHVV��
ZKLFK�FDQ�SURYLGH�WKH�8�6��ZLWK�DQ�DV\PPHWULF�
DGYDQWDJH�WKDW�FRPSOLFDWHV�DQG�LQFUHDVHV�WKH�
DGYHUVDU\¶V�FRVW�RI�GHIHQVH��/HWKDOLW\�FDQ�DOVR�
LQFUHDVH�LQ�FRQ¿JXUDWLRQV�VXFK�DV�WKH�1DY\¶V�
FRQFHSW�IRU�GLVWULEXWHG�OHWKDOLW\��ZKLFK��LQ�D�

VHQVH��GLVDJJUHJDWHV�RɱHQVLYH�FDSDELOLWLHV�E\�
SXWWLQJ�PRUH�ZHDSRQV�RQ�PRUH�SODWIRUPV��
7KLV�LQFUHDVH�LQ�QXPEHU�RI�WDUJHWV�UDLVHV�WKH�
DGYHUVDU\¶V�HQJDJHPHQW�FRVW�WR�OHYHOV�WKDW�DUH�
XQDɱRUGDEOH�IRU�WKHP�DQG��FRQVHTXHQWO\��WKH�
QHHG�IRU�WKH�8�6��WR�GHIHQG�HDFK�SODWIRUP�FDQ�
GHFUHDVH�UHVXOWLQJ�LQ�ORZHU�V\VWHP�FRVWV�

:KLOH�LQQRYDWLYH�SRLQW�GHVLJQV�PD\�H[LVW�IRU�
FKDOOHQJLQJ�SUREOHPV��GHVLJQV�DQG�WKHLU�DVVRFLDWHG�
FRQFHSWV�RI�RSHUDWLRQV�VKRXOG�EH�YDOLGDWHG�WKURXJK�
D�UREXVW�H[SHULPHQWDWLRQ�SURJUDP�WKDW�LQYROYHV�DQG�
VROLFLWV�IHHGEDFN�IURP�RSHUDWLRQDO�SHUVRQQHO��7KHVH�
H[SHULPHQWV�VKRXOG�EH�FRQVWUXFWHG�DV�OHDUQLQJ�
H[HUFLVHV�LQ�ZKLFK�LW�LV�SRVVLEOH�DQG�HYHQ�DFFHSWDEOH�
WR�IDLO�UDWKHU�WKDQ�MXVW�GHPRQVWUDWH�SHUIRUPDQFH��
7KH�'6%�H[SHFWV�WKDW�ERWK�V\VWHP�UHTXLUHPHQWV�
DQG�FRQFHSWV�RI�RSHUDWLRQ�ZLOO�FKDQJH�EDVHG�RQ�
H[SHULPHQWDWLRQ�UHVXOWV��+RZHYHU��WKH�'R'�VKRXOG�
VWUXFWXUH�WKH�SURJUDPV�VR�WKDW�RSHUDWLRQDO�IRUFHV�
PD\�XVH�UHVLGXDO�DVVHWV�WKDW�GHPRQVWUDWH�XWLOLW\�

7R�FRQWURO�FRVW�DQG�DFFHOHUDWH�DFTXLVLWLRQ��
WKH�LQLWLDO�GHSOR\HG�V\VWHP�VKRXOG�EH�WKH�
VLPSOHVW��PRVW�PDWXUH�FRQ¿JXUDWLRQ�WKDW�
KROGV�PHDQLQJIXO�PLOLWDU\�YDOXH��UDWKHU�
WKDQ�PD[LPXP�SRWHQWLDO�YDOXH��7KH�V\VWHP�
DUFKLWHFWXUH�GHVLJQ�VKRXOG�VXSSRUW�LWHUDWLYH�
GHYHORSPHQW�DQG�JURZWK�LQ�FDSDELOLW\�WR�HQDEOH�
QHZ�PLVVLRQV�DV�WHFKQRORJ\�EHFRPHV�DYDLODEOH�

New infrastructure is required 
to support low-cost systems
,Q�DGGLWLRQ�WR�ORZĥFRVW�SODWIRUPV��GHIHQVH�
LQIUDVWUXFWXUH�LV�RI�SDUWLFXODU�LPSRUWDQFH�WR�
HɱHFWLYH�PLVVLRQ�FDSDELOLW\��7KH�'6%�LGHQWL¿HG�
WKUHH�LQIUDVWUXFWXUH�DUHDV�DV�HVSHFLDOO\�VLJQL¿FDQW�

 � ,QWHOOLJHQFH��VXUYHLOODQFH��
UHFRQQDLVVDQFH��DQG�WDUJHWLQJ

 � &RPPDQG��FRQWURO��DQG�FRPPXQLFDWLRQV�

 � *XLGDQFH��QDYLJDWLRQ��DQG�FRQWURO�

,QIRUPDWLRQ�IURP�ERWK�QDWLRQDO�WHFKQLFDO�PHDQV�
DQG�WDFWLFDO�VHQVRUV�UHPDLQV�FUXFLDO�WR�LGHQWLI\LQJ�
DQG�ORFDWLQJ�SRWHQWLDO�WDUJHWV�DFFXUDWHO\��2QH�
RI�WKH�NH\�FKDOOHQJHV�LV�HQVXULQJ�DOLJQPHQW�RI�
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WKH�FRRUGLQDWH�V\VWHPV�RI�WKH�VHQVRUV�DQG�WKH�
WDFWLFDO�SODWIRUPV�VR�WKDW�WDUJHW�FRRUGLQDWHV�
FDQ�EH�WUDQVIHUUHG�ZLWKRXW�HUURU��7KLV�SURFHVV�
KDV�EHFRPH�HDVLHU�LQ�UHFHQW�\HDUV�EHFDXVH�
RI�HɱHFWLYH�JULGORFNLQJ�DQG�WKH�XELTXLWRXV�
DYDLODELOLW\�DQG�XVH�RI�WKH�*OREDO�3RVLWLRQLQJ�
6\VWHP��DOWKRXJK�WKHUH�VWLOO�FDQ�EH�SUREOHPV�
RQ�WKH�WDFWLFDO�EDWWOH¿HOG��2QH�RI�WKH�NH\�
DGYDQWDJHV�RI�DUPLQJ�3UHGDWRU�XQPDQQHG�DLUFUDIW�
ZLWK�+HOO¿UH�PLVVLOHV�LQ�WKH�UHFHQW�FRQÀLFWV�
LV�WKDW�LW�FRĥORFDWHG�D�VHQVRU�ZLWK�WKH�ZHDSRQ��
HɱHFWLYHO\�HOLPLQDWLQJ�SUHYLRXV�JULGORFN�LVVXHV�

$V�EDWWOHVSDFH�FRPSOH[LW\�LQFUHDVHV�ZLWK�ODUJH�
QXPEHUV�RI�ORZĥFRVW�SODWIRUPV��&� V\VWHPV�WKDW�
SURYLGH�FRRUGLQDWLRQ�DQG�FRQWURO�DPRQJ�WKH�
YDULRXV�V\VWHPV�WDNH�RQ�JUHDWHU�LPSRUWDQFH��
$�&� V\VWHP�LV�PRUH�WKDQ�MXVW�FRPSXWHUV�DQG�
FRPPXQLFDWLRQV�JHDU��7KH�GHFLVLRQĥPDNLQJ�
SURFHVV��DQ�LQKHUHQWO\�KXPDQ�HQGHDYRU��RIWHQ�
VWDQGV�DV�WKH�ORQJ�SROH�LQ�WKH�GHFLVLRQ�WLPHOLQH��
SDUWLFXODUO\�ZKHQ�UXOHV�RI�HQJDJHPHQW�UHTXLUH�
PLQLPL]LQJ�FROODWHUDO�GDPDJH��,Q�PDQ\�VLWXDWLRQV�
WKH�VLJQL¿FDQW�WLPH�LW�WRRN�WR�FRPSOHWH�WKH�
GHFLVLRQ�SURFHVV�PHDQW�WKDW�WKH�DGGHG�YDOXH�RI�
H[WUHPH�ZHDSRQ�VSHHG�GLG�QRW�MXVWLI\�WKH�DGGLWLRQDO�
FRVW��1RQH�RI�WKH�VFHQDULRV�H[SRVHG�D�QHHG�IRU�³RQH�

KRXU��JOREDO�UDQJH�GHOLYHU\�́ �7KHUH�DSSHDUV�WR�EH�
QRWKLQJ�XQLTXH�RU�FRPSHOOLQJ�DERXW�RQH�KRXU��

7KH�'R'�QHHGV�LQWXLWLYH�KXPDQĥV\VWHP�
LQWHUIDFHV�WR�HQDEOH�HɱHFWLYH�KXPDQ�VXSHUYLVLRQ�
RI�DXWRQRPRXV�V\VWHPV��,W�UHPDLQV�FULWLFDO�
IRU�DOO�PLVVLRQV�WR�HQVXUH�WKDW�WKH�RSHUDWRU�
XQGHUVWDQGV�DQG�WUXVWV�WKH�DXWRQRP\��HVSHFLDOO\�
WKRVH�ZLWK�OHWKDO�FRQVHTXHQFHV�ZKHUH�'R'�
SROLF\�UHTXLUHV�WKH�HPSOR\PHQW�RI�DSSURSULDWH�
KXPDQ�MXGJPHQW��6LPXODWLRQV�UXQQLQJ�LQ�ERWK�
WKH�RQERDUG�V\VWHP�DQG�LQ�D�FRQWURO�FHQWHU�ZLWK�
IUHTXHQW�FRPSDULVRQ�RI�UHVXOWV�DQG�VLWXDWLRQDO�
DZDUHQHVV�FDQ�EH�D�XVHIXO�PHFKDQLVP�IRU�
EXLOGLQJ�WUXVW��SDUWLFXODUO\�ZLWK�VKRUW�GHFLVLRQ�
WLPHV�RU�OLPLWHG�FRPPXQLFDWLRQV�EDQGZLGWK�

/RZĥFRVW�SODWIRUPV�GHSHQG�RQ�UHOLDEOH��DFFXUDWH��
DQG�FRVWĥHɱHFWLYH�SRVLWLRQLQJ��,Q�QHDUO\�DOO�
VFHQDULRV��*36�FRPELQHG�ZLWK�D�UHODWLYHO\�ORZĥFRVW�
LQHUWLDO�QDYLJDWLRQ�V\VWHP�SURYLGHV�VXɷFLHQW�
DFFXUDF\�WR�PHHW�PLVVLRQ�UHTXLUHPHQWV��$�GLɷFXOW\�
DULVHV�ZKHQ�*36�LV�HLWKHU�MDPPHG�RU�XQDYDLODEOH�
IRU�VRPH�RWKHU�UHDVRQ��VXFK�DV�EHLQJ�LQGRRUV�RU�
XQGHUJURXQG��7KH�ORZ�SRZHU�RI�WKH�*36�VLJQDO�
FUHDWHG�VLJQL¿FDQW�DQG�MXVWL¿DEOH�FRQFHUQV�
DERXW�MDPPLQJ��DQG�H[WHQVLYH�UHVHDUFK�H[LVWV�RQ�

In many situations the significant time it took to 
complete the decision process meant that the added 

value of extreme weapon speed did not justify 
the additional cost. None of the scenarios exposed 

a need for “one hour, global range delivery.” 
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DOWHUQDWLYHV�WR�*36��:KLOH�WKH�'R'�KDV�PDGH�
SURJUHVV��QR�VLQJOH�VLOYHUĥEXOOHW�DOWHUQDWLYH�H[LVWV�
WKDW�SURYLGHV�FRPSDUDEOH�DFFXUDF\��6ROXWLRQV�WR�
*36�GHQLDO�ZLOO�OLNHO\�UHO\�RQ�LQWHJUDWLQJ�LQSXWV�
IURP�D�QXPEHU�RI�GLɱHUHQW�VHQVRUV�DQG�GDWD�
VRXUFHV��2QH�RI�WKH�GHVLJQ�FKDOOHQJHV�IRU�WKHVH�
*36ĥGHQLHG�VLWXDWLRQV�ZLOO�EH�WR�WUDGH�WKH�FRVW�
RI�D�SRWHQWLDOO\�FRPSOH[�PXOWLĥVHQVRU�LQWHJUDWLRQ�
VROXWLRQ�SURYLGLQJ�LQFUHDVHG�DFFXUDF\�DJDLQVW�WKH�
FRVW�IRU�WKH�LQFUHDVHG�QXPEHU�RI�ORZHU�DFFXUDF\�
V\VWHPV�UHTXLUHG�WR�VDWLVI\�WKH�PLVVLRQ�

U.S. must prepare for adversary use 
of low-cost unmanned systems
7KH�8�6��LV�QRW�DORQH�LQ�FRQVLGHULQJ�KRZ�WR�
H[SORLW�ORZĥFRVW�XQPDQQHG�V\VWHPV��KLJKO\�
FDSDEOH�WHFKQRORJ\�LV�DYDLODEOH�ERWK�JOREDOO\�DQG�
FRPPHUFLDOO\��,Q�SDUWLFXODU��FRPPHUFLDO�XQPDQQHG�
DLUFUDIW�DUH�UHDGLO\�DYDLODEOH�LQ�WKH�JOREDO�PDUNHWSODFH�
DW�ORZ�FRVW��DQG�XQPDQQHG�XQGHUVHD�YHKLFOHV�FDQ�EH�
SXUFKDVHG�IRU�PRGHVW�FRVW��,Q�DGGLWLRQ��QHDUO\�DOO�
UHVHDUFK�XQLYHUVLWLHV�ZLWK�HQJLQHHULQJ�SURJUDPV�
RɱHU�DXWRQRPRXV�URERWLFV�SURMHFWV�DV�VWDQGDUG�
FXUULFXOXPV��7KXV��WKHUH�H[LVW�IHZ�EDUULHUV�WR�
HQWU\��DV�ERWK�WKH�V\VWHPV�DQG�WKH�NQRZOHGJH�
WR�XVH�WKHP�KDYH�EHFRPH�EURDGO\�DYDLODEOH��
&RQVHTXHQWO\��8�6��DGYHUVDULHV�ZLOO�LQHYLWDEO\�
XVH�WKHVH�WHFKQRORJLHV�DJDLQVW�WKH�QDWLRQ��

7KH�8�6��PXVW�SUHSDUH�WR�IDFH�WKHVH�V\VWHPV�DQG�
GHYHORS�DSSURDFKHV�WR�GHIHDW�WKHP��7KLV�ZLOO�
UHTXLUH�WKDW�ZDUJDPHV��H[SHULPHQWDWLRQ��DQG�
RSHUDWLRQDO�H[HUFLVHV�LQFOXGH�ORZĥFRVW�XQPDQQHG�
V\VWHPV�LQ�WKH�RSSRVLQJ�IRUFH�DUVHQDO��,Q�WKHVH�
H[HUFLVHV��WKH�'HSDUWPHQW�PXVW�WDNH�FDUH�WR�
DYRLG�RQO\�PLUURULQJ�WKH�ZD\�WKH�'R'�SODQV�WR�
XVH�WKH�FDSDELOLW\��$GYHUVDULHV�ZLOO�OLNHO\�KROG�
PRUH�SHUPLVVLYH�UXOHV�RI�HQJDJHPHQW�WKDQ�WKH�
8�6���ZKLFK�UHTXLUHV�WKDW�WKH�'R'�RSHQV�WKH�
DSHUWXUH�RQ�XVDJH�WR�FUHDWH�WKH�IXOO�UDQJH�RI�
WKUHDWV�WKDW�ZLOO�DOPRVW�FHUWDLQO\�EH�HQFRXQWHUHG�

Supporting DSB reports
,QWHJUDWHG�)LUH�6XSSRUW�LQ�WKH�%DWWOHVSDFH�ī����Ĭ

Time Critical Conventional Strike 
IURP�6WUDWHJLF�6WDQGRɲ�ī����Ĭ

7KH�5ROH�RI�$XWRQRP\�LQ�'R'�6\VWHPV�ī����Ĭ

Technology and Innovation Enablers for 
6XSHULRULW\�LQ������ī�����VXPPHU�VWXG\Ĭ�

$XWRQRP\�ī�����VXPPHU�VWXG\Ĭ

$LU�'RPLQDQFH�īÀQDO�UHSRUW�LQ�SURFHVVĬ

1H[WĦ*HQHUDWLRQ�8QPDQQHG�8QGHUVHD�
6\VWHPV�īÀQDO�UHSRUW�LQ�SURFHVVĬ

Defense Strategies for Advanced Ballistic and 
&UXLVH�0LVVLOH�7KUHDWV�īÀQDO�UHSRUW�LQ�SURFHVVĬ
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CHAPTER SIX
Supporting Stabilization, Reconstruction, 
Peacekeeping, and Nation Building
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6. SUPPORTING STABILIZATION, 
RECONSTRUCTION, PEACEKEEPING, 
AND NATION BUILDING 

WINNING THE PEACE

The DSB vision for enhancing U.S. effectiveness in the transition 
to and from hostilities includes two dimensions:

 � Management and planning discipline. 
7KH�PDQDJHPHQW�GLVFLSOLQH�XVHG�E\�WKH�
0LOLWDU\�6HUYLFHV�WR�SODQ�DQG�SUHSDUH�
IRU�FRPEDW�RSHUDWLRQV�PXVW�H[WHQG�WR�
SHDFHWLPH�DFWLYLWLHV��DQG�WR�VWDELOL]DWLRQ�
DQG�UHFRQVWUXFWLRQ�RSHUDWLRQV��LQ�WKH�'R'�
DQG�DFURVV�WKH�ZKROH�RI�JRYHUQPHQW�

 � Building and maintaining certain 

fundamental principles and capabilities 

now lacking critical to success in 

stabilization and reconstruction. 
7KHVH�FDSDELOLWLHV�LQFOXGH�HVWDEOLVKLQJ�FOHDU�
REMHFWLYHV�DQG�HQVXULQJ�FRPSUHKHQVLYH�
SODQQLQJ�DQG�RYHUVLJKW��LPSURYLQJ�VWUDWHJLF�
FRPPXQLFDWLRQ��GHYHORSLQJ�ORFDO�FXOWXUDO�
XQGHUVWDQGLQJ�DQG�LQWHOOLJHQFH��HɱHFWLYHO\�
LQWHJUDWLQJ�FRQWUDFWRU�VXSSRUW�WKURXJKRXW�
SODQQLQJ�DQG�RSHUDWLRQV��DQG�PRVW�LPSRUWDQWO\��
LPSURYLQJ�UHOHYDQW�SHUVRQQHO�GHYHORSPHQW��

The DoD must plan for stabilization 
and reconstruction operations
6WDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�RSHUDWLRQV�
W\SLFDOO\�ODVW�¿YH�WR�HLJKW�\HDUVħVLJQL¿FDQWO\�
ORQJHU�WKDQ�W\SLFDO�FRPEDW�RSHUDWLRQV��)XUWKHU��
VLQFH�WKH�HQG�RI�WKH�&ROG�:DU��WKH�8QLWHG�6WDWHV�
EHJDQ�VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�RSHUDWLRQV�
HYHU\����WR����PRQWKV��7KDW�IUHTXHQF\�FRXSOHG�
ZLWK�WKH�OHQJWK�RI�WKHVH�RSHUDWLRQV�LQGLFDWHV�WKH�
VLJQL¿FDQW�UHTXLUHPHQW�IRU�VNLOOHG�SHUVRQQHO�LQ�
VXSSRUW�RI�WKHVH�RSHUDWLRQV��:KLOH�WHFKQRORJLFDO�
DGYDQFHV�FDQ�FRQWULEXWH�WR�8�6��FDSDELOLWLHV��
WKH\�DUH�QRW�OLNHO\�WR�PDWHULDOO\�UHGXFH�WKH�WLPH�
QHHGHG�IRU�VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�
RU�WKH�UHTXLUHPHQW�IRU�LQĥFRXQWU\�IRUFHV�

(YHQ�ZLWK�SUHGLFWHG�SROLWLFDO�UHOXFWDQFH��WKH�
8�6��PLOLWDU\�H[SHGLWLRQV�WR�$IJKDQLVWDQ�DQG�
,UDT�ZLOO�XQOLNHO\�EH�WKH�ODVW�VXFK�H[FXUVLRQV��
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While technological advances can contribute to U.S. 
capabilities, they are not likely to materially reduce 

the time needed for stabilization and reconstruction 
or the requirement for in-country forces.

:KLOH�8�6��DUPHG�IRUFHV�UHPDLQ�H[WUHPHO\�
FDSDEOH�RI�SURMHFWLQJ�IRUFH�DQG�DFKLHYLQJ�
FRQYHQWLRQDO�PLOLWDU\�YLFWRULHV��VXFFHVV�LQ�
DFKLHYLQJ�8�6��SROLWLFDO�JRDOV�DOVR�UHTXLUHV�
VXFFHVV�LQ�PDLQWDLQLQJ�SROLWLFDO�VWDELOLW\�GXULQJ�
VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�RSHUDWLRQV�WKDW�
IROORZ�KRVWLOLWLHV��)XUWKHU��RUFKHVWUDWLRQ�RI�WKH�
LQVWUXPHQWV�RI�8�6��SRZHU�LQ�SHDFHWLPH�PLJKW�
REYLDWH�WKH�QHHG�IRU�PDQ\�PLOLWDU\�H[FXUVLRQV��
RU��IDLOLQJ�WKDW��DW�OHDVW�EHWWHU�SUHSDUH�WKH�8�6��WR�
DFKLHYH�SROLWLFDO�REMHFWLYHV�DIWHU�KRVWLOLWLHV�GXULQJ�
VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�RSHUDWLRQV��

7DNLQJ�OHVVRQV�IURP�KLVWRU\��WKH�'6%�REVHUYHG�
WKH�LPSRUWDQFH�RI�FRPSUHKHQVLYH�SODQQLQJ�DQG�
SUHSDUDWLRQ�EHIRUH��GXULQJ��DQG�DIWHU�FRQÀLFW�LQ�
RUGHU�WR�VHFXUH�ERWK�VKRUWĥWHUP�DQG�ORQJHUĥWHUP�
VWDELOLW\�RQFH�KRVWLOLWLHV�FHDVH��,VVXHV�WKH�'6%�
DGGUHVVHG�LQFOXGH��LGHQWL¿FDWLRQ�RI�WKH�LQIRUPDWLRQ�
DQG�LQWHOOLJHQFH�UHTXLUHG�WR�VXFFHVVIXOO\�FRQGXFW�
VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�RSHUDWLRQV��EHVW�
XVH�RI�WKH�1DWLRQDO�*XDUG�DQG�5HVHUYHV�ZLWK�
WKHLU�FLYLOLDQ�VHFWRU�VNLOOV��ODQJXDJH�DQG�FXOWXUDO�
WUDLQLQJ��DQG�FDPSDLJQ�SODQQLQJ�DQG�H[HUFLVLQJ�
IRU�VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�PLVVLRQV�RQ�
SDU�ZLWK�ZKDW�WKH�8�6��GRHV�IRU�FRPEDW�PLVVLRQV�

,Q�SDUWQHUVKLS�ZLWK�WKH�'HSDUWPHQW�RI�6WDWH��
WKH�1DWLRQDO�6HFXULW\�&RXQFLO�Ī16&ī��DQG�
RWKHU�HOHPHQWV�RI�WKH�([HFXWLYH�%UDQFK��WKH�
'HSDUWPHQW�RI�'HIHQVH�KDV�PDGH�PRGHVW�SURJUHVV�
WRZDUG�SODQQLQJ�IRU�WKH�QH[W�VWDELOL]DWLRQ�
PLVVLRQ��DOWKRXJK�PXFK�PRUH�UHPDLQV�WR�GR��

The DoD needs investments to 
adequately prepare for stabilization
Objective planning and oversight. Success 
GHSHQGV�RQ�D�VWURQJHU�SDUWQHUVKLS�DQG�FORVHU�
ZRUNLQJ�UHODWLRQVKLSV�EHWZHHQ�WKH�'R'�DQG�WKH�
'HSDUWPHQW�RI�6WDWH�WRZDUG�PDNLQJ�VWDELOL]DWLRQ�
DQG�UHFRQVWUXFWLRQ�PLVVLRQV�RQH�RI�WKHLU�FRUH�
FRPSHWHQFLHV��0RUHRYHU��ERWK�GHSDUWPHQWV�
QHHG�WR�DXJPHQW�WKHLU�H[LVWLQJ�FDSDELOLWLHV�IRU�
VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ��7KH�'R'�KDV�
QRW�\HW�HPEUDFHG�VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�
RSHUDWLRQV�DV�DQ�H[SOLFLW�PLVVLRQ�ZLWK�WKH�
VDPH�VHULRXVQHVV�DV�FRPEDW�RSHUDWLRQV�

7KH�'HSDUWPHQW�QHHGV�QHZ�FRRUGLQDWLRQ�DQG�
LQWHJUDWLRQ�PHFKDQLVPV�WR�EULQJ�PDQDJHPHQW�
GLVFLSOLQH�WR�WKH�FRQWLQXXP�RI�SHDFHWLPH��
FRPEDW��DQG�VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�
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RSHUDWLRQV��)RU�FRXQWULHV�ZLWK�KLJK�ULVN�RI�8�6��
LQWHUYHQWLRQ��WKH�3UHVLGHQW�RU�16&�ZRXOG�GLUHFW�
WKH�LQLWLDWLRQ�RI�D�UREXVW�SODQQLQJ�SURFHVV��7KH�
HOHPHQWV�RI�WKDW�SURFHVV�VKRXOG�LQFOXGH�

 � 'XULQJ�KLJK�OLNHOLKRRG�RI�8�6��LQWHUYHQWLRQ��
IXOOĥWLPH�SODQQLQJ�DFWLYLWLHV�PD\�FRQWLQXH�
IRU�PRQWKV�RU�\HDUV�DQG�PXVW�EH�VWDɱHG�
E\�LQGLYLGXDOV��IURP�DOO�LQYROYHG�DJHQFLHV��
ZKR�PDLQWDLQ�JHQXLQH��GHHS�H[SHUWLVH�LQ�
WKH�FXOWXUH�RI�WKH�FRXQWULHV�RI�LQWHUHVW�
DQG�LQ�QHHGHG�IXQFWLRQDO�DUHDV��7KH�'R'�
PXVW�FUHDWH�-RLQW�LQWHUDJHQF\�WDVN�IRUFHV�
FRPSRVHG�RI�VHQLRU�JRYHUQPHQW�H[HFXWLYHV�
DQG�PLOLWDU\�RɷFHUV�ZKR�RSHUDWH�LQ�WKH�
SDUWLFXODU�FRXQWU\�RU�DUHD�RI�LQWHUHVW�WR�
HQVXUH�FRRUGLQDWLRQ�DQG�LQWHJUDWLRQ�RI�WKH�
DFWLYLWLHV�RI�DOO�8�6��SHUVRQQHO�³LQĥFRXQWU\�́ �

 � :KHQ�LQWHUYHQWLRQ�EHJLQV��WKH�'HSDUWPHQW�
VKRXOG�HVWDEOLVK�D�FHQWHU�ZLWK�FRXQWU\�DQG�
IXQFWLRQDO�H[SHUWLVH�VKRXOG�VXSSRUW�WKH�
FRQWLQJHQF\�SODQQLQJ�DQG�LQWHJUDWLRQ�WDVN�
IRUFHV�DQG�WKH�MRLQW�LQWHUDJHQF\�WDVN�IRUFHV��
7KH�FHQWHU�FRRUGLQDWHV�DXJPHQWDWLRQ�RI�
VNLOOV�DQG�H[SHUWLVH�RI�WKH�JRYHUQPHQW�
WDVN�IRUFHV��VXSSRUWV�WKH�SODQQLQJ�SURFHVV��
DQG�SURYLGHV�WKH�QHFHVVDU\�FRQWLQXLW\�

 � 7KH�'R'�PXVW�LGHQWLI\�D�IRFDO�SRLQW�DW�
HDFK�UHJLRQDO�&RPEDWDQW�&RPPDQG��7KH�
PRVW�OLNHO\�FDQGLGDWH�LV�WKH�FRPELQHG�
MRLQW�IRUFHV�ODQG�FRPSRQHQW�FRPPDQGHU��

Strategic communication.�(QFRPSDVVLQJ�
SXEOLF�DɱDLUV��SXEOLF�GLSORPDF\��LQWHUQDWLRQDO�
EURDGFDVWLQJ��LQIRUPDWLRQ�RSHUDWLRQV��DQG�VSHFLDO�
DFWLYLWLHV��VWUDWHJLF�FRPPXQLFDWLRQ�UHPDLQV�YLWDO�
WR�$PHULFD¶V�QDWLRQDO�VHFXULW\�DQG�IRUHLJQ�SROLF\��
7KH�VWUDWHJLF�FRPPXQLFDWLRQ�HQYLURQPHQW�DQG�
UHTXLUHPHQWV�FKDQJHG�FRQVLGHUDEO\�EHFDXVH�RI�
PDQ\�LQÀXHQFHV��LQFOXGLQJ�D�ULVH�LQ�DQWLĥ$PHULFDQ�
DWWLWXGHV�DURXQG�WKH�ZRUOG��WKH�XVH�RI�WHUURULVP�
DV�D�IUDPHZRUN�IRU�QDWLRQDO�VHFXULW\�LVVXHV��WKH�
ZLGHVSUHDG�XVH�RI�VRFLDO�PHGLD�DV�D�FRPPXQLFDWLRQ�
YHKLFOH��DQG�WKH�YRODWLOLW\�RI�,VODPLF�LQWHUQDO�
DQG�H[WHUQDO�VWUXJJOHV�RYHU�YDOXHV��LGHQWLW\��
DQG�FKDQJH��8�6��DGYHUVDULHV�DUH�XVLQJ�VWUDWHJLF�
FRPPXQLFDWLRQ�YHU\�HɱHFWLYHO\�DJDLQVW�WKH�
8�6��7KH�FRXQWU\�QHHGV�DQ�LQWHJUDWHG�FRKHUHQW�
VWUDWHJLF�FRPPXQLFDWLRQ�FDSDELOLW\�DQG�RSHUDWLRQ�
WR�VXSSRUW�HDFK�RI�LWV�QDWLRQDO�REMHFWLYHV��

Knowledge, understanding, and intelligence 

for the 21st century. 7KH�NQRZOHGJH�UHTXLUHG�
WR�EH�HɱHFWLYH�LQ�FRQGXFWLQJ�VWDELOL]DWLRQ�DQG�
UHFRQVWUXFWLRQ�RSHUDWLRQV�GLɱHUV�IURP�WKH�PLOLWDU\�

Contract support of deployed military operations has been used since the American Revolution. 
(DSB Report on Contractor Logistics in Support of Contingency Operations, 2014)
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NQRZOHGJH�UHTXLUHG�WR�SUHYDLO�GXULQJ�KRVWLOLWLHV��
EXW�QR�OHVV�LPSRUWDQW��.QRZOHGJH�RI�D�QDWLRQ¶V�
VHFXULW\�LQWHUHVWV�DQG�H[WHUQDO�UHODWLRQV��DUPHG�
IRUFHV��WKH�ORFDO�SROLWLFDO�VFHQH��LQWHUQDO�VRFLDO��
FXOWXUDO��DQG�HFRQRPLF�FRQGLWLRQV��VHFXULW\��DQG�
VRFLDO�DQG�HFRQRPLF�ZHOOĥEHLQJ�UHPDLQ�DV�LPSRUWDQW�
WR�VWDELOLW\�RSHUDWLRQV�DV�WKH�NQRZOHGJH�RI�WKH�
HQHP\�RUGHU�RI�EDWWOH�GXULQJ�KRVWLOLWLHV��2IWHQ�8�6��
IRUFHV�UHOLHG�WRR�KHDYLO\�RQ�UHPRWH�VHQVRUV�YHUVXV�
RQ�WKH�JURXQG�LQWHOOLJHQFH�DQG�XQGHUVWDQGLQJ�RI�
WKH�FXOWXUDO�QXDQFHV�RI�WKH�DGYHUVDU\�and�WKH�ORFDO�
DOOLHV��7KH�'R'�QHHGV�WR�WUHDW�XQGHUVWDQGLQJ�
RI�FXOWXUH�DQG�GHYHORSLQJ�ODQJXDJH�VNLOOV�DV�
VHULRXVO\�DV�LW�WUHDWV�OHDUQLQJ�FRPEDW�VNLOOV��WKH�
'HSDUWPHQW�QHHGV�ERWK�IRU�VXFFHVV�LQ�DFKLHYLQJ�
8�6��SROLWLFDO�DQG�PLOLWDU\�REMHFWLYHV�

(ɱHFWLYH�VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ��DQG�
LQWHOOLJHQFH�IRU�WKHVH�DFWLYLWLHV��PXVW�UHÀHFW�
D�ZKROH-of-JRYHUQPHQW�HɱRUW�DQG�ZKROH-of-
JRYHUQPHQW�FDSDELOLWLHV��7KH�8�6��UHTXLUHV�WKH�
PHDQV�WR�WUDQVLWLRQ�LQWR�DQG�RXW�RI�KRVWLOLWLHV��
DQG�QRZKHUH�LV�WKLV�QHHG�PRUH�VDOLHQW�WKDQ�IRU�
FRXQWHULQVXUJHQF\�PLVVLRQV�ĪTransition to and from 
+RVWLOLWLHV�ī�����VXPPHU�VWXG\Ĭ��$GGUHVVLQJ�WKH�
HQWLUH�OLIH-F\FOH�UHTXLUHV�NQRZOHGJH�PDQDJHPHQW�
FDSDELOLWLHV�WKDW�VHUYH�D�ZLGH�YDULHW\�RI�8�6��
*RYHUQPHQW�GHSDUWPHQWV�DQG�DJHQFLHVħ'R'��
'HSDUWPHQW�RI�6WDWH��WKH�LQWHOOLJHQFH�FRPPXQLW\��
DQG�VR�RQ��$�QDWLRQDO�LQWHOOLJHQFH�PLVVLRQ�IRU�
FRXQWHULQVXUJHQF\�ZRXOG�IDFLOLWDWH�HɷFLHQW�DQG�
HɱHFWLYH�LQWHOOLJHQFH�VXSSRUW�HQDEOLQJ�D�NQRZOHGJH�
PDQDJHPHQW�FDSDELOLW\�VXSSRUWLQJ�ZKROH-of-
JRYHUQPHQW�HɱRUWV�DQG�ZKLFK�ZRXOG�HQFRXUDJH�
XVH�RI�D�EURDGHU�UDQJH�RI�LQIRUPDWLRQ�VRXUFHV�
WKDW�JR�EH\RQG�OHJDF\�LQWHOOLJHQFH�FROOHFWLRQ�

7KH�8�6��JRYHUQPHQW�GRHV�QRW�LQYHVW�DGHTXDWHO\�
LQ�WKH�GHYHORSPHQW�RI�VRFLDO�DQG�EHKDYLRUDO�
VFLHQFH�LQIRUPDWLRQ�FULWLFDOO\�LPSRUWDQW�IRU�
FRXQWHULQVXUJHQF\�DQG�QDWLRQDO�VHFXULW\�LQ�
JHQHUDO��0DQ\��LI�QRW�PRVW��VSHFL¿F�UHTXLUHPHQWV�
IRU�LQWHOOLJHQFH��VXUYHLOODQFH��DQG�UHFRQQDLVVDQFH�
FHQWHU�RQ�SRSXODWLRQ�DQG�DUH�QRW�H[FOXVLYHO\�
VROYDEOH�ZLWK�KDUGZDUH�RU�KDUG��SK\VLFDO�VFLHQFH�
VROXWLRQV��2QH�VHQLRU�LQWHOOLJHQFH�RɷFHU�ZLWK�\HDUV�
RI�¿HOG�H[SHULHQFH�SRLQWHG�RXW�WKDW����SHUFHQW�RI�
XVHIXO�RSHUDWLRQDO�GDWD�IRU�FRXQWHULQVXUJHQF\�GRHV�

QRW�FRPH�IURP�OHJDF\�LQWHOOLJHQFH�GLVFLSOLQHV��*RRG�
LQWHOOLJHQFH�H[LVWV�RXWVLGH�WKH�WUDGLWLRQDO�LQWHOOLJHQFH�
RUJDQL]DWLRQV��7KH�8�6��QHHGV�DQWKURSRORJLFDO��
VRFLRĥFXOWXUDO��KLVWRULFDO��KXPDQ�JHRJUDSKLFDO��
HGXFDWLRQDO��SXEOLF�KHDOWK��DQG�PDQ\�RWKHU�W\SHV�RI�
VRFLDO�DQG�EHKDYLRUDO�VFLHQFH�GDWD�DQG�LQIRUPDWLRQ�
WR�GHYHORS�D�GHHS�XQGHUVWDQGLQJ�RI�SRSXODWLRQV�
Ī8QGHUVWDQGLQJ�+XPDQ�'\QDPLFV������ī��6XFK�GDWD��
FROOHFWHG�DQG�DQDO\]HG�XVLQJ�WKH�VFLHQWL¿F�PHWKRG��
UHPDLQ�YLWDO�WR�FRXQWHULQVXUJHQF\�VXFFHVV�

Private sector support to stabilization and 

reconstruction activities.�7KH�'HSDUWPHQW�PXVW�
HVWDEOLVK�RUJDQL]DWLRQV�DQG�DSSURDFKHV�WR�H[SORLW�
LWV�³¿IWK�IRUFH�SURYLGHU´ħWKH�SULYDWH�VHFWRU��7KH�
UHSRUW�HVWDEOLVKHG�WKDW�FRQWUDFWRU�VXSSRUW�KROGV�
DV�DQ�HVVHQWLDO�HOHPHQW�RI�HPSOR\LQJ�WKH�SULYDWH�
VHFWRU��7KH�'HSDUWPHQW�KDV�XVHG�FRQWUDFWRUV�LQ�
WKH�VXSSRUW�RI�RXU�WURRSV�VLQFH�WKH�5HYROXWLRQDU\�
:DU��)RU�WKH�PDMRULW\�RI�WKH�WLPH�LQ�,UDT�DQG�
$IJKDQLVWDQ��PRUH�WKDQ����SHUFHQW�RI�WKH�8�6��
VXSSRUWHG�IRUFHV�LQ�WKH�¿HOG�ZHUH�FRQWUDFWRUV��7KH�
UHSRUW�FRQFOXGHG�WKDW�ZHOOĥPDQDJHG�FRQWUDFWHG�
VXSSRUW�LV��DQG�ZLOO�FRQWLQXH�WR�EH��D�QHFHVVDU\�
WRRO�IRU�IXWXUH�FRQWLQJHQF\�RSHUDWLRQV��5HDOL]LQJ�
DOO�WKH�EHQH¿WV�IURP�FRQWUDFWHG�VXSSRUW�RI�
GHSOR\HG�PLOLWDU\�IRUFHV�KLQJHV�RQ�DFFHSWDQFH�
DQG�LQWHJUDWLRQ�RI�VXFK�VXSSRUW�LQ�SODQQLQJ�
DQG�H[HUFLVHV�DV�D�NH\�FRPSRQHQW�RI�WKH�WRWDO�
IRUFH��7KLV�FXOWXUH�FKDQJH�LQ�WKH�'HSDUWPHQW�RI�
'HIHQVH�MXVW�EHJDQ��EXW�ZLOO�QHHG�YDVWO\�LPSURYHG�
OHDGHUVKLS�DQG�RUJDQL]DWLRQ�DW�DOO�OHYHOV�EHIRUH�IXOO�
LPSOHPHQWDWLRQ��EHIRUH�WKH�QH[W�XQSUHGLFWDEOH�
HYHQW�WKDW�ZLOO�PRELOL]H�WKH�8�6��PLOLWDU\�

7KH�JRYHUQPHQW�LQVWUXFWLRQ�IRU�SUHSDULQJ�
YDULRXV�VWDWXV�RI�IRUFHV�DJUHHPHQWV�PXVW�LQFOXGH�
QRQĥJRYHUQPHQW�HQWLWLHV��6XFK�DJUHHPHQWV�
PXVW�SUHFOXGH�FRQWURYHUV\�DQG�FRQVHTXHQFH�
VXUURXQGLQJ�WD[�ODZ�DQG�VXEMHFW�RI�LQGLYLGXDOV�
WR�ORFDO�FULPLQDO�ODZ��,JQRULQJ�VXFK�SURYLVLRQV�
ZLOO�OLPLW�SULYDWH�VHFWRU�SDUWLFLSDWLRQ��

Personnel development.�7KH�GHYHORSPHQW�RI�
HɱHFWLYH�SHUVRQQHO�ZKR�FDQ�EH�HɱHFWLYH�LQ�WKLV�
QRQĥFRPEDW�PLVVLRQ�UHSUHVHQWV�WKH�PRVW�LPSRUWDQW�
HOHPHQW�RI�D�FRPSOHWH�VWUDWHJ\�IRU�SUHSDULQJ�IRU�
VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�RSHUDWLRQV� 
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 � /HDGHUVKLS�GHYHORSPHQW��7KH�QDWXUH�RI�
VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�RSHUDWLRQV�
SODFHV�HQRUPRXV�EXUGHQV�RQ�MXQLRU�RɷFHUV�
DQG�QRQĥFRPPLVVLRQHG�RɷFHUV�DQG�WKH�XQLWV�
WKDW�WKH\�FRPPDQG��3UHVHQWO\��WKH\�PXVW�
PDNH�GHFLVLRQV�WKDW�WUDGLWLRQDOO\�EHOLHYHG�WR�
EH�IDU�DERYH�WKHLU�SD\�JUDGH��)RU�WKLV�PLVVLRQ��
VPDOO�XQLW�SHUIRUPDQFH�UHSUHVHQWV�WKH�NH\�WR�
VXFFHVV��7KH�SRWHQWLDO�NH\�PHVVDJH�IURP�WKLV�
UHSRUW�LV�WKDW�VPDOO�XQLWV�DQG�WKHLU�OHDGHUV�DUH�
VWUDWHJLF�DVVHWV�DQG�WKH�GHSDUWPHQW�VKRXOG�
UHVRXUFH�WKHP�DFFRUGLQJO\��3URSHU�WUDLQLQJ�
DQG�OHDGHU�GHYHORSPHQW�FDQ�PDNH�D�VLJQL¿FDQW�
LPSDFW�VRRQHU�WKDQ�PDQ\�RWKHU�LQYHVWPHQWV�
LQ�GRFWULQH��RUJDQL]DWLRQ��WUDLQLQJ��PDWHULHO��
OHDGHUVKLS��SHUVRQQHO��RU�IDFLOLWLHV��7UDLQLQJ�KDV�
EHHQ�D�VLJQL¿FDQW�DV\PPHWULF�DGYDQWDJH�WR�8�6��
IRUFHV�RYHU�WKH�FRXUVH�RI�WKH�ODVW�WZR�GHFDGHV��

 � 3URIHVVLRQDO�PLOLWDU\�HGXFDWLRQ��7KH�FKDOOHQJHV�
RI�WKH���VW�FHQWXU\�GHPDQG�WKDW�VHQLRU�RɷFHUV�
EH�WKRURXJKO\�HGXFDWHG�DQG�FXOWXUDOO\�DWWXQHG�
ZKLOH�LQ�FRPPDQG�SRVLWLRQV��7KH�'R'�QHHGV�
WR�UHIRUP�LWV�SHUVRQQHO�V\VWHP�VR�WKDW�IDVW�WUDFN�
RɷFHUV�KROG�WKH�RSSRUWXQLW\�WR�DWWHQG�WKH�PRVW�
SUHVWLJLRXV�JUDGXDWH�VFKRROV�WR�REWDLQ�DGYDQFHG�
GHJUHHV�LQ�VXEMHFWV�VXFK�DV�DUHD�VWXGLHV��
ODQJXDJHV��FXOWXUDO�VWXGLHV��DQG�PLOLWDU\�KLVWRU\��

 � 8VH�RI�5HVHUYH�)RUFHV��7KH�5HVHUYH�DQG�
1DWLRQDO�*XDUG�IRUFHV�UHPDLQ�D�YHU\�
LPSRUWDQW�DVVHW�WKDW�PXVW�EH�FXOWLYDWHG�DQG�
SUHSDUHG�WR�VXSSRUW�WKHVH�RSHUDWLRQV��7KH\�
RIWHQ�EULQJ�PRUH�YDULHG�H[SHULHQFH�WKDQ�WKH�
UHJXODU�IRUFH�DQG�VWDQG�UHDG\�WR�DFW�RQFH�WKH\�
KLW�WKH�JURXQG��+RZHYHU��WKH\�WRR�QHHG�WR�
XQGHUVWDQG�WKH�ORFDO�FXOWXUHV�WKDW�WKH\�DUH�
OLNHO\�WR�IDFH�DQG�WKLV�UHTXLUHV�WUDLQLQJ��

The DoD needs broad 
organizational changes
7KH�'6%�H[DPLQHG�D�QXPEHU�RI�RUJDQL]DWLRQDO�
DSSURDFKHV�WR�WKH�HVWDEOLVKPHQW�RI�DQ�HQWLW\�WR�
SUHSDUH�IRU�IXWXUH�VWDELOLW\�RSHUDWLRQV��6XFK�DQ�
RUJDQL]DWLRQ�ZRXOG�EH�XVHIXO�LQ�SUHĥ�DQG�SRVWĥ
KRVWLOLW\�RSHUDWLRQV��,W�ZRXOG�IRFXV�RQ�VXSSRUWLQJ�
QDWLRQDO�REMHFWLYHV�LQ�HDFK�VHOHFWHG�UHJLRQ��,W�

ZRXOG�PDQDJH�WKH�SUHĥKRVWLOLW\�Ī3KDVH��ī�DQG�
SRVWĥKRVWLOLW\�FRXQWHULQVXUJHQF\�DFWLYLWLHV�ZLWK�
D�IRFXV�RQ�LQÀXHQFH�DQG�QRQĥWUDGLWLRQDO�SRZHUV�
OLNH�VWUDWHJLF�FRPPXQLFDWLRQ�DQG�UHFRQVWUXFWLRQ�
WR�VXSSRUW�WKH�'R'¶V�QDWLRQDO�REMHFWLYHV�YHUVXV�
PLOLWDU\�IRUFH��,Q�WKH�HQG��WKH�'6%�GHFLGHG�
WKDW�VXFK�D�UHFRPPHQGDWLRQ�RQ�RUJDQL]DWLRQ�LV�
VR�DOOĥHQFRPSDVVLQJ�WKDW�LW�WUDQVFHQGV�DGGLQJ�
DQ�DVVLJQPHQW�WR�DQ�H[LVWLQJ�RUJDQL]DWLRQ��7KH�
%RDUG�VHHV�WKLV�UHFRPPHQGDWLRQ�DV�PXFK�PRUH�
WKDQ�D�QHZ�IRFXV��LW�FRQWDLQV�VWURQJ�SDUDOOHOV�WR�
IRXQGLQJ�D�QHZ�PLVVLRQĥRULHQWHG�DJHQF\��7KH�
PDMRU�WRSLF�RI�RSHQ�GLVFXVVLRQ�LQ�WKH�'6%�WDVN�
IRUFHV�RQ�SUHĥ�DQG�SRVWĥKRVWLOLWLHV�LV�LQ�UHJDUG�WR�
WKH�DSSRLQWPHQW�RI�DQ�H[HFXWLYH�DJHQW�WR�IRFXV�
RQ�WKH�LPSOHPHQWDWLRQ�RI�VDLG�UHFRPPHQGDWLRQV��
,QVWHDG��WKH�'6%�UHFRPPHQGHG�WKDW�WKH�6HFUHWDU\�
RI�'HIHQVH��DORQJ�ZLWK�WKH�KHDG�RI�WKH�LQWHOOLJHQFH�
FRPPXQLW\��MRLQWO\�FRPSRVH�D�FRXUVH�RI�DFWLRQ��
7KH�'6%�EHOLHYHV�WKDW�WKLV�DFWLRQ�ZLOO�LQYROYH�
EHJLQQLQJ�D�QHZ�RUJDQL]DWLRQ��DQG�ZKHWKHU�WKDW�
RUJDQL]DWLRQ�UHSRUWV�WR�WKH�6HFUHWDU\�RI�'HIHQVH��
WKH�-RLQW�&KLHIV�RI�6WDɱ��WKH�KHDG�RI�LQWHOOLJHQFH�RU�
D�PLOLWDU\�VHUYLFH�LV�D�PDWWHU�IRU�WKHP�WR�GHFLGH�

7KH�'6%�VWURQJO\�XUJHV�&RPEDWDQW�&RPPDQGHUV�
WR�EURDGHQ�WKH�DSHUWXUH�RI�WKHLU�GLVFLSOLQHG�
SODQQLQJ�SURFHVV�WR�HQFRPSDVV�QRW�RQO\�FRPEDW��DV�
QRZ��EXW�DOVR�WKH�SHDFHWLPH�HPSOR\PHQW�RI�PLOLWDU\�
LQVWUXPHQWV�DQG�WKH�'HSDUWPHQW¶V�FDSDELOLWLHV�IRU�
VWDELOL]DWLRQ�DQG�HPHUJHQF\�UHFRQVWUXFWLRQ��7KLV�
UROH�DOVR�LQFOXGHV�KXPDQLWDULDQ�VXSSRUW�FXUUHQWO\�
LQ�WKH�VFRSH�RI�WKH�&RPEDWDQW�&RPPDQGV�

)RU�WKDW�H[SDQGHG�SODQQLQJ�DFWLYLW\�WR�KDYH�
PHDQLQJ��GHIHQVH�LQWHOOLJHQFH�RUJDQL]DWLRQV�
VKRXOG�PDLQWDLQ�DQG�H[HFXWH�D�SRUWIROLR�RI�
FRQFRPLWDQW�LQWHOOLJHQFH�FDPSDLJQ�SODQV�
VXSSRUWLQJ�WKH�DIRUHPHQWLRQHG�UHJLRQDO�
FRPEDWDQW�FRPPDQGHUV¶�RSHUDWLRQV�SODQV�

([HFXWLQJ�WKH�VWDELOL]DWLRQ�DQG�UHFRQVWUXFWLRQ�
RSHUDWLRQDO�HOHPHQWV�RI�FDPSDLJQ�SODQV�ZLOO�
UHTXLUH�YDVWO\�H[SDQGHG�DQG�LPSURYHG�VWDELOL]DWLRQ�
DQG�HPHUJHQF\�UHFRQVWLWXWLRQ�FDSDELOLWLHV��DQG�
WKH�'6%�DVNV�WKH�0LOLWDU\�6HUYLFHV�WR�HQVXUH�
WKRVH�FDSDELOLWLHV�DUH�DYDLODEOH�WR�WKH�UHJLRQDO�
FRPEDWDQW�FRPPDQGHUV��,Q�SODQQLQJ�IRU�WKH�
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SURYLVLRQ�RI�WKRVH�FDSDELOLWLHV��WKH�0LOLWDU\�
6HUYLFHV�QHHG�WR�SHUIRUP�TXDQWLWDWLYH�DQDO\VLV�RI�
WKHLU�OLNHO\�H[SHFWHG�QHHGV�ZLWK�DW�OHDVW�WKH�VDPH�
YHUDFLW\�DV�WKH\�GR�IRU�FRPEDW�IRUFH�VWUXFWXUH��
7KH�0LOLWDU\�6HUYLFHV�VKRXOG�DOVR�WDNH�VNLOOV�
LQ�ODQJXDJHV�DQG�FXOWXUH�DV�VHULRXVO\�DV�WKH\�
WDNH�VNLOOV�LQ�FRPEDW��RWKHUZLVH�WKH�QDWLRQ�PD\�
ZLQ�WKH�ZDU�EXW�ZLOO�VXUHO\��ORVH�WKH�SHDFH��

,Q�DGGLWLRQ�WR�VWUHQJWKHQLQJ�FDSDELOLWLHV�
ZLWKLQ�WKH�'R'��WKH�'6%�XUJHV�WKH�6HFUHWDU\�
WR�XVH�KLV�FRQVLGHUDEOH�LQÀXHQFH�WR�SURSHO�
QHHGHG�FKDQJHV�WKDW�VSDQ�RWKHU�JRYHUQPHQW¶V�
DJHQFLHV�DQG�GHSDUWPHQWV�RU�ZKLFK�FHQWHU�RQ�
FDELQHW�GHSDUWPHQWV�RWKHU�WKDQ�'HIHQVH�

7KH�6HFUHWDU\�VKRXOG�OHQG�KLV�VXSSRUW�WR�WKH�
HɱRUWV�RI�RWKHU�GHSDUWPHQWV�DQG�DJHQFLHV�DV�
WKH\�XQGHUJR�WUDQVIRUPDWLRQ��SDUWLFXODUO\�LQ�
WKHLU�DSSURDFK�WR�LQVWLWXWLQJ�PDQDJHPHQW�
GLVFLSOLQH�IRU�FRQWLQJHQF\�SODQQLQJ�DQG�IRU�
PDLQWDLQLQJ�FRQWLQJHQF\�FDSDELOLWLHV��)LQDOO\��
WKH�6HFUHWDU\�VKRXOG�XUJH�WKH�HVWDEOLVKPHQW�RI�
DQ�HɱHFWLYH�QDWLRQDO�VWUDWHJLF�FRPPXQLFDWLRQ�
FDSDELOLW\�DQG�OHQG�WKH�'R'¶V�UHVRXUFHV�DQG�
FDSDELOLWLHV�WR�WKLV�HɱRUW��DV�DSSURSULDWH�

DoD must be prepared 
to win the peace
,I�WKH�'R'�LPSOHPHQWV�WKH�'6%¶V�
UHFRPPHQGDWLRQV��ZKDW�ZLOO�WKH�
8�6�¶�DGYHUVDULHV�IDFH"

$Q�DGYHUVDU\�ZLOO�IDFH�WKH�IRFXV�RI�WKH�IXOO�UDQJH�
RI�WKH�8�6��*RYHUQPHQW�SRZHUV�LQ�SHDFHWLPH�
IURP�VHFXULW\�DVVLVWDQFH�WR�VSHFLDO�RSHUDWLRQV�
WR�KHDG�Rɱ�VWDELOLW\�RSHUDWLRQV�RU�PDMRU�
FRPEDW�RSHUDWLRQV��,I�WKH�'R'�FDQQRW�DYRLG�
VWDELOLW\�RSHUDWLRQV��DQ�DGYHUVDU\�ZLOO�IDFH�D�
FRPSUHKHQVLYH�SDQĥJRYHUQPHQW�DFWLYLW\�EDFNHG�
E\�DQ�RSHUDWLRQDO�SODQ�DQG�SDQĥLQWHOOLJHQFH�
FRPPXQLW\�VXSSRUWLQJ�LQWHOOLJHQFH�SODQV��

,Q�RUGHU�WR�DFKLHYH�WKHVH�RXWFRPHV��WKH�8�6��PXVW�
SUHSDUH�WR�DQWLFLSDWH�WKH�ORQJĥOHDG�FDSDELOLWLHV�
QHHGHG�IRU�WKH�IXWXUH�VWDELOLW\�DQG�LQÀXHQFH�
RSHUDWLRQV��7KH�JRYHUQPHQW�PXVW�FOHDUO\�DVVLJQ�
UROHV��UHVSRQVLELOLWLHV��DFFRXQWDELOLW\��DQG�

UHVRXUFHV�WR�GHSDUWPHQWV�DQG�DJHQFLHV��,W�PXVW�
IRFXV�RQ�LVVXHV�EHIRUH�FULVHV�RFFXU�DQG�PDLQWDLQ�
FRQWLQJHQF\�FDSDELOLWLHV��SODQQLQJ��H[HUFLVLQJ��
DQG�GHHS�H[SHUWLVH�LQ�UHJLRQV�RI�LQWHUHVW��,W�PXVW�
SUHSDUH�WR�LQYHVW�LQ�WKH�KXPDQ�UHVRXUFHV�WR�ZLQ�
WKH�SHDFH��OLQJXLVWV��DQDO\VWV��DQG�FDVH�RɷFHUV��

,Q�RUGHU�WR�DFKLHYH�WKHVH�FDSDELOLWLHV��WKH�'R'�
PXVW�SUHSDUH�WR�SURYLGH�DGHTXDWH�UHVRXUFHV��7KH�
DOWHUQDWLYH�LV�PRUH�H[SHQVLYH�LQ�ERWK�GROODUV�
DQG�OLYHV��:KLOH�WKH�'6%�GLG�QRW�XQGHUWDNH�D�
ULJRURXV�HɱRUW�WR�GHULYH�WKH�FRVWV�RI�LPSOHPHQWLQJ�
WKHVH�UHFRPPHQGDWLRQV��QRU�GLG�LW�DWWHPSW�WR�
HQWHU�WKH�³WUDGH�VSDFH´�LQ�ZKLFK�LQYHVWPHQW�LQ�
WKHVH�FDSDELOLWLHV�ZRXOG�EH�RɱVHW�E\�VDYLQJV�
DVVRFLDWHG�ZLWK�FXWV�WR�FXUUHQW�FDSDELOLWLHV��FRVW�
VDYLQJV�DSSHDU�DOPRVW�FHUWDLQ��$SSURDFKHV�WKDW�
UHO\�RQ�SRSXODWLRQ-FHQWULF�LQWHOOLJHQFH�ZRXOG�
VLJQL¿FDQWO\�UHGXFH�WKH�OLNHOLKRRG�RI�FRVWO\��
PDMRU�FRPEDW�RSHUDWLRQV��%XLOGLQJ�D�QDWLRQDO�
LQIUDVWUXFWXUH�RI�FRXQWU\- DQG�UHJLRQ-VSHFL¿F�
H[SHUWV��UHLQYLJRUDWLQJ�WKH�)RUHLJQ�$UHD�2ɷFHU�
SURJUDP��DQG�HVWDEOLVKLQJ�UHOHYDQW�LQWHOOLJHQFH�
SURJUDPV�ZLWKLQ�WKH�PDMRU�LQWHOOLJHQFH�DJHQFLHV�
ZRXOG�UHSUHVHQW�D�IUDFWLRQ�RI�WKH�FRVW�RI�D�PDMRU�
PLOLWDU\�LQWHUYHQWLRQ��DQG�FRXOG�VDYH�PLOOLRQV�RI�
KXPDQ�OLYHV�ORVW�LQ�PRUH�WUDGLWLRQDO�KRVWLOLWLHV�
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Supporting DSB reports
7UDQVLWLRQ�WR�DQG�IURP�+RVWLOLWLHV�ī�����VXPPHU�VWXG\Ĭ

Institutionalizing Stability Operations 
ZLWKLQ�'R'�ī����Ĭ

Force Protection in Urban and 
8QFRQYHQWLRQDO�(QYLURQPHQWV�ī����Ĭ

8QGHUVWDQGLQJ�+XPDQ�'\QDPLFV�ī����Ĭ

Counterinsurgency Intelligence, Surveillance, 
DQG�5HFRQQDLVVDQFH�2SHUDWLRQV�ī����Ĭ

Contractor Logistics in Support of 
&RQWLQJHQF\�2SHUDWLRQV�ī����Ĭ
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CHAPTER SEVEN
Preparing for Surprise

61



62  �    Chapter 7

7. PREPARING FOR SURPRISE
TO THE U.S. AND BY THE U.S.

One of the clear messages of the last ten to 15 years is that too often world events will not unfold 
as desired or even predicted and that the U.S. must be prepared to deal with the unanticipated. 
The DoD must improve the cultural understanding of the nature of surprise, how to reduce its 
occurrence, how to prepare for it before it occurs, and how better to deal with it when, inevitably, 
it does occur. Reinvigorating flexibility and innovation in strategies, tactics, forces, acquisition 
system, and in the industrial base rapidly becomes a requirement rather than a “nice-to-have.”

Military forces must be able to adapt
How they train and exercise
How they incorporate learning
How they operate in the field
*LYHQ�WKH�LQHYLWDELOLW\�RI�VXUSULVH��RQH�RI�WKH�
SULQFLSDO�NH\V�WR�GHDOLQJ�ZLWK�LW�ZLOO�EH�WKH�
DELOLW\�WR�DGDSW��VRPHWLPHV�WR�XQIRUHVHHQ�
RSHUDWLRQDO�WDFWLFV�E\�DQ�DGYHUVDU\��VRPHWLPHV�
WR�XQIRUHVHHQ�ZHDSRQ�V\VWHPV�RU�FKDUDFWHULVWLFV��
DQG�VRPHWLPHV�WR�D�FRPELQDWLRQ�RI�ERWK��7KH�
'R'¶V�DELOLW\�WR�DGDSW��UDSLGO\�DQG�HIIHFWLYHO\��
ZLOO�GHSHQG�XSRQ�WKH�I OH[LELOLW\�LW�EXLOGV�
LQWR�WZR�LQWHUUHODWHG�EXW�GLVWLQFWO\�GLIIHUHQW�
GRPDLQV��KRZ�WKH�'HSDUWPHQW�GHYHORSV�DQG�
WUDLQV�WKH�WURRSV�DQG�KRZ�LW�VSHFLILHV�DQG�
EXLOGV�WKH�V\VWHPV�RQ�ZKLFK�WKH\�GHSHQG��

7R�SUHYDLO�LQ�D�WDFWLFDO�HQYLURQPHQW�RI�
XQFHUWDLQW\�DQG�VXUSULVH��RSHUDWLRQDO�ÀH[LELOLW\�
DQG�WKH�DELOLW\�WR�DGDSW�UDSLGO\�WR�XQH[SHFWHG�
FLUFXPVWDQFHV�DUH�FOHDUO\�QHFHVVDU\�DWWULEXWHV��
7R�DFKLHYH�WKLV��WKH�'HSDUWPHQW�QHHGV�WR�LQVWLOO�
D�³FXOWXUH´�RI�DGDSWDELOLW\�LQ�LWV�IRUFHV��IURP�
WKH�ORZHVW�OHYHO�VROGLHU�WR�VHQLRU�RɷFHUV� 

Red teaming
5HG�WHDPLQJ�LV�RQH�RI�WKH�PRVW�VRUHO\�QHHGHG�
DFWLYLWLHV�WR�LPSURYH�DGDSWDELOLW\��,Q�LWV�VLPSOHVW�
IRUP�UHG�WHDPLQJ�HQWDLOV�VWUXFWXUHG�FKDOOHQJLQJ�
RI�GHFLVLRQV��DFFHSWHG�ZD\V�RI�GRLQJ�WKLQJV��
V\VWHP�FRQVWUXFWV�DQG�DUFKLWHFWXUHV��WDFWLFV�DQG�
RSHUDWLRQV��DQG�DQ\WKLQJ�HOVH�WKDW�PD\�EH�VXEMHFW�
WR�VRPHWKLQJ�EH\RQG�WKH�FRQWURO�RI�WKH�XVHU��
GHYHORSHU��RU�FUHDWRU��,VVXHV�VXFK�DV�HQHP\�WDFWLFV��
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RSHUDWLRQDO�HQYLURQPHQWV��WKUHDW�FKDUDFWHULVWLFV��
DQG�DGYHUVDU\�UHVSRQVHV�WR�WKH�'R'¶V�DFWLRQV�RU�
V\VWHP�LPSURYHPHQWV�DOO�DUH�WKLQJV�WKDW�DUH�EH\RQG�
WKH�'HSDUWPHQW¶V�FRQWURO�DQG�FDQ�DɱHFW�VXFFHVV�
RU�IDLOXUH�RQ�WKH�EDWWOH¿HOG��7KH�WDOHQW��H[SHUWLVH��
FUHDWLYLW\��DQG�LQGHSHQGHQFH�RI�WKH�UHG�WHDPHUV�
UHSUHVHQW�FULWLFDO�FKDUDFWHULVWLFV�RI�VXFFHVVIXO�UHG�
WHDPLQJ��6HQLRU�OHDGHUVKLS�KROGV�HTXDOO\�LPSRUWDQW�
UROH�LQ�FUHDWLQJ�DQ�HQYLURQPHQW�WKDW�UHFRJQL]HV�
DQG�IXOO\�HPEUDFHV�WKH�LPSRUWDQFH�DQG�YDOXH�RI�
DJJUHVVLYH�UHG�WHDPLQJ�ZLWK�D�SULPDU\�UROH�WR�
FKDOOHQJH�DFFHSWHG�YLHZV�DQG�WKH�VWDWXV�TXR��7KLV�
PXVW�EH�FRQYH\HG�WKURXJKRXW�WKH�RUJDQL]DWLRQ��EH�
LW�RSHUDWLRQDO�RU�PDWHULHO�GHYHORSPHQW��$W�ZKDWHYHU�
OHYHO�WKH�'HSDUWPHQW�FRQGXFWV�UHG�WHDPLQJ��
OHDGHUVKLS�PXVW�DOVR�SURYLGH�³WRS�FRYHU´�IRU�WKH�
UHG�WHDP��WR�SUHYHQW�WKH�UHVXOWV�IURP�GLVPLVVDO�RU�
PDUJLQDOL]DWLRQ��:KHQ�LPSOHPHQWHG�VXFFHVVIXOO\��
UHG�WHDPLQJ�FDQ�EH�LQYDOXDEOH�LQ�JHWWLQJ�DKHDG�
RI�ZKDWHYHU�DQ�DGYHUVDU\�PLJKW�GR�DQG�SUHSDULQJ�
IRUFHV�IRU�GHDOLQJ�ZLWK�XQDQWLFLSDWHG�FLUFXPVWDQFHV�

Training and exercising in 
stressing environments 
&XUUHQW�PLOLWDU\�H[HUFLVHV�DUH�RIWHQ�PRUH�
GHPRQVWUDWLRQV�WKDQ�JRRG�OHDUQLQJ�RSSRUWXQLWLHV��

The '6%�UHFRJQL]HV�WKH�QHHG�IRU�VRPH�GHJUHH�RI�
VKRZ�DQG�WHOO��SDUWLFXODUO\�LQ�ODUJHĥVFDOH�H[HUFLVHV��
EXW�WURRSV�DOVR�QHHG�WR�EH�VXEMHFW�WR�WDFWLFV��
HQYLURQPHQWV��DQG�ZHDSRQ�FKDUDFWHULVWLFV�IRU�ZKLFK�
WKH\�DUH�QRW�WRWDOO\�SUHSDUHG��&OHDUO\��WKH�WURRSV�
DUH�EHWWHU�Rɱ�ZLWK�WKH�RSSRUWXQLW\�WR�OHDUQ�KRZ�WR�
DGDSW�DQG�¿JKW�WKURXJK�LVVXHV�RQ�WKH�WUDLQLQJ�¿HOG�
UDWKHU�WKDQ�VFUDPEOLQJ�ZKHQ�OLYHV�DUH�DW�VWDNH��

1XPHURXV�H[DPSOHV�H[LVW�RI�WKH�'R'�VWRSSLQJ�
H[HUFLVHV�DV�RSHUDWLRQV�VWDUW�WR�IDLO��UDWKHU�WKDQ�
OHWWLQJ�WKHP�FRQWLQXH�VR�WKDW�OHVVRQV�FDQ�EH�
OHDUQHG��WURRSV�KDYH�WKH�RSSRUWXQLW\�WR�DGDSW��DQG�
PRVW�LPSRUWDQWO\��D�FXOWXUH�RI�DOZD\V�KDYLQJ�WR�
GHDO�ZLWK�WKH�XQH[SHFWHG�LV�FUHDWHG��,Q�SDUWLFXODU��
WKH�'HSDUWPHQW�QHHGV�WUDLQLQJ�DQG�VRPH�GHJUHH�
RI�H[HUFLVLQJ�LQ�VHYHUHO\�FKDOOHQJHG�VHQVRU��
FRPPXQLFDWLRQV��DQG�JHRVSDWLDO�HQYLURQPHQWV�
RI�HOHFWURQLF�ZDUIDUH��F\EHU�LQWUXVLRQ��ORVV�RI�
VSDFH�FDSDELOLWLHV��HWF��,W�VKRXOG�QRW�VXUSULVH�
WKH�'R'�ZKHQ�WRGD\¶V�DGYHUVDULHV�DWWHPSW�
WR�FUHDWH�WKHVH�FKDOOHQJLQJ�HQYLURQPHQWV�
DQG�WKH�'HSDUWPHQW�QHHGV�WR�EH�SUHSDUHG�WR�
VXFFHVVIXOO\�QHJDWH�DQG�RU�RSHUDWH�LQ�WKHP�

7KH�OHDUQLQJ�DVVRFLDWHG�ZLWK�ERWK�UREXVW�UHG�
WHDPLQJ�DQG�WUDLQLQJ�DQG�H[HUFLVLQJ�VKRXOG�

The rate of change in defense systems was examined in the DSB Report on Enhancing Adaptability 
of U.S. Military Forces, 2011. As the DoD has adopted more unmanned, mobile, and software-
dependent systems, adaptability has become a critical performance parameter.
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HQFRXUDJH�RSHUDWLRQDO�XQLWV�DQG�WKHLU�FRPPDQGHUV�
WR�HPEUDFH�DOWHUQDWLYH�YLHZSRLQWV�DW�DOO�OHYHOV��
:LOOLQJQHVV�DQG�LQGHHG�HDJHUQHVV�WR�H[DPLQH�
D�ZLGH�UDQJH�RI�SRVVLEOH�RSWLRQV�RQ�KRZ�WR�
GHDO�ZLWK�WKH�XQH[SHFWHG�FDQ�\LHOG�D�WZRĥVLGHG�
DGYDQWDJH��2Q�WKH�RQH�KDQG��LW�PD\�SURYLGH�D�
UHVSRQVH�WR�VRPHWKLQJ�DQ�DGYHUVDU\�KDV�GRQH�WKDW�
LV�ZHOO�RXWVLGH�WKH�UHDOP�RI�SUHYLRXVO\�FRQVLGHUHG�
RU�FRQYHQWLRQDO�UHVSRQVHV�DQG�ZKLFK�FDQ�RɱHU�
XQXVXDO�OHYHUDJH��%XW�HTXDOO\��RU�SHUKDSV�HYHQ�
PRUH�LPSRUWDQW��LV�GLVFRYHULQJ�DQG�VHL]LQJ�RQ�
RSSRUWXQLWLHV�WR�FUHDWH�XQFHUWDLQW\�DQG�LQÀLFW�
VXUSULVH�RQ�WKH�RSSRQHQW��6XFK�RSSRUWXQLWLHV�PD\�
PRUH�OLNHO\�SUHVHQW�WKHPVHOYHV�ZKHQ�ORRNLQJ�DW�
D�VLWXDWLRQ�ZLWK�IUHVK�H\HV�RU�YLHZSRLQW��UDWKHU�
WKDQ�LQ�PRUH�WULHG�DQG�WUXH�FRQYHQWLRQDO�ZD\V�

Encouraging alternative viewpoints
$OO�RI�WKLV�DUJXHV�IRU�DFKLHYLQJ�D�EDODQFH�
EHWZHHQ�WKH�QHFHVVLW\�IRU�QRQĥFKDRWLF��RUJDQL]HG�
EHKDYLRU�RI�WURRSV�RQ�WKH�EDWWOH¿HOG��DQG�
QRQĥSUHGLFWDELOLW\��ÀH[LELOLW\��DQG�DGDSWDELOLW\�
LQ�UHVSRQGLQJ�WR�WKH�XQH[SHFWHG��DQG�LQ�WXUQ�
LPSRVLQJ�WKH�XQH[SHFWHG�RQ�WKH�DGYHUVDU\��$�8�6��
HGJH�LQ�WUDLQLQJ�DQG�D�FXOWXUH�RI�ZLOOLQJQHVV�WR�
HPEUDFH�DJJUHVVLYH�VHOIĥH[DPLQDWLRQ�DQG�GLYHUVH�
YLHZSRLQWV�FDQ�HQDEOH�ERWK�WR�RFFXU�DV�QHHGHG��

2SHUDWLRQDO�DGDSWDELOLW\�VKRXOG�EH�DQ�LQKHUHQW�
VWUHQJWK�RI�RXU�IRUFHV�DQG�RSHUDWLRQDO�VXUSULVH�
VKRXOG�EH�QXUWXUHG�WR�ZRUN�LQ�RXU�IDYRU��

Military systems must 
be able to adapt
How they are specified
How they are architected
How they are upgraded
How they adapt in the field

(QVXULQJ�WKH�'HSDUWPHQW�SURYLGHV�LWV�IRUFHV�ZLWK�
LQWULQVLFDOO\�DGDSWLYH�V\VWHPV�DSSHDUV�DV�LPSRUWDQW�
DV�GHYHORSLQJ�DGDSWLYH�IRUFHV��7KH�NQRZOHGJH�WKDW�
'R'�ZLOO�IDFH�VXUSULVH�ODUJHO\�GULYHV�WKH�PRWLYDWLRQ�
IRU�PDLQWDLQLQJ�DGDSWLYH�V\VWHPV��DQG�LW�PXVW�
DVVXPH�WKH�V\VWHPV�EXLOW�ZLOO�UHTXLUH�RSHUDWLRQ�
LQ�ZD\V�DQG�LQ�FRQGLWLRQV�WKH�'HSDUWPHQW�ZLOO�
QHYHU�FRPSOHWHO\�EH�DEOH�WR�SUHGLFW��7KLV�UHDOLW\��
FRPELQHG�ZLWK�WKH�HYHUĥLQFUHDVLQJ�QHHG�IRU�VSHHG�
DQG�OHDUQLQJ��GULYHV�WKH�'R'¶V�QHHG�IRU�DGDSWLYH�
V\VWHPV��8�6��IRUFHV�DQG�FDSDELOLWLHV�ZLOO�QHHG�WR�
DQWLFLSDWH�FKDQJH�WR�WKH�H[WHQW�SRVVLEOH��VHQVH�
DQG�DGMXVW�WR�WKH�FKDQJH�DV�TXLFNO\�DV�IHDVLEOH��
WKLV�DOVR�UHPDLQV�WUXH�IRU�WKH�'R'¶V�DFTXLVLWLRQ�
SURFHVVHV�DQG�WKH�V\VWHPV�SURGXFHG��7KH�&ROG�:DU�

Perhaps even more important, is discovering and 
seizing on opportunities to create uncertainty and 
inflict surprise on the opponent. Such opportunities 
may more likely present themselves when looking 
at a situation with fresh eyes or viewpoint, rather 
than in more tried and true conventional ways.
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OHJDF\�RI�PDQ\�RI�WRGD\¶V�¿HOGHG�PDMRU�DFTXLVLWLRQ�
ZHDSRQ�V\VWHPV�DQG�WKH�DFTXLVLWLRQ�SURFHVV�WKDW�
EXLOW�WKHP�HPHUJHG�IURP�D�PXFK�PRUH�FOHDUO\�
GH¿QHG�WKUHDW�DQG�VHW�RI�SRWHQWLDO�VFHQDULRV��
7RGD\��WKH�'R'�QHHGV�GLɱHUHQW�UHTXLUHPHQWV�
PHWKRGV��DFTXLVLWLRQ�DSSURDFKHV��DQG�GHVLJQ�
SULQFLSOHV�WR�GHDO�ZLWK�WKH�YDULHW\�RI�IXWXUHV�WKH�
8�6��IDFHV�DQG�WKH�LQHYLWDELOLW\�RI�VXUSULVH�

Characteristics of adaptable systems
6SHHG�UHPDLQV�NH\�WR�DGDSWLYH�V\VWHPV��WKH\�PXVW�
EH�GHVLJQHG�WR�LQWULQVLFDOO\�EH�DEOH�WR�NHHS�SDFH�
ZLWK�WKH�LQFUHDVLQJ�UDSLG�DGYDQFH�LQ�WHFKQRORJ\��
FKDQJH�DV�WKH�DGYHUVDU\�OHDUQV�DQG�DGMXVWV��DQG�DV�
WKH�'R'¶V�DGDSWLYH�ZDU�¿JKWHUV�OHDUQ�QHZ�ZD\V�
WR�XVH�WKH�HTXLSPHQW��$GDSWLYH�V\VWHPV�PXVW�
EH�KRQHG�E\�UHDOLVWLF�H[HUFLVLQJ�DQG�UHG�WHDPLQJ�
DQG�DEOH�WR�EH�UHVLOLHQW�WR�H[HFXWH�WKHLU�PLVVLRQ�
GHVSLWH�GHJUDGHG�FRQGLWLRQV��7KHVH�RSHUDWLRQV�
PD\�HQFRXQWHU�QDWXUDO�GHJUDGHG�HQYLURQPHQWV�
VXFK�DV�ZHDWKHU�RU�LQGXFHG�GHJUDGDWLRQ�VXFK�DV�
F\EHU��HOHFWURQLF�ZDUIDUH��RU�VSDFH�DWWDFNV��0RVW�
VXFFHVVIXO�KLVWRULFDO�FDVHV�RI�GHOLYHU\�RI�DGDSWLYH�
V\VWHPV�KDG�D�VWURQJ�DOLJQPHQW�EHWZHHQ�WKH�
GHYHORSPHQW�WHDP��WHVWHUV��SURJUDP�PDQDJHPHQW��
DQG�WKH�RSHUDWLRQDO�XVHU��,Q�PDQ\�FDVHV�WKH�

WLPHOLQH�RI�GHOLYHU\�ZDV�GULYHQ�E\�DQ�RSHUDWLRQDO�
WLPHOLQH�YHUVXV�DQ�³HQWHUSULVH´�WLPHOLQH��

$V�PLJKW�EH�H[SHFWHG�IURP�WKLV�SUREOHP�VWDWHPHQW��
WKHUH�LV�QRW�D�XQLYHUVDO�DSSURDFK�IRU�GHVLJQLQJ�
DGDSWLYH�V\VWHPV��,QVWHDG��EDVLF�SULQFLSOHV�RI�GHVLJQ�
VKRXOG�JXLGH�WKH�GHVLJQ��)RU�H[DPSOH��D�V\VWHP�
WKDW�FDQ�XVHG�IRU�PXOWLSOH�UROHV�DQG�PLVVLRQV�LV�
DGDSWLYH�E\�GH¿QLWLRQħWKH�RIWĥFLWHG�%ĥ���DV�D�
SRVLWLYH�H[DPSOHħLW�LV�XVHG�WRGD\�LQ�ZD\V�PXFK�
GLɱHUHQW�WKDQ�HQYLVLRQHG�IRU�LWV�RULJLQDO�FROG�ZDU�
VWUDWHJLF�GHWHUUHQFH�PLVVLRQ��&RQYHUVHO\��LW�LV�DOVR�
WUXH�WKDW�PXOWLĥPLVVLRQ�DSSURDFKHV�DUH�QRW�DOZD\V�
WKH�PRVW�DGDSWDEOH�VROXWLRQħWKH�-RLQW�7DFWLFDO�
5DGLR�6\VWHP�DV�WKH�RIWĥFLWHG�QHJDWLYH�H[DPSOHħLQ�
KLQGVLJKW�WKH�GHVLJQ�DSSURDFK�RI�FRPELQLQJ�WKH�
IXOO�ZDYHIRUP�VHW�LQ�D�VLQJOH�VRIWZDUH�GH¿QHG�UDGLR�
ZDV�RYHUO\�FRPSOH[��H[SHQVLYH��DQG�IXQGDPHQWDOO\�
ÀDZHG��,Q�WKHVH�FDVHV��WKH�NH\�VWHS�LV�SHUIRUPLQJ�
XSIURQW�D�UHDOLVWLF�EXVLQHVV�FDVH�IRU�DOWHUQDWLYH�
DSSURDFKHV��DQG�ORRNLQJ�VNHSWLFDOO\�DW�WHFKQRORJ\�
PDWXULW\�DQG�FRPSOH[LW\�RI�WKH�GHVLJQ�DQG�UHVXOWDQW�
ULVNV�LQ�HQJLQHHULQJ�GHYHORSPHQW�EHIRUH�GHFLGLQJ�
ZKLFK�SDWK�WR�FKRRVH��7KH�FKDOOHQJH�LV�WR�GR�WKLV�
LQ�D�ZD\�WKDW�GRHV�QRW�LQKLELW�QHZ�FRQFHSWV��QHZ�
WHFKQRORJLHV��RU�WKH�DSSOLFDWLRQ�RI�LQQRYDWLRQ��
7KLV�XSIURQW�ZRUN�LQIRUPV�ZKHWKHU�WR�SXUVXH�

A dual acquisition process was proposed in the DSB Report on Fulfillment of Urgent Operational Needs, 2009. 
Rapid acquisition process and programs are with us to stay and should be embraced by leadership.
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PXOWLĥPLVVLRQ�Ī³6ZLVV�DUP\�NQLIHĥOLNH´ī�DSSURDFK�
YHUVXV�D�VLPSOL¿HG�VLQJOH�PLVVLRQ�DSSURDFK�Ī³SODVWLF�
NQLIH��IRUN��DQG�VSRRQ´ī�DQG�KRZ�PXFK�ULVN�WR�
DVVXPH�YHUVXV�WKH�SRWHQWLDO�EHQH¿WV�WR�EH�DFFUXHG��

Rapid acquisition
$�SOHWKRUD�RI�UDSLG�DFTXLVLWLRQ�RUJDQL]DWLRQV�KDYH�
SUROLIHUDWHG�DURXQG�WKH�'HSDUWPHQW�RXWVLGH�WKH�
VWDQGDUG�DFTXLVLWLRQ�DQG�UHTXLUHPHQWV�SURFHVV��
:DU�¿JKWHU�XUJHQW�RSHUDWLRQDO�QHHGV�GURYH�WKHVH�
DFWLYLWLHV�WR�JR�IURP�D�YDOLGDWHG�UHTXLUHPHQW�WR�
¿HOGHG�FDSDELOLW\�LQ�WZR�\HDUV�RU�OHVV��:HOOĥNQRZQ�
RSHUDWLRQDO�SUREOHPV�WKDW�KHOG�VXFK�XUJHQW�
RSHUDWLRQDO�QHHGV�DQG�SURJUDPV�LQFOXGHG�WKH�
HɱRUWV�WR�FRXQWHU�LPSURYLVHG�H[SORVLYH�GHYLFHV�
LQ�,UDT�DQG�$IJKDQLVWDQ�DV�ZHOO�DV�GHOLYHULQJ�
TXLFNO\�EDWWOH¿HOG�VXUYHLOODQFH�FDSDELOLWLHV��

)DVW�DFTXLVLWLRQ�DSSURDFKHV�PDLQWDLQ�WKHLU�RZQ�
VHW�RI�FKDOOHQJHV��IRU�H[DPSOH��RQFH�D�UDSLG�
FDSDELOLW\�LV�¿HOGHG��WKH�DVVRFLDWHG�WUDLQLQJ��
PDLQWHQDQFH��DQG�VXVWDLQPHQW�EHFRPH�WKH�QH[W�
VHW�RI�FKDOOHQJHV��7KH�'R'�DOVR�FRQWLQXDOO\�IDFHV�
WKH�FKDOOHQJH�LQ�GHWHUPLQLQJ�WKH�SURSHU�HQG�
VWDWH�RI�D�VXFFHVVIXO�UDSLG�DFTXLVLWLRQ�SURJUDP��
+RZ�GRHV�WKH�'HSDUWPHQW�UHFRQFLOH�SURJUDPV�
RI�UHFRUG�ZLWK�WKHLU�UDSLG�DFTXLVLWLRQ�DGMXQFWV�
ZLWK�ZKDW�KDSSHQV�WR�WKH�HTXLSPHQW�ZKHQ�WKH�
XUJHQW�QHHG�LV�QR�ORQJHU�WKHUH"�2QH�VXFK�H[DPSOH�
LV�WKH�04ĥ��5HDSHU�XQPDQQHG�DLUFUDIW�SURJUDP�
DQG�P\ULDG�RI�PRGL¿FDWLRQV�WR�LW�GULYHQ�E\�
WKH�-RLQW�8UJHQW�2SHUDWLRQDO�1HHG�SURFHVV�

7KH�FORVHVW�WR�DQ�XQGHUO\LQJ�GHVLJQ�PHWULF�IRU�
DGDSWLYH�V\VWHPV�LV�VSHHG��ZKHQHYHU�IHDVLEOH��
FDSDELOLWLHV�VKRXOG�EH�¿HOGHG�IDVW��(YHQ�LI�DQ�
DWWHPSWHG�³���SHUFHQW�VROXWLRQ´�SURYLGHG�TXLFNO\�
WR�WKH�ZDU�¿JKWHU�IDLOV��RIWHQ�WKH�PRVW�DGDSWDEOH�
DSSURDFK�LV�WR�UDSLGO\�WU\�D�GLɱHUHQW�DSSURDFK��
)RU�WKLV�UHDVRQ��UDSLG�DFTXLVLWLRQ�SURFHVVHV�
DQG�SURJUDPV�ZLOO�VWD\�ZLWK�WKH�'R'�DQG�
'HSDUWPHQW�OHDGHUVKLS�VKRXOG�HPEUDFH�WKHP� 

Open and modular systems
'R'�DOVR�QHHGV�WR�FRPPLW�WR�RSHQ�DQG�PRGXODU�
EXLOGLQJ�V\VWHPV�IRU�WKRVH�FDVHV�ZLWK�LPSRVVLEOH�
UDSLG�¿HOGLQJ��VXFK�DV�WKH�QH[W�JHQHUDWLRQV�RI�

VKLS��JURXQG�YHKLFOH��RU�DLUFUDIW��7KH�'HSDUWPHQW�
FDQ�DFKLHYH�RSHQ�VWDQGDUGV�D�YDULHW\�RI�ZD\V��EXW�
WKHUH�DUH�IXQGDPHQWDOV�WKDW�FDQQRW�FRPSURPLVH��
)RU�H[DPSOH��WKH�V\VWHP�PRGXOH�LQWHUIDFHV�PXVW�
EH�EDVHG�RQ�DQ�DJUHHGĥXSRQ�VWDQGDUG�DYDLODEOH�
SXEOLFO\��FRQYHUVHO\��WKH�LQWHUIDFHV�DQG�GDWD�PRGHOV�
FDQQRW�EH�SURSULHWDU\�WR�RQO\�VRPH�YHQGRUV�

$FTXLVLWLRQ�VWUDWHJLHV�IRU�RSHQ�DQG�PRGXODU�
V\VWHPV�VKRXOG�LQFOXGH�UHJXODU�EORFN�XSJUDGHV�
ZLWKLQ�WKH�SURJUDP�VFKHGXOH��ZLWK�WKH�LQLWLDO�
YHUVLRQ�FRQVLVWLQJ�RI�RQO\�WKRVH�WHFKQRORJLHV�
DQG�VXEV\VWHPV�WKDW�DUH�VXɷFLHQWO\�PDWXUH�DQG�
HDUQHG�D�SULRULWL]DWLRQ�IURP�WKH�ZDU¿JKWHU��)RU�
WKH�VXEVHTXHQW�EORFNV��WKH�DFTXLVLWLRQ�VWUDWHJ\�
VKRXOG�EH�ÀH[LEOH�WR�DOORZ�IRU�XQSODQQHG�
FKDQJHV�GXH�WR�HPHUJLQJ�WKUHDW�RU�WHFKQRORJ\�
UHTXLUHPHQWV�WR�JXLGH�VSHFL¿F�FRQWHQW�RI�HDFK�
EORFN��)LQDOO\��WKH�V\VWHP�GHVLJQ�VKRXOG�EXLOG�LQ�
DSSURSULDWH�PDUJLQV�LQ�VL]H�DQG�ZHLJKW��DV�ZHOO�
DV�³KRRNV´�IRU�IXWXUH�XQNQRZQ�GHVLJQ�XSJUDGHV��
VXFK�DV�KDUGHQHG�SRLQWV�RQ�DLUFUDIW�ZLQJV�RU�
H[WUD�SD\ORDG�YROXPH�RQ�VKLSV�DQG�VXEPDULQHV��

:KLOH�KDYLQJ�RSHQ��PRGXODU�GHVLJQV�DUH�FULWLFDO�
IRU�HQDEOLQJ�DGDSWLYH�V\VWHPV��WKHUH�PXVW�DOVR�EH�D�
GHOLEHUDWH�WHFKQRORJ\�PDWXUDWLRQ�SURFHVV�WR�WDNH�
DGYDQWDJH�RI�WKH�RSHQ�V\VWHP�GHVLJQ��7KH�0LOLWDU\�
6HUYLFHV�QHHG�WR�FRQWLQXRXVO\�IXQG�WHFKQRORJ\�
SLSHOLQHV�WR�IHHG�IXWXUH�XSJUDGHV��5HVHDUFK�DQG�
WHFKQRORJ\�GHYHORSPHQW�PXVW�EH�UHVRXUFHG�ZLWK�
D�GHOLEHUDWH�REMHFWLYH�RI�IHHGLQJ�SRWHQWLDO�IXWXUH�
EORFN�XSJUDGHV�RI�V\VWHPV��([SHULPHQWLQJ�DQG�
SURWRW\SLQJ�SURJUDPV�LQ�WKH�'HSDUWPHQW�DOVR�
VKRXOG�EH�XVHG�WR�PDWXUH�FRQFHSWV�DQG�FDSDELOLWLHV�
IRU�EORFN�XSJUDGHV��VXFK�H[SHULPHQWDWLRQ�DQG�
SURWRW\SLQJ�UHPDLQV�FULWLFDO�IRU�IXWXUH�LQQRYDWLRQ��
DV�QRWHG�LQ�Technology and Innovation Enablers 
IRU�6XSHULRULW\�LQ������ī�����VXPPHU�VWXG\Ĭ�

)RU�PRUH�VWUDWHJLF�LQYHVWPHQWV�VXFK�DV�WKH�
IXWXUH�RI�ORQJĥUDQJH�VWULNH�RU�DLU�GRPLQDQFH��
WKH�'HSDUWPHQW�VKRXOG�FRQWLQXH�WR�HPSKDVL]H�
D�³IDPLO\�RI�V\VWHPV´�SRUWIROLR�RI�FDSDELOLWLHV�
DSSURDFK�RUJDQL]HG�DURXQG�WKH�EURDG�PLVVLRQ�
DUHD�DQG�DFURVV�SODWIRUPV�DQG�0LOLWDU\�6HUYLFHV��
7KH�'HSDUWPHQW�VKRXOG�WKHQ�WDNH�D�SURDFWLYH�
DSSURDFK�WR�VKDSLQJ�DQG�SUHSDULQJ�IRU�IXWXUH�
FRQGLWLRQV�ZLWK�WKH�ZD\�LW�PDQDJHV�WKH�SRUWIROLR�
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DV�D�ZKROH��7KLV�LQFOXGHV�GHOLEHUDWH�KHGJHV�
LQ�WKH�DFTXLVLWLRQ�SODQQLQJ�WR�GHIHU�¿QDO�
FRPPLWPHQW�LQ�GHVLJQ�DQG�EXGJHWLQJ�XQWLO�LW�
EHFRPHV�FOHDU�H[DFWO\�ZKDW�FDSDELOLW\�LV�QHHGHG�
WR�KLW�D�GHVLUHG�¿HOGLQJ�GDWH��$QDO\VLV�WRROV�
WR�VXSSRUW�KHGJLQJ�DUH�EHOLHYHG�WR�PDNH�VXFK�
KHGJHV�LQ�SODQQLQJ�VFLHQWL¿F�DQG�IHDVLEOH��

Real-time adaptability is 
needed throughout the DoD
0RVW�RI�WKH�DERYH�KDV�IRFXVHG�RQ�WKH�DELOLW\�
WR�XSJUDGH�V\VWHPV�UDSLGO\�RYHU�WLPH�DV�QHZ�
WKUHDWV�GHPDQG�DQG�QHZ�WHFKQRORJ\�SURYLGHV�
RSSRUWXQLWLHV��$QRWKHU�NLQG�RI�V\VWHP�DGDSWDELOLW\�
GULYHQ�E\�XQH[SHFWHG�HYHQWV�KDSSHQV�RQ�WKH�
EDWWOH¿HOG�LQ�WKH�PLGVW�RI�FRQÀLFW��7KLV�NLQG�RI�
DGDSWDELOLW\�UHTXLUHV�RYHUQLJKW�UHVSRQVHV��7KH�
'6%�KDV�SURYLGHG�VRPH�JXLGHOLQHV�RQ�V\VWHP�
DUFKLWHFWXUHV�WR�DFKLHYH�LW��KRRNV��GDWD�UHFRUGHUV��
DQG�FRQQHFWLYLW\�EDFN�WR�UDSLG�DQDO\VLV�FHQWHUV�WR�
XQGHUVWDQG�ZKDW�KDSSHQHG�DQG�FUDIW�UHVSRQVHV��
DQG�WKH�QHHG�IRU�VXFK�SHUPDQHQW�³RQ�FDOO´�FHQWHUV��
VXFK�DV�WKH�-RLQW�$LU�7DFWLFDO�2SHUDWLRQV�RɷFH�IRU�
DLUERUQH�HOHFWURQLF�DWWDFN��7KH�QDWXUDO�H[WHQVLRQ�
RI�WKLV�DGDSWDELOLW\�GHVLJQ�SULQFLSOH�LV�IRU�WKH�
'HSDUWPHQW�WR�FRQWLQXH�WR�SXUVXH��ZKHUH�IHDVLEOH��
UHDO�WLPH�DGDSWLYH�FDSDELOLWLHV��DQ�H[DPSOH�FRXOG�
EH�PLVVLRQ�GDWD�¿OHV�RQ�DLUFUDIW�KDYLQJ�WKH�DELOLW\�
IRU�UHDOĥWLPH�DV�WKH�(:�WKUHDW�HQYLURQPHQW�
LV�DFWXDOO\�HQFRXQWHUHG�GXULQJ�WKH�PLVVLRQ��

Technology surprise is inevitable 
in a globalized world
How to obtain an edge for ourselves, how to anticipate an 
adversary’s usage
7KH�ZRUOG�LV�DQ�XQSUHGLFWDEOH�SODFH��DQG�WKH�
JDOORSLQJ�DGYDQFH�RI�WHFKQRORJ\�LV�PDNLQJ�LW�PRUH�
VR��,W�KDV�EHHQ�H[SHULHQFH�PXOWLSOH�WLPHV�WKDW�QR�
PDWWHU�KRZ�ZHOO�'R'�SODQV�DQG�SUHSDUHV��WKHUH�
ZLOO�EH�VXUSULVHVħDQG�WKHUH�LV�WKH�HYHU�SUHVHQW�
YDOXH�RI�LQÀLFWLQJ�VXUSULVH�RQ�RXU�DGYHUVDULHV��

7KH�'6%�KDV�DGYLVHG�'R'�RQ�KRZ�WKH�
'HSDUWPHQW�FDQ�EH�EHWWHU�SRLVHG�WR�UHVSRQG�WR�
VXUSULVH�VZLIWO\�DQG�ZLWK�DJLOLW\��DGDSWDELOLW\��
DQG�UHVLOLHQFH��7KH�DSSURDFKHV�LQFOXGH�KDYLQJ�D�

WHFKQRORJ\�LQIUDVWUXFWXUH�ZKLFK�FDQ�EH�VZLIWO\�
DQG�LQH[SHQVLYHO\�SLYRWHG�WR�PHHW�FKDQJLQJ�
QHHGV�DQG�WKUHDWV��XVLQJ�PRUH�UHG�EOXH�WHDPLQJ��
DQG�XVLQJ�UHDOLVWLF�IUHH�SOD\�LQ�WUDLQLQJ�DQG�
H[HUFLVHV��7KH�'6%�KDV�DOVR�LGHQWL¿HG�SRWHQWLDO�
WHFKQRORJLFDO�VXUSULVHV�DQG�UHFRPPHQGHG�
KHGJLQJ�VWUDWHJLHV�LQ�FHUWDLQ�FLUFXPVWDQFHV�

$Q�DJLOH�DQG�UHVSRQVLYH�DFTXLVLWLRQ�V\VWHP�DFWV�
DV�DQ�HQDEOHU�IRU�SUHSDULQJ�IRU�VXUSULVH��DQG�LQ�
SDUWLFXODU�DQ�DJLOH�UHTXLUHPHQWV�UHJLPH�EDVHG�RQ�
HDUO\�XS�IURQW�UDWLRQDO�DQDO\VLV�RI�³ZKDW�WR�EX\´�LQ�
FRQWUDVW�WR�³KRZ�WR�EX\�LW�́ �7KLV�HQFRXUDJHV�WKH�
FUHDWLYLW\�RI�WKH�VFLHQWLVWV�DQG�HQJLQHHUV�LQ�8�6��
LQGXVWU\�DQG�XQLYHUVLWLHV��$Q�LQQRYDWLYH�'R'�
VKRXOG�LQWURGXFH�FKDQJH�LQWR�WKH�¿HOG��QHZ�SRWHQW�
V\VWHPV��FUHDWLYH�VWUDWHJLHV�DQG�WDFWLFV��SRZHUIXO�
RSHUDWLRQDO�FRQFHSWV��RXWVWDQGLQJ�0LOLWDU\�6HUYLFH�
SHUVRQQHO�SHUIRUPDQFH��DW�VXFK�D�GL]]\LQJ�UDWH�WKDW�
DQ�DGYHUVDU\�FRXOG�PDLQWDLQ�QR�KRSH�RI�GHYHORSLQJ�
FRXQWHUPHDVXUHV�IDVW�HQRXJK��WKLV�LV�WKH�HVVHQFH�
RI�KRZ�WR�HQVXUH�IXWXUH�8�6��PLOLWDU\�VXSHULRULW\�

$�VWURQJ�WHFKQRORJ\�EDVH��LQFOXGLQJ�NQRZOHGJH�
RI�HPHUJLQJ�VFLHQFH�DQG�WHFKQRORJ\��GHGLFDWHG�
VFLHQWLVWV�DQG�HQJLQHHUV��DQG�LQIUDVWUXFWXUH�
DQG�IDFLOLWLHV��DFWV�DV�D�VROLG�IRXQGDWLRQ�LQ�WKH�
SUHSDUDWLRQ�IRU�VXUSULVH��,W�SURYLGHV�WKH�'R'�ERWK�
VWUDWHJLF�GLɱHUHQWLDWRUV�DQG�VWUDWHJLF�QHFHVVLWLHV��

2I�FRXUVH��WKH�8�6���WKH�QDWLRQDO�VHFXULW\�
FRPPXQLW\��DQG�WKH�0LOLWDU\�6HUYLFHV�FDQ�DQG�
KDYH�H[SHULHQFHG�VXUSULVH�LQ�PDQ\�ZD\V��7KH�
SRWHQWLDO�RSSRUWXQLW\�DQG�FRQVHTXHQFH�RI�
SRWHQWLDOO\�GHYDVWDWLQJ�VXUSULVH��H[SORUHG�LQ�WKH�
Strategic Surprise ī����Ĭ�UHSRUW��KDV�RQO\�LQFUHDVHG�
LQ�WKH�SUHVHQW�GD\��2I�WKH�VHYHUDO�UHDVRQV�IRU�
WKH�LQFUHDVHV��DOPRVW�QRQH�RI�WKHP�DUH�QHZ��

6FLHQWL¿F�EUHDNWKURXJKV��UDSLG�DQG�XQH[SHFWHG�
WHFKQRORJ\�GHYHORSPHQW��DQG�QRYHO�XVHV�RI�H[LVWLQJ�
FDSDELOLWLHV�DOO�H[HPSOLI\�WKH�ZD\V�WKH�'R'�
WKLQNV�DERXW�WHFKQRORJ\�VXUSULVH��$FFHOHUDWLQJ�
JOREDO�DGYDQFHV�LQ�WHFKQRORJ\�FDXVH�DQ�LQFUHDVLQJ�
OLNHOLKRRG�WKDW�SRWHQWLDO�DGYHUVDULHV�PD\�¿UVW�
GLVFRYHU�DQG�HPSOR\�WKH�WHFKQRORJ\�VXUSULVH��
7KLV�H[SODLQV�WKH�GHVLUH�LQ�8�6��QDWLRQDO�VHFXULW\�
WR�¿QG�QRYHO�ZD\V�WR�PDNH�DQ�HDUO\�GHWHFWLRQ�RI�
D�EUHDNWKURXJK��WR�XQGHUVWDQG�DQG�PLWLJDWH�LWV�
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SRWHQWLDO�XVH�E\�DGYHUVDULHV�DJDLQVW�WKH�KRPHODQG��
DQG�WKH�'HSDUWPHQW�WR�H[SORLW�LW�IRU�8�6��QDWLRQDO�
LQWHUHVWV��7KH�'6%�LGHQWL¿HG�WZR�FDWHJRULHV�RI�
VXUSULVH��³NQRZQ�VXUSULVHV´�DQG�³VXUSULVLQJ�VXUSULVHV´ 
LQ�WKH�&DSDELOLW\�6XUSULVH�ī����Ĭ�UHSRUW��HDFK�UHTXLULQJ�
D�GLɱHUHQW�FRXUVH�RI�DFWLRQ�WR�EHVW�PLWLJDWH��DQG�HDFK�
UHTXLULQJ�SHUVLVWHQW�DQG�IRFXVHG�OHDGHUVKLS�DWWHQWLRQ�

7KH�NQRZQ�VXUSULVH�FDWHJRU\�FRQVLVWV�RI�FDVHV�
ZKHUH�WKH�FRXQWU\�UHFHLYHG�FOHDU�DQG�XQDPELJXRXV�
ZDUQLQJ�WKDW�D�VHULRXV��LQGHHG�SRVVLEO\�FDWDVWURSKLF�
FRQGLWLRQ�ZDV�HPHUJLQJ��DQG�ZKLFK�D�SRWHQWLDO�
DGYHUVDU\�KHOG�JRRG�UHDVRQ�WR�SXUVXH��3RWHQWLDO�
VXUSULVHV�WKDW�¿W�WKLV�FDWHJRU\�WRGD\�DUH�LQ�WKH�
GRPDLQV�RI�F\EHU��VSDFH��DQG�QXFOHDU�ZHDSRQV��
,Q�WKHVH�NQRZQ�VXUSULVH�FDVHV��WKH�'HSDUWPHQW�
QHHGV�SHUVLVWHQW�OHDGHUVKLS�DWWHQWLRQ�WR�DVVHVV�
DQG�PLWLJDWH�WKH�FRQVWDQWO\�FKDQJLQJ�ULVNV��WR�
FRQWLQXDOO\�SUHSDUH�XVLQJ�DSSURSULDWH�RSHUDWLRQDO�
H[HUFLVHV�DQG�UHG�WHDPLQJ��DQG�QHHGV�LWV�OHDGHUVKLS�
WR�WUDFN�SURJUHVV�YLD�D�VHW�RI�PHDVXUDEOH�JRDOV�

&DVHV�RI�VXUSULVLQJ�VXUSULVHV�RFFXU�ZKHQ�WKH�QDWLRQ�
PLJKW�KDYH�DFFHVV�WR�WKH�SRVVLEOH�LQIRUPDWLRQ�
LQGLFDWLQJ�WKH�HYHQWXDO�VXUSULVH��EXW�ZDV�EXULHG�
DPRQJ�P\ULDG�RI�RWKHU�SRVVLELOLWLHV��DQ\�RI�ZKLFK�
KHOG�XQFOHDU�HYLGHQFH�DQG�FRQVHTXHQFHV��7R�DGGUHVV�
WKLV�GLɷFXOW�FKDOOHQJH�RI�SUHSDULQJ�IRU�VXUSULVLQJ�
VXUSULVHV��WKH�'6%�LGHQWL¿HG�¿YH�QHFHVVDU\�
FDSDELOLWLHV��VFDQQLQJ�DQG�VLIWLQJ�SURFHVVHV��UHG�
FDSDELOLW\�SURMHFWLRQ��QHW�DVVHVVPHQW��RSWLRQV�
DQDO\VLV��DQG�¿QDOO\�D�GHFLVLRQ�SDFNDJH�WR�DLG�
VHQLRU�OHDGHUVKLS�LQ�HVWDEOLVKLQJ�D�SDWK�IRUZDUG��

$�ZLGH�YDULHW\�RI�WHFKQRORJLHV��FDSDELOLWLHV��
FRQFHSWV��DQG�HQDEOHUV�PD\�EH�FDQGLGDWHV�IRU�
HPHUJLQJ�FKDOOHQJHV�DQG�RSSRUWXQLWLHV��7KH�
'HSDUWPHQW�FRXOG�WR�GH¿QH�WKLV�WRSLF�DUHD�DV�WKH�
IUDPHZRUN�WKDW�DVNV��ZKDW�DUH�SRWHQWLDO�VHULRXV�
RXWFRPHV�WKDW�WKH�8�6��DQG�WKH�'R'�ZRXOG�UHJUHW�
WHQ�\HDUV�IRUZDUG��VD\�LQ�������DQG�ZKDW�FDQ�WKH�
'HSDUWPHQW�GR�WR�SUHYHQW�WKHP"�:KHUH�VKRXOG�WKH�
8�6��GHYHORS�FDSDELOLWLHV�QRZ�WR�EHVW�SUHSDUH�IRU�WR�
DYRLG�UHJUHW�LQ�WKH�IXWXUH"�$�QXPEHU�RI�FDQGLGDWH�
HPHUJLQJ�RSSRUWXQLWLHV�DQG�FKDOOHQJHV�KDYH�EHHQ�
LGHQWL¿HG�ZLWK�D�VXPPDU\�OLVWHG�DV�IROORZV�

 � &RQFHSWV�IRU�FRPELQHG�ZHDSRQV�
HɱHFWV�DQG�RSHUDWLRQV�

 � 1HZ�DQG�LQQRYDWLYH�XVHV�RI�DXWRQRPRXV�V\VWHPV�

 � &RQWLQXLQJ�H[SORLWDWLRQ�RI�WKH�
XQGHUVHD�GRPDLQ�LQ�QHZ�ZD\V�

 � +ROLVWLF��HQGĥWRĥHQG�DSSURDFKHV�WR�
PLVVLOH�DQG�FUXLVH�PLVVLOH�GHIHQVH�
ĪLQFOXGLQJ�VR�FDOOHG�³OHIW�RI�ODXQFK´ī�

 � $SSURDFKHV�WR�GLVUXSW�DGYHUVDU\�ZHDSRQ�
V\VWHPV��LQFOXGLQJ�DV\PPHWULF�DQG�
RU�FRVW�LPSRVLQJ�VWUDWHJLHV�

 � (QVXULQJ�IRUFHV�FDQ�¿JKW�
WKURXJK�D�QXFOHDU�HYHQW�

 � (QKDQFLQJ�VSDFH�VHFXULW\�DQG�UHVLOLHQF\�

 � 'HYHORSLQJ�DQ�HɱHFWLYH�VSDFH�FRQWURO�FDSDELOLW\�

 � (QVXULQJ�WKH�WUXVWZRUWKLQHVV�DQG�
LQWHJULW\�RI�FULWLFDO�V\VWHPV�

 � ,QQRYDWLYH�FRQFHSWV�IRU�FRPELQHG��
FRJQLWLYH�DQG�DGDSWLYH�HOHFWURQLF�ZDUIDUH��
FRPPXQLFDWLRQV��DQG�VHQVRU�FDSDELOLWLHV��DQG

 � &RQFHSWV�IRU�UREXVW�DQG�UHVLOLHQW�
FRPPXQLFDWLRQV�DQG�SRVLWLRQ�DQG�
QDYLJDWLRQ�FDSDELOLWLHV�

Rekindling a culture of 
innovation is a necessary step
7KH�8�6��GHIHQVH�LQGXVWULDO�EDVH�RIWHQ�UHFHLYHV�
FULWLFLVP�IRU�KLJK�FRVW��H[FHVVLYH�WLPH�WR�PDUNHW��
DQG�ODFN�RI�LQQRYDWLRQ��$OO�WHQG�WR�EH�WUXH�WR�D�
GHJUHH��FHUWDLQO\�DV�FRPSDUHG�WR�WKH�FRPPHUFLDO�
ZRUN�SODFH��EXW�ODUJHO\�D�FRQVHTXHQFH�RI�WKH�
ZD\�LWV�FXVWRPHU��WKH�'R'�DFTXLVLWLRQ�V\VWHP��
EX\V�LWV�SURGXFWV��5HTXHVWV�IRU�SURSRVDOV�IRU�
GHYHORSPHQWDO�V\VWHPV�JHQHUDOO\�VSHFLI\�JHQHUDO�
V\VWHP�DQG�SHUIRUPDQFH�FKDUDFWHULVWLFV�EXW�DOO�WRR�
RIWHQ�DOVR�VSHFLI\�GHVLJQ�DWWULEXWHV�WKDW�QHHGOHVVO\�
FRQVWUDLQ�WHFKQLFDO�DSSURDFKHV��JHWWLQJ�LQ�WKH�ZD\�
RI�LQQRYDWLRQ��1RWH�WKH�'R'�FDQ�GHPDQG�PDWXUH�
V\VWHP�GHVLJQV�LQ�GHYHORSPHQW�DFTXLVLWLRQV�ZLWKRXW�
EHLQJ�RYHUĥSUHVFULSWLYH�RI�WKH�GHVLJQ�DSSURDFK��

%HFDXVH�RI�D�ORQJ�KLVWRU\�RI�FRVW�DQG�VFKHGXOH�
RYHUUXQV�RU�VHULRXV�SHUIRUPDQFH�XQGHUUXQV�LQ�
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GHYHORSPHQW�SURJUDPV��DFTXLVLWLRQV�FDQ�DVN�IRU�
GHWDLOHG�ULVN�DVVHVVPHQWV�DQG�ULVN�UHGXFWLRQ�SODQV�
DQG�VSHFLI\�UHTXLUHG�WHFKQLFDO�UHDGLQHVV�OHYHOV�
Ī75/Vī�DW�UHODWLYHO\�HDUO\�LQ�WKH�GHYHORSPHQW�F\FOH��
,Q�IDFW�WKH�'HSDUWPHQW��GULYHQ�LQ�VRPH�FDVHV�E\�
VWDWXWH��GHYHORSHG�D�PHFKDQLFDO�GHSHQGHQFH�RQ�
VSHFLI\LQJ�HDUO\�75/�VXɷFLHQF\�DQG�FRPSOLDQFH�
ZHOO�EH\RQG�WKH�RULJLQDO�SXUSRVH�RI�75/V��
([SHULHQFHG�GHVLJQ�DQG�GHYHORSPHQW�HQJLQHHUV�
LQ�ERWK�PLOLWDU\�DQG�FRPPHUFLDO�DSSOLFDWLRQV�
JHQHUDOO\�GR�QRW�HYDOXDWH�DQG�PLWLJDWH�WHFKQLFDO�
ULVN�E\�XVLQJ�VRPHWKLQJ�DV�VXSHU¿FLDO�DV�D�VLQJOH�
75/�QXPEHU�DVVHVVPHQWħLQGHHG�LW�LV�QRW�LQ�WKHLU�
LQWHUQDO�YRFDEXODU\ħ\HW�WKDW�LV�ZKDW�WKH�FXUUHQW�
DFTXLVLWLRQ�V\VWHP�DQG�VWDWXWH�GHPDQGV��:KLOH�
WKLV�PD\�EH�UHDVRQDEOH�DV�D�ZD\�RI�FDOLEUDWLQJ�
FRPSHWLQJ�SURSRVDOV��WKHUH�LV�QR�IRUPDO�PHWKRG�
LQ�WKH�HYDOXDWLRQ�SURFHVV�IRU�WKH�SRWHQWLDO�EHQH¿WV�
DVVRFLDWHG�ZLWK�DQ�LQQRYDWLYH�RɱHULQJ�WR�EH�
WUDGHG�Rɱ�ZLWK�WKH�KLJKHU�DVVRFLDWHG�ULVN��:KLOH�
WUXH�WKDW�WKHUH�FDQ�EH�LQQRYDWLRQ�WKDW�GRHV�QRW�
FUHDWH�ULVN�IRU�WLPH�RU�PRQH\��PRVW�RIWHQ��ZLWK�
WHFKQLFDO�LQQRYDWLRQ��WKDW�LV�QRW�WKH�FDVH��,Q�
JHQHUDO��DQ�LQQRYDWLYH�VROXWLRQ��E\�GH¿QLWLRQ��
LV�QRW�VRPHWKLQJ�WKDW�KDV�EHHQ�GRQH�EHIRUH�
DQG�GRHV�QRW�KDYH�WKH�VDPH�OHYHO�RI�PDWXULW\�
DV�D�³SURYHQ´�ZD\�RI�GRLQJ�WKLQJV��%HFDXVH�WKH�
GRZQVLGH�HYDOXDWLRQ�PDUNV�IRU�ULVN�DUH�FOHDU�DQG�
WKH�XSVLGH�IRU�DGGHG�SHUIRUPDQFH�YDOXH�RU�WKH�
EHQH¿WV�RI�VRPH�RWKHU�EHQH¿FLDO�FKDUDFWHULVWLF�
DUH�QRW��FRQWUDFWRUV�DUH�PRWLYDWHG�WR�WDNH�WKH�
VDIH�URDG��ORZ�ULVN�DW�WKH�H[SHQVH�RI�LQQRYDWLRQ�

,Q�DGGLWLRQ�WR�WKH�LVVXH�RI�UHDO�RU�SHUFHLYHG�ULVN�
LQ�SURSRVDO�HYDOXDWLRQ��PDMRU�FRQWUDFWRUV�RIWHQ�
EHFRPH�FRQFHUQHG�WKDW�WKH�KLJKHU�ULVN�DVVRFLDWHG�
ZLWK�VRPH�QHZ�ZD\�RI�GRLQJ�WKLQJV�ZLOO�FRPH�
EDFN�WR�KDXQW�WKHP�LQ�VXEVHTXHQW�FRPSHWLWLYH�
SURFXUHPHQWV��$�VWDQGDUG�VHFWLRQ�RI�D�'R'�
UHTXHVW�IRU�SURSRVDOV�LV�³SDVW�SHUIRUPDQFH�´�LQ�
ZKLFK�ERWK�WKH�ELGGHU��DV�ZHOO�DV�JRYHUQPHQW�
SURJUDP�PDQDJHUV��SURYLGH�H[DPSOHV�RI�SUHYLRXV�
VLPLODU�GHYHORSPHQW�SURJUDPV�LQ�ZKLFK�WKH�
ELGGHU�SHUIRUPHG��,I��DV�D�UHVXOW�RI�WU\LQJ�WR�
GR�VRPHWKLQJ�QHZ��D�ELGGHU�UDQ�LQWR�FRVW�RU�
VFKHGXOH�WURXEOH�LQ�D�SUHYLRXV�SURJUDP��WKLV�
FRXOG�QHJDWLYHO\�DɱHFW�WKHLU�VFRUH�RQ�D�QHZ�
HɱRUW��,Q�WKH�WHFKQRORJ\�GHYHORSPHQW�ZRUOG��LW�

LV�VWDQGDUG�SUDFWLFH��SDUWLFXODUO\�LQ�WKH�FDVH�RI�
RQH�SRRU�FRQWUDFW�SHUIRUPDQFH��WR�GRFXPHQW�
OHVVRQV�OHDUQHG�IURP�WKH�H[SHULHQFH�DQG�GHVFULEH�
KRZ�WKDW�OHDUQLQJ�ZLOO�DSSO\�WR�D�QHZ�HɱRUW��
7KH�FXUUHQW�V\VWHP�LQFHQWLYL]HV�GRZQSOD\LQJ�
LQQRYDWLYH�RU�QRQĥVWDQGDUG�DSSURDFKHV�

7KH�GHIHQVH�LQGXVWULDO�EDVH¶V�LQQRYDWLRQ�LV�DOVR�
LPSDFWHG�E\�WKH�LQKHUHQW�GLɱHUHQFH�EHWZHHQ�
YHU\�ODUJH�FRPSDQLHV��ZKLFK�WKH�'R'�UHOLHV�RQ�WR�
SURGXFH�V\VWHPV�DW�VFDOH��DQG�VPDOO�FRPSDQLHV��
ZKLFK�WHQG�WR�EH�PRUH�ÀH[LEOH�DQG�LQQRYDWLYH��
0DQ\�YDOLG�UHDVRQV�H[LVW�IRU�WKH�ODFN�RI�DJLOLW\�LQ�
ODUJHU�FRPSDQLHV��LQFOXGLQJ�WKH�QHHG�IRU�KLJKO\�
FRRUGLQDWHG�HɱRUWV�DFURVV�D�ODUJH��VRPHWLPHV�
JHRJUDSKLFDOO\�GLVWULEXWHG�ZRUNIRUFH��GULYLQJ�
WKH�QHHG�IRU�VWDQGDUG�SURFHVVHV��DV�ZHOO�DV�WKH�
VRPHWLPHV�KXJH�¿QDQFLDO�LPSDFW�RI�IDOOLQJ�
VKRUW��:KLOH�WKLV�FRQVHUYDWLVP�FRQWULEXWHV�
WR�SHUIRUPDQFH�VDIHW\�DQG�VWDELOLW\��QR�GRXEW�
UHPDLQV�WKDW�LW�WHQGV�WR�LQKLELW�LQQRYDWLRQ��

0DQ\�FRPSDQLHV�UHFRJQL]H�WKLV�SUREOHP�
DQG�DWWHPSW�WR�LVRODWH�VPDOO�GHYHORSPHQW�RU�
SURWRW\SLQJ�RUJDQL]DWLRQV�IURP�WKH�UHVW�RI�WKH�
FRPSDQ\��7KH�LVRODWLRQ�LV�QRW�VLPSO\�SK\VLFDO�
EXW�DOVR�HQWDLOV�OHVV�EXUHDXFUDF\��IHZHU�SURFHVVHV��
DQG�JUHDWHU�LQFHQWLYHV�IRU�³RXW�RI�WKH�ER[´�
WKLQNLQJ��6LPLODUO\��WHDPLQJ�ZLWK�VPDOO�FHQWHUV�
RI�LQQRYDWLRQ�GXULQJ�HDUO\�GHYHORSPHQW�LQ�DQ�
DWWHPSW�WR�FLUFXPYHQW�WKH�VLJQL¿FDQW�FXOWXUDO�
GLVFRQQHFW�EHWZHHQ�VPDOO�DQG�ODUJH�FRPSDQLHV�FDQ�
GLVLQFHQWLYL]H�ERWK�WR�HɱHFWLYHO\�ZRUN�ZLWK�HDFK�
RWKHU��/DVWO\��D�GLVFRQQHFW�FDQ�DOVR�RFFXU�ZKHQ�
DQ�LQQRYDWLYH�FRPSRQHQW�SURWRW\SH�WUDQVLWLRQV�
LQWR�D�V\VWHP�WKDW�PXVW�UHOLDEO\�RSHUDWH�LQ�WKH�
WRXJK�HQYLURQPHQWV�RI�FRPEDW��EH�RSHUDWHG�E\�
QRQĥWHFKQLFDO�WURRSV��DQG�EH�VXVWDLQHG�IRU�\HDUV��

7KXV��ZKLOH�WKH�GHIHQVH�LQGXVWULDO�EDVH�FHUWDLQO\�
GHVLUHV�JUHDWHU�LQQRYDWLRQ��RQH�RI�WKH�NH\V�WR�
DFKLHYLQJ�LW�LV�IRU�JUHDWHU�LQQRYDWLRQ�LQ�WKH�ZD\�
WKH�JRYHUQPHQW�VSHFL¿HV��HYDOXDWHV��DQG�ZRUNV�
ZLWK�FRQWUDFWRUV��6SHFLI\LQJ�KRZ�WKH�SRWHQWLDO�
IUXLWV�RI�LQQRYDWLRQ�ZLOO�EH�WUDGHG�Rɱ�ZLWK�SRVVLEOH�
QHJDWLYH�ULVN��FRVW��DQG�VFKHGXOH�LPSDFWV�ZRXOG�
KHOS��6SHFLI\LQJ�SHUIRUPDQFH��FRVW�DQG�VFKHGXOH�
REMHFWLYHV�ZLWKRXW�FUHDWLQJ�DQ�LPSUHVVLRQ��UHDO�
RU�LPDJLQDU\��DERXW�³IDYRUHG´�VROXWLRQV�ZRXOG�
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DOVR�KHOS��%HFDXVH�RQH�RI�WKH�UHTXLUHG�DWWULEXWHV�
LQ�D�WLPH�RI�XQFHUWDLQW\�RQ�WKH�EDWWOH¿HOG�LV�
ÀH[LELOLW\��WKH�'R'�PXVW�¿QG�ZD\V�WR�VSHFLI\�
TXDQWLWDWLYHO\�ZKDW�ÀH[LELOLW\�PHDQV�LQ�WHUPV�RI�D�
SDUWLFXODU�V\VWHP��KRZ�LW�ZLOO�HYDOXDWH�DQG�WHVW�WKH�
V\VWHPV��DQG�VR�RQ��4XDQWLI\LQJ�ÀH[LELOLW\�IRU�WKH�
SDUWLFXODU�VLWXDWLRQ�LQYROYHG��VSHFLI\LQJ�LW�DV�D�NH\�
SHUIRUPDQFH�SDUDPHWHU��DQG�GHVFULELQJ�WKH�SURFHVV�
IRU�HYDOXDWLQJ�LW�WKURXJK�WHVWLQJ�LQ�FRPSHWLWLYH�
GHPRQVWUDWLRQV�PD\�LQFHQWLYL]H�FRQWUDFWRUV�WR�
LQQRYDWH�DQG�SURYLGH�UHDO�V\VWHP�ÀH[LELOLW\�

Planning for surprise is no mystery
6XUSULVH�UHPDLQV�LQHYLWDEOH��PD\�FRPH�LQ�YDULRXV�
IRUPV��DQG�PD\�DULVH�EHFDXVH�RI�QHZ�WHFKQRORJLHV��
QHZ�V\VWHP�FRQVWUXFWV��RU�QHZ�ZD\V�RI�XVLQJ�
H[LVWLQJ�V\VWHPV��RSHUDWLQJ�LQ�QHZ�GRPDLQV�ZLWK�
QHZ�WDFWLFV�DQG�RSHUDWLRQV��,W�FDQ�EH�UHGXFHG�
E\�SD\LQJ�DWWHQWLRQ�WR�HPHUJLQJ�WHFKQRORJLHV��
ZDWFKLQJ�ZD\V�LQ�ZKLFK�SRWHQWLDO�DGYHUVDULHV�
RSHUDWH�DQG�WUDLQ��UHDGLQJ�WKHLU�SXEOLFDWLRQV��
DQG�WKLQNLQJ�DERXW�KRZ�WKH\�PLJKW�DYRLG�
8�6��VWUHQJWKV�DQG�H[SORLW�LWV�ZHDNQHVVHV��

7ZR�RWKHU�DVSHFWV�RI�VXUSULVH�
UHPDLQ�HTXDOO\�LPSRUWDQWħ

 � 7KH�'R'�VKRXOG�DVVXPH�WKDW�LW�ZLOO�KDSSHQ�
DQG�FUHDWH�D�FXOWXUH�RI�ÀH[LELOLW\�DQG�
DGDSWDELOLW\�LQ�KRZ�LW�VSHFL¿HV�DQG�EXLOGV�LWV�
V\VWHPV��LQ�KRZ�LW�WUDLQV�WKH�WURRSV�WR�¿JKW��
LQ�KRZ�LW�XVHV�QHZ�WHFKQRORJLHV��DQG�LQ�KRZ�
LW�HQFRXUDJHV�DQG�KDUQHVVHV�LQQRYDWLRQ�

 � 7KH�'HSDUWPHQW�VKRXOG�QRW�WKLQN�DERXW�
VXUSULVH�VROHO\�DV�WKH�SURYLQFH�RI�WKH�DGYHUVDU\��
,W�LV�WKH�'R'¶V�WR�H[SORLW�DQG�LQÀLFW��DQG�
DQ�RSSRUWXQLW\�WR�FUHDWH�XQFHUWDLQW\�RQ�
DGYHUVDU\�RSHUDWLRQV��LPSRVH�FRVW��DQG�ZHDNHQ�
WKH�DELOLW\�WR�UHVSRQG�WR�8�6��LQLWLDWLYHV�

.H\V�WR�DFKLHYLQJ�WKHVH�REMHFWLYHV�LQFOXGH�
DJJUHVVLYH�UHG�WHDPLQJ��EDODQFLQJ�ULVN�
ZLWK�RSSRUWXQLW\��HQFRXUDJLQJ�GLYHUVLW\�RI�
WKRXJKW�DQG�DSSURDFKHV��EXLOGLQJ�D�FXOWXUH�RI�
LQQRYDWLRQ��VHHNLQJ�RXW�DQG�HPEUDFLQJ�QHZ�
WHFKQRORJLHV��DQG�IDVKLRQLQJ�V\VWHPV�WKDW�FDQ�
EH�EORFN�XSJUDGHG�LQ�V\QFKURQL]DWLRQ�ZLWK�
WKH�RSHUDWLRQDO�F\FOHV�RI�WKH�WURRSV�WKDW�ZLOO�
XVH�WKHP��DQG�ZKRVH�V\VWHP�RSHUDWLRQV�DQG�
DOJRULWKPV�FDQ�EH�DOWHUHG�OLWHUDOO\�RYHUQLJKW�
WR�PLWLJDWH�SUREOHPV�RU�H[SORLW�RSSRUWXQLWLHV�
WKDW�SUHVHQW�WKHPVHOYHV�RQ�WKH�EDWWOH¿HOG��

Surprise remains inevitable, may come in 
various forms, and may arise because of new 
technologies, new system constructs, or new 
ways of using existing systems, operating in new 
domains with new tactics and operations. 
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Supporting DSB reports
7UDQVIRUPDWLRQ��$�3URJUHVV�$VVHVVPHQW�
ī�����VXPPHU�VWXG\Ĭ

��VW�&HQWXU\�6WUDWHJLF�7HFKQRORJ\�
9HFWRUV�ī�����VXPPHU�VWXG\Ĭ

Challenges to Military Operations in Support 
RI�8�6��,QWHUHVWV�ī�����VXPPHU�VWXG\Ĭ

&UHDWLQJ�DQ�(ɲHFWLYH�1DWLRQDO�6HFXULW\�
,QGXVWULDO�%DVH�IRU�WKH���VW�FHQWXU\�ī����Ĭ

&DSDELOLW\�6XUSULVH�ī�����VXPPHU�VWXG\Ĭ

%X\LQJ�&RPPHUFLDO�ħ�*DLQLQJ�WKH�&RVW�
6FKHGXOH�%HQHÀWV�IRU�'R'�6\VWHPV�ī����Ĭ

)XOÀOOPHQW�RI�8UJHQW�2SHUDWLRQDO�1HHGV�ī����Ĭ

Enhancing Adaptability of our Military Forces 
ī3DUWV�$�DQG�%Ĭ�ī�����VXPPHU�VWXG\Ĭ

,PSURYHPHQWV�WR�6HUYLFHV�&RQWUDFWLQJ�ī����Ĭ

%DVLF�5HVHDUFK�ī����Ĭ

Technology and Innovation Enablers for 
6XSHULRULW\�LQ������ī�����VXPPHU�VWXG\Ĭ

6WUDWHJLF�6XUSULVH�ī�����6XPPHU�6WXG\Ĭ
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A CALL TO ACTION
The seven defense priorities the Defense Science Board offers 
for the new Administration differ greatly in kind. 

3URWHFWLQJ�WKH�KRPHODQG�DQG�GHWHUULQJ�WKH�XVH�
RI�QXFOHDU�ZHDSRQV�DUH�FRUH�UHVSRQVLELOLWLHV�DQG�
FRPSHWHQFHV�RI�WKH�'HSDUWPHQW�RI�'HIHQVH��DQG�
RI�WKH�KLJKHVW�SULRULW\��&KDQJLQJ�FLUFXPVWDQFHV��
QHZ�DGYHUVDULHV��DQG�HYROYLQJ�WHFKQRORJ\�SUHVHQW�
FKDOOHQJHV�WKH�'HSDUWPHQW�PXVW�DQG�FDQ�PHHW�

7KH�PLVVLRQ�WR�VXSSRUW�VWDELOL]DWLRQ��
UHFRQVWUXFWLRQ��SHDFH�NHHSLQJ�DQG�QDWLRQ�
EXLOGLQJ�JUHDWO\�GLɱHUV�IURP�FRQÀLFW�ZLWK�WKH�
DUPHG�IRUFHV�RI�DGYHUVDU\�VWDWHV��D�PLVVLRQ�DULVHQ�
DJDLQ�RYHU�WKH�ODVW�KXQGUHG�\HDUV��PDGH�HYHQ�
PRUH�GLɷFXOW�E\�WKH�LQHOXFWDEOH�DFFRPSDQ\LQJ�
LQVXUJHQF\��*UD\�]RQH�FRQÀLFWV�DOVR�UHSUHVHQW�
D�YHU\�GLɱHUHQW�PLVVLRQ�WKDQ�FRQYHQWLRQDO�ZDU�
ZLWK�DGYHUVDU\�VWDWHV��DQG�ZLOO�LQFUHDVLQJO\�EH�WKH�
QRUP�DV�RWKHU�FRXQWULHV�VHHN�ZD\V�WR�DYRLG�GLUHFW�
FRQÀLFW�ZLWK�WKH�SRWHQW�8�6��DUPHG�IRUFHV��DQG�
\HW�DFFRPSOLVK�WKHLU�DJJUHVVLYH�SROLF\�REMHFWLYHV�

,QIRUPDWLRQ�DQG�LQIRUPDWLRQ�WHFKQRORJ\�VWDQGV�DW�
WKH�KHDUW�RI�PRGHUQ�ZDUIDUH�IRU�WKH�8QLWHG�6WDWHV�
DQG�LWV�DGYHUVDULHV��,QIRUPDWLRQ�GRPLQDQFH�PXVW�
EH�D�'R'�JRDO�DV�LW�LV�DOVR�D�JRDO�RI�DGYHUVDULHV��

&\EHU��LQWHOOLJHQFH�V\VWHPV��DQG�DXWRQRP\�SUHVHQW�
D�WKUHDW�WR�PLWLJDWH�DQG�DQ�RSSRUWXQLW\�WR�JUDVS��
LQWHOOLJHQW�V\VWHPV�DQG�DXWRQRP\�DUH�VLPLODU�

)LQDOO\��UHODWLYH�WR�DOO�RI�WKH�DERYH��DQG�PRUH��
WKH�'HSDUWPHQW�PXVW�EH�SUHSDUHG�WR�HɱHFWLYHO\�
UHVSRQG�WR�LQHYLWDEOH�VXUSULVH��DV�ZHOO�DV�FDXVH�
VXUSULVH�WR�GHWHU�DQG�FRQIRXQG�DGYHUVDULHV��
'RLQJ�VR�SDUWO\�GHSHQGV�RQ�WHFKQRORJ\��HYHQ�
PRUH�RQ�WKH�ZD\�WKH�'HSDUWPHQW�ZRUNV��
DQG�PRVW�RI�DOO�RQ�WKH�'HSDUWPHQW�FXOWXUH��
$W�WKH�HQG�RI�WKH�GD\�WKH�'R'¶V�FXOWXUH�RI�
LQQRYDWLRQ�ZLOO�OLNHO\�RɱHU�FRPSHWLWLYH�PLOLWDU\�
DGYDQWDJH�DV�DQ\�WHFKQRORJ\�RU�V\VWHP�

%\�VXPPDUL]LQJ�WKH�PDLQ�¿QGLQJV�DQG�
UHFRPPHQGDWLRQV�RI�WKH�'HIHQVH�6FLHQFH�%RDUG�
RYHU�WKH�ODVW�GR]HQ�\HDUV��WKH�%RDUG�LQWHQGV�WKLV�
UHSRUW�WR�DVVLVW�WKH�LQFRPLQJ�$GPLQLVWUDWLRQ�
WR�PDNH�D�IDVW�VWDUW�LQ�DGGUHVVLQJ�SUHVVLQJ�
QDWLRQDO�VHFXULW\�LVVXHV�DQG�RSSRUWXQLWLHV�
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PHOTOGRAPHY CREDITS
Ch1. pg 14. 8�6��$UP\�6SFV��&KDUOHV�)ULHGULFK�DQG�%UDQGRQ�%LUJH��ERWK�ZLWK�WKH�����WK�(QJLQHHU�
%DWWDOLRQ��0LVVRXUL�$UP\�1DWLRQDO�*XDUG��¿OO�VDQGEDJV�WR�KHOS�ZLWK�ÀRRG�UHOLHI�HɱRUWV�LQ�'XWFKWRZQ��
0R���$SULO�����������7KH�8�6��&RDVW�*XDUG��$UP\�&RUSV�RI�(QJLQHHUV�DQG�1DWLRQDO�*XDUG�XQLWV�UHVSRQGHG�
WR�PDMRU�ÀRRGLQJ�DORQJ�ULYHUV�LQ�WKH�0LGZHVW��Ī'R'�SKRWR�E\�0LFKHOOH�4XHLVHU��8�6��$UP\�1DWLRQDO�
*XDUG�5HOHDVHGī

Ch 2. pg 22. 8�6��$LU�)RUFH�%ĥ��6SLULW�ERPEHU�DLUFUDIW�IURP�:KLWHPDQ�$LU�)RUFH�%DVH��0LVVRXUL��OLNH�
WKH�RQH�SLFWXUHG�DERYH��GHSOR\�WR�$QGHUVHQ�$LU�)RUFH�%DVH��*XDP��DV�D�URXWLQH�GHSOR\PHQW�SURYLGLQJ�
JOREDO�VWULNH�FDSDELOLW\�DQG�H[WHQGHG�GHWHUUHQFH�DJDLQVW�SRWHQWLDO�DGYHUVDULHV�LQ�WKH�,QGRĥ$VLDĥ3DFL¿F�
UHJLRQ��Ī8�6��$LU�)RUFH�SKRWR�E\�$LUPDQ��VW�&ODVV�-RHO�3¿HVWHU�5HOHDVHGī

Ch 3. pg 30. &KLQHVH�GUHGJLQJ�YHVVHOV�DUH�SXUSRUWHGO\�VHHQ�LQ�WKH�ZDWHUV�LQ�WKH�GLVSXWHG�6SUDWO\�,VODQGV�
LQ�WKH�6RXWK�&KLQD�6HD�LQ�WKLV�VWLOO�LPDJH�IURP�YLGHR�WDNHQ�E\�D�3ĥ�$�3RVHLGRQ�VXUYHLOODQFH�DLUFUDIW�
SURYLGHG�E\�WKH�8QLWHG�6WDWHV�1DY\��0D\����������

Ch. 4 pg 36. 8�6��1DY\�)LUH�&RQWUROPDQ��VW�&ODVV�$DURQ�7DGORFN�PRQLWRUV�D�UDGDU�FRQVROH�LQ�WKH�
FRPEDW�LQIRUPDWLRQ�FHQWHU�DERDUG�WKH�JXLGHG�PLVVLOH�GHVWUR\HU�866�'RQDOG�&RRN�Ī''*���ī�LQ�WKH�
$WODQWLF�2FHDQ�)HE�����������7KH�'RQDOG�&RRN�ZDV�XQGHUZD\�LQ�WKH�8�6���WK�)OHHW�DUHD�RI�UHVSRQVLELOLW\�
FRQGXFWLQJ�D�KRPH�SRUW�FKDQJH�IURP�1DYDO�6WDWLRQ�1RUIRON��9D���WR�1DYDO�6WDWLRQ�5RWD��6SDLQ��Ī'R'�
SKRWR�E\�0DVV�&RPPXQLFDWLRQ�6SHFLDOLVW�6HDPDQ�(GZDUG�*XWWLHUUH]�,,,�5HOHDVHGī

Ch 5. pg 46. +H[DFRSWHU�GURQHV�À\LQJ�LQ�WKH�HYHQLQJ��&RS\ULJKW�������2NWD\�2UWDNFLRJOX��5DWRDWK��
,UHODQG
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Ch 6. pg 54. .KRZVW�3URYLQFH��$IJKDQLVWDQ�³�3IF��7XOOLR�3HUH]�ĪQHDUī��3IF��5\DQ�/HWKHP�ĪPLGGOHī��3IF��
-DUHG�%LVKRS�ĪIDUī��DOO�DVVLJQHG�WR��QG�3ODWRRQ��7URRS�%���VW�6TXDGURQ����UG�&DYDOU\�5HJLPHQW���UG�%ULJDGH�
&RPEDW�7HDP�³5DNNDVDQV�´����VW�$LUERUQH�'LYLVLRQ�Ī$LU�$VVDXOWī��XVH�VHFXUH�HOHFWURQLF�HQUROOPHQW�NLWV�
WR�UHFRUG�GDWD�RI�WKH�ORFDO�SRSXODWLRQ�LQ�6KDPDO�'LVWULFW��$IJKDQLVWDQ��-DQ������������7KH�PLVVLRQ�ZDV�
FRQGXFWHG�DORQJVLGH�VROGLHUV�ZLWK�WKH�$IJKDQ�1DWLRQDO�$UP\¶V����UG�&RUSV���VW�%ULJDGH���WK�.DQGDN���QG�
.R\��LQ�DWWHPSW�WR�¿QG�DQ\RQH�SRVVLEO\�ZRUNLQJ�ZLWK�LQVXUJHQWV�ZLWKLQ�WKH�GLVWULFW��Ī8�6��$UP\�SKRWR�
E\�6SF��%ULDQ�6PLWKĥ'XWWRQ��7DVN�)RUFH�������3XEOLF�$ɱDLUVī�Ī3KRWR�&UHGLW��6SF��%ULDQ�-��6PLWK�'XWWRQ�
Ī)256&20īī

Ch 7. pg 62. Fireball erupting in the South Tower, &RS\ULJKW������Ħ�5REHUW�-��)LVFK






