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From the Editor

The following themes and deadlines are established:
April-June 2020, Intelligence Analysis. This issue will focus on the various aspects of intelligence analysis and their
importance to operations. Deadline for article submission is 19 December 2019.

July-September 2020, Collection Management. This issue will focus on how the intelligence staff executes the tasks
of collection management in support of information collection. Deadline for article submission is 3 April 2020.

If you would like to receive a notification email when new MIPB issues become available on Intelligence Knowledge
Network, send an email to usarmy.huachuca.icoe.mbx.mipb@mail.mil requesting addition to MIPB’s announcement dis-
tribution list.

If you would like to receive a notification email when new intelligence doctrine is published, send an email to
usarmy.huachuca.icoe.mbx.doctrine@mail.mil requesting addition to the new doctrine announcement distribution list.

For us to be a successful professional bulletin, we depend on you, the reader. Please call or email me with any questions
regarding article submissions or any other aspects of MIPB. We welcome your input and suggestions.

Tracey A. Remus
Editor
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by Major General Laura A. Potter

Commanding General

U.S. Army Intelligence Center of Excellence

Intelligence assists commanders in seeing
through the fog and friction of war.

—FM 2-0, Intelligence

lamincredibly honored to take command
of the U.S. Army Intelligence Center of
Excellence (USAICoE) and join a team of
dedicated professionals committed to
shaping the future of the Army. When
| first came through Fort Huachuca’s
Buffalo Soldier Gate in August 1989, our
doctrine, organization, tactics, materiel,
and leadership were oriented on the
Soviet threat. In the decades after the
fall of the Soviet Union, | served in units
across the Army and the joint force while our Military
Intelligence (MI) Corps adapted to support conflicts
around the globe and, most significantly, the global war
on terrorism. My recent tours as U.S. European Command
J-2 and U.S. Army Europe G-2 gave me great insights
into where the Ml Corps and the Army must go to regain
our capability to support multi-domain operations with
intelligence to enable convergence at echelon. Multi-
domain operations includes the ability to “compete,
penetrate, dis-integrate, and exploit our adversaries”!
across all domains—air, land, maritime, space, cyberspace,
the information environment, and the electromagnetic
spectrum. | can think of no more important task at this
point in our Nation’s history than to ensure our force is
modernized, trained, and ready in order to maintain a
competitive edge.

Our Army is shifting focus in order to prioritize capabilities
across the force that are required to conduct large-scale
ground combat operations and multi-domain operations.
| specifically use the word prioritize rather than transition
because our Army will continue to be called uponfor limited
contingency operations, including counterinsurgency,

counterterrorism, and stability operations. The Army and
the joint force have men and women in harm’s way on a
daily basis in support of the counterterrorism fight, and

thus, we must continue to man, train,
and equip our MI formations for this
mission as we also build capacity for
large-scale ground combat operations
and multi-domain operations. In multi-
domain operations, our forces will face
an extremely complex environment
across all domains.

The National Defense Strategy outlines
the revisionist powers such as China
and Russia, and the rogue regimes such
as North Korea and Iran, in order to
emphasize the magnitude and caliber of
the threat. “We face an ever more lethal
and disruptive battlefield, combined across domains, and
conducted at increasing speed and reach—from close
combat, throughout overseas theaters, and reaching to
our homeland.”? The emphasis on the threat is linked to
the emphasis on the importance of the joint force and
strong alliances. “To succeed in the emerging security
environment, our Department and Joint Force will
have to out-think, out-maneuver, out-partner, and out-
innovate revisionist powers, rogue regimes, terrorists,
and other threat actors.”* The National Defense Strategy
outlines three lines of effort:

4 Rebuild military readiness as we build a more lethal
joint force.

4 Strengthen alliances as we attract new partners.

4 Reform the Department’s business practices for
greater performance and affordability.*

Building a more lethal force means capability, deter-
rence, and strength. We must have the capabilities to
deter aggression and strengthen our forces and allied
relationships. Our number one priority as an Army is
readiness, and the team here at Fort Huachuca has been
ensuring readiness for our Soldiers by preparing for the
shift to large-scale ground combat operations and in-
creasing their lethality. We have adjusted our programs
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of instruction and implemented rigor into our daily train-
ing and tasks. For the officers, we have adjusted the length
of the courses in order to fit in more repetitions of intelli-
gence preparation of the battlefield (IPB) and the military
decision-making process (MDMP), provide demanding ex-
ams focused on analysis and both oral and written com-
munication, and conduct more summative assessments.
The scenarios we use are dynamic and require critical
thinking. We have also increased the Soldier’s time in the
field to increase familiarization of their tradecraft in an
austere and disconnected, intermittent, and limited envi-
ronment, requiring students to be able to perform in both
an analog and digital battlespace. The training our officers
are currently enduring will posture them for the higher
operational tempo and demands of large-scale ground
combat operations.

We have also increased the time in the field for the
35G10 Geospatial Intelligence Imagery Analyst students.
As they have transitioned their training into an austere
environment, they have been able to work through dif-
ferent scenarios that require using descriptive geospatial
language, executing primary, alternate, contingency, and
emergency plans for various problem sets, and practicing
the fundamentals—warrior tasks and battle drills, map
reading, and land navigation. For the 35F10 Intelligence
Analyst students, we have extended their training in the
field by providing scenarios for them to “jump” their tac-
tical operations center for 24 hours, conduct overnight
operations during a 6-day field training exercise, and per-
form entry control point operations.

USAICOE, in partnership with U.S. Army Forces Command
and U.S. Army Intelligence and Security Command, has
also implemented the 2019-2020 Military Intelligence
Training Strategy (MITS). In order to allow commanders to
evaluate the intelligence warfighting function, MITS certi-
fies intelligence personnel through a four-tier system de-
signed with tables that certify the individual for each tier.
As units prepare for training center rotations, MITS allows
the commanders to certify intelligence personnel with the
specific scenarios they will encounter during their rota-
tions. Completing the certification allows commanders to
instill confidence in their intelligence Soldiers to execute
the functions required to support commanders’ decision.
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This issue of Military Intelligence Professional Bulletin
focuses on intelligence preparation of the battlefield, or
IPB. However, “there is far more to intelligence analy-
sis than simply IPB. Intelligence analysis must support
the commander’s decisions, situational understanding,
Army design methodology, MDMP, targeting, and force
protection considerations and continuous operational
assessments.”> Repetitions of IPB are crucial for intelli-
gence professionals to understand their fundamentals;
however, to prepare for large-scale ground combat op-
erations, we need to learn and prepare to become com-
fortable in an uncomfortable setting. The training we
have implemented and adjusted to contain more rigor
and critical thinking will allow the intelligence commu-
nity to properly and efficiently support any command-
er’s mission, across the continuum of operations.

GEN James C. McConville, 40™ Chief of Staff of the
Army, emphasizes winning. “Winning matters! We win
by doing the right things, the right way...Army leaders
have a sacred obligation to build cohesive teams that
are highly trained, disciplined, and fit that can win on
any battlefield.”® We have a sound plan to ensure that
Army intelligence can meet this obligation.

Epigraph

Department of the Army, Field Manual (FM) 2-0, Intelligence
(Washington, DC: U.S. Government Publishing Office, 6 July 2018), 5-6
(common access card login required).

Endnotes

1. Department of the Army, Training and Doctrine Command (TRADOC)
Pamphlet 525-3-1, The U.S. Army in Multi-Domain Operations 2028 (Fort
Eustis, VA: TRADOC, 6 December 2018), i.

2. Office of the Secretary of Defense, Summary of the 2018 National
Defense Strategy of The United States of America, n.d., 3 https://dod.
defense.gov/Portals/1/Documents/pubs/2018-National-Defense-
Strategy-Summary.pdf.

3. Ibid., 5.
4. Ibid.
5. Department of the Army, FM 2-0, 6-2.

6. U.S. Army, “40™" Chief of Staff of the Army Initial Message to the Army
Team,” U.S. Army Worldwide News, August 12, 2019, https://www.army.
mil/article/225605/40th_chief _of staff of the_army_initial_message_
to_the_army_team.
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by Command Sergeant Major Warren K. Robinson

Command Sergeant Major of the Ml Corps
U.S. Army Intelligence Center of Excellence
-

We can talk about sensors, big data,
analytics, and modernization strategies,
but at the core of military intelligence is
intelligence preparation of the battlefield
(IPB). In 1975, U.S. Army BG Eugene Kelly,
Jr., approved the concept of IPB, saying that
“IPB is not new; we’ve been doing much
of it all along.” Since then, the Army has
formalized, documented, and updated the
original four-step process, most recently
in the March 2019 ATP 2-01.3, Intelligence
Preparation of the Battlefield. As we switch
our focus to large-scale ground combat
and multi-domain operations against a
peer threat, IPB has become more relevant than ever. This
major shift will cause us to relook how the Army conducts
business, and intelligence professionals must adapt.

Understanding the different types of operations in a highly
expeditionary environment will be a paradigm shift from
what most of the current Army has ever experienced. As we
prepare for multi-domain operations in 2028, intelligence
will be tasked to fill gaps previously not seen because the
capabilities of our adversaries are going to be much more
sophisticated than those we’ve experienced in the past 17
years of counterinsurgency operations.

IPB’s four-step process (with sub-steps) results in intelli-
gence products that allow staffs to effectively conduct the
military decision-making process and assist in developing
friendly courses of action and decision points for the com-
mander. It also helps commanders and staffs understand
friendly and enemy capabilities and vulnerabilities in each
domain. The process involves 1) defining the operational en-
vironment, 2) describing the environmental effects on op-
erations, 3) evaluating the threat, and 4) determining threat
courses of action.

You might be asking yourself, “In the hectic pace of large-
scale ground combat operations, who has time for all these
steps and sub-steps?” The answer is, “We do.” Remember,
the “P” in IPB stands for “preparation.” Hasty preparation
rarely resultsin a quality product, so following the IPB process
is of paramount importance. In addition, IPB sets the stage

Always Out Front!

for the location of forces, logistics, and
required capabilities to offer the advantage
of control by evaluating multiple courses
of action based on capabilities, effects,
and potential/probable circumstances. It
is therefore critical to planning information
collection and targeting operations. It
affects every other warfighting function
and ensures a complete view of the
operational environment.

Land is not the only domain we must
consider in IPB. We need to take into
account all the domains—air, land,
maritime, space, and cyberspace, as well
as the information environment and the electromagnetic
spectrum—and we need to understand how these areas
interrelate. It’s a tall order, but that’s why the IPB process
is so important. One of the biggest shifts in preparing for
multi-domain operations is recognizing our peer threats’
cyberspace capabilities and the potential effects on friendly
networks. For example, the traditional modified combined
obstacle overlays will now likely include cyberspace
considerations such as telephone networks, radio stations,
internet cafés, and media kiosks, among other things. An
entity that controls the flow and content of information in
multiple domains has a significant advantage.

Effective IPB does not just happen. It requires training
with several sets and reps in multiple environments and
scenarios. It is also a collaborative effort, with close inter-
action between the commander, the G-2/S-2, the G-3/S-3,
and the rest of the staff. This offers not only an opportunity
to become proficient in conducting IPB, but also provides
opportunities for the professional development of officers,
warrant officers, and noncommissioned officers of every
rank.

The intelligence warfighting function requires each disci-
pline to bring its unique flavor to fill in gaps left by others.
Intelligence plays an important role in situational under-
standing across all domains, and IPB is a great opportunity
to showcase how the disciplines create a full picture of an
adversary and the battlefield.
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Greetings once again from the edge of
the frontier. By now, two things should
have occurred as we begin the next fiscal
year—a vast majority of the 19-02 movers
are settling into one of their top choice
assignments, and we know our future chief
warrant officers 3,4, and 5 (admittedly, this
one might not have occurred). Regardless,
congratulations on both accounts! A
promotion and a new assignment are
opportunities for continued service
and the development of your technical
expertise in a new environment and with
new responsibilities.

Permanent changes of station (PCS) and the annual
promotion board are arguably the most stressful events
for you and your family. While many factors help produce
individual desired results, most are out of our hands at the
decisive point of action...assignment slating and board file
voting. The only things any of us actually control are our
performance and our ability to ensure our “data” is current
and available to those making decisions during these two
events. To assist in this effort, the Army provides every officer
access to the My Board File and the Assignment Interactive
Module version 2 (AIM 2.0) tools to ensure our individual
and family readiness to compete for a promotion and a new
assignment. | cannot stress enough how important it is for
each of you to take advantage of these tools.

My mention of Army tools is an excellent segue to the topic
of this quarter’s Military Intelligence Professional Bulletin
(MIPB)—intelligence preparation of the battlefield (IPB).
IPB is the fundamental tool for all intelligence professionals
in understanding how terrain and weather affect friendly
and enemy capabilities and in determining threat courses
of action. Though doctrinally defined as a “staff” function,
more often than not this task falls squarely on the shoulders
of the intelligence professionals in the formation. In reality,
IPBis all about sense-making—sorting through large swathes
of data to portray a clear and understandable picture for a
decision maker. We can compare the utilization of IPB as it
relates to both a PCS and a promotion board. That’s right,
| am going to demonstrate how you can use the four-step
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by Chief Warrant Officer 5 David J. Bassili

Chief Warrant Officer of the Ml Corps

U.S. Army Intelligence Center of Excellence
_—

IPB process to determine your success in
getting the job you want or charting a path
to that next promotion.

Define the operational environment.
Instead of diving into the relative and
significant characteristics within the
area of operation/area of influence and
identifying what we do not know, look
at what we know. The first step of IPB
for a PCS or promotion board is an email
notification from your career coach at
Human Resources Command (HRC) and/
or a Military Personnel (MILPER) message
defining the steps you must take to ensure
readiness for the event. In preparing for a PCS, this phase
happens in two steps: (1) receipt of an officer-identified-to-
move message from HRC and (2) the opening of the AIM 2.0
marketplace to identify available vacancies. For a promotion
board, the MILPER message defines when the board will
convene and when the My Board File application is open
and closed. It also indicates the steps an officer can take to
update their file. The area of operation and area of influence
are now set, and you should know what gaps exist in your
individual and family readiness to prepare for the next steps.

Describe the environmental effects on operations. While
not necessarily a threat model, a modified combined obsta-
cle overlay, a weather effects matrix, or an ASCOPE! briefing,
many tools are available that help describe what assignments
aretheright ones for anindividual and the baseline for career
progression and success. These tools include DA Pam 600-3,
Officer Professional Development and Career Management,
and the included career maps and descriptions of expected
knowledge and experience by grade; Active Component
Manning Guidance messages; military occupational spe-
cialty (MOS) shortage messages; and promotion board
after action reports describing trends relative to promotion
selection. Using these resources, an individual can com-
pare their personnel file, through a critical lens, with their
assignment history and career goals. These tools can help
assess the likelihood of landing that assignment in Florida
or the chance of selection to the next grade. In the end
though, much like the enemy always getting a vote, Army




requirements very much drive outcomes for both assign-
ments and promotions...Murphy’s Law.

Evaluate the threat. While | make no purposeful attempt
to equate Army processes to traditional threats, consider-
ations and actions (or inactions) surrounding an individual
officer or their family could prevent a specific assignment
or detract from a promotion opportunity. As an example
from the PCS standpoint, the Exceptional Family Member
Program (EFMP) comes down to capacity at a given assign-
ment location or failure of an individual officer to complete
or maintain their EFMP currency. If a location or installation
cannot provide specific medical care or has reached patient
capacity, an officer’s EFMP status will prevent assignment.
As an example from a promotion board’s standpoint, if an
officer is competing for chief warrant officer 4 but has not
attended the Warrant Officer Advanced Course and only
possesses a high school education, that officer may be at
risk for promotion. Similarly, if a chief warrant officer 2 holds
an over-strength MOS, promotion opportunity to chief war-
rant officer 3 will likely be extremely competitive. As in IPB,
identifying and assessing those aspects of your career and
family that could potentially affect a future assignment or
promotion can help define expectations of and threats to
success.

Determine threat courses of action. In relation to this fi-
nal step of IPB, the courses of action for determination
are those an officer takes to mitigate the previously iden-
tified threats. Hasty IPB against a traditional threat is less
than ideal; therefore, waiting until the last minute before

a PCS or promotion board is unlikely to result in success.
Make a career plan, with branches and sequels. Take time
to understand DA Pam 600-3, create a plan to balance your
workload with taking those online college classes you keep
putting off, have a candid conversation with your rater and
senior rater about how to earn that most qualified evalu-
ation, and probably most importantly, maintain your fam-
ily readiness to maximize your assignment options. The
AIM 2.0 marketplace is designed for you and units to inter-
act with one another before any assignment decisions are
made. Take the time to fill out your resume and reach out
to points of contact for potential assignments, especially
if that assignment billet lists the commander or senior in-
telligence officer. Never forget, you are your best career
manager.

The Army’s IPB process is a time-tested means of sense-
making and predicting outcomes. While my correlation
above may not be a perfect representation to all, as you take
the time to read this month’s contributions to MIPB, as well
as ATP 2-01.3, Intelligence Preparation of the Battlefield,
you may find that IPB has more applicability than simply
a process used in military planning. Thank you all for your
continued contributions to our Army, the Nation, and the
Military Intelligence Corps.

Endnote

1. ASCOPE—areas, structures, capabilities, organizations, people, and
events.

Always Out Front!

One of the most important legacies that today’s senior leaders can leave with
the Army is to mentor junior leaders to fight and win future conflicts. Mentoring
develops great leaders to lead great Soldiers.

—DA Pam 600-3, Officer Professional Development and Career Management

Military Intelligence



by Major James H. McMiillian, Jr.

Introduction

Commanders and staffs need timely, accurate, relevant, and predictive
intelligence to understand threat characteristics, goals and objectives,
and courses of action to successfully execute offensive and defensive
tasks in large-scale combat operations.*

FM 2-0, Intelligence
Many intelligence professionals recall using FM 34-130,
Intelligence Preparation of the Battlefield, first published
in 1989. This Cold War era publication contained unique
products and narratives for the analysis of peer threats con-
ducting conventional warfare. When operations in Iraq and
Afghanistan began, counterinsurgency became the priority.
Since that time, the proliferation of advanced technologies,
such as unmanned aircraft systems, cyberspace warfare, and
antiaccess and area denial capabilities, has leveled the play-
ing field in some instances for conducting operations against
our adversaries in contested operational environments.
The shift from counterinsurgency to large-scale ground
combat operations called for a review of the intelligence
preparation of the battlefield (IPB) process to ensure we ad-
dressed characteristics of the operational environment and
complex operations across all steps of the process.

The publishing of FM 3-0, Operations, in 2018 marked the
return to an emphasis on large-scale ground combat op-
erations. LTG Michael Lundy, Commanding General of the
Army Combined Arms Center and Fort Leavenworth and
Commandant of the Army Command and General Staff
College, states in the foreword to FM 3-0 that the manual
“provides the tactical and operational doctrine to drive
our preparation, and when necessary, execution.”? IPB is
key to preparing for large-scale ground combat operations
described in FM 3-0, and it is the cornerstone of what in-
telligence analysts do—use the IPB process to develop an
accurate picture of threat courses of actions and determine
how threat capabilities may be used over time and space.

Updating ATP 2-01.3

The update to ATP 2-01.3, Intelligence Preparation of the
Battlefield, began in February 2017 with a 3-day workshop
atthe U.S. Army Intelligence Center of Excellence (USAICoE).
Intelligence professionals from across the Army attended
the workshop, including representatives from the National
Training Center, U.S. Army Cyber Command, 173" Airborne
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Brigade, U.S. Army Training and Doctrine Command G-2
Intelligence Support Activity, and Capabilities Development
and Integration Directorate at USAICoE. Participants pro-
vided insight into how we needed to revise the existing ATP
2-01.3, issued in 2014. Their objectives were to—

4 Understand the Army’s major trends and intelligence
challenges and their applicability with regard to updat-
ing ATP 2-01.3.

4 Learn about complex operational environments and the
effect they have on IPB.

4 Acquire an understanding of how intelligence analysts
can address a complex operational environment consid-
ering all relevant aspects and domains.

4 Obtain consensus for the way ahead.

The workshop’s primary task was to facilitate a discussion
to increase understanding of how IPB addresses the com-
plexities of today’s operational environments across all rele-
vant environmental aspects within and across each domain.
The purpose of the event was to ensure ATP 2-01.3 would
provide guidance for analyzing those complexities and de-
scribe the hybrid threats that are likely to exploit areas of
technological overmatch. The end state was an open and
honest discussion, anchored in doctrine, which was capable
of achieving specific solutions to update ATP 2-01.3 so that
it would support analysts’ needs.

The accumulated experience of the workshop’s partici-
pants included a former chief warrant officer of the Military
Intelligence Corps and a senior intelligence officer at the
National Training Center. All participants assisted in the re-
view of ATP 2-01.3 and the subsequent identification of areas
that needed to be addressed to shift the focus to large-scale
ground combat operations. All parties agreed the current
steps and sub-steps of IPB remain sound and allow analysts
to determine a multitude of possible threat courses of ac-
tions based on threat characteristics and capabilities. For
example, the four steps of IPB facilitate an analyst’s ability
to account for advanced technologies, such as the use of cy-
berspace, antiaccess and area denial capabilities, and pre-
cision long-range fires, as well as capabilities typically seen
in counterinsurgency environments such as improvised
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explosive devices and small arms ambushes. The thorough-
ness of the four steps speaks to IPB’s continued relevancy.
Its framework can be used successfully against any threat,
environment, and capability.

IPB Process

The IPB process consists of the following four steps:
+
+
+
+

It is important to note that IPB is a continuous process.
Continuous analysis and assessment are necessary to main-
tain situational understanding of an operational environ-
ment in constant flux.3

Define the operational environment.
Describe environmental effects on operations.
Evaluate the threat.

Determine threat courses of action.

The workshop’s assessment concluded that the use of ad-
vanced technologies also forces analysts to determine how
these technologies may affect the operational environment
in ways they may not have previously considered. An exam-
ple of this is how cyberspace may extend the area of influ-
ence and the area of interest during a given operation. This
occurred during the Arab Spring of 2011 when the use of
social media played a part in the Arab uprisings, spreading
from Tunisia to other countries in the region. Another ex-
ample is Hamas’s use of the subterranean environment in
Gaza to infiltrate Israel, which effectively extended the bat-
tlefield and increased course of action possibilities for the

An Israel Defense Forces soldier overlooking a Hamas-built tunnel in Gaza during Operation Protective Edge, 20 July 2014.

threat commander. These examples demonstrate the mul-
titude of possibilities that staffs must account for over time
and space when considering how and when threat forces
may attempt to affect friendly operations.

The workgroup determined the current IPB framework
of steps and sub-steps is optimized to account for any new
threat and range of complex environments. The group also
determined the need to—

4 Discuss the peer threats, operational framework, multi-
domain operations, and identification of windows of

opportunity.

Provideadequatedetailscoveringalldomains, significant
aspects of each domain, and potential capabilities of a
hybrid threat across the entire publication.

Emphasize staff inputs and outputs and the importance
of leveraging national to tactical intelligence.

Improve PMESII, ASCOPE,* and civil considerations (with
an emphasis on the information environment).

Emphasize the use of the information environment in
threat courses of actions.

4 Highlight unique environments such as littoral, urban,

and subterranean.

Staffing ATP 2-01.3

Using recommendations from the workshop, doctrine
writers and subject matter experts created the new docu-
ment and disseminated it for worldwide staffing, from 25
June to 31 August 2018.
The USAICoE Doctrine
Division received 580 com-
ments (4 critical, 55 ma-
jor, 439 substantive, and
82 administrative) from 18
organizations. During the
3-month adjudication pro-
cess, Doctrine Division per-
sonnel determined how
best to address each com-
ment, which sometimes
required contacting orga-
nizations for clarification.
They edited and format-
ted the draft, and then
submitted it for review by
the USAICoE Commanding
General, who approved the
document on 18 December
2018.
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Additional Considerations

Precise intelligence is critical to targeting threat capabilities at the
right time and place to open windows of opportunity across domains.
Commanders and staffs receive effective intelligence when they direct
and participate in intelligence warfighting function activities...Close in-
teraction between the commander, G-2/S-2, G-3/5-3, and the rest of the
staff is essential, as the entire staff supports unit planning and prepara-
tion through the integrating processes and continuing activities.®
FM 2-0, Intelligence
The intelligence staff cannot conduct IPB in a vacuum. So
one of the main areas of emphasis in the updated ATP 2-01.3
is the importance of staff collaboration. Each staff section
plays an integral part in determining relevant aspects of the
operational environment. Without staff collaboration, it is
difficult if not impossible to give the commander a holis-
tic and accurate picture of the operational environment.
Chapter 1 of the updated ATP 2-01.3 describes staff col-
laboration by individual staff sections. Given the complex
operational environments and the capabilities that reside
within them, it is important to leverage the resident ex-
perts in their fields. It is also important to understand the
roles and responsibilities of each staff section as well as the
commander, executive officer, and G-3/S-3. This ensures
synchronization of the staff and facilitates a shared under-
standing of the threat.

The update of ATP 2-01.3 also involved detailing the same
emphasis that ADP 3-0 and FM 3-0, Operations, had put on
multi-domain operations and large-scale ground combat
operations. This included considerations for all domains.
For example, in ATP 2-01.3—

4 Appendix D, IPB Cyberspace Considerations, discusses
cyberspace considerations for each IPB step;

4 Chapter 7, Section Il, Unique Environments, highlights
littoral, urban, and subterranean environments; and

4 Chapter 8, Additional Considerations for Operational
Environments, discusses additional considerations for
each domain (air, land, maritime, space, and cyber-

space), the electromagnetic spectrum, and the infor-
mation environment.

Conclusion

During large-scale ground combat operations, our peer
threats will use conventional and unconventional tactics,
and our area of operations will likely include unique environ-
ments (littoral, urban, and subterranean). We will also rely
increasingly on the information environment. Therefore, we
must gain a deeper understanding of how the threat will
employ capabilities across the domains (air, land, maritime,
space, and cyberspace), the electromagnetic spectrum, and
the information environment to achieve an end state at a
time and place of its choosing.

The updated ATP 2-01.3 will help intelligence analysts to
adopt a holistic approach when analyzing operational en-
vironments. Providing an analysis of the time and place of
this end state will allow friendly commanders to develop
multiple courses of action and decision points to identify
windows of opportunity outside the threat’s decision cycle.
Operating outside the threat’s decision cycle and providing
the friendly commander multiple options across multiple
domains is key to conducting multi-domain operations and
large-scale ground combat operations.
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Editor’s Note: The following text is from ATP 2-01.3, Intelligence
Preparation of the Battlefield, 1 March 2019 (paragraphs 1-54
through 1-60).

Multi-Domain Understanding of the Operational
Environment

The interrelationship of the air, land, maritime, space, and
cyberspace domains, the information environment (which
includes cyberspace), and the [electromagnetic spectrum]
EMS requires a multi-domain situational understanding of
the [operational environment] OE. (See FM 3-0.) Seeing,
understanding, and responding to windows of vulnerability
or opportunity within each domain and the information en-
vironment can reduce risk to the force and enhance success
in chaotic and high-tempo operations, such as large-scale
combat operations. This makes situational understanding
essential to managing risk.

When commanders and staffs seek to understand friendly
and threat capabilities, they consider how, when, and why
those capabilities are employed in each domain, the in-
formation environment, and the EMS. From this under-
standing, commanders can better identify windows of
opportunity during operations. This allows a portion of the
joint force to establish a decisive point for the multi-domain
convergence of capabilities, which must be supported by
continuous intelligence operations across the domains for
the best effect. Since many friendly capabilities are not or-
ganic to Army forces, commanders and staffs plan, coordi-
nate for, and integrate joint and other unified action partner
capabilities in a multi-domain approach to operations.

Note. Decisive point is a geographic place, specific key
event, critical factor, or function that, when acted upon,
allows commanders to gain a marked advantage over
an enemy or contribute materially to achieving success
(JP 5-0).

During large-scale combat operations against a peer
threat, ground-force commanders may be required to con-
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duct tactical activities, such as a deliberate attack, to shape
the OE and gain a position of relative advantage for activi-
ties, such as joint fires, within the other domains. Once that
position is achieved, operations would continue to increase
the position of relative advantage in order to create a longer
window of superiority to facilitate follow-on missions and
operations across the domains.

Note. Position of relative advantage is a location or
the establishment of a favorable condition within the
area of operations that provides the commander with
temporary freedom of action to enhance combat power
over an enemy or influence the enemy to accept risk
and move to a position of disadvantage (ADRP 3-0).

Intelligence supports the commander by visualizing the
threat and detecting possible threat [courses of action]
COAs. Army forces must integrate and synchronize these
actions across multiple domains to create opportunities to
dislocate, isolate, disintegrate, and destroy enemy forces.
(See FM 3-0 for more information on these defeat mecha-
nisms.) Army forces strive to use intelligence, mobility, pro-
tection, and firepower to strike the enemy unexpectedly
in multiple domains and from multiple directions, denying
the enemy freedom to maneuver by creating multiple di-
lemmas that the enemy commander cannot effectively ad-
dress. Intelligence supports these operations by facilitating
situational understanding and supporting decision making.
Intelligence assists commanders in seeing through the fog
and friction of war.

Importance of Domain Interdependence

Domain interdependence refers to the reliance on one
or multiple domains to leverage effects or information.
Domains provide a means of viewing the OE based on
how capabilities are arrayed and employed. An OE does
not comprise a single domain; a capability’s effects are not
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limited to a single domain; and a capability is not employed
in a single domain. For example, a satellite is launched from
the ground and uses space as a medium for flight. The sat-
ellite may collect information from multiple domains and
transmit that information using cyberspace as a medium to
reach the ground, where the information can be processed,
exploited, and disseminated. It is important for command-
ers and staffs to understand interdependence in order to
visualize when and where capabilities can be leveraged by
friendly, neutral, and threat forces.

Because a multitude of effects (including threat, terrain,
and weather) can cross multiple domains, the interdepen-
dence of the domains, the information environment, and
the EMS must be considered when performing [intelligence
preparation of the battlefield] IPB. To do this, the S-2, with
assistance from other staff members and possibly outside
organizations, must address the operational framework
considerations and view the OE holistically.

Operational Framework Considerations

A thorough IPB effort and intelligence analysis assist each
echelon in focusing operations on all significant aspects of
the OE in time and space across multiple domains. This pre-
vents each echelon from focusing only on the close fight
and current operations. A broad focus across the opera-
tional framework considerations assists commanders and
staffs in better identifying friendly windows of opportunity
and threat windows of vulnerability within and across each
domain and the information environment. An operational
framework is a cognitive tool used to assist commanders
and staffs in clearly visualizing and describing the appli-
cation of combat power in time, space, purpose, and re-
sources in the concept of operations (ADP 1-01).

Table 1-1 lists the operational framework considerations
and how IPB and subsequent intelligence analysis support
each consideration. (See FM 3-0 for details on operational
framework considerations.)

Table 1-1. IPB and intelligence analysis support to operational framework considerations

October-December 2019
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Decision Point Tactics:
Intelligence Staffs’ Best Practices

Introduction

From 25 October to 9 November 2018, the 3 Armored
Brigade Combat Team (ABCT), 4™ Infantry Division, tested
their skills at the National Training Center, Fort Irwin,
California, by engaging in an intensive collective gunnery

and decisive action train-up. The following two articles de-
scribe a series of best practices for intelligence preparation
of the battlefield and information collection synchroniza-
tion from 3™ ABCT’s training before and during their rota-
tion at the National Training Center.

Intelligence Preparation of the Battlefield in a Time-Constrained Environment

by Captain Jason R. Steimel

Overview

This article describes best practices for maneuver battalion
intelligence officers when conducting intelligence prepara-
tion of the battlefield (IPB). These recommendations spe-
cifically support units conducting decision point tactics in
decisive action training environments, but they also apply
to all other formations. Although S-2s are responsible for
depicting multiple threat courses of action (COAs) to drive
the military decision-making process (MDMP), the S-2’s

U.S. Army photo by PFC Angel Sanchez, Operations Group, National Training Center

main adversary is time. The pace of simultaneously plan-
ning and conducting operations often overwhelms an in-
telligence section’s capacities. This article outlines three
techniques to overcome this by—

4 Training a deeper bench of analysts.
4 Getting a jump-start to IPB in garrison.

4 Incorporating planning standard operating procedures
(SOPs).

Soldiers assigned to 3 Armored Brigade Combat Team, 4" Infantry Division, Fort Carson, CO, put detail into building a terrain model prior to a combined arms rehearsal
during Decisive Action Rotation 19-02 at the National Training Center, Fort Irwin, CA, October 26, 2018.
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Decision Point Tactics Explained

So what are decision point tactics? In 1997, two oppos-
ing force commanders at the National Training Center’s 11t
Armored Cavalry Regiment defined the term as “the art and
science of employing available means at a specific point in
space and/or time where the commander anticipates mak-
ing a decision concerning a specific friendly COA. This deci-
sion is directly associated with threat force activity and/or
the battlefield environment.”?

The 11* Armored Cavalry Regiment continues to em-
ploy decision point tactics, and the 3™ Brigade, 4" Infantry
Division, used this approach during rotation 19-02 from
October to November 2018. For 3™ Brigade, anticipated de-
cisive phases were prepared with at least two distinct and
feasible branches—typically how to envelop an enemy force
or whether to conduct a forward or reverse slope defense.
The 3™ Armored Brigade Combat Team’s commander used
the information as a simple playbook from which to “call an
audible.”

U.S. Army photo by PFC Taylor McGinnnis, Operations Group, National Training Center

U.S. Army Soldiers assigned to 10" Cavalry Regiment, 3 Armored Brigade Combat Team, 4" Infantry Division,
Fort Carson, CO, observe enemy forces from an observation point during Decisive Action Rotation 19-02 at the

National Training Center, Fort Irwin, CA, October 28, 2018.

Build the Bench

S-2 officers in charge commonly conduct IPB with
insufficient assistance from their section, a practice that
is not sustainable in decisive action training environment
scenarios. This is fundamentally an issue of trust, derived
from inadequate training. “Building the S-2 bench” as far
left of collective training events as possible will mitigate this
problem.

Training analysts to conduct all steps of IPB is building the
bench. This is necessary because of the reality that military
intelligence leaders face—our new 35Fs (Intelligence
Analyst) require significant on-the-job training to keep
up with, and contribute to, the decisive action training
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environment. If analysts go into an operation untrained,
leaders commonly relegate them to “arts and crafts”
functions, such as copying acetate. This is a systemic issue.
Lizard 40, the intelligence team’s sergeant major at the
National Training Center, regularly emphasizes the need for
military intelligence Soldiers and noncommissioned officers
to serve as analysts, not as tactical operations center
support. This begins with their involvement in IPB and
carries forward to current operations, when analysts must
not only receive, analyze, and disseminate information but
also make recommendations. Analysts cannot perform these
duties without understanding the operational environment,
threat COAs, and the Blue Force maneuver plan. And the
S-2 cannot conduct IPB in a time-constrained environment
without trained and engaged analysts.

Planning IPB training is the first step. There is no reset
period following deployments and no allocation of time
for individual skill training in a squadron headquarters
and headquarters troop. However, it is critical to set aside
garrison or field time in advance for this
training in order to limit distractions.
Successful planning is deliberate, not
merely earmarked. This includes gathering
training materials (maps, protractors,
markers, acetate, and references); briefing
tasks, conditions, and standards; and
producing a training timeline. Using a
standard IPB product shell facilitates the
uniform instruction and completion of
IPB steps by analysts. For example, the
shell that the Military Intelligence Officer
Transition Course instructor uses facilitates
instruction as well as product completion.
Another best practice is to employ the
assistant S-2 and/or S-2 noncommissioned
officer in charge as mentors for junior
analysts to maximize understanding. S-2s can also
use the Central Army Registry’s comprehensive list of
35F individual and collective tasks to formalize training
standards.

Training analysts for decisive action training environment
scenarios requires an emphasis on IPB step 3 (evaluate the
threat) and step 4 (determine threat COAs) because of the
scenarios’ complexity. The process should start with a typical
opposing force order of battle (National Training Center Red
Book) and doctrinal templates from TC 7-100.2, Opposing
Force Tactics. Next, is to enable analysts to learn the key
differences between a maneuver and an area defense,
or integrated versus dispersed attacks, by having them
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complete their own doctrinal templates using a standard
threat composition. This maximizes analysts’ learning styles
because written and oral instruction augments the kines-
thetic of creating a template on acetate. This will allow ana-
lysts to subsequently build complete situational templates
over terrain, better understand the relationships between
warfighting functions, and later recognize COAs during cur-
rent operations.

Following this training, an S-2 section should be deep
enough to complete two situational templates simultane-
ously in a deployed environment. This allows the collec-
tion manager to overlay them quickly to produce the event
template.

Garrison Jump Start

Another method to maximize mission analysis planning
is to lean forward as much as possible, or simply put, to
complete IPB steps 1 through 3 before leaving home station.
This technique is feasible from defining the area of interest
in step 1 (define the operational environment) to finalizing
doctrinal templates with high-value target list and threat
capabilities by warfighting function in step 3. Typically, the
only significant gap is an accurate weather analysis from
step 2 (describe environmental effects on operations).
Historical climatological data and current lunar data can
provide a foundation to augment a section’s analysis of civil
considerations and terrain effects for this step.

Evaluate the Weather Effects on Military Operations
“The G-2/S-2 coordinates with the Air Force staff weather of-
ficer to provide weather effects to support operations. The fol-
lowing work aids assist in analyzing and describing weather
effects on operations:

4 Weather forecast charts are guides for determining the
weather information needed for planning and operations.

4 Light and illumination data tables are guides for determin-
ing the light and illumination data needed for planning and
operations.

4 Weather effects matrices are guides for determining the
weather effects on personnel, weapons, and equipment
needed for planning and operations.”?

Conducting the bulk of IPB in garrison not only extends the
amount of time a section has to complete it, but also allows
a more efficient environment to research and compile
products. This includes reliable internet and a litany of
office resources. It provides a stable location without daily
tactical operations center jumps and austere conditions.
Additionally, being at home station affords greater access
to higher headquarters intelligence enterprises for requests
for information and collaboration. Once deployed, the
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brigade combat team’s S-2 section may not be collocated
with, or be within any reasonable distance to, a battalion
or squadron headquarters tactical assembly area. Typically,
communications infrastructure and unit synchronization
both suffer the most during the start of any field operation.
This directly threatens the timely completion of initial
mission analysis and the rest of the MDMP, further
underscoring the need to deploy as prepared as possible.

Reverse IPB
Army doctrine previously described reverse IPB as—
4 “How the presence and actions of U.S. forces will affect
threat/adversary operations.”?

4 Atechnique the staff can use to aid in determining the en-
emy’s objectives.*

4 ¢ Reverse IPBrecognizes and takes into account “the enemy’s
assessment of U.S. forces operatingin the [area of operation]
AO...This subtle, critical and often missed sub-step ensures
that a much more realistic enemy COA sketch and statement
is produced during mission analysis [MA]. This will logically
carry forward to the later steps of MDMP, most importantly
the wargame. Conducting reverse IPB during MA ensures
that U.S. forces build in the enemy’s initial reactions/coun-
ter-reactions, and it produces a much more logical and re-
alistic enemy in the wargame. It also enables better results
for U.S. forces on the battlefield.”®

In order to promote clarity and avoid confusion between IPB
and wargaming, the latest version of ATP 2-01.3, Intelligene
Preparation of the Battlefield, does not include reverse IPB.

There is more to conducting IPB steps 1 through 3 in
garrison. One often-touted but underutilized technique
is reverse IPB, i.e., “how the presence and actions of U.S.
forces affect threat/adversary operations.”® Once in the
field, this practice typically falls apart because of the hectic
nature of establishing operations and the frenetic pace of
a brigade combat team’s planning. In garrison, however,
warfighting function representatives have more time
and space to collaborate. When directed, typically by the
executive officer or S-2, it is possible to capture how and
where all corresponding enemy systems, from logistics to
electronic warfare, may operate.

Another good tactics, techniques, and procedures is to
publish and disseminate an unclassified IPB reference that
leaders can read before deploying to gain a foundational
knowledge of the operational environment. The format of
this smart book should be convenient for leaders to deploy
with; it should fit in a cargo pocket for later use in mission
planning. If distributed before the mission analysis briefing,
leaders will have a better grasp of the terrain, the climate,
civil considerations, and the enemy, and be able to ask
questions and drive further planning. Once in theater, the
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book serves as an enduring reference down to the platoon
or section level for junior leaders. Some especially useful
additions include—

4 lllumination tables.

4+ Key terrain imagery.

4 Likely weather impacts to systems and system-accept-
able operating ranges (wind speeds for unmanned air-
craft system flight versus launch/recovery).

4 Red-light readable gridded reference graphics.

4 Conventional and unconventional force orders of battle.

4 Threat vehicle identification.

4 Weapon range charts.

Critical to seeing this product come to fruition is securing
funding for printing. The Defense Logistics Agency or simi-
lar garrison facilities will make a high quality, durable prod-
uct that lasts through the operation or deployment, but the
funding and printing process can take up to 2 months. These
books are also a great tool for every analyst in the S-2 sec-
tion. They can eliminate the need to carry several binders
of IPB data and Worldwide Equipment Guides. Creating the
leader’s books also has the benefit of ensuring analysts un-
derstand the operational environment, and the books can
be used to test analysts’ knowledge.

Always Plan
For intelligence to support operations, not having and not
adhering to a planning SOP is detrimental to maintaining
staff momentum and making recommendations for the next
fight. It is akin to not using a tactical
operations center SOP for current
operations battle drills. Without a
plan for how to plan, S-2 sections
may find it extremely difficult to
look past the first battle—one
in which they had more time for
and no current operations to
distract them. Enforcing these
codified processes, however,
will ensure S-2 sections can
simultaneously execute plans and
current operations in sustained
operations.

It is best to nest a planning SOP
with the brigade staff’s tendencies
and to refine it based on battalion/
squadron agreed-upon best prac-
tices. The best time to capture

upon completion of any culminating training exercise or
combat training center rotation. If possible, the staff should
develop these during the regeneration period before re-
turning to garrison and losing focus amid myriad home sta-
tion tasks.

Efficient S-2 current operations enables IPB/MDMP plan-
ning and vice versa. An updated tactical operations center
SOP should be understood by all analysts and include—

4 tactical operations center floor roles and responsibil-

ities,

primary, alternate, contingency, and emergency plan,
how-to guides for systems,

reporting flow diagrams for upper- and lower-tactical
internet, and

4+

The performance of roles and reporting processes should
be rehearsed ahead of operations.

significant activities tracker formats.

Similarly, a planning SOP should include timelines for rapid
and full MDMP, product shells (the IPB shell from earlier
analyst training can be used), and briefing formats. If not
identified in the tactical operations center SOP, the planning
SOP must delineate a plans space that is physically separate
from the current operations floor’s bustle. This could be a
separate tent, an attached but walled-off tent, or a vehicle.
Finally, this area needs a dedicated plans team identified
by position in the planning SOP. This ensures the S-2 offi-
cer in charge (or whoever is identified as the S-2 plans lead)
works mostly with the integrating cell’s other warfighting

A U.S. Army Soldier assigned to Bravo Battery, 3" Battalion, 29" Field Artillery Regiment, 3 Armored Brigade Combat
Team, 4™ Infantry Division, Fort Carson, CO, goes over the details of a fire mission for her crew during Decisive Active

these observations is immediately Rotation 19-02 at the National Training Center, Fort Irwin, CA, November 1, 2018.
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functions. It is easy for cur-
rent operations to consume
the S-2. This loses the lead for
the next battle and degrades
the battalion’s or squadron’s
ability to anticipate resources
and plan to seize positons of
relative advantage.

The cavalry squadron should
plan with brigade, physically
collocated whenever possible.
Typically, the squadron must
plan ahead of or with the bri-
gade because of the common
necessity of conducting line
of departure movement at
warning order 2. Planning in
parallel with brigade is ineffi-
cient and creates information
gaps. Just as a cavalry squad-

ron must move to the line of us. Army Soldiers assigned to 3" Armored Brigade Combat Team, 4™ Infantry Division, Fort Carson, CO, move to a new location

departure early to fight for in-
formation, a squadron staff finds itself fighting for the new-
est version of the plan. The other benefits of planning with
brigade are the formation of deeper relationships between
echelons and the ability to positively influence the recon-
naissance and information collection plan that the squad-
ron will soon execute.

The axiom of “always be planning” can apply to IPB dur-
ing MDMP itself. After the rush of mission analysis, the S-2
section has completed IPB. It then turns its focus to final-
izing the initial collection plan with the Blue Force scheme
of maneuver. The section then updates running estimates
and supports COA development, analysis, and comparison;
however, S-2s should continue refining IPB through MDMP
steps 3 through 5 (COA development, COA analysis, and
COA comparison, respectively) so that the planning does
not go to waste. This is particularly helpful when supporting
decision point tactics. Every Blue Force development will
possibly influence enemy reactions and either introduce
new enemy decision points or significantly change existing
ones. S-2s should not change briefed enemy COAs because
this is what the enemy is capable of and likely to do, in order
to achieve its higher headquarters’ end state. What should
change is the how—i.e., based on the Blue Force scheme of
maneuver, what options does the enemy have that may not
have existed previously?

Several field craft improvements can dramatically improve
the S-2’s planning efficiency:
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during a simulated attack during Decisive Action Rotation 19-02 at the National Training Center, Fort Irwin, CA, October 28, 2018.

4 First, building a separate battle board provides the sec-
tion a separate map area to develop situation templates
without interfering with the common operational pic-
ture. Although a plans map should also be present, it
is much easier to de-conflict its usage by space rather
than by time. Mount this board in a command track ve-
hicle or have it be stand-alone in the tactical operations
center to facilitate constant planning.

Second, if built with “standard drop” acetate fit, this
board further improves productivity and collaboration
among the staff, and even the brigade combat team
staff (if standard drop is a common feature), by allowing
instantaneous acetate transferring. Additionally, a sec-
tion can make standard drop acetates before deploying,
which reduces the amount of “arts and crafts” work its
analysts must perform in a tactical environment.

Third, digitally printed modified combined obstacle
overlays and line-of-sight acetate overlays from a func-
tioning plotter, if available, directly save analysts hours
of hand-drawn work on the map. This directly enables
them to develop detailed enemy COAs with situation
templates and decision points.

Conclusion

Through planning deliberate analyst IPB training, lever-
aging garrison time and resources before deploying, and
always planning, maneuver S-2s can overcome their great-
est threat—time. The coming decades will see nations
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continue to develop and adapt new technologies for the
conduct of warfare. Fields such as big data, machine learn-
ing, and artificial intelligence will exponentially increase
the need for military intelligence battlefield efficiency.
Building efficiencies and best practices into our Army’s in-
telligence enterprise today will make it easier to incorpo-
rate new technologies, tactics, techniques, and procedures
tomorrow.
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Squadron Information Collection Synchronization in Support of Decision Point Tactics

by First Lieutenant Evan Shields

Overview

This article describes how to synchronize information col-
lection in an armored cavalry squadron to best support
decision point tactics. Specifically, it discusses how to fo-
cus information collection planning efforts during various
phases of the military decision-making process (MDMP) and
create a detailed and synchronized information collection
plan while in a time-constrained environment. The author
developed these best practices from lessons learned as the
collection manager and assistant S-2 for the 4™ Squadron,
10t Cavalry Regiment, 3 Armored Brigade Combat Team,
4™ Infantry Division, during his involvement with com-
mand post exercise 2, warfighter exercise, Leader Training
Program, Military Intelligence Training Strategy, Iron Strike
exercise, and National Training Center Rotation 19-02.

Background

Information collection, when done correctly, synchronizes
the warfighting functions of intelligence, movement and
maneuver, and fires. However, when conducting informa-
tion collection, many collection managers make the error of
focusing on identifying general enemy activity, resulting in
unfocused collection that may not synchronize with other
warfighting functions. Ultimately, the brigade commander’s
decision points are what drive the brigade’s information col-
lection plan and thus the squadron’s information collection
plan and scheme of maneuver.

The purpose of information collection in an armored cav-
alry squadron is twofold:

4 To answer the priority intelligence requirements (PIRs)
that will enable the commander to exercise mission
command (via decision point tactics).
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4 Tosupport targeting in order to set favorable conditions
(shaping operations).

Both of these concentrations enable friendly forces to
seize, retain, and exploit the initiative to gain a position of
relative advantage over the enemy. In doing so, friendly
forces constrain the enemy to a reactive state throughout
the operation. To achieve this, however, the collection man-
ager must have an in-depth understanding of the assessed
enemy course of action (COA), the friendly COA (including
all decisive points, branches, and sequels), and the high-
value/high-payoff targets. Throughout the planning pro-
cess, it is crucial to have full integration of the collection
manager with the adjacent staff. This is especially true when
it comes to large-scale ground combat operations against
peer threats.

Intelligence Preparation of the Battlefield and
the Initial Collection Plan

Collection managers need to integrate themselves into
both the brigade and the squadron staff during intelligence
preparation of the battlefield (IPB). The analysis conducted
during IPB and its resulting products are critical to the cre-
ation of an effective information collection plan. This is par-
ticularly imperative when operating in a time-constrained
environment, which is typical of a cavalry squadron.
The S-2 staff mitigates the time constraint by complet-
ing the first three IPB steps before leaving garrison—step
1 (define the operational environment), step 2 (describe
environmental effects on operations), and step 3 (evaluate
the threat). Similarly, the collection manager is able to
create initial information collection products based on the
doctrinal threat templates and reverse IPB products. Using
the doctrinal threat templates and assessed order of battle,
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an initial information collection matrix is produced for
both offensive and defensive operations. It will not be as
comprehensive as the final information collection matrix,
but it may provide some initial information requirements,
indicators, and specific information requirements (SIRs). By
the squadron collection manager integrating into adjacent
echelons’ IPB process, their products will nest with the
adjacent echelons’ products, which facilitates shared
understanding.

Once the initial information collection matrix is completed,
the collection manager creates terrain-based areas of
interest without regard for friendly or enemy disposition
and direction of travel. These areas of interest will identify
ideal geographical locations for—

4 Position areas for artillery (both fires and counter-fires).
Command and control nodes.

Logistics lines.

Radars.

+
+

4 Air defense artillery.
+

4 Observation posts.
+

Advantageous sites for offensive and defensive

maneuver.

All warfighting function staff representatives should par-
ticipate in this effort to create areas of interest (each
with a predesignated color) based on identifying ter-
rain they themselves would use. This product is a reverse

S-2 staff) should refine the list of initial information require-
ments in conjunction with their brigade staff. The event
template and decision support matrix are the two most
useful planning tools for information collection during this
step of the MDMP. The event template depicts snapshots
of the assessed enemy scheme of maneuver and decision
points in time and space. This allows the collection manager
to identify when the enemy is moving at a faster or a slower
rate of speed than the collection manager had previously
anticipated and to adjust collection times. The decision sup-
port matrix will allow the collection manager and the S-2
to identify the enemy’s likely collection focus and potential
PIRs, which is critical to the cavalry squadron’s counter-re-
connaissance fight.

Identifying the enemy’s information requirements
through reverse IPB allows the brigade S-2 to determine
how the enemy commander is likely to array his or her as-
sets to collect the needed information. An effective and le-
thal cavalry squadron will not only answer PIRs and drive
decision points, but it will also retain freedom of maneuver
for the brigade combat team by degrading enemy collection
assets during the counter-reconnaissance fight. This will
enable the brigade combat team commander to keep en-
emy forces reactive to friendly actions either by targeting or
by exploiting the enemy’s collection efforts. Once squadron
and brigade have completed IPB, some of these informa-
tion requirements may be associated with probable friendly
decision points, at which point they become brigade PIRs.

IPB overlay (see Figure 1).
While this overlay will assist
in the future creation of a
named area of interest (NAI)
overlay, it may also serve as
a planning aid for staff sec-
tions later during the MDMP.
Additionally, current opera-
tions should use this prod-
uct when engaging in the
dynamic re-tasking of collec-
tion assets by providing the
collection manager with al-
ternate locations to identify
specific enemy elements.

Upon the receipt of warn-
ing order 1 and through the
completion of IPB step 4 (de-
termine threat COAs), the
squadron collection man-

ager (in conjunction with the
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Figure 1. Reverse IPB Overlay
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These PIRs are continually refined
throughout the MDMP. The collection
manager should be able to anticipate
how the squadron and brigade combat
team commander will fight, and then
plan accordingly, because at this point

the staff has not developed its COA.

MDMP is a commander-driven process. PIR

Information Collection Matrix PIR IDENTIEY
INFORMATION ABOUT

Following the mission analysis brief-
ing, the collection manager begins fur-

THE ENEMY, TERRAIN
AND WEATHER, AND

CIVIL CONSIDERATIONS
i 1 THE COMMANDER
ther d?velopment of the- |‘m.°ormat|on e CONMANDER
collection plan from the initial IPB ef- || IMPORTANT.

fort. These products will eventually lay
the groundwork to prepare the infor-
mation collection order, also known as
Annex L. The collection manager pro-
duces this in parallel with friendly COA
development. To achieve information

SIR
INDICATOR
EEI
SIR
INDICATOR
SIR
EEI
EEI FURTHER REFINE
PIR INTO AREAS
WHERE INFORMATION INDICATOR SIR
CAN BE COLLECTED
BY COLLECTION INDICATORS ARE POSITIVE OR
ASSETS. NEGATIVE EVIDENCE OF THREAT SIR FACILITATE
ACTIVITY OR ANY CHARACTERISTIC ASKING BY
OF THE AO THAT POINTS TOWARD SATCHING
THREAT VULNERABILITIES, THE REOUIREMENTS TO
ADOPTION OR REJECTION BY THE AngT CAABILITY,
THREAT OF A PARTICULAR ACTIVITY, :
OR WHICH MAY INFLUENCE THE
FRIENDLY COMMANDER'S
SELECTION OF A COA.

collection synchronization from this | Ao AREAOF OPERATIONS

EEI  ESSENTIAL ELEMENT OF INFORMATION
PIR PRIORITY INTELLIGENCE REQUIREMENT

SIR  SPECIFIC INFORMATION REQUIREMENT

. . . COA COURSE OF ACTION
point in the MDMP, the collection man-

Figure 2. Relationship of SIRs to Indicators, to EEls to PIR*

ager must be collocated and integrated

with the operations and fires staffs.

A Note on Essential Elements of Information

The first step in building the informa-
tion collection plan is completing the
information collection matrix, which
takes little time because an initial ma-

. . . into EEls.
trix was already prepared in garrison.

FM 3-98, Reconnaissance and Security Operations, and joint doctrine use EEls as a
bridge between PIRs and indicators that are eventually captured as SIRs as a part of the
information collection plan. However, ATP 2-01, Plan Requirements and Assess Collection,
dated 19 August 2014, eliminated EEls, and does not include the step of dividing PIRs

The squadron collection manager then refines the brigade
PIRs into essential elements of information (EEls), as shown
in Figure 2.

EEls focus the information collection to specific areas
within the area of operations that are likely to become ob-
jectives in the upcoming operation. Indicators are a further
refinement of EEls, focusing collection on positive or nega-
tive evidence of enemy elements and activity in the area.
Because of the specificity of indicators, once answered
these indicators may confirm or deny an enemy COA.
Moreover, they will provide the brigade combat team com-
mander with information needed to support his or her de-
cision-making cycle. When developing indicators, it is best
to think of them as how the various warfighting functions
associate with each EEl. Indicators will then be further re-
fined into SIRs. SIRs focus information collection by match-
ing the possible indicators to available collection assets.
Think of SIRs like three of the five senses:

4 What does it look like (cavalry squadron, full motion
video, and imagery intelligence)?

4 What does it sound like (communications intelligence)?
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4 What does it feel like (measurement and signature in-
telligence and unattended ground sensors)?

The final product must nest with the squadron command-
er’s reconnaissance guidance. To improve the common
understanding and association of PIR to decision points, de-
cision points should be included as the first column of the
information collection matrix.

Named Area of Interest Overlay

Upon completion of the information collection matrix, it
is time to develop the NAI overlay. The previously discussed
reverse IPB overlay may be useful at this point because
many of the color-coded areas of interest may now be NAls.
It is important to collaborate with the squadron S-3 section
to ensure that the scheme of maneuver supports the op-
eration’s information collection requirements and that it is
feasible to collect on the NAls under development. The two
most important mistakes to avoid when developing NAls
are oversizing and saturation.

Large NAls will not focus collection assets enough to fa-
cilitate timely and accurate reporting. If higher echelons
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develop and task the squadron with NAls that are too large,
it may be necessary to create smaller, more focused
squadron NAls inside them. Alternatively, a quick and
effective approach is to use the quadrant method of dividing
an oversized NAl into four quadrants (A, B, C, and D). Ideally,
the size of an NAl is dependent on the size of the enemy
or terrain being collected upon, not the capability of the
collection asset.

The collection manager develops NAls that are of an ap-
propriate size and orientation by drawing from the SIRs
generated for the information collection matrix and the
terrain without expanding the NAls to encompass an en-
tire grid square for convenience. Dissemination of the NAls
will be down to the lowest echelon; the NAls will eventu-
ally become objectives for the troopers and other collec-
tion assets. They require diligence and precision. It is also
important to consider the amount of terrain a single cavalry
troop can cover during a zone reconnaissance mission. Each
troop’s frontage should be 5 to 7 kilometers—anything out-

targets and desired effects in and around the NAls. Once the
fires staff plans a target within an NAI, it will become a target
area of interest (TAl). The type of fires and desired effects
on the target will depend on the operational requirements
and templated enemy within the TAIl. Because of staff
manning and time constraints, it is difficult to hold formal
target working groups at the squadron level. A good practice
is to combine the fires and NAl overlays onto the same sheet
of acetate as a forcing function for this synchronization.

Named Area of Interest Matrix and Worksheet

Once the NAIl overlay is complete, the collection manager
must record the grid coordinates to each corner of every
NAI/TAI to produce the NAI matrix. Employing available
Soldiers from multiple staff sections is a good practice to
mitigate this tedious process. The NAl worksheet comprises
a list of the task and purpose of each NAI/TAI. To maximize
efficiency, it is a good idea to combine these two products
to include all the information and to identify the TAls in red,
as shown in Figure 3.

side that range will degrade
their reconnaissance capa-
bility. A focused and priori-
tized scheme of collection
will rarely task a troop with
more than three to four
NAls per phase.

Generally, each brigade
combat team has a prede-
termined naming conven-
tion for its NAls, as well as
their subordinate units’
NAls. Squadrons need to
create an internal naming
convention as well. Creating
a naming convention that
correlates the NAls to their

corresponding PIRs works

best. For example, brigade allocates the squadron NAls
3100 to 3199. Internally, the squadron allocates NAls 3110
to 3119 to answer PIR 1, 3120 to 3129 to answer PIR 2, and
so on. The squadron reserves NAls 3100 to 3109 for informa-
tion requirements, which are associated with targeting and
shaping operations rather than specific PIRs and decision
points. Using this naming convention makes it far easier to
generate a common understanding of the task and purpose
of each NAI, as well as the PIR and decision point with which
they are associated.

Thefinalstepincompletingthe NAloverlayistosynchronize
with the S-2, S-3, and fires staff to identify preplanned

20

Figure 3. Example NAI Matrix and Worksheet

Information Collection Synchronization Matrix

Using all the previous products, along with the operation’s
scheme of maneuver, the collection manager produces
the information collection synchronization matrix (ICSM),
typically during step 4 (COA analysis), step 5 (COA
comparison), and step 6 (COA approval) of the MDMP,
with constant refinement throughout the operation. The
ICSM tasks each collection asset, graphically depicting the
scheme of collection in time and space. Current doctrine
lacks a good example of an ICSM, which prompted us to
create a new template for the squadron’s planning standard
operating procedure.

Military Intelligence



Enemy DTG and BTG Recon are set in OPs and ambush positions south of PL CAGE; Enemy MIBN+

begins occupying complex BPs

4-10 CAV begins Zone Recon, in SQDN Wedge, identify and destroy enemy RISTA, and identify
suitable trafficability of Arroyo crossing sites south of PL CAGE; Coldblood conducts air

insertion of OP 88 & 102
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Figure 4. ICSM Example

Abest practice is to refine the format of the ICSM after each
training exercise with the goal of depicting as much critical
information as possible while retaining a visually intuitive
product. The first and second rows of the ICSM, shown in
Figure 4, are a good place to include a brief summary of
the enemy and friendly COAs during each phase of the
operation. This aids in the continuous planning process and
serves the information collection manager as a script during
the various rehearsals before movement to the line of
departure. It also helps to frame the friendly action, enemy
reaction, and friendly counteraction cycle. This cycle helps
to incorporate cueing, mixing, and redundancy into the
ICSM, shown with specific symbols identified in the legend.
Color-coding each category of collection asset results in
quick and easy referencing. Last, but most important, the
friendly (squadron and brigade) and enemy decision points
in time and space are depicted along the third and fourth
rows of the ICSM.

Depicting decision points on the ICSM helps everyone to
visualize how the operation will develop and optimizes the
timing of collection assets. Before friendly decision points,
the collection manager tasks assets to collect on NAls that
contain the information requirements needed to reach
that specified decision point. For enemy decision points,
collection assets are tasked to exploit and maximize the
desired effects of friendly actions as they provoke enemy
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reactions or decision points. For example, the squadron
S-2 may determine that friendly forces seizing a certain
objective or key terrain will meet the criteria for the enemy
commander’s decision point to mass indirect fires on that
area. Then it is imperative that the squadron collection
manager, being predictive, request assets from higher to
collect on the assessed points of origin (using the reverse
IPB overlay) of enemy fires before friendly forces seize the
objective. The brigade’s geospatial intelligence capabilities
may be able to provide the assets, or a request may be
submitted to echelons above brigade for a national- or
theater-level collection asset. If done correctly, this cycle will
identify high-payoff targets for prosecution by appropriate
shooters and ultimately neutralize any indirect fires threat
while friendly forces seize the objective. Once again, this
will keep the enemy in a reactive state.

Annex L and Orders Production

According to Army doctrine, Annex L includes the NAI
overlay, NAI matrix, NAl worksheet, information collection
matrix, ICSM, and information collection overlay. During the
creation of Annex L, the goal of squadron collection manag-
ers is to generate a product from which troop commanders
can fight. The following are additions and recommenda-
tions for a squadron’s information collection products:

4 Include the enemy and friendly decision support matri-
ces with Annex L, as well as the friendly decision points
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in the first column of the information collection matrix,
to aid in the association of PIRs to decision points.

4 Ensure NAls are focused and are supported by a realistic
troop frontage.

4 Adjust squadron NAI naming conventions so that NAls
are easily associated with designated PIRs.

4 Combine the NAI matrix and NAI worksheet to save
time and effort.

4 Combine the information collection overlay and the
fires overlay to reinforce synchronization and targeting,
in lieu of a targeting working group.

4 Describe the assessed friendly action and enemy
reaction by phase in the first and second row of the
ICSM.

4 Depict friendly and enemy decision points by phase, as
well as cueing, mixing, and redundancy, in the ICSM.

4 Disseminate all information collection products across
all mission command systems (Distributed Common
Ground System, Command Post of the Future,
Advanced Field Artillery Tactical Data System, and
Joint Capabilities Release). A true synchronization of
information collection products across echelons and
warfighting functions is not achievable without this
dissemination up, down, and across.

Conclusion
Information collection is a critical component of decision
point tactics. It aims to answer the commander’s PIRs

necessary to making informed decisions, as well as enabling
targeting to set conditions for each phase of the operation.
By using the recommendations described in this article,
a collection manager can expect to produce a nested,
synchronized, and tactically sound information collection
plan. In doing so, the collection manager can prevent the all
too common problem of “chasing the shiny object” when
dynamically re-tasking collection assets. This will ensure
the information collection plan remains focused on driving
decision points and maximizes the brigade combat team’s
lethality.

Endnote

1. Department of the Army, Field Manual (FM) 3-98, Reconnaissance and
Security Operations (Washington, DC: U.S. Government Publishing Office
[GPO], 1 July 2015), 4-17.
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by Major Matthew Fontaine

Introduction

Time. It’s the staff’s most finite and critical resource when
planning operations. This is especially true for the S-2 dur-
ing the mission analysis step of the military decision-mak-
ing process. Throughout mission analysis, the S-2 leads the
intelligence preparation of the battlefield (IPB) process to
determine all valid enemy courses of action (COAs), also
known as threat COAs. The enemy COA is just one of various
overlays, charts, matrices, and sketches identified in doc-
trine as IPB outputs.?

Time-constrained environments, like those at the Joint
Readiness Training Center (JRTC), compound the challenge
of developing quality enemy COAs. During JRTC rotation
18-08, the 2" Brigade, 10™" Mountain Division’s brigade
combat team staff adhered to the general rule, and the bri-
gade commander’s explicit order, to allocate a minimum
of two-thirds of available time for the subordinate units to
conduct their planning.

In accordance with this guidance, our brigade executive
officer strictly allocated mission analysis time based on the

receipt of the higher headquarters orders. This resulted in
just 12 hours to prepare our initial mission analysis brief-
ing. Toward the end of the operation, the time allocated for
mission analysis was only 2 hours. Under these time con-
straints, waiting for the higher headquarters to publish an
order was not an option.

At JRTC, our S-2 section kept pace by anticipating how our
operation would unfold and by developing a series of po-
tential enemy COAs before the receipt of mission. These
enemy COAs were developed with the understanding that
some, if not most, of their details would later require sig-
nificant refinement. Others would be discarded wholesale
after the receipt of the mission. This was OK. When con-
ducting operations, we found it better to spend at least 2
hours early on, to save an hour later when planning time
was severely limited. What follows is the five-step frame-
work (see Figure 1) we used to rapidly generate and refine
enemy COAs.

Input Output
* Rotational base order
« Leadership Training Program IPB + Complete IPB steps 1 and 2
+ Anticipated AOR and AOI Step 1 steps products .
(JRTC "Box’ boundaries) Set Conditions | 45ngp (| Develop operational ECOA

« DATE and COEFOR publications * Failure option ECOA

AOI area of interest

AOR area of responsibility

IPB COA course of action
steps COEFOR  contemporary operating force
_ }- 3and 4 DATE decisive action training environment

ECOA enemy course of action

FM field manual

HPT high-payoff target

(| { - SuffiniiatesiDP | HQ heasaners
Rece|pt of mission IPB intelligence preparation of the battlefield
""""" Mission analysis "" =" =" "| JRTC Joint Readiness Training Center
Refine < Refined ECOAS MDMP military decision-making process
. Step 5 h . OPORD  operation order
. Elljglllhseﬁt&fgpgtsgtgleCOAs } Refine ECO As | 'PBstep } * Information collection and TC training circular
4 targeting inputs WARNORD  warning order

Figure 1. Enemy COA Development in a Time-Constrained Environment
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Step 1: Set Conditions

We leveraged spare time to the fullest to plan during re-
ception, staging, onward movement, and integration (RSOI).
Specifically, four efforts enabled the rapid development of
enemy COAs later on.

4 First, we completed IPB steps 1 and 2 for the entire
training area.

4 Second, we fully developed the assessed Joint Task
Force 21 enemy COA for the brigade combat team area
of operations (see Figure 2 on the next page). This en-
emy COA described in broad terms how the enemy
could achieve its end state. Working out the joint task
force enemy COA details better enabled us to visualize
how our entire operation would likely unfold.

4 Third, we developed a “failure option” COA, anticipat-
ing what actions the enemy might take if unable to
achieve its end state (see Figure 3 on the next page).

4 Fourth, we templated anticipated enemy positions
within key terrain and population centers to get ahead
on microanalysis in support of the subordinate units
(see Figure 4 on the next page).

These efforts enabled us to visualize how the entire op-
eration was likely to unfold. We predicted the next series
of offensive objectives and likely locations of defensive ar-
rays for the next phase using key terrain as a guide. Thinking
about the enemy’s objectives holistically from the start, and
the enemy’s failure option, improved our ability to define
the brigade’s close and deep fights throughout the rotation.

Step 2: Generate Options

We began the process of developing potential enemy
COAs with a short brainstorming session. Brainstorming for
the next battle period occurred once we issued the brigade
order but before the combined arms rehearsal. Using key
terrain and assessed enemy strength to inform our analysis,
we anticipated where and when friendly and enemy forces
would likely culminate during the current phase. We then
generated a series of enemy options using the offensive
and defensive templates described in TC 7-100.2, Opposing
Force Tactics. Sketches helped the team to quickly think and
identify the full range of actions the enemy could take to
accomplish their next mission. After generating options, we
brought the rest of the staff into the IPB process.

Step 3: Integrate the Staff

IPB is most effective when the full staff is integrated into
the analysis.2 However, a formal reverse IPB process is time-
consuming, and in our experience, it offers few results if the
S-2 section has not already generated an initial framework.
We found that a 30-minute reverse IPB session immediately
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following brainstorming efficiently and effectively incorpo-
rated expertise across the staff.

We began the working group by presenting our generated
options. Having this common enemy framework at the start
enabled the staff to quickly build on our initial ideas. We
recommend that warfighting function leads come prepared
with reverse IPB checklists that identify aspects of their ar-
eas most relevant to the fight. For example, a sustainment
IPB checklist ensures that potential high-payoff targets,
such as sustainment command posts, are included in the
overall analysis. The unit standard operating procedure con-
tains the checklist, and it is updated as particularly signif-
icant aspects of each warfighting function are brought to
light. With staff input, an initial enemy COA for each gener-
ated option is developed.

Step 4: Develop the Sketch and Statement

As with friendly COAs, enemy COAs are best framed using
statements and sketches. A good enemy COA tells a story. It
succinctly describes the enemy’s aim, means, and approach
to achieving its end state. The enemy COA title captures the
key elements of the enemy narrative and serves as an aid
to distinguish one enemy COA from another. Memorable
enemy statements and sketches rapidly develop shared un-
derstanding in time-constrained environments so that solu-
tions can quickly be produced and acted upon.

While unit standard operating procedures vary, we found
that a single PowerPoint slide per enemy COA was the best
tool for shared understanding. These slides were an excel-
lent briefing tool, better than acetate over a map, and su-
perior as a deliverable—easy to disseminate in both digital
and hardcopy formats for future study. Each enemy COA
slide contained only the essential elements necessary
for framing the problem and was free of the minutia that
tends to obfuscate briefings conducted under severe time
constraints.

ATP 2-01.3, Intelligence Preparation of the Battlefield,
notes that doctrinal friendly COA development models are
an excellent tool when developing enemy COAs.?> While
true, simple modifications to the friendly COA statement
and sketch in FM 6-0, Commander and Staff Organization
and Operations, produce more effective and timesaving en-
emy COAs.* In a time-constrained environment, we recom-
mend that each enemy COA sketch and statement include
the following information:

4 Type of attack or defense to be used—integrated attack
and dispersed attack or maneuver and area defense.

4 Organization of the enemy area of operations using the
three basic zones: battle, disruption, and support. The
sketch may also include attack and/or kill zones.

Military Intelligence



Mission: 171BTG fixes coalition forces IOV LEESVILLE, ECOA 171BTG DP .
SANGAN, AVELINO (3411) and the MPS to establish 1- 9622ABN/SPF Infil & River Crossing
blocking positions against 2/10BCT north of OAKDALE. 2- MOEIEQEERE of Captured ATR WPNs
m —
T: Seize SANGAN, MPS (OBJ CHRYSLER); 3 - 3451 reinforces OBJs TIGER and
@ Secure HWY 28; Fix LION (DEEP COA)
1711/ e) P: Prevent massing of CBT PWR on 173BTG 4- 1711 attacks to seize OBJ CHRYSLER

(BREAK IN COA)
5 - Commit Reserve / 1714 TK BN
6 - DTG/SAPA employs chemical weapons
7 - Salasyl incites civil discord
8 - Failure Option (Situational Defense)

m

@ T: Seize and control LEESVILLE
171V6ED) P: Enable entry into AOs BEAR and CAT

3

T: Seize ANACOCO; Secure HWY 171
P: Ensure FoM to AO CAT AO BEAR
1713V(SE2)
m T: Reserve to 1711; Block HWY 171 south @
of ROSEPINE A N
171V5E3) P: Prevent massing of CBT PWR on 1711 .:,s,..‘\ ‘}\
m Py
T: Ofo reinforce AVELINO LFS Sy X
(OBJs TIGER, LION) AN
3451\s05)P: Enable the seizure of TOLEDO DAM W
by 345BTG < 175

Concept of Operations

PHI - SPF Infiltration and River Crossing: 19-25JUN, 9622ABN/SPF infiltrates to set conditions for offense ICW SAPA; 17DTG defeats 350BDE.
PHII - Expand Operational Zone: 25-27JUN, 1712 seizes LEESVILLE; 1713 seizes ANACOCO; 3451 seizes AVELINO (OBJs TIGER, LION).
PHIIl - Secure GLOCs and Seize OBJ CHRYSLER: 27-29JUN, 1711 seizes SANGAN and MPS; 1714 establishes blocking positions S. HWY 171.
PHIV - CATK: 29JUN-TBD, 1711 defends MPS (OBJ CHRYSLER); 1714 CATKS to defeat coalition forces to set conditions for OAKDALE block.

Figure 2. Assessed Joint Task Force Enemy COA

Mission: 1711BDET retains captured territory
to inflict politically unacceptable casualties to %
enable a favorable negotiated settlement. o
) \
ey A T: SeizelFix KT 4 :
(OBJ CHRYSLER) RN =772
X1, P: Prevent massing of N/ ’;//'X.
CBT PWR on 173BTG SO A
== S WY
ey MO ) k)
® T: Seize/Control SANGAN '//4 >
P: Enable FoM within P K (77 deem /-
BVITIL W, AO BEAR — : NN
Priorities: Counter penetration; =R T
—i Reinforce A-1711 /;ché ;::Zm Berry
m f— JOA boundary
T: Defeat e _R;meCATK ROUTE /\<\\7
774 P Prevent penetration of 174BTG: 8 Hours =
DTG BZ; inflict casualties BN

Concept of Operations
1711 assumes defensive positions west of WEST FORK CREEK with a DZ (oriented west of KT4 and MARGHOZ) and a BZ (oriented
along KT7, 8, 10, IVO MARJANI, and KT 12) to retain captured Atropian territory, inflict politically unacceptable coalition casualties, and
set the conditions for a negotiated settlement favorable to ARIANA. 1711 executes the failure option if it is unable to seize or retain MPS/fix
coalition forces in eastern AO BEAR and in the event the 174BTG is defeated or fixed, and they are unable to prevent the defeat of 1711.

Figure 3. Failure Option Enemy COA

Mission: SPF retains OBJ CHRYSLER to prevent OBJ CHRYSLER DP -
coalition forces from gaining control of critical 1 - Occupy CBP and OPS/ABF | -~
infrastructure and gain time for the 1711 offense. 2- %ﬁéag%l\él(_:é\gK ISO SPF

al

Main Defense Force 3 - Retrograde to KHUSHAL

T: Retain 4- Utilize CHEM___

P: Prevent coalition forces from gaining B R
control of critical infrastructure

Disruption Force

&

T: Disrupt
ABFY¥'x2  P: Prevent coalition FoM along GLOCs i
Composition: o INFIL/EXFIL ROUTE
+ 25-35 fighters; organized in 4-8 PAX ABF DZ 9622ABN 1 Hour

and a 15-25 Main Defense Force
+ Equipment includes 60/82mm mortar, RPG,
AT-13, UAS, SA-18, sophisticated communication

)

| (to KHUSHAL

Disposition:

+ Defensive positions in KT/AoA with good LOS

+ Use of C3D and urban areas to prevent targeting
when not actively defending site

+ Work ICW SAPA/SALASYL for intelligence, DA,
and to incite civil discord

Concept of Operations
PHI - Infiltrate and Occupy OBJ: 20JUN-25JUN: SPF movement to OBJ CHRYSLER and KHUSHAL and defensive preparation.
PHII - Establish Disruption Zone: O/o. AD/AT ABF teams sent out to establish Disruption Zone along GLOC.

PHIII - Occupy Battle Positions: O/o. SPF Main Defense Force occupies battle positions MPS/OBJ CHRYSLER.

PHIV - Retain MPS: SPF defends to disrupt 2/10JFE.

~ | Assessed location
i is ‘KHUSHAL

[y

Figure 4. Key Terrain Enemy COA
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Mission: 9622ABN/SPF retains OBJ CHRYSLER and controls KT4 to retain

critical infrastructure and set the conditions for the 1711BDET attack.

ECOA 1 9622/SPF DP

n T: Control KT4
® P: Enable 1711 FoM into eastern AO BEAR
9622

M()  T: Retain MPS; Distupt OBJ DESOTO, TAA
BERRY, FoM IVO KT1
@ P: Gain time for 1711 attack; retain critical
infrastructure
9622ABN CDET Composition:
* 90-120 fighters
* MMG, AT-13, RPG, SA-18
SPF Composition:
* 40-60 fighters: organized in 4-6PAX AT/ADA Teams;
Anti-landing force; PLT-sized element IVO MPS
« Equipment may include captured Atropian weapons:
T-80, BMP-2, BRDM-2, Scout Cars, D-30, ZSU 23-4
Disposition:
« Defensive positions in KT/AoA with good LOS
« Use of C3D and urban areas to prevent targeting
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1 - 9622ABN/SPF Air Infils OBJ DESOTO

+ 3- 9622ABN establishes CBP at KT4

4- 9622ABN CATK ISO SPF at CHRYSLER
5 - DTF/SAPA employs chemical weapons

° 6 - Salasyl incites civil discord/IDPs

0

[
i Disruption Zone :
SPF> \: :
[

: SPF[KT1

* Work ICW SAPA/SALASYL for intelligence, DA, and to 1711BDET:29JUN

incite civil discord 174BTG: 8

Hours

- >

attle: 2o

Concept of Operations

PHI - Seize Initial Objectives: 19-24 JUN, 9622ABN and SPF infiltrates AO BEAR (air/ground) to seize KT and establish Disruption Zone.

PHII - Disruption Operations: 24-27JUN, 9622ABN and SPF defend KT4 and KT2 (OBJ CHRYSLER) and disrupt 2/10 entry into AO BEAR.
PHIII - 1711 Entry AO BEAR: 27JUN, B-1711 seizes SANGAN; 9622ABN controls KT4 and SPF controls/fixes coalition forces at OBJ CHRYSLER.
PHIV - 1711 Attack: 29JUN-TBD, 9622ABN enables FoM of 1711 into E. AO BEAR; 1711 attacks to seize MPS and defeat 2/10BCT.

Figure 5. Enemy COA 1 - Dispersed Defense

Mission: 3451BDET CATKS to Seize OBJs TIGER and LION IOT enable the seizure of the TOLEDO BEND DAM.|

m
T: Seize OBJs LION and TIGER
P: Enable the seizure of TOLEDO DAM by 345BTG
3451m (s05)

(SE1) T: Fix OBJ LION from Axis 1
<$> P: Enable FoM of the Assault Force
AV 3451

(SE2) T: Fix OBJ TIGER from Axis 2
P: Enable FoM of the Assault Force
3451

=

®m
(ME)AN(+) ) .
T: Seize OBJs TIGER and LION along the Assault Axis
AsL TS5, P Enable FoM of the Assault Force

Concept of Operations
PHI - 3451 Committed: Upon the collapse of the 9622ABN/SPF DZ, 3451

initiates movement from MANY.

PHII - Entry in AO CAT: 3451 enters AO CAT, secures ASR JETTA

(east to west GLOC) and key intersections (KT4,5). 3451 determines axis
of fixing and assault forces.

PHII - 3451 Fixing: 3451 attacks along Axis 1 and 2, fixes enemy at OBJs
TIGER and LION. Assault Force attacks along Axis 3, and moves into attack
positions IVO KT3 (ECOA 1) or alon? Axis 4 EASR GOLD) ECOA 2.

PHIV - Seizure of OBJs: Assault force attacks to seize OBJs

TIGER and LION.

-
-
“a

I
.
R LT N7 .
“ ~

-

“
-

o

Deep ECOA 3451 DP
1 - 3151 CATK from MANY

2 - 3451 weights Axis 1,2,3
3 - 3451 commits assault force
4 - 3451 attacks along Axis 4

Figure 6. Enemy COA 2 - Situational Offense

| Mission: 3451BDET CATKS to Seize OBJs TIGER and LION IOT enable the seizure of the TOLEDO BEND DAM.|

m

T: Seize OBJs LION and TIGER H¥25
P: Enable the seizure of TOLEDO DAM
3451V (s05) by 345BTG
(SEl)m
<$> T: Fix OBJ LION from Axis 1 H+4.75
AWV3451 P: Enable FoM of the Assault Force
(SEz)ITI
T: Fix OBJ TIGER from Axis 2 H+5
B Y, 3451 P: Enable FoM of the Assault Force
(ME)AN(+)
T. Seize OBJs TIGER and LION along the
ASLTV3451 Assault Axis H+5.25
P: Enable FoM of the Assault Force

Concept of Operations
PHI - 3451 Committed: H+2hrs, Upon the collapse of the

9622ABN/SPF DZ, 3451 initiates movement from MANY.

PHII - Entry in AO CAT: H+2.5hrs, 3451 enters AO CAT, H+5.5
secures ASR JETTA (east to west GLOC) and key intersections

(KT4,5). 3451 determines axis of fixing and assault forces.

PHIII - 3451 Fixing: H+5.25hrs, 3451 attacks along Axis 1 and 2,

fixes enemy at OBJs TIGER and LION. Assault Force attacks along

Axis 3, and moves into attack positions IVO KT3 (ECOA 1) or along

Axis 4 (ASR GOLD) ECOA 2.

PHIV - Seizure of OBJs: Assault force attacks to seize OBJs

TIGER and LION.

1 ﬁ

Deep ECOA 3451 DP
1 - 3151 CATK from MANY

2 - 3451 weights Axis 1,2,3
3 - 3451 commits assault force
4 - 3451 attacks along Axis 4

Figure 7. Enemy COA with Integrated Timed Phase-Lines
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4 Key terrain relevant to the current phase and axis of
attack drawn in accordance with assessed avenues of
approach.

+

Designation of the main effort.

4 Task and purposes of subordinate units, organized and
designated according to their function in the planned
offensive or defensive action. For instance, disruption,
fixing, assault, or exploitation.

4 Desired end state (outlined in the threat mission
statement).

4 Decision points. If possible, provide the amount of time
necessary to complete each broad action or to arrive at
each decision point.

4 A memorable enemy COA title that captures the key el-
ements of the enemy narrative.®

We developed at least two feasible and distinguishable en-
emy COAs from the generated options using these guide-
lines (see Figures 5 and 6 on the previous page). Each
enemy COA had an accompanying event template or timed
phase-lines integrated directly into the sketch (see Figure 7
on the previous page). The phase-lines determined the time
or place in which the enemy commander had to make a de-
cision and served as the basis for the initial collection plan.

Step 5: Refine Enemy COAs

Remember, all the work described above occurs before the
receipt of mission. As an example, during RSOl we produced
full sets of offensive and defensive enemy COAs to minimize
the potential of being caught with insufficient time. Upon
receipt of the mission, we learned that the enemy would
initially be defending. This meant half of our enemy COAs
were eliminated from the start. However, this also meant

we were able to spend our first 12 hours refining our defen-
sive enemy COAs.

As a result of our preplanning, we immediately began to
operationalize our two defensive enemy COAs during mis-
sion analysis. After refining our enemy COAs, our brigade
analysts and the battalion S-2s used the bulk of the brigade
mission analysis time to create more detailed IPB products,
both digitally and on acetate. Armed with a nearly complete
enemy COA, our collection manager was in a better position
to request echelon’s above brigade information collection
assets 72 hours out. Our plans team also had better inputs
into the targeting working group.

Conclusion

During the conduct of operations, every minute of plan-
ning time counts. Developing operational, failure, and
multiple battle period enemy COAs before receipt of the
mission maximizes available time. Use mission analysis to
refine your enemy COAs, conduct detailed planning, and fa-
cilitate collaborative efforts. Anticipate how your operation
will unfold, and your S-2 section will keep pace in demand-
ing time-constrained environments.

Endnotes

1. Department of the Army, Army Techniques Publication 2-01.3, Intelligence
Preparation of the Battlefield (Washington, DC: U.S. Government Publishing
Office [GPO], 1 March 2019), 2-2.

2. Ibid., 1-4-1-5.
3. Ibid., 1-4.

4. Department of the Army, Field Manual 6-0, Commander and Staff Organ-
ization and Operations (Washington, DC: U.S. GPO, 5 May 2014), 10-7. Change
1 was issued on 11 May 2015. Change 2 was issued on 22 April 2016.
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INTELLIGENCE PREPARATION OF THE

BATTLEFIELD

by Major George A. Gaun

Editor’s Note: The Military Intelligence Professional Bulletin (MIPB) be-
gan publishing in the spring of 1974 under the name MI Magazine. The
following feature article from the Summer 1976 issue provides unique
historical insights into the new intelligence preparation of the battle-
field concept. Interestingly, many of the ideas MAJ Gaun discusses are
still relevant today.

In this MIPB issue, we have also included an article by Ms. Katherine
Coviello, titled “The History of Intelligence Preparation of the Battlefield
as We Consider Multi-Domain Operations and Cyberspace.” In her arti-
cle, Ms. Coviello describes how instrumental MAJ Gaun was in devel-
oping the IPB process and spreading the word throughout the military
intelligence community.

As readers of the MI Magazine you may be aware of
significant changes that have occurred within military
intelligence for improving support to the tactical com-
mander. Tactical intelligence doctrine and training are
currently undergoing intensive review and revision at the
Intelligence Center in order to insure that Ml personnel
are “fully equipped” to meet the challenges of the fu-
ture. One of the projects concerned with this effort is
called “Intelligence Preparation of the Battlefield” or
short title: IPB.
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At the outset, rest assured that this is not another
attempt at “redesigning the wheel.” That’s why BG Eugene
Kelley, Jr., Commander, United States Army Intelligence
Center and School (USAICS) when he approved the con-
cept on 13 November 1975, said, “IPB is not new; we’ve
been doing much of it all along.” What is new is the “stan-
dardization of techniques of tactical intelligence analysis.”
Therein lies the essence of IPB. But it goes beyond that be-
cause it is a practical approach to helping G2/S2 personnel
provide better support to the commander.

IPB has its doctrinal base in draft FM 100-5, OPERATIONS,
Chapter VII, Intelligence. Chapter VII, succinctly stated, is
the “mission statement” of tactical intelligence support to
the commander. The commanders will expect the type of
support expressed in Chapter VIl and we can do no less than
meet the challenge. Implied within the mission statement
are two major requirements; one—the training of high
quality human resources and two,—the full integration of
Automatic Data Processing (ADP) support systems to assist
the G2/S2 in the accomplishment of their mission.

Military Intelligence
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It’s time for a definition so that we are all oriented from
the same start point: “IPB is a procedure that provides for
the maximum integration and analysis of the factors of com-
bat intelligence, weather, enemy, and terrain to enable the
commander to exploit his knowledge of the enemy relative
to the advantages and limitations of weather and terrain,
to tilt combat power in his favor.” IPB standardizes tactical
intelligence analysis through the use of graphics such as an-
notated maps and photographs, overlays and templates as
aids to analysis and a means of disseminating intelligence.
It emphasizes the use of graphics, discrete symbology and
colors to communicate intelligence information to the gen-
erals, colonels, and captains. IPB will rely heavily on ADP
graphical display systems and a supporting digitized data
base to provide the commander with the best information
available. Lastly, IPB includes the development of tactical in-
telligence analytical techniques, ADP-CRT display and digi-
tized intelligence data base system requirements necessary
to meet the decision-making needs of the commander in
the next decade.

Here are some of the things the IPB project is doing at the
present time:

a.Information requirements concerning terrain and
weather factors are being developed in accordance with the
intelligence needs of the generals, colonels, and captains.

b. A model of a sector of the SCORES, Europe | scenario us-
ing IPB is being developed against which future IPB require-
ments will be tested. Nine terrain factor overlays are being
prepared by the Defense Mapping Agency, Topographic
Center (DMATC) in response to this requirement.

c. The analytical techniques of IPB are being integrated into
appropriate officer and enlisted courses at the Intelligence
Center and will provide the basis for standardizing tactical
intelligence analysis. IPB can best be accomplished using
the “hands on” method of training either in the classroom
or on the job in field units.

d. Doctrinal templating of enemy combat power elements
is under development as a means of graphically tailoring en-
emy predictable pattern of activity to the advantages and
limitations imposed by weather and terrain. This will pro-
vide the basis for more precise predictions about enemy ca-
pabilities and intentions in an actual combat situation.

e. ADP compatible combat power symbology is under de-
velopment to relate type, number, range and mobility of en-
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emy weapons systems at various scales such as 1:250,000,
1:50,000 (and possibly greater scales) for use by the com-
mander as he focuses from the macro to the micro perspec-
tive of the battlefield.

f. A training circular on IPB is being developed which will
include tactical intelligence analysis techniques (weather,
enemy and terrain), combat power symbology and doctri-
nal templating.

Military history is full of examples about how military en-
gagements were won or lost due to the commander’s use
of terrain and his recognition of the effects of weather. In
order to exploit, however, the advantages and limitations
of terrain and weather, the commander must have a G2/
G3 team with the imagination and innovative expertise to
achieve the proper degree of military advantage at the right
time and place. Despite what the lessons of history may tell
us, one thing is imminently clear about the battlefield sce-
nario of the next decade—nothing can be left to chance or
luck because of a training deficiency. Opposing force com-
manders have one basic thing in common; they will both
be engaged on the same piece of terrain. If relative combat
power factors are near equal then the use of terrain and
weather holds the key to victory or defeat. But when you al-
ready acknowledge that you will be outnumbered and out-
gunned, the importance of weather and terrain loom even
more significantly as factors of combat intelligence that
must be fully considered before the next battle.

FM 30-10, Military Geographic Intelligence (Terrain), con-
tains the basic factors of terrain such as surface configu-
ration, vegetation, hydrology, soils, climate and weather,
built-up areas, roads, trails, etc. Few people other than im-
agery interpreters are really familiar with this manual. Until
recently, Ml personnel were not wholly oriented towards
the tactical intelligence field. Vietnam proved the value
and need for trained intelligence personnel at all echelons
of command. But like so many other things, once the need
becomes apparent, it takes time to overcome the lack of
sufficiently trained and experienced MI personnel to fill
requirements. The career emphasis is now being shifted
to tactical intelligence support, and our once parochial at-
titudes changed away from the more exotic specialties to
those that give the commander the best support.

The use of annotated maps, overlays, and photography
are techniques we have all used at one time or another in
conducting an analysis of the area of operations. Those of
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you who have served in a tactical unit have probably made
use of many products available through your local Engineer
Topographic support element. Perhaps DMATC and/or
Engineer Topographic Laboratories, Fort Belvoir, VA, have
prepared special products such as cross-country move-
ment, fields of fire, orthopicto maps, etc., of certain areas
of operation based on specific requirements. On the other
hand, maybe in all reality you fall within the multitudes that
agonized through the DIVEX or terrain analysis course and
felt that tactical terrain analysis is a nice to know thing (to
pass the exam) but you’ll never have to use it. These are
some of the reasons why the IPB effort is so important in
terms of the role Ml personnel will be expected to play dur-
ing the next decade.

IPB is not the total solution. It is a “blueprint” to success
in that it applies fixes to many of the major training
shortfalls of the past. What was done in the past was not
wrong; however, the requirements of the future demand
sharpening the focus of tactical intelligence analysis to
critical essentials. Chapter VII talks about the Tactical
Intelligence Zones of interest to the generals, colonels, and
the captains. The Corps commander is interested in the air
and ground area from the rear of friendly boundaries out
to at least 150 kilometers forward of the line of contact.
The Corps commander is concerned with determining at
the earliest possible time the magnitude of the threat in
terms of combat power, the direction of movement, rate of
movement, and the breakthrough area. He wants to know
where the main attack is. The 8-10 day battlefield scenario
does not give the commander time to initiate elaborate
plans and requests for information. Under the traditional
approach the battle would be over before the commander
is ready to fight. That’s why IPB must be accomplished now,
prior to the first battle.

An IPB analysis of weather, enemy, and terrain essentially
convertsto graphicsinformationin the intelligence estimate,
the intelligence annex to the OPORD and the analysis of the
area of operations. Basically we are concerned with two
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things: what the analysts do and the product which the
G2/S2 gives to the commander, i.e., the estimate of enemy
capabilities and intentions displayed graphically. There is
no doubt that this method of analysis is being used in the
field today at the tactical level. But here is the hangup—is
it being done only if the commander wants it? IPB is the
“homework” that must be accomplished before the “final
examination” of the next war. IPB is concerned with what
the commander needs—not with what he wants—for today
or next week.

Take terrain information needs for example. These vary
depending on the area of the perceived conflict—whether
it is Europe, the middle East, Africa or Korea. The standard
1:50,000 scale map does not contain sufficient information
to determine forest density, tree spacing and diameter to
impede the movement of armor. It does not contain the
type of information necessary to determine the percent
of canopy closure to obscure observation or the density
of vegetation that will conceal a tank from ground obser-
vation or the limitations of vegetation on fields of fire and
line-of-sight. Perhaps the standard 1:50,000 scale map will
not meet the needs of the commander in the future. IPB
is attempting to identify the terrain intelligence informa-
tion needs of the commander (as initiated by the G2/S2),
relate these needs to current capabilities and from there
deduce requirements for the future. There is no standard
cross-country movement map product available to the com-
mander today. He can request the development of a spe-
cial product for his area of concern but this takes months to
prepare. If the unit moves to a new area, a new product will
probably have to be requested.

What is the current capability of tactical imagery
interpretation support systems to provide periodical terrain
information updates to insure that ground truth and map
truth are similar? The answer—limited. A system is under
development which will greatly enhance this capability,
not only within MI, but within the Engineer realm. The
Combined Arms Combat Developments Activity (CACDA),
Fort Leavenworth, has established the CACDA Topographic
Coordinating Committee. This committee consists of
representatives of all TRADOC schools, DMA, and associated
agencies that have an interest in topographic products. The
driving requirement is to identify and validate user terrain
information requirements so a digitized data base can be
established. All special map products prepared by DMATC
are done by the manual method. Some terrain evaluation
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data for certain areas of the world has been digitized.
The ADP state-of-the-art is here but until now development
has been frustrated through the lack of an Army-wide vali-
dated terrain information requirement.

Chapter VII says that the role of the ClI staff officer is to
advise the commander on how the “enemy sees us.” The
role of the Cl staff officer is being greatly expanded into the
area of tactical support to the commander, particularly with
concern for operational security matters and tactical decep-
tion. This is an effort unilateral of IPB but it is quite evident
that the analytical techniques of IPB can certainly help the
Cl staff officer in doing his job. He needs to be able to ana-
lyze terrain to determine the advantages and limitations it
poses to enemy collection capabilities. An electronic line-
of-sight overlay will help him evaluate enemy radar, radio
intercept and jammer threat to any given sector. With an
overlay of friendly electronic systems locations he can de-
termine where the enemy might best locate his equipment
to be most effective. Terrain masking can be used to the
benefit of the friendly commander if the planning is done in
advance. Electronic signatures often are a dead giveaway as
to unit boundaries and dispositions. If we know it, we can
assume the enemy does too. An imaginative and innovative
Cl staff officer can use seasonal vegetation overlays pre-
pared based on current photography and reconnaissance
to determine the validity of friendly camouflage techniques
and practices. Before we can counter the enemy threat, we
must know his capabilities and then devise countermea-
sures which are incorporated into training and field use.

The biggest obstacle to the accomplishment of IPB is
the inertia of the static or peacetime environment. Every
military operation is in some way affected by terrain and
weather. If the G2/S2s of today do not have the capability
of advising the commander on the advantages and limita-
tions of weather and terrain within his tactical intelligence
zone of interest, as one knows his own backyard, then there
is much work to be accomplished.

Enemy doctrinal templating enables the analysis to relate
enemy composition and disposition during the attack to
terrain and anticipated avenues of approach. We know that
by doctrine the enemy is committed to predictable patterns
of activity. The massing of divisions for a breakthrough
dictates various sized sectors for each maneuver element.
A breakthrough can be templated according to events that
must occur if that maneuver is to be executed at a certain
place within a certain time. IPB is developing this technique

October-December 2019

of analysis beyond the simplistic approach familiar to all
in FM 30-102, Handbook on Aggressor. Templating varies
according to the level of the commander and his tactical
intelligence zones of interest.

The Corps commander for instance is interested in ave-
nues of approach that will accommodate division-sized el-
ements and regimental-sized maneuver units while the
division commander is interested in regimental-sized ave-
nues of approach and battalion-sized maneuver units. The
Intelligence Center is teaching Soviet tactical doctrine and
will use templating as a means of synthesizing the salient
points of doctrine into graphical formats that can be applied
to perceived battlefield situations. Unit templates, showing
frontages, depths, echelon spacing of forces in the attack
against deliberate defensive positions, can be moved about
over 1:250,000 and 1:50,000 maps to enable the analyst
and commander to visualize the massing for a hasty river
crossing or any other perceived situation. For the battal-
ion and company commanders, locally produced map seg-
ments and annotated photographs at greater scales may be
better suited to their needs.

Templating enables the analysts to make inductive judg-
ments about where certain types of enemy units, weap-
ons, systems, CPs, and assembly areas might be located
on the transitional battlefield. Threat in terms of time, dis-
tance, and range of weapons systems can be evaluated. The
Tactical Surveillance Officer can use this as a basis for de-
termining the effectiveness of area collection coverage and
thereby maximize the use of his resources by directing them
against priority targets and areas.

An IPB model based on a sector of the SCORES Europe |
scenario is being developed at the Intelligence Center to
test the practical applications of IPB and serve as a guide for
improving the training of Ml personnel in the techniques of
tactical intelligence analysis. The goal is to close the “reality
gap” between the academic world and the real world. This
will require an intensive and frank dialog between Ml per-
sonnel in tactical units and those at the Intelligence Center.
To date, discussions with Ml personnel who have returned
from overseas units and those engaged in CONUS G2/S2
training exercises indicate that IPB is on the mark.

The discussion of combat power symbology and ADP dis-
play systems have been kept for last on purpose. The man-
ual applications of the techniques of IPB will provide the
basis for development of software programs required for
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much of the intelligence interface in the Army Tactical Data
System (ARTADS) under development for support of the tac-
tical commander. The interactive information requirements
for weather, enemy and terrain must be identified before
the software programs can be written. Weather and terrain
factor overlays and doctrinal templates developed will be
converted into digital data and retained in the data base.
The data base will be continually updated with information
derived from tactical and strategic collection and informa-
tion resources. Synthesized intelligence information (IPB
derived) will ultimately be displayed to the commander (the
generals) on a CRT scope or other ancillary graphics media.

An ADP compatible symbology to communicate combat
power threat is currently under development. The gener-
als for the most part are interested in gross threat indica-
tors, i.e., large densities of tanks, massing of artillery, etc.
The purpose is to communicate threat potentialities using
discrete symbols and colors that show number, type, range
and mobility of weapons systems. The commander will have
the capability of viewing the battlefield in the macro sense
(1:250,000) or in the micro—1:50,000 or greater.

The integration of IPB into Intelligence Center training is
already a reality. Many student classes have received an
IPB orientation and the techniques are being used by the
Advance Course in divisional exercise and in the terrain anal-
ysis course. Much effort has already been devoted towards
establishing a soviet tactical doctrine data base to insure
uniformity of contacts within the various Center training
departments. An IPB Planning and Coordinating Committee
has been established with representatives from Center di-
rectorates to insure that doctrinal and training changes are
fully coordinated on a timely basis. In December 1975, a con-
cept letter on IPB was sent to the Integration of Intelligence
From All Sources (lIFAS) representatives of TRADOC schools
and from their response it is apparent that the techniques
of IPB have direct application to their needs.

Readers are encouraged to direct their comments and sug-
gestions to the Commander, USAICS, ATTN: ATSI-CD-CS.

MAJ George Gaun, Concepts and Doctrine Division, Directorate for Combat Developments, was the U.S. Army Intelligence Center and School
project officer for intelligence preparation of the battlefield from 1975 through 1978.
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by Ms. Katherine R. Coviello

Author’s Note: | originally wrote this piece in the early 2000s, so some
of the doctrine references cited have since been updated. However, |
chose to leave those references in their original form, as the article is a
study in the history and origins of this piece of intelligence tradecraft.

Introduction

The U.S. Army initially invented, and then implemented,
the intelligence preparation of the battlefield (IPB) process
in the 1970s. As detailed in an interview with MAJ George
Gaun, U.S. Army retired, the initiative for the process
emerged in the fall of 1975, during MAJ Gaun’s tour of duty
at the U.S. Army Intelligence Center (USAIC), Fort Huachuca,
Arizona, from 1975 to 1978. In September 1975, BG Eugene
Kelly, Commanding General of USAIC, sent a “snowflake,”
that is a white piece of paper, to request that the Director
of Concept Development prepare the IPB concept and then
brief it in November 1975. At that point, IPB became an
acknowledged U.S. Army term and acronym, although the
basic process and concept in and of itself was “not wholly
new” according to MAJ Gaun. The IPB process as developed
at that time was a basis by which the Army military intelli-
gence (M) force organized and systemized the process into
a graphic description of the enemy, weather, and terrain.

Initial Steps to Create the Process

The IPB process as developed at USAIC also involved de-
picting a Soviet division via a template where it deployed
doctrinally. Through this process, IPB assisted M| personnel
to develop and conduct an analysis of how the enemy could
be expected to deploy. From this analysis, the IPB allowed
the M officer to verify this anticipated force disposition by
tasking collection that would show whether the enemy ac-
tually deployed in this manner. Ml personnel had to prove
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to the operations personnel in the G-3 or S-3 elements of
their command that this process worked. In order to ensure
successful intelligence support to operations, the Ml officer
had to collaborate with the S-3 to develop, and then imple-
ment and exercise, his collection plan frequently in order to
keep his threat intelligence databases current.

When asked about employing IPB in the cyberspace do-
main of warfare during his interview for this research, MAJ
Gaun noted that this would be a significant challenge for
IPB, as the terrain of the network could potentially be much
more volatile. In the traditional battlefield, terrain changes
very little and not very quickly. But in the cyberspace do-
main of warfare, networks either can be relatively stable in
their configuration or can change quite rapidly.

The Development of Effective Templates

While the IPB process was undergoing its initial concept
development, MAJ Gaun worked on developing the templat-
ing part of the process with the U.S. Army Forces Command
opposition force at Fort Hood, Texas. Templating involves
developing layouts of force structures as they would doc-
trinally employ themselves for various maneuvers and ac-
tivities on the battlefield. For example, a Soviet motorized
rifle regiment would assemble and move in a very doctrinal
fashion as it was conducting a movement, such as a tacti-
cal march from a rear assembly area to join an element en-
gaged in combat. USAIC developed templates that provided
analysts with a representative picture of these forces for a
variety of situations, which the analysts had to adjust for
the battlefield terrain and other factors, such as force dispo-
sition. The templates were eventually mass-produced and
distributed on onionskin paper, which analysts would use
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U.S. Army photo by CPT Russell Gordon

Soldiers with the Ukrainian Land Forces brief U.S. Army Soldiers with 3" Battalion, 15" Infantry Regiment, 2" Infantry
Brigade Combat Team, 3 Infantry Division on their company mission course of action March 18, 2016, as part of
a military decision-making process practical exercise at the International Peacekeeping and Security Center near

Yavoriv, Ukraine.

when working the IPB process on acetate overlays within
tactical operations centers and other intelligence cells.
Templating works very well when an opposing force prac-
tices its activities in a doctrinally, repetitive fashion.

MAJ Gaun’s team completed a study that involved de-
velopment of the templating process, eventually ending
up with various templates, including unit, event, and deci-
sion templates. The template process resulted in a proven
method whereby a junior person in an intelligence section
could put the information together and identify the proba-
ble enemy force and course of action. Subsequent analytical
efforts against Soviet forces conducting maneuver exercises
in Europe proved time and time again that templating was
a reliable tool that could be employed to predict the force
disposition and anticipate their future activities, all of which
the combatant commander desired.

Spreading the Word about IPB

The IPB process continued its development at USAIC
under the guidance of MAJ Gaun as other Ml professionals
joined his effort to develop IPB for the conventional
battlefield, including LTC Samuel V. Wilson, Jr., at the time
a captain. MAJ Gaun and LTC Wilson often exchanged ideas
with regard to the IPB process. MAJ Gaun articulated the
information and LTC Wilson documented it. LTC Wilson was
charged with spreading the word about IPB through efforts
such as videos and published articles. An example of this is
in an article that LTC (then CPT) Wilson wrote in 1977 for
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the Military Intelligence journal (which
later became the Military Intelligence
Professional Bulletin). In the article,
titled “What Can Be Done Now?” he
discusses IPB at length.”?

LTC Wilson was assigned to the
Intelligence Concepts Branch,
Directorate of Combat Developments,
USAIC. He initially worked on the IPB
process in the spring and summer of
1977, when BG Kelly tasked him to de-
velop two instructional videos. His as-
signment as an action officer to this
particular project came as a result
of his strong communications skills.
One video covered the overall IPB
concept, while the other discussed
how to conduct related analysis and
use the IPB process with enemy doc-
trine, specifically Soviet doctrine. The
intended purpose was to provide a
video for classroom use to teach the
IPB method. The videotapes were disseminated to various
Army Ml units worldwide.

The IPB process also was used to emphasize the defense
of the Fulda Gap, which was a key avenue of approach for
the Soviet forces were they to invade West Germany. Due
to the target-rich environment in such a defense, there was
a distinct need to know what critical nodes and high-value
targets on the battlefield, when destroyed or disabled, could
impede the Soviet advancement. The U.S. Army needed a
smart way to identify these high-payoff targets, to allow
U.S. forces the maximum payoff when selecting targets to
disrupt the Soviet plan of advance. The Army needed to
know how it could employ its intelligence collection systems
to identify which of the multitude of targets were the high-
payoff targets, thus enabling surgical offensive strikes on
select targets. The IPB process helped the Army meet these
intelligence needs.

Employing IPB in Korea

Following his work on IPB development at USAIC, LTC
Wilson went on to employ the IPB process during his
follow-on tours of duty. He used the process and then taught
it while assigned to the U.S. Army Command and General
Staff College at Fort Leavenworth, Kansas, from 1980 to
1981. Then, while assigned to Korea from 1983 to 1984, he
experienced his first chance to employ IPB in an operational
environment, while at the division level with the Team Spirit
exercises. The division G-3 operations officer embraced the
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IPB process, as did the chief of staff, the division commander,
and the assistant division commander for maneuver. The
IPB products that LTC Wilson developed while with the
2" Infantry Division went into the war plans. LTC Wilson
frequently tasked the terrain detachment for these efforts,
which resulted in the element being kept well manned and
staffed, to include staffing with 96B Intelligence Analysts.
According to LTC Wilson, the IPB process worked “brilliantly”
in Korea because of the dogmatic warfighting system of the
North Koreans. In Korea, LTC Wilson developed 15 different
IPB overlays that included the likes of weather and decision
support templates. The South Koreans working with United
States Ml personnel also embraced the process; in fact, LTC
Wilson recalled attending a briefing of the IPB process that
was delivered in Korean.

LTC Wilson’s experience with IPB led to his assignment
to “Tactical Battlefield Counterintelligence,” where he
was designated a counterintelligence staff officer. There
he worked with GEN LePue to essentially “red team” the
U.S. forces during exercises. By employing the IPB process
against the limited blue force data he had, LTC Wilson
was able to successfully determine the U.S. forces’ course

Irag. When commanding the 106™ MI Battalion in Alaska,
LTC Wilson and his unit used IPB during Exercise Brim Frost,
where he remarked that it was interesting to see it deployed
in an arctic environment.

The Four-Step IPB Process

The process was identified in FM 34-130, Intelligence
Preparation of the Battlefield, published in 1994. As de-
scribed in the 1994 manual, the four-step process is a con-
tinuous cycle that recurs during preparations leading up to
conflict and continues throughout the engagement until the
threat is terminated or neutralized:
+
+
+

+

Step 1: Define the battlefield environment.
Step 2: Describe the battlefield’s effects.
Step 3: Evaluate the threat.
Step 4: Determine threat courses of action.?
IPB for the Cyberspace Domain of Warfare
As the U.S. Army intelligence force progressed into the
information age, the use of IPB for the cyberspace domain

of warfare logically followed. This process was emblazoned
in the minds of countless Army Ml officers and enlisted

analysts during their training
at USAIC and Fort Huachuca;
it was further inculcated by
repeated applications during
countless staff exercises, field
problems, and rotations through
the national and joint training
centers. It became a habitual
method by which intelligence
personnel attacked any problem.
The Army initially developed
IPB to counter the threat
represented by the Soviet forces,
as well as the North Koreans in
the Pacific theater of operations;
however, intelligence analysts
learned to adapt and employ
the IPB process in a variety of

A U.S. Air Force intelligence analyst uses a combat mission plotter to diagram exercise enemy threats on a map.

of action. This helped the IPB process gain credence with
U.S. operations personnel, and LTC Wilson summed its
successful implementation when he said, “It was an amazing
intelligence time.”

The use of the traditional IPB process was not limited
just to exercises and preparations against Soviet and North
Korean forces. It was also used during exercises against
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less traditional engagements,
spanning from Operation Just
Cause in Panama through the coalition and joint-level
Balkans peacekeeping efforts of Operation Joint Endeavor.
While the tactics of threat elements spanning from gangs
of thugs to paramilitary forces to the nontraditional ethnic
forces such as encountered in the Balkans did not easily
lend themselves to doctrinal templating, much of the other
facets of IPB did.
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A U.S. Soldier, left, of 2" Battalion, 12" Cavalry Regiment, 1% Brigade Combat Team, 1%t Cavalry Division, an Armenian soldier, center, and a Danish soldier update map infor-
mation during exercise Combined Resolve Il at the Joint Multinational Readiness Center in Hohenfels, Germany, November 7, 2014.
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Picture of Our Valorous Military Repulsing the Russian Cossack Cavalry on the Bank of the Yalu River by Watanabe Nobukazu (1874-1944), March 1904, copy located in Sharf

Collection, Museum of Fine Arts, Boston.

How Intelligence Preparation of the Battlefield

Led to One of the Greatest Military Upsets in History

by Captain Jordan M. Peters

Introduction

For decades, intelligence preparation of the battlefield (IPB)
has featured in western military doctrine as an analytical
process. A systematic process, IPB facilitates the analysis of
variables, including weather, terrain, and enemy forces, on
missions within a specific operational environment.! While
IPB may seem a relatively modern analytical methodology,
its roots can be traced back to the dawn of the 20* cen-
tury in a conflict that has, at least in the West, faded into
relative obscurity. To many contemporary military histori-
ans, the Russo-Japanese War was a sharp, short conflict in
which superior Japanese tactics (especially at sea) shocked
the hapless, tottering Russian Empire into submission. This
simplification of the conflict ignores what may be one of the
most successful applications of IPB in modern military his-
tory. Through extensive preparation, the Japanese Empire
defined in detail the operational environment and its effects
on operations, identified the threat, and analyzed how their
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foe would fight. This article will show just how an early form
of IPB served as a sling that the Japanese David used against
the Russian Goliath, shaping the course of both nations and
the entire region during the 20" century.

The Russo-Japanese War (aka World War Zero)
“The Russo-Japanese War was a military conflict fought be-
tween the Russian Empire and the Empire of Japan from
[February] 1904 to [September] 1905. Much of the fighting
took place in what is now northeastern China. The Russo-
Japanese War was also a naval conflict, with ships exchang-
ing fire in the waters surrounding the Korean peninsula. The
brutal conflict in the western Pacific changed the balance
of power in Asia and set the stage for World War I...In fact,
scholars have suggested that the Russo-Japanese War set the
stage for World War | and, ultimately, World War Il, as some
of the central issues in the first conflict were at the core of
the fighting during the latter two. Some have even referred
to it as “World War Zero,” given that it took place less than a
decade before the start of World War 1.”2
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Step 1—Define the Operational Environment

The first step of IPB, define the operational environment,?
involves identifying operational environment characteristics
with significant effect on friend and foe. It is perhaps the
clearest example of Japan’s application of the modern IPB
process. Unlike the Russians, the Japanese Empire spent the
years preceding the war with Russia developing an accurate
understanding of their opponent on multiple levels. The
growth of nationalism in Japan, fueled by its successful
modernization and victory against the Chinese in 1895,
sparked the founding of several organizations dedicated
to advocating aggressive foreign policies. One such group,
the Kokuryukai, operated under the conviction that Russian
expansionism in Asia had a direct and negative impact on
Japanese security. In addition to spreading anti-Russian

Battlefields in the Russo-Japanese War.
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propaganda, the organization’s intelligence collection
efforts proved beneficial to the state upon the outbreak of
the war.?

The Kokuryukai was essential to Japan’s preparation for war
with Russia, serving as an important source of intelligence
collection. Less than a month after its founding by Ryohei
Uchida, the Kokuryukai established a Tokyo publishing
house, which immediately began distributing geographical
information that Uchida gathered in Russia during his
travels. Subsequent publications proved so inflammatory
that the Japanese government censored their publication.
From this point until the outbreak of war, the group funded
and promoted nongovernment organizations focused on
Russia while learning and teaching Russian. Simultaneously,
members took turns traveling to Korea and Manchuria,

mapping out ports, railways, and other
key terrain while gathering intelligence
on the strength and organization of
the Russian military. This, contrasted
with the fact that despite occupying
Manchuria since 1899 the Russians had
failed to create accurate maps at any
point before the war, makes Japan’s
efforts all the more impressive. Clearly,
the group was attempting to evaluate
the threat well before the shooting
started.®

Step 2—Describe the
Environmental Effects on
Operations

The second step of the IPB process,
describe the environmental effects on
operations,® builds upon the first. After
identifying significant environmental
characteristics, analysts determine
how these characteristics affect future
operations. Long before the shooting
began, the fight for control of key terrain
in the form of telephone lines and
telegraph stations pitted the Russian and
Japanese Empires against one another.
Both sides recognized that control of the
communication systems on the Korean
peninsula would provide a distinct
advantage in a future war by enabling
rapid communications between capitals,
generals, and their armies. At the same
time, the other nation’s communications
would be degraded and possibly even
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PF. Collier, The Russo-Japanese War, 1905, pg 59.

Japanese Pontoon train moving to Yalu River from Ping-Yang. Pontoons were built in Hiroshima before the outbreak of the Russo-Japanese War in 1904 in preparation for

crossing the Yalu River. The sections were later transported via horse teams.

disrupted or intercepted. Japan made the first move,
capitalizing on its victory against China to assume control
of a nascent Chinese communications infrastructure on
the peninsula. Correctly assessing Japan’s motives, Russia
quickly reached an agreement with the Korean government
that would allow the construction of telephone lines from
Russia to Korea. During the invasion of the peninsula at
the outbreak of war, Japan moved rapidly to seize Russia’s
communication infrastructure throughout the peninsula.’

Recognizing the severely degrading effects Manchurian
winters would have upon operations, both sides equipped
their forces with adequate winter clothing. The war would
begin late in winter and range throughout the frozen Korean
peninsula and Manchuria. Russian failures at the strategic
and tactical level to counter Japanese landings on the
Korean peninsula combined with the failure to attack the
Japanese army as they crossed the Yalu River within sight of
Russian lines demonstrates an abject failure to use natural
obstacles in blocking or even delaying the Japanese.t At the
same time, Japanese agents monitoring the development
of the Trans-Siberian Railroad correctly determined that
until the line reached Vladivostok, Russia would be unable
to move large quantities of men and equipment quickly
enough over vast spaces and restrictive terrain to have any
effect on the coming battles.

Step 3—Evaluate the Threat

In the third step of IPB, evaluate the threat,’ intelligence
on enemy doctrine and capabilities is carefully analyzed.
Japanese efforts to determine the composition, disposi-
tion, quality, and capabilities of Russian forces adopted un-
conventional methods. Despite government-sanctioned
persecution in the mid-to-late 19" century, sympathetic
Japanese leaders portrayed Buddhism as a useful tool, one
that could easily serve an important role in covert human-
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intelligence collection. In 1897, the Japanese government
began actively deploying Buddhist missionaries deep into
Manchuria and Siberia. One Buddhist sect, increasingly mil-
itarized and radicalized, went so far as to declare in 1904
that “putting Russians to death...is not only our duty as
citizens, but as fellow Buddhists.”*® The establishment of
Buddhist branches in Vladivostok less than 10 years before
the outbreak of war saw a massive increase in Japanese
collection on Russia’s Pacific Fleet, an intelligence coup for
the Japanese that would go a long way in determining the
course of the war.!

One particularly enthralling example of the Japanese
government’s covert efforts to evaluate the Russian threat
is found in the story of Shimizu Shogetsu, a Buddhist
missionary with a secret. Between 1897 and 1899, Shimizu
traveled the breadth of Siberia from Irkutsk in the west
to Vladivostok in the east, even taking time to crisscross
Manchuria. Unbeknownst to all he encountered, Shimizu
was really Captain Hanada Nakanosuke, an officer in the
Japanese Army. Focused on identifying Russian forces
in Korea and Manchuria, Captain Nakanosuke’s greatest
success came in 1898 when he identified an illegal
“maintenance yard” garrisoned by Russian soldiers just one
kilometer from the major Manchurian city of Changchun.?
In 1904 and still in disguise, Captain Nakanosuke resigned
his commission to remain in Vladivostok and established
the “Army of Justice,” a guerilla group tasked with collecting
and passing intelligence on Russian forces to the Japanese
from behind Russian lines.*®

In the months before the outbreak of war in February
1904, ethnic Japanese civilians living in and around
Port Arthur provided the Japanese military with quality
information on the Russian order of battle. This, combined
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with information detailing the rising internal divisions within
the Russian Empire, provided Japan with the opportunity
to stoke dissent and foment rebellion. This strategy would
prove remarkably effective in fixing the Russian intelligence
services’ focus toward combatting civil unrest rather than
conducting collection or counterintelligence operations
against Japan.*

Like Japan, Russia benefited from the service of uniquely
capable individuals in the period surrounding the war.
One such individual, Russian General Staff officer Vladimir

Expecting an attack from Russian cavalry—alert Japanese near Tehling, Manchuria.

Konstantinovich Samoyloff, had the benefit of interacting
with the Japanese for over a decade before the outbreak
of war. In 1903, Samoyloff was posted to Japan and quickly
realized that the entire Russian collection effort and sub-
sequent evaluation of the threat up to that point had been
entirely inadequate. Attempts to convince the Russian gov-
ernment otherwise proved a laborious and ultimately fruit-
less task. Colonel Gleb Vannovskii, Samoyloff’s predecessor,
had failed to recognize the superior organization, strength,
and capability of the Japanese military, particularly by ne-
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glecting to report the size of Japanese reserves to be mo-
bilized in the event of war.'® In fact, Japan maintained a
trained reserve of 400,000 and increased defense spending
by 56 percent in the 9 years from 1895 to 1904.'® Colonel
Vannovskii’s blindness was well known among foreign atta-
chés, so much so that an agent of the French government,
closely allied with the Russians, offered another Russian
agent information on or about the Japanese Army under
the strict condition that he not share it with Vannovskii but
report it directly to Saint Petersburg [capital of the Russian
Empire].Y’

Initially, Samoyloff found the
task of collecting intelligence
and evaluating the Japanese mil-
itary extremely difficult. In re-
ports to his superiors, Samoyloff
claims the numerical strength
of the Japanese military to be a
closely guarded secret and as-
serts that everything he had col-
lected up to that point had been
through sheer luck.’®* As events
unfolded in the countdown to war,
Samoyloff found himself to be vir-
tually the only Russian official de-
claring the unpopular assessment
that “Russia needed peace more
than Japan.” Events would prove
Samoyloff correct in his assess-
ment, though it doubtless brought
him little satisfaction.®

Attachés such as Samoyloff and
Vannovskii enjoyed full diplomatic
immunity and worked in conjunc-
tion with officers of the Main
Staff, or Glavnyi shtab, who were
often undercover as minor offi-
cials at embassies or consulates.
Further groups of junior officers
were dispatched under false pretexts on missions to nations
neighboring Russia, pretexts that included everything from
hunting trips to studying languages, when in fact these offi-
cers were collecting intelligence on border fortifications and
locating military facilities. The Main Staff would be tasked
with collection, analysis, and dissemination of military-sta-
tistical data concerning foreign powers as well as the han-
dling of foreign agents.?°

Russian forces in Manchuria initially relied in part upon
human intelligence collected from three agents stationed
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in Japan, Korea, and China. The armies in
Manchuria were expected to build their own in-

telligence networks by recruiting agents from

among the local populace. This was not alto-

gether difficult, as many Chinese remembered

bitterly their defeat at the hands of the Japanese

just a decade before. For the Russians, however,

rampant racial prejudice meant that many as-

sumed the Chinese were spies for the Japanese

simply because both nations were members of

the Asian race. Thus racism, combined with the
inadequate allocation of funds to recruit agents,

meant that the First Manchurian Army’s organic

military intelligence organization, Section Seven,

had to rely entirely on information collected from
interrogating Japanese prisoners or captured
documents. Considering only two documents of

any value whatsoever were captured and that

none of the 366 Japanese taken prisoner during

the entirety of the conflict knew anything of real
importance, even these sources of intelligence were wholly
inadequate. Yet another factor limiting Russia’s attempts to
evaluate the Japanese threat was the astonishing fact that
of the entire First Manchurian Army, only one soldier spoke
even basic Japanese.?!

Section Seven’s wartime failures would be examined in de-
tail following Russia’s defeat. The stationary nature of the
war (the Russians used trenches extensively), difficult ter-
rain (which the Russians had failed to survey or chart), and
extremely effective Japanese counterintelligence efforts
would be listed as the primary causes of Russian military
intelligence failures. Japanese counter-reconnaissance ef-
forts undermined Russian attempts to detail Japanese po-
sitions to collect intelligence. These reconnaissance patrols
were often detected shortly after their departure and, if
not immediately engaged, were ambushed and captured by
forward Japanese units. In those rare instances when the
Russians did manage to infiltrate enemy lines, they found
themselves unable to determine the unit or size of the force
facing them. For many, responsibility for the failure of these
patrols rested with the Russian commanders, who insisted
upon employing their best officers and men in the doomed
patrols while only providing them poor quality maps and
inadequate instructions. As a result, both Cossacks and in-
fantry failed to collect anything of intelligence value for the
duration of the war.??

Despite these severe intelligence limitations, portions
of the Russian army managed to form a basic tactical un-
derstanding of the enemy units within their immediate vi-
cinity through battle. Unfortunately for them, this could
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Russian soldiers preparing fortifications in Port Arthur.

not make up for the fact that Russia never managed
to evaluate the Japanese on a strategic level. Russia’s
failure to realize that Japanese forces freed from the
Liaodong Peninsula following the fall of Port Arthur
were moving north to support Japanese armies around
Mukden. This failure would see the Japanese, albeit nar-
rowly, victorious in the final major battle on land. Beyond
collection, dissemination proved similarly difficult for the
Russians. For the first 6 months of the war, no process ex-
isted whatsoever for the communication of intelligence to
Russian commanders. It was only with the formation of the
First Manchurian Army’s Section Seven that daily intelli-
gence summaries became available at Army Headquarters,
although in another example of Russian ineptitude, these
reports were very rarely disseminated to regimental, divi-
sion, or even corps commanders, with predictably disas-
trous results.”

Ultimately, the only form of Russian intelligence that
proved somewhat accurate during the war would be na-
val intelligence collected primarily by Admiral Alexieff in
the years immediately preceding the outbreak of war. As
Viceroy of the Russian Far East and commander-in-chief
of Russia’s military forces in Port Arthur and Manchuria,
Admiral Alexieff methodically collected specifications of
Japanese vessels under construction (the vast majority in
British shipyards), reporting to Saint Petersburg that the
Japanese appeared to be preparing for war by repurposing
commercial vessels as troop transports. Months later, these
same vessels would ferry Japanese armies to the Asian
mainland.*
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Step 4—Determine Threat Courses of Action

The final step in the IPB process, determine threat courses
of action,? sees the combination of the previous steps lead-
ing to the development and analysis of possible enemy
courses of action, or methods for completing their overall
mission.

While the Japanese employed hundreds of overt and co-
vert agents meticulously engaged in collecting intelligence
on Russian land and naval forces, the Russian government
at the time chose to employ a single officer against the
Japanese.? In addition to its obvious diplomatic functions,
the Japanese Foreign Ministry performed an important role
as a hub for intelligence collection networks. In European
capitals, Japanese diplomats would daily gather several of
their host-nation’s leading newspapers and, with the help
of translators, scan for any news concerning Japan or any
other topics of interest to the government. At the same
time, Japanese diplomats made it a point to attend parties
and various social gatherings as frequently as possible to
establish relationships that could be matured into sources
of information and intelligence. Following the declaration
of war in February 1904, many of these contacts in Western
Europe and the United States would prove vital not only as
sources of information but also as sources of funding for the
war effort.”’

If IPB is supposed to take place not just during a conflict
but well before, no one bothered to tell the Russians. The
failure of Russian intelligence to detect the Japanese attack
on Russian ships at the Battle of Port Arthur (and later at the
Battle of Tsushima) enabled the Japanese to achieve com-
plete surprise.?® January 26, 1904, saw the Japanese am-
bassador informing his government of reports shared with
him by Admiral Alexieff stating that the Japanese had dis-
patched large numbers of troops, munitions, and supplies
to the Korean peninsula. Admiral Alexieff demanded an ex-
planation, stating that such an action would endanger any
future diplomatic discussions between the two empires.
Ambassador Komura denied the accusations, stating that
no troops had been dispatched and that while supplies had
been sent, they were simply to provision the troops already
stationed on the peninsula. Ambassador Komura then piv-
ots, requesting explanations for newspaper reports detailing
a Russian troop buildup along the north of the Yalu River.?
Admiral Alexieff denied these reports, despite continued re-
ports of a Russian buildup and the Russian purchase of large
tracts of land on the Korean side of the Yalu—reports pro-
vided by a Japanese colonel disguised as a Buddhist monk.3°

If a single event could have allowed the Russians to deter-
mine Japan’s likely course of action, the breaking-off of dip-
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lomatic relations between Tokyo and Saint Petersburg would
be that moment. In a final note to Russia, Japan reiterates
the importance of Korea to her own national security, high-
lights the threat posed by Russia’s continued (illegal) oc-
cupation of Manchuria, and laments Russian recalcitrance
in refusing to make any concessions or enter negotiations.
The note ends chillingly: “The Imperial Government reserve
to themselves the right to take such independent action as
they may deem best to consolidate and defend their men-
aced position.”*! Believing now that they could achieve their
political goals not through negotiation but armed conflict,
this note captures Japan’s shift to a preventative-war strat-
egy, a fact that was entirely lost on the Russian govern-
ment. Three days later, the Japanese navy opened fire on
the Russian fleet at Port Arthur.3? The war had begun.

Conclusion

Japan’s adherence to the analytical framework of IPB en-
abled a newcomer to the world stage to convincingly de-
feat a nation commonly accepted as a major world power.
The methodical mapping of the operational environment,
accurate analysis of the effects of the twin tyrannies of
time and space on Russian operations, extensive evalua-
tion of Russian capabilities, and persistent efforts to predict
Russian courses of action all combined to forge a formida-
ble sling in the hands of the Japanese David. It would prove
to be just enough to humble the Russian Goliath.

Russian military historian Zvonarev writing on the Russo-
Japanese War in the 1920s stated, “The Russian Army knew
neither Japan nor its army. Even worse, it had an entirely
false and distorted impression. Largely based on the lies
and bravura of attachés and secret agents’ reports, [the
army] was entirely convinced that victory over the Japanese
would be a simple matter”*® Immediately following the
war, General Kuropatkin claimed his armies lacked tacti-
cal intelligence support almost entirely. To put it bluntly,
Russian intelligence failed at every level. At the strategic
level, the Russians failed to define the operational envi-
ronment, failed to describe its effects on operations, failed
completely to evaluate their adversary, and neglected even
to attempt to determine or predict enemy courses of ac-
tion. From inadequate funding to incompetent personnel,
racial bias to apathy, Russian intelligence efforts failed at ev-
ery level. Even determining the size of the Japanese army
proved beyond Russian capabilities, as their estimate of
200,000 was merely one-third of the forces the Japanese
deployed to Manchuria. In the decades since the war, schol-
ars liken the Russians to a blindfolded boxer stumbling into
the ring, an apt description for any military absent intelli-
gence support.*
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While Russia’s economy conducted its own “pivot to the
Pacific,” its intelligence structures failed to shift focus and
neglected intelligence preparation of the (new) battlefield.
Those few collection assets available to them remained
focused on China and Europe so much so that combined
books of Russian intelligence reports from 1904 and 1905
contain hundreds of pages detailing German mobilization
plans and maps of East Prussia. Dozens more pages cover
Turkey, China, Persia, and Afghanistan, while in the section
on East Asia under Japan remains recorded a cryptic phrase,
nichego ne predstavleno, no submission.*
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Tying It Together: The Battle Damage

Assessment Challenge

by First Lieutenant Ashton Wolf

Photo by U.S. Air Force 2nd Lt. Samuel Eckholm

A U.S. Air Force F-22 Raptor flies over a wall of fire during the Mission Over Malmstrom open house event in Great Falls, MT, July 14, 2019.

Introduction

There are no secrets to success. It is the result of preparation, hard
work, and learning from failure.
—GEN Colin Powell

A lack of resources and time are a U.S. Army division’s two
worst enemies during a warfighter exercise. A shortage of
resources necessitates prioritization, while the absence of
time increases risk. It is the responsibility of the division
staff to develop strategies and methods to mitigate this risk
and to provide the division commander the most precise
and predictive intelligence possible to drive a timely and ef-
fective decision-making process. The battle damage assess-
ment (BDA) challenge during Warfighter Exercise 19-1 (WFX
19-1) provided another opportunity for a division staff to
work through the challenges of limited time and resources.
25% Infantry Division (25% ID) appropriated most of its full
motion video assets to target development and acquisi-
tion missions, but the division commander and staff still re-
quired fast and accurate BDA for planning purposes. Despite
resource and time constraints, 25% ID successfully delivered
BDA within 10 percent of the ground truth throughout WFX
19-1 by adopting a multi-intelligence approach.
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Multi-Intelligence Approach

Never tell people how to do things. Tell them what to do and they will
surprise you with their ingenuity.
—GEN George S. Patton

FM 2-0, Intelligence, states, “Commanders and staffs need
timely, accurate, relevant, and predictive intelligence to un-
derstand threat characteristics, goals and objectives, and
courses of action to successfully execute offensive and de-
fensive tasks in large-scale combat operations.”! Along this
vein, ATP 3-60, Targeting, asserts, “The degree of reliability
and credibility of the assessment relies largely upon collec-
tion resources. The quantity and quality of collection assets
influence whether the assessment is highly reliable (con-
crete, quantifiable, and precise) or has low reliability (best
guess).”? Initially, the 25™ ID G-2 targeting team planned to
rely heavily on full motion video, imagery, and subordinate
unit operational reporting because of their high-confidence
intelligence output. These collection platforms would pro-
vide the most accurate and relevant intelligence for the
division planners, division fires, and division current opera-
tions. As a combat division in a resource-constrained envi-
ronment, focused on closing with and killing the enemy and
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maintaining speed and tempo, BDA fell lower on the list of
intelligence priorities during WFX 19-1. This reality required
analysts to combine assets with varying degrees of fidelity
to achieve greater BDA accuracy.

The 25" ID G-2 targeting BDA analysts developed
assessments leveraging communications intelligence;
human intelligence; electronic intelligence; and ground
moving target indicator (GMTI), target acquisition radar,
and post-fire mission data. Separate, these assets are low-
confidence information collection resources, but when
effectively layered, these information collection assets
created a solid multi-intelligence foundation for a division-
level common intelligence picture. For example, one battle
drill implemented in the analysis and control element
involved terrain, GMTI, communications intelligence, and
electronic intelligence analysts sharing indications of BDA
after the joint air-ground integration center reported a
fire mission through chat. Augmented with subordinate
input and | Corps shaping efforts, targeting analysts made
precise assessments for planning and reattack purposes.
Implementing this method, the targeting team contributed
to multiple important division commander decisions,
ensuring mission success.

Improving the Baseline

We don’t rise to the level of our expectations, we fall to the level of
our training.
—Archilochus (Ancient Greek lyric poet)

There is an inherent responsibility of staffs to identify the
gaps and shortcomings in their practices. Staffs ought to
strive to improve practices before, during, and after training
exercises and military operations. Even though it achieved a
high degree of success during WFX 19-1, 25 ID’s BDA pro-
cess lacked the application of munitions effectiveness and

“BDA in the Gulf War, as a whole, has been criticized as
too slow and inadequate...There still is no [Department of
Defense] DOD-wide, formalized BDA training or needed
organizational structure, doctrine, methodology, or pro-
cedures.”® In 2005, COL James G. Diehl, then joint test di-
rector at the Joint Battle Damage Assessment Joint Test and
Evaluation Center, and Mr. Charles E. Sloan, senior military
analyst, wrote an article titled “Battle Damage Assessment:
The Ground Truth.” In their article, they echoed this con-
cern by pointing to a “documented...chronic problem with
untrained or unqualified augmentees arriving...[to perform]
BDA cell functions during...exercises.”* Most intelligence an-
alysts are not equipped to conduct effective BDA analysis
with the training they currently receive as 35Fs (Intelligence
Analyst). The 25" ID’s intelligence analysts received train-
ing to identify enemy capabilities based on terrain, equip-
ment, and order of battle. They could ascertain the “so
what” behind the results of BDA fed to them but received
little training to properly assess the results of an indirect
fire engagement. This placed even more pressure on the al-
ready tight time constraints. Analysts had to either reach
out to division staff elements and subject matter experts,
who did not always have time to support the BDA effort, or
rely on their own limited knowledge and training to develop
assessments.

Battle Damage Assessment: Only One-Third of the Picture.
“Combat assessment is composed of three related ele-
ments: battle damage assessment, munitions effectiveness
assessment, and reattack recommendations or future tar-
geting. Assessment of tactical results helps commanders
determine progress at the operational and strategic lev-
els and can affect operational and strategic targeting and
engagement decisions.”®> Although 25™ ID used all three
components of combat assessment during WFX 19-1, they

relied heavily on the subject mat- .
ter experts, and the team faced || Levels Guidance o e tyeang measres
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Figure 1. Assessment Levels and Measures®

Military Intelligence



did not always use them together to enhance the common
intelligence picture. Viewing BDA, munitions effectiveness,
and reattack guidance as a unified effort provides a base-
line for measures of effectiveness and measures of perfor-
mance, while also eliminating the diffusion of responsibility
currently plaguing BDA analysis and tracking.

ATP 3-60, Targeting, states, “Producing BDA is primar-
ily an intelligence responsibility, but requires coordination
with operational elements to be effective.”” The intelligence
warfighting function collects BDA-specific data; however,
without combined staff input, the division cannot compe-
tently detect adversary assets or assess friendly effects on
the enemy. Two graphics in chapter 2 of ATP 3-60 depict the
importance of staff collaboration for the targeting process.
The first graphic (Figure 1 on the previous page) portrays
the role combat assessment plays in measures of effec-
tiveness and measures of performance assessments and
how if implemented correctly it “properly focuses assess-
ment and collection at each level, reduces redundancy, and
enhances the efficiency of the overall assessment process.”®
The second graphic (Figure 2) emphasizes the many assets
from different staff sections involved in the decide, detect,

deliver, assess targeting methodology. When combined, the
images tell a simple truth—without bringing the entire staff
together to implement combat assessment, an accurate
picture of the enemy cannot exist.

The coordination between the entire staff is invaluable.
Intelligence analysts cannot replicate the knowledge,
experience, education, and training of other staff members.
An intelligence analyst does not receive training on the
type, quantity, capability, and effects of friendly joint fires
platforms. The division intelligence section also does not
receive real-time information on each fire and counter-fire
mission. In their 2005 article, COL Diehl and Mr. Sloan wrote,
“BDAis not just an ‘intel thing.” The BDA mission, if it is going
to integrate into an effects-based operations culture, must
become an integrated operations/intelligence function that
begins with and continuously feeds back to support the
commanders’ strategy.”® Multiple sections are involved with
the combat assessment and targeting processes. If the staff
acknowledges their defined roles and responsibilities in an
approved standard operating procedure, they can provide
the most accurate analysis available to help inform decision
makers.
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Figure 2. Decide, Detect, Deliver, Assess Methodology and Assets*
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bat teams.
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These units often prioritize and share the intelligence that
assists in the completion of their own mission, unintention-
ally withholding information of value to others. This cre-
ated the Tower of Babel Paradigm—every unit responsible
for developing and contributing to the common intelligence
picture spoke a slightly different dialect. This problem was
only propagated with the limited time and competing pri-
orities of WFX 19-1. 25" ID also had many connectivity and
communication issues during WFX 19-1. 25" ID G-2 target-
ing received BDA via chat, email, radio, runner, Share drive,
and the portal. Reporting methods that worked for one unit
did not work for another unit. As a result, G-2 BDA analysts
devoted countless hours to pulling BDA reports from myriad
units, reducing the amount of time available to develop tai-
lored targeting analysis products.

Fighting Products
Critical to making and executing decisions rapidly and effectively are
complete, common, and timely fighting products. These can consist
of the intelligence collection matrix, decision-support matrix, syn-
chronization matrix, fire-support execution matrix, maneuver graph-
ics, and target-list worksheet.**

Time Constraints. Throughout a collection cycle, G-2
targeting analysts process BDA reporting, verify intelligence
sources (to prevent duplicate reporting), input data into
“fighting products,” and examine the enemy order of battle
to adjust task organization. Added to these tasks are the
sporadic battle drills, special products, and battle rhythm
briefing requirements. When streamlined, it is possible to
accomplish all these tasks. However, during WFX 19-1, unit
reporting created a significant chokepoint. The fast pace
of operations and the large influx of intelligence reports
received at all echelons regularly caused units to miss
reporting timelines. This required G-2 targeting analysts
to assume risk by stopping targeting-specific production
to search for reporting. They effectively refined the gaps in
the BDA picture by searching for BDA reporting in unit chat
rooms, hunting down fire mission trackers, making numerous
phone calls, and rechecking GMTI and signals intelligence
reporting. Although effective for BDA development, the
additional tasking constrained analysts’ time to prepare for
important briefings, leaving gaps in parts of the common
intelligence picture. Ultimately, an incomplete common
intelligence picture limits the division commander and
staff’s battlefield visualization and understanding of the
fight.

Recommendations: Adopting the Combat

Assessment Model

If you find yourself in a fair fight, you didn’t plan your mission properly.
—David Hackworth (military journalist and retired Army colonel)
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Implement a Combat Assessment Working Group. In The
Art and Science of Battle Damage Assessment in Large-
Scale Combat Operations, CW3 Michael Franklin and CW3
Stephen Barber remarked, “With a lack of a defined stan-
dard, training audience units use different tools for track-
ing the status of destroyed enemy equipment.” They also
stated, “The synchronization of intelligence and fires profes-
sionals is paramount to effective targeting against peer and
near-peer adversaries in small windows of opportunity.”!?
25" |D’s WFX 19-1 final after action review comments mirror
CW3 Franklin and CW3 Barber’s remarks. During the exer-
cise, creating a common intelligence picture for the combat
assessment and BDA fight was a common challenge. Joint
fires, division artillery, combat aviation brigade, joint air-
ground integration center, G-9, and subordinate brigades
reported BDA differently, not always sharing information
with division. This created confusion and misunderstanding
when commanders briefed BDA or reattack guidance. As a
result, 25™ ID G-2 targeting analysts spent more time track-
ing down BDA reporting than conducting analysis and devel-
oping detailed targeting products. Implementing a combat
assessment working group would mitigate this issue by es-
tablishing a regular touchpoint that brings together all per-
tinent resources and information, saving time and creating
efficiencies in the targeting process.

The success of the combat assessment working group
depends on the participation of more than just the
G-2 targeting analysts. All warfighting functions and
subordinate brigades need to provide a liaison. To be
effective, the combat assessment working group needs to
occur multiple times a day but does not need to last longer
than 15 to 20 minutes. Adding another event to the 25%
ID’s already packed battle rhythm might not be an easy feat,
but it has value. With those 15 minutes before a targeting
working group or a commander’s update brief, subordinate
units and division staff can discuss fire missions, out-of-
contact attacks (i.e., deep or interdiction attacks),®® current
intelligence, and operational reporting to confirm or deny
combat assessment staff estimates. Successfully integrating
the combat assessment working group into the battle
rhythm will lead to a more complete common intelligence
picture, reduce duplicate BDA reporting, and ensure that
decision makers receive comprehensive feedback on their
measures of performance and effectiveness.

Reserve Combat Assessment Training Slots for Intelligence
Analysts. In their article, COL Diehl and Mr. Sloan observed,
“Although there have been several technical and process
improvements, assessment still receives failing grades
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regardless of whether people even understand the mission.
In defense of BDA, however, there is also little historical
evidence of any formal attempt to fix it or to simply agree
what it is.”** The best way to improve BDA is to create sub-
ject matter experts in the intelligence warfighting function
with formalized training to help them understand how to
conduct a combat assessment. As such, divisions need to
reserve slots for their intelligence analysts to attend tar-
geting, munitions, and weaponeering training. By leverag-
ing these training opportunities, intelligence analysts gain
a better understanding of friendly operations and can bet-
ter integrate with the field artillery intelligence officer and
joint air-ground integration center to turn raw data into
actionable intelligence. More combat assessment training
for military intelligence professionals will develop a cadre
of combat assessment subject matter experts in the intel-
ligence warfighting function, greatly increasing the intelli-
gence warfighting function’s skill and sense of ownership
with regard to the BDA problem set.

Develop and Codify a Combat Assessment Standard
Operating Procedure. Developing a combat assessment
standard operating procedure creates a common under-
standing of expectations and requirements for all involved
staff sections. During WFX 19-1, 25% ID did not tie BDA,
munitions assessment, and reattack guidance under com-
bat assessment effectively. Creating a combat assessment
standard operating procedure that ties intelligence and op-
erations requirements together solidifies a key relationship,
which will increase performance of the division targeting ef-
fort and enhance support to movement and maneuver.

Conclusion

25% |ID effectively implemented a multi-intelligence ap-
proach to BDA that successfully mitigated the increased
risks caused by time constraints and a lack of resources. The
next step is to turn the multi-intelligence approach into a
multi-discipline, cross-functional one by integrating all as-
pects of combat assessment and the entire division staff
into the analysis process. The multi-discipline, cross-func-
tional approach, combined with formal combat assessment
training and dedicated staff touchpoints through a combat
assessment working group, will make 25t |D’s targeting pro-
cess more lethal on the battlefield.
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The intelligence officer for 1% Brigade Combat Team, 82" Airborne Division, briefs the command the evening’s intelligence update during Swift Response 15 at Joint

Multinational Readiness Center, Hohenfels, Germany, August 27, 2015.

by Captain Ryan M. Hardin

Introduction

The military intelligence (MI) company commander is one
of the most demanding company grade leadership positions
within the brigade combat team (BCT). Units are not all cre-
ated equal, and the ways with which the MI company is em-
ployed varies widely; however, according to doctrine, the
MI company commander has two essential roles:

4 todirect the employment of the company! and
4 to maximize support to the BCT S-2 intelligence cell.?

To accomplish these roles, the Ml company commander
must focus efforts to effectively integrate collection en-
ablers assigned to the company. Doctrine provides general
guidance but offers diminutive practical advice to assist
commanders in this role.
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All Ml company enablers operate under various support
relationships within maneuver units and require careful
planning, specific tasking, and leader-driven coordination
to collect accurate, timely, and targetable intelligence. This
task challenges all units in a decisive action training environ-
ment. Not only do they fight a highly proficient peer enemy
on his home turf, but they must also contend with rugged
terrain, system vulnerabilities, and fragile communications
plans. Despite the difficult training environment, MI com-
panies have demonstrated some successful techniques for
finding and targeting opposing forces.

Observations and after action reviews of the strengths,
challenges, and characteristics of Ml company commanders
over the course of four rotations at the Joint Multinational
Readiness Center (JMRC) have revealed four fundamental
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principles that, if followed, will lead to effective enabler in-
tegration and MI company mission success:

4 Preparation.

Planning.

+
4 Location.
4 Delegation and battlefield circulation.

What follows is an examination of those principles, citing
Army doctrine and rotational vignettes from JMRC during
2018. In the interest of anonymity, each Ml company has
been assigned a letter (A, B, C, D), and the corresponding
rotational names have been omitted. This article seeks to
emphasize the four “keys to success” for Ml company com-
manders and to inform brigade engineer battalion and BCT
staffs how to employ them.

Military Intelligence Company Organization

The MI company, organized as shown in Figure 1, “pro-
vides the majority of intelligence personnel to the BCT to
collect, analyze, and disseminate intelligence. The Ml com-
pany must task-organize with the BCT intelligence cell to
form the [brigade intelligence support element] BISE...The
MI company commander directs the employment of the
company in accordance with missions and guidance from
the BCT headquarters.”?

4 Position their command post in close proximity to the
brigade headquarters. (Location)

4 Maintain the autonomy to reallocate personnel and re-
sources to mitigate friction and delegate accordingly.
(Delegation and battlefield circulation)

Preparation

Preparation
“MI company commander duties and responsibilities include—
Ensuring MI company Soldiers are trained in individual and col-
lective tasks...Participating in any brigade engineer battalion
and BCT staff planning exercise as required...Ensuring readi-
ness through command supply discipline and maintenance.”

Much of what happens in execution is a direct result of
preparation. Successful units demonstrate tactical and
collective task proficiency during an exercise because they
followed a thorough training plan leading up to the event.
With the Army-wide implementation of the MI Training
Strategy, Ml company commanders now have a guidebook
and organizational framework to effectively train their
formations. Of course, implementation at the unit level
requires brigade engineer battalion/brigade support,
external resourcing, coordination, and deliberate planning.

Each intelligence discipline can also benefit from tactics,
techniques, and procedures for better integration with

maneuver elements. During a

» : rotation with exceptionally mild

Mllltacr:y Intelligence weather, the tactical unmanned

ompany aircraft system (UAS) platoon from Ml

company A achieved success with an

astounding number of flight hours—a

| | compliment to the fully manned,

SiGINT LOMINT s trained, equipped, and proficient

Headquarters %T::gg:f Collection  Collection PIUAS V\Ilrea'(c)r:gre platoon. Tachcal UA'S _ platgons will
Platoon Platoon atoon Team also benefit from training with other

MI companies or aviation units that

HUMINT human intelligence SIGINT signals intelligence UAS unmanned aricraft system | typically fly the Shadow in support of

Figure 1. Military Intelligence Company Organization*
Military Intelligence Company Fundamental Keys
to Success
Successful MI company commanders focus on four key
areas—preparation, planning, location, and delegation and
battlefield circulation. Specifically, these commanders—

4 Train their formation and execute disciplined mainte-
nance programs. (Preparation)

4 Are involved with brigade staff planning early in the
military decision-making process and remain tied in

throughout execution. (Planning)
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manned/unmanned teaming. Instead
of only conducting training flights for operator progression,
Shadow platoons should also fly in support of maneuver
training (situational training exercise, live-fire exercise, etc.)
throughout the year to practice intelligence, surveillance,
and reconnaissance techniques. Not only will the brigade
engineer battalion staff assist with this, but the MI company
commander should also coordinate with fellow commanders
across the brigade for these training opportunities.

A focus on equipment proficiency, maintenance, and
readiness is paramount to effective collection. The MI
company fields systems with incredible capabilities to detect,
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U.S. Army photo by SPC Yon Trimble

Soldiers assigned to Delta Company, 1 Engineers Battalion,1st Armored Brigade Combat Team, 1%t Infantry Division, push an un-
manned aerial vehicle (UAV) onto a launching ramp during UAV training at Trzebien, Poland, May 7, 2019.

analyze, and transmit, but they must also be functional to
provide value to the intelligence enterprise. The Soldiers
who operate them must understand their capabilities and
train to proficiency. Ml company C exemplified this when
the signals intelligence (SIGINT) and electronic warfare
teams collectively received, processed, and disseminated
more than 100 reports in just 5 days. Not only did the teams
collect numerically more than any other unit at JMRC over
the past 2 years, but the reports also fed into the collection
and targeting cycles with great results. This was a direct
reflection of the high levels of equipment readiness (the
systems performed as they were supposed to) and of training
(operators went to advantageous collection positions).

Systems training, maintenance, and upkeep are often
neglected, resulting in system failure before and during
training rotations. This includes collection equipment and
communications systems, both of which are crucial for
intelligence enablers. After all, what good is it to detect
enemy positions if you cannot tell anyone about it? Likewise,
if you place a multimillion dollar sensor in a vulnerable
position near the forward line of own troops but the sensor
fails, how do you remain relevant? While every M| company
struggles with this, Ml companies A and D had particular
challenges stemming from a lack of systems training,
mismanagement of maintenance priorities, and inadequate
planning. For instance, during their rotations, Soldiers
lacked basic radio skills and troubleshooting techniques for
their assigned communications equipment. In one exercise,
human intelligence (HUMINT) collection teams were
without their primary method of reporting via the Global
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Rapid Response Information
Package because nobody had
requested satellite time.

In both exercises, steps
were taken to  correct
malfunctioning  equipment,
but some systems simply never
became fully operational.
The Prophet (SIGINT) system
is especially complicated. It
requires constant equipment
and software updates to
remain functional, and
because it operates at the Top
Secret level, proper security
measures must be maintained
in order to connect to requisite

networks. Due to real-

world missions throughout
Europe that did not require their organic systems, the
SIGINT platoon from MI company C had not maintained
their equipment for several months before the exercise.
As a result, most of their equipment failed, and when their
trucks broke down, enemy forces captured the systems and
their crews. Successful Ml company commanders prepare
their company through the execution of robust training
and the enforcement of rigorous maintenance schedules
to preserve functionality of critical intelligence assets. They
should leverage all available resources, including the local
Foundry program, division G-2 leadership, and field service
representatives.

Planning

Planning
The MI company commander develops “relationships with the
BCT and battalion intelligence cells to provide guidance on ca-
pabilities and employment considerations of the Ml company...
Recommends task organization and command and support
relationships to the BCT staff for optimum use of Ml collection
assets.”®

Successful Ml company commanders ensure their teams
canperformtheirintelligence collectionfunctionsinatactical
environment whether they are attached to a maneuver unit
or are deployed from the brigade rear or forward command
post. Since the majority of an MI company comprises
brigade enabler teams, it is crucial to integrate them
seamlessly into the collection plan and the maneuver unit
that supports andis supported by them. Although easier said
than done, it starts with command-support relationships.
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They must be identified in planning, defined in
operationorders (OPORDs), understood by gaining unit
and enabler teams, rehearsed during the preparation
phase, and overseen by the M| company commander.
Collaboration among the brigade collection manager,
brigade assistant S-2 or intelligence planner(s), and the
MI company commander is tremendously beneficial. The
brigade collection process will be most effective if these
three maintain a positive working relationship, understand
their roles, and synchronize their efforts.

Teams are also integrated early in the planning process
with their parent units and the brigade. There are three
key events during which enabler teams should be tasked (in
warning order 1) not only to attend but also to expect to
brief their mission:

4 brigade combined arms rehearsal,
4 information collection/fires rehearsal, and
4 the Ml company OPORD briefing.

They should also attend the OPORD briefings of their

supported units when applicable. For example, a low-level
voice intercept team attached to a
troop within the cavalry squadron
offers an incredible capability to the
squadron and brigade commanders.
If that team is absent from the unit
briefings or internal combined arms
rehearsals, they are more likely to
be forgotten or neglected during
execution. On the other hand, Ml
companies during rotations B and C
were successful because their teams
were engaged in those significant
events.

After the information collection/fires
rehearsal, Ml company commander B
held a separate company back brief
to ensure all enablers understood the
plan. Although notatraditional OPORD
briefing, the back brief achieved the

a “best practice” for MI company commanders to consider
as they prepare their company for deployment or a combat
training center rotation.

Positive working relationships among the brigade engi-
neer battalion staff, battalion S-2s, and maneuver company
commanders across the brigade cannot be overstated.
While the Ml company commander has the resident subject
matter expertise of warrant officers, he or she must advo-
cate for SIGINT and HUMINT collection teams, often acting
as the “salesman” to maneuver leaders. When they are as-
signed operational control to support a maneuver element
or provide general support while a maneuver unit secures
them, the MI company commander should ensure they are
fully integrated. The coordinating instructions of the base
OPORD must articulate the tasks, purposes, and command
support relationships. Although published guidance helps
make intelligence collection flow smoothly, units should
rarely review reporting criteria, methods, and chains for all
teams and rehearse at home station. Enabler checklists are
useful tools for supported units and collection teams to bet-
ter integrate with each other.

same effect: shared understanding. Sky Soldiers with Combat Electronic Warfare Intelligence Platoon, Delta Company, 54 Brigade Engineer Battalion,
MI company commander C facilitated provide actionable signals intelligence to help the 173 Airborne Brigade win the fight during Saber Junction 18 in

the information collection rehearsal
(fires had a separate event) for the brigade. With all
brigade intelligence leaders present, each enabler briefed
his portion of the mission as directed by the MI company
commander. He and the BCT S-2 were able to resolve
questions and issues on the spot, which paved the way for
effective asset integration and information collection. This is
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Grafenwoehr, Germany, September 15, 2018.

Despite many units not formalizing a process for integrat-
ing enablers, commanders took a few discernable steps that
delivered positive results. For instance, M|l company com-
mander C went face-to-face with each of the maneuver
company commanders to whom the SIGINT and HUMINT
teams were attached. Not only did the teams themselves
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conduct capabilities briefings
with new parent units, but the
MI company commander also re-
inforced their role within the bri-
gade information collection plan.
He underscored their need for
support in the field and the level
of autonomy they require for
maximum collection opportunity.
This was particularly relevant for
the SIGINT teams partnered with
the electronic warfare teams—
also brigade enablers assigned
to a supported unit—which must
push close to the forward line of
own troops and position on high
ground to effectively conduct
their mission.

While the brigade S-2 creates

the collection plan, ultlmately, U.S. Soldiers from Delta Company, 55" Brigade Engineer Battalion, 173" Airborne Brigade, talk with a simulated local na-
the brigade commander tasks tional while conducting a human intelligence gathering scenario during exercise Saber Junction 16 at the U.S. Army’s Joint

the assets, and company com-
manders must understand their role within the plan. Ml
company enablers are successful when collection tasks re-
ceive the same level of attention and respect as maneuver
tasks. During rotation C, those teams collected and dissem-
inated more reports than all collection teams during the
other three rotations combined.

Compare this to the use and misuse of HUMINT collection
teams during rotation A when HUMINT collection teams
conducted key leader engagements in only one town,
which yielded paltry intelligence at best. Although some
interrogations did occur, the HUMINT collection team
at the detainee collection point was held in reserve to
conduct convoy security, rather than deploy forward for
better collection opportunities. This led to Soldier fatigue,
low morale, and intelligence gaps at the brigade. HUMINT
collection teams remained in the brigade rear area instead
of properly integrating into the maneuver unit and pushing
forward to engage with populations in other towns. They
would have gleaned valuable information leading to
enemy composition, disposition, and battle plans, further
bolstering brigade targeting.

Uponlearning of their misuse, the Ml company commander
could have made recommendations to the operational
management team, the BCT S-2, the brigade collection
manager, and the maneuver company commander to better
use the HUMINT collection teams. However, he was limited
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Multinational Readiness Center in Hohenfels, Germany, April 19, 2016.

in his ability to stay tied in to the intelligence fight and
influence the reallocation of this collection asset.

Successful intelligence collection often links directly to
commander engagement in staff planning at all phases.
Ml company commander D played an active role in
coordinating with the BCT S-2 and the BISE staff—which
led to better collection as the exercise progressed. During
rotation B, the brigade commander assigned M| company
commander B as “chief of recon.” The unit achieved above
average success with integrating collection assets because,
in this role, the MI company commander not only assisted
the brigade intelligence staff but also wrote Annex L
(Information Collection) to the brigade OPORD. Having her
embedded with the BCT staff proved beneficial because she
understood the plan, personally knew the collectors she
tasked, and remained linked to the feedback chain when
reports came in from the field.

Location

Location

“The MI company commander directs the employment of the
company in accordance with missions and guidance from the
BCT headquarters. The commander locates where to best ex-
ercise mission command of company assets...The MI company
command post is usually co-located with the BCT main com-
mand post to facilitate control of company assets and maximize
support to the BCT intelligence cell.””
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Mission variables often dictate where the Ml company
commander establishes the command post; however,
typically Ml company commanders have the greatest
opportunity for success the closer they are to the brigade
headquarters. For example, MI company commander
D collocated the command post near the brigade
headquarters. The commander was able to command the
company, realign assets when possible, and remain tied in
to the brigade intelligence fight. Presence within the BISE
and proximity to the BCT S-2 led to better integration of
the enabler teams attached to maneuver units. While not
able to mitigate all friction, once aware of problems, the
commander was able to leverage resources to fix them.

MI company commander A set up the command post
within the brigade engineer battalion tactical assembly
area, which enhanced the ability to maintain situational
awareness because of its proximity to the battalion head-
quarters, which came with robust communication pack-
ages. Not only did the command post include a small
company headquarters but also a “rear BISE” comprised
of all-source and geospatial analysts with their requisite
equipment, with the mission to provide deep fight threat
analysis. However, it was unable to stay nested within and
connected to the overall brigade intelligence plan, thereby
becoming irrelevant. After discovering these shortfalls, the
MI company commander unofficially assumed the role of
rear BISE chief—normally a position reserved for an experi-
enced all-source intelligence warrant officer. This ultimately
distracted the commander, which exacerbated other issues
percolating among intelligence enabler teams spread out
across the battlefield.

As the chief of reconnaissance, Ml company commander B
personally remained in the brigade tactical operations cen-
ter and plans cell for the duration of the exercise, while the
first sergeant and executive officer set up a command post
in the vicinity of the tactical UAS platoon. Instead of fulfill-
ing the traditional/doctrinal role, the commander planned
and executed the brigade’s information collection plan and
provided targeting recommendations to the fires and op-
erations cells. Although this maximized support to the BCT
intelligence cell, it prevented the MI company commander
from the direct management of collection teams during op-
erations. To mitigate this, during the information collection/
fires rehearsal, the Ml company commander and brigade
collection manager briefed the intelligence portions while
all collection teams moved in sequence across the terrain
model.

MI company commander C set up a command post ap-
proximately 300 meters north of his tactical UAS platoon.
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This was close enough to have “hands-on” influence of the
brigade’s organic intelligence, surveillance, and reconnais-
sance platform (the Shadow RQ-7b) while also maintain-
ing situational awareness of other collectors across the
battlespace. On one occasion, the commander was able to
visit the brigade headquarters but discovered it was better
to support the brigade intelligence cell by controlling the
company from the command post. In this case, the MI com-
pany was more effective with the commander separated
from the brigade headquarters, as long as communications
with collection teams were maintained.

None of the aforementioned MI company employment
techniques should be considered “wrong,” but some units
were more successful than others. Doctrine suggests locat-
ing within the brigade command post; however, it does not
always yield more effective information collection, as evi-
denced during rotation D. In 2018, the most effective em-
ployment of an Ml company during a rotation at the JMRC
was during rotation C, when teams collected more informa-
tion of intelligence value and generated more reports than
all teams during the other three rotations combined.

The most unique, but also effective, technique was
the command post without an MI company commander
during rotation B, which relied heavily on the executive
officer and first sergeant to run the company. Regardless,
the commander’s geographic proximity to the brigade was
ultimately an effective part of the company’s technique.
This connection to the brigade can occur through physical
placement of the MI company command post within the
brigade tactical assembly area or close to the tactical UAS
platoon because of its importance as the primary sensor
in most collection plans. With the numerous processing,
exploitation, and dissemination requirements for collection
assets, Ml company commanders should help mitigate
communication challenges from sensors to the BISE, which
often means physically placing themselves or a subordinate
leader in the vicinity.

Delegation and Battlefield Circulation

Delegation and Battlefield Circulation

“As part of exercising mission command, the Ml company com-
mander visits company elements deployed with forward units,
maintains situational awareness of all team positions, and per-
forms required administrative functions.”

MI company commanders have the ability to “multiply”
themselves by planning, administering direct guidance,
and empowering junior leaders. They must find ways to get
“ground truth” from enabler teams spread out across the
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battlespace. This may come in the form of placing leaders
within maneuver units and/or conducting battlefield circu-
lation as feasible. Ml company commander A was the only
commander in four rotations who conducted battlefield cir-
culation. Through deliberate planning, the commander was
able to resource enough crew-serve weapons-equipped ve-
hicles to safely move around the rear area to meet with the
Shadow UAS platoon, forward BISE, and brigade tactical op-
erations center.

These visits were particularly important because the UAS
platoon was attempting to conduct split operations by plac-
ing a ground control station near the brigade tactical as-
sembly area. The commander helped mitigate some of the
friction involved with getting the “right” people and the
“right” equipment to the “right” place at the “right” time.
This reallocation of assets proved useful to the brigade com-
mander and staff because, with the UAS platoon leader now
collocated, he could attend intelligence planning and fires
sync meetings, while the BCT S-2 gave face-to-face guidance
and adjusted collection plans and priorities as needed.

Successful Ml company commanders cultivate a culture
of empowered leadership within their organization and
have the autonomy to visit troops, increase morale, and
increase awareness of collection teams. Battlefield circula-
tion plans require time, energy, and resources such as se-
curity vehicles, which Ml companies do not always have, to
safely transport command teams. In lieu of this, successful
commanders place junior leaders where they can maximize
their effectiveness at mitigating the inevitable friction.

For instance, during planning, Ml company commander
D recognized the inability to conduct battlefield circula-
tion. Instead, the commander leveraged the SIGINT pla-
toon leader and platoon sergeant by placing them with the
cavalry squadron command post. This gave platoon leader-
ship closer access to their teams with whom the squadron
provided direct support. This initiative and ability to antic-
ipate future issues proved helpful, despite the unit work-
ing through strained primary, alternate, contingency, and
emergency plans and fragile communications systems.
While serving as chief of reconnaissance, Ml company com-
mander B directed the SIGINT platoon leader to the cavalry
squadron command post, which put the platoon leader in a
position to mitigate some of the friction between collection

teams and the maneuver unit. Recognizing that the com-
mander would be incapable of fulfilling the normal role, the
executive officer and first sergeant received explicit written
guidance of the duties and responsibilities they would need
to assume. All these delegation techniques reflect decisions
based on the “art of leadership” and should be considered
during the predeployment process.

Conclusion

This review highlights many of the challenges Ml com-
pany commanders face when employing their company.
MI company commanders must prepare the company by
implementing thorough training plans and maintenance
schedules to keep equipment operational. They should be
involved early and often in the brigade planning process.
They should locate the command post close to the brigade
headquarters to stay tied in with operations and intelli-
gence collection planning during all phases of the exercise.
They must find ways to gain perspective from Soldiers at the
team level through delegation and battlefield circulation.

While there are too many points of friction for one person
to anticipate and personally fix before and during a JIMRC
rotation, Ml company commanders who focus on these four
fundamental keys to success, which lead to effective asset
integration, are more likely to succeed in directing employ-
ment of their company and maximizing support to the bri-
gade intelligence cell.
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Editor’s Note: This article is the second in a two-part series on data sci-
ence. The first part, by CPT lain Cruickshank, titled “On Data Science and
Intelligence Analysis,” was in the July-September 2019 issue of Military
Intelligence Professional Bulletin. CPT Cruickshank’s article provided a
basic foundational understanding of data science and its application
in the intelligence community. Part two of the series, presented here,
discusses how the U.S. Army can apply data science lessons learned
from academia and industry to modernize the intelligence warfighting
function.

Introduction

Data science—or the continual extraction of knowledge
from data using advanced mathematics and coding—seeks
to provide meaningful and actionable insights into a prob-
lem set based on the analysis of large volumes of complex
data. Industry has used data science for years to provide
relevant and useful business insights to increase profit mar-
gins, to attract and personalize offerings to customers, and
to identify and reduce internal and external inefficiencies
in organizational processes. In 2013, McKinsey & Company,
an American worldwide management consulting firm, esti-
mated that big data* initiatives could account for “$300 bil-
lion to $450 billion in reduced health-care spending, or 12
to 17 percent of the $2.6 trillion baseline in U.S. healthcare
costs.”? Cost savings occur as data scientists deliver insights
that were previously indecipherable based on the large vol-
umes of data available to organizations. Insights come in
the form of risk mitigation, relevant products to support
decision making, and streamlined organizational processes.
When corporations use data science, it can result in in-
creased profitability and efficiency, whereas for U.S. Army
intelligence, it can provide the commander with an informa-
tion advantage to enhance the lethality and survivability of
U.S. forces in multi-domain operations.
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This article describes the benefits that data science pro-
vides to the intelligence warfighting function and com-
manders, and it recommends near-term actions that must
occur to successfully integrate data science practices into
Army intelligence.

Data Science and the World’s Largest Employer—
Walmart

The U.S. Army is a massive organization, inundated with
data, but the issue with implementing data science into the
Army is not one of scale. Walmart Inc., the largest employer
in the world by employee count and revenue,® has inte-
grated data science principles into the majority of its pro-
cesses. With technology-driven competitors like Amazon
rapidly increasing their market share and the sheer scale
of Walmart’s operations, Walmart required integration of
big data and data science practices to develop the solutions
necessary to remain profitable.

An early example of Walmart’s use of data science oc-
curred in 2012, when Hurricane Sandy struck the most
densely populated area of the United States. Everyone
knew that people in the hurricane’s path would need flash-
lights, emergency equipment, and other extra supplies, but
Walmart’s chief information officer successfully used statis-
tical models to show what specific staple food items would
be required, as well as quantities, to meet customers’ im-
mediate needs during an emergency. Because of these
models, Walmart was able to divert logistical chains con-
taining these types of items to the hurricane’s impact zone.

A more recent application of Walmart’s use of data sci-
ence is its Data Café, a state-of-the-art analytics hub that
automatically detects sales anomalies in its inventory. When
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items are not selling, analysts can contact responsible store
merchandising teams that can provide immediate feedback
leading to rapid data-driven solutions. This could result in
re-positioning a product to high-traffic areas, reducing the
price of the product, or discontinuing sales of the product.
Walmart’s Data Café system has led to a reduction in the
time it takes from spotting a problem to proposing a solu-
tion—from an average of 2 to 3 weeks to approximately 20
minutes.*

Walmart is also currently using machine learning® and ar-
tificial intelligence® to determine customer satisfaction for
in-store self-service kiosks (facial recognition) and online
sales. Walmart was an early adopter of radio-frequency
identification (smart labels) and wireless networking tech-
nologies to monitor logistics. Current and future capabilities
include “integrating [Internet of things] loT tags to products
in order to monitor product usage, auto-replace products
as necessary, and monitor expiration dates or product re-
calls.”” Expedient analysis of real-time data is key to driving
business performance in an industry context. This applica-
tion in industry parallels a military application—meeting
the commander’s immediate information requirements to
support mission command.

So What is the Internet of Things?

“This is the concept of basically connecting any device with
an on and off switch to the Internet (and/or to each other).
This includes everything from cellphones, coffee makers,
washing machines, headphones, lamps, wearable devices
and almost anything else you can think of. This also applies
to components of machines, for example a jet engine of an
airplane or the drill of an oil rig...If it has an on and off switch
then chances are it can be a part of the IoT. The analyst
firm Gartner says that by 2020 there will be over 26 billion
connected devices...That's a lot of connections (some even
estimate this number to be much higher, over 100 billion).
The loT is a giant network of connected “things” (which also
includes people). The relationship will be between people-
people, people-things, and things-things.”®
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Collaborating with Government, Industry, and
Academia

Based on use cases and lessons learned from academic
and industry partners, Army leaders have recognized a
direct applicability of data science to processes within the
Army warfighting functions. In 2018, senior Army intelli-
gence leaders engaged in an effort to modernize the military
intelligence (MI) workforce and optimize Army intelligence
for future conflicts, particularly large-scale ground com-
bat operations. To start the Army intelligence moderniza-
tion process, the Deputy Chief of Staff G-2, the U.S. Army
Intelligence and Security Command (INSCOM) Commanding
General, and the U.S. Army Intelligence Center of Excellence
(USAICoE) Commanding General directed the development
and integration of data science capabilities into the intel-
ligence warfighting function. Over the past 18 months,
the Army Futures Command's Capability Development
Integration Directorate - Intelligence at USAICoE has de-
liberately captured best practices, tactics, techniques, and
procedures from government, industry, and academia to
describe the ways, means, and ends to integrate data sci-
ence into Army intelligence.

The assessment has been shaped by and nested with
USAICoE’s involvement in various Army analytic moderniza-
tion efforts. This has included the USAICoE-sponsored data
science study with the U.S. Army Research Laboratory and
industry partner CUBRC, Inc., “to determine how to employ
future data science and data scientists to maximize data
exploitation and reduce the burden on Army Intelligence
Analysts.”® The study included a 2-day workshop at George
Mason University. “The focus of the workshop was to
gather experts from government, industry, and academia
to discuss best practices and perspectives on utilizing data
science within the [intelligence warfighting function] IWfF.
In addition to government representatives from U.S. Army
Intelligence and Security Command, U.S. Army Training and
Doctrine Command, U.S. Army Forces Command, and U.S.
Army Special Operations Command, the workshop captured
the experience of scientists from Microsoft, BAE Systems,
RAND, and Lockheed Martin.”*°

How Data Science Can Help

Army intelligence is at a tipping point for the next evo-
lution in data-driven intelligence analysis. The information
deluge is outpacing the analyst’s ability to derive compre-
hensive insights from all the available sources. To put the
vast amount of data into perspective, from 1992 to 2018
the Army’s use of Multimedia Message Manager, a secure
messaging capability, has increased an average of 1000 per-
cent, from approximately 30,000 messages per year to the
current flow of 35,000,000 per year.!!
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Within the Army MI context, data science applies to all in-
telligence disciplines, and a broad data solution must be re-
sourced with the appropriate technology that is capable of
scaling to meet continued exponential growth of data in a
multilevel security domain environment. Data science ca-
pabilities have the potential to rapidly analyze high-volume
data sets and automatically correlate entities to create com-
prehensive threat analytics products. This will enable the
analyst to spend more time on quality control and critical
analysis and less time on data search and discovery. The ad-
dition of these capabilities to an intelligence analyst’s kit
bag can sharply enhance the ability of intelligence sections
to manage information and support the commander at the
pace of war.

In military operations, the sheer amount of data feeds
available are exponentially greater and potentially more
complex in multi-domain operations than in previous eras.?
Army intelligence requires the ability to rapidly collect and
analyze structured, semi-structured, and unstructured
data. This data is created by the intelligence community,
Department of Defense (DoD), public entities, allied part-
ners, consumers, and the Army’s own organizations to
enable intelligence-driven operations, to “enable com-
mander’s situational understanding in the future complex
environment using adaptive and innovative means.”*?

data science effectively into Army intelligence operations,
the Army must address multiple priority findings from
the application of data science within the intelligence
warfighting function.

Invest in, Develop, and Retain Human Capital

As of 2018, more than 10,000 data science positions
have been vacant throughout the industry sector. With the
demand for data scientists, cloud engineers, and developers
reaching an acute level, IBM and Google have separately
launched new certification programs to fill their human
capital gap by training from within their organizations. IBM
has developed a data scientist certification to assess and
validate data science skills that professional job candidates
obtain through practical experience. Google’s efforts are
focused onfour areas: cloud developer, cloud engineer, cloud
security engineer, and a G(oogle) suite certification. Google
also offers on-demand courses and short hands-on labs to
develop its workforce. These are just two of many industry
examples upon which Army MI can model its approach.
These examples also indicate that industry is committed
to developing the necessary workforce to meet long-term
increasing data demands, showing the importance of this
capability for organizations with large volumes of data.'*

In order to build an effective data science capability in
Army intelligence, the foremost priority is to develop and

retain data scientists who can
execute the mission. “Improving
the resilience of leaders and
Soldiers—the  Army’s  most
valuable  capability—requires
training, educating, equipping,
and supporting them to execute
[multi-domain operations] MDO
in all of its intensity, rigor, and
complexity.”*> Army MI must
invest in and align its workforce
to incorporate data science in

the intelligence warfighting
function to integrate enhanced
tradecraft and intelligence

Simultaneously, Army intelligence must process and
exploit the data collected by an increasingly large and varied
array of sensors. Each sensor captures orders of magnitude
more data at multiple levels of analysis and classification
than earlier generation sensors. All of this data is collected
to support a diverse range of commanders, operational
missions, and automated mission command systems. Data
science has the potential to be a force multiplier for the
intelligence warfighting function; however, to integrate
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analysis capabilities. A successful data science capability for
Army Ml requires human capital with the necessary training
and education to conduct this mission.

As a starting point to scale this capability within Army
intelligence, an identification mechanism and/or com-
petency assessment can identify existing highly talented
Soldiers with data science-related competencies in the cur-
rent Ml workforce. This assessment would include a scrub
of Soldiers’ records and the identification of skillsets with
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relevance to data science, such as a civilian educa-
tion in statistics or other data science-related fields. The
Army’s Human Resources Command or the Headquarters,
Department of the Army’s G-1 can conduct the assessment,
and the Army can use it to assign, train, and leverage top
talent to data science missions. The intent is to develop an
intelligence data science capability and a more responsive
MI workforce to meet commanders’ needs. The Army must
solve this problem set by leveraging data science to provide
the “heavy lift” to intelligence analyst capability, enhancing
predictive analysis, and providing a more complete intelli-
gence picture that creates actionable intelligence to drive
the commander’s decision-making process. Today’s opera-
tional environment presents a much more dangerous threat
to the Army than that faced in Irag and Afghanistan, and it
requires rapid decision making to counter our adversaries in
large-scale ground combat operations.

A data science capability will not replace human analysts.
Single source and all-source intelligence analysts are es-
sential to information discovery, processing, exploitation,
and dissemination for all Ml operations with direct access
to combat information in near real time. This analytical
workforce, trained on data science principles and capabili-
ties, will remain the first to start the process of managing
collected data and ensuring it is distributed appropriately
across the intelligence community and DoD enterprise. The
resident expertise in these occupational specialties will
be instrumental in providing initial opportunities, identifi-
cation of shortfalls, and feedback for data science teams.
Army intelligence analysts must adapt to the challenge of
identifying opportunities by managing and analyzing large
data sets supporting mission command to increase lethality
and survivability through rapid identification of critical and
relevant combat information.

Trained Army MI data scientists and supporting intelli-
gence elements can enable MI operations to better sup-
port Army, joint, and multinational operations by leveraging
data science principles and tradecraft to information col-
lection operations and the overall intelligence process.
Supporting elements must have opportunities to obtain
additional data science training to enable cross-functional
team collaboration. Training additional supporting person-
nel in the Ml workforce will enable quality results down to
the lowest level and will provide the flexibility to meet mis-
sion command requirements at multiple echelons and sup-
ported organizations. The ability to acquire, educate, and
train Army personnel will drive the timeline to achieve the
desired capability end state. In order to identify candidates
to become Army intelligence data scientists, the Army can
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conduct a service-wide assessment to identify Soldiers who
already possess formal education and training required of a
data scientist. These skillsets include but are not limited to
computer software programming, computational social sci-
ences, and statistics.

Last, the Army must also be prepared to identify retention
and incentive mechanisms for Soldiers who become data
scientists, such as additional duty service obligations or in-
centive programs. Many industry and government organiza-
tions are experiencing problems with hiring talented data
scientists for a variety of reasons. The biggest hurdles to
overcome are lack of qualified and skilled personnel, secu-
rity clearance eligibility, and competitive salary constraints.
While professional development incentives exist, mone-
tary incentives will likely require policy changes. The Army
Medical Department’s Selected Reserve Incentive Program
(SRIP) shows the potential for a data science recruitment/
retention model because medical and data science skillsets
are parallel, requiring formal education and competitive
compensation. It is important to identify and adopt best
practices from SRIP to minimize the compensation and ben-
efit gaps between government and industry.

Modify Existing Policy for Data Governance and
Management

Army MI must also establish policies and procedures for
data governance and monitoring, to include functions in-
volving acquisition, transfer, storage, and access to enable
data science operations. Assigning an office of primacy for
Army data science will be necessary to ensure data science
professionals have access to the tools to operate seam-
lessly across multiple networks and classification levels.
Army MI must also be involved in developing and managing
policies that determine who should have access to data and
specify/interpret the functions and operations of data sci-
ence personnel. The specific policies to address in the near
term are—

4 Rapid accreditation of data science tools.

4 Adjustment of information assurance policies to pro-
mote the rapid fielding of data science tools on govern-
ment networks.

4 Development of policy to enable an instantaneous or
near-instantaneous multilevel security domain data
transfer mechanism.

4 Rapid, streamlined onboarding of Army personnel to
data that is non-DoD owned and managed.

We must address these policy issues; otherwise a
comprehensive data science capability is not feasible and
maintaining relevance of the capability will become a
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struggle because data science will not be able to keep pace
with the commander’s decision-making process in large-
scale ground combat operations.

Adopt a Data-Centric Culture at all Army
Echelons

At the Army leadership level, an overarching need exists
for a top-down culture change in order to adopt data sci-
ence processes to support military operations. Identifying,
consolidating, and structuring data alone is just a small part
of addressing Ml data problems and shortfalls. Data science
teams must provide immediate value through relevant, eas-
ily digestible, algorithmically generated intelligence prod-
ucts that a commander trusts and is comfortable integrating
into his or her decision-making process. These products, de-
rived from a multitude of intelligence community-approved
sources, can increase the effectiveness of and value pro-
vided by intelligence sections with relative inexperience,
particularly at echelons corps and below. Once intelligence
personnel have corroborated the available data and ana-
lyzed it, the data can then provide the mission command
intelligence that assists commanders in making operational
decisions to mitigate risk and enable an advantage over an
adversary.

Data science techniques applied to previously collected
data can provide quantitatively grounded insights into the
most likely threat courses of action based on previous ac-
tivity. This serves as a starting point for determining fu-
ture threat courses of action, improving on analyst-driven,
qualitatively derived insights that lack the full complement
of data sources available. To provide value, these data sci-
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ence-driven products and tools must be injected into the
commander and staff’s decision-making processes to in-
form decisions based on both the operational instinct and
the plethora of data sources available. In the interim, Army
leaders must be educated on the benefits that an intel-
ligence data science team can bring to intelligence analy-
sis. Improvements to the vision and strategy for the data
science mission would result from providing Army leaders
with a better understanding of this powerful capability, in-
cluding its limitations.

Tailor and Scale the Capability to the
Warfighter’s Needs

An enterprise approach to integrate data science effec-
tively into Army intelligence at each Army echelon requires
a unique data science capability based on the envisioned
threat to that echelon, decision-making timelines, and the
data science expertise of the Soldiers organic to that ech-
elon. Challenges will exist as the echelon approaches the
tactical edge, for example, challenges resulting from inter-
mittent network connectivity, truncated decision-making
timelines, and limited familiarity with the capabilities of
data science. Soldiers at the tactical echelon will likely func-
tion as customers of products or applications created at
higher echelons, such as INSCOM’s organizations or corps-
level intelligence elements. The data science tools provided
to the tactical organizations will automate the standardized
and tedious steps of the intelligence process. Automation
tools can support enemy course of action development
as part of intelligence preparation of the battlefield, assist
with terrain/mobility analysis, and provide situation devel-
opment, which allows insight into enemy decision making.
These tools will reduce the “heavy lift” of the analysts who
are providing direct support to tactical commanders and
maneuver elements, whereas higher echelons will have the
time and space to develop unique problem set-specific tool
instances to monitor complex problems.

Integrating data science within the intelligence warfight-
ing function has the potential to produce capabilities that
support information dominance by modernizing the train-
ing, organizations, analytical toolsets, and architecture
related to the most critical and underlying element of in-
telligence analysis—“data.” By using industry-proven pro-
cesses, teams of highly skilled data experts will work with
the current intelligence workforce to build enhanced tra-
decraft, big data analytics, and data science capabilities into
Army formations. Incorporating data science into the intel-
ligence warfighting function’s core missions will have a con-
siderable return on investment when used to successfully
address intelligence requirements and inform decisions
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across all time horizons and echelons. Data science teams
will not replace the need for intelligence analysts and their
specialized critical-thinking skills; instead, these teams will
provide new analytic capabilities to support intelligence
missions across the force.

Army Ml capabilities can be improved through an iterative
lessons learned process that documents potential analytic
opportunities. This will allow the intelligence staff to have
the resources to assess where current analytic capabilities
exist and where legacy intelligence workflows can be im-
proved. Army units can identify optimal organizations that
can integrate and support data science capabilities with the
appropriate resources, tools, architecture, and leadership
understanding of the intelligence problem to ensure success
of the MI data science program. Organizations will mentor
highly skilled Soldiers and leaders to provide commanders
with accurate intelligence and assessments of the informa-
tion environment, enhancing situational understanding and
relevant, timely decision making.

To provide the success needed for integrating data science
into intelligence units or sections, the Army must address
changes across all echelons through recommended intel-
ligence data science doctrine, organization, training, ma-
teriel, leadership and education, personnel, facilities, and
policy (DOTMLPF-P) solutions. It is necessary to develop a
concept of employment guided by FM 3-0, Operations; FM
2-0, Intelligence; the Army Operating Concept; approved
Army strategies; lessons learned; and the intelligence data
science DOTMLPF-P. The concept of employment will de-
scribe the functions and roles that data science will play for
the intelligence warfighting function across the range of
military operations, with a focus on large-scale ground com-
bat operations.

Organizations that are part of the data science commu-
nity of interest, and responsible for leading the integra-
tion of data science into Army intelligence, will identify
senior leader decision points, establish timelines, and, if
required, initiate requisite Joint Capabilities Integration
and Development System documentation to implement
changes (e.g., initiation of a DOTMLPF—P integration change
recommendation or execute order). The Army data science
community must identify the breadth of resources neces-
sary to execute the tasks, missions, and functions of an inte-
grated data science capability to support large-scale ground
combat operations in environments that are complex, un-
certain, and rapidly changing.

Conclusion
By institutionalizing data science within the Army’s
workforce, culture, and policy to address the warfighter’s
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requirements, the Army can incorporate robust new
information capabilities across the DOTMLPF-P. The
result will enable the Army to dominate the information
environment and effectively enhance the lethality and
survivability of U.S. and coalition forces in multi-domain
operations.

Endnotes

1. Big data is “extremely large data sets that may be analysed computationally
to reveal patterns, trends, and associations, especially relating to human
behaviors and interactions.” Oxford English Dictionary, s.v. “big data (n.),”
accessed 20 May 2019, https://en.oxforddictionaries.com/definition/big_
data.

2. Basel Kayyali, David Knott, and Steve Van Kuiken, “The big-data revolution
in US health care: Accelerating value and innovation,” McKinsey & Company,
April 2013, 5, https://www.mckinsey.com/industries/healthcare-systems-
and-services/our-insights/the-big-data-revolution-in-us-health-care.

3. “Global 500,” Fortune, 2019, http://fortune.com/global500/list/.

4. Bernard Marr, “The Most Practical Big Data Use Cases of 2016,” Forbes,
25 August 2016, https://www.forbes.com/sites/bernardmarr/2016/08/25/
the-most-practical-big-data-use-cases-of-2016/#50be9a6a3162.

5. Machine learning is “the application of artificial intelligence (Al) that
provides systems the abilities to automatically learn and improve from
experience without being explicitly programmed.” “What is Machine
Learning? A definition,” Expert System, accessed 20 May 2019, https://www.
expertsystem.com/machine-learning-definition.

6. Artificial intelligence is “the theory and development of computer systems
able to perform tasks that normally require human intelligence, such as
visual perception, speech recognition, decision-making, and translation
between languages.” Oxford English Dictionary, s.v. “artificial intelligence
(n.),” accessed 20 May 2019, https://en.oxforddictionaries.com/definition/
artificial_intelligence.

7. Bernard Marr, “How Walmart Is Using Machine Learning Al, loT and Big
Data To Boost Retail Performance,” Forbes, 29 August 2017, https://www.
forbes.com/sites/bernardmarr/2017/08/29/how-walmart-is-using-machine-
learning-ai-iot-and-big-data-to-boost-retail-performance/#224128996¢cb1.

8. Jacob Morgan, “A Simple Explanation Of ‘The Internet Of Things,’ ” Forbes,
May 13, 2014, https://www.forbes.com/sites/jacobmorgan/2014/05/13/
simple-explanation-internet-things-that-anyone-can-understand
/#300d0b141d09.

9. Robert Ganger, John Coles, Jacob Ekstrum, Timothy Hanratty, Eric Heilman,
Jason Boslaugh, and Zachary Kendrick, Army Intelligence Data Science
Workshop Summary Report (Aberdeen Proving Ground, MD: U.S. Army
Research Laboratory, November 2018), ii.

10. Ibid.

11. U.S. Army, Deputy Chief of Staff for Intelligence, G-2, The Army Intelligence
Enterprise Digital Concept of Operations, 31 October 2018, 6.

12. Garrett Hopp, Glenn Gleason, Nick Rife, and Ashley Muller “Data Analytics
to Win in a Complex World,” Military Intelligence Professional Bulletin 44,
no. 4 (October-December 2018): 59-61.

Military Intelligence



13. Department of the Army, “Terms of Reference Between the Army’s Senior ~ 15. Department of the Army, Training and Doctrine Command (TRADOC)
Intelligence Officers,” n.d., 2. Pamphlet 525-3-1, The U.S. Army in Multi-Domain Operations 2028 (Fort

" o Eustis, VA: TRADOC, 6 December 2018), 20.
14. Matt Hamblen, “IBM and Google Create New Certifications for Data

Scientist and Cloud Skills,” SDxCentral, January 29, 2019, https://www.
sdxcentral.com/articles/news/ibm-and-google-create-new-certifications-for-
data-scientist-and-cloud-skills/2019/01/.

CPT Jason Boslaugh is currently attending the College of Strategic Intelligence at the National Intelligence University, Bethesda, MD. He
previously served as the branch chief for single-source intelligence capability development in the Requirements Determination, Capability
Development Integration Directorate-Intelligence, Future Concepts Center, U.S. Army Futures Command at Fort Huachuca, AZ. In his position
as branch chief, he worked with a team that conducted doctrine, organization, training, materiel, leadership and education, personnel,
facilities, and policy (DOTMLPF-P) assessments. The team also determined future Army requirements for signals intelligence, geospatial
intelligence, space, counter-unmanned aircraft system, human intelligence, counterintelligence, and data science to help prepare the Army
intelligence warfighting function for the envisioned threat. Before this assignment, CPT Boslaugh served at 7" Special Forces Group (Airborne)
as a military intelligence detachment commander and battalion S-2.

Mr. Zachary Kendrick is a capability developer in the Requirements Determination, Capability Development Integration Directorate-Intelligence,
Future Concepts Center, U.S. Army Futures Command at Fort Huachuca, AZ, and currently works as a member of the Data Science and
Processing, Exploitation, and Dissemination teams. He formerly served in the 82" Airborne Division and Joint Special Operations Command
deploying to Operation Iraqi Freedom three times as a signals intelligence noncommissioned officer. Mr. Kendrick has a bachelor of science in
business administration.

October-December 2019 63



Paratroopers from the 4" Infantry Brigade Combat Team (Airborne), 25" Infantry Division, jump into Donnelly Training Area, AK, October 9, 2019, to kick off exercise Arctic

Anvil 19-01. (U.S. Army photo by John Pennell)

Intelligence Architecture for Airborne
Joint Forcible Entry Operations

by Captain Matthew Yannitello

Introduction

As the Army reinvests in large-scale ground combat opera-
tions, the airborne assault, as a component of a joint forc-
ible entry operation, remains a viable option for the joint
force. The airborne joint forcible entry operation seeks to
deliver and mass combat power by parachute assault and
airlands to seize key terrain. Often, the airhead becomes
a perimeter defense because major challenges to building
combat power fast enough include the constraints and lim-
itations associated with methods of delivery for available
airlift.!

An airborne brigade combat team’s (BCT) intelligence
warfighting function grapples with the same challenges.
The intelligence warfighting function cannot bring all el-
ements on the airborne assault and must sequence the
building of intelligence combat power differently compared
to a ground assault. An airborne assault disperses key intel-
ligence personnel across a drop zone and renders the intel-
ligence architecture dysfunctional. Meanwhile the majority
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of the intelligence warfighting function remains at an inter-
mediate staging base. This dispersion and separation frus-
trates the intelligence architecture and disrupts intelligence
synchronization. BCT S-2s know these dilemmas yet strug-
gle to find consistent solutions. Intelligence support to the
airborne joint forcible entry operation needs quality intelli-
gence preparation of the battlefield, information collection
planning, and targeting support, but the mission variables
demand specific attention to a unique problem set. To have
a chance at success, the BCT intelligence warfighting func-
tion must create a viable intelligence architecture plan spe-
cific to airborne operations.

Intelligence Architecture Products

The BCT intelligence warfighting function must have an
intelligence architecture plan suitable for an airborne op-
eration that resides in a standard operating procedure
(SOP). The SOP’s intelligence architecture plan is not exclu-
sive to the brigade intelligence support element (BISE), the
battalion S-2 sections, or the military intelligence company.
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The SOP encompasses all elements ensuring the intelligence
warfighting function’s ability to communicate throughout
the entire formation in addition to being interoperable with
other mission command systems. Products that support an
intelligence architecture plan include—

+
+
+
+

Map the Architecture

Mapping the architecture helps with visualizing the
sensors, information systems, networks, servers, data and
information flow, sustainment requirements, relationships,
and organization of the plan.? The
map is the conceptual blueprint for
human, hardware, and software
interactions absent of terrain and
weather considerations, in much
the same manner as a threat
template during intelligence
preparation of the battlefield.
Many times, BCT S-2s map a limited
version of the architecture for a
specific mission in a green book or
on a whiteboard and share it with
their staff without having a baseline
mapping first. Worse, some BCT S-2s
only provide general guidance and
defer architecture planning entirely
to the military intelligence systems
maintainer/integrator  technician
or a Digital Intelligence Systems

a mapping of the architecture,
a continuity of operations plan,
a physical layout by command post, and

deployment, load plan, and establishment standards.

to other enablers. Intelligence personnel in the assault
echelon cross-load upper- and lower-tactical internet sys-
tems that mapping identified as going to the assault com-
mand posts. Specifically, the map assists with assigning who
jumps with systems and who jumps with additional bat-
teries, antennas, and single key loaders. Meanwhile, the
remaining personnel and equipment know they will arrive
on bravo echelon airlands.

Continuity of Operations Plan

Within the context of the architecture map, the intelligence
warfighting function must describe how it plans to operate.
The continuity of operations plan acknowledges that
unanticipated events occur and postures the intelligence
warfighting function to continue to operate despite

Paratroopers with U.S. Army Alaska’s 4" Brigade Combat Team (Airborne), 25" Infantry Division, and the 4-25" Airborne

Master Gunner graduate. Of the Task Force, wait at England Air Force Base, LA, to perform a night jump and forced entry operation into the Joint
last 25 brigades to train at the Joint Readiness Training Center’s exercise area of Fort Polk, LA, February 16, 2016.

Readiness Training Center, only two brigades mapped the
intelligence architecture in their SOP, and neither of these
were airborne BCTs. The intelligence architecture map must
be a priority, understood by all elements, and validated
with signal staff. Once this occurs, planning on how to
communicate inside the architecture becomes easier during
airborne operations.

When mapping the intelligence architecture for airborne
operations, the intelligence warfighting function considers
how best to fight light and take only the necessary equip-
ment to access data feeds and fused intelligence.® The in-
telligence warfighting function considers what systems will
enable information flow in the airhead, reporting to the di-
vision tactical command post, and intelligence reachback
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challenges. The continuity of operations plan includes four
components:

4 It establishes the intelligence communication plan,
identifying primary, alternate, contingency, and emer-
gency (PACE) methods of communication and build

redundancy.*

4 The plan’s operating instructions prescribe procedures,
roles, and responsibilities for transmitting and receiving
digital and analog reporting. Operating instructions for
allreports, products, and requirements by system within
the PACE plan ensure the right information gets to the
right person in a usable format. These operating instruc-
tions address information management responsibilities
for the intelligence warfighting function, request for
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information procedures, and knowledge management
expectations. Of 25 BCTs, fewer than half of BCT in-
telligence warfighting functions have any mention of
knowledge management within their SOPs, with only
two airborne BCT intelligence warfighting functions
planning for knowledge management in any capacity.

4 The continuity of operations plan describes how the in-
telligence warfighting function fights on the move and
conducts battle handover between command posts.

4 A compromise and destruction plan describes how the
intelligence warfighting function reacts to threats to cy-
ber and local security.®

During initial entry, the continuity of operations plan helps
describe how intelligence processing, exploitation, and dis-
semination (PED) occurs between collectors, control ele-
ments, and higher echelon support despite constraints and
limitations. Adjusting for multi-echelon collection and intel-
ligence PED during an airborne joint forcible entry operation
is a primary challenge of the BCT intelligence warfighting
function because no PED capability will exist initially in the
airhead. To synchronize PED support to the assault eche-
lon, the BCT S-2 liaises with multiple entities throughout
planning. During an airborne joint forcible entry operation,
the preponderance of PED activities must shift to a higher
echelon, or the BCT must leave organic PED capabilities es-
tablished long after the BCT initiates the breakdown of the
main command post. Without either option, the BCT risks
PED not occurring and creating a gap in information collec-
tion despite having planned.

Physical Layout at Command Posts

Once an architecture map and a continuity of operations
plan exist, paratroopers must know where to establish
within a command post. Layout diagrams show where to
establish personnel and equipment at the assault command
posts, the tactical command post, and the main command
post. Typically, an airborne BCT has two assault command
posts that establish within the first 30 minutes of para-
troopers exiting aircraft in order to gain situational aware-
ness of the operation and to communicate decisions. Only
a few intelligence personnel go to each assault command
post. Those paratroopers must bring with them the systems
needed to communicate across the drop zone, back to the
BISE if established, to the division tactical command post,
and to any airborne full motion video assets. Such systems
might include frequency modulation and tactical satellite
radios, One System Remote Video Terminals, a Global Rapid
Response Information Package, and a Deployable Network
Kit. Having these systems at assault command posts en-
sures an increased information flow from other intelligence
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personnel in the airhead, as well as from classified data
networks that use chat and voice functions. Again, it is im-
perative that the intelligence warfighting function estimate
power requirements and assign personnel to carry extra
batteries, which ensures sustained command post opera-
tions. The tactical command post and main command post
require layouts of personnel and systems, which includes a
current operations and BISE layout at the main command
post. It is now a matter of getting to the right spot and set-
ting up in the correct sequence.

Deployment, Load Plan, and Establishment
Standards

An airborne assault is just another way to get to work,
but it requires configuring personnel and equipment in a
unique manner. Whether personnel and equipment are on
the assault echelon or the bravo echelon, arriving mission
capable in the airhead is the driving force for deployment
standards. For personnel, it is the proper dawning of the
T-11 parachute, a good static line control, a vigorous exit
from the aircraft, and addressing malfunctions as required.
For equipment, it means packing in rucksacks, weapons
cases, door bundles, and container delivery systems. The
intelligence warfighting function SOP specifies how intelli-
gence systems prepare for a jump in the same manner as
other equipment in airborne SOPs. Diagrams in the SOP
provide simple visual instructions on how to prepare equip-
ment. These diagrams also cover equipment that arrives in
airlands, such as the Tactical Ground Station, the Shadow
unmanned aircraft system, and the TROJAN SPIRIT LITE, in
addition to the rolling stock that supports troop and supply
movement. Those pieces of rolling stock require load plans
for secondary loads in order to optimize establishing once
they arrive in the area of operations.

Once personnel and equipment deploy, SOPs set priori-
ties of work and specify procedures for the roles and re-
sponsibilities of all personnel to efficiently build intelligence
warfighting function capabilities and capacities. A simple
checklist associated with the layout diagram will make this
process go faster, resulting in the intelligence warfighting
function contributing to the fight sooner. Once established,
not much difference exists between airborne and non-air-
borne infantry BCT intelligence.

Implications for Intelligence Synchronization
There are two types of plans: plans that will not work and
plansthatmightwork.Toooften,BCTintelligencearchitecture
plans do not work. Solving intelligence architecture
challenges can lead to improved synchronization, targeting,
and collaboration. The deployment and establishment
of the intelligence architecture throughout the joint
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Paratroopers fromthe 4" Infantry Brigade Combat Team (Airborne), 25" Infantry Division, jumpinto Donnelly Training Area, AK,

October 9, 2019, to kick off exercise Arctic Anvil 19-01.

forcible entry operation, combined with the speed and
tempo of operations, make intelligence synchronization a
challenge. There is too much information for seven to nine
subordinate units to process and share in a single meeting
for the meeting to be timely and of value. Supported by a
functioning intelligence architecture, actual intelligence
synchronization is continuous through current operations.
When good leaders demonstrate the discipline to fight
for information in a contested or degraded information
environment, and move that information through the
appropriate channels to the right person at the right time in
a usable format, synchronization occurs.

Withinthe airhead, the BCT S-2 receives situational updates
from battalion S-2s while shaping their understanding
of the overall operational environment. Reporting must
be constant; otherwise, a distorted understanding of the
operational environment may emerge. Synchronizing with
a higher headquarters at discrete points in time improves
the BCT’s understanding of the enemy’s reaction to the
airborne assault and updates the assessed immediate and
most dangerous threats to the airhead. In an airborne joint

forcible entry operation, it is the
difference between achieving a
relative position of advantage or
not.

Conclusion

Solving the intelligence
architecture plan is essential as
the Army moves toward large-
scale ground combat operations.
Airborne- specific intelligence
architecture plans ensure the
intelligence war-fighting function
operates  effectively  despite
fighting initially with fewer
people and systems. A functional
intelligence  architecture on
a drop zone makes it so that
intelligence can reach the
airhead from echelons above
brigade, and elements of the BCT
S-2, battalion S-2s, and military intelligence company can
synchronize. Even with the chaos of the airborne assault, a
flexible and redundant intelligence architecture will support
the commander’s intent and help agile formations close
with and destroy the enemy.
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by First Sergeant David Scott

SSG Iron C. Thomley joined the U.S. Army on 11 January
2010 as a 35M (Human Intelligence Collector), a job he
chose because of his lifelong goal to become a detective.
Following Advanced Individual Training, SSG Thomley ar-
rived at Fort Hood, Texas, where he was assigned to the
303 Military Intelligence Battalion, 504" Expeditionary
Military Intelligence Brigade, from 2010 until 2016. SSG
Thomley honed his skills as a human intelligence collec-
tor during three deployments to Regional Command-East,
Afghanistan.

SSG Thomley followed his operational time with 3 years
of service as an instructor at the 35M 10-Level course at
Fort Huachuca, Arizona. There he developed a passion for
teaching and positively impacting young Soldiers and the
future of the Military Intelligence Corps. This is also where
SSG Thomley was introduced to B Troop, 4" U.S. Cavalry
Regiment (Memorial), one of the most famous and most
decorated regiments in the U.S. Army. SSG Thomley’s roots,
having been born on a peanut farm in Ozark, Alabama, and
growing up around horses, along with his dedication to
honoring the history and traditions of the military, led to
his applying for the all-volunteer unit, ultimately changing
the trajectory of his career. He was selected as a trooper
within the regiment and sacrificed countless hours of his
personal time assisting around the stables and performing
in ceremonies.

As a result of his contributions to B Troop, SSG Thomley
was given the opportunity to reenlist and transfer to the Fort
Sam Houston Caisson Section in November 2018. This is one
of only two active duty, full-time caisson units in the Army.
It performs several ceremonies per week honoring fallen

heroes at the Fort Sam Houston National Cemetery. Since
his arrival, SSG Thomley has completed his horsemanship
training and is assisting in standing up a second team within
the section.

While SSG Thomley loves the work he is doing with the
section and what he calls the “equine therapy” of working
around horses, he is very clear about his true motivation
and mission. “The caisson is the last interaction with the
military for Families of the fallen...that is what is important.
It’s all about the Families and honoring their loved ones.”

SSG Thomley plans to continue his Army career until re-
tirement and will complete his bachelor’s degree in intelli-
gence studies with an emphasis in human intelligence later
this year. He also hopes to continue serving in ways that al-
low him to employ his passions for teaching and working
with horses.

CPT Ariel Alcaide, SGT Iron Thomley, SSG Phillip Lovato, COL Keith McVeigh, SGT
Kascia Vigil, and CPT Omar PadroCortes, the five graduates of B Troop, 4™ U.S.
Cavalry Regiment (Memorial) Cavalry Riding School, are presented with their spurs
May 5, 2017, at Brown Parade Field.

to Iraq and Afghanistan.

1SG David Scott is the First Sergeant for Headquarters and Headquarters Company, 470 Military Intelligence (Ml) Brigade (Theater). His
previous assignment was MI company observer-coach-trainer at the National Training Center. 1SG Scott holds an associates of applied science
degree in intelligence operations and is a digital intelligence systems master gunner. His operational experience includes three deployments

Photo by Lara Poirrier
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by Mr. Chet Brown, Chief, Lessons Learned Branch

Introduction

What do rock and roll lyrics, a Buddhist koan, and intelli-
gence preparation of the battlefield (IPB) lessons learned
have in common? You'll find out if you keep reading.

Earlier this year, the Center for Army Lessons Learned
produced a Combat Training Center (CTC) bulletin present-
ing lessons learned trends observed throughout fiscal year
2018. While the 119-page bulletin contains a host of intel-
ligence lessons learned, best practices, and recommenda-
tions to reverse negative trends, it mentions IPB only once.
This indicates that the improvements made to training and
professional military education over the past several years
are having a positive effect. This positive news, combined
with the updated ATP 2-01.3, Intelligence Preparation of the
Battlefield, comes at the perfect time as | draft this lessons
learned column.

A Key Factor: Time

The most critical element of the mission® or operational
variables? affecting IPB performance is time. The Rolling
Stones tell us that “time waits for no one”? while contradict-
ing themselves by claiming that “time is on my side.”* Sorry,
Mr. Jagger, but time is definitely not on our side. Current op-
erations doctrine describes the scarcity of time by explain-
ing that “commanders realize that uncertainty and [the lack
of] time preclude achieving complete understanding before
deciding and acting.”> IPB seeks to eliminate or reduce un-
certainty as much as possible to support the commander’s
decision making. Unfortunately, it takes time to provide
high-quality products and conclusions—time we don’t have,
as it keeps on “slippin’, slippin’, slippin’ into the future.”®

Other references to time are present throughout FM 3-0,
Operations, and many other Army doctrinal publications.
Frequent mention is made of tasks to gain time, the short-
est time, tempo, speed of decision making and action, de-
priving the enemy of time, etc. Depriving the enemy of the
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time to react effectively to our action is a major benefit of
implementing the techniques that John Boyd, U.S. Air Force
fighter pilot and military strategist, provides in discussing
the observe, orient, decide, act loop.” But, how are we sup-
posed to gain time as FM 3-0 calls upon us to do? We cannot
acquire or store time as we are able to with other resources.
| wish we could save “time in a bottle,”® but it’s impossible.
Perhaps gaining time is a way of describing the reduction
of time required to perform tasks through increased effi-
ciency. | hope that is what FM 3-0 compels us to do, as the
rest of this column offers techniques others have used to
perform IPB more efficiently. The S-2 section and military
intelligence (MI) company personnel shared the following
best practices to help us perform IPB tasks more quickly,
more accurately, and with improved fidelity to better sup-
port planning and operations. Some of these examples are
truly doing more with less.

Familiarity breeds contempt. This may be true for supe-
rior-subordinate relationships, but it's completely the op-
posite when describing IPB tasks. Familiarity improves
performance. Some folks call it muscle memory, others in-
voke author Malcolm Gladwell’s frequently quoted yet dis-
puted 10,000-Hour Rule® to achieve mastery of a skill. That’s
a lot of time: 3% years’ worth of doing IPB every day for 8
hours. | don’t know of any S-2 who has that much time to
devote entirely to IPB. Nevertheless, it’s clear that the more
familiar we become with doing the task, the better we be-
come at performing the task.

Do you remember the first time you disassembled,
cleaned, reassembled, and performed a function check
with your assigned weapon? | do—including the useful sug-
gestions offered in a confidence-inspiring, mint-fresh whis-
per from my pleasant and friendly combat-veteran drill
sergeant. Compare your initial experience to your most
recent instance. You’re more likely able to accomplish
the task faster now in the rain, at night, and in extreme
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temperatures than your first time. Ml leaders identify and
exploit opportunities to practice IPB tasks as often as pos-
sible to instill in their Soldiers the confidence, speed, and
quality of IPB tasks through familiarity. In the time it takes to
brew a pot of coffee or drop a K-Cup®® in the machine, you
can ask a Soldier to identify the avenues of approach on a
printed map. Throughout the day or over several days, ask
another Soldier to identify the mobility corridors. Ask an-
other to identify the obstacles. You get the idea. These quick
yet simple engagements breed familiarity.

Another effective technique is to introduce these quick
tasks using analog methods and then to evolve using au-
tomation. Any discrete IPB performance measure can be
practiced periodically or episodically throughout the duty
day. Ask a Soldier to identify the signature pieces of equip-
ment that identify one element from another in an actual
or notional order of battle. Ask another Soldier which asset
in the unit’s task organization is most capable of detecting
or identifying the item. To help intelligence analysts become
familiar with solving unanticipated IPB problems and to fur-
ther develop analytical skills, some Ml leaders have used
brainteasers and Mind Benders!! delivered as pop quizzes.
While all the aforementioned 5-minute exercises consume
time in garrison, the familiarity and benefit of practice re-
sults in more efficient performance in the field. One of the
enduring aspects of CTC rotations is that most intelligence
personnel—particularly S-2s—experience a CTC as a one-
and-done event. Rarely does an S-2 get a second oppor-
tunity to experience a National Training Center rotation as
an S-2 with the same commander, primary staff personnel,
and subordinates. Discounting serving as a guest observer-
coach-trainer or participating in a ride-along, rare are the
opportunities to become familiar with the CTC’s operating
environment and conditions firsthand time and time again.
How do we acquire the familiarity of performing the stepsin
IPB if we're unable to conduct the repetitions and sets (reps
and sets) at a CTC?

Don’t Reinvent the Wheel—Refine It

The CTC cadre and fellow Ml leaders enthusiastically pro-
vide examples, tips, and IPB products to help you be suc-
cessful during a CTC rotation. The resources available on the
CTC websites, in materials provided, or identified during the
Leader Training Program, help you avoid having to start from
scratch. The same is true for the products, lessons learned,
and best practices routinely offered by brigade combat
team (BCT) S-2s and MI company commanders. Over the
past several years, the Ml professionals of the Arctic Wolves
of 1%t Stryker BCT, 25 Infantry Division, have produced and
updated a National Training Center Leader Battle Book.
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The book has proven to be an item that both helps build task
familiarity and provides a foundation for IPB steps 1 and 2
on which you can build or refine. The reference is available
on the common access card-enabled side of the Intelligence
Knowledge Network main page https://www.ikn.army.mil/
Ml Lessons Learned link.** The content of the book exceeds
most email size limits, so you’ll have to download it from
our website. This limitation alone should give you an indi-
cation of the detail and quality the Arctic Wolves provide.

Seek, ask, and use what others have done in similar mis-
sions or areas to save time and effort. Few places or mis-
sions are the first of their kind or location. There’s a good
chance that if you’re being asked to perform IPB for a par-
ticular area or training mission, another Soldier, Marine, or
military professional has an IPB product that could help save
you time. If in doubt, give us a shout. The lessons learned
enterprise extends throughout the operational environ-
ment, which includes all the warfighting functions and joint
services.

Speak Your Commander’s Language

Communicate the results of IPB using the means and
modes that best support your commander’s rapid compre-
hension and integration into his or her staff’s processes.
While the majority of IPB steps result in graphic products,
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opportunities exist to augment graphics with text and text
with graphics, and to discuss the results during briefings to
support visual, textual, and aural receipt. Regardless of the
presentation method chosen, Ml personnel who build or
contribute to building IPB products must be fluent in the
language of our profession—ADP 1-02, Terms and Military
Symbols.*® Using terms and military symbols supports rapid
situational understanding, comprehension, and use by ev-
ery warfighting function. Being conversant in terms and
symbols is the minimal level of performance. You achieve
fluency when you are able to understand and communicate
using the principles and fundamentals of your supported
unit’s doctrine. Being fluent eliminates the time needed to
decipher unique terms or graphic symbols. A useful tool to
enhance communication, which can be built in advance of
any warning order, is a terms of reference (ToR) guide.

In 2016, the U.S. Army Intelligence Center of Excellence
Lessons Learned Team observed another 25" Infantry
Division BCT during a Lightning Forge home station train-
ing exercise during which they used a brigade intelligence
support element (BISE) ToR guide. The division G-2 applied
lessons learned from previous exercises to build and im-
plement the ToR throughout the division. The ToR clarified
roles and responsibilities for BISE leaders. The unit used the
ToR to—

4 Establish task-direction channels and authority among
BISE members and sections.

4 Assign scopes of responsibility or authority in providing
intelligence support.

4 Identify which positions were responsible for support-
ing specific events/products.

4 Establish expectations of performance as the BCT and
MI company transition into the BISE.

The division G-2 mentored subordinate BCT S-2s by direct-
ing them to tailor the ToR to their respective unit’s knowl-
edge, skills, abilities, task organization, standard operating
procedures, and doctrine.

Using Doctrine Appropriately Saves Time for
Everyone

Understand your unit’s doctrine. This recommendation is
linked with being able to speak your commander’s language.
As intelligence professionals, we all must read, understand,
and apply operations and intelligence doctrine regardless
of the echelon, unit type, or location of our respective as-
signments. Successful Ml personnel become proficient in
their supported unit’s doctrine through self-development.
If assigned to a maneuver enhancement brigade, an Ml
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Soldier should read FM 3-34, Engineer Operations.** If as-
signed to a field artillery brigade, one should know FM 3-09,
Field Artillery Operations and Fire Support.’> If assigned to
an Army Aviation unit, one should know FM 3-04, Army
Aviation, and so on.'® The aforementioned references are
starting points. The various field manuals, Army doctrine
publications, Army techniques publications, training cir-
culars, and their inevitable successive updates (change 1,
change 2, etc.) provide continuous learning material.

Those who understand the origins of doctrinal principles,
techniques, and specifications are better able to revise op-
erations or develop best practices that improve unit per-
formance. Those who attempt doctrinal shortcuts without
understanding the underlying doctrinal foundations often
impede operations or fail to achieve the intended results
of improved performance (speed, quality, and accuracy) or
resource conservation (time, personnel, and equipment).
Imagine the impact of planning a route through mountain-
ous terrain without understanding the meaning of contour
lines and intervals. A direct route across several steep ridges
may seem to be a shortcut to someone who doesn’t know
what closely spaced contour lines indicate. A Soldier who
knows the meaning of contour lines and their placement
will identify a route requiring less time and effort to travel.
Using doctrine appropriately enables a rapid initial com-
mon understanding, which saves time for both the speaker
and the listener. Using doctrinal terms accurately, clearly,
and concisely to convey the results of IPB saves time for
everyone.

Who Leads the IPB Band?

Everyone has a part to play in IPB. As mentioned earlier, it
is a staff function. Every staff section can (and should) con-
tribute to the unit’s IPB effort. This is especially true when
we're all pressed for time in the expected high tempo of
large-scale ground combat operations and personnel in the
command post will be doing “a half a million things all at a
quarter to three.”*” We can accomplish more together than
we can individually.

The first sentence in the introduction to ATP 2-01.3 iden-
tifies IPB as a collaborative staff function and specifies the
intelligence officer is responsible for leading the IPB pro-
cess. S-2’s don’t usually have tasking authority over fellow
staff members. If IPB is a staff function, who leads the IPB
Band? Is the officer (deputy commanding officer/executive
officer) who leads the staff the leader of the band or only
the lead singer? Does the S-3’s vested authority represent
the role of the rhythm or the lead guitarist? | liken the S-2’s
role to that of the bass guitarist in a rock band. Successful
bands are similar to a well-functioning staff in that both are
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U.S. Army photo by SGT Christopher Hernandez, 345" Public Affairs Detachment

collaborative partnerships that depend upon everyone
knowing and performing their individual parts well to sup-
port the overall effort. In this analogy, the bass player has
the most crucial role in the band. Everyone in the group
depends on the bassist’s performance. The bass provides
the rhythm, the structure, and the harmonic foundation on
which all the other band members depend.®® If the guitar-
ist or keyboardist makes a slight mistake, hardly anyone will
notice. If the bassist makes a mistake, everyone in the band
will know and ultimately the audience will hear that some-
thing is wrong.' If a unit’s IPB is found to be substandard,
everyone in the staff will look to the S-2.

SSG Keenan McCarter, a baritone vocalist with the Soldiers’ Chorus, performs a musical number with the Six String
Soldiers during the 2018 U.S. Army All-American Bowl Awards Show January 5, 2018, at the Lila Cockrell Theatre in

San Antonio, TX.

Sometimes the S-2 is not the single point of failure for the
unit’s IPB missteps. The S-2, the BISE, and the contributing
warfighting function staff members may have completed
a thorough and accurate IPB process resulting in excellent
products. Sometimes units do not integrate IPB products
into the orders writing or military decision-making process.
We have seen this happen several times when observing
home station training or a unit at a CTC. “If a unit’s staff
fails to integrate any of the unit’s IPB products during the
military decision-making process, is the operational result
still attributed to an intelligence failure?” The answer is as
readily available as the response to the koan, “If a tree falls
in the forest and no one is around to hear it, does it make
a sound?” Unfortunately, “time after time”?® Ml personnel
hear of either operational successes or intelligence failures.
Rarely do we hear of operational failures or intelligence suc-
cesses—albeit often with good reason.
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The “intelligence failure” quip emphasizes that while IPB is
a staff function, the intelligence officer must drive the pro-
cess and integrate IPB products into the unit’s planning, de-
cision making, and information collection efforts to achieve
operational success. Now and then, the S-2 must step onto
center stage and play the bass as the lead instrument,
like Geddy Lee.?! Disciplined initiative is sometimes required
to ensure a unit’s success.

You’re Not in This Alone
Invite—and welcome—your unit’s warfighting function
professionals to the IPB party. Like a great rock band, it takes
time and practice for a staff to come together and operate
as a cohesive team. It will take time
and multiple repetitions before
our fellow staff members become
comfortable  with  contributing
to IPB. You can read all about
music theory, understand musical
notation, or strum a few guitar
chords, but that doesn’t make you
ready to play in a band on stage.
There is the potential for some
friction in being only “book smart”
in doctrine rather than having the
“street smarts” that our warfighting
function colleagues attained
through years of practice in their
respective fields.

Conclusion

When performing IPB in the high
tempo of large-scale ground combat
operations, it’s unlikely you’ll ever
say, “I have ‘too much time on my hands.’ ”?* So, leverage the
knowledge and experience possessed throughout the staff
to support IPB product development. Enlisting staff sections
to assist in determining how the enemy will array or employ
artillery assets, fire direction systems, air defense systems,
aviation, communications, reconnaissance, and other
capabilities often provides an expert-level practitioner’s
assessment more rapidly, more accurately, and with more
fidelity than MI personnel are able to produce on their
own. These experts and their respective leaders are more
likely to consider the IPB results they were involved in
producing. The key is not to wait until a collective training
event to solicit your staff colleagues’ IPB input. Involve
them in your familiarity efforts early and often. Ask a field
artillery officer or a noncommissioned officer to comment
on your Ml Soldiers’ selection of high-value targets or the
estimated placement of enemy artillery in an enemy course
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of action. Have the warfighting experts discuss employment
considerations of their assets—comparing and contrasting
with how an enemy or threat will employ their forces. This
also builds upon IPB being a staff effort and not only an
intelligence task.

Musicians of Mars

There is still a tendency in each separate unit...to be a one-
handed puncher. By that | mean that the rifleman wants to
shoot, the tanker to charge, the artilleryman to fire...that is not
the way to win battles. If the band played a piece first with the
piccolo, then with the brass horn, then with the clarinet, and
then with the trumpet there would be a hell of a lot of noise but
no music. To get harmony in music, each instrument must sup-
port the others. To get harmony in battle, each weapon must
support the other. Team play wins. You musicians of Mars...must
come into the concert at the proper place at the proper time.

— MG George S. Patton Jr.

Address to the 2" Armored Division, 8 July 19412

Musicians listen to, and sometimes incorporate into their
own compositions, the riffs, melodies, or lyrics of other art-
ists. Hopefully, Ml personnel can incorporate the techniques
others have shared with us to save time in performing IPB. |
continue to be amazed at the level of sharing and commit-
ment to fostering success throughout the Ml Corps at the
tactical level. You've definitely proven that we care about,
and are committed to, the success of those at the pointy end
of the spear. You've also provided an answer to Chicago’s
lyric, “Does anybody really care (care about time)?”% Yes,
Ml professionals definitely do care about time.
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by Lori S. Stewart, USAICOE Command Historian

At 0100 on 20 December 1989, approximately 13,000
American troops under the operational command of the
XVIII Airborne Corps airlifted into Panama to join the 13,000
Soldiers and Marines already stationed there. Their mission
was to bring down dictator General Manuel Noriega. The
United States had backed Noriega over the years as a means
of preventing the spread of communism. By the late 1980s,
however, U.S. relations with Noriega had deteriorated after
an American grand jury indicted the general for narcotics
trafficking and other criminal activities. Growing tensions
presented an unacceptable threat to American citizens liv-
ing in Panama. When Noriega’s Panama Defense Forces
(PDF) murdered an American Marine, it was the catalyst to
United States military intervention.

On December 17, President George H. W. Bush ordered
the execution of Operation Just Cause. The objectives were
several: to protect American citizens, to ensure the safe op-
erations of the Panama Canal, to support the establishment
of democratic institutions, and to apprehend Noriega. Just
Cause, a short-lived but complex operation, would be the
first test of joint operational planning and execution called
for by the Goldwater-Nichols Act of 1986.

Goldwater-Nichols Act of 1986

“The Goldwater-Nichols Department of Defense (DoD)
Reorganization Act of 1986, sponsored by Senator Barry
Goldwater and Representative Bill Nichols, was enacted pri-
marily to improve the ability of U.S. armed forces to conduct
joint (interservice) and combined (interallied) operations in
the field, and secondarily to improve the DoD budget process.
The act contained three major changes: it greatly strength-
ened the influence and staff of the Joint Chiefs of Staff (JCS)
chairman, compared to those of the service chiefs and
military departments; it increased the authority and influence
of the unified combatant commands that control U.S. forces in
the United States and around the world; and it created a “joint
officer specialization” within each service to improve the qual-
ity of officers assigned to the Joint Staff.”*
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Using the element of surprise and the cover of darkness, an
overwhelming U.S. military force neutralized the PDF within
8 hours. One decisive advantage was that the Americans
were familiar with Panama and had been training and
rehearsing similar tactical exercises for several months. The
United States also had superior technology, such as night-
vision devices, air supremacy, and sufficient airlift to attack
multiple targets simultaneously.

Operations in Panama shifted from combat to peacekeep-
ing only 2 days after the invasion, although American forces
continued to face random violence and hostage situations
in urban areas over the following weeks. Noriega had fled
as soon as the invasion started, and it would take another 2
weeks to take him into custody.

From a tactical intelligence standpoint, conditions during
Operation Just Cause were described as “ideal.” Before the
invasion, the 470™ Military Intelligence (MI) Brigade was al-
ready in Panama and had been monitoring the PDF’s and
Noriega’s movements for years. Its personnel knew the
strength and location of PDF units and had identified targets
of military and political value. According to one S-2 who de-
ployed with the XVIII Airborne Corps, the intelligence sys-
tems were already “intact and flowing [and] you [could] just
plug into them to get what you wanted.”

Human intelligence (HUMINT) proved to be the most im-
portant and effective collection effort. At this time, Ml units
had a higher ratio of signals intelligence (SIGINT) to HUMINT
assets. As a result, SIGINT operators often found themselves
conducting collection missions for which they were not spe-
cifically trained. For example, years later SGM Wilfredo
Nieves, a voice interceptor with the 747t Ml Battalion, 470
MI Brigade, remembered his platoon being tasked to pro-
cess detainees. “The platoon did not have any experience in
this type of operation since the entire platoon was SIGINT
operators and not HUMINT operators.” The platoon, how-
ever, quickly established a compound and in 2 weeks pro-
cessed more than 500 detainees, “collect[ing], exploit[ing],
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The 470" Military Intelligence Brigade in Panama.

and disseminat[ing] valuable intelligence which led to nu-
merous kill/captures of enemy forces.” Because of HUMINT
personnel shortages, SIGINT linguists also found themselves
conducting document exploitation and serving as interpret-
ers where needed.

HUMINT personnel were kept busy collecting and dissemi-
nating intelligence on the locations of PDF personnel and
weapons caches, as well as trying to identify Noriega’s sanc-
tuaries. The 470" chose its finest Panama expert to assist
United States Army South in these efforts. SSG Tony Bonilla
served as First Sergeant of C Company, 746" Ml Battalion,
and had recently led the unit to its title as Director of
Central Intelligence HUMINT Collector of the Year for Fiscal
Year 1989. Bonilla understood the Latin-American culture
and, after nearly 3 years in Panama, was intimately famil-
iar with the operations of the PDF. He had established an
extensive HUMINT network to obtain real-time information
on troop movements and internal PDF conflicts, morale,
and will to fight. In addition, a failed October 1989 coup
to oust Noriega had provided valuable intelligence on the
PDF’s capabilities.

Using his insight into the mindset and intentions of the
PDF commanders, Bonilla and his team spent hours on the
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telephone persuading many of the commanders in outlying
military zones to surrender without a fight. His persuasive
argument was that they should “serve their country by living
to see its rebirth instead of dying needlessly.” Their peace-
ful capitulation saved both American and Panamanian lives
and prevented the unnecessary destruction of Panama’s
towns and villages.

Bonilla then focused all his available intelligence assets on
tracking the whereabouts of Noriega. He again took to the
phones to collect information from the Panamanian people.
The resulting response threatened to overwhelm the intelli-
gence staff. Although the number and quality of the reports
inhibited careful analysis, this network provided critical in-
formation instrumental in flushing out Noriega. Bonilla’s
network also produced information leading to the discov-
ery of the largest weapons cache found during the entire
operation.

In January 1990, MG Marc A. Cisneros, U.S. Army South
Commander, awarded SSG Bonilla the Bronze Star for his
efforts during Operation Just Cause. CW2 Alfred Villasenor,
Headquarters and Headquarters Company 470" Ml Brigade,
also received a Bronze Star. Villasenor, a task force liaison
officer, briefed raiding parties, participated in 11 raids,
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MG Marc Cisneros, U.S. Army South Commander, presents the Bronze Star to
SSG Tony Bonilla in January 1990.

and acted as the liaison for the task force during opera-
tions at the Apostolic Nunciature where Noriega was even-
tually located and apprehended. At the award ceremony,

MG Cisneros highlighted the often unsung nature of intelli-
gence operations when he stated, “In an engagement such
as Just Cause, the attention and publicity often goes to fight-
ing elements. However, without soldiers like Bonilla...and
Villasenor, the mission could not have succeeded.”

While other intelligence sources contributed, HUMINT op-
erations were the most effective in Operation Just Cause,
during both the combat and peacekeeping phases. HUMINT
was successful due partly to the fact that the majority of
personnel were already familiar with the area of opera-
tions—its culture, people, terrain, and political and physi-
cal infrastructure—and the local population was already
familiar with U.S. forces. Even given this “ideal” situation,
mission requirements often stressed available intelligence
capabilities. Ml personnel, however, proved to be flex-
ible and adaptable and materially contributed to the suc-
cessful accomplishment of United States objectives in
Panama.
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We will not read it for you, but we can point you in the right direction. We will provide
you an answer as quickly as possible, but please allow at least two business days.

Want to be in the doctrinal know?

USAICOE doctrine maintains an email notification list to announce —
» Publication of new issues of MIPB.
* Publication of new U.S. Army intelligence doctrine.
* Notification of draft U.S. Army intelligence doctrine staffings.

If you wish to receive these notifications, send a message to the email
address listed above and you will be added to the list.
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Contact and Article

Submission Information

This is your professional bulletin. We need your support by writing and submitting articles for publication.

When writing an article, select a topic relevant to Army Ml 4
professionals.

Our goals are to spark discussion and add to the profes-

sional knowledge of the Ml Corps and the intelligence +
community. Articles about current operations, TTPs, and
equipment and training are always welcome as are les-

sons learned, historical perspectives, problems and so-

lutions, and short “quick tips” on better employment of
equipment and personnel. Explain how your unit has bro-

ken new ground, give helpful advice on a specific topic,

or discuss how new technology will change the way we
operate. +

When submitting articles to MIPB, please consider the
following:

4 Feature articles, in most cases, should be under 3,000
words, double-spaced with normal margins without
embedded graphics. +

4 We cannot guarantee we will publish all submitted
articles and it may take up to a year to publish some 4
articles.

4 Although MIPB targets quarterly themes, you do not
need to write your article specifically to a theme. We
publish non-theme articles in most issues.

4 Please do not include any personally identifiable infor-
mation (PIl) in your article or biography.

4 Please do not submit an article to MIPB while it is being
considered for publication elsewhere; nor should arti-
cles be submitted to MIPB that have been previously
published in another publication or that are already
available on the internet.

4 All submissions become property of MIPB and may be
released to other government agencies or nonprofit or-
ganizations for reprint upon request.

A cover letter/email with your work or home email,
telephone number, and a comment stating your desire
to have your article published.

(Outside of USAICOE) A release signed by your unit’s
information security officer stating that your article
and any accompanying graphics and photos are un-
classified, not sensitive, and releasable in the pub-
lic domain. A sample security release format can
be accessed via our webpage on the public facing
Intelligence Knowledge Network website at: https://
www.ikn.army.mil/apps/MIPBW

(Within USAICoE) Contact the Doctrine/MIPB staff (at
520-533-3297 or 520-533-4662) for information on
how to get a security release approved for your arti-
cle. A critical part of the process is providing all of the
source material for the article to the information se-
curity reviewer in order to get approval of the release.

Article in Microsoft Word; do not use special docu-
ment templates.

Pictures, graphics, crests, or logos relevant to your
topic. Include complete captions (the 5 Ws), and pho-
tographer credits. Please do not send copyrighted im-
ages. Do not embed graphics or photos within the
article. Send them as separate files such as .tif or
.jpg. Photos must be at least 300 dpi. If relevant, note
where graphics and photos should appear in the ar-
ticle. PowerPoint (not in .tif/.jpg format) is acceptable
for graphs, figures, etc.

The full name of each author in the byline and a short
biography for each. Biographies should include au-
thors’ current duty assignment, related assignments,
relevant civilian education and degrees, and any other
special qualifications.

We will edit the articles and put them in a style and for-
mat appropriate for MIPB. From time to time, we may

What we need from you: contact you during the editing process to help us ensure

4+ Compliance with all of your unit/organization/agency @ quality product. Please inform us of any changes in
and/or installation requirements regarding release of ~ contact information.
articles for professional journals. For example, many  Submit articles and graphics to usarmy.huachuca.icoe.
units/agencies require a release from the Public Affairs ~ mbx.mipb@mail.mil. For any questions, email us at the
Office. above address or call 520-533-7836/DSN 821-7836.






