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Always Out Front

by Major General Scott D. Berrier
Commanding General

U.S. Army Intelligence Center of Excellence

Unified action across Army, joint, and multinational forces syn-
chronized with the activities of other government agencies,
nongovernmental and intergovernmental organizations, and
the private sector is critical. The warrior spirit of our unified ac-
tion partners has been tested across countless battlefields and
domains and they have demonstrated the ability to confront
the enemies of freedom and respond to other types of crisis.
As our strategic interests have drawn us together, we have also
strengthened the military ties with our partners. We are uni-
fying operationally across domains to collaborate in providing
humanitarian assistance, disaster relief, maritime security, and
maritime domain awareness.

In future operations, our military leaders will face a wide ar-
ray of complex challenges. Advances in technologies, rapid pro-
liferation of effective weapons systems, and emergence of new
sophisticated threats are just a few of the potential dangers
our military forces will face. Friendly forces must be capable
of operating in a complex environment while simultaneously
defeating numerous threats. Additionally, our forces must be
able to effectively operate in the most demanding environ-
ments such as jungles, mountains, deserts, and megacities.
To meet this daunting challenge, we must be skilled at oper-
ating with our unified action partners. As stated by Winston
Churchill, “The only thing worse than fighting with allies is
fighting without them.”

The Army Operating Concept addresses a number of solu-
tions to these challenges. Two of the solutions are properly
trained and equipped Army formations and the need to exe-
cute realistic combined arms and joint training. To implement
these solutions, the U.S. Army Intelligence Center of Excellence
(USAICoE) is investing in Army Military Intelligence leaders by
developing cognitive programs and strategies to enhance inte-
gration with our multinational partners.

Currently, there is no institutional training platform that pro-
vides instruction on the planning, execution, and integration
of coalition intelligence operations. To fill this training gap,
USAICOE, in conjunction with various Intelligence Community
stakeholders, is developing the Coalition Intelligence Course
for our “Five Eye” partner nations. The three to four week
course, estimated to be implemented in Fiscal Year 2017, will
be held semi-annually at Fort Huachuca. The course will train
and assess individuals and staffs on coalition intelligence oper-

ations in subjects such as intelligence systems capabilities, co-
alition collection management, coalition intelligence planning,
and coalition intelligence support to mission command.

Another way USAICoE is helping to prepare the Army for
future unified action is the many activities of the U.S. Army
Training and Doctrine Command’s (TRADOC) Culture Center
(TCC). Today’s TCC is “chest deep” preparing Soldiers and lead-
ers to operate with our unified action partners as units exe-
cute our Army’s Regionally Aligned Forces focus. Staging from
its home base at USAICoE, TCC conducts culture, regional ex-
pertise, and language (CREL) pre-deployment education and
training, satisfying Forces Command’s pre-deployment train-
ing requirements. This training is designed to help Soldiers and
leaders better understand complex operational environments,
build rapport with their unified action partners, and interact
with the host nation population to accomplish their assigned
mission. The TCC has recently begun to team with the Defense
Language Institute Foreign Language Center, capitalizing on
the synergy of their world-class programs and bringing more
CREL assets to bear in support of our operational force.

Given there is a nexus between leader development and
cross-cultural competency, the TCC plays an active role in
building the Army’s bench of future strategic leaders and re-
gional experts. This education begins with U.S. Army Cadet
Command’s Cadet Overseas Training Missions. Each summer,
more than 1,000 cadets travel to over 30 countries as part of a
cultural immersion and military-to-military exchange with our
multinational partners. TCC instructors play a key role, deploy-
ing with the cadets, serving as cultural advisors, and actively
coaching and mentoring tomorrow’s commissioned officers as
part of this unique leader development program.

Working with our multinational partners with shared pur-
pose and direction is a critical part of building the readiness
and capability required to meet the challenges of a complex
world. | have mentioned only a few of the initiatives we are
implementing. USAICoE is committed to improving command
arrangements, interoperability, intelligence sharing, and cul-
tural understanding during future multinational operations.
Together, the Army, joint forces, and our partners are, and
will continue to be, ready to implement the Army’s strategic
framework of prevent, shape, and win to meet our national
objectives. 3%

“Always Out Front and Army Sfrong!"
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CSM FORUM

by Command Sergeant Major Thomas J. Latter
U.S. Army Intelligence Center of Excellence

Intelligence Challenge of Multinational Operations

To “Winina Complex World” our Army needs to continue to op-
erate in a Joint, Interagency, Intergovernmental Multinational
(J1IIM) environment. The operations we support now and in the
future will continue to involve sister services, partnered agen-
cies, and multinational partners to achieve mission success.
All intelligence professionals need to be thinking about how
we conduct our operations with our multinational partners.
Whether you are assigned to a National Agency, a Combatant
Command, a Military Intelligence (MI) brigade, a Forces
Command formation, or special operations unit, the best way
to support JIIM operations is to write for release.

We need your intelligence products to reach all of our mis-
sion partners to support operational success, especially in
named operations with coalition forces such as Operations
Resolute Support or Inherent Resolve. Ml professionals need
to be flexible and adjust based on the needs of the mission
when supporting coalition forces and ensure reports are clearly
understood by all customers. At one point during my tour at
Bagram we had Czechoslovakian, Georgian, Jordanian, Polish,
and several other countries and various agencies working with
Army, Marines, Air Force, and Navy units and personnel de-
fending the battle space. It took concerted efforts by all the
intelligence assets supporting the coalition forces to ensure
every patrol and guard force had updated and actionable in-
telligence to ensure mission accomplishment. That would not
have been possible without skilled intelligence professionals
working with their coalition partners, and writing for release.

Developing the skills and ability to share intelligence needs
to become routine cannot wait until we are in a conflict.
Regionally aligned forces (RAF) need to build relationships
with the multinational partner(s) during exercises in support
of possible future operations. These relationships need to be
maintained not only by the command and operations staff, but
also by the intelligence staff at Corps, division, and brigade. In
order to rapidly integrate expeditionary forces with regional

partners we need to maintain those relationships built during
exercises through continued reach back and sharing of intel-
ligence on projected adversaries supporting the RAF mission.

To make the most out of exercises and exchanges with our
multinational partners, go beyond the exercise parameters
and learn from your partners to build relationships. What are
their capabilities for collection (equipment), analysis (person-
nel), and production and dissemination (communications)?
We may be relying on the intelligence capabilities of our part-
ners in RAF situations to support operations, especially when
initially entering an area of operation under coalition forces
control. Intelligence support of multinational operations is a
multi-lane street, do not assume coming in that your informa-
tion is more accurate or up to date. Incorporate information
from all available assets and weigh it appropriately when de-
veloping situational understanding for your Commander. Think
about it, who has the most extensive Human Intelligence as-
sets in place. It is the host country you are deploying to in sup-
port of a RAF mission or the team just hitting the ground.

Intelligence efforts supporting host nation joint intelligence
operations such as those in Korea and Japan often are bilateral
in nature, serving the shared interests of the U.S. and the host
nation. Sometimes though these relationships may expand
to multinational efforts to share information against specific
threats such as the North Korea. Keep in mind when you write
your intelligence products for release that you need to con-
tinuously protect sources, capabilities, and tactics, techniques,
and procedures. This is still a responsibility for all intelligence
professionals even as you push your intelligence to the lowest
level of command.

Keep up the great work and keep striving to increase our pro-
cessing, exploitation, and dissemination to support all of our
current and future JIIM operations at the tactical, operational,
and strategic levels. Py

“Always Out Front and Army Strong!”
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Technical Perspective

Chief Warrant Officer Five Matthew R. Martin
U.S. Army Intelligence Center of Excellence

The Army Operating Concept “Win in a Complex World” de-
fines complex “as an environment that is not only unknown,
but unknowable and constantly changing.” This is particu-
larly true for the Army’s Intelligence Warfighting Function
(IWfF), which despite increased technological collection ca-
pabilities remains challenged to predict our nations next
adversary in an increasingly unpredictable world. This un-
certainty requires the IWfF to remain postured to operate
globally in support of the Army’s regionally aligned forces
(RAF).

The demand for the world’s premiere land force compo-
nent to integrate and operate within a joint, interagency,
and multinational (JIM) environment is greater than ever.
The IWfF must be prepared to deploy and fully integrate as
part of a joint/coalition team with multiple partners across
multiple domains as demonstrated by the Army’s many on-
going RAF missions. RAFs are deployed on a rotational basis,
executing bilateral and multilateral exercises and engage-
ments with interorganizational agencies, nongovernmen-
tal agencies (NGOs), foreign militaries, and joint partners.
Hundreds of intelligence Soldiers are currently deployed in
areas outside of the Middle East and Central Asia in support
of a myriad of operations and exercises such as Operation
Atlantic Resolve, Pacific Pathways and, African Horizons.
These exercises combined with other contingency opera-
tions are examples of an enduring effort to build partner-
ships, demonstrate force projection, and execute strategic
deterrence with our JIM partners.

For the IWfF to successfully operate within the JIM envi-
ronment it must be able to seamlessly exchange time sen-
sitive intelligence reporting and analysis to ensure mission
command maintains situational awareness. While tech-
nology and advanced processes have enabled the IWfF to
better share intelligence, agile and adaptive intelligence
professionals, who seek innovative solutions to complex
problems, remain the key to successfully operating in a JIM
environment.

In October, 2014 the 101% Airborne Division deployed
to Liberia and established Joint Forces Command-United

Assistance to address the emerging Ebola epidemic in West
Africa. The Screaming Eagles partnered with the U.S. Agency
for International Development, the U.S. Public Health
Service Commissioned Corps, and the Liberian Government
as the Department of Defense effort to build capacity and
rapidly contain the epidemic. The 101* G2 was charged
with developing a common intelligence picture that would
be integrated into an unclassified common operating pic-
ture (COP) using Google Earth. Chief Warrant Officer Three
Tyson Van Patten and his team in the 101 G2 determined
that the COP could be updated through a modification of
the Distributed Common Ground Station-Army (DCGS-A)
Tactical Entity Database, displaying near real-time changes
in the environment. To facilitate the effort, his team loaded
a portable Google-Earth Server onto an Intelligence Fusion
Server stack. This not only allowed the COP to be displayed,
but provided access to all members of the Operation United
Assistance staff, to include the NGOs and the Liberian
Government via All Partners Access Network. The creative
efforts of the 101% illustrates that DCGS-A is an adaptable
family of systems that can be modified to provide intelli-
gence supportin a JIM environment.

The U.S. Army Intelligence Center of Excellence (USAICoE)
has expended a great deal of effort in training functional
interoperability within the JIM environment to posture our
formations to better operate in a complex environment. For
Military Intelligence warrant officers this means training
to support JIM operations is resident in all of our courses
but it is particularly emphasized in the recently developed
MI phases of Warrant Officer Intermediate Level Education
and Warrant Officer Senior Service Education. In the future,
USAICoE looks to expand multinational partnerships with
the introduction of a Five Eyes (FVEY) intelligence course
that will foster collaborative relationships and situational
understanding.

We will continue to explore opportunities to establish
trust through partnerships that expand beyond the uni-
formed services and the confines of our U.S. territories.
It’s through these relationships that we will protect our na-
tional interests. 3

Always Out Front! Army Strong!
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The MI Brigade (Theater) as an Intelligence Anchor Point _
for Regionally Aligned and Global Response Forces

by Thomas Stokowski, U.S. Army INSCOM G3 Plans
Contributors: Robert Coon, Jimmy (Stan) Hinton,
and INSCOM G3 Operations and Training Staff Members

Army Operating Concept Mission Requirement: Expeditionary Operations Integrated with the Theater
Intelligence Structure

The Army Operating Concept requires Army forces to be both expeditionary and interoperable with Joint, interagency,
and multinational (JIM) partners. Attaining and sustaining readiness to execute regionally aligned forces (RAF) and global
response forces (GRF) missions under these conditions compels integration with the Geographic Combatant Command
(GCC)/Army Service Component Command’s (ASCC) theater intelligence structure beginning with the mission alignment
order and lasting through the duration of the force generation cycle.

Central Idea: The MI Brigade (Theater) (MIB(T)) Directly Supports RAF and GRF to Rapidly Integrate
into the Theater

Faced with expeditionary mission readiness demands, the Army’s Ml leaders have committed to establishing the U.S.
Army Intelligence and Security Command (INSCOM) and the Ml Readiness Command (MIRC) MIB(T)s—under the direction
of the Theater Army/ASCC and in turn, the GCCs—as the theater intelligence “Anchor Point” to partner with Army force pro-
vider commands (FORSCOM, USAREUR, USARPAC) and RAF and GRF units at all echelons to help “set the theater” and to
provide enabling services for all ground forces deploying to, operating in, or otherwise supporting each theater.

NORTHCOM SOUTHCOM PACOM
T -
. s

Anchor Point Concept: Based on the
MIB(T)’s Role as the GCC’s Ground

- Intelligence Organization
oy AT e ¢ The Anchor Point concept builds on the
505 '.:5_'4-). MIB(T)’s central role as the theater’s per-

\ |
513
500 .

manently assigned ground intelligence
organization, where it has always had
the responsibility to support Army forces
based in, and deploying to its theater. The
MIB(T) is deeply rooted in the theater’s op-
erational environment with some MIB(T)s
having JIM ties spanning decades. The
MIB(T)’s Forward Collection Battalion and
Operations Battalion, reinforced by a U.S.
Army Reserve Theater Support Battalion,
| Proausion — 77 mma sent 1) gre continuously engaged in meeting the
MI Brigades (Theater). GCC/ASCC’s daily operational require-

ments and conduct intelligence operations under the authorities vested in the GCC.

+ Assigned to INSCOM and MIRC but Provided to Theater Commands

* Provides Dedicated and Responsive Multi-Discipline Intel Support

to Army and Theater Commands
* Integrates Tactical and Coalition Forces into the Theater
+ Provides Connectivity to the U.S. Intelligence Enterprise

3 Strategic

MIB(T) Anchor Point Provides Core Services: Analytics, Systems, Synchronization/Collaboration, and
Training

Through coordination with the ASCC G2/G3 and MIB(T) S3, RAF/GRF units can leverage the MIB(T)’s ongoing in-theater
collection and analytical production efforts and corresponding operating authorities to train and prepare for their own
RAF/GRF missions. The MIB(T) can support home station reach/overwatch operations and meet the expeditionary mission
command challenges of operating on the move (en route to, and in the theater). Additionally, the MIB(T) can offer RAF
units intelligence discipline-specific expertise (GEOINT, CI, HUMINT, SIGINT, MASINT, OSINT, TECHINT), informed by in-the-
ater experience and lessons learned.

April - June 2016 5



4 Analytics. Each MIB(T) maintains the theater-specific Tactical Entity Database that aggregates the Distributed Common
Ground System-Army (DCGS-A) populated data, including JIM sources. The MIB(T) will work with RAF/GRF units to
establish connectivity so that this data is available to mission command centers in theater and via reach to home sta-
tion. RAF/GRF intelligence data requirements will vary based on echelon and mission sets. A brigade combat team will
need more narrowly tailored data sets than a GRF unit or a RAF division headquarters interested in global or area of
responsibility-wide data sets. The MIB(T), which provides the ASCC its Theater Analysis and Control Element, can assist
RAF/GRF units in determining what data is needed and where the data is available and can recommend how to access,
ingest, and manage that data.

4 Systems. The MIB(T) is an integrated element of the theater’s intelligence structure, which includes
the support that the GCC receives from Joint and National capabilities. This enables the MIB(T) to con-
vey access to these capabilities to RAF units via the DCGS-A as they prepare for, and execute operations in
support of the GCC. Additionally, the MIB(T), working through the INSCOM staff, can leverage INSCOM'’s unique rela-
tionships with Defense and National Intelligence Community organizations (e.g., National Security Agency, National
Geospatial-Intelligence Agency, Defense Intelligence Agency) to coordinate Intelligence Enterprise systems support to
tactical-level operations.

4 Synchronization/Collaboration. Under the operational control of the ASCC, the MIB(T) synchronizes and coordinates
intelligence activities in the GCC area of operations to support the unity of effort and coherence of the Intelligence
Warfighting Function. This includes a role in the coordination of intelligence sharing and interoperability with allies
and partner nations. The MIB(T) also extends to the theater-level intelligence-connected functions that INSCOM deliv-
ers to the Army as a whole. The MIB(T) can leverage the capacity of INSCOM'’s functional subordinate commands and
organizations, as well as the intelligence community, in support of RAF, GRF, and Prepare to Deploy Order missions.
This support can include assistance with intelligence and electronic warfare equipment maintenance, Joint Worldwide
Intelligence Communications System issues, Quick Reaction Capabilities fielding/training, and intelligence-specific lo-
gistics and contracting. The types of intelligence support with the corresponding INSCOM organizations that provide
or facilitate it are displayed below.

Aerial ISR and PED*-116" MI Bde (Aerial Intel) SIGINT-Army Cryptologic Ops (ACO), 704" M| Bde, 706" MI Grp

(*Processing, Exploitation, & Dissemination) Meade Ops Center (MOC), European Cryptologic Center (ECC)

HUMINT-Army Ops Grp (AOG), INSCOM G-2X (IG2X) Counterintelligence—902" MI Grp, 1G2X

OSINT-Army OSINT Office, Intel Information Services (l1S) GEOINT-Army GEOINT Bn, Army GEOINT Office (AGO)

Analysis & TECHINT-National Ground Intel Center (NGIC) Intel IT & Knowledge Management-Ground Intel Support Activity (GISA),
11S, NGIC

Intel Support to Cyber Operations—780" M| Bde
Contract Linguist Support—Contract Linguist & Intel Programs Support Office (CLIPSO)

Intel Community Support (NSA, NGA, DIA, NRO, CIA, FBI, State)-INSCOM HQ, ACO, 704t MI Bde, 706" MI Grp, AGO, 1G2X, NGIC, AOG,
902" MI Grp, Army Field Support Center (AFSC)

4 Training. INSCOM provides the following training support to RAF and GRF units:

—Foundry program-funded live environment training (LET). RAF Soldiers, through TDY funded by Foundry, embed in
an MIB(T) element to gain experience and expertise with live collection and analysis on the same region and adversar-
ies against which their RAF unit is aligned. A complete listing of LETs is in the Foundry Catalog at https://www.us.army.
mil/suite/doc/45681127 [Catalog access is controlled/limited to official DoD users.]

—Mobile training teams (MTT). From the Foundry catalog, RAF units can select MIB(T) MTT-delivered course material
to receive theater-specific training that would not otherwise be available at their home-station.

—Home station exercise support. For Mission Command Training Program Warfighter and mission rehearsal exercises,
the MIB(T) can work with RAF units to deliver reach support to home station that, within the context of exercise sce-
nario, replicates architecture, processes, and data flow the unit will encounter when deployed.

—Combat training center (CTC) support. To ensure that units train and certify against a realistic expeditionary oper-
ating environment, MIB(T)s will reinforce existing Foundry personnel at the CTCs to portray theater-level intelligence
support (architecture, processes, data flow).
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Conclusion: The Intelligence Anchor Point Supports RAF/GRF Readiness for Expeditionary Missions
The MIB(T), reinforced by INSCOM'’s functional brigades, supports RAF/GRF at all levels to assist with integration into
the theater enterprise before, during, and after deployment. Through the MIB(T) Anchor Points and functional brigades,
INSCOM, along with the MIRC, brings the full capabilities of the National Intelligence Enterprise to supported operational
and tactical level commands to ensure they have the necessary intelligence to conduct expeditionary operations, which
contributes to the Chief of Staff of the Army’s #1 priority—remaining ready to win in the “unforgiving crucible of ground

combat.” *
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Operationalizing the Army Total Force Policy:
USFK’s Model for AC/RC Int
BT P P

¥

by Colonel Kris A. Arnold, 501 Ml Brigade Commander, 2
Lieutenant Colonel Jens Hansen, 368" MI Battalion (RC) Commander, and
Lieutenant Colonel David Hazelton, 501 Ml Brigade S3 e

“Much of America’s Army’s capacity is resident in the Reserve
Components, and we must rely more heavily on them to meet the
demands of a complex global environment.”
—General Mark A. Milley,
Chief of Staff of the Army,
22 March 2016

“ISR remains my top readiness challenge and resourcing priority
as CFC/USFK requires increased, multi-discipline, persistent ISR
capabilities to maintain situational awareness.”

—General Curtis Scaparrotti,

USFK Commander, Testimony to the
Senate Armed Services Committee on
23 February 2016

Introduction

Two years ago the Secretary of the Army signed the
Implementation of the Army Total Force Policy to increase
the integration of the Active and Reserve Components
(AC/RC). Effecting implementation of this policy is increas-
ingly important as resources become more constrained.
Within the intelligence enterprise, operating with con-
strained or limited resources is a constant—there is never
enough intelligence, surveillance, and reconnaissance to
meet the demand. This persistent condition spurs Military
Intelligence (MI) leaders to continually identify ways to
maximize efficiency and leverage all available resources.

For the 501 MI Brigade, which is responsible for pro-
viding U.S. Forces Korea critical Indications and Warning,
this challenge has translated into leveraging the regionally
aligned 368" Ml Battalion (RC) to the fullest extent possible.
Through four lines of effort (LOEs), resourcing, training, in-
tegrating, and command emphasis, the 501 Ml Brigade has
achieved great success in operationalizing the Army’s Total
Force Concept. How the Brigade (BDE) and Battalion (BN)
leveraged these LOEs are discussed here.

Resourcing

The saying “vision without resources is hallucination” is
apropos. Resources are one of the key factors to enabling
integration, especially those that are foundational-com-
munication equipment, architecture, and systems. For our
Theater Aligned Intelligence Reserve Battalion, a key re-
source is the Distributed Common Ground System—Army
(DCGS-A). The 368" MI BN has not yet fielded this key Ml
“weapon system,” driving the 501 MI BDE to temporarily
hand receipt DCGS-A systems to the 368" at home station
to support a full array of operational capabilities. As 368"
capabilities increase, the 501 has concurrently assisted in
developing the supporting architecture.

The 501 goal for the BN is to grow the capability to repli-
cate all core missions to some capacity, allowing federation
and surge capacity during a crises. One of the 501% high
profile missions that the 368" MI BN fills is the Deployable
Intelligence Support Element (DISE). In the event of a crisis
or war, the theater demand for a DISE would be instantly
realized. Accordingly, the 501 has acquired the DISE equip-
ment set in Korea (prepositioned), while the 368" provides
the personnel on a rapidly deployable basis. Deploying the
a small number of Soldiers from the 368" MI BN with only
their personal gear would preclude the CONUS organization
from having to compete with other units in the airload pro-
cess, resulting in a reduced timeline to realize full opera-
tional capability.

Training
Resources are foundational, but Soldiers also must be

trained on how to use those resources to make them ef-
fective. This training is more challenging for the RC than

Military Intelligence



the AC, given limited time during Battle Assemblies/Annual
Training. To tackle this training challenge, the 501" M| BDE
has routinely sent experienced AC Soldiers on temporary
duty to participate in and lead the 368™’s Battle Assembly
training. This training integration is to ensure Reserve
Soldiers understand the Korea-specific operational environ-
ment, which is focused on conventional warfare and battle
damage assessment tracking.

To maximize integration, training standards for both the
AC and RC must be the same. The standard operating proce-
dures and mission essential task lists focus between the two
Components must completely mirror one another. Timing is
also essential. Training focuses on preparing reserve Soldiers
prior to major exercises to ensure those teams can fully in-
tegrate immediately. Additionally, the BDE developed a pro-
cess of evaluating 368" training holistically throughout the
year, culminating with Key Collective Task validation dur-
ing its support to a major theater exercise. Training utilized
two important training principles: train while operating and
train as you fight.

Integrating

Historically, Reserve integration has been problematic
due to the challenges of assuming a full AC mission set in
a timely manner. The tenuous security environment within
Korea cannot accommodate a multi-week ramp-up; the
BDE requires the BN to assume mission during crises in a
matter of days or even hours. To make this rapid assump-
tion of mission feasible, the 501 has focused the 368" on
specific mission sets such as the DISE. Constant and robust
communication between units is therefore paramount.
Both units have invested in liaison officers at one another’s
locations with full-time officers, as well as a steady flow of
rotating Reserve lieutenants for short-term assignments in
Korea. The “3" shift” mission of the 368" MI BN has moved
from mere integration to interdependence. During Korean
nights, a team of 368™ analysts in California continues the
intelligence cycle and ensures 501 Soldiers report to duty
with an informed handoff.

In addition, an often under-recognized yet significant attri-
bute of the relationship is the enduring continuity that the
368™ MI BN brings to the fight. Most 501° Soldiers rotate
out of Korea after just one year, while many of the Reserve
Soldiers remain in the 368" for over a decade. The level
of expertise that the Reserve Soldiers attain over this ex-
tended time frame turns them into the experts, possessing
a level of understanding rare among rotational AC Soldiers.
This interdependence fosters a trust between units that so-
lidifies the value that each brings to the fight.
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Command Emphasis

Command teams must expend the requisite time, energy,
and attention to emphasize activities that are of the high-
est priority. This is not missed in the 501%/368" relation-
ship. The 501 BDE Commander attends each 368™ Battle
Assembly via VTC to address the formation. Topics range
from training focus, to exercise planning, to military pro-
fessional development. Unit cohesion is another essential
point of command emphasis. The 368™ recognizes this in-
tangible LOE through events including Hail and Farewells,
OPDs/NCOPDs, holiday family events, and unit competi-
tions. These seemingly minor activities strengthen cohesion
within and between units.

Atthe other end of the spectrum, the Brigade and Battalion
Commanders collectively develop multi-year training plans
that ensure training is logical, cumulative, and properly re-
sourced. This coordinated planning is essential because the
inevitable leadership churn in both the 501 BDE (Korea)
and 368™ BN (California) creates the risk of a sporadic ap-
proach to long-term mission requirements. Both units have
consciously chosen to focus Reserve efforts toward becom-
ing experts in a narrow set of mission sets, instead of be-
coming the proverbial “jack of all trades, master of none.”
This mission focus requires active prevention of “good
ideas” from detracting from the core mission tasks agreed
upon by the two Commanders.

Conclusion

The 501 MI Brigade (Theater) (MIB (T)) and 368" M
Battalion (RC) have pioneered a mutually beneficial model
for AC/RCintegration in the face of a critical intelligence mis-
sion set: Indications and Warnings of North Korean aggres-
sion. This dynamic threat presents a mission set that can
never be fully exploited, making the integration of a the-
ater-aligned Reserve battalion’s capacity a critical enabler
to success. Through the additional resources provided by
an integrated Reserve battalion, a coherent training regime
that endures the test of time, a deliberate approach to inte-
gration, and command emphasis to bring it all together the
5015 MIB(T) and 368 Ml Battalion have proven that AC/RC
integration can—and does—work even when tested by a chal-
lenging operational environment. This integration has filled
collection gaps, drastically increased capabilities, raised mo-
rale, and allowed for collective mission accomplishment at
a level greater than either Component could ever achieve
apart. In light of GEN Milley’s challenge to “rely more heav-
ily on them (RC) to meet the demands of a complex global
environment,” Korea’s MIB(T) and Theater-Aligned Reserve
Battalion have found a way to make this work—even thrive—
in uncertain times. %



by Captain Peyton Hurley

Introduction

Since the fall of the Berlin Wall and the end of the Cold War,
the North Atlantic Treaty Organization (NATO) Alliance has
welcomed many new allies, shifted priorities, and revised
operating concepts. This makes today’s NATO, which is con-
ducting operations in Afghanistan and simultaneously con-
fronting a resurgent Russia, very different from NATO of
twenty-five years ago. One of the biggest changes besides
the introduction of new allied nations is the operational
scope of multinational operations and the challenges of in-
teroperability at the tactical level.

Under the previous NATO architecture, member nations
only integrated at the division and above level. Today NATO
multinational operations occur at the brigade level and be-
low. Since NATO doctrine focuses on facilitating operations
at the division-level and above, multinational brigades and
battalions struggle to integrate information collection (IC)
into their operations. Large disparities in capacity and capa-
bilities among member nations further exacerbate this lack
of NATO doctrine, standardization agreements (STANAGS),
and standard operating procedures (SOPs) at the tactical
level.

While these challenges will likely persist, they are not in-
surmountable, and there are several things battalions and
brigades participating in multinational operations can do
now to alleviate many of these challenges. This article seeks
to frame the current problem within multinational infor-
mation collection and provide recommendations for solu-
tions and refinement. The observations provided herein
are Observer-Coach/Trainer (OC/T) observations of battal-
ion-level task forces in three different Joint Multinational
Readiness Center (JMRC) training exercises

While very different in both rotational construct and par-
ticipating units, these rotations provide many useful insights
into information collection practices. The article begins with
a brief discussion of U.S. Army IC doctrine, other allied na-
tions’ IC doctrine and capabilities, and then presents ex-
amples from JMRC rotations to highlight interoperability
challenges. The article closes with recommendations for ad-
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ditions to NATO doctrine, for allies participating in multina-
tional operations, and for U.S. units serving as multinational
brigade headquarters or as battalions subordinate to a bri-
gade task force under the command of an ally.

U.S. Information Collection Doctrine

New IC capabilities have emerged over the previous fif-
teen years of conflict in Iraq and Afghanistan, and the Army
has updated its IC doctrine to allow for proper planning
and synchronization of information collection and ensure
the primacy of commander’s critical information require-
ments (CCIR). “Information collection is an activity that syn-
chronizes and integrates the planning and employment of
sensors and assets as well as processing, exploitation, and
dissemination systems in direct support of current and fu-
ture operations.”?

Information collection involves three tasks each with dif-
ferent proponents: the S2/G2 plans requirements and as-
sesses collection; the S3/G3 tasks and directs collection;
and the reconnaissance, surveillance and military intelli-
gence units and Soldiers execute collection.? Some key fea-
tures will illuminate elements of allied doctrine as well as
recommendations for units participating in multinational
operations.

Information collection is a collaborative intelligence and
operations process that is integrated between echelons, ad-
jacent units, and unified action partners to answer CCIR so
the commander can make decisions. Various allied nations
have somewhat different concepts of the purpose of infor-
mation collection and very different capabilities to collect
information, leading to potential conflicts during multina-
tional operations.

Observations of Allied Doctrine

NATO nations each have different doctrine at the brigade-
level and below. These differences seem to have increased
in the last decades as different nations have adopted dif-
ferent solutions to modern conflicts and increased IC capa-
bilities. These differences are greatest between the U.S. and
Western European, and Eastern European doctrines. There
are generally two reasons for such a wide divergence: differ-
ent expectations and organizational cultures with respect to
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the purpose of information collection, and different capabil-
ities and the derivative staff capacity to integrate informa-
tion collection capabilities.

While U.S. doctrine focuses IC assets and resources on
collecting information to answer CCIR or for target acqui-
sition, other nations often use collection platforms in the
close fight as a security force, usually to screen, even during
offensive operations. Reconnaissance and surveillance as-
sets deploy in front of the forward-line-of-own-troops in or-
der to report composition and disposition of enemy forces
to the main body. This defensive employment of collection
assets is essentially a screen mission, not dedicated infor-
mation collection to answer priority intelligence require-
ments (PIR). While the brigade or battalion may task the
screening element to observe and report on enemy loca-
tions, they rarely provide specific intelligence requirements.
Additionally, units rarely tie CCIR to decision points with a
decision support template or matrix. Failure to link collec-
tion assets to PIRs and decision points limits the command-
er’s ability to make tactical decisions.

Lastly, some NATO armies, particularly in Eastern Europe,
assign the responsibility to manage the collection process
exclusively to the intelligence staff. The S2 plans the intel-
ligence requirements, tasks the units to collect information,
then conducts the production and dissemination of intel-
ligence from the collected information. This is significantly
different from U.S. and Western European doctrine, where
collection is a collaborative process between the S2 and the
S3. This leaves open the possibility that the IC plan will not
support the maneuver plan or other aspects of the opera-
tional plan.

Soldiers from the 74 Czech Battalion plan for offensive operations in Operation
Allied Spirit Il in August 2015. (Photo courtesy of JMRC/Released.)
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Allied Information Collection Capabilities:
Collection Assets, Resources, and Staff Capacity
The U.S. military has invested significantly in collection
platforms in the past decade, an area many other NATO mil-
itaries have not matched. As a result, many allied armies
are not accustomed to operating with and integrating many
IC assets and resources to support their overall IC plan.
Unfamiliarity with increased collection assets has led to a
gap in allied IC doctrine. Many allied nations also lack the
staff capacity to plan for the integration of these assets into
the overall plan. Lastly, while U.S. doctrine encourages and
rewards units that request and successfully utilize higher
echelon IC assets, many allied nations do not take advan-
tage of these resources. Asking for additional collection re-
sources, according to their organizational culture, tacitly
admits they cannot accomplish the mission on their own.

Observations on the Impacts of Doctrinal
Differences

Differences in U.S. and allied partners’ IC doctrine, capa-
bilities, and capacity are not so divergent that multinational
task forces are unable to interoperate successfully. Rather,
the nuanced differences lead to an underutilization of IC
assets from allies, particularly under a U.S. brigade head-
quarters. Not once during three rotations at JMRC did the
observed battalion headquarters request additional col-
lection resources from brigade or echelons above brigade.
Technical barriers to successful integration of collection
platforms (e.g., no One System Remote Video Terminal) cer-
tainly exist, but are manageable. Rather, organizational cul-
ture that prevents requesting additional support, coupled
with unfamiliarity of collection platforms and a lack of staff
capacity to integrate these resources, causes underutiliza-
tion of available assets. During JMRC rotations, the lack of

U.S. Soldiers of Brigade HHC, 1t ABCT, 3 ID and a Dutch soldier (center) of 43"
Mechanized Brigade conduct an IC plan brief during exercise Combined Resolve V at
the JMRC, October 2015. (U.S. Army photo by SSG Carol A. Lehman/Released)
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collection assets dedicated to multinational battalion task
forces often caused the intelligence staff to develop a flawed
intelligence picture within the battalion, which skewed bri-
gade situational understanding. This hindered the utiliza-
tion of the brigade’s decision support matrix and inevitably
caused the brigade commander to make uninformed de-
cisions. Brigade-level collection cannot substitute for such
poor situational understanding from subordinate battalion
task forces.

Additionally, allied armies’ utilization of the reconnais-
sance assets as screening forces decreases those assets’
effectiveness. As noted, the collection of information to an-
swer PIR that drive decisions becomes a secondary task of
many allied nations’ collection assets. When higher head-
quarters allocates collection assets during an operation,
they are unable to integrate these resources as anything
other than security forces because utilizing IC assets as se-
curity forces does not require detailed collection planning
from the staff. Much of that planning responsibility shifts
to the security force. Without the underlying staff products
that drive the collection process (good PIRs, event template,
named area of interest overlay, IC plan, etc.), it is impossi-
ble to integrate additional collection resources that answer
PIR and drive decisions, particularly in the battalion deep
fight. While U.S. units often struggle to produce all of these
products with sufficient detail as well, they tend to be more
familiar with integrating collection assets and resources to
answer CCIR.

Key personnel from the Romanian 191 IN BN, a multinational task force with sol-
diers from Romania, Bulgaria, Albania and Georgia, participate in a Combined Arms
Rehearsal during Operation Combined Resolve V in October 2015. (Photo courtesy
of JMRC/Released.)

Lastly, since many NATO armies assign the responsibility of
managing the collection process to the intelligence staff, the
collection plan and the maneuver plan become de-synchro-
nized. As the operation proceeds, information collection
becomes less relevant to the commander’s decisionmak-
ing. While this phenomenon is certainly attributable to the
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intelligence staff’s exclusive responsibility for information
collection, the staff could overcome this obstacle by ensur-
ing the intelligence staff has a very good understanding of
the maneuver plan and the commander’s decision points.
Unfortunately three products or processes—a decision sup-
port template and matrix, wargaming, and a rehearsal that
incorporates the IC plan—are either not completed or lack
sufficient detail.

Recommended Changes to NATO Doctrine

Current NATO doctrine for information collection, Allied
Joint Publication-2.7 Reconnaissance and Surveillance and
Allied Tactical Publication-77 NATO Guidance for ISTAR in
Land Operations, focuses on echelons above brigade. As
the paradigm for multinational operations has shifted since
the end of the Cold War, with multinational units interop-
erating at the brigade and battalion level, it is imperative to
develop doctrine and STANAGS applicable to brigades and
below. Different allied armies will have their own internal
processes for developing requirements and planning for the
utilization of collection assets and resources. SOPs can over-
come many of these differences. NATO doctrine, however,
must address two areas: staff proponency for information
collection, and the primacy of answering CCIRs throughout
the IC process.

Recommendations for Allied Armies

While NATO doctrine does not specifically address infor-
mation collection at the brigade level and below and allied
armies do not have a doctrinal imperative to align IC pro-
cesses, allied nations can begin to align doctrine on their
own. While addressing the aspects of staff proponency and
CCIR primacy are certainly a start, allied armies should also
begin to build the staff capacity to integrate collection re-
sources from higher echelons that they are not accustomed
to controlling. Again, some technical barriers exist, but the
underlying staff functions that allow an allied nation to de-
velop requirements and plan information collection are not
technical. Home station training exercises that incorporate
the full suite of collection platforms that are available while
operating in a multinational operation with U.S. units would
familiarize allied nations with the capabilities of these col-
lection resources and accelerate the development of the
staff capacity to integrate them.

Recommendations for U.S. Units Participating in
Multinational Operations

U.S. Army units typically contribute most of the collec-
tion assets in a multinational operation, so most of the
salient recommendations to improve interoperability in in-
formation collection are for U.S. units, particularly brigade
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headquarters. These recommendations fall into three ar-
eas: understanding subordinate units’ IC doctrine and pro-
cesses; |IC SOPs for multinational operations; and the use of
liaison officers (LNOs).

The most important action a U.S. brigade headquarters
should undertake to increase the effectiveness of informa-
tion collection prior to a multinational operation is to un-
derstand their subordinate units’ processes for developing
requirements and planning information collection. The bri-
gade staff must also understand their subordinate units’ ca-
pacity to integrate collection resources into the battalion
collection plan. This requires robust coordination between
intelligence staffs at different echelons prior to the start of
multinational operations. Additionally, U.S. units must un-
derstand that allied armies’ organizational cultures might
lead to a reluctance to admit unfamiliarity with informa-
tion collection or to request additional collection resources.
While this is difficult to ascertain during the initial forma-
tion of a multinational task force, U.S. units should use IC
rehearsals and intelligence synchronization meetings to
gauge familiarity with, capacity to use, and willingness to
request collection resources. When in doubt, the brigade
staff should not wait for a battalion to request collection
resources. Allocating assets early in the planning process,
according to the priority of information collection, will al-
low the battalion staff to better integrate them into their
plan, rather than wait to recognize a requirement and re-
quest the resource.

While U.S. units often have SOPs for information collec-
tion, they rarely have SOPs specific to multinational opera-
tions. SOPs help reduce or eliminate some of the technical
barriers to information collection such as reporting proce-
dures and dissemination methods. Predetermined report-
ing formats and robust contingency plans for all types of
information allow brigade and battalion task forces to focus
on the procedural challenges within multinational informa-
tion collection.

Lastly, the success of information collection in multina-
tional operations often hinges on the strength of the LNOs.
JMRC OC/Ts consistently observe that the brigades best able
to overcome interoperability challenges within information
collection have been those that send the strongest LNOs to
subordinate battalions. As an example, during a recent ro-
tation, the U.S. brigade headquarters sent an intelligence
captain to serve as the S2 LNO to a multinational battalion.
This LNO was able to facilitate communication and coor-
dination between the brigade and multinational battalion
intelligence staff. As with all liaison operations, LNOs must
have a clear understanding of their duties and responsibili-
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173 LNO relaying 74" Czech Battalion operational plans to his headquarters.
Competent LNOs proved essential to success during Operation Allied Spirit Il in
August 2015. (Photo courtesy of JMRC/Released.)

ties as well as the resources available to accomplish the mis-
sion. If the allied staff is not familiar with collection assets or
request procedures, the brigade S2 should consider tasking
the S2 LNO to serve as an ad hoc collection manager. This al-
lows the S2 LNO to remain in constant communication with
the brigade, with a clear understanding of the battalion’s
operations, while alleviating potential procedural informa-
tion collection limitations.

Conclusion

New NATO operating concepts have challenged multina-
tional task forces at the brigade level and below as they at-
tempt to resolve interoperability challenges. While optimal
use of information collection during multinational opera-

A Soldier from B Co, 10" BEB, 15 ABCT, 3 ID launches a RQ-20A Puma UAS while at-
tending a training course during Exercise Combined Resolve V at the JMRC, October
2015. Exercise Combined Resolve V trains the U.S. Army’s regionally aligned force
to the U.S. European Command area of responsibility with multinational training at
all echelons. Approximately 4,600 participants from 13 NATO and European partner
nations will participate. The exercise involves around 2,000 U.S. troops and 2,600
NATO and Partnership for Peace nations. This is a preplanned exercise that does
not fall under Operation Atlantic Resolve and trains participants to function together
in a joint, multinational, and integrated environment. (U.S. Army photo by SGT Brian
Chaney/Released)
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tions is difficult, itis not impossible, and it is vitally important
that multinational units get it right during future conflicts.
While this article presents some specific recommendations
for U.S. and allied units, it is important to realize that multi-
national units can overcome most procedural interoperabil-
ity challenges through constant dialogue, which facilitates
shared understanding. Shared understanding includes our
ability to see ourselves and our allies to leverage strengths,
mitigate weaknesses, and accomplish the mission. %

Endnotes

1. Information collection and intelligence, surveillance, and reconnaissance
(ISR) have the same definitions as defined in FM 3-55 and JP 2-01, respectively.
Information collection is distinct from ISR in that IC focuses on answering
CCIR while ISR is a joint and more inclusive term that includes intelligence,
surveillance, or reconnaissance operations not directly tied to answering
CCIR. This article uses information collection or IC exclusively to maintain
consistency. A reader from a sister service or an allied army could use the
terms interchangeably.

2. FM 3-55 Information Collection, May 2013, 1-1

3.FM 3-55, 1-1 and ATP 2-01 Plan Requirements and Assess Collection,
August 2014, 1-1
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Redefining Interoperability

by Mr. Jesse Mohrlant and Major Alexander Burgos
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The Problem: Lack of Architecture to Support
Interoperability

Combatant commanders (CCDR) and Army Service
Component Command (ASCC) commanders around the
globe are faced with the same problem in every theater:
transmitting need-to-share, high-veracity, structured and
unstructured actionable data in near-real time. The chal-
lenge is that we often over-engineer a solution that ul-
timately limits us to only being able to pass data at the
combined joint task force (CJTF) headquarters (or higher);
creating an illusion that interoperability has been estab-
lished when it truly has not. The danger in not having true
interoperability, is that we cannot action it at all operational
levels on the coalition systems. To complicate things further,
there is often so much disparity between our systems, that
even if we could pass structured data, our coalition part-
ners wouldn’t be able to convert our message formats into
their program of record (POR) for tracking, analysis, and ul-
timately targeting where required.

Current Data Sharing Model

Interoperability has created a paradigm in our current
operating environments that has pushed the preponder-
ance of overhead away from data management to network
management. The network management approach to the
problem will always preclude us from making the data both
available and actionable in real time because there is no di-
rect access to their networks. It can be further convoluted
with unilateral, bilateral, and multilateral agreements, and
the ability to share data across multiple domains simulta-
neously. Our current model requires multiple layers of net-
works, encryption devices, and services management and
does not allow for a rapid, tailorable, cost-effective expan-
sion into unknown environments that are constantly chang-
ing. An event today can very quickly change information
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sharing agreements that were previously non-existent or
hampered. If we can change our focus from network struc-
ture to data structure, we can rapidly change access as
required.
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Figure 1. Simple example demonstrating network overhead requirements in a current
Multi-National Intelligence Architecture.

Interoperability Approaches: What Works?

Combatant Commands’ theater Systems Integration Of-
ficers have seen three primary approaches to this problem
framed by the existing data structure. The first is typically
placing a Multi-National Intelligence Readiness Operations
Capability (MN-IROC) into a CJTF headquarters. This ap-
proach allows for releasable data to be shared in hard copy
(and sometimes on the computer screen) with our coalition
partners once approved by the Foreign Disclosure Officer
(FDO). This process is often very inefficient in that it requires
an FDO to approve it prior to being placed into a repository
accessed by the MN-IROC, and once again when presented
to the coalition partner.

There is also a requirement to “air gap” the data (moving
the data either by a removable device, by copying from one
screen to another, or by transposing data manually from
a hard copy). This makes the information less actionable/
timely, risks compromise of data/network integrity through
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the removable device, and introduces the human factor
that could potentially transpose information, grid coordi-
nates, etc.

This also frequently requires additional security measures
for the available networks, operational areas, and permis-
sions to allow coalition partners to access the U.S. systems.
U.S. intelligence organizations have inherited the overhead
required to extend and manage the network that precludes
intelligence production in an environment that is already
heavily resource constrained. A positive side effect of this
process is that we have learned how to move the transport
layer into these headquarters, which could still allow a U.S.-
only presence (where required) in support of the CITF.

The second approach, is a modified MN-IROC approach,
where we work on, or with, a coalition network that is typ-
ically promulgated again only to the CJTF headquarters.
This approach is typically very costly to the coalition part-
ner (and us) as it requires the purchase, maintenance, and
accreditation of additional equipment. The introduction of
our POR systems into their formation, encryption devices to
allow passing of data between us and them, not to mention
redundant circuits to the same location (U.S., coalition, and
their organic network at a minimum) all comes at a cost.
Despite our best efforts, it still requires an “air gap” to their
POR, multiple FDOs (in depth), and a tremendous amount
of overhead that is not resourced in either formation.

Recently, U.S. Army Europe requested the Program Ex-
ecutive Office, Command Control Communications—
Tactical’s assistance with developing a solution. One of their
recommendations was to issue a third Mission Command
System Stack to the ASCC. If this course of action is pursued,
a decision point will have to be made to convert existing U.S.
Army Battlefield Command Systems baselines (to include
the Distributed Common Ground System-Army (DCGS-A)) to
the coalition approved software release for their network,
or an Operational Needs Statement would have to be sub-
mitted to the Department of the Army to source additional
systems. At the end of the day, we are still incapable of ac-
tioning data on the coalition system and we are potentially
expecting them to purchase and learn a new baseline that
is arguably moribund within our own formations. Both of
these approaches push the overhead for networking, en-
cryption devices, FDOs, etc. towards the network, and not
at the veracity of the data.

The third approach, is leveraging “Whitelisting” web ser-
vices to coalition partners. This technology was first devel-
oped around 2009 in an attempt to apply heuristics to email
messages to reduce spam. The technology was later refined
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Figure 2: Simple example of potential reinvestment of network overhead into data
management of a Multi-National Intelligence Whitelisted Architecture.

to Domain Name Service (DNS) whitelisting, which limited
certain websites from sending/accessing data. In its current
form, the Defense Information Systems Agency has a capa-
bility that allows a series of guards (one on the U.S. side and
one on the coalition side), to allow access to a specific web
based service from a very specific IP Address. The service
uses a series of authentication protocols to verify that the
user accessing the coalition side from a specific IP with the
correct credentials, is authorized to access the U.S. web ser-
vice and its releasable data.

This approach reduces overhead because it now allows
more analysts to focus on the veracity of the data and less
on all of the security levels, as you have now centralized
the risk to the point of access. This approach allows coali-
tion partners to access the data from their organic systems,
which also allows them to target, add, modify, delete (or
whatever permissions we give them) to the data. The FDO
now only has to allow which fields within a relational data-
base are truly releasable (typically the icon is always unclas-
sified and the remarks are nearly always releasable). The
data that cannot or should not be released, (i.e., source)
would not be available to the individual/organization ac-
cessing the data.

DNS Whitelisting Advantages/Disadvantages

The advantages to this approach are broad. We no lon-
ger need security services in depth (multiple FDOs, security
guards, additional crypto and networking for every coalition
partner, etc.) The coalition doesn’t have to purchase addi-
tional hardware. The coalition and U.S. are no longer co-de-
pendent for life cycle replacements, etc. We could upgrade
the entire system from DCGS-A to any follow-on system or
service as long as the data is available in a SQL or Oracle da-
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tabase, it would be transparent to the end users across all
forces.

This approach is not a simple one. It assumes much risk
for the ASCC and CCMD from an accreditation standpoint,
especially for the Designated Approving Authority. This
would have to be mitigated by the coalition’s ability to
meet our accreditation standards, by validating their Body
of Evidence (BOE) as they request permission to access the
data services. This BOE would have to be routinely updated
to ensure that they remain in compliance with established
security standards. This cost is still marginal compared to
the aforementioned courses of action (they would use their
own existing equipment, vice having to purchase ours), and
it helps the coalition (as well as us) identify and implement
industry standards to make both coalition and U.S. networks
more secure and less susceptible to cyber network attacks.

It also requires the data to be structured in such a way
that either certain fields can be released from the existing
database (giving each field in a record its own security la-
bel), or the ability to export portions of the data in such a
way that it is releasable to the coalition partner. Because
the data is available via a web portal, it allows for a tailor-
able common operating picture (via Geo Fusion Viewer) as
well as the ability to target and action data on their organic
systems in near real time while eliminating dependencies
on multiple networks.

Conclusion

As commanders are presented solutions to these com-
plex problems, we cannot lose sight of the end state.
Interoperability is not defined as “presence in the tactical
operations center,” it is defined by providing high veracity
data that is actionable on our own organic systems (U.S. and
coalition). When combined with waning resources, and po-
tentially increasing numbers of vulnerabilities through mul-
tiple networks, cost benefit analysis leads us to a solution
with less points of failure, while simultaneously increasing
all coalition partner’s ability to secure their networks in the
pursuit of defeating and/or deterring a common antagonist
while operating with their own organic systems. This is the
definition of true interoperability. Py
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by Captain Raymond A. Kuderka and Captain Andrew H. Eickbush

This article was first published in ARMOR, April-June 2015, Fort Benning,
Georgia.

Introduction

“Before | can develop the ground maneuver plan | need to
know what the enemy is doing.” It’s a sentence echoed by
operations officers during every scenario conducted at our
Joint Multinational Readiness Center (JMRC) in Hohenfels,
Germany.

Intelligence preparation of the battlefield is the intelli-
gence officer’s primary task during mission analysis and
serves as the catalyst, synchronizing information collection
(IC) with a ground maneuver plan throughout the duration
of the military decision making process. The IC process at
face value seems simple enough: staff provides analysis in
the form of the commander’s critical information require-
ments (CCIR), thus enabling the commander to make in-
formed operational decisions. But we have noticed that in
most decisive action training environment (DATE) rotations
at JMRC, regardless of unit type—whether light, heavy or
motorized—or nation of origin, units fail to plan and execute
an IC plan that supports the commander’s decision making
process.

Why? Though not all encompassing, most shortcomings
of IC planning/execution can be attributed to the following
failures:

4 Not defining the operational framework.
4 Producing convoluted IC overlays.

4 Not understanding organic IC capabilities.
4 Not prioritizing assets.

4 Executing inadequate staff coordination.

The result of these inefficiencies often leads to unneces-
sary discovery learning as the unit crosses the line of depar-
ture with little situational understanding of the immediate
fight. The following five problem sets describe established
patterns we regularly see during rotations at JMRC. Each
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provides a starting point for discussion. The intent is for
each unit to acknowledge these common shortcomings and
provide a unit-tailored solution based on composition, dis-
position, and mission to set the conditions for success.

Problem Set 1: Defining the Operational
Framework

Army doctrine on unified land operations states that “Army
leaders are responsible for articulating their visualization of
operations in time, space, purpose, and resources.”* This
is accomplished through the development of a standard-
ized operational framework that is consistent throughout
all echelons. There is a direct connection between defined
framework and its application to the development and ex-
ecution of an IC Plan. Most units’ intelligence sections ana-
lyze the mission in a framework that most closely resembles
the “Deep-Close-Security” framework. According to this
framework, “areas of operation can be divided into three
distinct parts: support area, close area, and deep area.”?
Throughout the remainder of the article we will use this
framework to discuss observed trends.
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Figure 1. Example of Deep-Close-Security Operational Framework (ADRP 3-0).
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Most units view their assigned area of operation (AO) in a
homogenous manner resulting in little to no delineation be-
tween the deep and close fight. This view cripples the ability
of IC planners to visualize the battlefield. Ultimately, with-
out a clear understanding of the operational framework,
units inevitably develop and execute an IC plan with three
seams that the enemy exploits to gain a marked advantage.
Seam 1: The Battalion “Close Area.” At the battalion level,
the primary friction point lies in the belief that all critical in-
formation requirements (IRs) are located within their deep
area. In addition, units assume that subordinate elements
will execute counter reconnaissance patrols without direct
tasking. This leads to all organic IC efforts focused too far
forward, to the furthest extent of the brigade’s close area.
Consequently, the battalion fails to both develop and task
organic IC assets/capabilities to collect on close proximity
named areas of interest (NAI), with a specific focus on en-
emy reconnaissance elements. These actions create “Seam
1” as depicted in Figure 2. The result is the enemy has com-
plete freedom of movement around the unit’s main body,
with unrestricted surveillance and observation of indirect

fires.

BDE CLOSE AREA BDE DEEP AREA

BN SUPPORT AREA
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Figure 2. Brigade Linear Battlefield with Defined Deep and Close Areas.

Seam 2: The Battalion “Deep Area” vs. the Brigade “Close
Area.” Brigades and battalions struggle to define their indi-
vidual roles and responsibilities for collection between their
respective close and deep areas. This is the basis for Seam
2 depicted in Figure 2. Battalion and brigade operations and
intelligence personnel rarely synchronize IC efforts. This
lack of coordination often results in a combination of three
outcomes:

1. Duplicated efforts. Brigade and battalion estab-
lish NAls and task organic elements to collect infor-
mation at the same geographic location. Often this
is represented by a battalion tasking organic recon-
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naissance assets to observe the same area that bri-
gade is covering with an aerial IC platform.
2. Echelon prioritization. IC overlays are devel-
oped and executed at both the brigade and bat-
talion level without discussion, understanding, or
rehearsals. Consequently, neither echelon com-
prehends the prioritization of NAls, but merely as-
sumes that templated NAls will receive coverage.
Unfortunately, rarely does NAI prioritization at the
brigade and battalion match. As a result the brigade
does not collect on a critical (event driven) NAI from
the battalion perspective.
3. The deep focus. Units tend to position their re-
connaissance assets to the furthest extent of their
deep area. Additionally, units do not have sufficient
reconnaissance efforts to cover in both width and
depth. The result is Seam 2, a gap in coverage be-
tween the rearmost elements of the unit’s recon-
naissance effort and the forward edge of the unit’s
main body. Depending on the depth, it may consti-
tute a gap in both time and space. For example, an
enemy echelon may pass through deep brigade or
echelon above brigade reconnaissance assets and,
because it is not handed off to battalion scouts or
other assets, it essentially disappears in the seam
and is not observed again until it arrives in the bat-
talion’s forward edge of the battle area hours later.
Worse, the enemy may appear again only in our
rear or flanks (Seam 1), having taken advantage of
the third seam.
Seam 3: Adjacent Unit Coordination. Successful operations
include adjacent unit coordination. IC planning is no differ-
ent. Units often state the need to synchronize their move-
ments, fire plans, and sustainment requirements but rarely
share CCIR, IC overlays, or current enemy assessments.
Instead, they rely on their higher headquarters and digi-
tal platforms like Blue Force Tracker, Command Post of the
Future, and the Distributed Common Ground System-A to
create common understanding. Absent from the process is
direct verbal or face-to-face interaction. Most intelligence
sections routinely fail to establish effective primary, alter-
nate, contingency, and emergency communications plans
leaving each subordinate organization operating as an
isolated unit. This issue is amplified when working within
multinational task forces that operate on varying mission
command and communications systems as witnessed at
JMRC. This lack of direct synchronization creates Seam 3
which runs parallel along unit boundaries. The enemy an-
ticipates this failure, seeks to identify the seam, and then
exploits it by committing its main attack on this axis.
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The Nonlinear Environment

Defining the operational framework within a nonlinear en-
vironment is conceptually much harder for most organiza-
tions. The frustration is often multiplied as the brigade and
battalion focus of reconnaissance is overlaid over most of
the same terrain. As depicted in Figure 3, it becomes clear
how multiple aerial assets become layered within the same
geographic footprint.

Figure 3. Brigade and Battalion IC assets within a nonlinear framework.

The Army’s experiences during Operations Enduring
Freedom and Iragi Freedom (OEF/OIF) are mostly built on a
nonlinear operational framework. This nonlinear and static
environment forced units to use IC assets to look internally
on their AO. This enabled subordinate units to first accept,
and second expect, an abundance of nonorganic aerial IC
platforms. Indirectly, this led to brigade assets collecting on
multiple battalion and brigade NAls from the same airspace
at near-simultaneous time.

These experiences built a perception that IC platforms
could answer multiple IRs within multiple areas during a
single flight with minimal coordination. This caused a para-
digm shift toward a substantial decrease in IC tasks directed
at organic maneuver elements to include battalion scouts.
The Army has yet to transition back toward recognizing the
finite aerial resources and their placement in the brigade
and battalion reconnaissance efforts.

Ultimately, the Army will continue to fight wars in both a
linear and nonlinear operational framework. Each provides
opportunities and limitations. Units must recognize how
these frameworks affect their tasking of IC platforms.

Problem Set 2: IC Overlay Inadequacies

“The tasking and directing of information collection as-
sets is fundamentally linked to the development of the IC
overlay.”® In DATE, intelligence sections routinely produce IC
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overlays that are not tied to satisfying CCIR, convoluted and
lack focus, and not phased over time.

The foundation of an effective IC plan starts with a coordi-
nated effort between the staff and commander to develop
CCIR. Establishing priority intelligence requirements (PIRs)
allows the collection manager to focus efforts on finding
information that will ultimately drive a decision. However,
commanders rarely take ownership of this process, result-
ing in the adoption of a higher echelon’s CCIR or intelligence
officers (S2) creating their own. The residual effect is felt in
the IC overlay as NAls are chosen based on terrain analysis
and templated enemy locations rather than critical events
that drive decisions.

An efficient IC overlay is clear, concise, and easily under-
stood. In most rotations units struggle to adhere to these
principles. The most identifiable shortcoming is the inabil-
ity to delineate IC overlays between echelons. Often these
products have countless NAls that lack a specific focus, ex-
ceed IC collection capabilities, and are not tied to the spe-
cific units plan (brigade NAls on a battalion IC overlay). In
plain sense, the entire AO becomes an NAI. Consequently,
units are overwhelmed and do not prioritize resulting in a
failure to task collection assets on critical NAls.

The initial IC overlay developed to support an operation
needs to adapt as conditions change. However, units fail to
develop IC overlays that are phased over time as their op-
erational focus changes (defense, offense, wide area secu-
rity). The common practice involves the application of NAls
across the depth of the AO based off assumptions from ini-
tial mission analysis. This results in units creating “endur-
ing” or “legacy” NAls with the belief that their relevance is
applicable to all phases of the operation. Ultimately, if the
IC plan is not updated, it is no longer relevant after the first
day of the operation.

Problem Set 3: Missed Opportunities with
Organic and Multinational Capabilities

Units often fail to effectively utilize their organic IC assets.
This is predicated on deployed experiences which have con-
ditioned units to use aerial platforms rather than ground
elements. Indirectly, operations officers are focused with
planning and lose sight how and to whom specific IRs were
tasked.

Organizations often have a myriad of units with specific
capabilities that have been attached or reside within their
organic footprint that could support the reconnaissance
effort. These elements range from Air Force Joint Tactical
Air Controllers (JTAC) to forward observers to the basic
Infantryman. Each of these carries its own capabilities that
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can be applied to specific IRs within the IC Synchronization
Matrix. What units often fail to realize is that more than one
unit is capable of answering CCIR. More importantly, we fail
to disseminate CCIR effectively and efficiently to those myr-
iad assets that could provide the answers. A common exam-
ple often observed at IMRC is described below.

The battalion S2 develops a specific information requirement with
an accompanying indicator of 3 or more BMPs traveling through a
mobility corridor within a valley. This information will answer a PIR
that determines what avenue of approach the enemy main body
will use for its attack. In addition, the PIR will also drive a decision
by the battalion commander in regards to his counter attack plan.
In the execution of the battalion IC plan, this PIR is often tasked to
the forward most element—the battalion scouts.

In most circumstances, Air Force JTACs are employed
within the battalion scout element in an effort to stream-
line the prosecution of targets through type | or type Il
close air support (CAS) control during force-on-force en-
gagements. The attached JTACs are very capable of answer-
ing this same mission critical PIR. However, rarely are the
JTACs tasked to collect on, or are aware of, the unit’s PIRs.
This lack of awareness results in JTACs that do not under-
stand the battalion’s critical IRs. Information gathered is ul-
timately conveyed as a situation report (SITREP) rather than
an answered PIR. This method relies on the training of the
radiotelephone operator’s to extract relevant information
and inform unit leadership.

Another significant oversight is the incorporation of mul-
tinational partners. Often units arrive at JIMRC with a pre-
disposed list of limitations for their multinational partners.
U.S. units must not focus on their multinational partners’
constraints but rather their capabilities. An example of this
is when U.S. units focus on their multinational partners’ lim-
ited night vision devices, which hamper movement at night,
as an excuse to relegate their role to insignificant tasks.
Instead leaders should consider how to leverage their coun-
terpart’s strengths wherein they are viewed as contributors
rather than inhibitors.

Lastly, units rarely establish a system that efficiently uti-
lizes the individual Soldier as an IC asset. CCIR is only known
by leaders with the expectation that they will receive re-
ports from subordinates, decipher the information, and
transmit the appropriate answer to designated PIRs. In
practice leaders rarely have the capability to track all of the
PIRs and filter reports from subordinates to answer them.
Soldiers that understand PIR can become the filters and re-
port answers rather than SITREPS. This will prevent excess
traffic on the radio and enable company leadership to focus
where required.
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Problem Set 4: Asset Prioritization and Retasking
Leaders continue to rely on their counterinsurgency ex-
periences as the Army transitions to DATE scenarios at
JMRC. Most previously deployed leaders have a shared ex-
perience relating IC assets to a false sense of ownership or
tasking ability. This understanding is built upon the surplus
of theater IC assets that were present during OIF and OEF.
Contingent to this experience is the execution of most im-
mediate reconnaissance operations by “pulling” IC assets
rather than using organic elements. Pulling IC assets was
accomplished by applying the immediate CAS request to IC
platforms—establishing the immediate IC request. Inevitably
units had success at receiving support for scantily planned
reconnaissance efforts due to an abundance of IC assets.

The net result of this process was subordinate units that
do not develop a distinct, focused IC plan utilizing organic
IC assets. Additionally, units lack the ability to forecast and
request higher level capabilities to satisfy IRs that cannot be
met using organic platforms. JMRC observers/controllers/
trainers (O/C/Ts) have observed units that plan under the
assumption that if they find a brigade priority target they
will receive higher level organic asset(s) (Shadow) to con-
tinue to develop the intelligence. Ultimately they believe,
“If we find it, they will come.”

The failure of headquarters units to provide the required
prioritization and oversight for IC is the reverse result to the
immediate IC request. Just as a battalion was able to “pull
assets,” brigade now had the means to re-task. This abil-
ity has a detrimental impact to the development of the IC
Synchronization Matrix. Organizations no longer feel the
need to designate assets by time to prioritized NAls. IC fun-
damentals such as cueing, mixing, and redundancy are not
incorporated into asset management. Instead the IC Synch
Matrix resembles more of an asset request template due to
the fact that allocated platforms rarely collect on the NAls in
which they were requested. These assets are almost always
re-tasked as soon as they arrive on station.

Ultimately units must understand that assets, to include
IC platforms, are a finite resource. Battalions and brigades
must clearly prioritize NAls that satisfy CCIR. The dissem-
ination of prioritization, both higher and lower, is vital to
preventing IC assets from being “re-tasked.” An absence
of prioritization prior to the fight will continue to increase
higher units’ appetites to “pull” IC platforms to fill immedi-
ate needs as they arise during the fight.

Problem Set 5: The Need for Staff Collaboration
“The operations officer, based on recommendations from
the operations staff, tasks and directs the information col-
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lection assets.”* The concept that IC is a collaborative pro-
cess involving the entire staff is codified in doctrine and
should be accepted by all leaders. However, most battal-
ions continue to struggle with the practical application of
cohesive IC development leaving the battalion S2 as the sole
proprietor of the task. The compounding effects of this deci-
sion result in the absence of NAI prioritization in accordance
with the ground maneuver plan, limited organizational un-
derstanding of the IRs tied to each NAI and, most impor-
tantly, subordinate organizations that are not specifically
tasked to collect on critical NAls that drive operational deci-
sions by the battalion commander.

Conclusion

The phrase “intelligence drives operations” is commonly
accepted throughout the Army. Information collection is
critical in making this phrase a reality. Throughout this arti-
cle we have identified five major shortcomings that prevent
organizations from internalizing this mantra. Leaders need
to acknowledge these common pitfalls to drive unit tailored
solutions. The success of the mission depends on it. P
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ensure that we remain the best in the world.” - MG Ashley
Main Articles.

Intelligence Community)

+  The MI Professional in Tomarrow's Army by LTC Candice Frost (cusrent 304" MI BN COR, 1117 MI BOE, Fort Huachues, AZ)

Discussion:

Topic: Build and Deveiop intelligence Professionals = Why is it important and how are ieaders doing it today?

Quote: “The essential element driving all of this is we must adhere to the old adage that we are always improving our fighting
positians. Every Soldier and organization must continually seek opportunities to learn and develop in order to improve our Army as a
whole. Maintaining the U5, Army's edge in adaptive Soldiers and versatile units capable scross the range of military operations will

* Developing the Whale intelligence Professional by P) Neal (a former advisor 1o the Department of Defense and the 1.5,

As the Army downsizes over the nest two years, it is important for the Intelligence Community to look at effectively educating and
training a much smaller force to be able to accomplish the same mission. The concern as we move forward is how we accomplish the
same task with fewer resources than befare. The answers are not simple, but it starte with an overall commitment of our senior
leaders to ensure the importance of developing intelligence professionals does not get lost in quarterly training briefs, budget
meetings, and the high optempo of the military profession. The artickes, cited above, take two different routes 1o explere the same
tapic. Pl Neal looks at the issue from the civilian side while LTC Candice Frost looks at the issue from the military side. in order to train
those Soldiers and professionals, we must understand which attributes make an intelligence professional successful, and then focus
our attention on the best ways to specifically train those sttributes.

The attributes of an intelligence professional are not easy to define. What works for one professional may not work for another, but
the key pieces come down 1o four key components. The individual's ability to learn, analyre, adapt, and communicate. These key
attributes will mark the success of an intelligence professional, First, the individual must be willing to learmn through professional
military education courses as well as through self-development. From the learning component stems the ability to be successiul in
the other attributes. A more developed, better trained individual will be able to analyze more efficiently, adapt quicker and
communicate clearer

In a recent article by Richard Kohn (First Prigeities in Military Professionalism), he states that “military schools, even if strengthened,
cannal suffice ta prepare officers for the highest respansibilities. They must engage in self-study and lifelang learning "' Additianally,
Mr. Neal cited a study completed by the Center for Creative Leadership {Michael Lombardo and Rabert Eichinger) that discussed the
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BCT Multifunctional Teams in a DATE Exercise

by First Lieutenant Lauren Kobor and Chief Warrant Officer Two Dane Rosenkrans

Bottom Line up Front: A brigade multifunctional team (MFT) platoon
must continue to provide tactical Signals Intelligence (SIGINT) and
Human Intelligence (HUMINT) operations with the option of time-
sensitive MFT exploitation as missions dictate. The key to successful
collection operations, however, is the ability to communicate from the
team level directly to the battalion and brigade S2 shop.

Introduction

In September 2014, the Military Intelligence Company
(MICO), 3™ Infantry (Light) Brigade Combat Team, 25%
Infantry Division (3-25 IBCT), received hard news—make
a new “Multifunctional Platoon.” With a few PowerPoint
slides, our manning structure changed and our entire pla-
toon mission became a giant question mark. At the time,
our understanding of the MFT concept was that of the
rank- and experience-heavy targeting and rapid exploitation
teams of Afghanistan. How were we going to balance the
traditional collection needs of a light infantry brigade with
the time-sensitive targeting capability of the Afghanistan
MFTs? This is an account of where we came from, the de-
cisions we made, and the implementation of our newly re-
fined capabilities in Decisive Action Training Environment
(DATE) exercises.

Transition

Prior to September 2014, our HUMINT and SIGINT
Soldiers were in two different platoons: the Intelligence,
Surveillance, and Reconnaissance Platoon, with All-Source
and geospatial intelligence analysts, and the Major Systems
Ground Platoon (tactical SIGINT Platoon), with linguists and
SIGINT analysts. With a cancelled deployment, the Brigade
had been conducting emergency deployment readiness ex-
ercises and command post exercises (CPX), leaving few op-
portunities for HUMINT and SIGINT to work together in a
field environment. And then we were hit, like every other
BCT, with the MFT manning change. We looked at each
other and quickly realized that nobody had the answers.

So we got book smart, reading the MFT Team Leader’s
handbook, Draft ATP 2-19.5, as well as multiple tactical
standard operating procedures and capabilities briefs from
the battlefield surveillance brigades. But all of this led to
one conclusion: MFT was not right for this light infantry bri-
gade. This problem was exacerbated by the need to keep
ourselves ready for any near-peer threat that might arise in
the U.S. Pacific Command area. If all of our collectors were
to be assigned to three MFT squads, we saw the new mis-
sion as stripping us of our core capabilities—low level voice
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intercept (LLVI), Prophet Enhanced, and HUMINT Collection
Team (HCT) operations—and forcing us to exclusively con-
duct time sensitive targeting and site exploitation. We kept
trying to fit what we saw as a square peg into a circular hole.

After exhausting our efforts, we reached out to the M
Warrant Officer Proponent for answers. She explained:

“The only thing that has remained constant throughout the
history of this (35M) MOS is that HUMINT conducts HUMINT. The
size, shape, and rank configuration of the teams have constantly
evolved. Call the team Bob or Jim or MFT or GHOST or whatever,
the mission of the trained and certified HUMINT collector on the
team is still to conduct interrogations, full-spectrum military source
operations, and support to document and media exploitation.”

She explained from the HUMINT side how we came from
IPWs to tactical HUMINT teams to HCTs and now, the next
step in our evolution, an MFT. Our ability to conduct tacti-
cal, time-sensitive exploitation did not replace our HCT and
LLVI capabilities, but added to them.

Training

With this understanding, we laid out our training glide
path to be ready for the Joint Readiness Training Center
(JRTC) in May 2015. However, manning issues quickly sur-
faced. Between advanced schooling, professional military
education, leave, projected moves, borrowed military man-
power, physical profiles, company responsibilities, and task-
ings from outside the company, we were barely able to
man two 5 to 6 person MFTs. This was continuously one of
our greatest challenges. Ultimately, we decided that every
Soldier and every noncommissioned officer needed to be
trained to fall into multiple team configurations as missions
dictated. We compensated for diminished team continuity
with mission flexibility.

For our first major training event, we conducted an MFT
squad validation. In October, we spent a week in the field
covering the crawl and walk phases for two MFTs. During
this validation, we (legally) cross-trained MOS 35Ms to
use the AR8200 police scanner and understand the fun-
damentals of direction finding. We trained the MOS 35Ps
(Cryptologic Linguists) to conduct tactical questioning and to
understand the fundamentals of Military Source Operations
(MSO). Finally, we trained all MFT Soldiers on field expe-
dient document exploitation and tactical site exploitation
(TSE), having received a Site Exploitation class from a mo-
bile training team several weeks prior. The exercise culmi-
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nated in both MFTs attaching to an infantry platoon during a
platoon raid. The infantry platoon secured the site and gave
the MFT leaders a time limit, during which the MFTs had to
complete TSE, a direction-finding mission, and a battlefield
interrogation. After action reports with the infantry platoon
showed that we had come a long way, but still had a long
road ahead.

After evaluating our capabilities, we got on the calendars
for each of the maneuver units and briefed their staffs and
company/troop commanders on our new capabilities. In
hindsight, we oversold our capabilities, especially with re-
gard to signal terminal guidance—we did not have the proper
equipment. We also would have curbed the language to
move away from multifunction “teams” and towards mul-
tifunction “capabilities.” We did not properly manage the
expectations of the maneuver units, which would hurt us
down the road when battalions would ambiguously re-
quest “MFT,” when what they really needed was “LLVI” or
“HUMINT screening ops.”

After our validation, we seized several more opportuni-
ties to exercise our skills. We injected HUMINT, SIGINT, and
TSE training objectives into infantry field training exercises.
Working with the battalion S2s allowed us to add depth to
training without derailing the maneuver element’s training
objectives; and second, allowed us to build relationships
with the battalions that would work to our collective advan-
tage during Brigade level exercises.

Decisive Action and JRTC

Our training validation occurred in two Brigade exercises:
the 25" ID-led Brigade Evaluation Exercise Lightning Forge in
Hawaii and the May 2015 Decisive Action rotation at JRTC.
We were then able to test the Operational Management
Team (OMT) and Cryptologic Support Element (CSE) as
management teams for HCT and SIGINT operations while
also working within the Brigade S2, and focus on influencing
Brigade operations with our single-source reporting. Our
greatest takeaways were the following: get teams to the
(right) battalions as quickly as possible during staging; ruth-
lessly demand a daily or twice-daily activity report directly
between the teams and the Platoon leadership (in addition
to the tactical intelligence reporting chain); ensure that the
teams have a robust and effective PACE (communications)
plan directly to the OMT or CSE and, as implied, that ev-
ery Soldier knows how to use all available communications
equipment.

The preparation phase proved to be the most critical and
most time consuming for the MFT Platoon as a platoon. We
had to be a full planning cycle ahead of the Brigade. With
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Platoon leadership participating directly in the Brigade mil-
itary decision making process (MDMP), we initiated each
exercise with HCTs and LLVI teams attached to maneuver
battalions as necessary. We pushed hard to be the first on
the ground for preparation. An advance team of MOS 35T
MI System Maintainer/Integrators and Prophet Enhanced
operators were the first in the Brigade to occupy the ini-
tial staging area. Arriving and preparing early allowed us
to attach our teams to their supported units as the battal-
ions were conducting MDMP and troop leading procedures,
meaning that our team leaders were intimately involved in
company-level planning.

Platoon leadership balanced receiving equipment and
preparing the teams, participating in Brigade MDMP and all
supported battalion MDMP timelines. The Platoon Leader
and warrant officers conducted in-person coordination at
every supported battalion. The Platoon Leader attempted
to attend every supported battalion operations order with
the team leaders. While we were adept at communicat-
ing with the battalion S2s, we would later find that a good
working relationship, or lack thereof, with the battalion S3s
had significant impact on the effectiveness of our collection
teams.

We should have done a better job preparing the team lead-
ers on how to ingest information at a battalion operations
order and what personnel to seek out within a maneuver
battalion staff. We also needed to bolster the confidence in
our young team leaders to approach the right people (an in-
fantry major executive officer is not used to seeing a special-
ist contact him as a direct support enabler). Our teams were
most successful when given a direct line to the Company
Commander and First Sergeant with whom they would be
attached, no matter the rank of the team leader. The least
successful teams found themselves as just one in the mix
of enabler teams in a headquarters company with no tacti-
cal contacts. The assistant intelligence officer was not the
appropriate tactical chain of contact for a collection team.
While familiar with the intelligence requirements, staff of-
ficers will not be intimately familiar with company opera-
tions and communication. Overall, participating directly in
Brigade and battalion MDMP cycles as early as possible, get-
ting ahead of the battalion planning process, and physically
placing the teams with their supported units with a clear
tactical chain of command were critical to initiating opera-
tions successfully.

For the exercise rotations, our teams operated in ap-
proximately 72-hour cycles of Joint Forcible Entry (JFE), to
include defense and offense with sprinklings of stability,
noncombatant evacuation, and counterinsurgency opera-
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tions. Throughout both exercises, our teams remained in
HCTs, LLVI teams, and Prophet Enhanced teams. For one
mission, we combined an HCT and an LLVI team as an MFT
for a time-sensitive high value individual capture/kill raid.
While we were prepared to morph our SIGINT teams be-
tween LLVI and Prophet Enhanced teams, we never needed
to do so. For the JFE, we divided HCTs, LLVI teams, and
Prophet Enhanced Mobile teams among the battalions
according to mission sets, meaning that one battalion re-
ceived three collection teams while others received none.
We attempted to keep all teams mounted in vehicles for
maneuverability, equipment management, and access to
communications, but several teams did participate in a bat-
talion air assault infiltration. Throughout operations, while
prepared to switch teams and team composition around as
necessary (flexibility was the name of our game), the teams
maintained their original collection missions throughout,
even if the supported unit, battlespace, or specific mission
changed. We never changed an LLVI team into a Prophet
team, or an HCT into an MFT.

During the defense, LLVI teams focused on screening
operations and providing tippers and threat warnings to
ground commanders, while HCTs conducted tactical ques-
tioning, screenings and MSO, especially at refugee camps
and population centers. During the offense, we attempted
to co-locate two LLVI teams for targeting operations, but a
breakdown in communication between Brigade and battal-
ions kept the teams in separate screening missions. HCTs,
however, focused more on MSO and interrogations at the
detainee holding area (DHA) as time passed and the kinetic
fight intensified. We also pushed a Prophet Mobile team to
a battalion tactical operations center (TOC), and then with
the Brigade forward TOC (TAC) as the forward-line-of-troops
moved rapidly forward. Our final battlefield array had our
two LLVI teams with the cavalry scouts, a Prophet Mobile
with the Brigade TAC, a Prophet Dismount at the Brigade
TOC, and HCTs at the main urban center, the DHA, and the
Brigade TOC.

During operations, the Platoon headquarters element
staged at the MICO Post directly outside of the Brigade S2
cell atthe Brigade TOC. The Platoon Leader coordinated with
the Brigade Collection Manager and S2 Plans to build the
missions of the collection teams for each phase, assisted in
writing Annex L, Information Collection, for each order, and
coordinated with the MICO Commander, who was working
with the S3 Plans. The Platoon Sergeant worked with the
MICO First Sergeant and Executive Officer at the Brigade
TOC to facilitate equipment readiness and manning cycles.
This was an especially important role to the company as the
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Collection Platoon Sergeant took more of a technical role
in the S2 shop. The warrant officers assumed their critical
roles within the OMT and CSE while still coordinating with
the Brigade Collection Manager and Platoon Leader to push
daily Collection Emphasis messages to the teams based on
mission planning. Additionally, each team was required to
submit a Daily Activity Report (DAR) directly to the Platoon
chain-of-command outside of any technical or intelligence
reporting.

The DAR, a digital or 5-line radio report, served several
functions:

4 It established and maintained a communications link
between the MICO and the teams.

4 It allowed the Platoon leadership to track location,
readiness, maintenance, etc.

4 It allowed the Platoon leadership to assess if the
teams were being properly and effectively used at
the ground level.

This allowed the MICO to ensure that no one fell through
the cracks and provided feedback for the next cycle of mis-
sion planning. If the teams and Platoon could not commu-
nicate directly, then we would go through the battalions.
While the Platoon headquarters did not spend significant
time doing battlefield circulation, their centralization con-
tributed to in-depth planning and an emphasis on integra-
tion in the Brigade intelligence cycle.

Lessons Learned

The most valuable lesson we learned from these exercises
was the need to be experts in communication. So many dif-
ferent factors impeded our ability to communicate with the
teams forward and the Brigade elements in the rear. We
quickly identified that the use of Joint Capabilities Release-
Blue Force Tracker was critical to mission success. The most
important task of an intelligence collector, according to our
observer/coach/trainer (O/C/T), was to report. An inability
to communicate is an inability to report.

Over the better part of 2014-2015, we have been training,
evaluating, and learning. We have boiled our experiences
down to four key lessons:

1. Clearly communicate the capabilities of BCT organic
collection to battalion and Brigade commanders and staff.
First and foremost, the level of understanding with regards
to the MFT Platoon needs to be increased and maintained.
This is a struggle. There are so many misconceptions about
what we can provide. We should have provided a menu of
capabilities (LLVI, SIGINT collection, MSO, screening, inter-
rogations), as opposed to teams (one MFT please) to the
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maneuver elements. Then, MICO, S2, and S3 leadership
could determine the size and configuration of the teams.
It is also important that the key staff players understand
this as well. The Brigade and battalion S3s shops are often
overlooked in this process, despite the fact that they play
the most important role in task organization. The MICO
Commander, S2 Plans, and Collection Manager also need to
be well versed in MFT capabilities.

2. MFT Platoon leadership (PL, PSG, Warrant Officers,
NCOICs) are involved in Brigade MDMP. We need to play an
active role in MDMP. On Brigade staff, the OMT/S2X and CSE
need to inject their input after mission analysis and before
the task org is set. The single-source subject matter experts
should be drafting the language that appears in the Brigade
operations order with respect to HUMINT/SIGINT. Task, pur-
pose, command and support relationships, sustainability,
transportation, security, and specific intelligence require-
ments should be dictated in the operations order. Also, the
maneuver elements need to understand the difference be-
tween general and direct support relationships. It does not
matter what appears in an operations order if nobody else
understands what it actually means.

3. Balance training in MOS and MFT skill sets. Training
needs to be balanced. This is extremely difficult, and every
unit will have to find their own way to get it done. Our goal
over a calendar year is to conduct one MFT exercise, three
HUMINT and three SIGINT exercises, and provide support
(either HUMINT/SIGINT or multifunction) to each maneu-
ver company. And, of course, this needs to be balanced with
professional military education, language requirements,
advanced schooling, battalion/brigade taskings, CPXs, Red
Cycles, etc., for the individual Soldiers and NCOs.

4. Eight individual sets of communications equipment for
eight individual team elements. Finally, and we think most
importantly, a realistic, flexible PACE plan needs to be estab-
lished between the teams and the Platoon at Brigade. This
cannot be overstated. Failure to do so will end in mission
failure. Every single member of the multifunctional Platoon
needs to have the communication skills of an infantry ra-
diotelephone operator and the technical skills of an MOS
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25-series Soldier. It needs to be reinforced in every training
exercise that is conducted. We, as a profession, have failed
to maintain these skills. During JRTC, the O/C/Ts told us that
if we could tell them “in the first 72 hours of the fight who
on [our] teams was dead or alive, that is a success.” Surely
we should not have such low expectations. We trained con-
sistently on our PACE plan and were even supplemented
with more communication channels during JRTC, but we
were still only able to speak to our teams an average of once
a day. The bottom line is that as long as someone at Brigade
(PL/PSG, OMT, CSE) can talk to the teams, all other prob-
lems can be fixed.

Conclusion

In conclusion, although a difficult transition from separate
SIGINT and HUMINT sections into a Multifunctional Platoon,
we were able to focus on tactical intelligence collection op-
erations as opposed to only analytical operations inside of
a TOC. We trained in a way that made each Soldier familiar
with several collection skill sets—HUMINT, SIGINT, and TSE.
We offered capabilities to our Brigade and maneuver bat-
talion leaders and maintained the flexibility to fill a variety
of mission requirements. We culminated our year as one of
the first BCT Multifunctional Platoons to execute a Decisive
Action rotation at a combat training center. Flexibility and
communication, both staff and tactical, were key. What we
sacrificed in depth of MOS training, we gained in adaptabil-
ity on the battlefield. 3

1LT Kobor served as the Platoon Leader for the MFT Platoon, Delta Co,
29 BEB, 3™ IBCT, 25" ID, from June 2014 to August 2015, including
JRTC rotation 15-07. She is currently attending the Ml Captains Career
Course with a following assignment to 3 ABCT, 1t Cavalry Division. She
graduated with honors from the U.S. Military Academy in 2012 with a BS
in International Relations.

CW?2 Rosenkrans served as the sole HUMINT Technician for 3™ IBCT, 25%
ID, during JRTC rotation 15-07 and is currently assigned to A Co, 202"
MI Battalion, 513" MI Brigade in Fort Gordon, Georgia. He earned
an Associate of Applied Science Degree in Intelligence Operations in
2009, and is a graduate of various HUMINT schools, to include Source
Operations Course, Defense Strategic Debriefer Course, and Operational
Management (G/J2X) Course.
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' Know Your Role and Communicate Effectively:

The Critical Elements to Intelligence Success in DATE

WELCOME b
NATIONAL TRAINTNG CENTER

Introduction

The National Training Center (NTC) at Fort Irwin, California
is the premier training center for Army brigade combat
teams (BCTs) to practice executing unified land operations
(ULO) in preparation for real world missions. No other com-
bined arms training center has the economic resources and
maneuver space available to allow a BCT to simultaneously
practice its ULO core competencies of combined arms ma-
neuver and wide area security while significantly dispersed
over complex terrain, fighting a near-peer, thinking enemy
with the ability to illustrate what occurs over the course of
a mock battle using instrumentation.

In preparing BCTs to execute ULO, the NTC also prepares
BCT Intelligence (S2) Sections and Military Intelligence (Ml)
Companies (MICOs) to execute tactical-level intelligence op-
erations in support of the BCT. The NTC began focusing on
conducting ULO in the Decisive Action Training Environment
(DATE) in March 2012.* Despite four years of practicing ULO
in the DATE, BCT S2 sections and MICOs continue to struggle
when they come to the NTC. With a multi-year repository of
rotational after action reviews (AARs) at their disposal and
the ability to implement lessons learned during home sta-
tion training, why do BCT S2s and MICOs experience signifi-
cant challenges during DATE rotations at the NTC, and what
can be done to reverse this trend?

The BCT Intelligence Enterprise Structure

There are three primary reasons why BCT S2 sections and
MICOs struggle at the NTC. First, intelligence analysts across
the entirety of the intelligence enterprise of the BCT, also re-
ferred to as the Intelligence Warfighting Function (IWfF), do
not understand their duties and responsibilities, to include
reporting requirements and deliverables. Second, BCT S2s
and MICO Commanders (CDRs) do not design and validate
a communications plan that facilitates consistent commu-
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nication across the IWfF prior to their rotation, resulting in
significant communication challenges during the rotation.
Finally, as a consequence of not understanding duties and
responsibilities and not being able to communicate effec-
tively, the IWfF is unable to generate and maintain a com-
mon intelligence picture (CIP), or the intelligence portion of
the common operational picture (COP) at echelon.?

The lack of a CIP typically results in the BCT CDR and sub-
ordinate commanders not having a shared understanding of
where the enemy is located on the battlefield. The enemy,
who possesses a thorough understanding of the terrain
through home-field advantage along with a developed and
rehearsed communications plan, does not experience the
same loss of situational awareness. Not knowing where the
enemy is coming from and when they are coming typically
results in the BCT sustaining a staggering number of combat
losses against a numerically inferior force. The question that
remains is: What can be done to counter each of these con-
tributing factors to poor performance across the IWfF and
improve NTC rotational performance?

To understand why intelligence analysts do not understand
their duties and responsibilities along with their reporting
requirements, one must first understand the structure of
the IWfF in the BCT. The number and type of intelligence
personnel in a BCT stems from the unit’s modified table of
organization and equipment (MTOE). Based upon the typi-
cal BCT MTOE, the highest concentration of all-source in-
telligence analysts reside in two areas: the BCT S2 Section
and the MICO Analysis Platoon.? In a deployed environ-
ment, these two entities typically merge together to form
the Brigade Intelligence Support Element (BISE).*

However, in the garrison environment, the Analysis
Platoon is owned by the MICO, which falls under the Brigade
Engineer Battalion (BEB) and reports to the BEB CDR. The
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BCT S2 Section, which comprises the other portion of the
BISE, is owned by the BCT S2 and reports directly to the BCT
CDR. Thus, the BCT MTOE facilitates a condition in which
the two sections that represent the principle element for
all source analysis and production in the BCT do not work
together on a day to day basis in the garrison environment.®

ATP 2-19.4 acknowledges this deficiency by stating that
the relationship between the S2, the MICO, and other staff
is critical because “in garrison these individuals seldom in-
teract, yet in a tactical environment, they must collaborate
on matters concerning intelligence support to BCT opera-
tions.”® Typically, only when the BCT CDR organizes staff
elements in command post cells by warfighting function
will the BCT S2 Section and the Analysis Platoon come to-
gether to form the BISE.” Because the BCT S2 Section and
the Analysis Platoon do not have a habitual working rela-
tionship in garrison, intelligence analysts from these two
entities do not understand their duties and responsibilities
within the BISE. When faced with a situation where analysts
do not know what to do, they should first turn to current
doctrine to find a solution to the problem.

Intelligence Doctrine Baselines

Fundamental Army Intelligence doctrine, such as FM 2-0
Intelligence Operations and ATP 2-19.4 Brigade Combat
Team Intelligence Techniques outline the general functions
of the BISE and overall duties and responsibilities of key
leaders of the IWfF, such as the BCT S2, BISE Chief, and the
MICO CDR. While these manuals provide the general blue-
print for developing the BCT intelligence architecture, they
do not go into significant detail on the art of executing in-
telligence operations at the BCT level and below. Therefore,
only by establishing habitual working relationships and con-
ducting routine, simulated intelligence training events can
BISE analysts and other intelligence analysts across the BCT
develop an understanding of how they contribute to the
larger BCT intelligence picture.

Additionally, analysts do not understand their reporting
requirements and deliverables because there is no textbook
answer-reporting requirements and deliverables vary from
unit to unit depending on the needs of both the BCT CDR
and the higher headquarters. Thus, the critical takeaway for
BCT CDRs and S2s should be if intelligence analysts from dif-
ferent parts of the BCT do not work together habitually in
garrison, they cannot be expected to review doctrine, orga-
nize quickly, and generate a detailed threat picture.

Another significant problem contributing to BCT S2 and
MICO struggles is the failure to develop an effective commu-
nication plan throughout the IWfF. FM 2-0 clearly lays out
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that “intelligence operations must be vertically and horizon-
tally integrated and synchronized with joint, theater, lateral,
and lower echelons.”® While the BCT S2 and MICO CDR typi-
cally understand the intelligence enablers available within
the BCT and at higher echelons, they usually do not develop
a detailed and redundant plan for how they will communi-
cate with these entities. This is contrary to FM 2-0, which
states that staff members must know “enablers available at
their echelon, as well as those at echelons above and below,
and how to request and manage those assets.”® Because
of the natural dispersion of subordinate elements and the
complexity of the terrain at Fort Irwin, the NTC Intelligence
Observer/Coach/Trainers typically recommend that units
develop a primary, alternate, contingency, and emergency
(PACE) communication plan with each unit or enabler.

BCT S2 sections and MICOs typically arrive at the NTC with
a planned, but un-validated PACE communication plan. By
not validating the IWfF PACE communication plan over a sig-
nificant distance prior to coming to the NTC, units quickly
discover upon arrival that their communication plan will not
work as designed. An ineffective IWfF PACE communication
plan contributes to both intelligence enablers not being able
to pass critical information to the BCT S2 section and the
BCT S2 section not being able to convey critical intelligence
to all subordinate elements quickly. This ultimately leads to
the BCT S2’s inability to generate and maintain a CIP across
the BCT. However, the question still remains: What can a
BCT S2 or MICO CDR do to overcome these challenges at
home station to prepare for a successful NTC DATE rotation?

Home Station Preparation

First, the BCT S2 should seek to flatten the network, stream-
line reporting channels, and establish a habitual working
relationship among critical intelligence personnel in the gar-
rison environment. Typically, this is accomplished by creat-
ing a memorandum of understanding (MOU) between the
BCT S2 and the BEB CDR, which allows all-source warrant
officers and other all source analysts from the MICO to re-
port directly to, and work for, the BCT S2 in the garrison en-
vironment. BEB CDRs and MICO CDRs will undoubtedly be
reluctant to agree to this relationship. Therefore, the BCT
S2 must first develop a detailed training plan that clearly il-
lustrates how these personnel will be used and what intel-
ligence training events will take place and when. The IWfF
training plan should be built in collaboration with the over-
all BCT training plan built by the BCT Operations Officer (S3)
and approved by both the BCT and BEB CDRs. Developing
a tangible plan in conjunction with the MICO CDR and re-
viewing the plan with the BEB CDR before seeking BCT CDR
approval will go a long way toward facilitating the BEB CDR
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signing an MOU and relinquishing control of these person-
nel on a daily basis.

Second, as part of the overall BCT training plan, the BCT S2
should develop a progressive IWfF training plan. Initial por-
tions of the IWfF training plan will likely focus on individual
training in garrison using BCT-internal intelligence noncom-
missioned officers, warrant officers, or Foundry personnel
as the primary instructors. After completing individual-
focused training, BCT S2s can move on to collective training
and practical exercises using Foundry and BCT IWfF enablers
to focus on sending and receiving reports, battle-tracking
enablers, and maintaining a running estimate of the enemy.

BCT S2s can then build upon these exercises over time by
conducting field-based practical exercises (potentially as
part of a larger BCT event) focused on using MTOE equip-
ment and enablers to practice developing the threat picture
and establishing and maintaining a COP at echelon. During
each exercise, intelligence leaders at every echelon should
seek to codify roles and responsibilities in written intelli-
gence standard operating procedures (SOPs). Additionally,
intelligence leaders should seek to complement current
doctrine by creating “job books” for each position within
the IWfF. Job books should outline in great detail what is
required by position to facilitate the overall success of the
IWfF. Finally, BCT S2s and MICO CDRs should also attempt
to codify and validate both duties and responsibilities, as
well as the command-support relationships of MICO en-
ablers task organized to maneuver task forces during BCT
collective training exercises. In the event the BCT does not
deploy to the NTC or another decisive action environment,
BCT S2s should push to conduct an IWfF staff exercise every
two months at home station to maintain proficiency.

Third, BCTs preparing to conduct operations in a decisive
action environment should develop a clearly defined PACE
communications plan with higher and subordinate eche-
lons as well as organic intelligence enablers. Ml Publication
2-01.2 Establishing the Intelligence Architecture, is a good
reference to use when developing a PACE communications
plan for the IWfF, as it shows the level of detail a BCT S2
section and MICO must think through to create a functional
communications architecture. A solid PACE communica-
tions plan should include a balance of upper tactical infra-
structure (Tl) and lower Tl communications, and it should
take the BCT’s MTOE into account. For example, many BCT
S2 sections include tactical satellite (TACSAT) radio as part
of their PACE communications plan; however, many BCT S2s
do not check to ensure that the BCT actually has enough
TACSAT radios and trained TACSAT radio operators on hand
to make this a valid communications method.
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BCT S2s must also take into account the access that sub-
ordinates have to contingency and emergency methods of
communication if the BCT S2 needs to resort to those meth-
ods to communicate. For instance, many BCTs equipped with
Force XXI Battle Command Brigade and Below (FBCB2)/Joint
Capabilities Release (JCR) systems tend to use FBCB2/JCR as
the primary means of communication for the IWfF when FM
or upper Tl communications are not available at the NTC.
While most BCT S2s typically have their own FBCB2/JCR ter-
minal, BCT S2s fail to understand that at subordinate es-
chelons, battalion (BN) S2s typically do not have dedicated
access to a FBCB2/JCR terminal based on the MTOE for the
BN S2 section. This means that there may be significant lag
time for a BN S2 to send or receive updated reporting.

Whenever possible, each element of the PACE should have
a broadcast ability to enable multiple entities at echelon to
communicate simultaneously. For example, FM communi-
cations allow the BCT S2 to communicate with multiple BN
S2s simultaneously. Finally, the BCT S2 should attempt to
validate the PACE communications plan over an extended
distance at home station prior to coming to the NTC to en-
sure that the planned PACE will work. To be effective in the
DATE, a good PACE communications plan should support
echelons separated by up to 50 kilometers over complex
terrain.

Conclusion

The job of the BCT S2 to prepare the BCT IWfF to fight and
win in the DATE is an extremely complex one, which is why
the BCT S2 position is widely regarded by senior intelligence
officers today as the most difficult position an MI major can
hold.

To quote Prussian Statesman Otto von Bismarck, “Only
a fool learns from his own mistakes. The wise man learns
from the mistakes of others.”*® Utilizing AARs and lessons
learned from previous DATE rotations at the NTC, the wise
and proactive BCT S2 will start training the IWfF early and
train repetitively. First, seek to establish a habitual work-
ing relationship between critical intelligence personnel in
the garrison environment. Second, using a progressive IWfF
training plan, begin to clearly define duties and responsibili-
ties for each member of the IWfF and codify these into writ-
ten intelligence SOPs for the BCT. Finally, while expanding
IWFF training exercises from garrison-based to field-based
events, develop and validate a PACE communications plan
at echelon that can overcome the tyranny of distance and
support the BCT.

Implementing these lessons learned early and practicing

them often will go a long way toward a successful rotation
(Continued on page 36)
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by Major Colin M. Tansey

e | -
“Those who do not understand the conditions of mountains, forests,
hazardous defiles, marshes and swamps, cannot conduct the march of

an army.” —Sun Tzu, ca 500 BC

Introduction

Sun Tzu was right, commanders must understand the geo-
graphic conditions of the environment in which they oper-
ate. This has been understood for centuries, and as such,
the U.S. Army teaches the military aspects of terrain and
weather to every aspiring Military Intelligence (MI) ana-
lyst and lieutenant who enters the Intelligence Center of
Excellence at Fort Huachuca. However, just learning the
military aspects of terrain and weather are insufficient to
provide commanders with an accurate understanding of
the operational environment. | further suggest that the Ml
community needs to change how it teaches the importance
of geography, and all that it entails, to future intelligence
analysts.

Understanding geography is more than just knowing
where one country is in relation to another or knowing the
different classes of rocks and minerals. From a military per-
spective, it “concentrates on the influence of physical and
cultural environments over political-military policies, plans,
programs, and combat/support operations of all types in
global, regional, and local contexts.”* Some might contend
that the Topographic Analysts/Terrain Teams are also ge-
ographers, but they only touch on physical geography, and
not cultural geography. As we move towards a regionally
aligned force structure and add climate change consider-
ations to our operations, it is important for analysts, even
down to the battalion level, to know more than just the mil-
itary aspects of terrain and weather. They must know and
understand the regional geography.

American Geographic Intelligence

Americans, in general, struggle with geography. In 2005-
2006, the National Geographic Society commissioned a sur-
vey to evaluate the geographic knowledge of Americans.
Their survey found that most young adults (ages 18 through
24) had a limited understanding of the world and lacked the
basic geographic skills needed to improve their knowledge
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of the world around them. For instance, only 37 percent
could find Iraq on a map, despite the U.S. troop presence.
Approximately 20 percent thought that Sudan, Africa’s larg-
est country, was located in Asia. (How many today would
even know that South Sudan seceded as an independent
country in 2011?) Half of all respondents couldn’t locate
New York State on a map. It was not just their basic knowl-
edge of geography that was lacking; their cultural knowl-
edge was equally dismal with 48 percent believing that the
majority of the population in India is Muslim (where ap-
proximately only 15 percent are Muslim).?

This trend has not improved. According to the Washington
Post, a March 2014 poll of 2,066 Americans found that only
1 out of 6 could locate Ukraine on a map. Tied to this geo-
graphic illiteracy, the further away their guess was from
Ukraine’s actual location, the more they wanted U.S. mili-
tary intervention. Interestingly enough, and possibly dis-
turbing, military member households scored no better than
non-military member households with only 16.1 percent
correctly locating the country on a map. Education levels
did not matter as 77 percent of college graduates failed to
identify Ukraine properly.®

Clearly Americans have a geographic illiteracy problem
and it is these same Americans who will become our future
MI analysts. The only way to combat illiteracy is through
education, but according to U.S. News and World Report,
almost three-quarters of eighth graders tested below pro-
ficient on the 2014 National Assessment of Educational
Progress. These results are almost identical to those from
a 1994 survey. Clearly, our geographic education has not
improved as only 17 states require a geography course in
middle school and only 10 states require it for high school
graduation.? Teaching analysts and Ml officers just the mili-
tary aspects of terrain and weather is not likely to close this
geographical education gap.

In his 2013 remarks to the Brookings Institution, former
Army Chief of Staff, General Raymond Odierno remarked “...
you have to understand the world and its geography...Not
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only the [physical] geography but then the cultural aspects,
religious aspects, economic aspects, social aspects, because
that all contributes to how you figure out what the right re-
sponse is when you have a problem in a certain area.”®> A
good analyst must have geographic knowledge that is more
than a mile wide and an inch deep.

Geography and the Military

Geography is a very broad discipline. It touches upon a
multitude of other disciplines as they all study the inter-
action between humans and the Earth. Generally speak-
ing, geography includes the physical environment—soils,
rocks, weather, clouds, topography (physical terrain), the
people—culture, religion, demographics, development (cul-
tural geography), and uses a wide array of technologies
and techniques (geospatial information systems (GIS)), re-
mote sensing, cartography) to gather, analyze, and visual-
ize geographic data and information to understand these
dynamics. Both the Engineer and Ml Corps conduct terrain
analysis, but only intelligence analysts are expected to un-
derstand and anticipate the effects of the physical geogra-
phy (terrain and weather) on operations; understand the
people, languages, and other civil characteristics (cultural
geography); and create their intelligence products utilizing
computers and other digital systems (GIS).

All this helps the intelligence analyst in examining, ana-
lyzing, and appreciating the physical and human landscape
and its potential impacts on the mission. Knowing the mili-
tary aspects of terrain and weather used to be enough, but
as battalions and brigades are deploying around the world
as part of the regionally aligned forces, even junior intelli-
gence analysts must think in broader terms of geography, in
military geography. This means both the physical and cul-
tural factors and how they influence the tactics and move-
ments of military forces. But how can they be proficient if
they lack a basic understanding of geography in general?

Military history is replete with instances of geographic
ignorance (willful or otherwise) leading to military de-
feat, none more famous or infamous than Napoleon or
Nazi Germany’s invasions of Russia. Harold Winter’s semi-
nal book, Battling the Elements, highlights the impact of
weather and climate on military operations. In it, he de-
scribes Napoleon’s march of the Grande Army of 600,000
into the Russia steppes during the summer of 1812 only
to be forced to flee with about 20,000 survivors, most fall-
ing victim to the harsh Russian climate. In 1941/1942, that
same harsh climate helped the Soviet Union to defeat the
invading Germany Army. It isn’t that the severity of the
Eurasian climate was unknown, but it was the incorrect as-
sumptions, of both Napoleon and Hitler, that quick victo-

April - June 2016

ries would force Russia to surrender before the harshness
of winter set in. When those expectations failed to materi-
alize, both invaders proved inadequately prepared for the
harsh winter climate. While the Russian people’s grit and
determination resulted in victory, the harsh climate was a
key enabler. Tens of thousands fell victim to disease and the
effects of the cold, brought on by a lack of proper winter
equipment and gear.

At times, even the very vegetation can create environ-
mental conditions that make military operations difficult.
Vegetation covers most of the Earth’s surface, with the ex-
ception of more austere environments such as the poles. As
such it must be taken into consideration by intelligence ana-
lysts because it can affect mobility, counter-mobility, obser-
vation, and fields of fire. During the U.S. Civil War, the dense
vegetation of the Wilderness disrupted both Union and
Confederate operations. Dense forests and ground cover
inhibited cavalry operations, delayed crucial troop move-
ments, and concealed operations. Only those with intimate
knowledge of the terrain were able to effectively maneu-
ver along the often-concealed, trails, and mobility corridors.
The vegetation’s impact on Union forces during the first
battle of the Wilderness was so great that General Hooker
blamed it, not General Lee, for his inability to maneuver and
eventual defeat.® The dense vegetation in Vietnam proved
just as vexing to U.S. forces. The Vietnamese climate and
biome is very different from that around Chancellorsville,
Virginia, but in both cases the vegetation made military op-
erations incredibly difficult and favored those most familiar
with the environment.

These are just a few examples of why it is important to
have a broad geographic knowledge. Analysts are often the
only “experts” a commander has when planning at the op-
erational or tactical level. As such, it is imperative that they
have a base knowledge of geography (weather, climate,
geomorphology, and culture) that enables their command-
ers to be successful in any environment. Since so many
analysts lack this knowledge, the “so what” of terrain and
weather analysis has largely disappeared from the Situation
paragraph (Paragraph 1) of the Operations Order. If the el-
ementary and secondary schools aren’t teaching it, then it
falls on the Ml schoolhouse.

Military Intelligence Analysis and Geography

FM 6-0 Commander and Staff Organization and Operations,
identifies the military aspects of terrain as: observation and
fields of fire, avenues of approach, key terrain, obstacles,
and cover and concealment (OAKOC). The five military as-
pects of weather are: visibility, winds, precipitation, cloud
cover, and temperature and humidity. Both the military as-
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pects of terrain and weather are critical for the develop-
ment of courses of action.” Commanders rely on the ability
of their intelligence officers and analysts to understand both
weather and terrain and determine their impact on friendly,
neutral, and adversarial forces. But how much do they really
know and why is it important?

Step 2 (Mission Analysis) of the military decision making
process (MDMP) is primarily the responsibility of the unit’s
intelligence section (52).8 The S2 conducts intelligence prep-
aration of battlefield/battlespace (IPB) with assistance from
the other staff sections. This analysis includes defining the
operational environment, describing the environmental ef-
fects on operations, evaluating the threat, and determining
threat courses of action. This need to analyze the bat-
tlespace is exactly why the intelligence professional is the
Army’s geographer. Like geographers, intelligence analysts
need to know “Who (or what) is where, and why.”

While it may not seem like much to outsiders, the S2 is
being asked to do a lot in a very limited amount of time.
Everything that the S2 produces drives the follow-on steps
of MDMP. That is why it is important that the S2 under-
stands the military aspects of terrain and weather; so much
is dependent on that knowledge. The problem is that most
S2s, more than likely, have only a rudimentary knowledge of
the military aspects of terrain and weather.

To complicate matters, in today’s complex operational en-
vironments, the S2 is also expected to use analytical frame-
works, such as areas, structures, capabilities, organizations,
people and events (ASCOPE); sewage, water, electricity, ac-
ademics, trash, medical, safety, and other considerations
(SWEAT-MSO), and political, military, economic, social, in-
formation, infrastructure, physical environment, and time
(PMESII-PT), to analyze the geography of a particular region
or place. All of these have linkages back to the basic climate,
weather, geomorphology, and culture of a region. It is dif-
ficult to understand these complex interactions if one does
not understand the basics of why things and people are
where they are. Geography provides the larger framework
in which ASCOPE, SWEAT-MSO, or PMESII-PT help guide the
analytical effort.

Given the military’s unique capabilities to respond to nat-
ural disasters and the establishment of regionally aligned
forces it behooves MI planners to understand the natural
forces, climatic and tectonic, that may influence a particular
region. As resources are usually limited, especially time, it
is important to focus on which environmental and physical
considerations will most likely impact the operations. For
example, understanding what conditions cause the sum-
mer and winter monsoons in Southeast Asia is important
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because the region experiences very different weather pat-
terns depending on the time of year. Many people assume
that the region always receives plenty of rainfall.
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In fact, while the summer monsoons bring lots of moisture,
the winter monsoon brings dry conditions and sometimes
drought. Not understanding this can complicate operations
in the region because it may result in units that are unpre-
pared to deal with the extreme changes in climatic condi-
tions. Climographs reveal a lot about the temperature and
precipitation patterns in particular area. Analysts should un-
derstand how to interpret the data and be able to deter-
mine how their operations may be influenced.

The same goes for operating in mountainous regions.
Mountains act as topographic barriers and affect more than
just mobility. The weather and climate in mountains changes
due to vertical zonation, meaning that different climates
exist at different altitudes. The effect is similar to moving
away from the equator and closer to the poles. Likewise,
the windward side of the mountain is likely to be wetter and
cooler than the leeward side due to the adiabatic warming
and cooling of air as it moves over the mountain (as any-

Military Intelligence



one stationed at Fort Lewis and trained in Yakima can at-
test). This impact is seen quite frequently in the northern
and eastern parts of Afghanistan. It also explains why the
climates could vary, sometimes drastically, from one moun-
tain valley to another.

Teaching Terrain

At Fort Huachuca, future intelligence officers are trained
to “Conduct Intelligence Support to MDMP,” with the in-
tent that they can synchronize, coordinate, and produce
IPB products while also integrating information collection,
targeting, and intelligence analysis with ongoing and future
operations. These officers are expected to identify the sig-
nificant characteristics of the area of operations and area
of interest based on the enemy, terrain, weather, and civil
considerations. ATP 2-01.3 states that “Terrain and weather
favor neither friendly nor enemy forces unless one is more
familiar with—or better prepared to operate in—the physical
environment.”® This recognizes that terrain appreciation, an
understanding of all aspects of terrain, is important for com-
manders to be successful.

The problem lies in the fact that the training in IPB focuses
on broad overviews of surface features without a discussion
of how they vary from one region to another. Terrain anal-
ysis in ATP 2-01.3 focuses on micro aspects of geography
(OAKOC) without consideration of the broader geomorphol-
ogy, climate, and biomes in the area of operations which
may vary season to season. While adequate at the tactical
level, this approach to physical geography does not prepare
analysts for how these military aspects of terrain vary from
region to region, let alone address the regional cultural con-
cerns. It does not help prepare them to understand the
complex regional geography and resultant geopolitical is-
sues of the places they might be deployed. This is especially
true when dealing with counterinsurgency. Analysts must
evaluate geography as a whole, not in pieces.

Identifying avenues of approach and key terrain are im-
portant, but analysts and their commanders should under-
stand how the geology and soils may affect operations in
those avenues of approach or on the key terrain.® It is a
very dry and technical subject, so most people do not want
to study it. Yet soils and the underlying geology become
important when considering cross-country mobility and
trafficability. Different soils have different load-bearing ca-
pacities, traction, permeability and porosity, and stability,
all of which can seriously impact the movement of person-
nel and materiel. Even weapon systems are impacted by soil
conditions and rocks, as artillerymen learned in Vietnam.
Artillery pieces sank into the wet ground when fired at or
near maximum elevation causing them to malfunction.!
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Recent experiences in Iraq and Afghanistan provide excel-
lent examples and lessons why intelligence analysts must
have a greater understanding of geography. Both countries
are semi-arid deserts. This makes access to water an im-
portant concern for locals. Control of water resources, both
surface and subsurface, has been a source of contention in
the Middle East for centuries. The Government of Iraq and
ISIS have been fighting for control of key dams across Iraq.
In April 2014, ISIS forces captured the Fallujah Dam and im-
mediately stopped the flow of the Euphrates downstream.
This left towns like Karbala and Najaf without water while
causing the reservoir behind the dam to overflow and flood
about 500 square kilometers. Later, they reopened the dam
and caused downstream flooding.*? Thus water became a
weapon of war.

In Iraq and Afghanistan, we quickly learned that drilling
water wells was a quick and efficient way to “improve rela-
tions.” No one thought about the second and third order
effects of digging those wells. In areas where there are no
large sources of surface water, groundwater becomes a key
factor and remote villages and outposts often rely on local
wells to provide their water. In arid and semi-arid environ-
ments, this groundwater becomes an important yet finite
resource. More wells means more use and faster depletion.

Similarly, understanding the geologic structures of a re-
gion is important. Areas that have high concentrations of
limestone and groundwater are likely to have large num-
bers of caves, sinkholes, and streams that can influence op-
erations. Caves and depressions can hide units from most
observation and significantly reduce the effectiveness of
bombs and artillery. The karst topography, in and around
former Yugoslavia, provided safe havens for partisans fight-
ing the German army and provided refuge for hundreds
of civilians. Mao Tse Tung sought refuge in caves follow-
ing the Long March. Japanese soldiers, who used caves in
the Pacific islands’ hopping campaign, made the U.S. ef-
forts to seize these areas extremely costly.* More recently,
the Taliban used the caves in the Tora Bora region of east-
ern Afghanistan as a base of operations and to hide from
Coalition Forces.

Conclusion

By default, intelligence analysts are the Army’s geogra-
phers. They must have broader knowledge of geography
than just the military aspects of terrain and weather. An an-
alyst must be able to think about how the regional geog-
raphy in an area will impact overall operations. They must
understand the climatic and geomorphic differences that
may impact the regional economic and military concerns.
They must understand why a steel runway in a tropical en-
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